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Abstract—This paper proposes an optimal hardening strategy
to enhance the resilience of power distribution networks to
protect against extreme weather events. Different grid hardening
techniques are considered, such as upgrading poles and vege-
tation management. The problem is formulated as a tri-level
optimization problem to minimize grid hardening investment
and load shedding in extreme weather events. The first level
is to identify vulnerable distribution lines and select hardening
strategies, the second level is to determine the set of out-of-service
distribution lines so that the damage caused by extreme weather
events is maximized, and the third level is to minimize load
shedding costs according to load priorities and the set of damaged
lines. Since the selection of hardening strategies is coupled with
the uncertainty set of out-of-service lines, the original tri-level
model is transformed to be an equivalent bi-level problem, which
is subsequently solved by a greedy searching algorithm. Case
studies demonstrate the effectiveness of the proposed method
under multiple severe weather events and different simulation
settings.

Index Terms—Distribution systems, failure probability, ex-
treme weather events, power system resilience

NOMENCLATURE
Sets and indices
ΩN Set of nodes
ΩB Set of lines
Ωx Set of hardening strategies
ΩG Set of distributed generators (DGs)
ΩL Set of loads
T Set of durations of extreme weather events
χ Set of system hardening decisions
U Uncertainty set of extreme weather events
O System operation set under extreme

weather events
i Node index
(i, j) Line index
k Hardening strategy index
t Time index
Parameters
BL Hardening investment budget
ckij Cost of kth hardening strategy at line ij
cLi Cost of shedding ith load
TR Repair time
W Uncertainty Budget
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PLi,t/Q
L
i,t Active/Reactive load demand

P g,max
i,t /Qg,max

i,t Active/Reactive power limits of DG
Pmax
ij /Qmax

ij Active/Reactive power limit of line ij
Rij/Xij Resistance/Reactance of line ij
|Vi|max

/|Vi|min Maximum/Minimum voltage magnitude
V0 Reference voltage magnitude
M1/M2 Big numbers
Variables
pkij,t Failure probability of line ij after imple-

menting kth hardening strategy
xkij Binary variable indicates whether kth

hardening strategy is selected (1) or not
(0) at line ij

zkij,t Binary variable indicates whether the line
ij (after being hardened by the kth hard-
ening strategy) is failed (1) or not (0) at
time t

uij,t Binary variable indicates the actual dam-
age state of line ij at time t: damaged (1)
or not (0)

ρi,t Load shedding ratio
Pij,t/Qij,t Active/Reactive power flow
P gi,t/Q

g
i,t Active/Reactive power output of DGs

λki,t, λ
k
ij,t Dual variables

I. INTRODUCTION

ENHANCING grid resilience to protect against extreme
weather events is a key task of grid modernization efforts

[1]. The extreme weather-caused outages have resulted in
substantial economic losses in recent years in the United
States. For example, Hurricane Sandy in 2012 paralyzed power
systems of several coastal states and resulted in outages that
affected over 8.5 million customers [2]. It is reported that
65% of New Jersey’s customers were disconnected from grids
in this severe event [3]. Between 2003 and 2012, roughly
679 power outages, each affecting at least 50, 000 customers,
occurred due to weather events in the United States, and
80%−90% of these outages were due to failures in distribution
systems [4].

Grid hardening is one of the most effective methods to
protect systems against extreme weather events. There are
various grid hardening strategies such as overhead structure
reinforcement, vegetation management, undergrounding, and
integrating black-start resources. Overhead structure reinforce-
ment constitutes a primary hardening strategy which involves
upgrading distribution poles to a stronger class, enhancing
guying, and refurbishing poles. Extensive vegetation manage-
ment also can contribute to distribution system hardening,
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as fallen trees and debris are credited with the majority
of power outages that occur during severe storms in the
Northeastern part of the United States [5]. Undergrounding
distribution lines can reduce the system susceptibility to wind-
induced damages, lightning, and vegetation contacts, but it
extends restoration time with a high installation and repair
cost. Elevating substations, integration of DGs, and relocating
facilities to areas that are less prone to extreme weather can
help protect against floods. Although system hardening could
reduce component failures and restoration efforts, hardening
and upgrading the entire distribution systems is potentially
expensive. As a result, how to cost-effectively design a resilient
distribution system against climatic disasters becomes a great
challenge.

Based on previous hurricanes’ impacts on power systems,
there are two major questions on distribution system hardening
[6]. One is how to prioritize distribution lines for hardening,
and the other is what hardening efforts should be performed on
each line. A commonly used way of implementing mitigation
strategies is to upgrade previously damaged facilities or per-
form targeted hardening based on experiences. Over the years,
several methods of hardening distribution systems have been
studied with the objective to improve the system reliability,
such as risk-analysis and optimization techniques. In [2],
authors propose a targeted hardening strategy to improve
distribution system reliability, which involves strengthening
important distribution poles as well as poles with a high
probability of failure by identifying risk-critical parts of the
system. In [7], a vegetation management scheduling algorithm
that determines the optimal location and time to perform vege-
tation maintenance on overhead distribution lines is presented.
However, these two papers are limited to certain types of
weather events and single hardening techniques. The uncertain
traveling paths and severities of extreme weather events, and
their impacts on system resilience are neglected.

A few optimization models are proposed to facilitate the grid
hardening decision-making process and most of them focus on
transmission networks [3, 8-9]. The optimal hardening prob-
lem is generally formulated as a bi-level or tri-level problem.
For a bi-level formulation, the upper level selects hardening
strategies with the objective of minimizing investment, and
the lower level evaluates the benefits of hardening using a set
of sampled damage scenarios [3]. In a tri-level formulation,
a defender-attacker-defender model is generally applied [8-9].
The system planner identifies the components to be hardened
in the upper level. In the middle level, the disruption model
determines the set of out-of-service components so that the
damage in the system is maximized. In the lower level, the sys-
tem operator minimizes the damage using optimal operation
strategies. However, the diversity and time-varying uncertainty
of extreme weather events are not taken into account in these
methods. Furthermore the hardened components are assumed
to have a zero failure rate which is impractical.

A distribution system is considered to be resilient if it is
able to anticipate, absorb, adapt to, and/or rapidly recover
from a disruptive event [10]. This paper proposes an optimal
hardening strategy to enhance the resilience of distribution
networks. The objective is to take optimal pre-event resilience-

enhancement actions to reduce the failure probability of dis-
tribution systems and mitigate consequences of these fail-
ures. A tri-level optimization model that considers the failure
probability of hardened components is formulated. Compared
to methods in [2, 7] which only consider single hardening
strategy, there are three different hardening strategies for
each line to select according to hardening cost and weather
parameters in this paper. We propose a new infrastructure
fragility model to represent the spatial-temporal impacts of
extreme weather events on the resilience of distributed lines
that have been hardened. The model is then incorporated in
the time-varying uncertainty set of the tri-level optimization
model to evaluate the system resilience. A new solution
methodology is proposed to solve the tri-level problem with
coupled variables in its first and second levels. The tri-level
program is transformed into an equivalent bi-level mixed-
integer linear program by reformulating the max-min structure
in its second and third levels into a single-level equivalent. An
effective greedy algorithm is presented to solve the resulted
bi-level optimization problem by finding critical lines firstly
and then hardening these lines with the minimum investment.

The rest of the paper is organized as follows. Section II pro-
vides fragility models and resilience enhancement strategies.
Section III proposes mathematical formulations. Section IV
reformulates the problem into a bi-level problem and develops
a new solution algorithm. Numerical results are presented in
Section V. Section VI concludes the paper.

II. INFRASTRUCTURE FRAGILITY MODELS AND
RESILIENCE ENHANCEMENT STRATEGIES

This section introduces the proposed infrastructure fragility
model for power distribution systems with both overhead
and underground systems, and three resilience-enhancement
strategies. The fragility analysis calculates the time-varying
failure probability of hardened distribution lines considering
wind speed’s impacts on distribution poles and tree contacts,
and floods’ impact on underground systems. The fragility
model of distribution lines is used to set the time-varying
uncertainty set of extreme weather events in the tri-level
hardening optimization model.

A. Fragility Models of Overhead Systems
For overhead systems, the majority of power outages happen

because trees are blown into power lines, and/or high intense
winds directly blow down poles during hurricanes, wind
storms and winter storms [11]. Overhead distribution lines
consist of poles, conductor wires and other types of equipment
[12]. The breakdown of a single pole or conductor results in
the disconnection of the entire line. Hence, the fragility of a
distribution line can be modeled as a series system with the
fragility analysis of each pole and conductor within that line
[12]. It is assumed that the fragility of different components
of an overhead line is independent. The failure probability of
an overhead line before being damaged by extreme weather
events can be expressed as follows:

pl,ij(v(t)) = 1−
m∏
k=1

(1− pIk(v(t)))
n∏
k=1

(1− pfc,k(v(t)))

(1)
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where pl,ij(v(t)) is the failure probability of the overhead line
ij; m is the number of distribution poles supporting line ij; n
is the number of conductor wires between two adjacent poles
at line ij. pIk is defined as the conditional probability of kth
poles at line ij as a function of the wind speed, and it can
be modeled as a lognormal cumulative distribution function
(CDF) [2]:

pIk(v(t)) = Φ[ln((v(t)/mR)/ξR] (2)

where v(t) is the local 3-s gust wind speed, mR is the median
capacity or resistance, and ξR is the logarithmic standard
deviation of intensity measurement.
pfc,k(v(t)) represents the failure probability of conductor k

between two poles:

pfc,k(v(t)) = (1− fu) max(pfw,k(v(t)), αpftr,k((v(t))) (3)

where pfw,k(v(t)) represents the direct wind-induced failure
probability of conductor k; pftr,k represents the fallen tree-
induced failure probability of conductor k; fu represents the
probability that conductor k is undergrounded (invulnerable to
extreme weather events), and is set as 0.32; and α represents
the average tree-induced damage probability of overhead con-
ductors. The direct wind-induced damage probability of the
conductor k can be model by [12]:

pfw,k(v(t)) = min{Ffw,k(v(t))/Ffo,k(v(t)), 1} (4)

where Ffw,k(v(t)) represents the wind force on conductor k;
and Ffo,k(v(t)) represents the maximum perpendicular force
that conductor k can endure.
pftr,k(v(t)) can be represented as follows [13]:

pftr,k((v(t)) =
eh(Sk)

1 + eh(Sk)
(5)

h(Sk) = as + cs(ksSk)Dbs
H (6)

where Sk is the wind intensity (0 − 1 scale) at conductor k,
and can be calculated by dividing the local 3− s wind speed
by the maximum wind speed in the studied area [13]; DH is
the tree diameter at its breast height (1.35m); ks is a factor
to consider local terrain effects, and is chosen based on the
land cover information near conductor k; as, bs and cs are
parameters related with tree species.

B. Flood-induced Failures in Underground Systems

A storm surge is a wall of water that floods the shore and
adjacent land as a hurricane approaches the land [14]. When
a storm surge recedes from the land, underground wires and
other components are damaged due to water exposure, debris
and salt residual [14]. Currently, the data on storm surges
is insufficient to determine the best mathematical model for
flood or storm surge-induced damages. However, the following
linear function can be used to estimate underground system
damages based on categories of hurricanes and storm surge
zones [14].

pung,ij,t = [a+ b(H − Sz)] · I(H − Sz) (7)

I(H − Sz) =

{
1 H − Sz > 0
0 H − Sz < 0

(8)

where pung,ij,t is the failure probability of underground line
ij, H is the hurricane category, Sz is the storm surge zone
category, and a and b are tuning parameters. Equation (8) is
an indicator function which shows whether the area is affected
by an incoming hurricane.

C. Resilience Enhancement Strategies
Based on the above fragility analysis of distribution lines,

we consider three resilience-enhancement strategies as shown
in Table I [15]. Strategy 1 is to replace a pole with a higher-
class one. Strategy 2 is to trim trees to make their diameters at
breast heights less than 10 cm [13]. Strategy 3 is the combi-
nation of strategy 1 and strategy 2. In addition, it is assumed
that Strategy 4 represents no hardening is implemented.

TABLE I
RESILIENCE ENHANCEMENT STRATEGIES FOR DISTRIBUTION LINES

No. Strategies Primary Lines Large Laterals
1 Upgrading distribution poles $5,924/pole $5,000/pole
2 Vegetation management $20,095/mile $39,936/mile
3 Combination of 1 and 2* $227,435/mile $214,936/mile

*Assume the span of two consecutive poles is 150 ft.

III. MATHEMATICAL FORMULATIONS

We propose a tri-level model as shown in Fig. 1. The
objective is to minimize the hardening investment and the
load shedding under the worst case scenarios. The first level
is to identify hardening strategies. In the second level, the
uncertainty set of failed lines is based on the severity of
extreme weather events so that the damage of distribution
systems is maximized. The third level is to minimize the cost
of load shedding due to the physical damage of distribution
lines in the second level.

Fig. 1. The proposed tri-level model for power distribution system hardening

The proposed formulation is introduced as follows:

min
x∈χ

{
CI (x) + max

u∈U(x)
min
o∈O(u)

CS(o)
}

(9)

subject to:

CI(x) =
∑
k,ij

ckijx
k
ij ,∀(i, j) ∈ ΩB , k ∈ Ωx, t ∈ T (10)
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CS(o) =
∑
i,t

cLi ρi,tP
L
i,t,∀i ∈ ΩL, t ∈ T (11)

CI(x) 6 BL (12)

χ =

{
x

∣∣∣∣∣ ∑
k∈Ωx

xkij = 1,∀k ∈ Ωx, (i, j) ∈ ΩB , x
k
ij ∈ {0, 1}

}
(13)

U =

u

∣∣∣∣∣∣
∑

(i,j)∈ΩB

(−log2p
k
ij,t)z

k
ij,t 6W, ∀k ∈ Ωx, t ∈ T

(14)

zkij,t 6 xkij ,∀k ∈ Ωx, (i, j) ∈ ΩB , t ∈ T (15)

∑
t

zkij,t 6 1,∀k ∈ Ωx, (i, j) ∈ ΩB , t ∈ T (16)

uij,t 6
t∑

st=t−TR

zkij,st,∀k ∈ Ωx, (i, j) ∈ ΩB , t ∈ T (17)

uij,t, z
k
ij,t ∈ {0, 1},∀k ∈ Ωx, (i, j) ∈ ΩB , t ∈ T } (18)

O(u) =

o
∣∣∣∣∣∣

∑
{j|(i,j)∈ΩB}

Pij,t =
∑

{j|(i,j)∈ΩB}

Pji,t − P gi,t

− (1− ρi,t)PLi,t,∀i ∈ ΩN , t ∈ T [λ1
i,t]

(19)

∑
{j|(i,j)∈ΩB}

Qij,t =
∑

{j|(i,j)∈ΩB}

Qji,t −Qgi,t − (1− ρi,t)QLi,t,

∀i ∈ ΩN , t ∈ T [λ2
i,t]

(20)

0 6 Pij,t 6 (1− uij,t)Pmax
ij ,∀(i, j) ∈ ΩB , t ∈ T

[λ3
ij,t]

(21)

0 6 Qij,t 6 (1− uij,t)Qmax
ij ,∀(i, j) ∈ ΩB , t ∈ T

[λ4
ij,t]

(22)

|Vj,t| 6 |Vi,t| −
RijPij,t +XijQij,t

V0
+ uij,tM1

∀i ∈ ΩN , t ∈ T [λ5
i,t]

(23)

|Vi,t| −
RijPij,t +XijQij,t

V0
− uij,tM1 6 |Vj,t|

∀i ∈ ΩN , t ∈ T [λ6
i,t]

(24)

0 6 P gi,t 6 P g,max
i,t ,∀i ∈ ΩG, t ∈ T [λ7

i,t] (25)

0 6 Qgi,t 6 Qg,max
i,t ,∀i ∈ ΩG, t ∈ T [λ8

i,t] (26)

|Vi|min 6 |Vi,t| 6 |Vi|max
,∀i ∈ ΩN , t ∈ T [λ9

i,t, λ
10
i,t] (27)

0 6 ρi,t 6 1,∀i ∈ ΩN , t ∈ T [λ11
i,t]

}
(28)

The objective function (9) is to minimize the hardening
investment and the projected load shedding cost under the
worst weather scenarios. The hardening investment and load
shedding cost are represented by (10) and (11), respectively.

The first-level problem consists equation (9) and constraints
(12)-(13). Constraint (12) limits the hardening investment
budget. Constraint (13) indicates that only one hardening
strategy can be selected for each line.

In the second level, the damage caused by failures of
hardened lines during extreme weather events is maximized,
which can be modeled by the second part of the objective
function (9) and constraints (14)-(18).

Constraints (14)-(16) generate the damage uncertainty set
of distribution systems at time t. Constraint (14) provides the
system uncertainty budget. The definition of this constraint
is related to the Claude Shannon’s information theory [16].
W represents the uncertainty budget which can be decided
by system planners. In particular, a line with a lower failure
probability takes up more uncertainty budget if it fails and vice
versa. For example, if the failure probability of a line is zero,
then it takes an infinite large uncertainty budget and zkij,t = 0.
If the failure probability is one, then it takes zero budget and
zkij,t = 1. Therefore, a smaller W represents a larger upper
limit of the number of failed lines. In (14), pkij,t represents the
failure probability of line ij before being damaged by extreme
weather events, if it is hardened by the k-th strategy (k =
1, ..., 4). For example, if k = 1, p1

ij,t is the failure probability
of line ij after being hardened by pole upgrading. If k = 2,
p2
ij,t is the failure probability of line ij after being hardened by

tree trimming. If k = 3, p3
ij,t is the failure probability of line ij

after being hardened by the combination strategy of upgrading
pole and tree trimming. If k = 4, p4

ij,t is the failure probability
of line ij without implementing any hardening strategy. pkij,t
can be calculated using equations (1)-(8) with the parameters
of different hardening strategies. Constraint (15) indicates that
the failure of line ij after being hardened by a specific strategy
can only occur when that strategy is selected in the first level.
Constraint (16) assumes that the failure of line ij after being
hardened by a specific strategy only occurs once during the 24
hours of the extreme weather event. Constraint (17) imposes
the repair time of the damaged line ij, where TR is assumed
to be the repair time. If a line starts to be out of service at
time st, it remains failed until being repaired. For example, if
TR = 18 and zkij,4 = 1, uij,t 6 1, t = 4, ..., 22.

The third level is to minimize the cost of load shedding due
to out-of-service lines. Constraints (19) and (20) represent the
power balance at each node. Constraints (21) and (22) enforce
the line flow limits and represent the network connectivity.
If line ij is damaged, uij,t = 1, then Pij,t = 0 and
Qij,t = 0. Constraints (23) and (24) represent the voltage level
at each node. Constraints (19)-(20) and (23)-(24) are linearized
DistFlow equations which have been widely used to calculate
the complex power flow and voltage profile in problems such
as DG placement, service restoration, system operation, and
planning of distribution systems [17-20]. Constraints (25) and
(26) limit active and reactive power output of DGs, respec-
tively. Constraint (27) imposes the voltage limits. Constraint
(28) imposes an upper bound on load shedding ratios.

In the above formulation, xkij represents the first-level
decision variables; zkij,t, uij,t are the second-level decision
variables, and the third-level decision variables are P gi,t, Pij,t,
Qij,t, and |Vi,t|. The variables in the brackets following
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constraints (19)-(28) represent dual variables of these con-
straints. Constraint (27) has two dual variables to represent
the inequalities.

IV. SOLUTION ALGORITHM

In this tri-level model, some variables in the first and second
levels are coupled, i.e., xkij , z

k
ij,t, and uij,t. The out-of-service

distribution lines are determined by the severity of extreme
weather events and the selected hardening strategies. As a
result, it cannot be directly decoupled into a sub-problem
and a master problem as proposed in [21]. To solve this
challenge, a greedy search methodology is proposed. The tri-
level model is reformulated as a bi-level problem. The upper
level is to select optimal hardening strategies for critical lines.
The lower level is to identify critical lines which are most
vulnerable to extreme weather events and have severe impacts
on load shedding. The max-min structure in the second and
third level of the tri-level model is reformulated into a single-
level equivalent.

A. Problem Reformulation

One popular method to solve the max-min problem is to
reformulate it into a single-level problem using the Karush-
Kuhn-Tucker (KKT) conditions, and then linearizing the com-
plementarity constraints with the big-M method [21]. In this
paper, we firstly dualize the max-min problem by introducing
bilinear terms, and then linearize these terms by exploiting
the discrete structure of the uncertainty set. The lower level
identifies the worst-case scenario given a hardening decision
x. It is denoted as R(x) and can be formulated as:

max
u∈U

min
o∈O(u)

CS(o) (29)

The Lagrangian equation is:

L =
∑
i∈ΩL

∑
t∈T

cLi ρi,tP
L
i,t +

∑
t∈T

λ1
i,t[

∑
{j|(i,j)∈ΩB}

Pij,t − P gi,t

−
∑

{j|(i,j)∈ΩB}

Pji,t + (1− ρi,t)PLi,t] +
∑
t∈T

λ2
ij,t[

∑
{j|(i,j)∈ΩB}

Qij,t

−
∑

{j|(i,j)∈ΩB}

Qji,t −Qgi,t + (1− ρi,t)QLi,t]

+
∑
t∈T

∑
(i,j)∈ΩB

λ3
ij,t[Pij,t − (1− uij,t)Pmax

ij ]

+
∑
t∈T

∑
(i,j)∈ΩB

λ4
ij,t[Qij,t − (1− uij,t)Qmax

ij ]

+
∑
t∈T

∑
j∈ΩN

λ5
i,t(|Vj,t| − |Vi,t|+

RijPij,t +XijQij,t
V0

− uij,tM1) +
∑
t∈T

∑
j∈ΩN

λ6
i,t(− |Vj,t|+ |Vi,t| − uij,tM1

−RijPij,t +XijQij,t
V0

) +
∑
t∈T

∑
i∈ΩG

λ7
i,t(P

g
i,t − P

g,max
i,t )

+
∑
t∈T

∑
i∈ΩG

λ8
i,t(Q

g
i,t −Q

g,max
i,t )

+
∑
t∈T

∑
i∈ΩN

λ9
i,t(− |Vi,t|+ |Vi,t|

min
)

+
∑
t∈T

∑
i∈ΩN

λ10
i,t(|Vi,t| − |Vi,t|

max
)

+
∑
t∈T

∑
i∈ΩN

λ11
i,t(ρi,t − 1)

(30)
whose optimality occurs at

∂L
∂Pij,t

= λ1
i,t − λ1

j,t + λ3
ij,t +

Rij
V0

λ5
ij,t −

Rij
V0

λ6
ij,t = 0 (31)

∂L
∂Qij,t

= λ2
i,t − λ2

j,t + λ4
ij,t +

Xij

V0
λ5
ij,t −

Xij

V0
λ6
ij,t = 0 (32)

∂L
∂Vi,t

= −
∑
j∈ΩN

λ5
ij,t +

∑
j∈ΩN

λ5
ji,t − λ9

i,t + λ10
i,t = 0 (33)

∂L
∂P gi,t

= −λ1
i,t + λ7

i,t > 0 (34)

∂L
∂Qgi,t

= −λ2
i,t + λ8

i,t > 0 (35)

∂L
∂ρi,t

= cLi P
L
i,t − λ1

i,tP
L
i,t + λ11

i,t − λ2
i,tQ

L
i,t > 0 (36)

By using the optimality condition, we can reformulate R(x)
as follows.

Max
∑
t∈T

∑
i∈ΩL

PLi,tλ
1
i,t +

∑
t∈T

∑
i∈ΩL

QLi,tλ
2
i,t

−
∑
t∈T

∑
(i,j)∈ΩB

λ3
ij,t(1− uij,t)Pmax

ij

−
∑
t∈T

∑
(i,j)∈ΩB

λ4
ij,t(1− uij,t)Qmax

ij

−
∑
t∈T

∑
j∈ΩN

λ5
i,tuij,tM1 −

∑
t∈T

∑
j∈ΩN

λ6
i,tuij,tM1

−
∑
t∈T

∑
i∈ΩG

P g,max
i,t λ7

i,t −
∑
t∈T

∑
i∈ΩG

Qg,max
i,t λ8

i,t

+
∑
t∈T

∑
i∈ΩN

|Vi,t|min
λ9
i,t −

∑
t∈T

∑
i∈ΩN

|Vi,t|max
λ10
i,t

−
∑
t∈T

∑
i∈ΩN

λ11
i,t

(37)

s.t. u ∈ U (38)

(31) - (36)

λ1
i,t, λ

2
ij,t, free,∀i ∈ ΩN , (i, j) ∈ ΩB , t ∈ T (39)



1949-3053 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSG.2016.2591885, IEEE
Transactions on Smart Grid

6

λ3
ij,t, λ

4
ij,t, λ

5
i,t, λ

6
i,t, λ

7
ij,t, λ

8
i,t, λ

9
i,t, λ

10
i,t, λ

11
i,t > 0,

∀(i, j) ∈ ΩB , i ∈ ΩN , t ∈ T
(40)

There are bi-linear terms in the objective function (37), e.g.,
λ3
ij,t(1−uij,t) and λ5

i,tuij,tM1. We replace λ3
ij,t(1−uij,t) with

γ1
ij,t and introduce the following two additional constraints.

γ1
ij,t > λ3

ij,t −M2uij,t (41)

γ1
ij,t > 0 (42)

where M2 is a big number. Similarly, the bilinear term
λ4
ij,t(1− uij,t) is replaced with γ2

ij,t.
We replace λ5

i,tuij,tM1 with γ3
i,t and introduce two addi-

tional constrains.

γ3
i,t > λ5

i,tM1 −M2(1− uij,t) (43)

γ3
i,t > 0 (44)

Similarly, the bilinear term λ4
i,tuij,tM1 is replaced with γ4

i,t.
The optimal hardening strategy selection problem can be

denoted as H(x).
min
x
CI(x) (45)

s.t. x ∈ Ωx (46)

Constraint (12)∑
(i,j)∈ΩB

(−log2p
k
ij,t)z

k
ij,t >W,∀k ∈ Ωx, t ∈ T (47)

The objective of (45) is to minimize the hardening in-
vestment after the lower level identifies the critical lines.
Constraint (46) indicates that for each critical line, only one
hardening strategy can be selected. Constraint (47) indicates
that the failure probability of hardened critical lines should be
lower than a certain limit.

B. Solution Algorithm

To solve the problem, we propose a greedy searching
algorithm. The algorithm iteratively generates new critical
lines in a subset Γ and chooses the most critical line in Γ
to be hardened with the minimum cost in each iteration. This
means Γ updates the critical lines in every iteration. Note that
after one line is selected to be hardened in a certain iteration,
the elements in Γ should be changed since the fragility of
the entire system changes. H(x) is solved in each iteration
to select a specific critical line in Γ to be hardened by a
certain strategy. Given the hardening strategies, R(x) is solved
to update the worst-case scenario to be included in Γ. The
algorithm terminates after the investment budget is used up.
Details of this algorithm are described as follows:

V. NUMERICAL RESULTS

In this section, we use a modified Electric Power Re-
search Institute (EPRI) test circuit [22] for case studies. For
illustration, the test system is fitted into an area that covers
the range of latitude (28.98◦N − 29.05◦N ) and longitude
(95.48◦W − 95.43◦W ), which is close to the coastline, as
shown in Fig. 2. This system has a 74-mile primary circuit that
supplies 3885 customers, whose voltage level is at 34.5kV . In

Greedy Searching Algorithm
Step 0: Initialization. Set the worst extreme weather con-
dition parameters and s = 0. Calculate each line’s failure
probability before hardening.
Step 1: Solve R(x0) without any hardening strategy and let
(ρ0, u0, z0) denote its optimal solution.
Step 2: Obtain critical lines whose failures have severe
impacts on load shedding according Step 1’s solution.
Step 3: Update s← s+ 1. Calculate failure probabilities of
critical lines being hardened by different strategies. Solve
H(xs), and select the most critical line from Γs to be
hardened. Use the hardening strategy with the minimum cost
to harden that line.
Step 4: Solve R(xs) and let (ρs, us, zs) denote the optimal
solution. Update critical lines in Γs .
Step 5: If the investment budget reaches the limit, the
algorithm ends; otherwise go to Step 3.

Fig. 2, there are 68 lines and 69 nodes in the primary network.
The thickness of a line is proportional to the power flowing
through the line. A modern power distribution system may
have DGs and backup generators, which impacts the system’s
resilience. To consider these effects, we assume DGs are
integrated at nodes 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, each
with a capacity of 0.5MW. It is assumed that all DGs are diesel
generators, used in extreme weather events. DGs at nodes
45 and 50 can provide enough power supply for customers
if a flood hits underground lines, L49-50 and L40-41. For
demonstration, we consider moderate-to-extreme winds and
surge-induced floods in hurricanes as the studied extreme
weather events. In order to assess the hurricane’s impacts on
the distribution system, the hurricane is modeled through its
static and dynamic gradient wind fields based on a statistical
modeling method [14]. This modeling method provides the
spatial spread and intensity of the simulated hurricane, which
includes the latitudes and longitudes of the hurricane eye
locations, radius to the maximum wind speed of the hurricane,
and the wind field.

Based on the above information and the geographic data of
the test system, the failure probability of distribution lines can
be calculated using (1)-(8). The proposed greedy algorithm can
then be used to solve the hardening problem. The subproblem
R() is a mixed integer linear programming problem. It is
implemented in the GAMS version 24.5.3, and solved using
the IBM’s CPLEX 12.6 mixed-integer solver. The upper level
problem H() is implemented in the Matlab version R2015b.
All tests are performed on a PC with 3.6-GHz CPU and 16GB
RAM. The computation time is around 20 ∼ 30 minutes which
is a reasonable range for planning problems. The voltage range
is set as 0.95p.u ∼ 1.05p.u. The uncertainty budget W is set
as 0.2.

A. Hurricane Simulation

For illustration, it is assumed that hurricanes land at the
location with latitude 28.6◦N and longitude 96◦W . The hur-
ricanes are assumed to be moving with a translational speed of
12.5 mph and traveling for 24 hours after landfall [23]. Hence,
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Fig. 2. The modified test system

simulations are performed for a period of 24 hours. In this
paper, we consider four categories of hurricanes, i.e., category
1 − 4. Fig. 3 illustrates the forecasted track of a category-
4 hurricane (with the maximum wind speed at the landfall
location), and its time-varying impacts on the test system.
The yellow dots represent the locations of the hurricane eye at
different times. The magenta star shows the location of the test
system. The red circle indicates the boundary of the maximum
winds for the traveling hurricanes at a certain eye location. The
area between the red circle and the blue circle experiences
82.5% of the maximum wind speed. The wind speed within
areas between 2Rmax and 4Rmax is reduced by 25%. As the
service area of the test system is relatively small compared
to the size of the hurricane, it is assumed that the maximum
wind speed at the central point of the test system is applied to
all distribution lines [2]. Fig. 4 shows the surface wind speed
variations in the middle of the test system as the hurricanes
of four categories travel along their tracks.

Fig. 3. Category-4 hurricane path tracking

Fig. 4. The surface wind speed variations of hurricanes

B. System Test Data and Hardening Cost

Table II shows the specification of primary overhead lines
in the test system. There are three types of distribution poles in

the system, i.e., National Electrical Safety Code (NESC) class
2, class 3 and class 5. Table III shows the data of underground
cables. It is assumed that most of trees covered in this system
are the acer rubrum, and as = −2.261, bs = 0.426, cs =
0.426 [13]. Fig. 5 shows the DH values of acer rubrum along
distribution lines. According to the data in Table II, Table III
and Fig. 5, the failure probability of distribution lines after
being hardened can be calculated by using (1)-(8). As shown
in Table I, the hardening cost of one line depends on its length.

Fig. 5. DH values of acer rubrum along distribution lines

TABLE II
THE POLE DATA OF DISTRIBUTION LINES

Pole Type ln(mR) ζR Distribution Line
NESC

5.05 0.135
L1-2, L2-3, L3-4, L4-5, L5-6,

Class 2 L6-7, L7-8, L8-9, L10-11

NESC
4.94 0.140

L11-12,L12-13,L13-14,L14-15,L15-16,
L16-17,L17-18, L18-19,L19-20,L20-21,
L21-22,L22-23,L23-24, L24-25, L25-26,
L27-28,L28-29, L29-30,L30-31,L31-32,

Class 3 L32-33,L33-34, L34-35,L35-36,L36-37,
L37-38, L39-40,L43-44, L44-45, L50-51,
L46-66

NESC
4.76 0.137

L39-47,L47-48,L48-49,L54-55,

Class 5
L55-56, L56-57,L57-58,L58-59,
L6-60,L37-62, L62-63,L58-68, L68-69

TABLE III
UNDERGROUND LINE DATA

Underground Category of
Length (ft) a b

Cable surge zone
L40-41 2 1648 0.03 0.06
L42-43 2 176 0.0033 0.06
L45-46 2 2083 0.039 0.06
L49-50 2 1572 0.03 0.06
L51-52 5 107.5 0.002 0.06
L20-61 5 2559.8 0.048 0.06
L66-67 5 1664.2 0.031 0.06

C. Case1: Without Hardening

It is assumed that the repair time of each failed line is
24 hours. The initial load demand and priority is shown in
Fig. 6. The total load demand at t = 0 is 30.43MW . The
load priorities are divided into 5 categories with priority 5
as the highest one. The 24-hour load shape is shown in Fig.
7. The basic load shedding cost is assumed to be $14/kWh
[24] and the load shedding cost parameter cLi in equation
(11) is the product of the basic load shedding cost and the
load priority. We consider the worst-case scenario, i.e., the
category-4 hurricane. If there is no grid hardening, the failed
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lines are L15-16, L6-60, L24-25, L36-37, L37-62, L39-47,
L47-48, L48-49, L52-53, L53-54, L54-55, L55-56, L56-57,
L57-58, and L58-59, as shown in the Fig. 8 (a). In this figure,
the red dotted lines represent the damaged distribution lines
and green dotted represent the existing DGs. This worst-case
scenario results in 615.34MWh load shedding in the 24-hour
repair period. The total load shedding cost is $51, 832, 148.26.

Fig. 6. The load demand at t = 0

Fig. 7. The loadshape for 24 hours

Case2: With Hardening

In this case, we consider hardening the system to protect
against extreme winds and floods induced by category-4
hurricanes. The hardening budget is assumed to be $237, 000.
By using the model and solution algorithm proposed in Section
IV, the optimal hardening plan and load shedding cost are
calculated and shown in Table IV. In each iteration, one line
is selected to be hardened and the number of failed lines
are updated. For example, if one critical line (L24-25) is
hardened by upgrading poles, the load shedding cost decreases
to $46, 872, 116.25, which is a reduction of 9.57%. In the
fourth iteration, there are still 15 lines failed but the total
load shedding cost has decreased to $30, 945, 260.46, which
is a reduction of 40.30%. When the budget is used up, the
load shedding cost is reduced by more than 84% compared to
case 1. The total hardening investment cost after hardening
L48-49 is $236, 595. If the algorithm continues to harden
lines, the investment cost will reach $284, 534, which exceeds
the investment budget. As a result, the algorithm ends after
hardening L48-49.

Furthermore, the hardening strategy for each line depends
on its hardening cost and the line conditions such as original
pole classes and values. Fig. 8 shows the comparison of dam-
aged lines before and after hardening. There are 16 damaged
lines in the Fig. 8 (a) and damaged lines in Fig. 8 (b) has
decreased to 8. Fig. 8 (b) also shows the locations and hard-
ening strategies of distribution lines. Blue lines indicate that no
hardening strategy is selected for the line, the black lines are
hardened by upgrading poles, the green lines are hardened by
trimming trees, and the magenta lines are hardened by Strategy
3.

Fig. 8. The distribution network before and after hardening

Case3: Sensitivity Analysis

To show the impacts of investment budgets and hurri-
cane severities on system resilience, we perform a sensitiv-
ity analysis of load shedding costs with different hardening
investments and hurricane levels. The results are shown in
Fig. 9. Since the category-1 hurricane does not have impacts
on distribution systems, this figure illustrates the worst-case
scenarios of category-2, category-3, and category-4 hurricanes.
Fig. 9 indicates that for all the worst-case hurricanes, the load
shedding costs are proportionally decreasing with respect to
the increasing of hardening budgets. Meanwhile, a more severe
hurricane results in higher load shedding costs and requires
larger hardening investments.

Fig. 9. Load shedding costs under different hardening investments and
hurricane levels

TABLE IV
OPTIMAL HARDENING PLANS FOR CATEGORY-4 HURRICANE

No
Hardened

Strategy
Hardening Load Shedding Total Failed

Line Cost ($) Cost ($) Lines
1 L24-25 1 2,437.13 46,872,116.24 16
2 L33-38 2 3,5954.20 40,367,134.84 15
3 L22-23 1 1,589.79 36,937,089.47 15
4 L15-16 2 29,961.83 30,945,260.46 14
5 L12-13 2 29,961.83 13,819,127.47 15
6 L46-66 3 5,992.37 10,435,943.94 15
7 L39-47 3 12,695.40 9,709,752.35 14
8 L52-53 3 19,389.63 9,341,072.20 13
9 L53-54 1 1337.81 9,267,009.32 12

10 L54-55 3 51,787.92 8,264,433.90 11
11 L47-48 3 6,437.88 8,241,964.90 10
12 L55-56 3 38,714.86 8,233,018.56 9
13 L48-49 1 334.43 8,233,018.56 8
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Case4: Multi-landfall Points

In the above simulations, there is a single landfall point for
hurricanes. In this case, we consider multiple entry points of
different category-4 hurricanes, and find the worst case of each
landfall point. As the traveling direction of most hurricanes in
Texas since 1960 is from southwest to northwest, we consider
10 landfall points around the test system in this case study.
Fig. 10 shows different landfall points with different traveling
paths of hurricanes. Fig. 11 shows the surface wind speed
variations in the middle of the test system under 10 category-4
hurricanes. It is assumed that the hardening investment budget
is still $237, 000. The hardening results are shown in Table V.
We can see from this table that the hardening plans under 6
worst-case scenarios (Scenario 1, 2, 3, 4, 8, and 9) are the
same as the hardening decisions in Table IV. The hardening
plans under scenario 5, 6, 7, 10 are a little difference from
Table IV (most hardened lines are the same, only two lines
are different). These results indicate that the landfall positions
of hurricanes do not severely affect the uncertain set of the
hardening problem.

Fig. 10. Traveling paths of different hurricanes with different landfall points

Fig. 11. The surface wind speed variations of 10 different hurricanes

VI. CONCLUSION

This paper presents a new approach for hardening dis-
tribution systems to protect against extreme weather events.
The problem is formulated as a tri-level mixed-integer linear
program, and then reformulated as a bi-level problem. The
first level solves the hardening investment problem, and the
second level models system operations under the worst-case
scenarios. The proposed model is tested on a modified EPRI
test circuit. Numerical results show that the proposed model
can assist utilities to identify optimal hardening strategies to

TABLE V
OPTIMAL HARDENING PLANS FOR MULTIPLE ENTRIES OF HURRICANES

Scenario Hardened Lines
Investment Cost Load Shedding

($) Cost ($)

1

L24-25, L46-66, L33-38,

236,595 8,232,659.72
L22-23, L15-16, L12-13,
L39-47, L52-53, L53-54,
L54-55, L47-48, L55-56

L48-49

2

L24-25, L33-38, L22-23,

236,595 8,232,659.72
L15-16, L12-13, L46-66,
L39-47, L52-53, L53-54,
L54-55, L47-48, L55-56

L48-49

3

L24-25, L33-38, L22-23,

236,595 8,232,659.72
L15-16, L12-13, L46-66,
L39-47, L52-53, L53-54,
L54-55, L47-48, L55-56

L48-49

4

L22-23, L15-16, L46-66,

236,595 8,232,659.72
L12-13, L52-53, L39-47,
L33-38, L53-54, L54-55,
L47-48, L55-56, L48-49

L24-25

5

L46-66, L22-23, L24-25,

209,530 8,241,964.90
L23-24, L15-16, L12-13,
L13-14, L52-53, L39-47,
L33-38,L53-54, L54-55,

L47-48

6

L46-66, L22-23, L24-25,

209,530 8,241,964.90
L23-24, L15-16, L12-13,
L13-14, L52-53, L39-47,
L33-38,L53-54, L54-55,

L47-48

7

L46-66, L22-23, L23-24,

212,833 8,241,964,90
L24-25, L15-16, L33-38,
L12-13, L13-14, L39-47,
L52-53, L31-32, L53-54

L54-55, L47-48

8

L24-25, L33-38, L22-23,

236,595 8,232,659.72
L15-16, L12-13, L46-66,
L39-47, L52-53, L53-54,
L54-55, L47-48, L55-56

L48-49

9

L22-23, L15-16, L46-66,

236,595 8,232,659.72
L12-13, L52-53, L39-47,
L33-38, L53-54, L54-55,
L47-48, L55-56, L48-49

L24-25

10

L46-66, L22-23, L15-16,

212,833 8,241,964.90
L12-13, L13-14, L52-53,
L39-47, L33-38, L23-24,
L53-54, L54-55, L31-32

L24-25, L47-48
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mitigate systems’ vulnerability to extreme weather. Compared
to previous efforts on power system hardening, the proposed
method is more practical since it considers the severities
of extreme weather events, the worst-case scenarios and the
probabilistic failures of hardened components.
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