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IoT (Internet of Things) is a new paradigm which provides a set of new services for the 
next wave of technological innovations. IoT applications are nearly limitless while 
enabling seamless integration of the cyber-world with the physical world. However, 
despite the enormous efforts of standardization bodies, alliances, industries, researchers 
and others, there are still numerous problems to deal with in order to reach the full 
potential of IoT. These issues should be considered from various aspects such as enabling 
technologies, applications, business models, social and environmental impacts. In focus of 
this paper are open issues and challenges considered from the technological perspective. 
Just for clarification, we put in light different visions that stand behind this paradigm in 
order to facilitate a better understanding of the IoT’s features. Furthermore, this exhaustive 
survey provides insights into the state-of-the-art of IoT enabling and emerging 
technologies. The most relevant among them are addressed with some details. The main 
scope is to deliver a comprehensive overview of open issues and challenges to be tackled 
by future research.  We provide some insights into specific emerging ideas in order to 
facilitate future research. Also, this paper brings order in the existing literature by 
classifying contributions according to different research topics.  
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1. Introduction 

IoT (Internet of Things) is based on integrations of various 

processes such as identifying, sensing, networking, and 

computation. It enables large-scale of technological innovations 

and value-added services which personalize users’ interaction 

with various “things”. There are numerous IoT applications that 

can be grouped into various domains such as health, traffic, 

logistics, retail, agriculture, smart cities, smart metering, remote 

monitoring, process automation, etc. Despite the enormous 

progress in different research fields including architectures, 

standardization, emerging technologies, security, etc. we consider 

that IoT is still in the nascent stage of its development. This 

article provides reports on the state of art, current trends and open 

issues according to the main IoT visions and enabling 

technologies. We conducted a review of up-to-date reference 

literature including journal papers, conference's papers, 

standards, project reports, white papers and reports from 

industries. Thus, we provide useful guidelines for readers to 

understand IoT paradigm and open issues in order to provide 

perspectives for future research and development.  

To discuss research trends, we need to understand what IoT 

really means and to examine its impact on everyday life, 

industry, and new business models. We are still in nascent stages 

where everybody is trying to interpret IoT according to their 

visions and needs [1]. Because of that, there is no universal 

definition of IoT and existing visions are fuzzy. Also, there are 

some other terms related to IoT such as IoE (Internet of 

Everything), WoT (Web of Things), CoT (Cloud of Things), 

M2M (Machine to Machine), etc. Some authors consider these 

terms have the same meaning but the majority of authors 

distinguish these meanings according to particular vision [2]. We 

do not include deep analysis of different visions but we present 

some definitions so that the reader can gain an overall view of 

IoT. 

IoT is based on integration of various standards and enabling 

technologies with different sensing, connectivity, storage, 

computational, and other capabilities. However, the 

fragmentation of standards and diversities in deployed 

technologies produce significant challenges in providing full 

connectivity of everything [3]-[5]. This causes complex 

integration challenges [6] as one of the major challenges of IoT 

development. Numerous standardization organizations, alliances, 

academics, and industries make an effort on IoT developments, 

innovation, and standardization but there is still lack of a 

comprehensive framework with integrated standards under one 

IoT vision [7], [8]. This causes many challenges that have been 

identified and discussed in this paper.  

Some of the most important challenges that IoT faces are 

related to traffic loads and various traffic models [9]. Every day 

more and more devices (things) are being connected to Internet 

and devices are becoming the major producers and consumers of 

traffic [10]. This is the reason why traffic requirements arise and 

we need new traffic models, protocols, network capabilities, 

security mechanisms, etc. There is a need of simplification and 

adoption of the current IP (Internet Protocol) architecture in order 

to enable seamless connectivity and effective management in 

HetNet (Heterogeneous Networks) environment [6], [11], [12]. 

Some other challenges related to development of IoT include 

devices identification, addressing, interoperability, mobility, 

massive scaling, management, energy efficiency, security, 

privacy, etc. Also, future deployments of IoT need to fulfill a 

sustainable smart world with the focus on green IoT enabling 

technologies which is another major issue [13].  

In order to identify and discuss technology-based issues, this 

paper presents a classification of IoT enabling technologies 

according to their functionalities. This approach has its value to 

the research community because it can be used as a starting point 

for future research. The main objectives are summarized as 

follows: 

- To clarify IoT vision and definitions as well as to provide a 

comprehensive overview of IoT features. 

- To provide an overview of common IoT enabling and 

emerging technologies according to their functionalities. 

- To provide a discussion about IoT open issues and challenges 

to be tackled by future research. 

The remaining of this paper is organized as follows. Section 2 

introduces to IoT visions and features according to various 

perspectives. Section 3 provides a comprehensive overview of 

IoT enabling technologies which are grouped into four main 

domains according to their functionalities. Open issues and 

challenges related to IoT are addressed and discussed in Section 

4. Furthermore, we present a literature pool and give some future 

research hints. Section 5 focus on specific emerging ideas and 

issues such as modeling and mathematical formulation of IoT 

systems. The final Section 6 contains concluding remarks. 

 

2. Internet of Things (IoT): visions and features 

There are various definitions, outlooks, and visions that stand 

behind IoT. The early stages of Internet were characterized by 

WWW (World Wide Web) with linked static HTML (Hyper Text 

Markup Language) documents. This concept evolved to Web 2.0 

which enabled user interaction through social networks, forums, 

blogs, e-learning platforms, CMS (Content Management 

Systems), etc. The next step in evolving of Internet is referred as 

Web 3.0 or Semantic Web. The main goal of Web 3.0 is to make 

web content and services understandable by devices without 

human involvement. IoT takes Web 3.0 to a new level by 

enabling seamless connectivity anytime and anywhere by anyone 

and anything. It enables to create novel value-added services by 

dynamically assembling different types of capabilities (sensing, 

communication, data processing, actuation, etc.) [14]. 

IoT (Internet of Things), IoE (Internet of Everything), M2M 

(Machine to Machine), CoT (Cloud of Things), WoT (Web of 

Things), are related terms that have been used by various authors, 

standardization bodies (ITU, ETSI, IETF, OneM2M, OASIS, 

Internet-
oriented 

vision 

Things-
oriented 

vision 

Service-
oriented 

vision 

Semantic-
oriented 

vision 
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W3C, NIST, etc.), alliances (IERC, IoT-i, IoT-SRA, MCMC, UK 

FISG, etc.), projects (IoT-A, iCore, CASAGRAS, ETP EPoSS, 

CERP, etc.), industries (e.g. CISCO, IBM, Gartner, IDC, Bosch, 

etc.) with the same or different meaning. For example, there is a 

vision that IoE has more comprehensive meaning than IoT such 

as CISCO's vision of IoE which is built upon the “four pillars” 

(building blocks) including people, things, data and process while 

IoT is only composed of “things”. WoT is mostly considered 

with the similar meaning as IoT while M2M refers to direct 

communication (without human intervention) between objects 

(devices). Most of the approaches are based on a technological 

aspect of IoT paradigm because the same technologies are 

deployed in most of the cases independently of different visions. 

However, we have to highlight and other aspects such as social, 

business, and environment, that effect on IoT development in the 

future. This multidisciplinary approach is required to overcome 

any biases of different perspectives of IoT. 

Differences in the IoT visions are the result of various 

approaches to this issue. The most of authors define IoT 

according to particular aspect and specific interests [1], [2], [15]-

[17]. We need to address this challenge to understand IoT 

concept which will help to facilitate further research. In recent 

literature, IoT is considered from two [17] or three [16] main 

perspectives (visions) such as “Internet” oriented, “Thing” 

oriented and “Semantic” oriented perspective. We consider that 

the basic concept of Internet is not changing much and it is all 

about things which are changing and becoming smart. Deep 

research of IoT requires a comprehensive approach and the best 

way is to put together various perspectives and visions because 

IoT is not an individual system but integrates several subsystems 

and technologies. For example, IoT includes sensors, network 

infrastructure, data analytic tools, etc. upon which various 

applications and services can be run [18]. All this can be 

considered according to ITU vision of IoT that enables 

connectivity with 3A concept: anytime, anywhere, by anyone and 

anything [19]. 

Fig. 1. Towards IoT visions 

 

According to Internet-oriented vision, IoT is considered as a 

global infrastructure that enables connectivity between both 

virtual and physical objects. ITU-T Y.2060 Recommendation 

defines IoT as a global infrastructure for the information society 

enabling advanced services by interconnecting (physical and 

virtual) things based on, existing and evolving, interoperable 

information and communication technologies [19]. Also, ITU 

described some technologies deployed in the development of the 

IoT such as RFID, sensors, smart technologies, nano technology, 

etc. The similar definition has been provided by ISO/IEC JTC 

where IoT is defined as an infrastructure of interconnected 

objects, people, systems and information resources together with 

intelligent services to allow them to process information of the 

physical and the virtual world and react [20].  

There are some definitions that include only physical aspect 

(things-oriented vision) of IoT. “Things” can be “real world 

entities” or “virtual entities”. For example, Al-Fuqaha A. et al. 

[5] consider IoT as a technology that enables physical objects to 

see, hear, think, share information, coordinate decisions and 

perform jobs. In special IEEE report IoT is defined as “a network 

of items - each embedded with sensors - which are connected to 

the Internet.” The similar approach is used by OASIS which 

describes IoT as “a system where the Internet is connected to the 

physical world via ubiquitous sensors”. The most of definitions 

related to this perspective refers to term M2M. ETSI defines 

concept named M2M communications as the communication 

between two or more entities that do not necessarily need any 

direct human intervention. Also, ETSI provides an architectural 

model for M2M.  

Some approaches include a combination of two or all three 

perspectives. IETF describes the term IoT along with definition 

for “Internet” and “things”. IAB (The Internet Architecture 

Board) defines IoT in RFC 7452 [21] as a trend where many 

embedded devices employ communication services offered by 

the Internet protocols. If we use a definition of “Internet” as 

world-wide network based on TCP/IP, and if we consider 

“things” as a semantically various objects, then IoT means a 

world-wide network of interconnected objects uniquely 

addressable, based on standard communication protocols [22]. 

From this perspective, WoT is the term used by W3C to define 

IoT from the application and Web technologies perspective: “The 

Web of Things is essentially about the role of Web technologies 

to facilitate the development of applications and services for the 

Internet of Things. This includes sensors, actuators, physical 

objects tagged with a bar code or NFC as well as their virtual 

representation. An example of relevant Web technology is HTTP 

which is used for accessing RESTful services and for naming 

objects as a basis for linked data and rich descriptions. Also, 

JavaScript APIs (Application Programming Interfaces) is web 

technology used for virtual objects to act as proxies for real-

world objects”. This perspective of IoT is used by Chen et al. 

[23] who define IoT as an intelligent network which connects all 

things to the Internet for the purpose of exchanging information 

and communicating with the information sensing devices in 

accordance with agreed protocols. Whitmore et al. [24] define the 

IoT as a paradigm where everyday objects can be equipped with 

identifying, sensing, networking and processing capabilities that 

will allow them to communicate with one another and with other 

devices and services over the Internet to accomplish some 

objective. In Oxford Dictionary IoT is defined as the 

interconnection via the Internet of computing devices embedded 

in everyday objects, enabling them to send and receive data [25].  

Instead of including a specific definition, some definition 

approaches include descriptions and list of requirements. For 

example, OneM2M present an exhaustive list of M2M/IoT 

system requirements as well as functional roles and standards 

related to architecture, interfaces, security, communication, etc. 

The National Institute of Standards and Technology (NIST) give 

a description of IoT rather than a formal definition. There are 

many other approaches to define IoT but some basic 

characteristics of these definitions are common. IoT require a 

new “technology stack” that includes various hardware and 

software embedded in the objects. Also, understanding of this 

paradigm requires considering many other aspects such as 

applications, social impact, business models, environmental 

issues, etc. We can signify that a comprehensive perspective is 

needed to understand IoT paradigm. For providing our definition 

we introduce a service-oriented vision which put IoT services in 

the focus while it includes all perspectives mentioned above (Fig. 

1). Based on these considerations we highlight common 

characteristics of IoT (Fig. 2) and we can define Internet of 

Things (IoT) as the inter-networking paradigm enabled by 

technology stack which provides a seamless connectivity 

between physical and virtual objects to facilitate the development 

of intelligent services and applications with self-configuring 

capabilities. The technology stack is a combination of various 

technologies that enable these processes as well as to provide a 

seamless connectivity anytime and anywhere by anyone and 

anything.  
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Fig. 2. Towards IoT features 

 

3. IoT enabling technologies 

IoT systems are comprised of functional blocks to facilitate 

various utilities to the system such as sensing identification, 

actuation, communication, and management [26]. Therefore, IoT 

enabling technologies can be summarized into several categories 

such as: sensing technologies, identification and recognition 

technologies, hardware, software and cloud platforms, 

communication technologies and networks, software and 

algorithms, positioning technologies, data processing solutions, 

power and energy storage, security mechanisms, etc. For the 

purpose of this paper, we present IoT enabling technologies 

according to functional blocks composed of four main domains 

as shown on Table I. This classification is used to provide an 

overview of open issues and challenges clearly and concisely. All 

these domains (system layers) include various hardware, 

software, and technologies with specific functionalities and 

capabilities. Incorporating these domains into the IP architecture 

enables full deployment of the IoT technologies. IoT platforms 

enable easy integration of various IoT enabling technologies. 

These platforms can be defined as an intelligent layer that 

connects the things to the network and abstract applications from 

the things with the goal to enable the development of services 

[27]. They provide a framework for connecting things to the 

various networks and applications. There are various IoT 

platforms such as hardware and cloud platforms which can be 

used to increase productivity, usability, and flexibility of IoT 

applications as well as to decrease time and cost of the 

developing process.   

IoT enabling technologies can be considered from various 

aspects (utility factors) which we used to provide insights into the 

open issues and challenges. 
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Table I. IoT enabling technologies and functional blocks 

 

 

3.1. Application domain 

IoT has a huge potential for developing intelligent 

applications in almost every vertical market such as smart home, 

smart healthcare, smart transportation, etc. For example, there are 

many IoT applications that have been already successfully 

implemented for smart traffic systems, fleet tracking solutions, 

control of logistics chain, smart cities, smart metering, industrial 

automation, collision avoidance systems in cars, energy 

efficiency, smart buildings/homes/offices, environment 

monitoring, etc. IoT applications provide a set of functionalities 

and capabilities which can be grouped according to domain of 

utilization into four areas: monitoring (devices condition, 

environment state, notifications, alert, etc.), control (control of 

devices functions), optimization (device performances, 

diagnostics, repair, etc.) and autonomy (autonomous operations). 

A survey by Gluhak A. et al. [28] presents facilities for practical 

aspects of IoT. 

Application domain manages application services that are 

usually provided through the IoT middleware layer. Therefore, 

software and APIs can be mapped to the application or 

middleware domain. However, we grouped IoT enabling 

technologies according to their functionalities and based on this 

consideration we included software (including OS) and APIs to 

this layer. For enabling functionalities of application domain 

there are some common embedded operating systems in use such 

as TinyOS, Contiki, LiteOS, Android, Riot OS, etc. These 

systems support low-power Internet communication and they 

require very few kilobytes of RAM. The SDKs (Software 

Development Kit) for these operating systems provides a 

software framework for various microcontroller firmware’s to be 

run on IoT devices. SDK framework supports application 

programming by using various programming languages such as 

c, C++, C#, Java, etc. Another important building block of IoT 

systems are software platforms that enable integration of IoT 

objects with network technologies by using various 

communication protocols. These platforms provide an 

appropriate APIs or they are used in various environments for 

monitoring and controlling purposes [29]. Also, there are some 

platforms that provide other functionalities such as a 

development of services independently of hardware, data storage, 

and analytics, etc. Examples of these Cloud-based platforms are 

AWS IoT Platform, IBM Bluemix Platform, Microsoft Azure, 

Google Cloud, Platform, ThingWorx, Xively, etc. (Table I).  

Key issues in developing IoT applications are related to 

deployment in various use cases, availability, management, 

reliability, interoperability, scalability (large-scale deployment 

and integration), security (authentication, access control, 

configuration management, antivirus protection, cryptography, 

etc.), and privacy. Research challenges include creating 

algorithms and schemes to present, analyze and process data 

collected by sensors. One of the major challenges related to 

incorporating IoT objects on the IoT web-based architecture is 

difficulty in extending existing approaches such as SOA (Service 

Oriented Architecture) [30]. Many IoT applications rely on 

REST (Representational State Transfer) or RESTful to provide 

interoperability but still, there are several issues to overcome. 

Some of technological developments and issues in the IoT 

application domain context have been envisioned in [17]. 

 

3.2. Middleware domain 

We consider IoT middleware as a system constrained by 

software and infrastructure which is designed to be the 

intermediary between IoT objects and application layer. In this 

domain, we grouped technologies that provide functionalities 

such as aggregating, filtering and processing received data from 

the IoT devices, information discovery, machine learning, 

predictive modeling and providing access control to the devices 

for applications. Some literature uses other meanings of IoT 

middleware such as an approach that include applications in this 

domain. As we mentioned before, some IoT middleware provide 

OS and API management while enabling IoT applications 

communicating over heterogeneous interfaces.  

The number of connected objects increases as well as raw data 

(unstructured data) that needs to be managed and processed. 

Huge amounts of data, including real-time data, are collected 

from heterogeneous sources such as sensors, smart objects as 

well as social networks and the web. Data and services are 

fragmented across many entities including data storage and 

processing units.  Semantic web technologies such as RDF 

(Resource Description Framework) are developed as a model for 
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data interchange on the Web to facilitate data merging. Message 

formats can be classified into text-based and binary-based. After 

conversion data into internal object structure, it is then ready for 

processing and visualization [31]. The most used text-based 

encodings are XML and JSON and these formats provide human-

readable data. Binary messaging formats such as PBF (Protocol 

Buffers), Colfer, Protostaff Java object serialization, AMF 

(Adobe's Action Message Format) and Kryo reduce message size 

and because of that are mostly used to encode object graphs. 

Also, there are some encoding techniques to convert text-based 

messages to binary-based messages such as EXI (Efficient XML 

Interchange), BSON, BJSON, UBJSON. These encoding 

techniques provide message size reduction and improve their 

processing.  

The most common solutions with IoT middleware 

functionalities rely on Cloud computing. Cloud platforms enable 

IoT services development and data processing independently of 

the hardware platform. There are many commercial and open 

source platforms (Table I) that can be evaluated according to 

gateway support, application protocol support, programming 

language, etc. Platforms such as Apache Hadoop, Apache Spark, 

Apache Kafka, Apache Storm, Apache Ambari, Apache HBase, 

Spark Streaming, Druid, Open TSDB, etc. can be deployed to 

build an efficient and scalable IoT platform. In paper [32] some 

survey has been done with comparisons of these platforms.  

It is very important to ensure the high level of security and 

privacy that include mechanisms such as authentication, access 

control, configuration management, antivirus protection, 

cryptography, etc.  The most recent research is focused on cross-

domain solutions to improve security and data quality levels 

[192]. Also, in the focus of research community are paradigms 

known as Fog computing, MCC (Mobile Edge Computing), 

MCC (Mobile Cloud Computing), and Cloudlet. These 

computing systems based on these paradigms distributes some 

resources, processes, and services to data centers which are closer 

to the edge of the network to improve IoT system performances 

(e.g. response time, throughput, energy efficiency) as well as to 

provide better security and privacy. They include several 

mechanisms similar to Cloud computing but deployed at edge 

nodes that are located between IoT devices and Cloud 

infrastructure. According to this, they can be considered as a part 

of IoT middleware. 

 

3.3. Network domain  

Network domain includes hardware, software, technologies 

and protocols that enable connectivity between objects, and 

between objects and global infrastructure (e.g. Internet). IETF 

RFC 7452 [21] outlines the framework of IoT communication 

models with following variations: Device-to-Device 

Communications, Device-to-Cloud Communications, Device-to-

Gateway Model, Back-End Data-Sharing Model. 

Recommendation ITU-R M.2083-0 [33] highlights the 

importance of key capabilities in different usage scenarios. IoT 

systems use an extreme diversity of communication technologies 

that need to be interoperable in order to meet IoT requirements. 

Also, it is more and more difficult to meet traffic requirements 

while the volume of traffic increases. ITU-T Y.2060 

Recommendation [19] highlights some high-level requirements 

for networks to support IoT such as identification-based 

connectivity, autonomic networking, autonomic services 

provisioning, location-based capabilities, security, privacy, 

quality, plug and play, manageability. Other open issues related 

to this domain are interoperability, scalability, reliability, 

mobility management, routing, coverage, resource usage control 

and management, self-configuration, energy efficiency, spectrum 

flexibility, bandwidth, latency, etc. These issues will be described 

in the following Section of this paper. 

IoT protocol stack based on TCP/IP reference model with the 

most common protocols is presented in Fig. 3. Various protocols 

need to interoperate thus we need to use appropriate 

communication system architecture. Several IoT communication 

architectures have been proposed by authors and projects [34]. 

However, there is still problem of interoperability between 

various network technologies. Maria.R.P. et al. [35] consider that 

the standardized approach based on latest developments is the 

only way to the future development of IoT. Developing new IoT-

based protocols and architectures will play an important role in 

the following years.  

 

Fig. 3. IoT protocol stack 

 

Application layer protocols used in traditional Internet 

services are not the corresponding option for IoT due to 

constraints of LLNs (Low Power and Lossy Networks). Because 

of that, there have been created protocols utilized to connect to 

things as well as to end-user applications. The most used 

application layer protocols are CoAP (Constrained Application 

Protocol), MQTT (Message Queuing Telemetry Transport), 

MQTT-SN (MQTT For Sensor Networks), AMQP (Advanced 

Message Queuing Protocol), XMPP (Extensible Messaging and 

Presence Protocol), DDS (Data Distribution Service)- Some basic 

information about these protocols are presented in Table II. There 

are some other projects that define other protocols and groups of 

protocols to be used in IoT solutions such as Mihini/M3DA, 

LLAP (Lightweight Local Automation Protocol), LWM2M 

(Lightweight M2M). Also, some IoT applications may use other 

protocols such as HTTP, SSH, etc. Service Discovery Protocols 

such as DNS-SD (DNS based service discovery), SSDP (Simple 

Service Discovery Protocol), SLP (Service Location Protocol), 

UDDI  (Universal Description, Discovery, and Integration), 

mDNS (Multicast DNS), Lightweight Directory Access Protocol 

(LDAP), APIPA (Automatic Private IP Addressing), Physical 

Web, HyperCat, UPnP (Universal Plug and Play) are used to 

enable seamless and efficient discovery functions. These 

protocols can be grouped by function: discovery (DNS-SD, SLP, 

UDDI), naming (mDNS, LDAP) and addressing (APIPA) 

protocols.  

Beside TCP (Transmission Control Protocol) [43] and UDP 

(User Datagram Protocol) [44] at transport layer, there are some 

other transport protocols used in experimental phases such as 

QUIC (Quick UDP Internet Connections) [195] and NanoIP 

(Nano Internet Protocol) [196]. QUIC is designed by Google to 
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support a set of multiplexed connections between two endpoints 

over UDP. This protocol was designed to provide security 

protection equivalent to TLS/SSL, flow control equivalent to 

HTTP/2, and to reduce connection and transport latency as well 

as avoiding congestion by using mechanism of congestion 

control equivalent to TCP. NanoIP is a concept based on two 

transport techniques: nanoUDP for an unreliable and simple 

transport and nanoTCP which provides retransmissions and flow 

control. This project provides an alternative networking stack for 

control, automation and sensor networks without the overhead of 

TCP/IP.  

Table II. Comparison between the IoT application protocols 

Application protocol Standard RESTful Support Transport protocol Security QoS support 

CoAP [36] IETF RFC 7252 Yes UDP DTLS Yes 

MQTT [37] OASIS Standard No TCP TLS/SSL Yes 

MQTT-SN IBM Zurich Research website No TCP TLS/SSL Yes 

XMPP [38], [39] IETF RFC 6120, 6121 No TCP TLS/SSL No 

AMQP [40] ISO and IEC No TCP TLS/SSL Yes 

DDS [41] OMG (Object Management Group) No UDP DTLS Yes 

HTTP IETF (RFC 2068, RFC 2616, RFC 7230), W3C Yes TCP SSL No 

WebSocket [42] IETF Internet Draft Yes TCP TLS/SSL No 

 

IPv6 (Internet Protocol version 6) [45] is one of the key 

enablers for IoT [46] because IPv4 have gotten exhausted. It is a 

protocol for packet-switched networks that provides end-to-end 

datagram transmission across multiple IP networks. RPL 

(Routing Protocol for Low Power and Lossy Networks) [47] is 

mostly used routing protocol for IoT-based applications. It was 

created by IETF working group ROLL with the aim to support 

minimal routing requirements with simple and complex traffic 

models while enabling robust topology over lossy links with 

updating the routing information.  

The most of IoT services rely on wireless technologies 

because of availability and mobility requirements. In Fig. 4. we 

present the most common wireless communication technologies 

used for IoT. Network technologies can be grouped into ANs 

(Access Networks) and CNs (Core Networks). Access networks 

such as Wi-Fi, WiMAX, GERAN, UTRAN, eUTRAN, satellite 

communication, etc. provide connectivity between IoT objects 

and CNs. Core networks such as 3GPP CNs, ETSI TISPAN CN, 

etc. provide as interconnection with other networks as well as 

roaming. There are various efforts to adapt to LLNs environment 

and to support lightweight traffic (low overhead) requirements. 

6LoWPAN (IPv6 over Low Power Wireless Personal Area 

Networks) was created by the 6LoWPAN IETF WG [51]-[54] as 

a convergence layer to adapt link layer to IPv6 packets over IEEE 

802.15.4 networks. It integrates IPv6 based infrastructure and 

WSNs to support low bandwidth, header compression, 

fragmentation, limited packet size (max. packet size to be 

transmitted on PHY layer is 127 bytes), multi-hop delivery and 

various address lengths described in [35]. It does not provide any 

routing capabilities and this task is provided by upper layers (e.g. 

RPL). 

Some of the key enabling technologies for IoT are RFID 

(Radio Frequency Identification) and NFC (Near Field 

Communication) [48]-[50]. RFID is short range communication 

technology that uses an electromagnetic field to automatically 

identify and track tags attached to objects. RFID systems must 

not interfere with other systems such as radio emergency services 

or broadcasters of television signals, etc. Integrating sensor 

technologies and RFID enable a lot of new possibilities in IoT 

paradigm while enabling sensing, computing and connectivity 

capabilities in passive systems. The benefit of RFID technology 

has extended with tracking capabilities and making data 

accessible through the Internet. NFC is based on the ISO/IEC 

18092:2004 standard and this technology is created on the RFID 

to enable a short-range communication. Each NFC tag has a 

unique identifier UID (Unique Identification). When it has 

Internet connectivity there is a possibility of data exchange with 

online services to extend its benefits. L. Atzori et al. [16] have 

presented some basic comparison between RFID, WSN, and 

RFID sensor networks. 

IEEE 802.15.4 (Low-Rate Wireless Personal Area Networks - 

LR-WPANs) [55] was developed as a sub-layer for MAC 

(Medium Access Control) and PHY (Physical Layer). It is 

utilized for IoT due to reliable communication, low-power 

consumption, low data rate, low cost, high message throughput, 

security, encryption, authentication, and support for a large 

number of nodes [5]. This standard is the basis for several 

specifications such as ZigBee, ISA100.11a, MiWi, 

WirelessHART. The most popular specification based on this 

standard is ZigBee (IEEE 802.15.4-2006) that operates in the 2.4 

GHz frequency range with 250 kbps and 1024 as the maximum 

number of nodes. It is a low-power, low-cost wireless technology 

(standard) that is deployed in many WSNs but its single channel 

nature makes it unreliable [6]. Also, it is not energy efficient 

while it requires router nodes to always be active [35]. This 

technology can be used with 6LoWPAN and traditional Internet 

protocols that empower its capabilities. However, it does not 

support QoS and this is very challenging issue. For example, 

interesting research area is the ZigBee evaluation to support QoS 

by exploiting a mix of IP multicasting, queuing management and 

traffic analytics techniques [56]. 

IEEE 802.15.1 (Bluetooth) operates in the 2.4 GHz worldwide 

available ISM (Industrial, Scientific and Medical) band and is 

one of the key enabling technologies for short-range IoT 

applications. Bluetooth SIG (Special Interest Group) proposed 

BLE (Bluetooth Low-Energy) in the Bluetooth 4.0 specification 

and Bluetooth 5 [57] as the latest version of the Bluetooth core 

specification to enable collecting and aggregating data from 

devices (sensors) which generate data at a very low rate. It is 

designed for short range (up to 50 meters) which is suitable for 

control and monitoring applications. BLE is also known as 

Bluetooth Smart protocol for short-range communication with 

low power consumption. Previous studies such as [58]-[62] have 

presented some of BLE functionalities with the conclusion of 

being a good option for some IoT case studies. IETF 6LoWPAN 

WG developed specification that enables transmission IPv6 

packets over BLE [63] that empowered the IoT capabilities of 

this technology. New version Bluetooth 5 focuses on 

improvement of speed, range, security, energy efficiency, 

location-based functionalities, interoperability and coexistence 

with other technologies. It brings some major advances to the 

technology to make it a key enabler of IoT. Also, there are some 

other efforts to improve Bluetooth 5 such as Eddystone protocol 

[197]. It is released by Google in 2015 to define a BLE message 

format for proximity beacon messages. 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

IEEE 802.11 is set of MAC and PHY specifications for 

WLAN (Wireless Local Area Network) mostly known as Wi-Fi 

(Wireless Fidelity). The main issue of this technology is large 

energy consumption compared to Bluetooth and Zigbee [6]. 

Some improvements are required to overcome this limitation as 

well as to improve mobility, roaming, and QoS performances. 

There are some improvements such as IEEE 802.11ah (Low-

Power Wi-Fi) [198] supports a wide range of IoT applications 

while being able to provide more energy efficiency, QoS, 

scalability (a large number of devices) and cost-effective 

solutions [64], [65]. 

Fig. 4. Wireless communication technologies for Internet of Things 

 

There are technologies that are primarily designed for 

IoT/M2M applications that need a wide area coverage, long 

battery lifetime, low bandwidth, low-cost devices. These 

technologies are known as LPWAN (Low Power Wide Area 

Network) [66] such as: Weightless [199], NB-IoT (Narrow-Band 

IoT) [200], LoRa WAN (Low Power Wide Area Network) [203], 

Sigfox [204], RPMA (Random Phase Multiple Access) [205], 

Wi-Fi HaLow [206], etc. In many cases, they operate in an 

unlicensed spectrum which is one of the main reasons leading to 

downsides such as scalability issues for a large-scale of devices 

due to spectrum congestion. Also, many IoT applications rely on 

data transfer over cellular technologies such as 2G (GSM, D-

AMPS, PDC), 2.5G (GPRS), 2.75G (EDGE), 3G 

(UMTS/WCDMA, HSPA, HSUPA, EvDO), 4G (i.e. LTE, LTE-

A), 5G. M2M (Machine-to-Machine) connectivity is referred 

within the cellular context or MTC (Machine-type 

Communication) within 3GPP (3
rd

 Generation Partnership 

Project). 3G and 4 G technologies such as 3GPP LTE are 

enabling technologies that offer wide area coverage, QoS 

support, mobility and roaming support, scalability, billing, high 

level of security, the simplicity of management as well as 

connectivity of sensors through a standardized API [6]. LTE-A 

(Long Term Evolution – Advanced) and Mobile WiMAX 

Release 2 (Wireless MAN - Advanced or IEEE 802.16m) enabling 

higher speeds, more scalability, and low costs. In order to 

respond to the emerging IoT market needs and to avoid 

technology fragmentation, 3GPP has made major efforts in 

Release-13 and Release-14. For this purpose, 3GPP specified 

technologies such as eMTC (enhanced Machine-Type 

Communication), NB-IoT, and EC-GSM-IoT. The eMTC brings 

some LTE enhancements for MTC such as a new Power Save 

Mode (PSM). Release 14 brings new eMTC feature 

enhancements such as support for positioning and multicast, 

mobility for inter-frequency measurements, and higher data rates 

[202]. It brings enhancements such as lower costs, reduced data 

rate/bandwidth, and some other protocol optimizations. Also, 

Release-14 delivers new enhancements for the NB-IoT 

technology such as support for multicast, power consumption and 

latency reduction, mobility and service continuity enhancements, 

etc. EC-GSM-IoT delivered EGPRS enhancements, which in 

combination with PSM makes GSM/EDGE systems IoT ready. 

This technology brings improvements such as extended coverage, 

support for massive number of devices: at least 50.000 per cell, 

improved security compared to GSM/EDGE, etc. Summary for 

eMTC, NB-IoT, and EC-GSM-IoT has been delivered in the 

report on progress on 3GPP IoT [201]. All these technologies 

meet some of the requirements for IoT with but some other 

challenges occur. For example, QoS and network congestion are 

very challenging issues due to a huge number of deployed nodes 

(devices) [67].  

A global perspective of 5G (5th generation mobile networks 

or 5th generation wireless systems) considers capabilities from 

ITU-R M.2083-0 and relates them to following use cases: mobile 

broadband, massive-machine communication, and mission-

critical communication that should provide the possibility of full 

deployment of IoT solutions. 3GPP Releases 15 and 16 focuses 

to deliver the first set of 5G standards as well as the maturing of 

the LTE-Advanced Pro specifications. First functional 

specifications are expected in second half of 2018 which will 

include a performance evaluation against mMTC (massive 

Machine Type Communications) requirements, specifications for 

eMBB (enhanced Mobile Broadband) and URLLC (Ultra-

Reliable and Low Latency Communications), etc. A detailed 

survey of the 5G cellular network architecture and some key 

emerging technologies such as interference management, 

spectrum sharing with cognitive radio, cloud computing, SDN, 

etc. has been presented in paper [4]. Some authors consider that 

there is a significant overlap among IoT and 5G. 5G design 

efforts are in place to support large-scale deployment of devices 

to enable global IoT as well as lower energy consumption with 

lower costs. An overview of unique characteristics and some 

comparisons of these technologies are compared in paper [191].  

According to previous considerations, 3GPP has been working 

to support M2M application but still there are numerous 

challenges to overcome such as issues related to the energy 

efficiency, battery lifetime, network coverage, user identification, 

security, QoS, complexity, variety of IoT applications, etc. There 

are numerous open issues in 5G network design that need to be 

surveyed including advantages and shortcomings of backhaul 

solutions [69]. Enabling D2D (Device-to-Device) communication 

(exchange data without the involvement of base station or with 

its partial aid) is one of the turning points in a cellular system 

[68]. Also, very interesting research areas related to deploying 
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3GPP technologies for IoT are Fog computing, context-aware 

services, QoS management, etc. 

 

3.4 Object domain 

Object domain presents endpoint layer that includes physical things 

(real world entities) and virtual things (virtual entities). These 

objects have various capabilities such as sensing, actuation, 

identifying, data storage and processing, connecting with other 

objects, integration into communication networks, etc. IoT objects 

include embedded software (operating system, onboard 

application, etc.) and hardware (electrical and mechanical 

components with embedded sensors, processors, connectivity 

antennas, etc.).  

Fig. 5. Various aspects related to IoT 

 

Sensors are objects that detect and measure some events or 

changes in its environment such as temperature, air pressure, 

acceleration, light, movement, etc. They perform various actions 

to provide an output for future processing. Various sensors are 

embedded in many objects (e.g. smartphones) to enable value-

added services based on IoT. All devices should be identified by 

unique ID and connected with other objects and/or with IoT 

middleware. There are many identification methods including 

EPC (Electronic Product Code), uCode (Ubiquitous codes), QR 

(Quick Response) or matrix barcodes, etc. RFID identification 

has the similar function as Bar Code but is more advanced 

because it doesn't require the reader to be physically placed in 

front of it to have optical vision. RFID can be used as an actuator 

to trigger different events and even has modification abilities 

which Barcodes clearly do not have [70]. RFID tags (active or 

passive) have a unique identifier and the most commonly used is 

EPC. Active tags have a battery attached to the object and have 

continuously transmitted signals while passive tags emit signals 

only when it is triggered. As the unique identifier can be used the 

uID (Unique/Universal/Ubiquitous Identifier) architecture. 

Another technology with similar identification management is 

NFC. 

Connectivity components enable wireless or wired 

connections by using different communication technologies 

which allow an exchange of information between different 

objects. SN (Sensor Networks) is a collection of sensors which 

communicates between each other or/and transmits data to some 

other infrastructure (e.g. Fog or/and Cloud). SN consists of the 

sensors, actuators, firmware and a thin layer of software 

framework. All these capabilities enable objects to be aware of 

their environment and to exchange data which is one of the goals 

of IoT. The most of IoT products use WSN (Wireless Sensor 

Networks) solutions which are mostly based on the IEEE 

802.15.4 standard. This standard defines the MAC and PHY 

layers for low power as well as low bit rate communications in 

WPAN (Wireless Personal Area Network). IoT devices may 

contain gateways that collect data from sensors and send it over 

the Internet to other infrastructure (e.g. Cloud). They may be 

connected to other objects or networks via multiple gateways that 

can also act as a proxy between devices and networks. It is not 

strongly standardized how IoT devices are connected to the 

Internet apart from networking protocols [2]. IoT hardware 

platforms can facilitate communication, data flow as well as 

device, data and application management. 

IoT constrained devices such as sensors have many challenges 

due to the requirements for identity management, processing, 

memory, connectivity, and energy capabilities. Many IoT 

projects were failed because of these issues [71]. Also, sensors 

have limited processing abilities and because of that they usually 

do not process data and instead they forward data to another 

infrastructure (data storage) across the network. Another major 

research field is to enhance sensors in sense of energy efficiency. 

Sometimes it is not possible to replace the sensor batteries due to 

dynamic environments; therefore, the design of low power 

sensors and sensors that not need any change of battery due the 

lifetime is a very attractive topic for future research.   

 

4. IoT key issues and challenges 

IoT based systems are usually complex due to a tremendous 

impact on all aspects of human lives as well as its various 

technologies deployed to enable autonomous data exchange 

between embedded devices. Development of IoT has an impact 

on various aspects of human lives (e.g. security, safety, health, 

mobility, energy efficiency, environmental sustainability, etc.). 

Therefore, IoT related issues and challenges need to be 

considered from various aspects such as enabling technologies, 

services and applications, business models, social and 

environmental impacts (Fig. 5). Analysis of recent contributions 

and research papers show that the most of the open issues arise 

due to an increasing number of connected devices which causes 

increased traffic demands with new traffic models. Other issues 

are related to the integration of various technologies, 

heterogeneous environment (e.g. various devices, data types, and 

network technologies), increased data storage and processing 

demands, privacy and security risks, etc. Therefore, in our focus 

are issues considered from technology-based perspective. We 

performed a classification of previous research and present a 

literature pool to bring order in the literature by classifying 

existing works according to different research areas (Table III).  

We consider that full potential of IoT can be achieved only by 

deploying the corresponding architectures and enabling 

technologies. Because of that, there is a need for continuous 
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improvement considering all aspects mentioned before. 

Therefore, it is very important to identify major issues and 

challenges related to the IoT development. This paper provides 

the insight into current research trends and provide some future 

research directions. The literature used in this paper is grouped 

according to research areas to facilitate future research.  
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Table III. Research and literature pool addressing IoT open issues and challenges  

Research area Research topics and literature pool 
IoT enabling 

technologies 

Literature 

Sources 

Standardization 

- IoT definition, vision and framework [1], [2] [5] [15]-[25], [28] 

- Architecture standardization [6]-[8], [19], [23], [24], [27], [32]-[35], [73]-[81] 

- Standardization of technology stack [5], [10], [23], [72], [73], [143], [172] 

- Standardization of Protocol Stack [35]-[44], [50]-[55], [57], [63], [66] 
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System 

architecture 

- Conceptual models [7], [8], [17]-[19], [23], [24], [26], [27], [32], [34], [75]-[81], [190], [207] 

- Hardware architectures [4], [7], [21], [34], [56], [82]-[87], [96], [97], [130], [178], [184], [188] 

- Cloud centric architectures [17], [30], [91], [114], [143], [193], [207]-[210] 

- Application frameworks [23], [30], [92], [114] 

- Process architectures [6], [8], [101], [102], [193], [210] 

- RESTful architecture [84], [93], [95], [190] 

- SOA architecture [24], [30], [98]-[100], [113] 

Interoperability 

and integration 

- General interoperability issues [6], [38], [49], [71], [73], [103], [104] 

- Gateways support [10], [56], [88], [106]-[108], [126], [163], [178]   

- IoT platforms and architectures [6], [7], [24], [27], [29], [31], [74], [113], [180], [192] 

- Technical interoperability issues [5], [89], [90], [93], [111], [112], [190] 

- Semantic interoperability [23], [24], [114]-[118], [190] 

Availability and 

reliability  

- Availability of IoT applications [6], [56], [179] 

- Seamless connectivity [3], [6], [11], [12], [19], [68], [130], [178], , [191] 

- Mobility and routing issues [6], [46], [56], [120]-[123], [126]-[128], [181] 

- Reliability of applications and services [5], [6], [35], [56], [127], [128], [179] 

- Reliability of infrastructure (network) [6], [46], [69], [121]-[123], [179], [191] 

Data storage and 

processing  

- Computing and data analysis [1], [18], [31], [109], [124]-[128], [185], [193] 

- Data visualization [5], [17], [32], [185] 

Scalability 
- Massive scaling issues [6], [7], [15], [18], [46], [67], [74], [107], [152], [181], [182], [185] 

- Discovery Service for the IoT [5], [7], [14], [161], [162] 

Management and 

self-configuration 

- Devices management [110], [137], [140]-[142]  

- Network management [4], [6], [11]-[12] [15], [56], [110], [131], [134]-[136], [138], [151] 

- Applications and data management [5], [131]-[133] 

- Trust management [113], [140], [182], [190] 

Performances and 

QoS 

- Traffic loads and traffic models [9], [10], [17], [33], [148], [193], [209] 

- Application layer protocols [5], [32], [107], [153], [155]-[160], [189], [190] 

- Transport layer protocols [5], [160], [183], [195], [196] 

- Network layer protocols [5], [46], [56], [121]-[123], [194] 

- Link layer protocols evaluation [3], [5], [16], [58]-[62], [154], [197]-[206]  

- QoS and QoE evaluation [5], [67], [145]-[147], [149]-[152], [208]-[213] 

Identification and 

unique identity 

- Identification technique and addressing schemes [17], [70], [140], [161] 

- IoT and IPv6 integration [15], [45]-[47], [51]-[53], [63], [120], [123], [162] 

- Services discovery protocols [5], [161], [162] 

Power and energy 

consumption 

- Low-Power communications [17], [35], [55], [64], [65] 

- Low-power chipsets and terminals [2], [163] 

Security and 

privacy 

- Security issues [5], [6], [18], [46], [56], [127], [128], [144], [161], [167]-[175], [190], [192] 

- Privacy issues [46], [56], [161], [167], [169], [170], [182], [190] 

Environmental 

issues 
- Green IoT technologies [13], [17], [176], [177] 

 

4.1. Standardization 

Diversities in technologies and standards are identified as one 

of the major challenges in the development of IoT applications 

[5] [72]. Standardization of IoT architecture and communication 

technologies is considered as a backbone for the IoT 

development in the future [5], [35]. These facts imply that open 

standards are one of the key factors for the successful 

deployment of IoT. This type of standards is an important 

facilitator for innovation because of their availability to the 

public. They are being developed, approved, and maintained by a 

collaborative consensus-based decision-making process to 

provide better interoperability for systems using different 

technologies. Also, by using open standards there is less chance 

of being limited to a specific vendor or technology which is very 

important factor for IoT development.  

The main standardization bodies such as ITU, ETSI, IETF, 

IEEE, W3C, OneM2M, OASIS, NIST, etc. are involved in the 

effort to make a framework for IoT standards. The scopes of 

standardization activities are various in order to provide open 

standards and architectures, seamless connectivity, 

interoperability, etc. But despite enormous efforts from 

standardization bodies and alliances, there is still no reference 

standard for IoT platform [10]. There is a problem to integrate 

various standards and contributions to be consistent and coherent. 

ETSI White Paper No.3 [73] highlighted several problems and 

typical consequences of non-coherent contributions such as 

incompleteness, inadequate interfaces (reference points), poor 

handling of options, lack of clarity and poor maintenance. All 

these open issues and challenges need to be considered in future 

to enable seamless connectivity as well as the integration and 

interoperability among various IoT enabling technologies. 
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Table IV.  Examples of IoT conceptual models 

Author Description 

ITU-T Rec. Y.2060 [19] Reference model based on four layers: Device layer, Network layer, Service and Application support, Application layer.  

ETSI TS 102 690 [75] A functional architecture framework and high-level architecture for M2M where logical entities comprise this architecture. 

ETSI TS 102 689 [76] M2M high level system overview. 

IEEE P2413 [77] Three-tier IoT architecture.  

CCSA [23] General IoT architecture with functional platforms: Sensing and Gateway, Resource and Administration, Open Application. 

GISFI IoT WG [78] IoT Reference Architecture consist 5 layers: Sensor / Devices, Gateway, Core Network, Service Platform, Applications.  

H2020 UNIFY-IoT [27] IoT platforms with in-depth analysis as well as components across the IoT architectural layers.  

IoT-A [34]  Reference models and architectures from different perspectives 

A. H. Alhamedi [79] Internet of things communication reference model 

O. Vermesan, P. Friess  [80] The initial IoT6 architecture design approach.  

Kaiwartya et al [81] Five layered architecture for IoV (Internet of Vehicles) with description of functionalities for each layer.  

Zoran B. Babovic [32] A generic architecture of IoT web applications. 

M. Kim, et al. [8] Advanced conceptual architecture for organizing IoT-based pervasive communities and societies. 

A. Rizzardi, et al. [190] IoT cross-domain modular architecture communicating by means of RESTful services 

 

4.2. Architecture 

IoT systems should be framed within open IoT architecture 

and set of standards to enable integration of various technologies 

and to support full interoperability. IoT architecture needs to 

provide interoperability and to support full mobility to ensure 

service continuity (without interruption). Accordingly, one of the 

main challenges for IoT systems is to use an open, integrated and 

standardized architecture with separated application logic and 

hardware infrastructure. The corresponding architectures need to 

support heterogeneous nature of things, networks, data and 

applications to support full interoperability. Key design 

requirements for IoT architecture are scalability, interoperability, 

openness, and modularity in a heterogeneous environment. IoT 

architecture should enable multi-systems integration, cross-

domain interactions, simple and scalable management 

functionalities, data analytics and user-friendly applications as 

well as the possibility to include the intelligence and automation 

across the IoT system. It may be treated as a system or paradigm 

which may consist physical objects (e.g. sensors, actuators), 

virtual objects (e.g. fog/cloud services, communication layers and 

protocols) or a hybrid of these two perspectives [74]. According 

to this perspective, IoT architecture can be classified into four 

groups: general/system-level, hardware/network, software and 

process [24].  

General architecture considers a conceptual model to meet 

IoT requirements. There are numerous proposed IoT reference 

models but still, there is no general architecture which provides 

full interoperability. The existing approaches and efforts to solve 

this issue are based on layered frameworks and architectures [7]. 

In Table IV there is an overview of some existing general 

architectures and conceptual models. 

Hardware/Network architectures have to enable 

interoperability among various networks and communication 

technologies to provide full connectivity between IoT objects. 

IoT devices can be grouped into two groups based on TCP/IP 

protocol suite support. In order to solve this heterogeneity related 

issue, there have been proposed several approaches such as APIs, 

gateway solutions, SDN-based solutions, NFV (Network 

Functions Virtualization), CCN (Content-Centric Networking), 

etc. Also, there are some other proposals such as a wearable IoT 

architecture with the ability to offer traceability of streamed data 

from source and the devices engaged with [188]. Other 

challenges are related to various technologies deployed in 

different networks including communication interfaces and 

access controls. All these issues must be considered in hardware 

and network architectures. Reference model and architecture 

based on IoT communication stack is presented in EU (European 

Union) project IoT-A [34]. This model is a good option for 

various cases but for some application domains other 

architectures should be investigated such as cloud centric 

architecture for cost efficiency services [17]. Examples of 

hardware/network-based architectures which support IoT 

paradigm are: EPCglobal based on RFID and EPC technologies 

[82], [83], Sensor and WSN based architecture [84], [85], peer-

to-peer [86] and autonomic [87]. Despite the enormous efforts of 

standardization bodies and alliances, industries, academic and 

others there are still numerous open issues related to these 

architectures. For example, many recent researches focus on the 

questions such as “which computing paradigm (MCC, MEC, 

cloudlet, fog and cloud computing) to deploy in specific use 

case” or “when and where to deploy a specific computing system 

to facilitate the communication between IoT devices and 

application” [193].   

Software architectures should provide a common set of 

services to enable processing (aggregation, computation, etc.) 

large amounts of data for service composition. IoT software 

architecture and framework need to be used to overcome the 

complexity of systems and to provide an environment for IoT 

services composition. IoT software platform should be created as 

OAP (Open Application Platform) to enable modular design as 

well as providing an open APIs (Application Programming 

Interface) to sensors and other devices. For example, JMS (Java 

Message Service) is a Java Message Oriented Middleware 

(MOM) API for sending messages between two or more clients. 

Also, there must be an integrated development environment such 

as Java and HTML5. Current IoT applications are mostly 

domain-specific with fragmented architectures that cannot 

integrate the data from different sources [23]. In order to enable 

integration of various services with other infrastructure (e.g. Fog 

and/or Cloud) it can be used APIs [5], gateways [56], [88], 

virtualization [89], SDN (Software Defined Networking) [90], 

cloud centric architecture [17], [91], etc. There are several 

approaches to provide application framework and another set of 

services for IoT such as SOA, RESTful, architectures based on 

fog and cloud computing, web application framework based on 

Google Toolkit [92], etc. These architectures cover Operating 

systems, IoT middleware, APIs, Data management, Big data, etc. 

Examples of Operating Systems (OS) for IoT support are 

Contiki, Riot OS, Android, TinyOS, LiteOS, etc. Future 

researches need to focus on improvements of RTOS (Real-Time 

Operating Systems), APIs and other components within IoT 

architectures to adapt these systems to IoT.   

CORE (IETF Constrained RESTful Environments) working 

group has defined the subset of the RESTful specification [93] 

with CoAP to meet requirements of IoT applications such as 

interoperability with HTTP (HyperText Transfer Protocol), low 

overhead, multicast. RESTful principles are investigated in 
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researches such as [84], [94], [95]. Used content type is XML 

(eXtensible Markup Language) or JSON (JavaScript Object 

Notation) which depends on HTTP server. This architecture can 

be applied in smartphone applications as it only requires an 

HTTP library but straightforward implementation of RESTful 

architecture is not possible due to requirements of LLNs as 

described in [35]. ETSI SmartM2M and oneM2M are projects 

based on RESTful design with their aim to resolve various 

fragmentation issues and to enable interoperability but there are 

still some open issues such as scalability and mobility as well as 

integrating RESTful based services into business process. 

Although these issues are highly scalable and distributed 

RESTful compliant architecture is considered as one of the best 

solutions today because some features such as authentication, 

caching and others can be utilized as well as all cloud platforms 

having the support for it.  

SOA architecture is recognized as a good solution for the IoT 

middleware but we need to emphasize that sometimes (in some 

cases) application layer is not considered as a part of the IoT 

middleware. A design of SOA for IoT is a big challenge while it 

needs to handle many devices connected to the system which 

phrases scalability issues [74] and the difficulty in extending 

SOA [30]. Examples of implementation of SOA approach are 

CORBA, Jini, UPnP, OPC-UA, etc. Some specific IoT case 

studies use SOA architecture in different ways. For example, 

middleware layer can have a purpose to develop and handle an 

infrastructure for data processing and transmitting data to a 

gateway or actuating node while other functionalities from SOA 

can be distributed on other layers and components. Some surveys 

of IoT middleware have been done in [96], [97] while overviews 

of SOA architecture are given in numerous researches such as 

[98]-[100]. 

Process architecture should incorporate business processes 

into IoT paradigm [101], [102]. IoT enables new business 

opportunities and brings possibilities for new business models 

and value chains. The major challenge is to structure workflows 

to support IoT environment. Conventional conceptual 

frameworks need to be extended in order to enable process-aware 

IoT [8]. There are some novel architectural paradigms for the 

future IoT which are based on allocation of resources and 

processes between data sources and other infrastructure such as 

edge computing. This is very interesting research area with many 

open issues such as the question “which functions to allocate to 

the things, edge and cloud and how to enable interaction between 

these architectural levels.”  

 

4.3. Interoperability and integration 

Interoperability is the ability of multiple devices and systems 

to interoperate regardless of deployed hardware and software. A 

variety of standards and technologies used for IoT development 

as well as various solutions from different vendors leads to 

massive heterogeneity which causes interoperability issues. IoT 

interoperability issue is considered across all layers. To overcome 

this issue, it need to be used a layered framework with 

standardized architecture. According to this approach, ETSI 

White Paper No. 3 [73] presents four interoperability levels 

technical, syntactical, semantic, and organizational.  

Technical interoperability is usually associated with 

communication infrastructure and protocols. IoT systems need to 

provide interoperability over heterogeneous devices, networks 

and a variety of communication protocols such as IPv6, IPv4, 

6LoWPAN/RPL, CoAP/CoRE, ZigBee, GSM/GPRS, Wi-Fi, 

Bluetooth, RFID, etc. The existing Internet architecture doesn't 

support full connectivity of the heterogeneous devices and this is 

still a challenging task that causes complex integration issues [6], 

[103]. Significant challenge is the integration of different 

subsystems regardless of their native communication protocols. 

This should enable the co-existing of used protocols and 

seamless communication even beyond IP because some 

technologies deployed in IoT systems are not based on IP. 

Therefore, in order to enable the ubiquitous connectivity, it must 

be developed HetNet (Heterogeneous Networking) paradigm that 

supports different MAC/PHY. An abstraction layer is necessary 

to abstract heterogeneity [31]. Also, there is a requirement for 

mechanisms for management and coordination as referred to [6], 

[12], [104]. IEEE 1905.1 standard [105] was designed for 

interoperability support and provides a common interface 

(abstraction layer to hide diversity of MAC) widely deployed in 

home networking technologies. It provides interoperability as 

well as secure connections, facilities network management, path 

selection, auto configuration, extends network coverage, and 

supports end-to-end QoS. Solutions for interoperability problems 

are usually based on APIs [5], implementation of gateways [56], 

[88], integrating smart resource-constrained objects into the 

Internet using virtual networks [89], the approach based on SDN 

[90], etc. 

Gateways provide several solutions such as protocol 

conversion or centralizing remote connectivity depending on 

purpose and layer where they are implemented. Interoperable 

gateways at object layer support multiple interfaces to enable 

devices to be connected through a different kind of ANs (Access 

Networks) while their implementation at the network layer 

enables connectivity between various network technologies 

including ANs and CNs. According to a study [106] avoiding 

gateways as architectural elements at object layer can support full 

connectivity and peer-to-peer networking solutions while 

gateway roles can be addressed in smart objects such as 

smartphones. This solution enables devices to be directly 

connected to any other device or point on the Internet which is a 

true IoT vision. Also, this can solve the potential problem of 

implementing gateways such as slowing down a full end-to-end 

connectivity but the challenge is to enhance devices capabilities 

such as computing, storage, communication interfaces, low 

power consumption, etc. The solution for this problem can be 

smartphone-based mobile gateways as presented in [10], [107], 

[108] while everyday smartphones capabilities are improved 

[109]. There are several challenges related to this solution such as 

development of mobile gateway software architecture which 

supports full interoperability, limited storage and computation 

capabilities, efficiency in battery consumption especially when 

concurrent communication interfaces are deployed.  

API based solutions for interoperability can be used for the 

automatic conversion between various application protocols. 

According to used protocols, IoT devices can be grouped into 

two groups based on support for TCP/IP protocol suite. IoT 

applications that use CoAP, MQTT, MQTT-SN, AMQP, REST 

and some other support TCP/IP but also there are applications 

without this support and because of that interoperability issue 

occurs. Al-Fuqaha et al. [5] emphasize the need for new 

protocols for communication compatibility in a heterogeneous 

environment. APIs can be implemented in different software and 

cloud platforms. Some operating systems like Contiki, Riot OS, 

Android, TinyOS, LiteOS, etc. enable modular design and 

provide open APIs which are necessary for application 

interoperability. There are several interesting research topics 

related to APIs interoperability such as to provide a trustworthy 

interoperability by using a proxy framework for API 

interoperability in the IoT. 
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IoT platforms improve interoperability in a heterogeneous 

environment and provide functionalities such as connectivity of 

various objects using communication technologies, device 

management, data processing, data visualization, etc. According 

to their functionalities, IoT platforms can be grouped as hardware 

platforms, software platforms, and cloud platforms. These 

platforms can include various solutions such as different network 

interfaces, gateways, APIs, etc. IoT hardware platforms enable 

devices connectivity as well as data processing outside the data 

center. They provide gateways to enable connectivity of devices 

with various network technologies. IoT hardware platforms 

provide technical interoperability by enabling development of 

IoT products which deploy various devices and networks. 

Examples of hardware platforms are Arduino, Raspberry Pi, 

Gadgeteer, BeagleBoard, pcDuino, etc. However, there is still the 

challenge to develop a platform able to interact with all 

technologies deployed in IoT. Another major issue is to enable 

interconnection between various platforms to empower their 

capabilities. Other issues are related to power supply, energy 

efficiency, security, seamless connectivity, mobility of platforms, 

etc. IoT software platforms enable IoT objects to integrate 

(sensors/actuators) with network technologies by using various 

communication protocols. These platforms integrate development 

environment (HTML5, Java, etc.) and provide APIs to enable 

developers to communicate with IoT devices over various 

network technologies. Cloud platforms enable to develop IoT 

solutions based on three models of cloud service: Software as a 

Service (SaaS), IaaS (Infrastructure as a Service) and PaaS 

(Platform as a Service). Some analysis of the most used and 

leading IoT platforms on today’s market have been done in 

H2020 – UNIFY-IoT Project [27]. Key issues for all IoT 

platforms are related to supporting technologies such as 

processors and semiconductors, sensors, communication 

hardware and protocols, operating systems, developer tools, 

analytic tools, etc. Another key issue for these platforms is 

related to security (authentication, authorization, access control, 

intrusion detection, recovery mechanisms, etc.). 

There are some other solutions for technical interoperability 

issues at different layers which provide dynamic, flexible and 

automated management and reconfiguration of the network [6]. 

The aim is to simplify network design and management by 

resolving some technical interoperability issues. In paper [110], 

authors proposed a cognitive management framework for IoT to 

solve heterogeneity problems among devices and associated 

services. Another interesting solution is a hub-based approach 

that provides scalable and reliable communication and improve 

some interoperability issues [111], [112]. Also, software 

architectures such as SOA reduce the system integration 

problems and improve interoperability among heterogeneous IoT 

devices in physical networks [113]. It is done by providing a 

powerful framework which support connectivity and component 

integration in IoT systems. The primarily goal of this architecture 

is to enhance IoT application interoperability and extendibility at 

the service and application layers. However, despite the 

flexibility offered by this framework, there are some issues 

related to SOA architecture such as the lack of an intelligent and 

connection-aware framework to support interoperability.  

Syntactical interoperability is associated with understanding 

content (information) and refers to data formats, syntaxes, and 

coding such as XML and HTML. IoT applications need to 

integrate the data from different sources [23]. The new software 

architecture must enable searching, aggregating and processing 

the data generated by heterogeneous devices [24]. For that 

purpose, it has to be used a standardized data formats, syntaxes, 

and coding. IoT middleware needs to include mechanisms such 

as APIs solution for support interoperability within the diverse 

applications, services, and data format.  

Semantic interoperability enables interpretation of content 

(the meaning of information) to be shared by communicating 

parties [114]. The term “semantic” in the IoT refers to the 

possibility of extracting knowledge from raw data collected from 

sensors. This “knowledge” enables to provide useful services and 

reports based on analyzed data [115]. The evolution of “Semantic 

Technologies” enables some level of data interoperability as well 

as advanced decision-making. Semantic interoperability enables 

IoT objects to learn, think and understand social and physical 

worlds. A common high-level framework with adequate 

architecture as well as new techniques such as data mining are 

needed to enable extraction meta-information (convert raw data 

to knowledge). For example, semantic level interoperability 

architecture for pervasive computing and IoT is presented in 

[114]. Some of the semantic technologies for the IoT including 

JSON, W3C, OWL (Web Ontology Language), RDF (Resource 

Description Framework), EXI (Efficient XML Interchange), and 

WSDL (Web Services Description Language) have been 

presented in [116]. A variety of these technologies leads to 

heterogeneity at a semantic level which is significant research 

field. One of the possible solutions is to use the semantic model 

with XML and ontology [117], [118]. Also, there are some useful 

data standards such as IOTDB, SensorML, Semantic Sensor Net 

Ontology - W3C, Wolfram Language, RAML (RESTful API 

Modeling Language), SENML (Media Types for Sensor Markup 

Language), LsDL (Lemonbeat smart Device Language), etc. 

However, it is still open issue to design a semantic IoT 

framework and open data standards to support full 

interoperability. 

Organizational interoperability is usually associated with the 

ability of data exchange even though using different information 

systems and infrastructure. There is wide area of research topics 

related to IoT interoperability issues such as: developing new 

APIs, enhancement existing gateways or creating new gateway, 

improving devices capabilities to enable seamless connectivity 

and interoperability, improvement of solutions based on 

integrating smart resource-constrained objects into the Internet 

using virtual networks, using concept based on SDN, etc. SDN is 

very interesting research area in recent years because it is 

considered as emerging networking technology which provide 

the ability to establish and manage virtualized resources as well 

as to provide some level of interoperability without deploying a 

new hardware. All solutions mentioned above require the 

corresponding architecture to enable full interoperability. 

 

4.4. Availability and reliability 

Availability of services is one of the key issues to be 

addressed to properly manage the dynamics of IoT systems. 

Availability means that IoT applications should be available 

anywhere and anytime for every authorized object. The objects 

that are going to be connected should be adaptive and intelligent 

to support seamless connectivity and desired availability.  

Availability of network and its coverage area must enable the 

continuity of the services use regardless of mobility, dynamic 

change of network topology or currently used technologies. All 

this requires mechanisms for interoperability, handover, and 

recovery in case of some unattended operations. An appropriate 

monitoring system, protocols, and self-healing mechanisms need 

to be deployed to enable robustness of system [119]. Some 

communication technologies suffer from intermittent availability 

which can cause service interruption. For example, some IoT 
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applications can rely only on satellite communication which 

fluctuating quality. Therefore, it must be enabled computing 

(data collecting, processing, control, etc.) which is independent 

of sending data over the Internet or other networks to the 

computing infrastructure. MCC, MEC, Cloudlet, and Fog 

computing are paradigms proposed to overcome some of these 

issues. However, there are some new challenges as described 

before in this paper. 

Mobility is another major challenge in IoT systems where 

services are provided to mobile users. IoT devices may be moved 

and frequent topology changes can occur. The goal is to create a 

robust system in spite of these dynamic changes. Because of that, 

there is a requirement for efficient mobility management 

mechanisms [120]. MIPv6 (Mobile IPv6) is a protocol developed 

to support mobility in IPv6 networks. In addition, IPSec (Internet 

Protocol Security) is mandatory for MIPv6 in order to support 

trust between home agent and mobile device. Also, some 

deployments of IoT systems imply that devices need to know 

their locations and to be aware of its environment (location of 

neighbor devices). This is another major challenge for future 

research especially when developing some real-time applications 

that require a location-awareness.  

Routing issues are very important for reliability due to 

scheduling and routing in the multi-hop mesh topologies. 

Routing processes need to support dynamic topology changes, 

multihop routing, scalability, context awareness security 

mechanisms, QoS, etc. Also, routing protocols need to be 

context-aware and energy-aware (green routing protocols). Some 

surveys for multicast routing in the IoT environment have been 

done in [121] where authors propose algorithms for the 

establishing a multicast routing tree. RSVP (Resource 

Reservation Protocol) and MPLS (Multi-Protocol Label 

Switching) solve several routing problems.  Also, deploying RPL 

routing protocol provide some solutions for routing issues while 

connecting LLNs to the Internet [122]. This protocol enables 

topology adoption and provides efficient routing functionalities. 

However, it has some weaknesses and limits such as high 

overhead, high packet loss, and latency in mobile conditions 

[123]. Another challenge is to provide a trade-off between 

reliability and energy consumption. This is a reason to use UDP 

as a transport protocol while retransmission control mechanisms 

could be implemented at the application layer [35]. Therefore, it 

must be deployed efficient upper-layer protocols (transport and 

application) that provide end-to-end reliability. Another solution 

for these problems is to develop a new protocol extension such as 

a new mobility support layer (MoMoRo) for Low Power 

Wireless Sensor Networks [194].  

The IEEE 802.15.4e enables high reliability while it deploys 

TSCH (Time Synchronized Channel Hopping) as its part [35]. It 

defines a simple scheme for shared cells to solve a problem of 

collision as well as synchronization (acknowledgment-based and 

frame-based). However, this issue is still open to further 

improvement. 

 

4.5. Data storage, processing and visualization 

With a huge increase of connected objects and data traffic 

volume, there is a requirement for new calibration and analytic 

techniques. IoT systems need a common analytic platform to 

support a big data which need to be delivered as a service to IoT 

applications. Various data mining methods such as AI (Artificial 

Intelligence), machine learning and others intelligent decision-

making algorithms enable computational processes to discover 

patterns in large datasets. These techniques can be used to 

organize raw data as well as to extract usable information and 

knowledge from it but costs are a limitation.  

To handle continuously increased amount of data it seems that 

only Cloud technology can effectively meet these requirements. 

There are several Cloud platforms that exist on the market (Table 

I) with different storage and computing capabilities, supporting 

application protocols, interoperability, gateway support, billing 

models, etc. However, there are some issues that need to be 

considered. Transferring big data from the edge devices (e.g. 

sensors, smartphones, etc.) to the cloud infrastructure brings the 

following issues: network performances (e.g. delays, bandwidth, 

congestion, reliability, availability, etc.), costs of moving data 

through the Internet (it is very expensive), cost of storing data on 

cloud servers, security of data transmission and storing, privacy 

issues, etc. In paper [5], authors identified several other 

challenges related to deploying Cloud computing for IoT such as 

synchronization and standardization between different cloud 

vendors, balancing between IoT requirements and cloud services 

environments, reliability in sense of security between devices and 

cloud platforms, management of cloud computing and IoT, etc. 

The interesting challenge is to develop a scalable and high 

performances hybrid cloud platform. Also, there is a need for 

new algorithms for raw data filtering, selection, abstraction, and 

aggregation. Surveys on state of the art for Cloud computing and 

IoT integration has been done in [1], [31], [124], [129]. 

Cloud computing is not always necessary such as in the cases 

when local infrastructure resources are sufficient for data storage 

and processing. Processing raw data at locally deployed nodes 

can reduce the amount of data needed to be transferred through 

the Internet. This reduces data congestion, latency, costs, and 

improves some other performances. New computing paradigms 

such as MCC, MEC, Cloudlet, and Fog computing deploy rule-

based system applied to a local infrastructure in order to provide 

an extension of Cloud computing. These systems improve some 

IoT performances such as QoS, reliability, mobility, security, and 

privacy. For example, fog computing enables to deploy smart 

devices like smartphones and home gateways for preprocessing 

data and context-aware computing. However, these platforms are 

not tailor-made in all use cases due to lack of capabilities for 

complex analysis and storing huge amount of data. These 

functionalities are complemented with Cloud computing. 

Therefore, only some basic computation processes can be done at 

edge layer. In order to overcome resource limitations of local 

infrastructure, data need to be forwarded to a Cloud. This issue is 

related to the question when and where to deploy some 

computing system. Also, integration of IoT and edge computing 

systems have to face with static and dynamic IoT devices in order 

to provide mobility support. This leads to services migration 

challenge and computational issue due to low power 

requirements. Another important issue related to mobility is 

collaboration and synchronization between edge nodes. A 

mechanism for aggregating data could be implemented at the 

gateway to manage data flows but this solution implies 

deployment of adequate software. Therefore, integration of IoT 

and edge computing doesn't solve issues such as mobility, 

complex analysis, security and privacy of data on edge devices 

[127], [128]. Also, interesting research topic is context-aware 

computing that was identified as one of the key factors for IoT 

development [31], [125]. 

There are a few current and forthcoming problems and some 

specific challenges related to data visualization such as to provide 

tools for the interaction of the user with the IoT environment, 

visualization of the raw data in a meaningful way and according 

to the end-user needs [17], etc. IoT applications require 
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connectivity to infrastructure (e.g. cloud and network) and they 

must support user-friendly interfaces to enable secure and remote 

control over various devices. Eliminating the need for physical 

controls in the object itself by using new digital user interfaces is 

less costly and has more customizes capabilities. IoT applications 

can be autonomous or controlled by humans (directly, passively 

or hybrid). This is very interesting research area due to several 

challenges such as understanding different types of human-in-

the-loops controls, how to implement feedback control, etc. 

Visualization of data gathered from sensors includes charts, 

animations, maps, tracking location on maps, etc. GUI (Graphic 

User Interface) provides visualization of performed 

measurements and enables to perform different control actions. 

Also, there are some threats while extracting information from 

raw data such as the oversimplification of data or overreliance on 

visuals. These issues imply requirements for methods of data 

visualization which enable reducing or illustrating data in 

simplified ways. However, this simplification of big data could 

lead to unfounded conclusions. Web technologies such as HTML 

5 provide solutions for some of these issues. It specifies canvas 

elements for dynamic rendering of the 2D graphic while WebGL 

(Web Graphics Library) is JavaScript API running on HTML 5 

canvas element for advanced 2D and 3D graphics application 

development [32]. Emerging technologies such as touchscreen 

technologies, 3D screens, and others can provide an efficient way 

to navigate the data as well as to extract useful information from 

raw data. Although the evolution of visualization technologies 

from CRT to Plasma, LCD, LED and beyond this is still open 

research area. For example, a very interesting and emerging 

research topic is the representation of sensors in the 3D 

landscape.   

 

4.6. Scalability 

Scalability is the ability to add new devices and services to 

IoT system without degradation of existing service performances. 

A key challenge related to scalability is to support a large number 

of various devices with memory, processing, bandwidth and 

other resource constraints [107]. Scalable mechanisms must be 

deployed for efficient discovery of devices but also to enable 

their interoperability. To enable scalability as well as 

interoperability there must be used a layered framework and 

architecture [7]. Design of IoT architectures that support 

scalability is a big challenge when it comes to the future 

development of IoT systems. These architectures need to handle 

numerous devices connected to the system which phrases 

scalability issues [74]. One of the possible solutions is to use 

highly scalable cloud-based platforms with the possibility to store 

a huge amount of collected data. The Therefore, a Cloud of 

Things [124], [129] can be used as a global architecture that 

scales up cloud computing. Another solution are edge computing 

systems that extends Cloud services to edge devices. This 

technology provides storage, computing, and some networking 

services between devices and Cloud infrastructure. The problem 

is that edge computing systems cannot provide functionalities 

such as complex analysis, data access to a large number of users 

and storing historical data which are complemented with Cloud 

computing [31]. Another challenge is to enable context-aware 

computing with scalability support. This problem emphasizes 

issues of object performances including storage and processing 

capabilities including the power consumption. A major 

scalability related problem is to provide a seamless connectivity 

to make it easy when adding new components and objects to IoT 

system as well as to support topology change. To solve these 

problems in the context of distribution scalability, mobility and 

security there is a CCN vision of the next generation of network 

architecture [130]. It enables automatic and application-neutral 

caching in memory wherever it is located in the network. This 

paradigm is still in its nascent stage and it is a very attractive 

research topic. 

 

4.7. Management and self-configuration 

Managing IoT applications and devices is a very critical factor 

for successful IoT deployments [131]. Management 

functionalities such as monitoring, control, and configuration are 

a big challenge due to IoT complexity, heterogeneity, a huge 

number of deployed devices and traffic demands. IoT software 

must be able to identify various smart objects and interact with 

them to provide efficient management and self-configuration 

functionalities. Self-configuration means IoT system has 

capabilities of the dynamical adoption of changes in its 

environment. For example, if devices could switch off when 

there is no activity it will provide more efficiency in energy 

consumption.  

Data management mechanisms need to provide various 

functionalities such as raw data aggregation, data analytics, data 

recovery, and security. They need to enable a different kind of 

reports that include: descriptive (e.g. products' condition), 

diagnostic (e.g. causes of failure), predictive (e.g. expected 

events), etc. IoT data management framework presented in [132] 

includes applications (analysis) layer, query layer, federation 

layer, a source layer, communication layer, things layer. Also, 

these mechanisms need to be adaptive, scalable, and trustworthy 

[113]. This implies the usage of new approaches to data 

aggregation and complex computations to provide efficient and 

real-time decision-making [133]. Another challenge is to provide 

automatic decisions and self-configuring operations in complex, 

integrated and open IoT systems. Objects need to gain some 

knowledge from collected data and according to that performing 

some context-aware actions. A very interesting research topic is 

to automatically allocate tasks between layers of system 

architecture. For example, it is challenging task to determine 

which functions should be allocated to Fog nodes rather than 

Cloud infrastructure. 

Network management functionalities need to provide 

efficiency in network topology management, devices 

synchronization as well as traffic and congestion control 

management. A new network's design needs to deploy efficient 

management mechanisms to manage the large-scale of connected 

devices, an enormous amount of data (traffic loads) and various 

services with different QoS requirements. Monitoring network 

infrastructure enables detection of any changes and events that 

effect on network resource usage and security. There is a need for 

dynamic resource management solution with a resource 

allocation scheme which will be effective under the uncertainty 

nature of IoT environment. Various protocols have been 

developed to monitor and control network elements such as 

devices, gateways, terminal servers, etc. LNMP (LoWPAN 

Network Management Protocol) and SNMP (Simple Network 

Management Protocol) are existing management protocols for 

IPv6 based networks [15] that perform some network 

management functions. Also, TSMP (Time Synchronized Mesh 

Protocol) is a communication protocol that enables 

synchronization of devices (motes) in self-organizing wireless 

networks. There have been proposed various novel concepts and 

technologies for the efficient management of networks. For 

example, M. A. Rajan et al. [131] proposed a novel 

heterogeneous and self-optimizing SN management with a 
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flexible auto-configuration of WSNs. RANaaS (Radio Access 

Network as a Service) is a concept that has been developed to 

manage network resources and to enable flexible management 

[134]. SDN is an enabling technology for 5G systems [135] that 

has been developed to provide dynamic, flexible and automated 

management and reconfiguration of a network [6] as well as 

simplifying network design and management [136]. It enables a 

cost-effectively scaling necessary for IoT services. SDN and 

NFV (Network Function Virtualization) enable a new way of 

network management by providing a virtualization of some 

network functions to be managed through software (e.g. servers 

as computing platforms). Also, these paradigms provide 

functionalities to manage heterogeneous devices with various 

deployments and use-cases [137]. Although these paradigms 

bring new efficient network management functions there are still 

some open issues [138]. For example, fragmentation of APIs and 

controller functions in SDN is a very challenging problem which 

causes standardization issue. Also, it is a challenge to determine 

how often QoS signaling data should be sent from network to a 

controller component. 

Devices management mechanisms need to provide monitoring 

and remote-control functionalities including remote devices' 

activation or deactivation, firmware update, etc. Some device 

management functionalities can be included in SBC (Single 

Board Computer) but for remote control, there must be deployed 

other mechanisms including devices and services management 

protocols. Managing devices and enabling seamless integration in 

various networks are challenges due to a deployment of various 

hardware and software while providing operations such as 

addressing and optimization at the architectural and protocol 

levels [139]. One of the major issues in IoT systems is the 

identity management of devices as well as ensuring trusted 

environment [140]. The OMA (Open Mobile Alliance) and its 

Device Management Working Group specify some protocols and 

mechanisms for devices and services management in resource-

constrained environments such as LWM2M (The Light-weight 

M2M) [141]. There are some other light protocols for devices 

management including NETCONF Light protocol [142]. The 

challenge of device management is especially pronounced 

because of the heterogeneity among devices and associated 

services. There are several efforts to solve this problem such as 

cognitive management framework solution [110] and hardware 

platforms which enable integration of objects and networks with 

a few management functionalities. Some other open issues are 

related to the development of lightweight and secure IoT device 

management framework which provide functionalities such as 

location awareness, mobility, low power consumption, support 

for various mobile OS, etc. 

 

4.8. Network performances and QoS  

The ability to handle numerous connected devices with 

various services and processes depends on IoT system 

performances. Major issues are related to traffic loads and 

various traffic models [9] which have a dramatic impact on a 

networks' performance and QoS (Quality of Service). Some 

significant issues related to QoS include bandwidth, throughput, 

latency, etc. Also, the connected devices' growth and increased 

data rates in wireless networks have caused radio spectrum usage 

to be a critical issue [143]. Some countries might have a problem 

to find an additional spectrum as a spectral efficiency of radio 

networks is reaching its physical limits. All these facts influence 

on performances of IoT systems which are considered as 

extremely significant in most applications [144].  

QoS in IoT system depends on deployed technologies, 

protocols, traffic demands, etc. Several studies have been done 

for the evaluation of IoT service performances but this is still an 

open issue [145]. QoE (Quality of Experience) is related to user’s 

perception and need to be considered in some application 

scenarios but not in all cases. In IoT applications where QoE is 

not of interest than QoS – based approach could be used [146]. 

The most of the previous researches considered QoS parameters 

for IoT services while only a few studies considered QoE [147]. 

Due to the different traffic loads and characteristics of multiple 

traffic types, it is necessary to develop new models for 

forecasting traffic load. For example, it is needed a novel traffic 

model for a new-generation of SN [186]. Human-based 

communications (H2H and H2M) and traffic models are difficult 

to apply directly to IoT. Laya A. et al. [148] have presented some 

differs between M2M (IoT) and human-based traffic 

characteristics. In order to simplify traffic management, there is a 

need for data (traffic) aggregation science a huge diversity of 

traffic types and sources. Some impact of data aggregation in IoT 

(M2M) on QoS parameters such as delay and throughput has 

been surveyed in [149]. A challenge that occurs due to new 

traffic requirements is a need for new QoS specifications. There 

is a requirement for a new controlled and optimal approach for 

different traffic types and applications [17] as well as efficient 

congestion control, dynamic scheduling, resource allocation 

algorithms, buffering mechanisms, etc. QoS-aware scheduling 

mechanisms are required to support various traffic characteristics 

and QoS specifications [150]. Another challenge is related to 

QoS management while IoT devices operate under bandwidth, 

battery, and processing constraints [151]. Also, QoS-based 

service selection is the key to large-scale service-oriented IoT 

[152]. This is one of the major issues in the future development 

of IoT services due to the increasing number of services with 

various QoS requirements.  

IoT performances depend on all components and 

communication protocols deployed in a system. One of the major 

challenges is to select the corresponding protocols for a specific 

use case (according to various traffic requirements) while there is 

no evaluation that includes all protocols and scenarios [153]. The 

existing surveys are mostly focused on the comparative analysis 

of various protocols with an aim of evaluating their performances 

in specific IoT scenarios. Z. Sheng et al. [154] have done a 

survey on protocols and technologies according to standards, 

challenges, and opportunities. CoAP, MQTT, XMPP, AMQP, 

REST and DDS protocols have been addressed as a common 

application layer protocols used in IoT systems [5], [153], [155]. 

In [32] were analyzed MQTT, AMQP, XMPP, and DDS by 

measuring latency and throughput rate by running on three 

different web platforms: HTML 5, Adobe Flash and Microsoft 

Silverlight. The survey [32] concluded that HTML 5 is a much 

more mature platform for real-time IoT applications although 

Adobe Flash has the best performances while Microsoft 

Silverlight has the poorest performances. CoAP and HTTP 

response time and energy consumption were analyzed by Walter 

C. et al. [156]. The performance evaluation of MQTT and CoAP 

in different use cases have been done in [107], [157]. Some 

performances comparisons between AMQP and RESTful have 

been presented by Joel L.F. et al. [158]. Some characteristics of 

WebSocket and HTTP while delivering real-time messages have 

been described in [159]. The most of the application layer 

protocol use some of existing transport protocols which cause 

several open issues such as fairness problem [189]. TCP protocol 

was not originally developed for wireless networks and it 

exhibits serious network performance degradation in these 

networks [160]. UDP is a lightweight protocol and is better for 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

real-time applications but it is not reliable. Also, routing 

protocols need to be adopted for effective communication in IoT 

systems to ensure reliability and to reduce delay. Some of 

existing routing algorithms used in IoT systems are: RPL 

(Routing Protocol for Low Power and Lossy Networks), 

AOMDV-IoT (Ad-hoc on Demand Multipath Distance Vector), 

EARA (Energy Aware Ant Routing Algorithm), PAIR (Pruned 

Adaptive IoT Routing), SMRP (Secure Multihop Routing 

Protocol), REL (Routing protocol based on Energy and Link 

Quality), etc. IoT routing protocols can be evaluated by using 

many parameters such as multihop routing support, energy 

aware, context-aware, security support, dynamic topology 

support, heterogeneity support, link quality, reliability, latency, 

data redundancy, load balancing, scalability, routing information 

maintaining, etc. Routing protocols affect reliability and other 

performances of IoT systems as we described before. Therefore, 

optimizations of routing techniques, energy efficient routing 

protocols and developing more intelligent routing algorithms 

(context-aware algorithms) are very interesting research areas. 

QoS performances such as latency, jitter, packet loss, and 

reliability have to be considered at all layers of network 

architecture. The corresponding option for system-level 

architecture and optimization of resources allocation leads to 

QoS improvement. Many IoT applications rely on the Cloud 

infrastructure to handle a huge amount of data that need to be 

stored and processed. However, transferring big data from the 

edge devices (e.g. sensors, smartphones, etc.) to the cloud 

infrastructure brings the following network issues: network 

performances (e.g. delays, bandwidth, congestion, reliability), 

costs of moving data through the Internet, etc. These are very 

challenging issues especially for latency-sensitive applications 

because many IoT applications require very low end-to-end 

latency (e.g. within a few milliseconds) and jitter. Also, Cloud 

computing is not sufficient to handle mobility support, geo-

distribution, and real-time location-awareness. The concept of 

edge computing is proposed to overcome some of these 

challenges and limitations. It is a novel system-level architecture 

that distributes some resources, processes, and services to data 

centers which are closer to the edge of the network. For example, 

fog computing can provide small and deterministic latency for 

IoT applications which is crucial for some real-time systems. It 

provides better QoS in terms of better response time, jitter and 

throughput. Edge computing technologies enable QoS awareness 

by providing dynamically adaption to the available resources. 

However, edge computing is not tailor-made in all use cases due 

to computational limitations. To overcome the computational 

limitation, it is proposed IFCIoT (Integrated Fog Cloud IoT) 

architecture. Integration of IoT and Fog/Cloud computing causes 

some new open issues such as the metric of computation (e.g. 

resource and functions allocation) and development of dynamic 

resource allocation algorithms.  

 

4.9. Modeling and simulation 

Major challenges in developing IoT services are due to its 

complexity and heterogeneity in all parts of system architecture. 

Heterogeneous nature of applications, devices, interfaces, radio 

technologies, etc. leads to the IoT system modeling issue. There 

is no standard methodology available for modeling such real-

world complex IoT-based systems [214]. Therefore, IoT system 

modeling for finding eligible deployments is a very challenging 

issue [208]. Some contributions in theoretical modeling of IoT 

based on edge computing was presented in [209]-[211]. 

However, there is lack of mathematical formulation for systems 

based on the integration of IoT, computing systems, and other 

parts of IoT system architecture. This formulation could help to 

design IoT system with the most appropriate technologies 

according to specific requirements. IoT devices are usually 

resource-constrained in sense of identifying, sensing, networking, 

computation and other capabilities. Therefore, one of the key 

issues is a QoS-aware deployment of IoT through the 

corresponding computational offloading system. Because of that, 

the future of IoT depends on decentralizing networks. There are 

different edge computing models which help to offload IoT 

devices and Cloud infrastructure. The most of IoT applications 

rely on the support of some computing systems which are the 

part of IoT system architecture. Even though cloud computing 

supports the development of IoT applications this model is facing 

many challenges such as network delays, cost of transferring raw 

data through the Internet, etc. Therefore, some IoT applications 

require a new computing model to support the ubiquitous 

deployment of sensors and other devices. These systems are part 

of paradigms known as Fog computing, MCC, MCC, and 

Cloudlet. They are based on an allocation of resources between 

data sources and cloud infrastructure. However, there is a 

challenge of determining which functions should be allocated to 

edge nodes rather than Cloud [128]. The allocation of tasks 

between layers of system architecture needs to be enabled 

dynamically based on the system resource state [207]. Using an 

appropriate model of integration of IoT and computing systems 

can reduce the amount of data that need to be transmitted to the 

cloud infrastructure over the Internet. This improves QoS 

performances as well as reduces resource consumption and costs.  

Simulation tools such as Opnet, NS-3, Cloudsim, and others 

can be used for understanding and modeling the IoT system. 

However, the complexity and heterogeneity of IoT scenarios 

complicate these processes [211]. This imposes the use of 

sophisticated, hybrid and multi-level modeling and simulation 

techniques [212]. An overview of some other modeling and 

simulation challenges have been presented in paper [213]. For 

example, one of the major issues in existing simulation tools is 

lack of integrated options to simulate network and cloud 

infrastructure to obtain overall performance of IoT system. Also, 

there is a problem of simulating various protocols, security 

attacks, computing and other IoT processes in order to obtain 

different results such as network performances, energy 

consumption, etc. Another important issue is enabling simulation 

of IoT scenarios which include a large number of heterogeneous 

devices with various traffic loads and types. This implies that the 

problem of simulating IoT scenarios is not only related to 

software tools but also hardware performances have to provide 

enormous resources such as CPU, RAM, etc. According to 

previous considerations, a new enhancement of simulation tools 

should improve the ability to simulate small, medium, and large-

scale IoT scenarios. Simulation and modeling tools need to 

support a dynamic nature of IoT, real-time requirements and 

increasing processing requirements. These scenarios include 

deployment of heterogeneous technologies. To address these 

shortcomings there is a need for the continuous enhancement of 

simulation and modeling tools.  

 

4.10. Unique Identification  

Each IoT object needs to have a unique identifier such as IP 

address or URI (Uniform Resource Identifier) and this is 

considered as one of the most critical factors for IoT success 

[17]. Appropriate identity management with unique identifiers 

and efficient key distribution schemes are issues highlighted in 

[140], [161]. If each object has a unique identifier and connection 

to the Internet than objects can be monitored, controlled and 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

managed throughout the entire lifecycle. In that context, it must 

be differentiated objects ID and its network address (IPv4 or 

IPv6). Also, some objects need to have multiple identifiers while 

sensors, actuators, and other parts are attached to them. The most 

critical features related to addressing schemes such as 

uniqueness, reliability, persistence and scalability are described 

in paper [17]. 

There are many identification methods and technologies for 

IoT objects such as EPC (Electronic Product Code), uCode 

(Ubiquitous codes), QR (Quick Response) or matrix barcodes, 

etc. EPCglobal is an organization which efforts are in the field of 

standardization and integration EPC with RFID technology. 

Registration, unique identification and discovery in a context-

aware way of IoT devices are issues that require future 

researches.   

IPv4 have got exhausted and it is challenge to provide a 

unique network address to all objects. The solution for this 

problem is IPv6 that uses 128-bit addresses which provide a huge 

amount of addresses. IPv6 is considered as one of the key 

enablers for IoT. Integration of IPv6 and its related protocols into 

constrained capabilities of WSN is identified as one of its major 

challenges [15].  

Because of scalability issues, a manual and static management 

of system resources is not an appropriate solution. To solve this 

problem, it can be used some of service discovery protocols such 

as DNS-SD, SSDP, SLP, mDNS, APIPA, etc. These protocols 

can be grouped by their function as we described before. 

However, there is a challenge to adapt these protocols for IoT 

services [162] because of requirement for autonomous 

registration. Discovery functionality need be dynamically 

adapted with the inclusion of new IoT devices in the network. 

Therefore, IoT architecture should enable to devices to join or 

leave IoT platform without affect to all IoT system and this is 

another open issue for network architecture which need to 

support IoT services.  

 

4.11. Power and energy consumption  

Power and energy storage technologies need to meet various 

IoT requirements such as providing energy sources for small 

embedded devices. Supplying reliable power to the sensors and 

devices as well as developing low-power chipsets is highlighted 

as a very challenging problem [2]. Wireless power technologies 

can transmit power at some distance and this is promising 

solution but we are being still in the early phase of development 

of these technologies. Another significant challenge is to 

integrate large computation with small embedded devices that 

have low power consumption particularly in the case of image 

and video processing-based applications. Lanzisera et al. [163] 

highlighted the challenge of producing low-cost terminal with 

low active power. One of the major issues is improving device's 

capabilities (e.g. computation and networking) while reducing 

both costs of devices and power consumption. Also, a low power 

communication stack is identified as one of the core requirements 

related to power and energy efficiency [35].  

Existing communication protocols such as HTTP and TCP are 

not optimized for IoT as not considered to be deployed in low-

power systems. Energy efficient MAC protocol and appropriate 

routing protocol are identified as critical factors for the system to 

be efficient [17]. Standardization bodies such as ITU-T, IETF, 

ISO, IEEE, etc. have defined a several protocols and interfaces 

on the low communication stack layer but the actual deployments 

of such features are still not satisfactory. One of the proposed 

solutions is IEEE 802.15.4 [55] and its improvements such as 

IEEE 802.15.4e. This standard defines PHY and MAC layers for 

the low-power but it is still ill-suited for low-power multi-hop 

networks as explained in [35]. This is another open issue where 

future effort should improve the capability of IEEE 802.15.4 

low-power radio technology. Another research area includes 

optimization of routing techniques to reduce energy requirements 

and optimize energy consumption. For example, elimination of 

data redundancy will reduce energy requirements for data 

routing. There are some new technologies such as networking 

paradigm known as IoNT (Internet of Nano-Things) that can 

decrease the power consumption but it is still in nascent phase of 

development. 

 

4.12. Security and privacy 

Security and privacy issues are identified as key challenges in 

deployment of IoT solutions [31] because there are numerous 

examples of threats, vulnerabilities and risks [164]. Several 

security models and threats taxonomy models for the IoT systems 

have been proposed [165], [166].  According to Hewlett Packard 

Enterprise Research study [167], most of the devices privacy 

concerns raised due to: insufficient authentication and 

authorization, lack of transport encryption, insecure web 

interface, insecure software and firmware, etc. In Fig. 6. we 

present the most common IoT security and privacy related issues. 

To provide confidence in IoT systems security and privacy 

need to be considered from various aspects including legal, social 

and cultural point of view [168]. Security functionalities need to 

be embedded at every level of IoT architecture and efficient trust 

management [169], [170] must be deployed. This is the reason 

why IoT security architecture is still evolving [171] [192] as well 

as various mechanisms being developed to improve security and 

privacy. Security mechanisms should provide authentication, 

access control, data integrity and privacy, encryption and other 

capabilities while enabling automatic data processing based on 

the policies and rules configured by users. These mechanisms 

must operate in real-time and they need to be cost effective and 

scalable to minimize the complexity and maximize usability. One 

key issue is lacking a solution for IoT IITP (Identity Theft 

Prevention) [171] consequently authorization scheme for IoT 

which needs to be context-aware. For example, IoT objects 

should be aware of location in order to provide robust security. 

Also, security issues are more emphasized in a heterogeneous 

environment and because of the standardization perspective of 

data exchange [172]. The most of security issues are related to 

communication threats such as: Malicious Code Injection, 

Sniffing Attack, Spear-Phishing Attack, DoS (Denial-of-Service 

Attack), Sybil Attack, Proxy Attack, Sleep Deprivation attack, 

etc. Because of these attacks various mechanisms must be 

deployed such as: authorization, authentication, encryption, anti-

virus protection, etc. Although these mechanisms improve 

security level in IoT systems there are many issues that still need 

to be considered. For example, proxy attack or man-in-the-middle 

attack can occur regardless that the transmitted signal is 

encrypted or not.  
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Fig. 6. IoT security and privacy issues 

 

IoT systems require reliable and secure communication 

protocols at all protocol stack layers. There are three main 

solutions to provide security at application layer. The best 

solution to provide superior security properties is to develop a 

custom application layer security protocol but design of such 

protocol is very complex. Some standards and protocols such as 

OTrP (Open Trust Protocol) [173] are used by applications to 

install, update, and delete applications as well as to manage 

security configuration. Another solution for enhancement of 

security is to use IPSec (Internet Protocol Security) but it is not 

suitable for all IoT applications and it is much easier to run the 

protocol over TLS (Transport Layer Security) [174] which 

provide a transparent connection-oriented channel. Some IoT 

application protocols use other specific methods to enhance 

security but the most of security solutions rely on cryptography 

protocols such as SSL (Secure Sockets Layer) and DTLS 

(Datagram Transport Layer Security). These protocols are 

implemented between the application layer and the transport 

layer of TCP/IP protocol stack. TLS must run over a reliable 

transport channel (typically TCP) but some IoT applications 

prefer to use UDP. Thus, a datagram-compatible variant of TLS 

is required. DTLS [175] is a protocol based on TLS which 

provides equivalent security guarantees for datagram protocols. 

Security protocols use various mechanisms and standards such as 

X.509 which is used to manage digital certificates and public-key 

encryption in TLS. CoAP use DTLS while a compressed version 

of DTLS is used in Lightweight Secure CoAP for the IoT. XMPP 

and AMQP for security purpose use TLS and SASL (Simple 

Authentication and Security Layer). MQTT application protocol 

is mostly based on leveraging TLS/SSL [5] but there are some 

other solutions such as OASIS MQTT that uses Cyber security 

framework or a new secure MQTT mechanism named AUPS 

(AUthenticated Publish&Subscribe) [190]. 

Security risk emphasizes more when IoT system uses wireless 

communications technologies as well because of the system 

openness, physical accessibility to some components such as 

sensors, etc. There should be deployed mechanisms for malicious 

activities' detection and mechanisms for recovery (self-healing). 

IPSec provide end-to-end security at the network layer and it can 

be used with various transport protocols. Link layer security is 

limited to provide secure communication between devices [171] 

while effective algorithm for encryption must be used. 

Encryption is one of the key elements of ensuring information 

security but is a very challenging issue to encrypt large volumes 

of real-time that data needs to be transferred. Encryption 

algorithm needs to be efficient in power consumption. It is a very 

challenging task to implement complex schemes for improving 

security in the environment where IoT components should deploy 

a low energy. Very interesting research area includes 

interoperable lightweight protocols and encryption algorithms for 

better security in IoT environment.  

Beside various mechanisms, it is needed appropriate policies 

to protect privacy and make sure all users feel comfortable using 

IoT solutions. Privacy policies need to allow some dynamic 

changes due to changes in the IoT environment. One of the key 

challenges is due to an openness of and interoperability of system 

with others while each system has its own privacy policies. Each 

object in an IoT system should be able to check the other’s 

privacy policies for compatibility before sharing data [161]. The 

privacy policies for infrastructure and applications must be 

specified by users (human entities – data owners or physical 

entities - things). Also, one of crucial factors is a management 

policy to guarantee a good level of security [190]. 

 

4.13 Environmental issues 

Internet of Things has both positive and negative impacts on 

the environment. Every day there is more and more devices that 

are being deployed thus “environmental friendliness” is a topic 

that should be given more attention in future research. 

Environmental sustainability is one of the greatest concern due to 

increasing energy demands and electronic waste. Examples of 

interesting research topics are: reduce energy consumption, use 

renewable sources of energy, reduce a size of devices to decrease 

the amount of no degradable materials, various effects on human 

health, etc. The Internet consumes up to 5% of the total energy 

[17] with more and more demands and this is another issue to be 

considered in the future development of IoT-based systems. New 

green ICT enabling technologies with general green ICT 

principles must be deployed in the development of IoT systems 

[13], [176], [177]. However, IoT is providing some new ways to 

solve many environmental problems. One of the most common 

use of IoT technologies is to provide an innovative way to 

address these issues. IoT provide a great potential for developing 

new solutions for environmental sustainability such as IoT 

monitoring systems [187]. This is research field unprecedented 

opportunities for future development. 

 

5. Future research 

The main scope of this paper is to provide a comprehensive 

overview of IoT open issues and challenges. In this Section, we 

provide some insights into specific emerging issues and ideas to 

be tackled by the future research. Analysis of recent contributions 

and research papers show that the most of challenges arise due to 

increased traffic demands with various traffic types, greater 

variance in data formats, variety of IoT devices, heterogeneous 

networks, etc. All these indicators have a dramatic impact on IoT 

system performances. There are specific application demands in 

sense of computing and communication capabilities, QoS, 

mobility, reliability, privacy and security, etc. To meet these 

requirements, IoT applications rely on other systems such as 

Cloud computing. There are some other systems based on Cloud 
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technologies such as fog computing, cloudlets, MEC, MCC, that 

can be considered as a part of IoT system architecture. The most 

of current IoT applications and services are cloud-based where 

smart devices exchange data with Cloud infrastructure to provide 

services. This model is facing many challenges such as technical 

limitations (e.g. network delays, throughput, reliability), 

economic considerations (e.g. cost of transferring data to the 

Cloud), and some other challenges originated from social and 

administrative aspects. Therefore, a new computing paradigm is 

needed to support emerging IoT applications. During the last 

year’s there have been proposed several architectures and 

computing paradigms which deploy infrastructure closer to the 

source of data such as fog computing, cloudlets, MEC, MCC, etc. 

The distinction between these paradigms lies in the 

"infrastructure distance" from the IoT objects, type of 

infrastructure where functions are allocated, etc. Cloud 

computing capabilities outclass the storage and computing 

capabilities of the infrastructure at the edge of the network. It can 

be used for long-term operations such as data storage and pattern 

analysis. However, the integration of IoT and Cloud computing is 

not efficient for all IoT applications due to inherent problems 

such as unacceptable delay, lack of mobility support, location-

awareness, security and privacy issues, etc. Deploying edge 

computing systems helps to overcome some issues. For example, 

they help to reduce costs of data transferring as well as to 

improve system performances such as QoS. However, there are 

some bottlenecks for each model of integration and using the 

corresponding architecture of integrating IoT and computing 

systems can alleviate some of the major limitations of IoT 

systems. The key questions are “which model of integration to 

choose and which functions to allocate to the IoT devices, edge, 

and cloud systems”, “how to enable interaction between these 

subsystems”, and “which technologies to deploy for the 

development of the IoT system”? These questions put in light IoT 

system modeling issue.  

In order to select the corresponding model of IoT and 

computing systems integration, there is a need for a modeling 

methodology. However, there is a lack of mathematical 

formulation and evaluation methods which include multiple 

metrics. Contribution in this emerging research field could help 

in finding eligible deployments for any part of IoT system 

architecture. Therefore, it is required to propose a comprehensive 

IoT model which include all possible architectures, technologies, 

and integration possibilities. Also, there is a requirement for a 

quantitative method of evaluating IoT system performances. This 

method could be used for selecting the corresponding integration 

model and technologies as well as for creating performance-

based profiles of IoT applications. There are many possible 

metrics for quantitative analysis which can be used for creating 

IoT application profiles including power consumption, 

computation metrics including CPU metrics, RAM usage, 

network-related metrics including network latency, throughput, 

packet loss, etc. Most of the previous studies are based on 

analysis of individual metric observed on the specific use case. 

There is lack of approaches which integrate more than one metric 

in order to allow more comprehensive evaluation of IoT systems. 

This is another challenge that needs to be addressed for future 

research. Therefore, the evaluation method should include 

multiple metrics to enable a resource optimization as well as 

finding eligible and QoS-aware deployment of various 

architectures, interaction models, and technologies. It could be 

based on an algorithm which will enable to optimize the load 

distribution between IoT subsystems. By using this kind of 

evaluation, it could be possible to propose a classification scheme 

for IoT application according to their performance profile (e.g. 

QoS requirements). Also, this evaluation method could enable 

evaluation of different application designs and resource 

management policies. Also, this method could be used for QoS 

and QoE evaluation as well as for IoT system modeling. 

Adequate mathematical formulation of IoT system and evaluation 

methods can break through the future development. 

 

6. Conclusion 

IoT needs to enable a seamless connectivity anytime, 

anywhere by anyone and anything to provide intelligent services 

including identifying, sensing, networking, processing and 

visualization capabilities. This concept brought many new 

possibilities for large-scale services and products development 

which caused a massive wave of innovations and new business 

opportunities. Various visions and approaches, as well as the lack 

of coordination between standards and technologies, lead to the 

fragmentation of IoT industries which cause a set of new 

challenges to be tackled by future research. IoT-based solutions 

have become more advanced and sophisticated while there is no a 

comprehensive framework with integrated all standards and 

technologies. This open several issues which arise due to an 

increasing number of connected devices, integration of various 

technologies, increased traffic demands with new traffic models, 

raw data storage and processing demands, privacy and security 

risks, etc. This paper clarified different IoT visions and 

definitions on the basis of referenced literature. Also, the paper 

provides insights into the IoT enabling technologies by 

presenting the functional domains with key utility factors. 

Besides existing solutions, there are many emerging technologies 

which empowers IoT systems with numerous of new capabilities 

and functionalities. This paper summarized the current state-of-

the-art of IoT enabling and emerging technologies in order to 

provide a comprehensive list of open issues with some details. 

Furthermore, this is used to provide some future research 

directions. We performed the classification of previous research 

and present a literature pool to bring order in the literature by 

classifying existing works according to different research areas.  

Therefore, this paper is mostly focused on issues related to the 

IoT enabling and emerging technologies. 

New IoT applications and emerging technologies bring new 

challenges that require attention from the research community. 

We have summarized and discussed these issues and outlined the 

main challenges by envisioning perspectives for the most 

attractive future research topics and developments. One of the 

most attractive future research topics is related to the integration 

of IoT with emerging technologies such as hybrid cloud 

platforms, MCC, MEC, fog, and cloudlet, nano technologies, etc. 

These solutions can breakthrough future development of IoT with 

a new architecture known as Cloud of Things or even beyond in a 

paradigm known as IoNT (Internet of Nano-Things). Combining 

these technologies by enabling cross-domain integration with 

existing web technologies in a concept called WoT (Web of 

Things) provides an even wider spectrum of new capabilities and 

functionalities. However, despite the enormous research efforts 

many open issues and challenges remain. We highlight these 

issues such as IoT system modeling and requirement for a 

quantitative method of evaluating system performances. A brief 

overview of interesting research topics, a classification of open 

issues according to proposed functional domains and insights into 

specific emerging issues and ideas facilitate the future research. 

Therefore, this paper is valuable to the research community as it 

can be used as a starting point for future research. 
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