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ABSTRACT

Recently, the Industrial Internet of Things
(IloT) is attracting growing attention from both
academia and industry. Meanwhile, trust-based
communication is widely utilized in various sys-
tems. In this article, studying the performance of
IloT, we investigate trust-based communication
for lloT. In particular, devoting attention to sen-
sor-cloud, which is a paradigm of IloT, we pro-
pose three types of trust-based communication
mechanisms for sensor-cloud. Furthermore, with
numerical results, we show that trust-based com-
munication can greatly enhance the performance
of sensor-cloud. Eventually, open research issues
with respect to trust-based communication for
sensor-cloud are discussed.

INTRODUCTION

Lately, with a number of interesting applications
(e.g., industrial equipment monitoring, industri-
al property management, smart manufacturing,
smart factory), the Industrial Internet of Things
(lloT) is attracting increasing attention from both
academia and industry. Particularly, [loT [1] is an
internet in which everything in industry is con-
nected and interacts with each other. By integrat-
ing the physical objects, cyber objects, and social
objects in industry, lloT has the purpose of behav-
ing intelligently to better serve people in indus-
try. For instance, smart surveillance systems [2]
could be enabled for petrochemical plants with
IloT by converging cyber-physical systems and
social spaces.

In the meantime, as a performance enhance-
ment mechanism, trust-based communication
[3] is widely used in various systems (e.g., social-
based systems, network-based systems, com-
puter-based systems). Specifically, defined by
Merriam-Webster, trust is the “assured reliance on
the character, ability, strength, or truth of some-
one or something.” By incorporating trust (e.g.,
trust value, trust value threshold) into commu-
nication, trust-based communication performs
communication on the basis of entities (e.g., indi-
vidual, network node, server) that can be trusted,
with the aim of enhancing the quality of service
(QoS) of the system. For example, the security
and energy efficiency for a wireless network sys-
tem can be improved [4] by obtaining network
node trust with a number of detection routes.
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In this article, exploring the performance of
IloT, we investigate trust-based communication
for lloT. In particular, focusing on sensor-cloud
[5], which is a paradigm of lloT, we introduce
three types of trust-based communication mecha-
nisms for sensor-cloud. In addition, with numerical
results, we exhibit that trust-based communica-
tion can greatly improve the performance of sen-
sor-cloud. Finally, open research issues regarding
trust-based communication for sensor-cloud are
presented.

The rest of this article is organized as fol-
lows. We discuss the related work in terms
of trust-based communication. We present the
three types of trust-based communication mech-
anisms for sensor-cloud. An evaluation regard-
ing trust-based communication for sensor-cloud
is performed. The open research issues about
trust-based communication for sensor-cloud are
shown. This article is then concluded.

RELATED WORK ON
TRUST-BASED COMMUNICATION

Concerning smart meter, a concept named trust-
ed smart meter is introduced in [6] for protecting
the private information of consumers from the
terminal end. Particularly, for hiding the platform
configuration of smart meters, attribute certifi-
cates are utilized. For hiding the personal informa-
tion of users, ring signature technology is utilized.

About smart grid, the trust system placement
issue is investigated in [7] from the perspective of
network topology. Specifically, a scheme is devel-
oped to defend the supervisory control and data
acquisition networks with minimal number of trust
nodes. A network segmentation approach is uti-
lized to distribute the trust nodes, while linear pro-
gramming problem formulations and local search
are utilized to compute trust nodes.

For smart home, a system that employs logic,
brain-computer interfacing, and sensor agents is
designed in [8] utilizing epistemic logic and the
logic of trust, the communication between the
person and the sensor agents with a brain-com-
puter interfacing headset is enabled.

Regarding smart campus, an architecture
based on trusted execution environments for
secure access control is shown in [9]. Incorpo-
rating identity-based encryption mechanisms, the
challenges for establishing the architecture are
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Figure 1. An instance of sensor-cloud.

identified. In addition, the potential benefits of the
architecture are presented.

With respect to smart city, a trust service
platform is leveraged for data usage control in
[10]. Specifically, a trust-based usage control
approach is established to enable the stakehold-
ers to set the access control policies, considering
their trust relationships with the data consum-
ers. The roles and the interactions of the compo-
nents of the trust-based usage control approach
are also exhibited.

THREE TYPES OF
TRUST-BASED COMMUNICATION
MECHANISMS FOR SENSOR-CLOUD

In this section, sensor-cloud is presented first,
followed by the introduction of the three kinds
of trust-based communication mechanisms for
sensor-cloud — independent sensor-cloud (1SC),
collaborative sensor-cloud (CSC), and mutual sen-
sor-cloud (MSC) — considering trust value and
trust value threshold.

SENSOR-CLOUD

As a paradigm of 1loT, sensor-cloud [5] is for the
intelligent operation and communication of the
wireless sensor network (WSN) and the cloud
by integrating them, to conveniently offer desir-
able sensory data to users so that people can be
better served. Particularly, as shown in Fig. 1 on
sensor-cloud, by connecting and interacting the
WSN and the cloud, the data sensed and gath-
ered by the ubiquitous sensor nodes in the WSN
can be transmitted to the cloud first, followed by
the powerful storage and processing of the data
centers in the cloud. Eventually, the processed
sensory data can be delivered on demand to
users from the cloud anytime and anywhere if
there is Internet connection. These delivered
sensory data are for satisfying the information
needs of people.

INDEPENDENT SENSOR-CLOUD
As shown in Table 1, for ISC, the sensor nodes’
trust values and data centers’ trust values are
determined by the WSN and the cloud inde-
pendently. The trust value thresholds of sensor

Features

Sensor nodes' trust values and trust value thresholds are determined by WSN.

e Data center’s trust values and trust value thresholds are determined by cloud.

Sensor nodes' trust values are determined by WSN.
Sensor nodes' trust value thresholds are determined by the collaboration of WSN and cloud.
Data centers' trust values are determined by cloud.
Data centers' trust value thresholds are determined by the collaboration of WSN, cloud, and users.

CSC

Sensor nodes' trust values and trust value thresholds are determined by WSN.
Data centers' trust values and trust value thresholds are determined by cloud.
There are trust values, regarding WSNs and clouds as well as users.

There are mutual trust value thresholds, among WSNs and clouds as well as users.

Table 1. Features of ISC, CSC, and MSC.

MSC

nodes and data centers are also chosen by the

WSN and the cloud independently. The detailed

process is shown as follows.

1.The WSN obtains the trust value of each sen-
sor node, and the cloud achieves the trust
value of each data center through trust value
calculation methods [11].

2.1n each time epoch:
-Whether the transmission path can be
formed in the WSN, the trust value thresh-
olds of sensor nodes are determined by the
WSN.
-Whether the task can be fulfilled in the
cloud, the trust value thresholds of data
centers are chosen by the cloud. After the
trust value thresholds of sensor nodes and
data centers are selected, the trusted sensor
nodes and trusted data centers are used in
the WSN and the cloud, respectively.

3.From the WSN to the cloud, the sensory data
is gathered and transmitted. From the cloud
to the users, the sensory data is stored, pro-
cessed, and further delivered on demand.

COLLABORATIVE SENSOR-CLOUD
Regarding CSC, as presented in Table 1, steps 1
and 3 of CSC are the same as those of ISC, but
not step 2 of CSC. Namely, regarding the trust
value threshold selection in step 2 of CSC, WSN
not only considers whether the transmission path
can be formed in WSN, but also incorporates the
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Figure 2. TSC to NTSC ratio (%) on throughput in Scenario 1: a) P1-F1; b) P1-F2; ¢) P2-F1; and d) P2-F2.

previous interactions with the cloud resulting from
various sensor nodes’ trust value thresholds in the
history. Similarly, the cloud takes into account
both whether the task can be fulfilled in the cloud
and the previous interactions with the WSN and
users, led by different data centers’ trust value
thresholds in the past.

In other words, comparing CSC with ISC, the
trust values of sensor nodes and data centers are
both chosen by the WSN and the cloud inde-
pendently. However, the trust value thresholds
of sensor nodes are determined by the collabo-
ration of WSN and cloud in CSC. The trust value
thresholds of data centers are determined by the
collaboration of WSN, cloud and users in CSC.
Collaborating WSN and cloud as well as users
during the trust value threshold selection proce-
dure, is to choose more appropriate trust value
thresholds, considering the previous interactions
among the WSN, the cloud and the users trig-
gered by different trust value thresholds in the
history.

MUTUAL SENSOR-CLOUD
In ISC and CSC, it is only assumed that
» There are trust values of the sensor nodes in
the WSN and trust values of the data centers
in the cloud

» There are trust value thresholds about the
sensor nodes in the WSN and trust value
thresholds about the data centers in the
cloud.

In MSC, apart from the above, as demon-
strated in Table 1, it is supposed that

* There are trust values regarding the WSN
(Vwsa), the cloud (Vcjoug) and the user
(Viser);

* There are mutual trust value thresholds
between WSNs and clouds as well as users.
Specifically, in MSC, sensor nodes’ trust val-

ues and trust value thresholds are determined
by the WSN. Data centers’ trust values and trust
value thresholds are determined by the cloud.
The trust values of the WSN (Vyysn), the cloud
(Vcioua) and the user (Vse,), can be achieved
with the trust and reputation management sys-
tem (e.g., [12]). The mutual trust value thresh-
olds among WSNs and clouds as well as users,
are determined by them mutually. For example,
the trust value threshold d3 for WSN to choose
cloud is determined by WSN. The trust value
threshold d, for cloud to select WSN is chosen
by the cloud. Similarly, the trust value thresh-
old ds for cloud to trust user is cloud’s decision
and the trust value threshold dg for user to trust
cloud is user’s decision.
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Figure 3. TSC to NTSC ratio (%) on response time in Scenario 1: a) P1-F1; b) P1-F2; ¢) P2-F1; and d) P2-F2.

The detailed steps of MSC are presented as
below.

« Comparing Viysns, Veiouds, Vusers with dss,
dys, dss, dgs (e.g., Vyysy needs to surpass
dy; Velouq Needs to surpass ds and dg; Viser
needs to surpass ds), each WSN chooses
the cloud(s) it trusts. Similarly, each cloud
selects the WSN(s) and the user(s) it trusts.
Each user chooses the trusted cloud(s). With
this process, the mutual trust between WSNs
and clouds as well as users, are established.
Namely, the WSNs and clouds as well as
users trust each other mutually.

+ Step 1) of ISC

+ Step 2) of ISC

+ Step 3) of ISC
About Vs, Veoud: Vuser they actually

mean the confidence that WSN, cloud and user
have shown to each other facing uncertainty in
future transactions. Regarding the mutual trust
value thresholds, d3 and dg together determine
whether the cloud is qualified to deal with the
sensory data from WSN as well as handle the
data requests from user. d; and ds, determine
whether the WSN and the user are trustworthy,
respectively. By utilizing Viysns, VeioudS, VuserS
and dss, dgs, dss, dgs, WSNs and clouds as well
as users will start mutual transactions with more
confidence.

EVALUATION ABOUT TRUST-BASED
COMMUNICATION FOR SENSOR-CLOUD

Determining the effectiveness of trust-based com-
munication about enhancing the QoS that the sen-
sory data is achieved by users from sensor-cloud,
trust-based communication for sensor-cloud (TSC)
is in contrast to non-trust-based communication
for sensor-cloud (NTSC). Performed with a simu-
lation tool named NetTopo, the throughput and
response time are utilized as the evaluation metrics
and the detailed evaluation is presented as below.

EVALUATION SETUP

The sensor-cloud system includes one WSN, one
cloud, and 10 users. One sink node, one source
node and 100 normal sensors nodes are includ-
ed in the WSN, with a date rate which is 1000
kb/s. The WSN transmits the sensory data to the
cloud including 10 data centers. Sensory data in
the cloud is further requested on demand by each
user. Each time epoch is 1 s.

In general, the sensor nodes’ trust values and
the data centers’ trust values surpass certain
thresholds, in TSC. The sensor nodes’ trust values
and the data centers’ trust values are random val-
ues ranging from 0 and 1, in NTSC.

The following two scenarios show the detailed
information regarding the evaluation.
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Figure 4. TSC to NTSC ratio (%) on throughput in Scenario 2: a) P1-F1; b) P1-F2; ¢) P2-F1; and d) P2-F2.

Scenario 1: For comparing the throughput and
response time of TSC and NTSC, 100 simulations
with various topologies are utilized. In these topol-
ogies, the number of sensor nodes changes from
1 to 20 and the number of data centers changes
from 1 to 5 in the sensor-cloud transmission path,
for both TSC and NTSC. About TSC, both sensor
nodes’ trust value thresholds and data centers’
trust value thresholds are set to be 0.5. In terms
of NTSC, each sensor node’s trust value and each
data center’s trust value are always random values
ranging from 0 and 1.

Scenario 2: For analyzing trust value thresh-
olds’ impacts on throughput and response time,
a specific topology in which the sensor-cloud
transmission path includes 10 sensor nodes and
2 data centers is utilized, for both TSC and NTSC.
For this topology, the sensor nodes’ trust value
thresholds and data centers’ trust value thresholds
are varied 7 times (from 0.0 to 0.7) in TSC. Partic-
ularly, for each time, the trust value threshold is
increased by 0.1 in TSC. Meanwhile, each sensor
node’s trust value and each data center’s trust
value are still always random values, ranging from
0 and 1 in NTSC.

In particular, the TSC to NTSC ratios (%) on
the throughput and the response time resulting
from the same topology (i.e., the same distribu-

tion-function combination) are utilized to com-
pare the performance of TSC and NTSC, since
it is more fair that the analysis is based on the
throughput and response time regarding the
same topology. Denoting uniform distribution and
normalized exponential distribution by P1 and
P2 respectively as well as representing inverse
function and negative exponential function with
F1 and F2 respectively, four distribution-function
combinations (i.e., P1-F1, P1-F2, P2-F1, P2-F2) are
achieved and analyzed.

EVALUATION RESULTS

Regarding the TSC to NTSC ratios (%) on through-
put and response time in Scenario 1, Fig. 2a-2d
and Fig. 3a-3d depict the evaluation results,
respectively. Particularly, from these figures, it can
be obviously achieved that in different topologies,
the throughput of TSC nearly always outperforms
the throughput of NTSC a lot. In the meantime,
the response time of TSC almost always substan-
tially falls behind the response time of NTSC.
Moreover, with respect to the TSC to NTSC
ratios (%) on throughput and response time in
Scenario 2, Fig. 4a-4d and Fig. 5a-5d describe
the evaluation results, respectively. It can be
obtained from those figures that in terms of dif-
ferent trust value thresholds, TSC still owns larg-
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Figure 5. TSC to NTSC ratio (%) on response time in Scenario 2: a) P1-F1; b) P1-F2; ¢) P2-F1; and d) P2-F2.

er throughput than NTSC, while TSC still owns
smaller response time than NTSC. In particular,
the TSC to NTSC ratio (%) on throughput can
be increased and the TSC to NTSC ratio (%) on
response time can be decreased, by growing the
trust value thresholds in general. Based on all the
evaluation results, it is achieved that the perfor-
mance of sensor-cloud can be greatly enhanced
with trust-based communication.

OPEN RESEARCH ISSUES ON TRUST-BASED
COMMUNICATION FOR SENSOR-CLOUD

Trust-Based Communication for Mobile Sen-
sor-Cloud: For mobile sensor-cloud [13] in which
sensor-cloud has mobility of sensors, the process
that determines which entity can be trusted will
be impacted by the mobile sensors. Particularly,
how to compute the trust value of entities con-
sidering the mobility of sensors is worth studying.

Trust-Based Communication for Underwater
Sensor-Cloud: Regarding underwater sensor-cloud
[14], the collection of evidence regarding the
trustworthiness of entities is performed underwa-
ter. In such a case, factors (e.g., acoustic prop-
agation) might affect the gathering process. In
addition, the evaluation of the trust values of enti-
ties should consider the underwater environment.

Trust-Based Communication for Green Sen-
sor-Cloud: With respect to green sensor-cloud
[15], in which sensor-cloud is for green monitoring
or control, the trust-based communication should
be in accordance with the greenness requirement
while satisfying the QoS. Specifically, if the QoS
has to do with particular attention to monitoring
accuracy, accuracy oriented trust-based green
communication probably will be adopted in real
application scenarios.

Trust-Based Communication for Social Sen-
sor-Cloud: In terms of social sensor-cloud where
sensor-cloud is for a social group, it is necessary
to consider the trustworthiness of the people in
the social group, while taking into account the
trustworthiness of the entities in the sensor-cloud.
In particular, the trust evaluation of the social
group members and the trust evaluation of the
sensor-cloud entities might influence each other.

CONCLUSION

In this article, focusing on the performance of
IloT, we have explored trust-based communica-
tion for lloT. Specifically, we have proposed three
types of trust-based communication mechanisms
(ISC, CSC, and MSCQ) for sensor-cloud, which is a
paradigm of IloT. Moreover, we have shown that
trust-based communication can greatly enhance
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the performance of sensor-cloud with numeri-
cal results. Finally, we have presented the open
research issues regarding trust-based communica-
tion for sensor-cloud.
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