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Abstract
Network Function Virtualization (NFV) is an emerging technology that allows
network operators to deploy their Virtualized Network Functions (VNFs) on
low-cost commodity servers in the cloud data center. The VNFs, such as virtual routers, firewalls etc., that typically control and transmit critical network
packages, require strong security guarantees. However, detecting malicious or
malfunctioning VNFs are challenging, as the behaviors of VNFs are dynamic
and complex due to the changing network traffics in the cloud. In this paper,
we propose a smart and efficient Hidden Markov Model based anomaly detection system (named vGuard) to protect online VNF services in the cloud. A
general multivariate HMM model is proposed to profile the normal VNF behavior patterns. Using the VNF behavior model trained with normal observation
sequences, vGuard can effectively detect abnormal behaviors online. vGuard
is a general framework that can train different types of VNF behavior models.
We implement the vGuard prototype in the OpenStack platform. Two types
of VNF models, virtual router and virtual firewall, are trained using real normal network traffics in our experiment evaluation. A collection of abnormal
attack cases are tested on the VNFs that showed the effectiveness of vGuard in
detecting VNF behavior anomalies.
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1. Introduction
Network Function Virtualization (NFV) is an emerging technology that allows telecom and enterprise network operators to control their networking functions (physical, virtual and functional domains) using low-cost off-the-shelf hard5

ware and open source software for management and orchestration [1]. NFV
brings the inherent benefits of cloud computing, which aims at addressing the
pain points encountered by the communication industry: the traditional networking infrastructures are expensive, proprietary, and inflexible.
NFV enables the Virtual Network Functions (VNFs), such as virtual routers,
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firewalls, load balancers, Intrusion Detection Systems (IDS), etc., run inside virtual machines on top of standard physical servers, switches and storage devices
(known as cloud infrastructure), instead of using traditional proprietary physical
appliances for each network function. The VNFs are usually placed in the key
nodes of service chains, which control and transmit critical network packages.
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Therefore, the security guarantee of VNFs is a top priority.
Compared with the traditional physically isolated network appliances, the
VNFs are more vulnerable to security threats due to the more complex virtualized computing platform and the shared nature of NFV deployment [2]. In
order to securely apply NFV in the large-scale production environment, the net-
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work operators require the NFV infrastructure to provide security techniques
to detect and prevent malicious or malfunctioning VNFs. How to effectively
protect VNFs from security threats is one of the key challenges for the widely
adoption of NFV in the industry.
Anomaly detection is a basic security mechanism to detect malicious activ-
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ities in cyber-physical systems. The accurate detection makes it possible to
timely prevent an attack or correct malfunctioning services. There are a range
of anomaly detection techniques proposed in different application domains [3],
which include classification based, clustering based, and other statistical meth-

2

ods. The most relevant techniques used in this paper is the anomaly detection
30

for discrete sequences [4]. Although some sequential Hidden Markov Model
(HMM) based anomaly detection methods [5, 6, 7, 8, 9] are proposed in previous researches, they mainly focused on a certain aspect of anomalies, such as
network flows [5], system payload [8] or user behavior [9] etc., and are applied in
the traditional host-based as well as other application domains that could not
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be directly applied in the more dynamic and flexible NFV environment. To the
best of our knowledge, the general online VNF behavior anomaly detection in
the practical NFV cloud environment is not well studied yet and needs further
investigation.
Anomaly detection for VNF behaviors faces three major challenges: (1)

40

Many types of VNFs, such as virtual routers, firewalls, and load balancers etc.,
have their specific behaviors that are different from each other. This requires a
general anomaly detection method to detect anomalies for different VNFs on top
of the NFV Infrastructure (NFVI) layer. (2) The normal behavior patterns of a
VNF may change due to the network traffic variations or the heterogenous inter-
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actions between VNFs and the underlying physical servers. Therefore, a robust
statistical model is required to profile VNF normal behaviors. (3) VNFs are
typically low latency and performance critical applications, the online anomaly
detection should be efficient and can not hurt the performance of original VNFs.
In this paper, we propose a smart and efficient Hidden Markov Model based
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anomaly detection system (named vGuard) to guard online VNF behaviors. As
VNFs run inside virtual machines (VMs), the observable VNF behaviors in the
NFVI layer are performance feature events related to compute side resource usage and network side traffic flows. These performance features are universal to
different types of VNFs so that a general detection framework can be applied.
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To capture the dynamic changes of hidden states underlying the observable VNF
behaviors, a multivariate Hidden Markov Model is derived to profile the pattern of normal VNF behaviors. vGuard leverages the performance monitoring
capabilities of OpenStack platform to periodically extract the observable VNF
behavior features. A total of 23 performance events that include both compute
3
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and network features are collected at a time to form one observation vector
point. A long sequence of normal behavior observation vectors for each VNF is
formed during the training period. To improve the training and detection efficiency, the EM clustering algorithm is first applied to the observation sequence
to form a condensed two-dimensional sequence. In the online anomaly detection
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phase, vGuard continually extracts online VNF observation sequences within a
sliding window. If the new observation sequence analyzed by the trained model
exhibits sufficiently low probability, vGuard raises an anomaly alert to reveal a
possible attack or malfunctioning behavior is detected.
In summary, the main contributions of this paper are described as follows:
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(1) A general and efficient anomaly detection framework is proposed in the NFV Infrastructure layer. The anomaly detection framework
can be deployed in distributed local nodes to train different types of VNF behavior models respectively and detect anomalies using the trained models.
(2) A robust multivariate Hidden Markov Model is proposed to
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quantify the normal VNF behavior patterns. A comprehensive set of
performance features are clustered into a two-dimensional observation sequence.
The observation sequence, which represents both compute resource usages and
network traffic flows of a normal VNF, is used to train the behavior model.
(3) The proposed vGuard system is designed and implemented in
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the OpenStack cloud platform. Two types of VNF behavior models, the
virtual router and virtual firewall, are trained using real life normal network
traffics. These models are tested in the OpenStack platform to show their
effectiveness of detecting abnormal behaviors.
The rest of this paper is organized as follows. Section 2 described the back-
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ground and motivation. Section 3 and 4 describe the vGuard system design and
implementation. Section 5 presents performance evaluation. Section 6 describes
the related work. And finally, section 7 concludes our work.
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Figure 1: Overview of Network Function Virtualization Infrastructure (NFVI) based on the
OpenStack cloud platform.

2. Background and Motivation
2.1. Network Function Virtualization
90

The goal of vGuard is to help the NFV operators (service providers) timely
detect the malicious or malfunction VNFs. vGuard is a general VNF behavior
anomaly detection system. Therefore, vGuard is designed and implemented in
the NFV Infrastructure layer to monitor the VNF behaviors on top of NFVI.
Figure 1 shows a brief overview of Network Function Virtualization Infras-
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tructure (NFVI) based on the OpenStack cloud platform. OpenStack is a reference NFV platform to act as the Virtualized Infrastructure Manager (VIM)
according to the ETSI NFV and OPNFV definitions [1]. As shown in Figure
1, the NFV Management and Orchestration (MANO) module assigns the virtualized compute, storage and network resources from the NFVI to support
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high-level VNFs. Some typical VNFs include the virtual switch, virtual router,
and virtual firewall etc. OpenStack provides the basic virtualization services,
including the NOVA (virtual computing) service, the CINDER (virtual storage)
service, and the NEUTRON (virtual networking) service, etc. vGuard leverages
these services to extract online performance features of VNFs and analyze VNF

105

behaviors to detect potential anomalies. Note that vGuard is capable of monitoring traditional VM behaviors. However, the VNF behavior shows relatively
5

regular changes that could be more easily trained and captured by the HMM
model than the behavior of traditional user-oriented VMs [10].
2.2. Threat Model
110

We assume the VNFs might be attacked due to both known and unknown
vulnerabilities or misconfigured due to mistakes. As VNFs are typically complex systems and require sophisticated configurations in the deployment, zeroday threats and malfunctions may appear in the system. We assume that the
behaviors of malicious or malfunctioning VNFs revealed in the form of virtual-
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ized resource consumptions and traffic flows cannot evade from the monitoring
of vGuard. The NFV Infrastructure components (including vGuard) should be
trusted and not compromised. How to protect the security of NFVI components
is another interesting research topic and is beyond the scope of this paper.
2.3. Hidden Markov Model

120

The Hidden Markov Model was first proposed in [11], [12] and can be applied
in many fields, such as the speech processing [13], protein folding [14], and
anomaly detection [4], etc. While the theory of HMM is not new, its applications
to a new field requires specific domain knowledge. We briefly describe the basic
elements of HMM as below.

125

A Hidden Markov Model (HMM) is a statistical Markov model in which the
system being modeled is assumed to be a Markov process with hidden (unobserved) states. The Markov process assumes that the conditional probability
distribution of future states in the process depends upon the present state, not
on the sequence of events that preceded it. This assumption is approximately
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hold in the VNF observations sequences as discussed in section 5.5. An HMM
can be formally defined by the following:
(1) N, the number of hidden states in the model. Typically, the states are
interconnected with each other that any state can be reached from any other
state (an ergodic model). We denote the hidden states as S = {S1 , S2 , ..., SN },
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and the state at time t as qt .

6

Notations

Meaning

Q = q1 q2 ...qN

a set of N hidden states

O = O1 O2 ...OT

a sequence of T observations

Ot

an observation at time t

aij

probability of transition from state i to state j

bi (Ot )

probability of Ot generated from state i

πi

probability that the model will start at state i

αt (j)

probability of being in state j after seeing
the first t observations
Table 1: Notations used in this paper

(2) M, the number of distinct observation symbols per state. The observation
symbols correspond to the physical output of the system being modeled. We
denote the observation symbols as V = {v1 , v2 , ..., vM }, and the observation at
time t as Ot .
(3) The state transition probability distribution matrix A = {aij }, where
aij = P [qt+1 = Sj |qt = Si ],
140

1 ≤ i, j ≤ N.

(1)

Each aij defines the probability of state transition from Si to Sj , s.t. aij ≥
Pn
0 and
j=1 aij = 1.

(4) The observation symbol probability distribution B = {bi (Ot )} in state

Si , where
bi (Ot ) = P [Ot |qt = Si ],

1 ≤ i ≤ N.

(2)

(5) The initial state distribution π = πi , where
πi = P [q1 = Si ],

1 ≤ i ≤ N.

(3)

A complete HMM requires the specifications of parameters N and M, the
observation symbols V, and the probability measures of A, B and π. We use
the brief notation λ = (A, B, π) to indicate the parameters used in HMM. The
145

notations used in this paper are shown in Table 1.
7

F1
F2
...

Fn

Feature Sequence

Observable Features
S4

HMM

S1

S3
Hidden States
vRouter

vGuard
NFV

S2

vIDS

Virtualization
Storage
Physical Server

vFirewall
vBalancer

CPU

Memory
Network

Figure 2: The vGuard system overview integrated with the multi-layer NFV architecture.

3. VNF Behavior Anomaly Detection
3.1. vGuard System Overview
The proposed vGuard system provides the security services of guarding NFV
behaviors and detecting anomalies online. Figure 2 shows the vGuard system
150

integrated with the multi-layer NFV architecture. The physical layer provides
the basic compute and network hardware resources to the VNFs. On top of
the physical layer, virtualization techniques are deployed to form the network
function virtualization layer. vGuard resides on the virtualization layer and
continually monitors different types of VNFs. Each VNF shows various of online
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performance features that are observable with vGuard. Benefited from the
virtualization layer, vGuard can collect general performance features of different
VNFs. The performance features, which include the virtual compute resource
usage and network traffic flows, constitute the observable features layer. The
observable features indirectly reflect the underlying VNF behavior patterns, as

160

the actual VNF behavior patterns are unobservable. Consider that the VNFs
are private assets running in the VMs shielded by their hosts.
To address the unobservable problem, a hidden state layer is introduced
to describe the VNF behavior patterns. The hidden state space of each VNF
denotes possible behavior patterns. The time-varying hidden state transition,
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Figure 3: A block diagram of vGuard workflow. The main steps include: 1) collecting observation feature sequences; 2) feature normalization and clustering; 3) model training; 4) online
model parameter adaptation; and 5) anomaly detection.
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which corresponds to the observation feature sequences, profiles a VNF’s dynamic behavior. vGuard leverages the HMM model to learn the relationships between the observable feature sequences and the hidden state transitions. When
the normal VNF behavior pattern is learned by the HMM model, vGuard uses
the model to detect online behavior anomalies using the newly observed feature
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sequences.
Figure 3 shows the workflow of vGuard system. Firstly, the training data,
which includes each VNF’s normal behavior observation sequence, need to be
collected offline to train each VNF behavior model. vGuard extracts the VNF
performance features every short time interval to form the observation sequence.
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Then, the feature normalization and clustering is applied. The detailed feature
extraction method is shown in subsection 3.3. Secondly, vGuard trains the
HMM-based model using the observation sequences. The model parameters
are initialized before training. As the online VNF behaviors will deviate the
trained model, an incremental parameter adaptation algorithm is applied to

180

capture the changing behavior patterns. The parameter estimation and model
training methods are presented in subsection 3.4. Finally, after the behavior
model is trained, vGuard uses the model to detect abnormal VNF behaviors
online. The online anomaly detection method is described in subsection 3.5.

9

Observation Sequence of VNF Behavior

BEGIN
O1

O2

O3

O4

q1

q2

q3

q4

...

...

Ot

...

...

OT

...

...

qt

...

...

qT

Hidden States

Figure 4: Hidden Markov Model based VNF Behavior Analysis.

Before describing the detailed steps, we first describe the HMM-based VNF
185

behavior model formulation in the following subsection 3.2.
3.2. Model Formulation
We model the online VNF behaviors using HMM. Figure 4 illustrates a
brief mapping of the VNF behavior observation sequence and the hidden state
transitions in the order of elapsed time. Consider the behavior of a VNF that
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can be described in any step as being in one of a set of N distinct underlying
states S = {S1 , S2 , ..., SN }, and producing one of a set of M distinct observation
symbols V = {v1 , v2 , ..., vM }. We denote the time steps as 1, 2, ..., t, ..., T, and
denote the state in step t as qt , the observation symbol in step t as Ot , where
Ot is a feature vector). The underlying state of VNF is hidden because it is
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not observable from the NFVI layer. We leverage the HMM model to exploit
transition probabilities of hidden states from observation sequences. Based on
the HMM three basic mathematical problems [13], the VNF behavior model is
expected to address the following three tasks.
• Modeling the VNF behavior is equivalent to estimate the optimal parameters set λ given the observation sequence O1:T , i.e., solving the λ that
satisfies:
λ∗ = arg max P r[O1:T |λ]

(4)

λ

• Inferring the VNF behavior at time t is equivalent to finding the optimal
hidden states qt∗ given the observation sequence O1:T , i.e., solving the qt∗
10

that satisfies:
qt∗ = arg max P r[qt = s|O1:T , λ]

(5)

s∈S

• Estimating the abnormality of the VNF behavior at time t is equivalent
to evaluating the probability of the sequence Otw :t given the model’s parameters set λ:
Pbehavior = P r[Otw :t |λ]

(6)

where Otw :t represents the most recent online observation sequence within
200

a predefined sliding window at time t.
The main benefits of using HMM-based behavior model is that the HMM’s
structure is inherently suitable for describing the time-varying VNF observation sequences and inferring the underlying behavior patterns from observation
sequences. In addition, the HMM model provides a robust and effective way
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to model different types of VNFs that exhibit different normal behaviors, so
that a general anomaly detection framework can be applied to train the normal
behavior model for each VNF and use it to detect online anomalies respectively.
3.3. Extracting Features and Observation Sequence
vGuard collects a list of performance features of the VNFs obtainable from
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the OpenStack platform. The performance features quantify the characteristics
of VNF behaviors. Table 2 shows a total of 23 features of a VNF instance
with two network interfaces (more network interfaces can be added depending
on resource configurations). These features form the basis of VNF behavior
model analysis. In order to capture the unique behavior patterns of VNFs, we
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select the features that represent both virtual resource usage patterns and packet
forwarding patterns. On one hand, vGuard collects features that reflect runtime
performance and virtual resource consumptions of the VNFs. These features
include virtual cpu, memory, and storage resource utilizations. On the other
hand, vGuard collects features that reflect the networking behaviors of VNFs.
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These features include the amount of incoming and outgoing packets and bytes,
and the number of packet errors and drops for every network interfaces attached
11

Type

CPU

Mem.

Storage

Net.1

Net.2

cpu util

mem util

r. bytes

in bytes

in bytes

VNF

user time

major ft.

w. bytes

out bytes

out bytes

Perf.

sys time

minor ft.

r. reqs.

in packets

in packets

rss

w. reqs.

out packets

out packets

err. / drops

err. / drops

Feat.

Table 2: VNF performance features List

to the VNFs. Note that we select these features to model general VNFs, such
as routers, firewalls, etc. Other features can also be added for specific VNFs to
reflect the patterns in their functional behaviors.
225

To form the observation sequence used in HMM model, vGuard periodically
collects these performance features at tiv time interval (tiv can be set to 1s,
2s, or any short intervals depending on the system requirement, vGuard sets
tiv = 5s as default). Figure 5 shows the demonstration of feature extraction.
The collected data sample at every tiv interval is in the form of a feature vector,
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i.e., x = (x1 , x2 , ..., xD ), where D is the number of features (D=23 in default
setting). A sequence of feature vectors for each VNF is generated as the observation sequence in a given period of monitoring time. The collected observation
sequence is first normalized using the Z-score normalization to make features
being on different scales center around 0 with a standard deviation of 1. As the

235

volume of observation sequences (considering the length of monitoring time and
the number of features) are large, simply using the high-dimensional observation
sequences to train the model is time-consuming and impractical for large scale
deployment. Section 3.4 shows how we process the sequence of feature vectors
to efficiently train the model.
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3.4. Parameter Estimation and Model Training
We describe three fundamental techniques that constitute a robust VNF
behavior model: 1) the parameter estimation algorithm, 2) the efficient model
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Feature n
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Figure 5: Demonstration of VNF Behavior Feature Extraction

training method based on feature clusters, and 3) the online parameter adaptation method.
245

3.4.1. Parameter Estimation
Given an observation sequence O = O1, ..., OT for training, the forwardbackward, or Baum-Welch algorithm [11, 12] can be used to derive a set of
parameters λ such that P (O|λ) is locally maximized. The Baum-Welch algorithm is a special case of the Expectation-Maximization (EM) algorithm [15].
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Firstly, we define the forward variable as αt (i) = P (O1 , O2 , ..., Ot , qt = Si |λ),
denoting the probability of the partial observation sequence O1 O2 ...Ot and
state Si at time t, given the model λ; and the backward variable as βt (i) =
P (Ot+1 , Ot+2 , ..., OT |qt = Si , λ), denoting the probability of the partial observation sequence from time t+1 to the end time T, given state Si at time t and
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the model λ. Then, the two variables can be derived recursively as:




α1 (i) = πi bi (O1 ), 1 ≤ i ≤ N



P
αt+1 (j) = N
i=1 αt (i)aij bj (Ot+1 ),






1 ≤ t < T, 1 ≤ j ≤ N.




βT (i) = 1, 1 ≤ i ≤ N



PN
βt (i) = j=1 aij bj (Ot+1 )βt+1 (j),





t = T − 1, T − 2, ..., 1, 1 ≤ i ≤ N.

(7)

(8)

Secondly, given λ and O, we define the probability of being in state Si at step
t and state Sj at step t + 1 as ξt (i, j) = P (qt = Si , qt+1 = Sj |O, λ), and the
13

probability of being in state Si at step t as γt (i) =
have

PN

j=1 ξt (i, j).

αt (i)aij bj (Ot+1 )βt+1 (j)
P (O|λ)
αt (i)aij bj (Ot+1 )βt+1 (j)
= PN PN
j=1 αt (i)aij bj (Ot+1 )βt+1 (j)
i=1

Therefore, we

ξt (i, j) =

γt (i) =

αt (i)βt (i)
αt (i)βt (i)
.
= P
P (O|λ)
i=1 N αt (i)βt (i)

(9)

(10)

Based on the above definitions, the maximum likelihood estimate of λ is as
follows:





π i = γ1 (i),



P −1
PT −1
aij = Tt=1
ξt (i, j)/ t=1
γt (i),




P
P


bj (k) = Tt=1,s.t.Ot =vk γt (j)/ Tt=1 γt (j).

(11)

If the current model is defined as λ = (A, B, π) and we use it to compute the
re-estimated model λ = (A, B, π) using equation (11). Based on this process,
iteratively using λ to replace λ and repeating the re-estimation can improve
260

the probability of observation sequence being profiled by the model until the
improvement reaches the limiting point [16]. The algorithm leads to the local
maximum of the likelihood function. Therefore, the initial parameters of λ is
important to reach the global maximum. However, no simple method can ensure
the algorithm reaches the global maximum. Based on the previous research [17],
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initial random values of the π and A are adequate for the parameters estimation
in most cases. We use the maximum likelihood segmentation of observations
with averaging [13] to initialize the B parameters.
3.4.2. Model Training based on Feature Clusters
As mentioned in section 3.3, one observation vector has 23 features and the
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observation space is too large to train an effective HMM model. To improve the
efficiency of model training, there are two typical training methods. One is to
train sub-models based on each individual feature and combine the sub-models
into a synthetic model, the other is to integrate all features with corresponding
weights into a simple scalar and use the scalar sequence to train the model.
14
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Although these two methods improve training efficiency, a great amount of
essential behavior characteristics are lost in the process.
To improve efficiency and maintain essential behavior characteristics, we
propose a new model training method based on feature clusters. Figure 5 shows
the feature clustering process. We first normalize the attribute values in each
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dimension and then conduct cluster analysis on the data. Clustering is the
process of partitioning a data set into subsets (which are called clusters) in
such a way that data points in the same cluster are more similar to each other
than to those in other clusters. The EM clustering algorithm [15] is applied.
Suppose the observation vector is divided into two sub-vectors on the basis of
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compute and network features. The sub-vector data sequence is partitioned
into c clusters, i.e., C1 , C2 , ..., Cc , then each sub-vector is associated with one
of the clusters Ci , i ∈ (1, 2, ..., c). Now consider a single VNF, its behavior is
observed in terms of a observation vector per tiv interval in the raw data. With
the clustering result, the observation of each single VNF can be transformed
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into two sequences of cluster labels (i.e., two cluster labels per tiv ). In other
words, the behavior of a VNF can be expressed as a sequence of observations,
i.e., O1 , O2 , ..., Ot , ..., where Ot is the observation at time t and the vector value
of Ot includes two cluster labels of sub-vectors representing the compute and
network characteristics respectively. Then, the multivariate HMM [18] is used
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to train the normal behavior model based on the feature cluster sequences for
each VNF.
3.4.3. Online parameter adaptation
The normal VNF online behavior changes that may deviate from the trained
behavior model. To capture the dynamic behavior changes, we apply the on-
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line parameter adaptation to efficiently re-train the behavior model. To reduce
training overhead, the incremental learning algorithm is used to update the
HMM parameters using the new online observation sequences. We apply the
online expectation-maximization block-wise learning algorithm [19] to adapt parameters. Given the original model λ, after processing a new block of T length
15
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observation sequence, the state densities can be recursively computed using:
T
−1
X

(k+1)
ξˆt|T (i, j) = (1 − ηk )

T
X

γ̂t|T

t=1

t=1

(k+1)

(i, j) = (1 − ηk )

T
−1
X

ξt|T (i, j) + ηk

T
X

γt|T (i, j) + ηk

(k)

t=1

T
−1
X

(k+1)

ξt|T

(i, j)

(12)

(i, j)

(13)

t=1

(k)

t=1

T
X

(k+1)

γt|T

t=1

where ηk is the learning rate, and the model parameter λ can be updated using
the equation (9) and (10). The choice of the learning rate ηk and the length T
of new sequence is optimized to balance the contributions of new data to the
existing model parameters.
310

3.5. Online Anomaly Detection
Given an observation sequence Otest and a trained model λ = (A, B, π), we
can evaluate the probability P (Otest |λ) by using the forward algorithm. Recall
that
αt (i) = P (O1 , O2 , ..., Ot , qt = Si |λ)

(14)

represents the probability of the partial observation sequence O1 , O2 , ...., Ot and
the state Si at time t, given the model λ. We use a fixed length sliding window to
store the most recent t observation vectors as the partial observation sequence.
αt (i) is inductively calculated as shown in Equation (7). Then, P (Otest |λ) can
315

be derived as

P (Otest |λ) =

N
X

αT (i).

(15)

i=1

We define the anomaly score Q to be the log likelihood of P (Otest |λ),
Q = logP (Otest |λ) = log

N
X

αT (i)

(16)

i=1

which is used to determine whether the current observation sequence is normal
or abnormal. The anomaly score Q is compared with a predefined threshold
T Dnorm . The Otest is regarded as abnormal if Q is lower than T Dnorm , that is
Q < T Dnorm
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Figure 6: Overview of the complete model training scheme.

The value of T Dnorm is an empirically learned threshold, as will be discussed
in Section 5. The detailed implementations of model training and anomaly
detection in the real VNF platform are described in the next section.
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4. System Implementation
The NFV Infrastructure deployment is currently based on the OpenStack
cloud platform. We design and implement the vGuard system that is integrated
with the OpenStack Liberty version. Figure 6 shows an overview of vGuard
system architecture. The OpenStack platform typically has three types of server
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nodes: i) the compute node for hosting VMs, ii) the network node for virtualized
network capabilities, and iii) the controller node for overall resource and identity
management. The VNFs running on top of VMs are hosted in the compute node.
There are three major components in vGuard. The first component is the
VNF behavior feature extractor module. The feature extractor module is im-
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plemented as a python-based daemon process running in the host OS on each
OpenStack compute node (i.e., Nova node). The feature extractor is responsible
for extracting the VNF resource utilization features as well as functional behavior features of every VNF running on the compute node. The module leverages
the libvirt API to collect the runtime performance events of each VNF that form
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the observation feature vector sequences as described in section 3.3.
The second component is the VNF behavior analysis module based on the
trained behavior model. The model training can be processed either in the

17

compute node or in a separate training server depending on the available compute resources. The VNF behavior analysis module evaluates the observation
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sequences from the feature extractor on each compute node, and generates a
real-time Q score for each VNF based on the methods discussed in section 3.5.
The third component is the VNF behavior anomaly detection module to
timely report detected anomalies to the controller node. Once a VNF behavior
anomaly is detected, the anomaly message is sent to the anomaly alertor in the
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controller node to inform the administrator or regulation mechanisms for further
protection actions. Leveraging the scalable architecture of OpenStack, vGuard
can be deployed in large scale data centers with little performance overhead.

5. Performance Evaluation
In this section, we evaluate the proposed vGuard system based on the Open350

Stack Liberty cloud platform. The three types of OpenStack server nodes have
the same physical configurations, which are equipped with two Intel Xeon E5560
processors, 64 GB DDR3 RAM and 1 TB disk. Each server is installed with the
Ubuntu 14.04.5 64-bit OS, the Linux kernel version is 4.7.0. The QEMU-KVM
1.2.0 is used as the hypervisor. In the experiment evaluation, we mainly test
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the performance of vGuard in the compute node.
To setup the NFV experimental environment, we initiate two virtual subnets
on the Openstack platform and create a virtual machine connected to both
subnets. The virtual machine located between the two subsets acts as an VNF,
such as the virtual router and the virtual firewall. As shown in Figure 7, we
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setup four virtual machines (instances): the VNF instance, the ubuntu 1.5
instance, the ReplayTraffic instance, and the traffic1 instance (not used). The
VNF instance is the target VNF that vGuard analyses its online behaviors. The
ubuntu 1.5 instance is used for receiving traffic from the VNF instance. The
ReplayTraffic instance is used to send TCP packets from net2 to net1. The
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instance guest OS is Ubuntu 14.04.5 64-bit.
We construct two types of VNFs for evaluation:

18

Figure 7: Network topology in the NFV experiment evaluation.

(1) The virtual router VNF. To setup a real life scenario of the virtual
router, we use the collected network trace data from an Australian ISP. The
data collection lasts two weeks, and we use the tcpreplay tool [20] to replay the
370

collected data in the ReplayTraffic VM. The network packets go through the
virtual router VNF instance from net2 to net1.
(2) The virtual firewall VNF. To setup a real life scenario of the virtual
firewall, we use the same network trace applied in (1) and configure firewall
rules in the VNF instance. The network packets go through the virtual firewall
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VNF instance from net2 to net1.
On the hypervisor layer, the VNF feature extractor continuously monitors
and records the performance events of the VNF VM during the replay of network
traffics that go through the VNFs (the virtual router and virtual firewall).
As NFV is in its infancy, it is difficult to obtain the VNF malicious samples
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at present. Therefore, we manually setup two types of malicious behaviors to
mimic potential attacks:
(1) Abnormal Network Spoofing Packets (ANSP). In the ANSP behavior
type, the VNF maliciously sends out spoofing packets in addition to forwarding
the normal network packets. The ANSP attacks are executed in the VNF in-
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stance, which are designed with different intensities of sending spoofing packets
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Clus. #
5
5
5
5
5
5
5
5
5
10
10
10
10
10
10
10
10
10
15
15
15
15
15
15
15
15
15
20
20
20
20
20
20
20
20
20

Stat. #
10
10
10
20
20
20
30
30
30
10
10
10
20
20
20
30
30
30
10
10
10
20
20
20
30
30
30
10
10
10
20
20
20
30
30
30

Wsize
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100
20
50
100

Prec.
0.556
0.733
0.824
0.510
0.556
0.800
0.593
0.648
0.733
0.160
0.259
0.878
0.400
0.648
0.676
0.319
0.795
0.854
0.183
0.619
0.614
0.340
0.622
0.459
0.358
0.617
0.903
0.402
0.546
0.714
0.240
0.670
0.686
0.378
0.230
0.505

Recall
1.000
1.000
1.000
0.936
1.000
1.000
1.000
1.000
1.000
0.979
0.971
0.979
0.886
1.000
1.000
0.929
1.000
1.000
0.679
1.000
1.000
0.950
1.000
1.000
0.979
1.000
1.000
0.721
0.893
1.000
0.936
1.000
1.000
0.864
0.986
0.986

F1
0.714
0.846
0.903
0.660
0.714
0.889
0.745
0.787
0.846
0.275
0.408
0.926
0.551
0.787
0.807
0.475
0.886
0.921
0.288
0.765
0.761
0.501
0.767
0.629
0.524
0.763
0.949
0.517
0.678
0.833
0.382
0.802
0.814
0.526
0.372
0.668

Accu.
0.933
0.970
0.982
0.920
0.933
0.979
0.943
0.955
0.970
0.571
0.765
0.987
0.880
0.955
0.960
0.829
0.979
0.986
0.720
0.949
0.948
0.842
0.949
0.902
0.852
0.948
0.991
0.888
0.929
0.967
0.748
0.959
0.962
0.870
0.723
0.918

Figure 8: The model performance under different parameter combinations.

and can be invoked at any time.
(2) Abnormal Computing Resource Usage (ACRU). In the ACRU behavior type, the VNF maliciously consumes the computing resources in addition
to processing the normal network functions. The ACRU attacks can also be
390

manually controlled with different intensities of compute resource usage.
In the following subsections, we evaluate the effectiveness of proposed system
using the constructed VNFs with the synthetic malicious behaviors.
5.1. Parameter Selection
The proposed behavior model has three predefined parameters: the number

395

of clusters (Clus. #), the number of hidden states (Stat. #), and the size of
sliding window (Wsize). We use the precision, recall, F1-measure and accuracy
metrics to show the model’s overall performance. As the parameters can not be
automatically determined in the algorithm, we empirically choose the parameter
values based on experiment results.
20

400

Figure 8 shows the model performance under different parameter combinations. The values of three parameters are selected using common practice.
The number of clusters ranges from 5, 10, 15 and 20. The number of hidden
states ranges from 10, 20, and 30. The size of sliding window ranges from 20,
50, and 100. We can not experiment with all ranges of parameter values due

405

to the combinatorial explosion. The highest accuracy of each combination is
highlighted with bold text. As shown in the result, the models using these parameter combinations have high accuracy, which demonstrates the robustness of
behavior model. We observe that the accuracy of the model changes slightly as
the values of Clust. # and Stat. # varies, and the Wsize=100 generally has the
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best performance. Some parameter combinations have relatively low precision,
which denotes that some of the detected anomaly behaviors are false positive.
This is because that the Youden threshold is used to achieve optimum overall
performance. The threshold decision process is described in subsection 5.3. In
practice, too much false positive detection alerts is intolerable for the system
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and the administrator could lower the threshold depends on the real-life system
requirement. We use the parameter combination that has the highest accuracy
in the subsequent performance evaluation.
5.2. Likelihood Distribution
Figure 9 shows the log-likelihood of observation sequences. The yellow line

420

represents the training VNF behavior observation log-likelihood, which denotes
the normal VNF behavior patterns. The black line represents the testing VNF
behavior observation log-likelihood, which denotes that some malicious behaviors (ANSP and ACRU) are injected at certain time points. In the experiments,
the HMM behavior model for each VNF is first trained using the normal traffic

425

dataset. Then, the testing traffic dataset is used to run the VNF along with
some malicious behaviors injected at some given time points (at the 1131 time
point in the x-axis).
As the sequence of log-likelihood plot shows, the VNF behavior model can
effectively detect the abnormal behaviors. After the 1131 time point, the log21

Figure 9: The Log-likelihood of observation sequences. (a) routerANSP. (b) routerACRU. (c)
firewallANSP. (d) firewallACRU.
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likelihood of the test sequences decreases dramatically, which denotes an abnormal behavior pattern is detected. Figure 10(a) shows the virtual router VNF
under the ANSP attack. Figure 10(b) shows the virtual router VNF under the
ACRU attack. Similarly, Figure 10(c) and 10(d) show the virtual firewall VNF
under the ANSP and ACRU attacks respectively. We observe that the HMM

435

model can capture the normal dynamic behavior changes and output relatively
high log-likelihood values. When the malicious behavior deviates the normal
patterns, the model reacts quickly and output significantly lower log-likelihood
values. When we stop the malicious behavior at the 1270 time point, the model
can also notice this change and the log-likelihood values are increased to the
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normal level.
Figure 10 shows the log-likelihood distribution of normal and abnormal VNF
behaviors. The x-axis denotes the ranges of log-likelihood, and the y-axis denotes the probabilities of the log-likelihood values resides in a given range. The
probabilities of normal VNF behavior log-likelihood are high with larger val-
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ues, while the probabilities of abnormal VNF behavior log-likelihood are high
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Figure 10: The Log-likelihood distribution of normal and abnormal VNF behaviors. (a)
routerANSP. (b) routerACRU. (c) firewallANSP. (d) firewallACRU.

with relatively smaller values. From the probability distributions plot of the
log-likelihood values, we could distinguish between normal and abnormal behaviors. This result suggests that the log-likelihood can be used to perceive the
VNF behavior situations in a dynamic environment. In the following subsection,
450

we describe how to determine the log-likelihood threshold to effectively detect
abnormal VNF behaviors.
5.3. Decision threshold
Figure 11 shows the Youden index [21] based threshold determination method.
Two general indicators, the True Positive Rate (TPR) and False Positive Rate
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(FPR), are used in the Youden index J to evaluate the performance of a system,
where J = T P R − F P R. The value of J ranges from 0 to 1, which summarizes a diagnostic test’s performance. As shown in Figure 11, the Youden index
curves (the cyan triangle line) for both virtual router and virtual firewall are
unimodal. The Youden index curve’s peak point corresponding to the x-axis of

460

log-likelihood is determined as the optimal threshold (marked as the blue verti-
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Figure 11: The Youden index based threshold determination. (a) the virtual router. (b) the
virtual firewall.

cal line). The maximum value of J denotes the system’s optimum performance.
Using the optimal threshold, the proposed anomaly detection system achieves
the TPR of higher than 95% and the FPR of lower than 5% for each type of
VNF. This demonstrates the effectiveness of the proposed HMM model to detect
465

abnormal behaviors. Note that in the practical scenarios the optimal threshold
cannot be easily determined beforehand due to the system typically has no precise priori knowledge on the abnormal behaviors. Therefore, a practical solution
is to firstly set the threshold using the FPR curve in the initial phase. After the
detection of abnormal behaviors, the Youden index curve can be used to adjust
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the optimal threshold. Based on experiment results and system heuristics, the
initial threshold can be set within 10% of FPR so that the TPR can reach higher
than 90%. These settings are applicable in the NFV anomaly detection systems.
5.4. ROC Curves
Figure 12 shows the ROC curves of the virtual router and virtual firewall
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behavior models under different attack intensities. The Receiver Operating
Characteristic (ROC) curve illustrates the diagnostic ability of anomaly detection system as its discrimination threshold varies. In the experiment, we vary
the intensity of attacks by using cgroups [22] to throttle the resource usage of
malicious behaviors. The attack intensity varies from 10% to 100%. Figure 12
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(a) and (b) show the ROC curves under high attack intensities, and Figure 12
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Figure 12: ROC curves under different attack intensities. (a) the virtual router under high
intensity attacks. (b) the virtual firewall under high intensity attacks. (c) the virtual router
under low intensity attacks. (d) the virtual firewall under low intensity attacks.

(c) and (d) show the ROC curves under low attack intensities.
The higher attack intensity could result in larger deviation from the normal
VNF behavior, while the lower attack intensity results in lower deviation from
the normal VNF behavior. Therefore, it is more difficult for the behavior model
485

to detect anomalies under lower attack intensities. Generally, the ROC curves
show that the behavior models have better performance under high attack intensity than under low attack intensity. Furthermore, from the ROC curve
of the virtual router, the ANSP type of malicious behavior shows that subtle
changes of network spoofing packets could evade the anomaly detection, while
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the ACRU type of malicious behavior is more obvious for the model to detect
the anomaly. Therefore, the behavior model achieves higher TPR and lower
FPR under the ACRU attacks than under the ANSP attacks. Due to the probabilistic robustness of HMM model, the proposed behavior models could still
detect dynamic and low intensity malicious attacks with acceptable accuracy.
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Note that very low intensity attacks could evade the behavior model due to the
attack behaviors may not be reflected by the monitored performance features.
In such cases, more fine-grained intrusion detection systems should be deployed
for another layer of security guarantee.
5.5. Discussion
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Overhead analysis. The proposed system has three major overhead: (1)
The model training overhead. The HMM model training uses the forwardbackward algorithm to estimate model parameters, the time complexity is O(N 2 T )
and the space complexity is O(N T ) [23], where N is the number of hidden states
and T is the observation sequence length. The model training is processed of-
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fline, and will not impact the online system performance. (2) The performance
features monitoring overhead. The libvirt APIs are used to collect features periodically with low overhead. The average CPU consumption of the monitoring
daemon is under 0.5%. (3) The online anomaly detection overhead. Anomaly
detection uses the forward algorithm to calculate the probability of a sequence
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in the sliding window given the model λ. The time complexity of the forward
algorithm is O(W N 2 ), and the space complexity is O(W N ), where W is the
length of window and N is the number of hidden states. As the value of W and
N is small and fixed in the model λ, the computation can be done in microseconds. Therefore, the online anomaly detection will not hurt the performance of
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normal VNFs.
Limitations. Although the HMM model applied in VNF behavior anomaly
detection achieves good results, there are some limitations of this kind of statistical model for anomaly detection. One limitation is the model’s assumption
that successive observations are independent (named Temporal Independence).
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However, in actual VNF systems, this assumption is not strictly obeyed. Following the previous research [5], we use function ∆pT I (n, t) = P [ot , ot+1 ] −
P [ot ]P [ot+1 ], n ∈ N, andt = {1, ..., T }, to verify the TI assumption. Intuitively,
based on the statistical independence definition [24], the TI assumption holds if
∆pT I is close to zero. Figure 13 shows the distribution of ∆pT I for the obser26

Figure 13: The distribution of ∆pT I of VNF behavior observations. (a) virtual router. (b)
virtual firewall.
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vation sequences. Most of ∆pT I values are close to zero, which indicates that
the VNF behavior observations approximately follow the TI assumption.
Another limitation is the Markov chain assumption that the probability of
being in a given state at time t only depends on its direct predecessor (the state
at time t-1). This assumption may inappropriate for VNF behaviors whose de-
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pendencies may undergo through several states. Finally, the behavior model can
not detect low intensity attacks due to the performance features are insensitive
to low intensity attacks as discussed in section 5.4. The false positive rate is
relatively high due to strict decision threshold settings. However, despite these
limitations, the VNF behavior model can be effectively applied in practice to
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detect anomalies online with low performance overhead.

6. Related Work
There are many previous researches focusing on the Intrusion Detection
Systems (IDSs). The detection methods of IDSs [25] can be mainly categorized as: i) Signature-based detection, ii) Anomaly-based detection, and iii)
540

Hybrid detection. From the deployment scenarios perspective [26], the IDSs
can be generally classified as: i) Host-based IDS, ii) Network-based IDS, and
iii) Hypervisor-based IDS. Most traditional IDSs are designed and deployed in
the classic host-based and network-based environments. In the cloud environement, hypervisor-based IDSs are proposed to detect malicious attacks in the
27
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virtualized environment. Though NFV deployment is based on hypervisor, it
is a new scenario that requires more efficient and effective method to detect
malicious and malfunctioning VNF behaviors from both the VM resource consumption and network traffic dimensions.
Signature-based detection is also named as misuse-based or knowledge-based
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detection. Many signature-based detection methods [27, 28, 29, 30, 31, 32] are
proposed in the literature. Snort is a widely-used open-source tool for signaturebased detection. This type of methods has the advantages of using effective
signature analysis techniques to detect known attacks without generating too
many false alarms. However, it is usually ineffective to detect unknown (zero-
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day) attacks, evasion attacks, and variants of known attacks. The signatures are
space/time consuming to process and it is hard to keep them updated timely
from new attacks.
Anomaly-based detection methods typically build the normal network or
system behavior models with extracted features, and detect abnormal behav-
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ior using the established models. There are many anomaly-based (also known
as behavior-based) detection methods proposed in the deployment scenarios of
host-based and network-based IDSs. They have the advantage of effectively
detecting new vulnerabilities and unknown attacks. Most of these detection
methods use machine learning algorithms, such as Neural Network based meth-
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ods [33], [34], Bayesian Network based methods [35], [36], [37], Clustering based
methods [38], [39], HMM based methods [40], [7], [41], [6], Decision Tree based
methods [42], Evolutionary Computation based methods [43], [44], and SVM
based methods [45], [46], [47]. The limitations of anomaly-based methods include: i) relatively high false alarm rates due to unknown legitimate behaviors
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potentially classified as anomalies; ii) difficult to trigger alarms in real-time.
More detailed survey of IDSs using machine learning algorithms can be found
in [48].
Hybrid detection approaches [49], [50], etc., are proposed to take advantages
of both signature-based and anomaly-based detection methods and overcome
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their limitations. The detailed analysis of these approaches can be found in
28

[25], [26], [48].
Specifically, the detection method proposed in vGuard belongs to anomalybased intrusion detection using HMM based algorithms. The most related detection techniques used in vGuard are [5], [41] and [6]. Yi et al. [5] proposed
580

using the Hidden Markov Random Field to model and perceive distributed network behaviors. They only focused on the network features in the distributed
topologies, but not considered the compute resource usages. Ariu et al. [41] proposed the HMMPayl IDS to detect the malicious HTTP payloads using multiple
HMMs in a classifier fusion scheme. HMMPayl is used to analyse HTTP pay-
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load anomalies and is not applicable in NFV scenario. Cho et al. [6] proposed
the HMM-based IDS to model the privilege transition flows with the domain
knowledge of attacks. However, the privilege flows are unaccessible from the
NFV Infrastructure layer.
Other techniques [4] are proposed for detecting anomalies in discrete se-
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quences, but most of them are used in different domains that can not be directly
used in the NFV environment. Unlike the previously proposed methods, vGuard
is a general VNF behavior anomaly detection system. Using easily obtainable
performance features, vGuard models a more comprehensive online VNF behavior patterns that considers both compute resource usage and network traffic flow
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characteristics. The behavior model based on feature clusters enables efficient
training and online real-time detection. vGuard can also be cooperated with
signature-based methods to more comprehensively identify attacks in the NFV
environment.

7. Conclusion
600

In this paper, we proposed the VNF online behavior anomaly detection system in the NFV cloud environment. The hidden Markov model is applied to
profile the normal behavior patterns of VNFs. The online performance feature
monitor is implemented to periodically collect VNF performance features that
forms the observation sequence used in the model. Two types of VNF behavior

29
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models are trained using real-life ISP network traffics. The online anomaly detection method is proposed based on the trained model. The proposed system
is implemented in the OpenStack platform. Experiment results showed that the
proposed system is effective to detect VNF abnormal behaviors online. The proposed vGuard system has some limitations that may fail to detect anomalies in
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some circumstances, and the proposed method is only capable of detecting local
VNFs behavior. In the future, we plan to design more comprehensive models to
monitor the global security situations of distributed VNF service chains in the
cloud.
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Highlights:
(1) Propose a robust multivariate HMM model to profile normal VNF behavior
patterns.
(2) Build a general and efficient anomaly detection framework in the NFV
Infrastructure layer.
(3) Train two types of VNF behavior models, the virtual router and virtual
firewall are trained using real life normal network traffics.

