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Abstract

The next generation of IoT scenarios must co. ~ider security aspects as a first
class component. As a core aspect, key ... ~~ment is crucial for the establish-
ment of security associations between env ints. According to it, in this work
we propose a novel architecture of ¢ . rity ‘ssociation establishment based on
bootstrapping technologies in order t. n.. ~age the life-cycle of cryptographic
keys in IoT. Based on our previ . -orn we propose a key derivation process
by using a lightweight bootstrappi., mechanism specifically designed for IoT.
Then, the derived cryptographic material is used as an authentication creden-
tial of the EDHOC protocc’, wi’ ~h represents a standardisation effort for key
agreement in IoT. EDHOC 1s an apj lication layer alternative to the DTLS hand-
shake, in order to provide en. to- .nd security properties even in the presence
of intermediate entities suc’. as proxies. Evaluation results prove the feasibility
of our approach, whic.. ver cese’ ¢s one of the first efforts to consider application
layer security apprc «ches .. = ne IoT.

Keywords: Inter et 0. Things; Security Management; Bootstrapping; EDHOC

1. Introductic -

Securi y as pecte represent an extremely limiting factor for the deployment
of IoT solu.. ns [7]. As a core aspect, key management embraces the activities
to har ue the ewcire lifecycle of cryptographic keys including their generation,
stora, e and e: sablishment [2]. Like in the current Internet, these cryptographic
keys n. ~ to ' e employed by IoT endpoints to establish security associations for
d ..a protection.
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. However. the . =lization
of key management approaches for IoT must overcome scal- oih v flexibility
and performance issues, specially in the case of resource-cc strs.nea devices.
Furthermore, typical transport layer approaches (i.e., based on ."S [6]) are no
able to provide end-to-end security in the presence of inte’ .nediat= entities, such
as proxies and brokers.

To mitigate this issue, recent standardization efforts ~+o “,cused on the
application layer security into IoT constrained sce .arios In particular, the
Ephemeral Diffie-Hellman Over COSE (EDHOC) |71 cpre: 2nts an authenti-
cated and lightweight application-layer key manag. ~ent 7~ roach that provides
perfect forward secrecy (PFS) [8]. EDHOC represents «. ongoing initiative that
is being evolved within the scope of the Authe. “ication and Authorization for
Constrained Environments (ACE) WG! of i, ~ Ik. 7. The approach is based
on the use of CBOR Object Signing and Encryp.~n (COSE) [9], which is a
compacted evolution of JSON Object Sig.. »¢ and Encryption (JOSE)[10], so
that message overhead is reduced. EDHOC pi. rides a high level of flexibility
by enabling different authentication mc tes. .. shared key (PSK), raw public
key (RPK) and certificates. However, ac. - .ding to EDHOC specification, au-
thentication credentials are previous. <tat ‘shed by out-of-band mechanisms,
so it does not define any concrete app1 acu to address this aspect.

This work aims to fill this g, vi.. =1 the integration with bootstrapping
technologies, so that EDHOC authe.."ication credentials are derived from the
cryptographic material generated by the bootstrapping process. In the context
of IoT, the bootstrapping is asuauw_ - referred as the initial process by which a de-
vice securely joins a netwo. - [11]. I particular, we consider the integration with
LO-CoAP-EAP[12], whi h pro.’1 s a lightweight bootstrapping service that is
specifically designed fc IoT. LO-CoAP-EAP makes use of the Constrained Ap-
plication Protocol (Co..™" [13] co transport Extensible Authentication Protocol
(EAP) messages [1:]. Cou. quently, it leverages the use of Authentication,
Authorization an'. A ~ounting (AAA) infrastructures [15] for scalability rea-
sons, while CoAP provide, a more lightweight approach as a EAP lower layer
protocol comp .red to well-known protocols, such as the Protocol for carrying
Authenticatic. fo Network Access (PANA) [16]. Indeed, it should be noted
that LO-Ce AP-EA™ is derived from CoAP-EAP [17], which represents an on-
going star Jdarc zation effort. Based on the integration between LO-CoAP-EAP
and EDHC ™' the nain contributions of this paper are:

‘https://datatracker.ietf.org/wg/ace/about/




devices.

e Performance evaluation of the proposed approach by consider.. @ diticrent
practical aspects, such as message size, runtime, number .. »ops L tween
the endpoints and link loss ratio.

e Comparison of our proposal by considering another gt=te-o1- he-art boot-
strapping protocol, specifically, PANA.

C

e Integration of the proposed approach’s components 1.~ a2 < mart Building

scenario.

The remainder of the paper is organized as “llows ‘ection 2 describes
existing proposals related to the establishment of se. rity associations in IoT
scenarios. Then, Section 3 presents EDHOC ¢ ~1 LO-C ) AP-EAP as the main
building blocks of our work. Section 4 des vibes “h- proposed architecture,
as well as the associated design considerations. ~ction 5 provides a detailed
description of the proposed approach, whi. - 1> wsiantiated in a smart building
scenario in Section 6. Then, an evaluation o1 "ir proposal is given in Section
7. Finally, Section 8 concludes the pap. - ...'" ~n outlook of our future work in
this area.

2. Related Work

During last years, security issues " ave been widely considered as the main
obstacle for the adoption of JToT-enabled services. Indeed, the development of
such services still has to ¢ pe w. h security challenges related to authentica-
tion, authorization, acces’ ~ontrol. confidentiality or privacy aspects [18] [19].
Furthermore, the IoT ecosyste. i being currently enhanced through the inte-
gration of emerging te nno’ogies, such as 5G, which is intended to address the
demanding communica. . rec drements of new IoT applications [20]. It means
that security challer ges can . aggravated due to the pervasiveness and ubiquity
enabled by these ec. ~ologies. Communication technologies can be leveraged
by upper layer protocols .or information exchange between IoT endpoints. In
this direction.” Cos P [13] is widely recognized as the main application-layer
protocol for i.T <ue to its simplicity and very low overhead for constrained
environmer s. To . ~ure IoT communications, CoAP specifies a binding to the
Datagramr Ira .sport Layer Security (DTLS) protocol [21]. According to it, the
scientific L. - atur reports works that propose different modifications of DTLS
to imp’ .. e its ul aptation to constrained networks and devices. Specifically, [22]
descr oes a t. o-way authentication security scheme for IoT, which is mainly
based ~m the JDTLS protocol. The implemented scheme uses a standard com-
r aucatiou stack based on 6LoWPAN [23] that is tested on a real hardware
| latform. Similarly, [24] proposes a lightweight CoAP-DTLS scheme (Lithe)
b, using different 6LoWPAN header compression mechanisms. The aim is to
reduce the message overhead to avoid 6LoWPAN fragmentation, while DTLS se-
cr a1ty properties are not compromised. Additionally, [25] presents a preliminary




overhead estimation for the certificate-based DTLS handshake and = =tai’; three
design ideas, which are based on pre-validation, session resumpti~un an. hand-
shake delegation, in order to reduce such overhead. Likewise, in |zu] authors
provide a communication architecture fully based on DTLS na aea SecureSense
to secure communication in cloud-connected IoT scenarios, ¢ msic cring the dif-
ferent security modes of CoAP, that is, PSK, RPK and certific. “»s. However,
due to CoAP communications in IoT scenarios are usual y performed through
proxies for improving scalability and efficiency [27], DTL 35 canno provide end-
to-end security. The main reason is a DTLS connection has “~ b terminated at
each proxy, so that this entity could get access to spr cific ¥ ~ders to provide its
intended functionality. This issue can be mitigated "hr agh he approach pro-
posed by [28], which is intended to make DTLS fe. ~ible i~ ulti-hop scenarios.
However, in addition to require new functionality to . e intermediate entities
to forward messages, such entities must be pre. ~usly ar thenticated.

Unlike DTLS-based proposals, application "ayer . _urity emerges as a solu-
tion to guarantee the end-to-end security, by provia. ~¢ a flexible alternative that
is independent of the protocols conveying v. ~ application layer payloads. Based
on it, there are two novel specifications define.” by the IETF ACE WG that
employ COSE [9], which, in turn, is bas. 1 o, .. Concise Binary Object Repre-
sentation (CBOR) [29]. On the one hana, *ae Object Security for Constrained
RESTful Environments (OSCORE) | . is a ~rotocol intended to protect CoAP
messages, that is, to ensure confidentia.’'ty «ad integrity of exchanged data. On
the other hand, EDHOC [7] is « ... sht key exchange protocol that aims
to establish shared symmetric keys b« *ween two endpoints. It should be noted
that both approaches are comvlementary, and they can be considered as an
application layer alternativ to L "LS. In particular, the DTLS handshake and
DTLS application data p. tocols ' an be mapped to EDHOC and OSCORE,
respectively. Even thov sh it .. » recent proposal, EDHOC has attracted the
interest due to its fler.bili’y to be integrated in different scenarios (e.g.,t for
the establishment of 1. = Ser arity Associations (SA) [31]), and lightness, so
it can be used on - esource-. .nstrained devices and networks through the use
of CBOR and CC 5k, *andards. Indeed, in our previous work, we propose the
use of EDHOC to derive and update LoRaWAN cryptographic material [32],
in which EDH)C \ verhead is compared with DTLS handshake. Furthermore,
[33] provides . nrw authorization and authentication framework for the IoT
based on O wuth | ! and a EDHOC-based key agreement approach. It should
be noted " nat .he nse of OAuth is widely considered in the scope of the ACE
WG [35]. 1.~ /ever, these proposals do not consider the establishment of creden-
tials tF .. are en. sloyed for authentication purposes during the EDHOC message
exche 1ge.

Ba ~d on ¢, there is a real need to consider additional approaches to com-
p' ..ent security association protocols (such as EDHOC), in order to set the
¢orrespos ling credentials that are employed to establish security associations.
V. hile re ent proposals [36] partially address this issue, we focus on the integra-
tion with bootstrapping approaches to provide a more comprehensive solution to
m nage the lifecycle of cryptographic material. Towards this end, the device is




authenticated in order to receive the required cryptographic materi: to' ecome
a trusted party in a security domain [11]. Different works about “oots. ~nping
consider the use of pre-established shared key material and running  security
association protocol such as DTLS [37, 38, 39, 40, 41]. Furths.mcre [42] aims
to make the use of PSK-based authentication scalable in IoT dep’ symeats. For
this, they introduce a trusted third party, so that key material . ¢enerated to
run the DTLS protocol. From the standardization point ¢ . view, the bootstrap-
ping is typically performed by using protocols such as PA TA| whic 1is employed
in the Zigbee IP standard [43] and proposed in works such - 144 45 46, 47]. In
this case, PANA is used to transport EAP messages (* e., it ~ ~ts as an EAP lower
layer). However, one of the main issues of PANA is tl. °t ', was not designed with
the constraints of IoT in mind, as demonstrated . 7 [48! “_onsequently, there
is a need to design more lightweight bootstrapping app. ~aches, while flexibility
and scalability associated to EAP can be still . ~vided.

Based on our previous work [12], in this | »mer ... consider the use of Low
Overhead CoAP-EAP (LO-CoAP-EAP) as a boots. -apping solution specifically
designed for IoT. Then, the cryptographi. material generated from this pro-
cess is used to derive or exchange the authent.. ~tion credentials that are em-
ployed during the EDHOC message excr.‘nge  ~erefore, the resulting approach
leverages the lightness of technologies, su ' as CoAP or COSE, as well as the
end-to-end security properties that . .. nro.‘ded by application layer security
approaches.

3. Preliminaries

As already mentioned, ¢ .r pro, 2sal is based on the integration of LO-CoAP-
EAP and EDHOC. Conse “ently, his section aims to provide an overview of
both technologies.

3.1. EDHOC protocos

EDHOC [7] is 7 lightwe._at authenticated key exchange protocol that en-
ables to establish a c. mtographic key between two entities. To this end, ED-
HOC implements the Eluptic Curve Diffie-Hellman algorithm with ephemeral
keys (ECDHE" |49 by which both entities must generate a new ephemeral key
pair every tin. tb y launch this protocol. Therefore, EDHOC also provides the
perfect forv ard sec ~cy property [8]. Additionally, EDHOC supports the same
authentic’ ¢ion modes as DTLS (i.e., PSK, RPK, and certificates). Hence, the
key genera. - 1 pre cess remains independent with respect of the selected authen-
ticatio . .aode. "Joreover, EDHOC defines a three-message exchange in order
to ne otiate « rtain security parameters to fulfill its functionality. These mes-
sages « “e encr Jed following the CBOR representation [29] and protected by the
C”..6 standard [9]. This way, a minimum message size is ensured in contrast
1) other "SON-based representation formats (such as JWS [50] and JWE [51])
a. 1. the sfore, network overhead is reduced.

1n spite of the advantages of EDHOC, nowadays, DTLS [21] is widely consid-
er .d as the main alternative to protect communications between two endpoints




in IoT constrained scenarios [13]. However, the common presence of ir serme-
diate entities, such as proxies, implies that DTLS can only provic'e hop “v-hop
security [27], as previously pointed out. Unlike DTLS, EDHOC allow. to selec-
tively protect specific fields of the message through the use ¢. COSE objects.
This way, end-to-end security is ensured, while at the same ‘ime ntermediate
entities are still able to access information required to carry ouv “eir function-
ality. According to it, and taking into account the main ams o this work, we
have included EDHOC as part of our proposal in order t. establis 1 security as-
sociations between two endpoints in IoT infrastructures. he ~ev-., the EDHOC
specification [7] does not define any mechanism to e cabli-’ the authentication
credentials that are required to perform this key p.~t- col e :change. For this
previous step, we propose the use of LO-CoAP-EA™ whi-" .s further described
below.

3.2. LO-CoAP-EAP

LO-CoAP-EAP (Low Overhead CoAP-EAP) I " is a bootstrapping service
that is implemented by CoAP as EAP lowe:r " ~ver protocol. Indeed, LO-COAP-
EAP is built on three pillars: CoAP [121 EAP |.2] and AAA [15]. These tech-
nologies provide a unique set of propertic * to - COAP-EAP. On the one hand,
because it is built on top of CoAP, T O-Cc P-EAP provides the integration of
a smart object’s bootstrapping procczs ~s a CoAP service. It also provides a
link-layer independent solution since C At runs on top of UDP/IP. Further-
more, CoAP is the standard pro ~cor .. web transfer between IoT devices;
consequently, unlike PANA-based pro, ssals, LO-CoAP-EAP does not require
to add any specific technole~- for performing the bootstrapping, so devices’
burden can be alleviated. /n the . ther hand, with EAP, LO-COAP-EAP pro-
vides a flexible approach b, ~nabli- g a wide variety of authentication methods
to be chosen according t , the nec s of the IoT deployment, or the organizations’
policies involved on it

Bootstrapping ar lo . dev’ e with LO-CoAP-EAP also provides the neces-
sary key material, o that tuc device can be integrated as a trustworthy entity
in the domain. S «ch .. ¥ material is derived according to the EAP Key Man-
agement Frame= -k (EAr KMF)[14]. The EAP KMF allows the derivation of
key material t".at i used for different purposes, depending on the protocol; for
instance, IEEr, € 2.15.9 uses EAP carried over PANA to derive key material to
protect the dnk-laye. [53]. Furthermore, it can be also used to generate the key
material - eedr d to run different Security Association Protocols (SAP) [48, 12].
Finally, the <e ¢. an AAA infrastructure provides advanced features such as
identi’ ; rederatiun, in order to make multi-domain deployments more scalable.

L -CoAP:- ©AP has been designed to cope with constrained devices and Low
power . nd T ,ssy Networks (LLNs), providing a solution to bootstrap a wide
v .riety of 1oT devices. Based on it, we select this protocol as the bootstrapping
1 echanis 1 to derive the authentication credentials required by EDHOC. Next
se  “ons provides a detailed description of the resulting architecture.
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Figure 1: Proposed architecture and in. actions overview

4. Security associations establi. . mem

As already described, we cop-ider EYHOC for establishment of end-to-end
security associations (SAs) between “wo 10T endpoints. However, such protocol
does not specify how these entities estwblish the required credentials for their
authentication, that is, the r -.. ~red key, public keys or certificates. According
to it, we propose the usag : of LO- ”oOAP EAP as a bootstrapping protocol to
establish such credentials.

4.1. Proposed archite ~ure

Figure 1 shows .n over ‘< w of the proposed architecture, which integrates
the EDHOC protc :u. after performing LO-CoAP-EAP bootstrapping. For this,
we consider three entities

e Smart ( njec’ It represents an IoT device that aims to join a certain secu-
rity demai. Note that the Smart Object acts as a LO-CoAP-EAP Server
to ce 1y c at the functionality of this protocol, except in the first message,
whe » s.ch 7 atity plays the LO-CoAP-EAP Client role, as specified in
[127 Su. e ly, the Smart Object also acts an EDHOC' Client.

e Control.»r. It is the entity in charge of managing a network security
a.mair The Controller can act as an EDHOC Server for the EDHOC
prntocol, as well as a CoAP-EAP Server and AAA Client for handling
the »ootstrapping process through LO-CoAP-EAP.

e AAA Server. It represents the AAA server of the Smart Object Identity
Provider (e.g., the manufacturer organization).




In order to highlight the advantages provided by AAA, we cons’ ‘er t yvo dif-
ferent domains; on the one hand, the Manufacturing Domain ic supp <ed to
represent the domain in which the Smart Object was manufacture. On the
other hand, the Deployment Domain represents the domain in whi h the Smart
Object will be operating after a successful bootstrapping pr ‘cess Thus repre-
sents a common scenario in IoT deployments, in which the use .. AAA enables
a more scalable approach, since the Deployment Domair does rot require any
previous knowledge about new devices joining the dome n. Furt .ermore, Fig-
ure 1 also depicts the two main phases identified in our  »or sal. The first
phase is split into LO-CoAP-EAP Bootstrapping, wh ch ai~ ~ to provide certain
cryptographic material to the Smart Object and Conu - or, a1 d LO-CoAP-EAP
Credential Establishment that is intended to set the ®“DHM " authentication cre-
dentials. Moreover, the second phase consists of the k. HOC SA Establishment
in which the EDHOC protocol is carried out. .. Adition: lly, it should be noted
that, while intermediate entities are not inci. led v+ .ween Smart Object and
Controller for the sake of clarity, proxies are usua.. - deployed in IoT scenarios
for efficiency and scalability reasons [27].

During the LO-CoAP-EAP Bootstrapping, he Smart Object is authenti-
cated and joins the Deployment Domair. as a .. “tworthy entity. The Controller
handles the authentication by interacting . -ch the AAA Server. This last entity
authenticates the Smart Object ana ‘. “ifies the Controller when the authenti-
cation has been correctly completed. 1 e . AA Server also sends authorization
information about the Smart O, ~c, *~ e Controller in the final step of the
bootstrapping. As a consequence ot « "nccessful bootstrapping process, certain
cryptographic material is derived and shared between the Smart Object and the
Controller. The communics ¢ion 1 tween the Smart Object and AAA Server is
done through EAP. Howe -r, it s ould be noted that the transport of EAP
messages between the A 1A Se. = and the Controller is done through an AAA
protocol (i.e., RADIU, in his case), and LO-CoAP-EAP in the case of the
communication betwee. *+ e S iart Object and the Controller.

When the LO-7 0AP-k..  Bootstrapping is successfully finished, both the
Smart Object an . 1..> Controller initiate the LO-CoAP-EAP Credential Es-
tablishment process, in o.der to establish authentication credentials that will
be used by ED {Ot in subsequent interactions. Towards this end, such entities
make use of ¢., »tc graphic material previously derived during the bootstrapping
process. As descri. 1 in Section 5, depending on the authentication mode (i.e.,
PSK, RPT . or - ertificates), the required operations and interactions to carry out
this creden. <« est .blishment will differ.

Op _ he co.. ssponding credentials are established, the Smart Object (acting
as the EDHG ' Client) and the Controller (acting as the EDHOC' Server) start
the EYHOC 5A Establishment. Then, these entities are able to compute a
sk wed symmetric key, which could be used to enable other application-layer
¢ scurity : Hlutions intended to protect future communications between the Smart

C ~iect 2 ud the Controller (e.g., OSCORE [30]).




4.2. Security associations updating and key management

According to the proposed architecture (Figure 1), we consia .= LO-"2AP-
EAP as enabler of EDHOC. Particularly, after the LO-CoAP-EAP prc.~col has
finalized with a successful EAP authentication, the Controll<: ar *=*he Smart
Object establish a SA with EDHOC by using the cryptogr. ~hi material de-
rived from such authentication. However, it should be peinted «t that such
SA (and the associated cryptographic material) has a cer ain lif¢ sime and, con-
sequently, it should be updated from time to time [54, 55, Under our proposal,
such SA updating process only requires to relaunch th2 EL.727 protocol (fase
2), rather than starting the LO-CoAP-EAP protoc)l ag-.... Accordingly, the
bootstrapping and credential establishment processc  phas: 1) are only per-
formed once, specifically, when the Smart Object 1.c2ds tojoin the Deployment
Domain. This way, network overhead is reduced, as wc'l as the PFS property
is also assured due to the use of ephemeral cryp. ~raph’ ¢ material in EDHOC.
Note that employing EDHOC as security assoc. tions updating mechanism has
been proposed in our previous work for LoRaWAN —atworks [56].

According to the different authenticatio. modes, we consider two alterna-
tives: EDHOC with symmetric keys (PSKs), o1 vith asymmetric keys (RPKs
and certificates). Particularly, when ED.TOC auchentication is based on a sym-
metric key pre-shared between the Smart bject and the Controller, both en-
tities carry out a key derivation pro. .. thwc employs cryptographic material
obtained from LO-CoAP-EAP to comp. te such pre-shared key. With this pre-
shared key, EDHOC runs in PSxx mouc .0 authenticate both entities. In this
case, it should be noted that this procc. 5 does not required additional function-
ality, since the EAP-KMF al~~~dy provides a way of deriving key material for
different purposes [14]. In ¢ wse of a thentication based on asymmetric keys (i.e.,
RPK or certificates), both ~tities previously require to exchange their corre-
sponding public keys o certitic. ‘es. This exchange is an added functionality
that is encompassed w thir the .O-CoAP-EAP service, and both entities make
use of cryptographic md’ °rial gained from the LO-CoAP-EAP bootstrapping
to authenticate sur 1 exchange. It should be pointed out that, unlike PSK, in
this case the Cor crou * could release public keys or certificates associated to
different Smart " iects that are within the same domain, so that they are able
to directly est .blis = security associations each other, without the Controller’s
participation. > _h operation mode is out of scope of this work, although it
represents “.art of o. - future work.

4.8. Transp. tinc EDHOC messages

In order *» transport EDHOC messages between the Smart Object and the
ContiHller, a ¢ ymmunication protocol is required. In this sense, we have selected
the Clo:.™ 1" ,| protocol by considering different aspects:

e Co. P is proposed by the IETF as the standard application layer protocol
for (0T scenarios.




e The EDHOC specification (version 8) [7] suggests the usage f C AP to
transport the EDHOC messages, which are embedded as pavloa. of the
corresponding CoAP request/response.

e The bootstrapping protocol of our proposal (i.e., LO-Co .P-F 1r , :mploys
CoAP to transport EAP messages. Therefore, by reus.. - this protocol
also for transporting EDHOC messages instead of = .uer con. nunication
protocols, we reduce memory consumption in Sma: ; Objec. 3.

According to it, Figure 2 shows an overview of the F™H0uC __.cssage exchange
over CoAP between the Smart Object (EDHOC ' lien”, c2d the Controller
(EDHOC Server). Particularly, the Message-1 is in_"aded n a CoAP POST
request, which is sent by the Smart Object to start k., HOwv. 1t should be pointed
out that this POST request is marked as confirmable (C IN), so that the Smart
Object expects the corresponding acknowledgeme. * (AC ) from the Controller.
Otherwise, the former will carry out a retransm.. *on or such request. Regarding
the Message-2, it is contained in a CoAP 2.0 ko>~ 1 response, which is carried
in the ACK that acknowledges the first PO.™ request (piggybacked response).
Similar to the Message-1, the Message ? is sen. by the Smart Object to the
Controller into a new confirmable CoAF PO',1 request. At this point it should
be noted that, while the EDHOC spe ~ificat. ‘u defines a three-message exchange,
anew ACK is required to acknowledge 1 u. *s last request when CoAP is employed
to transport the EDHOC messages. It a'ms to ensure the successful completion
of the protocol. In case the whole ¢. ~haug. succeeds, the response will be empty;
otherwise, it will contain the correspo.. ling EDHOC error message. Once the
protocol correctly finishes, be*" ~ntities are able to compute a shared symmetric
key by employing cryptogr .phic n. terial exchanged by the EDHOC messages,
as detailed in next section.

5. Interactions desc it .ion

By considering ." = proposed architecture, in this section we describe the in-
teractions definea in our ~roposal between the Smart Object and the Controller
in order to este . a security association.

5.1. LO-CoAP-._ P interactions

As alr ady .nentioned, during the LO-CoAP-EAP Bootstrapping (without
handshake 1)), t' e Smart Object joins the security domain as a trusted entity.
At thie  oint, 'e Smart Object can begin its normal operation, which may
invol 2 estab. shing (or updating) security associations for specific services. In
this su ~tion, v ¢ summarize the LO-CoAP-EAP message exchange.

T . the urst step, the Smart Object sends an initial message to the Con-
t oller t¢ indicate that it aims to start the bootstrapping process. This message
c.mtains he identity of the Smart Object (e.g., smart-object@um.es in the ex-
ampic,. Then, the Controller initiates the EAP exchange with the AAA Server
by se..ding the Smart Object’s identity that was received in the first message.
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p p

Symmetric Symmetric
Key Key
| &=————— CLAF =——p |

Figure 2: EDHOC 1. “sage exchange over CoAP

Subsequently, the EAP exc’.ange s. wts between the Smart Object and the AAA
server, in which the Contro.” ~r acts as a forwarder of these messages. When the
EAP method has finishe . with a. .ccessful authentication, the AAA server sends
the EAP-Success mess 1ge o th~ Controller along with the Master Session Key
(MSK) [14]. Then, the ” nar’ Object and the Controller compute a Transient
Session Key (T'SK' [14], speufically, the COAP_PSK key. This key is derived
from the MSK rad u. ~ nonces exchanged during the LO-CoAP-EAP and it
is used to obtai> -~ertain cryptographic material shared between both entities,
as will be seer furt i1er on. The COAP_PSK is a 16-byte key that is computed
with AES-CM. 7' PRF-128 [57] as Key Derivation Function (KDF), and it is
generated - s:

COAP_P..” = KD’ (MSK, “IETF_.COAP_PSK” || Nonceso || Noncec, 64, length)
where
e 'ISK is che key derived from the EAP method.

e "I"TF_COAP_PSK” is the non-NULL ASCII string without quotation
ma; <s.

e Voncego and Nonceo are the nonces exchanged in the LO-COAP-EAP
protocol.
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e (4 is the length of the MSK.

e [ength is the length of the nonces plus the ASCII string.

It should be pointed out that the last two messages of tb: LC . AP-EAP
exchange include a CoAP option, called AUT H, which conta. <« she CMAC of
the entire message, providing integrity and authentication * _ che n.. “sage itself.
This AUTH option is generated by using the AES-CMA 3-128 | §] as:

AUTH Option value = AES-CMAC-128(COAP-PSK, r ~sage,  _.ssage_length)
where:

e COAP_PSK has been previously computed.

e message is the entire CoAP message to he pic ~cts (, including the AUTH
Option.

e message_length is the length of the me. ~age.

Additionally, note that the use of \he » _ TH option is restricted to LO-
CoAP-EAP. Indeed, the original purpose . this option, according to our pre-
vious work [12, 48], is to confirm t. . the Smart Object and the Controller
have properly established the MSK. huc the use of other approaches (e.g.,
OSCORE) could have been also ~ou.il> >d to this end, the AUTH option is
chosen due to its simplicity (indeed, . ditional protocols/functionality are not
required), and because it does not preclude the use of security associations pro-
tocols.

Once the LO-CoAP-E:.™ boots rapping successfully finishes, the Smart Ob-
ject and the Controller share ¢ ~'ain cryptographic material, particularly, the
MSK key and the AU /H ,pticn. This cryptographic material will allow them
to establish the corresy - ding EDHOC authentication credentials in order to
launch such key e change .. otocol. Note that this credential establishment
process depends ¢ 1 ti. selected EDHOC authentication mode, that is, authen-
tication with symmetric kcys or with asymmetric keys.

In case of F OH\ 'C with authentication based on symmetric keys, the Smart
Object and th. ©r atroller make use of a KDF for generating the corresponding
pre-shared ey (F.') from the MSK, as shown in Figure 3 (LO-CoAP-EAP
Credentio  Est .blishment). This PSK has an identifier associated (PSKip),
which is ge.. - atec by monotonically increasing its value. Particularly, we select
the pr "+ funcu.on that is defined in [59] and recommended in [60] in order to
deriv. such p =-shared key. It should be noted that this function employs the
AES-CMAC-" RF-128 algorithm.

I SK =, ~f+(MSK, “IETF-EDHOC-PSK” | NULL | Nonceso | Noncec, 64, 128)
WL Ter

e M SK is the master session key from the LO-CoAP-EAP bootstrapping.
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Payload=EAP-Xn.1] . Acces alenge (. P-Xna)
ACK [2.04 Changed,
Payload=EAP-Xn] Access . 1uest (EAP-Xn)
POST [CON, Uri-Path="/b/x", Noncec, AUTH, Acv s Accer EAP-Success, MSK,
Payload=AuthZ] _ion-Timeout)
MSK ACK [2.04 Changed, AUTH] * MSK
L
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—_— e — p— — ¢ —_— .I
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— | —— - e ——
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I ACK [204  1ged, Al H, P |
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; I
- — . S -
4—— —— — CoAP . RADIUS ———p

Figure 3: I )-CCAP-L.AP Bootstrapping and Credential Establishment message exchange

e "0 ASCl value formed by the concatenation of:

— “I1 TF-EDHOC-PSK” represents a string identifying the protocol
wuat will employ the derived key.
- NULL is a null value.

— Nonceso and Noncec are the nonces exchanged in the LO-COAP-
EAP protocol.
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e (4 indicates the M SK’s length (in bytes).
e 16 indicates the PSK’s length (in bytes).

In case of EDHOC with authentication based on asymr .etri ' ~vs, both
credentials (either RPK or certificates) must be securely e.. he iged between
the Smart Object and the Controller during the LO-CoAP ™ AP  ~dential Es-
tablishment. This exchange is done once the bootstrapr ing is « ympleted. To
exchange their RPKs or certificates, the Smart Object sen 's its cr dential to the
Controller through a service called ASYK Ezchange. ™hus, .l.c Smart Object
sends a CoAP POST request to such service (Uri-F ath Zu. P header: /asyk)
by including the corresponding RPK or certificate. " vhen che Controller re-
ceives this message, it knows the identity of the Sn.. =t G ject, so it stores this
credential associating it to the Smart Object. After the -, the Controller sends
its credential (RPK or certificate) to the Smar. Objer, in the corresponding
CoAP 2.04 Changed response, which is carriea ™ the ACK that acknowledges
the previous POST request (piggybacked resmonc~- Tt should be pointed out
that both the request and the response are . ~tected with the AUT H option.

5.2. EDHOC interactions

Once the LO-CoAP-EAP proto ' has mccessfully finished (Bootstrapping
and Credential Establishment), the Sn. rv “hject and the Controller are enabled
to initiate the EDHOC protocol *» orde " to establish or update a security as-
sociation between them. As alreaay mentioned, the EDHOC message exchange
depends on the selected authentication .node, which employs the previously es-
tablished credentials, that is .y.. metric keys (PSKs) or asymmetric keys (RPKs
or certificates). Accordinc to it, 1 igure 4 shows the EDHOC interactions by
considering both authenticav. n m ,des.

5.2.1. EDHOC messc_e e char ge authenticated with symmetric keys

When the select :d au.”= cication mode is based on symmetric keys, the
Smart Object and e Controller share a PSK that has been previously de-
rived by the LO-CoAF-T"4P Credential Establishment process. Subsequently,
in order to laur cn he EDHOC protocol, the Smart Object firstly generates its
own ephemer ! ker pair (i.e., E_.SKgo and E_PKgp) and then, it builds the
Message-1. This . ~essage contains the following parameters:

e MS 7T "PF identifies the EDHOC Message-1.
e .U is a v riable length session identifier for the Smart Object.
e Vg0 is : 64-bit random nonce for the Smart Object.

e F PKgo represents the Smart Object’s ephemeral public key.

EC DH — Curves indicates the set of elliptic curves for the Diffie-Hellman
algorithm supported by the Smart Object.
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F gure 4: EDHOC interactions between the Smart Object and the Controller for SA estab-
1 shment a d updating (authentication with symmetric keys and asymmetric keys)
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e HK DF's states the set of key derivation functions supported b - the Smart
Object.

e AFEADs indicates the set of algorithms for authenticated .. ~rypt.. 1 with
associated data supported by the smart object.

e PSK_ID is a unique identifier generated during the I.O-Cc.* P-EAP Cre-
dential Establishment, which is associated to the P /K.

Then, the Smart Object embeds the Message-1 in a CoA™ POS'. request and
sends it to the Controller.

When the Controller receives the request, this ent’ y ¢ tracts Message-1
and verifies that it supports, at least, one of each sey of ale brithms supported
by the Smart Object. If so, the Controller generates . ~ own ephemeral key pair
(i.e., E.SK¢c and E_PK(¢) and computes the Secret w'th the Diffie-Hellman
algorithm as:

Secret = ecdhe(E_SKc, E_r " <o)

Additionally, the Controller builds the Mess._~-2 by including the next param-
eters:

e MSG_TY PE identifies the EDHOU " [essage-2.

e Sgo is the Smart Object’s sessi n - lendifier.

e S¢ is a variable length ses. . . '~n ‘fier for the Controller.

e N¢ is a 64-bit random nonce for vne Controller.

e F_PK¢ represents th : Cony »ller’s ephemeral public key.

e HKDF states the selec ~d F :y derivation function.

e AFEAD indicates the elected algorithm for authenticated encryption.

e COSE_ENC. is a (7 ,E Encrypt0 object encrypted by the AEAD al-
gorithm, the . K and the Secret. Note that, as mentioned in the COSE
and EDHOU speci. ~ations [9, 7], the COSE_ENC¢ allows to authenti-
cate the _ow voller, as well as to protect the Message-1 and Message-2
integrit;

Then, the " ontroli. sends this message in a CoAP 2.04 Changed response to
the reque ¢ing sme-t Object.

Upon re. tivir , the Message-2, the Smart Object is able to compute the

Secret sunilarly .o the Controller as:

Secret = ecdhe(E_SKso, E_.PKc)

S Usequenty, it decodes this second message and tries to decrypt the COSE_ENC¢

coject by using the AEAD algorithm, the PSK and the just-computed Secret.
I *his d cryption operation is successful, the Smart Object builds and sends
the Mmessage-3 in a new CoAP POST request to the corresponding Controller.
S ch nessage contains these parameters:
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e MSG_TY PFE identifies the EDHOC Message-3.
e S is the Controller’s session identifier.

e COSE_ENCgp is a new COSE_Encrypt0 object encrs pted _“milarly to
the COSE_ENC¢, so that the COSE_ENCgspo allows v a1 henticate the
Smart Object, as well as to protect integrity of all ev~~ange.” messages.

Finally, once the Controller obtains the third messa e, it tr :s to decrypt
the COSE_ENC_SO by employing the AEAD, the PSK ~d ’ae Secret and,
if such operation succeed, the EDHOC message exc iange “nishes. Note that,
in order to confirm this successful completion of “e &DF JC protocol, the
Controller sends to the Smart Object the corresp nding * JK with an empty
response, as already pointed out.

At this point, both entities are able to co. nute a shared symmetric key
(SymKey) by using the HK DF with the fol.. ving | ..ameters:

e Secret includes the results of the Dif” . (i iiuan algorithm.

o Context(“EDHOC-SymKey”, exch~nae_has’, 128)is a COSE_LKDF_CONTEXT
structure ([9, 7]) defined as follows

— “EDHOC-SymKey” specic. the rgorithm for which the SymKey
will be used.

— exchange_hash include. » nas.. of all exchanged messages:

exchange_hash = hash(hash(Message-1 | Message-2) | Message-3))

— 128 indicates th lengtL of the SymKey (in bits). By considering the
NIST recommen. ~tion ,5], we establish this value to 128-bit length
in order to e sure a .. Jper security level to subsequent communica-
tions.

It should be pe'ated ou Jhat the Smart Object and the Controller could
employ this Sym e, at any layer to enable a security association for other
protocols (i.e., OSCORE [30] or IPsec [31]), thus allowing them to protect their
future commur .cat ons.

5.2.2. EDFOC nu. cage exchange authenticated with asymmetric keys

In cas of .uthentication is based on RPKs or certificates, the Smart Ob-
ject must .~ in 7 ossession of the Controller’s public part (PK¢), while the
Contre’.c. mus. aave the Smart Object’s public part (PKgo). Note that the
exche 1ge of t. 2se public parts between both entities has been performed during
the C. -dentir. Establishment process. Afterwards, the Smart Object and the
C .roller are able to start the EDHOC protocol, which is authenticated with
¢ 1ch asy: 'metric keys. It should be pointed out that the corresponding message
e. “hangr 1s similar to that employed when authentication is based on symmetric
kevs. WNevertheless, there are differences with respect to some parameters in-
cl.deu in the exchanged messages. Particularly, the Message-1 does not contain
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the PSK;p due to the usage of asymmetric keys for authenticati- ». T .stead,
such message includes the following parameters:

e SIGS's represents the set of algorithms for signing suppor* .. by the Smart
Object.

e SIGV s states the set of algorithms for signature verificat.. » supported
by the Smart Object.

Regarding the Message-2, it further contains two new | ~ram _ters:
e SIGS states the selected algorithm for the Sn art 7 pj -t’s signature.

e SIGV indicates the selected algorithm for .. ~ sig_ ..ure verification by
the Smart Object.

Additionally, the COSE_ENC¢ is now encry ~ted o~ .ing only the AEAD al-
gorithm and the Secret. This way, while this obje. nrotects the Message-1 and
Message-2 integrity, the Controller is auth ucaitea through the COSE_SIG¢.
It is a COSE_Signl object signed by using ti. SIGV and the corresponding
SKc¢. In addition, the COSE_SIG¢ i w... '~ as part of the COSE_ENC¢
object, as indicated in the EDHOC spect.’~ .tion.

Finally, concerning the Messag. . not. that the COSE_ENCjgo is also
encrypted by employing only the Ar 4, and the Secret, so the Smart Ob-
ject’s authentication is provided “..-oh *he COSE_SIGgo. In this case, such
COSE_Sign1 object is signed by usin,_ the SIGS and the corresponding SKgo-
In addition, it is contained in the the COSE_ENCyso, similar to the Message-2.

At this point, as in cas ot . thentication with symmetric keys, once the
EDHOC message exchang success: 1lly finishes, both entities may compute the
shared symmetric key (“yms. ) oy using the HK DF function with the pa-
rameters previously de crib .d.

This section focus.~ ca de.cribing the required interactions between the
Smart Object and ne Co. " >ller to establish and update a security associa-
tion that allows t'ic.~ to protect their subsequent communications. Towards
this end, they make use « “ the EDHOC protocol with authentication based on
either symmet’ .c ¢ asymmetric keys, where the corresponding credentials are
derived by us: ‘o cr tain cryptographic material obtained by the LO-CoAP-EAP
protocol. A cora.. ~ to it, next section describes a real use case, particularly, a
smart bui’ 1ing scenario in which our proposal has been deployed.

6. Io". use case: Building Automation
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Figure 6: 7 aipment in the laboratories of the building automation testbed

(IToT) [61,% 1 wk ch security aspects must be properly addressed taking into
accour’ vae use f heterogeneous devices, including legacy components [62].

Ir particu ar, the considered scenario is a real building called Technology
Trans. r Cent r that is located in University of Murcia (Spain). The ground floor
of vuis buuding is shown in Figure 5, where several laboratories are presented
cn the Ic wer part of the map. This screenshot has been obtained from the
SCADA- veb platform for the BA system of the building. The SCADA-web
anables to establish automatic operations according to collected data from the
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building equipment.

To collect data, Smart Objects have been deployed to contre! difte. -nt as-
pects of the building, such as temperature, lighting, presence and . wer con-
sumption. The huge variety of equipment deployed is shown ir F1gure 6, which
demonstrates the heterogeneity of devices and components *at <an be poten-
tially used in a certain building. The Smart Objects act as data . ~urces provid-
ing information related to the building. Indeed, they trans ait the corresponding
data to the BA system by using a standardized Internet ‘rotocol 7i.e., COAP).
All the information from Smart Objects is finally provided > ns<'s/administra-
tors through a SCADA-web platform deployed in th' clov

However, such data can be compromised by cyber. tt< ks il security technolo-
gies are not implemented. For this reason, the BA" ~enari~ s considered for the
application of the proposed architecture incorporating » set of components to
enable the secure data exchange between Smai. Object and the SCADA-web
platform. To achieve that, the proposed use «>se 1./ .ements our proposal for
the establishment and update of security associatic. = by integrating LO-CoAP-
EAP and EDHOC protocols. Accordingly, we describe the secure process by
which a Smart Object joins the security dome'n of the network through the
bootstrapping process, when it is deplc rea. 77 s process allows to obtain the
required authentication credentials to lau. <o EDHOC, by which a security as-
sociation is created between the Sm..Obj ct and the IoT Controller. Thus,
Figure 7 shows such process for a BA sys.em, where different Smart Objects
with a wireless communication® wough v 6LoWPAN Border Router are de-
ployed. As depicted in this figure, ¢o*ta from Smart Objects goes to the IoT
Controller. This entity is outside the 6LoWPAN network, and it is in charge
of sending the Smart Objec s’ dav  to the SCADA-web server through a secure
channel. In this scenario, i. should ' e noted that the LO-CoAP-EAP Controller
[12] is instantiated by t’.e Ior 7 atroller. In particular, the process is as fol-
lows: firstly, each Sm<rt Coject has to be authenticated to join the network
before sending any date " o d¢ that, a Smart Object starts the LO-CoAP-EAP
bootstrapping with'che Iot ~ontroller (step 1.a.1). If the Smart Object is from
the local organiza’.ow, it will only contact the local AAA server (step 1.a.2) (for
which we used a. RADIUC implementation, as already mentioned). In case it
is from an ext' rna organization, it will have to go to the global AAA server
of Smart Objo +’s organization (step 1.a.3), as explained in our previous works
[48, 12]. Afler the hootstrapping is completed, the Smart Object and the IoT
Controller obts m the necessary key material, as explained in Section 5, in order
to establis.ccur’vy associations by using EDHOC (step 2). Note that such
securit:.ssocia. ons could be updated in the future by relaunching only this
key e :change orotocol. Once the EDHOC protocol finishes, the Smart Object
is ablc to periorm a secure data exchange with the IoT Controller by using
th . Cryptographic material associated to the corresponding SA. Additionally,
i shoula be pointed out that the data exchange between the IoT Controller
a. 1 the CCADA-web is also secured by HTTP over TLS (HTTPS) since these
components have high computing resources to manage HTTPS data communi-
C2 1018,
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Once this information is available i. vi.c “ADA-web, the building admin-
istrator is able to analyze and monitor th. i 1formation, such as the energy use,
to establish the proper automatic ¢ . ratio. s in the SCADA-web. Note that,
in this scenario, the IoT controller rep-esc ts the main enabler of secure data
communications within the build -5, =vhi"2 the SCADA-web is the brain of the
data processing and automatic deci.'~n generation according to the collected
data and end-user configurations. For instance, this component can optimize
the power consumption by »aki, decisions such as turning on/off the lights or
HVAC depending on the * mperati re and users presence in a certain room. In
case of fire detectors’ da*a, the hu’ ding administrator is responsible for manag-
ing a potential critical situs cion based on data received from the SCADA-web
application through sec-re HT7 PS interface for mobile devices, such as laptops,
tablets or smartpho ies.

Next section p’ov'des a detailed evaluation of the proposed architecture and
its smart technologies us.. g real devices of this building scenario.

7. Evaluatio.. ~ :sults

In this sect on, we provide a performance analysis of our proposal by com-
paring du.. ~ at ¢ afigurations for each phase, that is, the Bootstrapping, the
Creder’ .l Estu. «shment and the SA Establishment. Furthermore, we also ana-

lyze ¢ >rtain s« ~urity properties related to the protocols integrating our solution,
that i. LO-C' ,AP-EAP and EDHOC.

".1. Per,osrmance analysis with real devices

In or .er to demonstrate the advantages of the proposed architecture on a
real 101" deployment, we carry out a performance analysis of our proposal tak-
in , 1o account relevant practical aspects, such as message size and runtime.
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Towards this end, we compare the integration of LO-CoAP-EAP & 4 FOHOC
with different configurations against other potential alternatives Par.. mlarly,
LO-CoAP-EAP and PANA? are evaluated for the Bootstrapping pu.~e. Note
that, for these tests and without loss of generality, the EAP r et d employed
by LO-CoAP-EAP is EAP-PSK. This should not be confv =d v ith wne PSK
derived in the Credential Establishment phase, which is used .. EDHOC. In
addition, it should be pointed out that we have also cons.dered PANA in such
phase due to it is widely proposed as bootstrapping mec ‘anism 11 IoT deploy-
ments ([53, 43]). Similarly, these protocols are also emp. =4 and compared
for the Credential Establishment phase. Finally, EI dOC' ~ith authentication
based on both symmetric and asymmetric keys is cc < ered for the SA FEstab-
lishment phase. Specifically, we test EDHOC witi. PSK->~ ed and RPK-based
authentication. Note that we do not consider the certi. ~ates-based authentica-
tion in this work since its corresponding EDHG messag . exchange is similar to
that employed with authentication is based on. RPks. Za this case, our EDHOC
implementation employs the GitHub project poin. 1 out in the COSE specifi-
cation® to manage the corresponding COS. objects, which, in turn, specifies a

particular implementation of CBOR representa. ~n?.

7.1.1. Testbed

We have employed real devices t« > nloy the Smart Object and Controller
entities for the different tests. Specifica’ly, vne Controller has been deployed on
an Intel Core i5 with 2.7 GHz «. 1 = 7'©° RAM. In addition, it is enabled to
accept IPv6 connections. Similarly, +.~ have deployed the Smart Object on a
device that includes two hardware components, specifically, a MSP430F5419A-
EP mote and a PIC32MX7 s5F51.7.. The former is employed to enable 6LoW-
PAN connections and ma.. e LO- CoAP-EAP messages, while the latter is in
charge of performing p» olic ke, perations specified by EDHOC, such as the
Diffie-Hellman algorit’ m. "¢ should be pointed out that the mote and PIC32
communicate each othe. arorgh a USART serial port in order to support all
functionality of the Smart  Jject, that is, LO-CoAP-EAP client and EDHOC
client. Regarding .he ~ain features of these components, the MSP430F5419A-
EP has a frequency of 20 MHz, 128 KB ROM and 16 KB RAM, and the
PIC32MX795F 0125 presents a frequency of 80 MHz, 512 KB ROM and 128
KB RAM. Aal *ir aally, we have also employed an intermediate entity acting as
a 6LoWPA | Borac - Router (6LBR). Its aim is only to route packets between
the 6LoW AN netyork and the IPv6 network, so the 6LBR is agnostic to mes-
sages excha. ed F :tween the Smart Object and the Controller. This entity has
been ¢ _p.oyed o.. another MSP430F5419A-EP mote.

° .tps:,, sourceforge.net/projects/panatiki/
3httpe //github.com/cose-wg/COSE-C
4nttps: /github.com/cabo/cn-cbor
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Table 1: Length of messages exchanged in each phase

Phase Protocol Message | “ength
POST \ 29 |
POST(EAP-PSK1) U
ACK(EAP-PSK2) e
POST(EAP-PSK ' 68|
LO-CoAP-EAP ACK(BADP-PSKA) 8
POST(EAP-Sr ss) | 38
ACK ! 23
Tota | 311
PCI | 16
Bootstrapping 7§2§ —_— jg
PAR F q(Id° 13
PANK 7 .) 60
PAF "EAP-PSK’ 56
PANA PAN(.. P-Fuun2) 84
PAR(EAr “SK3) 1
~AN(EAD-1 5K4) 68
| Pa. "WAP-" uccess) 88
AN B 52
Total 636
[ Yo Yooty
LO-CoAP-EAP credentia I ACK(R];’FI){I){) gé
Crodential provisioning extension | Total 180
Establishment . . [ PN.¢{(RPK) 112
Dynamic credenti. TA(RPK) 112
provisioning with PANA 63] .= Total 224
POST (Message-1) 84
ACK(Message-2) 99
CoAP — z
(EDHOC-PSK) ig}s{T(Message—d) 42
SA Total 229
Establishment POST (Message-1) 86
ACK(Message-2) 211
[ CoAP POST(Message-3) 152
(ET - -RPK) ACK Vi
Total 453

7.1.2. Message size

Message size is a cru. 2l as sect to be considered in IoT deployments due to
the typical limitati us relatew to network bandwidth and resources of involved
devices in this ty ,e 0. ~enarios. In this sense, Table 1 details the size of each
message for a sr--ific provocol, which is considered as potential alternative to
fulfill with the cor :sponding functionality of certain phase. According to the
results, the to. ! .ize of all messages required by LO-CoAP-EAP (311 bytes)
is 51% lowr » than . PANA (636 bytes) when these protocols are employed in
the Boots rap ing >hase. In addition, PANA requires 4 more messages to be
exchanged 1. ~om arison with LO-CoAP-EAP. Similarly, when LO-CoAP-EAP
and P .ivA are considered in the Credential Establishment phase, the total size
of all message is 20% lower with the former (180 and 224 bytes, respectively).
It shou'1 be ointed out that the PRN and PNA exchanged in PANA in this
p .ase are used as defined in [63], to exchange the public key credentials (RPK or
Cortificat: 3). Regarding the last phase (SA Establishment), the total messages
si.. is 5" % lower when EDHOC authentication is based on PSK than when it
‘= haged on RPKs (229 and 453 bytes, respectively).
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Figure 8: Total length of all exch .ugc.” messages to establish a security association with each
configuration

Furthermore, Figu e 8 ,hows a message size comparison between the dif-
ferent alternatives; tha. 3, o' r proposal (LO-CoAP-EAP and EDHOC with
authentication base { on PSi” or RPKs) against PANA and EDHOC with PSK
and RPK based  ithe *ication. Results show that the total size of all message
exchanged is 34% lower w.th LO-CoAP-EAP than with PANA when EDHOC
authenticatior s pi cformed with PSK (720 and 1089 bytes, respectively), while
it is 28% less 1. ~» e of employing RPKs (944 and 1313 bytes, respectively). Ac-
cording to 7, it she 'd be pointed out that this reduction of the total messages
size that i, acl .eved by our proposal is specially relevant in IoT scenarios where
networks p. ent . limited bandwidth or are made up by resource-constrained
device' .

7.1.3. Runtir e

Another aspect to be considered for evaluation purposes is the runtime spent
I v the di ‘erent configurations, which is shown in Figure 9. It should be pointed
ol. that we have performed 10 executions of each configuration and runtime
~n~anlts for each particular case were similar. Therefore, we have not considered
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Figure 9: Runtime to establish a <= -rity association with each configuration (Smart Object

side)

to carry out more exec itio’ 3. For the same reason, we have not included any
confidence intervals d. > tr run’ane variations were marginal.

By considering t 1e obu. ™ .d results, we find that the runtime taken by our
proposal to establi 1. - security association with PSK-based authentication (1509
ms (Phase 1.1) + 6 ms  Phase 1.2) + 1282 ms (Phase 2) = 2791 ms) is 11%
lower than by A."A and EDHOC with such authentication mode (1842 ms
(Phase 1.1) - 6 r s (Phase 1.2) + 1282 ms (Phase 2) = 3124 ms). Similarly,
when RPKs are . *nloyed, LO-CoAP-EAP and EDHOC (1509 ms (Phase 1.1)
+ 730 ms  Phrse 1.2) + 2001 ms (Phase 2) = 4240 ms) take 16% lower than
PANA an.’ FOHC O (1842 ms (phase 1.1) 4+ 1215 ms (phase 1.2) + 2001 ms
(phase ®* = 5,79 ms). These results are a direct consequence of the shorter size
of LC -CoAP ©AP messages compared to PANA messages (see Table 1).

7.2 Per,...nance analysis with Cooja

Once we have evaluated our proposal on real devices, we make use of the
ntwork imulator Cooja [64] in order also to consider more realistic IoT sce-
narios where there is no direct communication between Smart Objects and the
C: ntroller (several hops) or network conditions are not ideal (loss of packets).
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As our previous works [12, 48] already provided a performance ana! -sis for LO-
CoAP-EAP, in this case we study the EDHOC key exchange pro*acol \ ‘th the
aim of analyzing its behavior under such restrictions. Specifically, w. evaluate
EDHOC, in terms of runtime, when it is employed for establisung or updating
security associations between two endpoints. It should be poi ‘ted Hut tuat, as a
first approximation and taking into account the network limitat.. »s introduced
in this performance analysis with Cooja, we have consid red the lightest ED-
HOC authentication mode, that is, authentication basec on a p e-shared key.
This authentication mechanism has been also employed by “he TO-CoAP-EAP
protocol, as already mentioned.

7.2.1. Testbed

In the Cooja environment, we have simulate. *he Sma t Object on a Exp5384
mote since it is similar to the MSP430F5419A ™P n. = employed in the testbed
with real devices. Regarding the PIC32, note tha. Cooja does not include any
type of device to simulate this hardware ¢c mponent. Because of that, we have
included different time delays in the Exp5384 »ote, which correspond to the
runtime employed by the PIC32 to per. tu. . =% public key operation specified
by EDHOC. In addition, the 6LBR has L a simulated by using a Zolertia Z1
mote, which has a frequency of 8 Ml 2?2 Ki» ROM and 8 KB RAM. Finally, we
have also simulated the different inter.aea.te entities in charge of forwarding
packets between the Smart Objel w.th - 6LBR (hops) by employing this type
of motes, that is, Zolertia Z1.

7.2.2. Runtime

In oder to evaluate the', ~rforma ice of EDHOC for establishing and updating
security associations in,cenar. = with different networks limitations, we have
focused on analyzing he antime required by this protocol to complete the
corresponding phase. s, ».fica y, the EDHOC SA FEstablishment. It should be
noted that, in this/:ase, we ".ave performed 70 executions of each experiment
due mainly to the  nt. duction of different packet loss ratios. Therefore, we have
obtained each runtime result as the median of such executions, and confidence
intervals have ! een calculated by considering a 95% confidence level. According
to it, Figure 1. =hs ws the runtime required by EDHOC with packet loss ratios of
0% (10a), 1% (1u.) and 20% (10c), and different number of hops between the
Smart Ob'ect 7 ad the Controller for each loss ratio, specifically, from 1 to 4 hops.
In addition; ~ ote t 1at such figure also displays the LO-CoAP-EAP runtime with
the air o presc. ving a more detailed analysis of our whole integration proposal.

Ir' the cas  of a loss ratio of 0%, obtained results show that the SA estab-
lishme ot phae (EDHOC protocol) usually requires a lower runtime than the
bs Gustrapping phase (LO-CoAP-EAP protocol) during the establishment of a
< scurity «ssociation between two endpoints. However, it should be pointed out
tiat, wita 1 hop, the runtime spent by the latter is lower than that spent by
the tormer. This fact is mainly because the runtime required by public key
or eravions in EDHOC has a significant influence on the total runtime when
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network conditions are optimum (there is no loss of packets) and the Smart
Object and Controller are close (1 hop). Consequently, as the number o. hops is
incremented, the influence of the public key operations runtime decrec :es, while
the number of bytes to be transmitted has a higher impact ¢« ti.» runtime of
each protocol. For this reason and as shown in 10a, the SA e< abli’ nment phase
runtime is 14% lower than the bootstrapping phase runtime wiv. -2 hops (1291
ms and 1496 ms, respectively); it is 11% less with 3 hors (166% ms and 1871
ms); and 18% less with 4 hops (2042 ms and 2495 ms).

Similarly, Figure 10b depicts the runtime required bv both n'.ases when the
packet loss ratio is established at 10%. In this case, che s=2ond phase requires
a runtime 39% less than the first phase with 1 h » 982 ns and 1611 ms,
respectively); it is 29% less with 2 hops (1918 ms and 2497, ms); with 3 hops,
the SA establishment runtime is 32% lower than boou. ‘rapping runtime (3041
ms and 4496 ms); and it is 23% less with 4 hop. (4917 1.s and 6371 ms).

Finally, we have also considered a high paciot los. Zatio of 20%, as shown in
Figure 10c. Accordingly, the second phase runtinic is 40% lower than the first
phase runtime with 1 hop (1416 ms and = 53 ms, respectively); it is 41% less
with 2 hops (4168 ms and 7054 ms); it is 46% ‘=ss with 3 hops (6539 ms and
12121 ms); and it is 54% less with 4 hop. (s0- 3 and 18369 ms). These results
demonstrate that, as the packet loss ratio . incremented, the runtime difference
between these phases raises. This is = lirec. consequence of the lower number
of bytes to be transmitted with EDHQC .1 comparison with LO-CoAP-EAP
(see Table 1).

7.3. Security considerations

As already mentioned, tha»roposed architecture is based on the integration
of LO-CoAP-EAP and ED AOC v establish and update security associations
between Smart Objects ana “he Cor croller. In this sense, it should be noted that
the use of these protoce’s gives 1o ¢ certain security properties to be considered.

In the case of LO-C0AT -EAP, it relies on the CoAP and EAP protocols, as
well as AAA infrastrucue os te carry out the bootstrapping process. Therefore,
LO-CoAP-EAP in' erits its ecurity properties from such underlying mecha-
nisms, and more < onci“2ly, from the employed EAP method. Thus, and taking
into account th=* the selected EAP method in this work is EAP-PSK [65], we
focus on secw .ty 1 -operties provided by such method. According to it, LO-
CoAP-EAP pio7ies mutual authentication between the endpoints based on
a valid me sage auentication code (MAC). Such MAC is computed by the
CMAC al oritim yith AES-128, which is recommended by the NIST [66]. Fur-
thermore, L Co/.P-EAP also guarantees integrity protection by the Tag of the
protec.cd channel provided by the EAP-PSK method. Similarly, this bootstrap-
ping rotocol affords replay protection by the use of 128-bit random numbers
and a .2-bit » once, which is monotonically incremented by involved endpoints in
e ery exchanged message. In addition, LO-CoAP-EAP offers protection against
cictionar attacks due to it is not a password protocol. Finally, it should be
po ated ut that more details about these security properties may be found in
ha corresponding RFC of EAP-PSK [65].
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Regarding the EDHOC protocol, we consider security propertie’ det .iled in
its specification [7], in particular, mutual authentication, perfect forv.»rd se-
crecy, identity protection and integrity protection. According to this J>cument,
the EDHOC message exchange is authenticated by using symu ctr1 key (PSKs)
or asymmetric keys (RPKs or certificates), as already menti med’ In addition,
EDHOC provides perfect forward secrecy since this protocol mi ‘-es use of the
ephemeral version of the ECDH algorithm (ECDHE) [47,. Furthermore, ED-
HOC guarantees identity protection regardless of selectec authent cation mode.
Particularly, when authentication is based on asymmetric "»ve  endpoints sig-
natures includes in the messages 2 and 3 are hidder by e »loying an authen-
ticated encryption with associated data (AEAD) a.:or'chm’ At this point, it
should be pointed out that, following the EDHG & specifi<ition, we have em-
ployed the AES-CCM [67] with 128-bit symmetric ke s, 64-bit tag and 7-bit
nonce as AEAD algorithm, while ECDSA has". ~en sele ted as signature algo-
rithm instead of EADSA [68] to avoid potentia. ‘nterc . ability issues with other
[0T devices. Similarly, EDHOC also provides intex ity protection by using this
AEAD algorithm and including a hash of v = corresponding EDHOC messages
as authenticated data during the encryvption p.~cess, which ensures integrity
of such messages. Finally, note that th re .. < recent work [69] where authors
perform an exhaustive security analysis «“ EDHOC with the aim of ensuring
that such protocol preserves the sec . 7 preverties previously mentioned. To-
wards this end, they develop a formair modlel of EDHOC by considering both
authentication modes, that is, b. =i = ymmetric and asymmetric keys, and
carry out its verification with the toc: Pro Verif [70].

In this section, we have compared different configurations in order to estab-
lish and update security a'sociay,. 'ns by considering certain relevant aspects,
specifically, message size . »d run! me. To this end, we have employed real
resource-constrained de- ices t. 7 aluate their performance in typical IoT sce-
narios. Additionally, w : har - also tested another widely employed bootstrapping
protocol, PANA as vo. v Jal - nabler of EDHOC. Furthermore, we have made
use of the Cooja si' wlator . analyze the behaviour of EDHOC when network
presents different - esu. '~tions, such as several hops between the endpoints or dif-
ferent packet loss ratios. inally, we have introduced certain relevant security
properties rela ed 1) our solution that should be considered for its deployment
in real scenai. <. [he obtained results demonstrate that the proposed archi-
tecture is ¢ feasib. solution to be applied in IoT deployments, with the aim
to establi-a ar d refresh security associations between Smart Objects and the
Controller.

8. C wmclusic ns and future work

ey management represents a crucial aspect to build more secure IoT-
¢ 1abled : enarios. According to it, this work proposed an integrative approach
tc mana e the life-cycle of cryptographic material, which is employed to es-
tablisn security associations between a Smart Object and the Controller that
m .nages the access to a certain IoT security domain. In particular, we proposed
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the integration of the LO-CoAP-EAP bootstrapping protocol as 2 ens oler of
the EDHOC protocol, by considering different authentication mod~s. 'Lc ~ccom-
plish this, we extended LO-CoAP-EAP to derive cryptographic ma. rial that
is employed by EDHOC to establish and update a security ass ,cia inn between
two entities. The resulting approach is intended to leverage t’ e ad santages pro-
vided by recent standards and technologies, in terms of lightness «d flexibility.
Indeed, it should be noted that this approach represents ne int~eration of two
standardization efforts in the IETF. Furthermore, our olution was deployed
and evaluated on real hardware devices as part of the prc ~nee | Building Au-
tomation use case. Finally, we provide a performance and - ~urity evaluation of
the proposed architecture by employing different co fi- urati ns, and consider-
ing other protocols widely used in IoT scenarios, . *ch as *sNA. Results show
that our proposal is a feasible solution to be applied 1.. ToT scenarios, in order
to establish and refresh security associations be. een tw ) endpoints. As future
work, we will focus on the integration with « %erewn.. _ompression mechanisms
at different layer to further reduce the message ov. “head, as well as the use of
OSCORE, in order to leverage the advanta, ~s provided by an application-layer
security approach in the IoT. Moreover, this we - can be applied to other sce-
narios, such as Industrial IoT (IToT), werc .. ity measures implemented in
efficient solutions are of paramount impoi ‘.nce.
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We design an extension of LO-CoAP-EAP to derive cryptographic material, which
is employed at different layers to establish a security association between two
endpoints

We design and implement a process to establish the EDHOC credentials based
on the use of PSK, RPK and certificates authentication modes

We deploy our integration proposal based on LO-CoAP-EAP and EOHUC n real
hardware devices, and compare with state-of-the-art protocols, u. as PANA
The evaluation results demonstrate the resulting approach is & “ea .ible solution
to be applied in loT scenarios, in order to establish anu retrc-h security
associations between two endpoints




