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Abstract

Internet of Medical Things (IloMTs) is a building blov*< “~r n.>dern healthcare having enormously stringent
resource constraints thus lightweight health data security . nd privacy are crucial requirements. A critical issue
in implementing security for the streaming healt. *ruu,.> lion is to offer data privacy and validation of a
patient’s information over networking environment in a . ~source efficient manner. Therefore, we developed a
biometric-based security framework for resniirce-constrained wearable health monitoring systems by
extracting heartbeats from ECG signals. It (s ana. zed that time-domain based biometric features play a
significant role in optimizing security in lc. *T base . medical applications. Moreover, resource optimization
model based on utility function is propos d for v.~"cal information transmission in loMT. In this study, ECG
signals from 40 healthy subjects were ¢ nplr yed ~omprising lab environment and publicly available database
i-e-physionet. The experimental results .~ (datr that proposed framework requires less processing time and
energy consumption (0.0068ms -ad 0.1>" microJoule/Byte) then Alarm-net (0.0128ms and 0.351
microJoule/Byte) and BSN-care (©.0.."ms and 0.53 microJoule/Byte). Moreover, from the results, it is also
observed that biometric key generation mecnanism not only provide random and unique keys but it also offer
a trade-off between security .nd -esource optimization. Thus, it can be concluded that the proposed
framework has got both social . nd - conomic significance for real-time healthcare applications.
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1. Introduction

The Internet of Things (10T) is a transformative and evolving paradigm which has gr . a. 2ntion in several
application domains including smart homes, smart environment, personal, and rer te ' calthcare among
others [1-5]. In 10T, there are various intelligent nodes which can be interconnected ~nd cu. nerated with each
other for information visualization and acquisition, without the requirement for human . “‘volvement [6]. The
10T has been expressed as a technology development that would transform life, tr .de, and the economy of the
world at large [7]. One of the essential domains that will be intensely inf’ «enc’d by the 10T is health
monitoring applications [8]. The primary usage of the IoT in the medical area is .own as the Internet of
Medical Things (IloMT) [9][10]. The IoMT is a system of associated medi’ al nod’ s and applications whose
aim is to offer better and more healthcare services. The IoMT is receiving ttention dwing to the occurrence
of state-of-the-art products including magnetic resonance imaging (MP!'), ...~~, ultrasound devices, and
wearable devices which will facilitate the streamlining of health procec Jres 7 .. «ding tele-tracking of patients
and disease diagnosis among others. In 1oMT, wireless medium is . .d to .ransfer medical information
between entities, so there is a possibility that unauthorized person cai, “aves..op on the communication using
several attacks. Therefore, security is paramount for IoMT based healthc. ‘e systems [11-13]. It is stated by
Health Insurance Portability and Accountability Act (HIPAA) tha. ~ecurr communication must be brought
into the network so valuable information should not be acquireu “V iliegal users[14]. Moreover, IoMT is a
collection of several resource-constrained devices hence it i »*="" - = ynificant to deliver a balance between
secure communication and resource utilization.
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In general, the IoMT structure is constituted of three layers (perception, network, and ap’ . ~ation) [9]. The
main responsibility of the perception layer is to accumulate medical information with several u. ‘ices. The
network layer is comprised of wired/wireless system and middleware, which processes # «u . "dmmunicates the
input acquired by the perception layer provisioned by technical stages. Well-designed * ‘ansr ortation rules not
only increase transmission proficiency and decrease energy intake but also guaranter data . “nfidentiality and
security. The application layer incorporates the health data resources to offer medical 1a. *ities and fulfill the
final individual’s needs, due to the real circumstances of the target residents and * ie s rvice requirement. The
data privacy and security of patient associated data are two essential conceptic < of i0M . In the context of
patient’s information safety and privacy, it needs to be acquired, accumulatea .~d sent securely to the
authorized person [15]. More reasonable protection strategies could be ‘ evelop~d according to different
purposes and requirements. The widespread use of IoMT devices provide * a bette guarantee for people’s
health [16]; however, it also puts much pressure on information securi* a...' ~..vacy protection. How to
ensure the security of such data has always been the focus of academic esea”....

The development of remote healthcare framework based on IoMT =  mar y challenges, such as power
management, secure node-node communication, timely delivery of u.™™ ai.. device’s movement sustenance
among others. Moreover, by the real-time implementation of loMT with. ut bearing in mind patient’s data
confidentiality and security will allow unauthorized people fo €. *esdrrp medical information during its
transmission between wireless devices. As a result, the privacy o1 . 'hjects is comprised, and hackers may put
critical data on public websites for illegal usage. Once the ~~*~ i~ = _ilable on the social network, it can be
utilized in several wicked ways such as:

a) Some treatments may be costly, in case fraudsters r .* *~farmadon on physician services, can damage a
victim’s financial well-being.

b) Attackers, who are not ill and don’t require tre ™ent, “an obtain a reasonable income ordering some
expensive drugs by using medical cardholder so that the, ca. “et resale medicines.

c) If criminals manage to get in touch with @ “~viouc clinic, an insurance company may be billed for
services that have never been rendered, and the money, “~ill be distributed among clinic and fraudsters.

Since, there are many ways that attackers can compromise the source data and use it for not legal purposes.
Therefore, this study aims to develop a “uinu ~source-aware security model for lIoMT based remote
healthcare. In the proposed model, medical “ formati n will be encrypted before transmitting to its destination
node in order to guarantee privacy and srcuriy, M’ reover, bio-key generation mechanism developed in this
study will make it difficult for hackers to ' se the previous session information to decrypt current session
message. The proposed framework o0i.>*< a tr .deoff between security and resource consumption for the
medical data transmission in the hos' (tals. 1.~ research will not only reduce the economic cost in the medical
market across the globe with ecc (01, *~al healthcare facilities but also guarantee the security of real-time
health data transmission between oatients and doctors. Thus, this study has got both social and economic
significance.

The rest of the paper is org..~izr d as follows. In Section 2, a literature review is discussed. The Section 3
and Section 4 include meth ,ds anu ™aterials, experimental results and discussion, respectively. Finally, the
paper is concluded in Sect’on &

2. Literature Review

In the modern era, » MT i, widely utilized for tele-healthcare [17][18]. In, IoMT, the medical cloud can
distribute data to .everal nodes via wireless medium [19]. Though IoMTs, are the best method of healthcare,
but medical 10T levices « arry highly critical patient’s data, so it is mandatory to offer secure communication
in loMT [20][21]. .“'th s in [22], developed lightweight identity-based cryptography (IBE-Lite) method, it



claims to offer security and confidentiality with accessibility. However, their method rec’ | ~izes numerous
safety and privacy concerns as well as efficiency problems. Wood et al. [23] have develuped A.. “m-net for
smart home automation based on query protocol. This approach was not only suscepti’.«e o the adversarial
privacy attacks, which may reveal the locality of the inhabitant. On the other hand, it ‘Iso .onsumes a lot of
resources, hence requires more execution time for applying security. The BSN-car> me. ~d [24], provides
modern healthcare technique for health monitoring. Due to the utilization of external n. ‘s, it requires more
cycles to generate random keys. In the above discussed methods for loMT, exterr . k« v for securing medical
data are used. It is well-known fact that different humans have distinct biolog’ ‘al ¢ .tiviues and features, so
they may be applied for securing IoMT. Hence, it will not be easy for an assan.~t to attack the medical
information. Consequently, physiological based security is a more reliable wvay to »nsure communication in
healthcare systems since it offers fast action and resources efficient sa sty soli :ions than conventional
methods. In this research, we are focusing on developing ECG based <~~un., “_.mework for loMT which
could provide not only stability between resource-efficiency and sec urity ..* it also increases secret key
strength so an attacker should not compromise either key or medical intc - .atior
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In recent studies, sever . re earchers have revealed that ECG based secret keys are vital for securing
medical applications [24-51 . hou 4h, the chief concern of resource-constrained IoMT devices is that it ought
to be functioning unde~ ~averc - .straints. Time-domain features of ECG i-e inter-pulse intervals (IPIs) are
recently used to offer a trade-. ff between resource efficient and secure communication in healthcare systems.
One of the critical fac. ~rs to s’ art data transmission between IoMT devices is time synchronization. Owing to
the construction 7. .ne cuculation system of individuals, QRS-complex necessities recognition of a beat.
Firstly, device tl at colle.'s ECG sends the synchronization indicator, which specifies that biometric trait is
generated, it is es.~ntial t, assure that the IPIs collected by other devices. If synchronization pointer generated
by means of -~ device that does not include adequate data then the communication between nodes will not



be started [31-35]. Hence, the Hamming distance can be useful to quantity distinctiveness ¥ . “~een IPI based
secret keys; this factor would be useful to clarify that these keys can be used for security aspects ., *"MT.

In modern health monitoring systems, it is noteworthy for providing a trade-of. » tween protected
communication and energy-efficiency due to several restrictions of loMT systems. T « m.in motivation of
this study is related to provide stability in loMT by presenting effective bio-key base~ secu. *v mechanism for
secure data transmission. Consequently, this study developed patient-centered informatiu. <ecurity framework
using IPIs for loMT based healthcare applications which can acquire a more "its rom each heartbeat of
individuals. The main goal of our study is to present secure and low power lIoM " sy<.em 1or the medical data
transmission in the hospitals, due to the emerging big data notion, reliable and safe .. ~!thcare is very vital.

3. Applications of Wearable Healthcare Systems
There are various applications of the remote healthcare, but few of tt em »* _ (“iscussed below:

3.1. Adaptive-care Provisioning

Machine learning and artificial intelligence based healthcare applica fons are playing the key role to
revolutionize the healthcare domain with more focus on the au.~mati, and adaptive care provisioning.
Generally, numerous statistical and intelligent systems are develu, ~d to present linear/ non-linear models for
neural networks [36]. The medical data obtained from thes~ ~~*~=2 _s vital and its secure transmission for
remote healthcare in also mandatory.

3.2. Remote Health Monitoring

The mobile-based patient's health monitoring has t' ~ goou connection and features sharing capability with
the state of the art wireless technologies for the discre.~ o’ continuous event management [37]. There are
various platforms in the medical domain such as ~nerati>n theatres, military operations, fields, and farms,
where this application is suitable.

3.3. Stroke Restoration

Several patients can use the feature of video cu nferencing for sending the medical information to the
remote physicians; it will increase the viahility, ~ffe .tiveness, and level of recognition of telerehabilitation for
stroke individuals [38].

3.4. Wireless Capsule Endoscopy

This is a subset of the Tele-mJi.*aring and Tele-healthcare for the patient monitoring in the medical
market. For the healthcare system. it is imy. “rative to transfer all the information such as physiological signals,
video and image signals. Wire':ss apsule endoscopy is one of the paradigm shift in the medical market to
facilitate the physicians and | ~tie (ts by providing the state of the art facilities. The major point of this
application is the high and clear v ~ibility with a bright and big picture of the critical scene. High-quality
camera sensors are the sigr «fics it parts to be enhanced and amended for these technologies [39].

3.5. Emergency Health ...e

The fundamental | urpose « ® this section is to facilitate the patients and medical doctors by providing the
efficient treatment of .~e carr'.ovascular diseases especially, the heart attack of the emergency patients [40].
For this reason, .iere is a need for intelligent sensor-based devices to manage the overall process and
mechanism of tf 2 person | medical healthcare. For example, several physicians monitor the old age patients
remotely at their 1. ~nect?. e homes via the emerging technology.



3.6. Healthcare Management

Tele-presence is the key factor in the neuro-computing healthcare system management in .~= medical
market. Besides, there are several components for facilitating the physicians and pe «en 3 in the hospital
theatres and medical centers to give the medications and precautions to the emergency : atier s [41].

3.7. Smart Homes

An efficient and smart home automation system for controlling medica’ eq. inment’s or wearable/
implantable devices distantly using smartphone plays a vital role in modern hea’ ncar .. [4z(.This is the critical
role player application because most of the human bodies symptoms are covered wi.. 2 clear understanding of
the disease, then precautions are suggested with specified dosages to get r' frain f am it. These days human
body feature based sensor deployment methods are getting too much atte \tion du : to the coverage of the
overall body characteristics and health monitoring.

3.8. Clinical Decision Support Systems

The gap between superlative indication from organized trials and «.*1al v.urld proof in healthcare research
has encouraged the global organizations to contemplate the use of original . 1edical information to enhance the
understanding securely as well as efficiently [43]. Therefore, . '»mor oring will renovate wound care
research and increase the standards of healthcare while assisting ac ~tors 10 provide a better life to patients.

3.9. Telemedicine Systems

Telemedicine is one of the critical parameters for the “~=Ithcare monitoring in the various departments of
the medical market. There are significant benefits of the sy. ter. aavancement for the healthcare. To efficiently
and effectively manage the entire healthcare environr ~nt it . vital to maintain the Telemedicine and make it
more autonomous and intellectual. In this application, L 'u."~own Low Energy (BLE) is the key component to
handle and maintain the health issues. Since, ™' F ha the flexible and tight integration with the 5G
technologies and has changed the size of the medic.' sensor nodes entirely, due to these advantages it has
caught the attention of both medical world and the health uepartments [44].

3.10. Monitoring of Old-age Patients

This application focuses on the carepiving “aci’ des of the old age and elderly patients in the near and
remote location. This is the most emerr.ng " 2althcare domain in every corner of the world, and most of the
developing countries are focusing at th. “ev poir s to entertain the critical aspects of the medical health corner
[45].

4. Security and Privacy Requirementsic - IoMT based Healthcare

In IoMT, destroying the se ‘it of the medical system or network could cause disastrous consequences
[46]. Meanwhile, the patier ’s pri.~te information exists at all stages of data collection, data transmission,
cloud storage, and data rr publ cation. In developing secure healthcare system, the following requirements
should be considered.

4.1. Data Confidentie ity

In 1oMTs, it is er ~iled t, defend the original medical data from any disclosure. In modern health
monitoring syster., «he wearable devices accumulate and forwards specific medical data to the sever. An
attacker can eav sdrop n »dical information and can overhear during data transmission. This eavesdropping
process can resul. *n sev re challenges to the patients since the hacker can utilize the collected medical data



for numerous illegal purposes.

4.2. Data Integrity

Alongside confidentiality, the integrity of medical data is also a significant factor or i', transmission in
WBSNs. Attackers could modify the data by introducing some fake fragments within .~ original data to
change the original meaning. Then, duplicate data will be delivered to the destination . ~de. Thus, ensuring
data integrity is the very prominent solution for protecting original data from exter ial . ftacks.

4.3. Data Availability

This property verifies that accurate data must be available to the legitime e users so that reliable access of
the network resources is given to appropriate nodes promptly. In the conte. t of loN T, it is very crucial that
network resources and medical data be available to the authenticated node<’use. .

4.4. Data Freshness

An attacker can passively perceive the medical data during its tran. Missic.. from patients to the concerned
doctor, and can subsequently replay it by applying old keys to perplex the \ fordinator. Data freshness assures
that the data is fresh and nobody can replay old data.

4.5. Scalability
As the network increase and the number of managers and cu.*"mers turn out to be more, so it is significant
to reduce latency, so the computational and storing overhr =< need w be controlled.

4.6 Secure key distribution

It is crucial to allow encryption and decryption opc-au ™1 for accomplishing the estimated security and
confidentiality. The controller must have the cap~“ilitv t. accomplish stable implication and detachment of
devices.

5. Method and Material

This section comprises details of physioloy. allv based key generation mechanism and details about the
proposed joint resource aware and secur’.y m ,del tur wearable healthcare systems.

5.1. Wearable System for ECG Meas .remei.

In this study, a wearable syste i, far ECG measurement is designed as shown in Fig.3. The flexible
electrodes and wearable platform are in. jrated to simplify the ECG signal acquisition task and as well
ensuring guarantee the quality  r E °G the recorded signals with low power consumption of the system, and
higher reliability and precisior.

The medical devices crilect .’n-signals from individuals, these signals are associated with some
undesirable noise. It could affer . the feature extraction procedure from the collected signals to generate EI for
securing WBSNSs. For tha. ~ son danwanted noise from bio-signals needs to be removed so that neat signals
can be acquired and ar-'ad i - .e-health monitoring applications. There are numerous kinds of noises that
can be mixed with tt 2 obtai ~d physiological signals from the subjects because hardware system may not
entirely filter all noise > In thi context, it is essential to utilize appropriate filters for eradicating undesirable
information from ° ‘tian, .aptured signals from wearable devices. As hardware filters are contingent on
capacitors whic! are d'iberated as the major restraint for completely removing unwanted noise, their
association cannc * be exp ained well both in the manufacturing and in demonstrative deployment. Meanwhile,
software filtering depc..us typically on cut-off frequencies which may be controlled explicitly by operation of



state-of-the-art filtering approaches. The signal levels are immensely low such as 1mV . * physiological
signals including ECG recordings. Given that, it is vital to put on filtering for eradicatu., extensive
undesirable noises [50-54]. The noise in ECG waveform is mostly owing to not steady u.. ~ct current offset
between the human body and electrode interface, power line noise, construction of the * iedir 4l device, muscle
noise, and electrical instrumental noise in the environment [52].
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5.2. Proposed Security Framework for Health~ ... .

This research aims to provide resource efficien. security framework, so physiological based keys are
generated for securing loMT. Once the ECG .. nals ure filtered, next step is to calculate time domain features
for creating random secret keys for healt’ care sysic.ns as shown in Fig.4.

We have used IPIs obtained from " ©G .0 prsduce bio-keys for implementing security in loMT because
this process can preserve memory us (ge as ‘', as require less computation since they can be acquired from
several cardiac signals. If the 128-F.. hio-key (Kb) based on IPIs are satisfactorily arbitrary, then they may be
applied as security keys for securiiig com. *'nication between medical devices in loMT systems.

In this research, the initial s*.ye 2f physiological based key generation mechanism is the detection of R
peaks from heartbeats. Morec “r, * rior to obtaining more bits from IPIs, bounded increasing sequences are
generated from IPIs which c>uld «. *ract multiple bits. There are numerous approaches to encode decimal IPIs
into binary values; we v ed 'iock encoding for generating binary bits. It has advantages of reducing
measurement errors, also e easir g the tolerance of the produced binary sequences. Furthermore, binary
features (BF) are extr~=*2d fi. > encoded bits from the ith heartbeat, which are further concatenated to
generate bio-keys as ¢ 2monst. ‘ted in eq.(1).

Kb(i) = BF, || BF, || BF;.. ......... Fr (1)

n

whereas Kb(i) s secret key produced from the ith heartbeat and|| characterizes concatenation procedure.

For generating y-. it Kb, ' b; constructed from k succeeding heartbeats are concatenated as shown in eq.(2).



Kb(y) = BS, || BS, || BS5er.vvrec BS, (2
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F.9.5. Proposed Security Framework for healthcare applications

It is necessar / to ched < that bio-keys generated from ECG signals must possess properties of randomness
and uniqueness. ~irstly the 128-bit Kb should be sufficiently random to apply for security aspects of
healthcare ar ~'i~ations. Secondly, it also needs to be validated that different persons will produce distinctive




Kb. In the section, we have presented a complete mode for providing secure communic’..~n between the
source and destination nodes as shown in Fig.5. Once the source node collects the medica: infor.. tion using
wearable devices, ciphertext will be generated by means of applying logical operations ve. veen 128-bit Kb
and plain text. In case any user wants to get medical data, the main step will be to chec’ eith.r secret key (Kb)
matches or not. If the Kb matches then data can be transmitted between the source and v ~tination devices.
Generally, communication between medical devices in loMT via wireless medium has tv. ~ security phases. At
the initial phase, secret keys are exchanged between nodes for that purpose T uste 3 Third Party (TTP) is
widely used. At the second stage, utilization of generated secret keys for =cur ng 10MT is done. The
proposed framework has high significance at the second phase for implementing _~curity in remote health
monitoring, and the block diagram for patient’s data confidentiality and < .curity " utilizing the proposed
framework is demonstrated in Fig.5. Initially, every medical device will prc ‘uce bio keys, further, these keys
will be used to generate ciphertext and then accumulated at the medical ~atau..>~ _¢rver using TTP protocol.
When a receiver request for patients information from the remote ser er, ' . ~ecret key will be checked so
that to main data privacy and security. If the Kb is matched, then ciph. = wvill b . sent to the receiver. At last,
the receiver will decrypt the ciphertext to acquire the original informa..~n. "\ ..e chief benefits of the proposed
framework are that it provides end-end health information security and ai. 7 require less energy for securing
IoMT.

5.3 Resource Optimization Model

The crucial issue of constructing joint energy and sec’ *** mode: for medical data transmission over the
internet of medical things (IoMT) networks is resource op. mi .ation. In this central model, the relationship is
established between the length of the security key anc "“e enc "qy depletion. The energy-security coordination

is a utility function fut that defines a relationship betwe *n «.>2rgy consumption EC and security (Sect) as an
aggregate objective function as depicted in eq.(3)
f, =aEC+(1- a)Sect ®)
Whereas, « is the priority factor to priori’.ze u.. security or energy according to the need of the user and
system.
It is observed and examined that as th = leng. o’ the security key and energy drain increases than battery

charge consumption will be increased .nd '.ence the shorter lifetime of the loMT system, that is why the
relationship as shown in eq.(4)

“harge =axmxk® +¢ )
Whereas, a and b are the coefricients, 'nd m, k, ¢ are the message size, key size and difference error
between energy and security, re .pec vely.

Suppose, that difference err,r ¢ is n..1imal and can be neglected, then eq.(2) will be re-written as
Charge
S =K ®)
mx Kk
Whereby, K ineq.(E isthe c nstant

At given values Jr diffrrent security keys, further energy drain and the security level are calculated then
coefficients are ¢ Ymputea for overall performance optimization in loMT system.



Charge
a=————
mx k®

o Charge
b = mkln [G(W)} (7)

Whereas, o shows the standard deviation between battery charge, security key ana =~eray dissipation.

(6)

EC =e™ xa" )
Whereas, € is exponential, K is the length of the key, M is the message length \ ith energy drain EC as
represented in Eq. (6). Similarly, security analysis in association with eneray v ~<in~ on is shown in eq.(9).

1/b
Sect = {Iog2 [%) J 9)

k=2

Eq.(9) depicts the logarithmic relationship between energy drain arnc the < :curity for the loMT system at the
given value of the security key.

6. Experimental Results and Discussion

This section describes the performance results of th. ' roposed joint resource-efficient and security
approach for securing health information in loMT. TFk. “aren, st step is to estimate the quality of created bio-
keys by using two crucial parameters including randomt. ss . ~d uniqueness. It is an essential requirement that
physiologically based keys must not merely be su” " 2*~ntlv vandom but also retain anticipated individuality to
ensure that the distinct human will yield totally diffei.~t keys. Therefore, it is not easy for attackers to attain
any valuable information regarding keying material or patient’s data by capturing the ECG of any subject. In
this study, ECG signals from 40 healthy “unjec ~ were employed for performing experimental analysis
including lab environment and publicly av ‘lable de abase physionet. Furthermore, IPIs are calculated from
ECG to generate 128-bit bio-keys. The prow .l ior this research was approved by the Clinical Ethics
Committee of the Xili People Hospita’ of ¢ nenzhen, China. Written informed consent was obtained from
subjects before the experiment.

6.1 Performance Evaluation of Bic ke,

The randomness of the gens.ate. keys is one of the primary constraints for remote healthcare security.
Entropy (E) is usually utilizeu “ar .neasuring the randomness by demonstrating the degree of uncertainty of
the produced bio-keys as el7 sorateu -~ equation (10).

E(X) = g P(Xj) N\C i)
i=1 (10)

Fig.6 presents that * ie entr-ny of the generated keys is approximately 1, with the mean value of 0.9704. As
a result, the yielded k. vs from lifferent subjects elaborates the features of randomness.

To analyze the '"iqu. =~ of the produced keys, Hamming distance (HD) is widely used. HD between
two bio-keys of "dentice” sizes were applied to measure the uniqueness between them. Larger value of HD
specifies that the qeneratr 1 128-bit keys are efficient for securing real-time IoMT systems. The average HD
of z-bit of biometi.. '“_ys is estimated to be nearly z/2. Fig.7 demonstrates that the average HD value of



yielded keys is 47.25%, which is approximately equal to 50%, so different subject’s ECG . distinctive and
have potential to be applied for loMT based healthcare applications.
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6.2 Resource Opti ...ation Analysis

In Fig.8 we pre ent thr trade-off between a number of keys and resource (i.e., energy consumption, charge
dissipation a~~ rost). 1t is examined that cost is minimized significantly while energy and charge drains are



exponentially decreasing with the increasing number of keys.

Fig.9, reveals the trade-off between message length and the resource optimization. t is o.erved that
energy, charge drain, and cost linearly increases with the message length. Cost is optir.izc ! at a remarkable
level, while energy and charge are drained at more level. Fig.10 shows the relationsh’ « bet veen a number of
rounds and the resource optimization, it is interpreted that energy consumption is I~ss w..'a charge drain is
high with the increase of the number of rounds. Moreover, it is observed that res. ‘rces are optimized
efficiently.
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6.3 Resource Consumption Comparison

Fig.11 (a) illustrates that the total p. = ssins time consumption for the proposed framework, Alarm-net,
BSN-care, are 0.0068ms, 0.0128 ms and 0.u." 385 ms, respectively. It can be illustrated from the experimental
analysis, that the detailed analysis *f u.> nroposed approach requires more processing time in comparison with
existing techniques, therefore existing tec.iniques are not cost-effective solution for securing 1o0MT based
healthcare. In Alarm-Net, morf pro assing cycles are needed to produce secret keys, so time is expended for
the medical data encryption ti..~ t'.e compared approaches. BSN-care uses simple practices, so it needs less
encryption time for data e'.cryptio.. than alarm-net, but due to the utilization of external keys, BSN-care
requires more cycles to gr.iera’ 2 rardom keys than the proposed approach. Therefore, in this study biometric
keys are generated for provi.” g a salance between processing time and security for loMT systems.

It can be observe. irom r+.g.11 (b) that the proposed framework consumes less energy than the
conventional, traditio al secur 'y methods for healthcare. Since biometric key generation procedure is applied
in the proposed frame. ark. ".ence less energy is utilized. Therefore, the proposed IoMT based healthcare
framework provi .es a rasource-efficient and secure model for medical information transmission between
patient and remo < availal le doctors.
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7. Conclusion and Future Research

This research aims to de. ~lop joint resource aware and security framework for IoMT based remote
healthcare systems. To offe’ stabn.™ in loMT, we applied bio-keys generation mechanism for medical data
encryption which is benef’ ial “or reducing resource requirement of system. The experimental results reveal
that generated biometric ke, ronr different subjects are sufficiently random and unique thus can be used for
securing IoMT. Morer ../, pro. sed 1oMT based healthcare framework requires less processing time and
energy consumption 1an the . ompared approaches. The proposed framework also offers a trade-off between
security and resource ~onsur iption in real-time hospital scenarios. This research not only decrease the
economical healtr .aie solution but also guarantee the secure transmission of medical data between patients
and physicians

It is our future, ~e hor e to further conduct more experiments that would involve more number of medical
devices with ~~nahility to acquire different signals including EMG, EEG, PPG and body temperature in loMT



systems. Moreover, we also hope to develop an adaptive bio-key generation mechanism so *.. * it can provide
different keys based on multiple heart rate bands for real-time healthcare.
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