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Avoidance System in 5G Fog based Internet . t Vehicles

Lewis Nkenyereye?, Chi Harold Liu®, JaeSet 1g Song® *

%Sejong University, Seoul, Republic <, Koren
b Beijing Institute of Technology, Bei; ng, ( .ina

Abstract

Current avoidance systems mainly focus . vuc saieuy of the car occupants. The
surrounding entities including the pedestrians, “he cyclists are assumed to use
a different avoidance system for their . afe y. Vehicle speed is reported as one
of the major factors that causes .. h sev ve road accidents that affect other
entities on the road. In response, sev-ral solutions have been implemented to
control the causalities of over spec ing ranging from speed camera, speed detec-
tors to car avoidance systems. However, those solutions have not significantly
improved the rate of tr .ffic acc1 ‘ents and their impact. Additionally, the cur-
rent solutions do not 2nsuic “iv :ly notification of all the road users (surround-
ing vehicle drivers ped striens or others) that can alleviate crash causalities
in case of fatal *_ affic . ~~i- ents. The fifth generation (5G) cellular network is
predicted to ¢ serc me the current limitations of Internet-of-Vehicles (IoV) by
offering fast . -v latency and reliable connections to enable IoV based applica-
tions. Fec_ cor puting has also been proposed to complement IoV by bringing
compu’ ational « *ities in nearby proximity of the vehicles. 5G based fog ve-
hicul * n - wor’ s is a new paradigm that empower real-time and low latency
ser . _es for T telligent Transportation System (ITS). In this paper we proposed
« secure a d privacy-preserving collision avoidance system in 5G fog based IoV.

The ©  devices are used to collect speed violation report (TVR) sent by the
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vehicles’ speed sensors. The fog nodes aggregate multiple TV s, v ... *he sig-
natures on the TVRs and broadcast anonymous notifications . ~ther entities
in the vicinity. The protocol makes use of certificateless ggrega - signcryption
coupled with pseudonymous technique as the building blc ks to - asure authen-
tication, integrity, confidentiality and privacy presorvat’  respectively. The
batch verification technique is used by the fog devices to llow simultaneous
TVRs signature verification for a timely response. 1. authorization of report-
ing speed sensors is both guaranteed by the 1. ~tion-} ased information along
with the digital signature to discard all the bo, *s TVRs. The analysis of the
protocol confirms its lightweightness ana *ciency.

Keywords: 5G cellular networks; for ~=mnuting; intelligent transportation

system; security; collision avoidance sys = ..

1. Introduction

The recent report of W~='1 Health Organization released in May 2017 records
about 1.24 million peo’ « who a > each year as a result of road traffic crashes.
Road traffic injuries are cive ' o be the leading cause of death among young
people, aged betw ~n 1, to “9 years and could be the seventh major cause of
death by 2030 [7,2]. Twu. - .me report ranges vehicle speed as of one of the main
factors which ause ~ad accidents along with the drink driving, non usage of belt
and distrac .o, . Approximately 90 % of the road accidents occur in low-and
middle-inc me countries due to inadequate road safety infrastructure as well as
poor t affic mana,_ement system. In most high-income countries, around 20 % of
all the *r dic  cidents are caused by exceeding the speed limit [3][4]. However,
ir wnese hig.. income countries, most of the roads are equipped by cameras
¢ d speec detectors in order to monitor and latter on identify the drivers who
violaveu the permitted speed limit. Though those cameras have significantly
impr ved the traffic congestion issues, those infrastructures have not achieved
w-outficant result for preventing or alleviating the causalities caused by the traffic

accidents [5][6]. Furthermore, traffic accidents caused by over-speeding vehicles
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have more causalities whereby other entities in the vicinity s h as o’ ~strians,
motorcyclists, or other vehicles might be involved in the accia. **. Therefore,
systems for warning over-speeding vehicles would be criti al to tl. improvement
of road safety by alleviating the causalities of traffic acc. "»nts ¢ ased by over-
speeding vehicles.

Currently, fixed speed detectors are found on the .0ads n developed coun-
tries, their main role is to capture any vehicle that exce s the speed limit on the
particular point and probably fine the over-spee ng vel .cle/driver. Conversely,
those fixed infrastructures seem not to have an, ~ffect on the over-speeding is-
sue since the drivers can use the navigai. n systems or warning signs to know
where those cameras are located and » - e then speed for the sake of not being
fined [7]. Nevertheless, using the vehic.'» communications, the entities in the
vicinity of an over-speeding vehic. « n bo alerted or warned to avoid major
causalities in case of traffic ac *dents.

Lately, intelligent transportatic. systems (ITS) has received the attention
of both the industry and = 'emia through various projects [8]. The main goal
is to offer a variety of - h»ad serv1 es through the cloud based vehicle to vehicle
(V2V) and vehicle t . infras.. - ture (V2I) communications. Actually, V2V is
set to be more us: 1l f r loc Jized emergency services while V2I is considered

A

. However, the cloud based vehicular networks’ so-

for non critical ervices
lutions preser . nuw. ~ous issues related to transmission of significant real-time
traffic date .ro. the roads infrastructures to the cloud servers which cause time
delays an. ve y costly in terms of bandwidth [10]. Additionally, the IEEE
802.11 , Lorg-Te..n Evolution (LTE) standards, that were initially proposed for
vehic.’ v com- wnications, revealed scalability and mobility support issues for
v .ucular coramunications [11]. Thus, the 5G cellular networks is predicted to
e npower I'S based services through its features including massive bandwidth,
masswe connectivity and reduced latency [12] [13].

F scently, a new computing paradigm referred as fog computing was pre-
seuted. This computing architecture stretches the conventional cloud comput-

ing and respective services to the network level. This paradigm offers several
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features including low latency, extensive geo-distribution, p sitio . « —reness,
enhanced mobility coupled with real time service processes |1a, Contrary to
the convectional central cloud-based systems, the fog b wsed mu lel allows the
sensors to transmit the data to nearest fog devices. Thos fog d- vices can per-
form computation on the collected data and help for tecisi- -naking [15]. While
the integration of fog computing and 5G cellular networks cc ne to fruition, pri-
vacy and security issues should be carefully addres. 1. This appeals for an
innovative design of secure and privacy preser., g prc ocol for potential crit-
ical services in 5G fog based vehicular networ.  In this paper, we present a
secure and privacy preserving protocol 1. collision avoidance system with the
feature of fog devices that will enabl +he data .ecorded by the vehicles speed
sensors to be aggregated and sent to . neighboring entities in the vicinity
of the violating vehicle. This wou 1 . ~duc : the causalities of traffic accidents
caused by over-seeding vehiclr  To the best of our knowledge, this is the first
study that address specific securn, and privacy preserving issues for collision
avoidance through an over | ~ading reporting system in 5G fog based vehicular
networks. For a such ‘ aplicatio to gain people’s consideration and motivate
the stakeholders for “mpleme. * .tion, security requirements should be satisfied.
Beyond the routir - sec .rity objectives such as confidentiality and authentica-
tion; it is crucia’ co prote * che real identities of some entities in the system that
send/receive “ae re, ~rting messages including the vehicles, the pedestrians or
the motorc cu. s. For instance, the transmitted messages reporting the over-
speed veh. "= < aould not be accessed by unauthenticated entities on the roads.
The sy ,tem shou.d satisfy mutual authentication between the speed sensors, the
fog ac ‘= 3, th roadside clouds as well as the trusted entities. Also, the system
s! ouid be teusible by demonstrating an acceptable lightweightness in terms of
¢ ‘mmunic 1tion and computation overhead.

Taking into account the heterogeneous architecture of 5G cellular networks,
the } -omising merits of fog computing, the security objectives to be achieved,
we are encouraged to design a secure and privacy preserving protocol that en-

able collision avoidance by reporting the over-speeding vehicle to address the
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aforementioned challenges. The motivation behind this pape are .. "ows:

e Current vehicles are already equipped with several .cusors bu. the infor-

mation collected by the sensors are not fully utilize. in real t me. Depend-
ing on the type of the sensor, the collected infor- .. ¢ion 1cpresents different
levels of sensitivity. For example, over speedi. @ » .d su lden braking data
could be used differently. In this research, v. con...cr the speed record-
ing sensor that contains information w’ich could be collected, analyzed,
and transmitted to other entities (ve.. -les, . _.estrian, motorcyclist) in

ro

the same vicinity as the speeding v~hi~'~ irther precautions.

The privacy and security prope “*~< of the speeding vehicle, the roadside
clouds, the fog devices, even other -e iicles in the same range and direction

should be met.

Consequently, the contribut.. » o1 w..s paper are threefold:

e We first present an » ... ~tion model for secure and privacy preserving col-

lision avoidance ¢ <tem in G fog based Internet of Vehicles which allows
the vehicles’ s* eed sens. 3 to send the recorded traffic violation reports
(TVR) to fi. 1 f g no .es. The fog nodes aggregate the received reports
and anon” mously 1. .ify the entities in the vicinity. TVRs are then sent
to othei fog 1. 'es and to road side clouds. We define the attack model
of ou ap, 'ication model and the requirements to be met by the proposed

proto. ~1 i terms of security and performance.

We  esigr a secure and privacy preserving collision avoidance protocol in
5G . ~ ased Internet of Vehicles based on the techniques of certificateless

agg. sgate signcryption, pseudonymous and batch verification techniques.

we provide the analysis of the proposed protocol in terms of security and
performance. We further evaluate the performance of our protocol through

computational delay, transmission overhead and simulation.
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The remainder of the paper is organized as follows. W first p. ~ont the
related work, the system model and cryptographic primitives 1. - constructing
the proposed scheme in section 2, 3 and 4 respectively. We pre. 'nt the design
of the proposed protocol in section 5. We discuss securiv - and r :rformance of

the proposed protocol in section 6 and draw the co .clusi-  in section 7.

2. Related Work

In this section, we first overview the conv ntion.' V* NETSs to the 5G enabled
Internet of Vehicles. Then we outline the fog netw ~king architecture and then
provide available literature for secure collis. *n avoidance systems in vehicular

networks.

2.1. VANETs, 5G-Enabled Intern.- . * veh -les

Vehicular ad hoc netwoks ‘VVANE 7s) extends the conventional Mobile ad
hoc networks (MANETS) [16]. In "ANETS, the key entities represent the ve-
hicles, the fixed infrastrus’  ~< on the roads named road side units (RSU) and
a third party named T usted A thority (TA) responsible for the registration,
certification and reve _ation o. ' e entities participating in the VANETS architec-
ture. Conventiona™ VAT ETs offers two major communication techniques using
the dedicated s} ort rang. ommunication (DSRC) which are; vehicle to vehicle
(V2V) and v aicle ~ infrastructure (V2I) communications [17] [18]. Several
applicatior  w. e projected to be implemented through the VANETS frame-
work, how. -r che computational overhead of the applications in VANETS ne-
cessite es sfficieat computation capabilities that appealed for the mixture of
VANL ™ with :loud computing [19] [20]. The feasibility of VANETS integrated
tr cloud computing also called Internet of Vehicles was adopted by several re-
s archers 21]. Nevertheless, some drawbacks were drawn among the available
cechnotogies for vehicular networks. For instance, the IEEE 802.11p has been
provi 1 by the researchers to suffer from mobility support [22].

Furthermore, the Long Term Evolution (LTE) in the 4G cellular networks

does not provide required latency required for the vehicular networks [23] [24]
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[25]. Hence, the key features of 5G cellular network in terms . late .., massive
connectivity, spectral efficiency and data rate establish a prou. “ng paradigm

for the (ITS) [26].

2.2. Fog Computing

Lately, several researchers have documented thes ¢ of a ¢ of fog computing
and presented the IoT applications which could benc* from the fog networking
including smart city, smart health care and . ~art gri- [27] [28]. The merits
of fog computing which aims at relieving the « mputation and communication
burden on the cloud computing, provid. « au mtermediate layer between the
cloud and mobile/fix devices to offer smooth a.. ! law latency delivery services,
were adopted [29] [30]. Yiet al., introdu ed possible latency sensitive application
areas including real time video se. . ~s, c. atent delivery and caching, and big
data analysis [31]. The authors pointe 1 out two main issues related to resource
management and computation ot ~ding. Dantu et al., gave a comparison of fog
computing and the conventirnal cloud computing based on energy consumption
and latency [32].

In [33] Tao et al presc *e. the integration of fog networking and cloud
computing to avai’ 5G- nab] d Vehicle to- Grid (V2G) networks which would
facilitate severa! V2G .. +v ork. The authors also showed that fog networking
can achieve 21 /) a. 1 90% for time response reduction for users and data traffic
respectively  or vehicular communications, fog computing has been adopted
by severa. “ese rchers as a promising technology to implement real time services
[34] [37, [36]. L '37], Lingling et al. presented a secure and privacy preserving
navig *io . schr me by using special crowd sourcing in Fog assisted VANETSs. In
th'. _cheme, .he fog devices use traffic information collected from the vehicles to
¢ »mpute « ptimal route. Thus the vehicles can get optimal routes continuously
ron: ...c fog devices. For edge computing in internet of things including inter-
net « ¢ vehicles, several research have been proposed recently. Min Chen and
*7" _ae Hao examined the task offloading issue in ultra-dense network in order

w minimize the delay while gaining the battery life [38]. In [39], the authors
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suggested a joint mobility-aware caching and Small Base Stat on (' 0w, density
placement scheme based on the user mobility. For the oV, a u. ~ architecture
named Cognitive Internet of Vehicles (CIoV) that focus on intre vehicle, inter-
vehicle and beyond-vehicle network was proposed [40]. 2 ang e* al., proposed
software defined network (SDN) based concept th ¢ enl  -e traffic safety by
detecting the driver’s fatigue detection [41]. In [42], Chen ¢t al., proposed an
Edge-Cognitive-Computing architecture for smart-he. *hcare system that help
to analyze and monitor the health of patients cc_~itive omputing. Though the
above articles tackle several issues related to edg. ~omputing,there is no compre-
hensive, secure and privacy preserving sc. “me in the literature that addressed
the security and privacy threats for -~'i<ion avoidance through over-speeding

scenario in 5G fog based vehicular netw »r’.s.

2.3. Collision Avoidance System

Collision avoidance systems (iv. nedestrian or other entities on the road) can
be divided into three grour<: Infrastructure based systems that focus on avail-
ing innovative transpo’ . infrast. ictures that allow the separation of cyclists,
pedestrians or vehic) 5. Pa. ‘vr collision avoidance system aiming at reducing
the damages after . col’ sion such as road bumpers. Active collision avoidance
system that use detecu.. » ystems and sensors to alert drivers of potential ac-
cidents [43] [4 ] =7 The active collision systems can also be divided in three
groups: wiv ... s, radar and vision based technologies. The radar and vision
based sys ~ms .re affected by numerous limitations such as recognition latency,
weathe | line ot " sht and so on. Thus, wireless based technologies can overcome
the L. ~its ions of radar and vision based technologies. Recently, several manu-
fa Jucers st. ced to equip the vehicles with a set of sensors including the vehicle
s reed sen: or (VSS), carbon monoxide sensor (CMS), alcohol sensor (ALS), Gas
leakag. sensors (GLS), vehicle noise sensors (VNS), ect,.. [46]. The data col-
lecte ' through the sensors are still strictly used within the vehicles and do not
' _efit neither the surrounding entities (vehicles, pedestrian, motorcyclist,..)

nor the transportation authorities which would use it for several purposes [47].




200

210

215

220

Jang et al., presented a fixed sensor based intersection collisic 1 wa .. ~ system
[48]. Their protocol makes use of vehicle’s location, speed anu -ime collected
from several sensors located at the intersection to warn f r an ev atual collision
in the intersection. However, their article focused on col. horati e intersection
collision warning system rather than over-speed 1’ porti- | Additionally, the
authors did not address the security and privacy couccrns o the proposed pro-
tocol. For traffic violation monitoring, Mallissety et . ' [49], proposed a traffic
violation monitoring system in VANETs. Howc. . the’ protocol was not built
under the heterogeneous 5G fog based architect.. » and the security and privacy
features were not deeply investigated.

Considering the above discussion * is obvisas that the proposed solutions
in the literature do not address the rep. = .ng of speed violators tha can relieve
the damages in case of accidents, . u. =1so che proposed solutions do not take
advantage of 5G fog based fr —eworr which provide low latency services for
ITS. As a result, it is arguable tha. “here is not direct research in the literature
that designed a secure ar' | “ivacy preserving collision avoidance system in an

heterogeneous 5G fog } 1sed Inte net of Vehicles.

3. System Mod' ‘s a'.d D :sign Goals

This sectio. "~cludes the system model, the communication model, the ad-

versary model. the secw.rity requirements and finally the design goals.

8.1. Systen. " odel

T? s sv tem mode is made by a master overviewer TA, the road side cloud
(RSCs), ~are sator fog device (AFD) and the speed sensors (SS) that are incor-
1 orated .~ the vehicles as shown in Fig. 1. We describe the role of each entity

i, *he fol"owing:

e Transportation Authority (TA): TA is a fully trusted public agency that
registers all entities in the system (SS, AFD and RSC) and provides cryp-

tographic materials during the system initialization.
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e Speed Sensing Nodes (SS): SS also denoted as SS =SS oo ..5S,}

(where n symbolize the number of sensors that send the . ~ffic violation
report on a given time) are in-built speed sensor in the -hicle. These
sensors use available GPS data to know the vehicle speed 1mit within a
location. These sensors could also be portable devi~  such smart phones
or tablets. The sensing nodes are accountable .or sen’ ing the traffic vio-

lation reports to the aggregator fog devices (A1 Ms).

Aggregator Fog Devices(AFD): Like a . ~htwe. "' server, AFDs are devices
fixed all along the roads with computine <t- 3ge and communication ca-
pabilities. For example, they can be .. -od on the road light poles. The
AFDs are connected wirelessly 1. sper . asing nodes. The main tasks for
the AFDs are; to collect the "VRs, 2gregate them and perform signature
verification on aggregated TV.>s. The over-speed warning messages are
broadcast to all authorizc ' sui.. ading entities, then forwarded to other

AFDs and eventually to the RSUs.

RoadSide Cloud RSC): L 3Cs are databases fixed along the roads and
communicate v .th the *F Js. The RSCs store the traffic violation report
(TVR) sent I v the AFT ;. Then the TVR can be sent to the TA for further
legal pursr .t. The ™€ C can also if needed broadcast the valid (aggregated
and ver’ ied, TVRs. RSCs are assumed to be connected to an electricity

power go srator with sufficient computational capability.

Vehicie.  We assume that all the vehicles are equipped with speed sensors
.nd - onnected to GPS in order to know the speed limit in a given area.
T OPR J collects the data through the SS and sends them to AFD using
D2 or mmWave communications. All vehicles are supposed to register
wit’ the TA where periodical inspection usually takes place. Beyond
the conventional identifier of the vehicle including the Electronic License
Plate (ELP) or Electronic Chassis Number (ECN), each vehicle in the

system is assumed to have a 5G unique identifier (5GID), similar to the

11
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mobile phone subscriber identification module (SIM) r mmbe . . *hin the

conventional 3G and 4G cellular networks.

3.2. Communication Model

Motivated by the 5G cellular networks architec’ ure, the proposed 5G fog

based Internet of Vehicles is made by the following o> .pone its:

e Heterogeneous Networks: This network aims a. ~chieving high data rate
and network capacity for the 5G fog bas 1 netw ,rk. Therefore, two al-
ternatives may help to get the mentionea ~vacities through smaller cells
which increase the spectral efficien - 150]; and using the mmWave spec-
trum would offer high data ra“~- since 1. operates within the range of
30-300 GHz and 1-10 mm for the < ectrum and wavelength respectively
[51].

e D2D Communications: » "', ¢. " unication would enable the speed sen-
sors to communicate with each 1.g device within the licensed cellular band-
width without cons”ueriu, the Base stations. In the 5G fog based vehicular
networks, the com. -micati ;n between the vehicles, speed sensors and fog

devices can be done through D2D communication or mmWave technology.

In the protoc I’s s, *en model, the first phase concerns the communication
between the S (s, ~ed sensor) nodes and the AFDs (aggregator fog device). The
communicat’ ~ between those two entities is made possible through the D2D
or mmW:? re te anologies. However, we also assume that the existing and inex-
pensive WiFi v hnologies would be used in remote areas where the 5G cellular
netw rks re ns ¢ available. On the other hand, the second phase in our system
mr "l cone - s the communication between the AFDs and the RSCs. Since the
 istance I tween those entities could be significant, the communication channel

1

cou. '~ a wired or wireless link that offer low delay along with high bandwidth.

In o. r system model, we adopt the following assumptions:

e We assume that the TA has sufficient storage capabilities, strongly pro-

tected and hard to be compromised by an adversary. TA is responsible

12
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for generating all key pairs both for the SSs, the AFDs and w7 during
the system setup phase. TA can also maintain the list « ~ompromised

entities (vehicles, fog nodes or RSCs).

e There exist one RSC in an area of 600 meters of adiu. = _.ach is trustwor-
thy. RSC is responsible for keeping the TVI s fe tur her purposes. We

assume that there are at least four AFDs L. ween * o RSCs.

e Every SS sensor node communicates w..™ exact ; one or several AFD.
AFD is responsible for the aggregation . ~d verification of TVRs. AFD

broacast TVRs and send them to . ~uUs tor turther purposes.

e We assume that all the entitie 1. .© ~ystem have clocks for generate
time stamps and to check tir-e valic cy of exchanged messages. One of the
existing solution is the use of C.P5 . ~tellite for time source synchronisation

[52).

3.8. Adversary model

The full adoption of -ch app) cation partly relies on how the security threats
are handled; thus it s imoori. .t to study and address all the means which the
adversary can use ~ ¢ nfus the whole system. Within our system model, we
assumed that t} : RCSs a1, . AFDs are honest, but curious entities. Nevertheless,
there could be an au . ~rsary near the AFDs that could eavesdrop on the TVRs.
Additional’y, a. adversary A could also access the personal information of the
vehicles th. > zh the AFDs databases. The adversary could also be able to
launct diff rent attacks such as false injection attack to threaten the integrity
of the ™ /Rs. The unauthorized access to the vehicle’s personal information
v ould les 1 to privacy violation. Impersonation and masquerading attacks would
a o lead o traffic jam since other vehicles in the same vicinity as the violating
vehicle would be taking preventive actions to avoid any damages which could

be c: ased by the violator.

13
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8.4. Design Goals

In this section, we describe the design goals of the pro=--~ed p. *ocol which

comprise the security objectives and the performance ol jectives.

3.4.1. Security Objectives

Privacy preservation: The SSs involved in senuing tt 2 TVRs should be
protected from revealing their sensitive person.' data such as their re-
spective identities. Additionally the real .. “ntitie of other entities in the

system that process TVRs should be pres. ~ed.

Mutual authentication: The ADFs ana “he SSs should authenticate each
other to avoid that an externa. ana ... 'icious user would interfere and

jeopardize the system.

Data Confidentiality and Integr.«: All transmitted TVRs should be de-

livered unaltered.

Authorization: The I'Vi. should be sent by legitimate SSs only and pro-
cessed by legitima. AFDs

Key Escrow .esil’ nce: The trusted authority and the motor department
which gen’ rate 1.} :ys should not have the full private keys of all the
entities * 1 tn.. ~vstem. Therefore, even though those key generation centers
are cc .., "omised, the adversary can not get the full private keys of the

ent: “es.

Jrace ubility: The TA should be able to reveal the real identities of all the

pe ‘icip cing entities in case of dispute.

« 4.2. Pe formance Objectives

vommunication and verification Overhead: The secure protocol should be
efficient in terms of communication overhead and offer suitable processing
latency. A significant number of TVRs should be verified, aggregated in

a very short interval.

14




e Robustness: Though some of the entities may be intrud d, tF . .*"Rs sent

from the SSs to the ADF's should not be accessed.

e Lightweight: Vehicle speed sensors and fog devic >s have mited power
and storage capabilities. Thus, the proposed - otoc . _.iould have low

340 computational cost.

8.5. Owerall Protocol Description

From the above described architecture, our » ~nr- and privacy preserving
protocol for collision avoidance system is made . the following sub phases as

shown in Fig. 2:

345 e Initialization: TA sets up its n. st r secret key and its corresponding
public key. Each vehicle prc .. '~s it. rveal identity and TA generates the
corresponding pseudo identity tc - the SS from which a partial signing key
is generated. AFD and RU. nrovide their real identities and TA assign
the partial private keve All the entities in the system including the SSs,

350 AFDs, RSCs regi- .er with he TA.

e Traffic violati- a remort generation and sending: When a vehicle enters

a particular 1. ~< we ssume that the speed sensor registers the specific

accepted need limit. Whenever a vehicle goes beyond the specified speed

limit, tne OBu ~ets the information from the speed sensor, composes

355 mess .ge ¢ 1 which the OBU signerypts. The message is sent to the closest

AFD.

e TV7 s ag regation and verification: Upon receiving the TVRs, the AFD
perto. ~ s the TVRs aggregation and verification. Since a single AFD can
rece ve multiple TVRs simultaneously, AFD aggregate the TVRs for fast

360 . wcessing. Later on the AFD performs the signature verification on ag-
gregated TVRs. This will help to discard all the bogus TVRs which might

have been sent.

15
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" .n uENERATION &
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‘ ADF aggregrates TVRs and verify SSs Signatures ‘

Valid TVR

VERIFICATION

I— IFnot valid e ‘| TVRs AGGREGRATION &

ADF sa\ s data for investigation ‘

‘ ADF performs unsigncryption I {
[ In non rushing hours, discarded
| TVRs are sent to RSCs
! } '
ADF sends TVR to other RSCs ADF . ~ade” .t we speed H RSCs save TVRs ‘
(ning

—

BROADCAST

—

“re 2: System Flowchart

e Traffic violatior Rep. * F caconing: In case everything holds, the AFD
reformulates ne 7 vRs by removing personal information in the message

365 that can cc nprow. e he security and identity of the sender and broadcast
the spee . w. ming. Simultaneously, the AFD forward the message to the

closes* ' ¥D which will also broadcast the reformulated TVRs. In case

the eceir ng AFD is close to an RSC, it will also forward the message to

t".e RSC . hich will be later sent to the regional traffic authority (TA).

370 The ugh t.e described protocol preserves the privacy of the road violators,

the '1." registers their identities for further pursuit.

4. reliminaries

.1 this section, we described the certificateless scheme of signcryption (CLSC)

[23] and bilinear paring [54] which are considered as our building blocks. In our

16




a5 construction we have used pseudonymous identity for the vr aicle ~ 5, ~2d sen-
sors to preserve their real identities. The CLSC scheme was ado, ~d to suit our

system model for the following reasons:

1. CLSC does not use certificate for authorizatior .. ~ .ae system can
avoid computational overheads caused by ce tific .e 1 vocation, storage
380 and distribution.
2. In CLSC, the full private key of the users are nc generated by the TA.
Since the system can be deployed cc ntry.."?~ chrough regional trans-
portation authorities, this would prevent the sllapse of the whole system
in case one regional transportation au.” ority is compromised.
385 3. CLSC performs both signature . "d ¢ ., ption in a single step, this helps
the protocol to be lightweig’ * whic. is a crucial feature for the adoption

of such application.

4.1. Bilinear Maps
Let G1 and G2 be twe cycuc “roups of some large prime order ¢q. The bilinear
0 map & Gy X Gy — Gy s isfies t e following properties:

e Bilinear: é(a’,bQ" =&(P,Q)%, for all P,Q € G and all a,b € Zy.

e Non-dege erate: It . is a generator of Gy then &(P, P) is a generator of

Go.

e Cor oute sle: There is an efficient algorithm to compute é(P, Q) for any

395 FQeg,

4.2. Ce, “fica cless Aggregate Signeryption

In the following section, we describe the main functions of the proposed
p1. “acol Lased on the CLSC in [53]. Those functions include the setup, partial
puk ‘¢ key generation, partial private key generation, full private key generation,

«  sigr ryption, aggregation, aggregate-verification and aggregate-unsigncryption.
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4.2.1. Set up [Cas.Setup()]

Let G1 be a cyclic additive group with a prime order ¢q on ~llipti. ~nrve, and P
be an arbitrary generator of G;. Let Gy represents a cyc ¢ multiy ‘icative group
satisfying a bilinear map where é : G; X G; — Ga. Cas.5."»n/) .s executed by

the TA and output the parameters as follows:

1. Randomly selects a master private key s « 7% ar ' _ompute the master
public key Pge, = sP. Note that the master priva e key s is kept securely
by the overwiewer TA.

2. Chooses four hash functions H; : {0 1* Z}, Hy : {0,1}* — {0,1}"
with n being the bit-length for the plai.. ~xts to be secured. Hs: {0,1}* —
Gy and Hy : ZZ — Gq.

3. Set Cas.params = (G1,Ga, ~ P,q,+ ., H1, Ha, H3, Hy)

4.2.2. Partial public Key Ge: . ~*ion_Algorithm [Cas.PUK()]
Cas.PUK() is computed by the -~er VID; to generate a partial public key

as follows

1. VID; randomly cu. ~ses z. € Z; as a secret value and generates a partial
public key K; =a P.
2. VID,; forwara. 5 ide .tity and the partial public key (VID;, K;;) to TA.

4.2.8. Partia’ Priv. » Key Generation [Cas.PVR()]

Cas.PT v (, is run by the TA to generate a partial private key as follows:

1. TA che es y; € Z; and compute additional partial public key for VID;
s K, = y;P. Then the complete public key for the vehicle becomes
(rn, K ).

2. TA senerates the partial private key D; = y; + s x PID; where PID; =
H.'/ID;). (PID;, D;) is sent to VID; in a secure manner.

4.2.4 Full Key Set Algorithm [Cas.Skey()]
Cas.Skey() is performed by the user VID; after the verification of the partial
private key provided by the TA:
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1.

VID; checks the legitimacy of the partial private key by verif ... ~—hether
D;P = K;q + PyeyH1(VID;) and set the full private key « (x;, D;).

4.2.5. SignCryption Algorithm [Cas.SignE()]

Given a message m;, an aggregation keyword A, _as.Sianti() is executed by

VID; along with the receiver ID IDgr . VID; perfc =~ , the ollowing:

—_

© X N e oo W

VID; selects r € Z and generates T; = rP.

Compute Z, = Y.

Compute Z, = 1(Yrq + Prey PID;).

Compute h, = Ho(IDg||Yro||Yrl| & 1,71 2Z6|| Zs)

Compute F; = h, P m;.

Compute hy, = H3(IDg||Yr 'Veo| & VT Fi||PID;| | Kip || Kia)-

. Compute h, = Hy(A).
. Compute a; = D;h. +rhy = Tihe.

. Return the ciphertext C; = (T3, F;, o).

4.2.6. Aggregation Algo. *hm [C .s.Aggr()]

Taking the recei er I' IDg, Cas.Aggr() is executed by the receiver through

the following stens:

1.
2.

Generat s« =Y. a;

Retur . 7' = (T1..1,, F1...Fy, o).

4.2.7. ‘ggrey. ion-Verification Algorithm [Cas.AggrV()]

T .e re eiver IDpg runs Cas.AggrV() by computing the following:

. Compeie hy = (IDg|[Yyal[Yisl| & | T ENPID;|| Kib||Kia) for i =1,..n

Con pute h, = Hy(A)
vompute the verification by running
é(o, P) = e(3.7 1 Kia + PreyPID;, he)e(3r Tihy)e(3 7 Kip, he).

The correctness is verified as follows
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(a, P) = é(z;;l ozi,P>

(Z?:] (Dihc + rhy + lDihC), P)
( 2 iz Dihe, P)é<2?:1 TP, hb>é(2?:1 z; P, he\
(i DiPhe)e( S0, Tosho ) (S0 Kibshe

( m Kia+Pouy PID;, hc) é ( Sy Tihb) é ( Sy “ab, nc) If all the equations

hold, it outputs true, otherwise false.

4.2.8. Aggregation-Unsignerypt Algorithm [Cas.a. ~V()]

In case Cas.AggrV() holds, the receiver [ Mg performs the following to un-

signerypt the ciphertext:

1. Compute Zl; =ux,T;

2. Compute Z(; =D, T;

3. Compute hy, = Hy(IDg[Yr. V|| & ||T3]|2,]12,)

4. Compute K; @ h,,

5. Finally, it output: {m;}?; The correctness is verified as follows
m,=F@h

= Ha(PIV;||Kiat, 0| & |TH| Z0]| Za) & mi & D,

=ho@ m;€ h,

=1,

5. Prop. ~ . Protocol

In this section we present a secure and privacy preserving collision avoid-

ance system for 5G fog based Internet of Vehicles which is made by following

mair sub protocols: system initialization, traffic (speed) violation report(TVR)

seueration and sending, TVR aggregation and verification and TVR broadcast.

The list of notations within the protocol are found in Tab. 1
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Table 1: Notations and Descriptions

Notation Description

5Gss,; Unique 5G identity for each sen or i
TA Trusted Authority

STA Trusted Authority private ey
RSC; Roadside cloud’s server

AFD,; Identity of aggregator fog dev. =

A Location based keywora

TVR Traffic(speed) violation .. ~ort

Ky, Partial public key “>r an entity j

D; Private key ¢ "t

Si Full private key . entity %

PID, Pseudo ide. 1y, for an entity i

Ts time ¢ .

Sd vehicle speed

dir v . direction

loc =hicle 1 cation

TVR Trathe (speed) violation report

Gy Ellir ¢ic curve group with the same order ¢

Pe Gy A generator of Gy

VAM Violation alarm message

5.1. Initiali.. ion

480 W .thir chis ~etup phase, TA generates the general parameters and the other
entities 1c_*st r to TA. Note that some steps such as the generation of the TA’s

1 1aster se ret key are not described in Fig. 3:

e swep 0. TA selects an elliptic curve group G; of order ¢ and a generator
P € Gy. TA computes the master secret st4 and public key Pra by
45 running Cas.Setup() and set < spa, Cas.params >« Cas.Setup(), then

publishes the parameters Cas.params.
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495

500

505

e Step 1. Each speed sensor S.S; runs Kibssi < Cas.PU {(5C 55, %0 gen-
erate its partial public key and sends it to TA.

o Step 2. RSC; generates Kippge, ¢ Cas.PUK(R 'C;) as i s partial key
and sends it to TA.

o Step 3. TA generates < Dgg,, PIDgs, >+ _as.P’ R(Kibssi) as the
partial private key of SS; and sends it to SS; .

e Step 4. SS; set its full private key by rv~ning  ~ ¢ 3,, Dgg, < Cas.Skey(Dgs,) >.

e Step 5. TA generates < Drsc,, PI -wsc; — C’as.PVR(KibRSCj) as the
partial private key of RSC; and sends iv ~ RSC}.

e Step 6. RSC; runs < spsc,- Drsc, « Cas.Skey(Drsc;) > to set its full

private key.

e Step 7. Each aggregator foy, 'evice AF'D; generates Ky, ., < Cas.PUK(AFD;)
as its partial public key and sends it to TA.

o Step 8. TA gener. -os < D »p,, PIDapr;, >+ Cas.PRV (Kip,,p, ) as the
partial private <ey of a.” ); and sends it to AFD;.

o Step 9. AF'D; . ms <. Sapp,,Darp, + Cas.Skey(Dapp,) > to set its

final priv .. key.

The TA de eru ‘nes also the formats of TVRs sent by the SSs.

5.2. T uffic vic” ~tion report generation and sending

A -me d se sor SS; will use the GPS information to know the acceptable
ST .ew limiv 1 a given area. For instance, in a school zone the speed limit is
1ormally 0 km/h. In such environment any vehicle driving beyond that speed
limie ..t cause SS; to generate a TVR and forward it to AFD;. Suppose a

spee. sensor S5; of a vehicle v; records a TVR, it performs the following:
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o Step 12. Compose a traffic violation message TV Rgg, = {T's oo ir, Sd}
where T's, loc, dir and Sd represent the time stamp, the loc.. ‘on, the direc-
tion and the speed respectively. S.S; will also gener ite a zc e secret value

A corresponding to each location based to correspo. 1ing F 5C; coverage.
515 o Step 13. SS; generates < C + Cas.SignE(T "R- ,,) > .

e Step 14. SS; sends M =< PIDgg,C > to Ar .

5.8. Traffic violation report aggregation ana “>rifice...on

The aggregation protocol is responsi! . L. v aggregate multiple ciphertext

Ms into a single M. This is very important . ~-cause some highways can have

s0 up to 16 lanes, 8 lanes in one side an ' 8 .anes in the opposite side. Even in

the cities, we can easily find an 8 .. 12 la. =s road with 4 lanes or 6 lanes each

side. Thus, hundreds of vehicles can \ ‘olave the speed limit in few milliseconds.

The system should be able to agg, ~gate those TVRs and report them on time.

This is very useful for timely speed violation reporting. Suppose for a set of

s TV Rgs, = {T,loc,dir, 's} gen -ated by n < §95;......8S,, >, we can achieve

the aggregation of severaw “1 o Aggryy =< PlDgg,,...PIDgg, ,Ch,...Cp >.
ADF); performs th foll- wing to aggregate the TV Rs.

e Step 13.  FDj takes C; = {C}7_, and outputs the aggregated ciphertext
B = {C'l, ....C‘nJ 5 (C],RSC’])

530 e Ste; 14. FDjruns Cas.AggrV({PIDss;}?_, RSCj, B, A) for signature

b .tch ver.” ~ation.
If ti.. <ign .ture verification holds,

o Step 15. AFDjoutputs {TV Rss;}_, + Cas.UnsignE(B, A, Darp,;,{PIDss;}7_,)
.o recover the TVRs.
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5.4. Traffic violation report broadcast

o Step 16. After the RSC; has successfully recover th~ *rafhc -iolation re-

ports TV Rgs, = {T, loc, dir, Sd}, it reformulates t 1 messa e and broad-
cast the violation alert message VAM = {loc,dir Sa; -** .ionly contains
the location of the vehicle, the direction and sper .. . s we noted in the
assumption, the vehicles on board units L. e disnl= facilities and able
to approximately show the position of the violati 3 vehicle on the screen.
Note that the VAM s can be forwarde ' to r..””"- or faster broadcast, also
the RSCj can play the role of AFD; if the -iolating vehicle is closer to
RSC; than AFD;.

6. Security and Performance Analy s

In this section, we evaluate the prc ~osed protocol in terms of security goals,

computational cost and communi. “tion cost.

6.1. Security Analysis

We discuss in this secv. m t} e security goals for overspeed reporting in 5G

fog based vehicular netv orks as set in section 3.4.1

1. Privacy p- :servati. >~ The proposed protocol guaranties the identity pro-

tection Jf the -ntities participating in the system. First, an adversary
can 1o . >trieve the identity of the SS; or the AFD; through eaves-
drop, ‘ne because there is no plain text within the transmitted TVR
fom SS; v AFD; since SS; sends M =< PIDgg,C > with < C «
T .Sig- E(TV Rgs,) >. Also, during the registration phase, the SS; or
AFDj 1s provided a partial private key with a pseudo identity PID; =
Hy( 'S;). Given that the partial private key D; = y; + s x PID; with
r1D; = Hi(VID;), which contains the pseudo identity is sent securely
to the requesting entity, the adversary cannot reveal the real identity of
the SS; by eavesdropping. Additionally, assume the fog devices are com-

promised by the adversary, the adversary would only get the SS; pseudo
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identity which can not reveal it real identity. Therefor . we o.."rm that

the proposed protocol achieves identity preservation.

. Authentication: The authentication between SS; a d AF'L upon sending

a TVR is guaranteed by the signcryption on the TV 2. Aftr . generating a
speed violation message TV Rgs, = {T's,loc, v, S SS; performs sign-
cryption on the message as < C' <+ Cas.Sigr..(TV7 ss,) >. Only the
entity with valid full private key can unsigncr, K * the TVRs. Note that
the adversary can not have the full priva. key of a speed sensor SS; be-
cause even the TA does not have the full | “vate key of the S§S;. TA only
generates the partial private key o. “he entities by running Cas.PV R().
Thus, entity authentication is -~~vided Ly the certificateless aggregate
signeryption technique. The secu * of the signature depends on the un-
forgeability of CLCS scheme v . - aa. ptively chosen message attacks [53].
Consequently, we endors *hat t1. > designed protocol guaranties entity au-

thentication.

. Authorization: In t'  ~roposed protocol, an unauthorized SS; can not

send any TVRs. T st the p otocol prevents the malicious users outside the
RSC zone to g nerate . 7 VR. As described in section 5.2, S.S; composes
a traffic viol -ion .ness .ge TV Rgs, = {T's,loc, dir, Sd} where T's, loc, dir
and Sd rer resent 1.. Jime stamp, the location, the direction and the speed
respecti ely. . S: will then generate a zone secret value A corresponding to
each ' ,ca. ‘on based on the RSC sites. Thus, this will prevent an adversary
outs. '~ “ae RSC zone to generate TVRs. Additionally, even though an
r Aver-ary 1 the zone generates a TVR, the TVR signature verification
. don as.AggrV () will reject any TVR generated by an S.S; which is
not registered by the TA. Therefore, the proposed protocol achieve entity

aut! orization.

. vonfidentiality and Integrity: The speed sensor SS; generates a TVR and

signerypts it as < C « Cas.SignE(TV Rgs,) >. Note that within the
signerypt function Cas.SignE(), the ciphertext contains C; = (13, F;, a;)

where T; and F; accomplishes the functionalities of message encryption
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and «; the duties of digital signature. In the propors:d p w1, only
the legitimates AF Ds can perform the unsigncryption o1 = - through the
computation of T;, F; and «;. Therefore, since the = ertifica. ‘less signature
is proven to be secure under adaptively chosen ciphe *ext (T WD-CC2) [55],
we confirm that the proposed protocol achie/es r~ -age confidentiality
and integrity.

5. Key FEscrow Resilience: The massive connectiv.. - of the 5G cellular net-
works required distributed systems to av ‘1 ker management burdens.
Thus, the applications under the 5G fog 1. ~ed architecture ought to sat-
isfy the Key Escrow resiliency. In . » proposed protocol, the speed sen-
sors generate their partial publi- * >~ hv colaputing Cas. PUK (). The SSs
sends the partial public key to TA " .ach will only compute the partial pri-
vate key by running Cas.PV.7(, The full private key of SS is computed
by SS; after the verific: "-» of (he partial private key generated by the
TA. Therefore, we confirm the. the proposed protocol achieves key escrow
resilience property.

6. Traceability: In t. ~ bropose 1 protocol, the TA generates the entity pseudo
identities PID = H;(5." ) and saves the hash values in a table. Therefore,
in case of dis, "te the " A is able to reveal the real identities of the entities
in the dis yute by c. ecking the corresponding hash value of the pseudo
identity whic -as reported. Thus, we argue that the proposed protocol

guars atie. the traceability of the participating entities.

6.2. P rforman.  Analysis

T hi sect’on, we provide the performance analysis of the proposed protocol

b sed on the computational and communication cost.

6.2.° " omputational Cost
1. CLSC [53], three main operations are executed; the scalar multiplication

~ve ated in group Gi, the exponentiation operation that is calculated in the
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group Go, and lastly the pairing operation. Those three ope’ «tior .~ respec-
tively denoted as Thpui, Tewp and Tpe. However, the proposed co. ~truction only
performs Ty, and Tpeir. To measure the computation cc st of the »roposed pro-
tocol, we made use of an MNT curve along with the Tav vairir g é : G; x Go
on the curve, the embedding degree is 6 and the , is r-  ~sented by 160 bit
[56]. The implementation was done on a deskton co..puter with 3.5GHz, core
t—5, 16GB RAM using the pairing based library in a.. ' the Miracl library. The

execution time are depicted in Tab. 2.

Table 2: Measurement of v __...C operations
Notation Operations time (ms)
Tpair Bilinear pai. ‘ng 4.5
Tl Point s 'ar mu *tiplication 0.6
Teap Modular e. non. atiation 14

In the proposed secure and privac, preserving collision avoidance protocol,
whenever a SS; senses ¢ speeu violation, it executes 6 T, to sign a TVR as
described in section 4.z.. On t .e other hand, the receiver AFD; performs 4
Tpair to aggregate, - erifs and unsigncrypt the TVRs as shown in section 4.2.7.
Fig. 4 shows the to. ! cost Of signing one or multiple TVRs. As shown in the
figure, the tim ‘or verifying multiple TVRs is stable due to batch verification
technique which is us. 1 for TVR signature verification. Thus, the proposed
protocol v buld or instance require 18 ms to verify 1000 TVRs. For the signing

process we a. “me that a SS; signs one TVRs at a go which cost 3.6 ms.

Table 3: Computational cost of proposed protocol

Tcheme Phase Operation  Cost/ms
Signerypt TV R 671wl 3.6ms
Aggr /verify /Unsignerypt TVR 4T pqir 18ms
Total 21.6
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Figure 4: Overall Sign/Verica.. n Cost of TVR

6.2.2. Communication Cost

In this section, we provide the an. lys.. of communication cost for the secure
and privacy preserving collisio. avoic. ace system. The communication cost
includes the cost of transmitting the TVRs from the SS; to the AFD;. We
first emphasize on the t .nsmis. ‘on overhead caused by the signeryption which
was performed on the I ."R. In s, the sizes of the elements are 64 x 2 = 128
bytes and 20 x 2 = .0 b es for G;. The sizes for the hash fuctions is 20 bytes
and the other elemer.  such as the time stamps have a 4 bytes size [57]. In the
proposed protc . ! the signcrypt function Cas.SignE() contains the ciphertext
C; = (T3, F;. v;) where T; = 20 bytes, F; = 60 bytes and the signature «; = 56
bytes. Th size f the a raw warning message is 40 bytes according to the society
of autorotive ~ngineers. Therefore the size of raw TVR is 40 bytes where as a

secur TV siz~ is 136 bytes [58].

€ 2.3. Sinulation

In this subsection, simulation experiments are provided in two folds. First we
investigate the impact of the TVR size on the computation offloading. Secondly,
we 11 vestigate the impact of vehicle’s speed, vehicle’s density and fog device’s

density on the loss ratio.
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Figure 5: Impact of Number of vehicle = the average loss ratio

6.2.3.1 Impact of TVR Size on ("vmpu. tional Offloading

Assume that each AFD needs a comp. tation amount M; to execute a task Tyqsk
of a TVR of size TV Rg;,.. The ¢. puting resource within edge/fog computing
is set to 25 GHz and the computing resource for vehicles OBU is set to 10
GHz.As described in st ssection 3.1, the vehicle’s OBU could also be assumed
as a mobilephone fixe? in ti. vel .cles. The distance between one RSC to another
is 600 m in which v e set 3 ba-e stations (BS). We adopt Energy Optimal (GSI)
as a benchmark .Igori.. ™ ".ecause it helps the user (OBU) to connect with the
best channel r ga. "ess of the delay performance. Energy Optimal (GSI) is the
standard 3C'™™ LTE protocol for handover [59]. The size of the secure and non
secure T" Rs 7 e described in Tab. 4 as calculated in subsection 6.2.2. The
details Hf the si. mlation setting are set as described and suggested in [60].

V ~ ev.luat the size of the TVR with and without security features on
co” , atatie. .1 offloading. As shown in Fig. 6, the larger the TVR size, the
I mger the task would take. However the difference is not considerable looking
at 1. “ue effects which could be obtained for non secure TVR. For instance, for
a 60 »ytes TVR message, the task execution is is 0.5 milliseconds for unsecured
- sage and 0.59 milliseconds for secured VTR. The overall increase is of 9 %

whnich is not considerable. In this subsection , we neglected the investigation
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that output the impact of TVR size on energy cost. This is br causs w. ~onsider
that a vehicle’s OBU is not subject to energy issues since it keep. ~n recharging
whenever the vehicle’s engine is on. Additionally we al o assui = that the fix

fog devices can also be connected to an electricity genera ‘on res jurce.

14
1.2 / .o
— e S ecure TVR -
& 1.0 A ++0++ RawTVR =
g
S .
& o4 3
= R
— 06 - =
2
©®
S5 044
=
e
© 02
—
0.0 1
T T T T T T
0 20 0 80 80 100 120

Avera_? a. size (bytes)

Figure 6: Impact o. TVR size on the task duration

6.2.3.2 Impact of vehi.'~’s dens ty and speed on loss ratio

In addition, we ma e us  of VANET-SIM simulator to enable vehicle mobility;
then for network :imu. *ior we used ns-3 simulator [61]. We later set our system
scenario using ... [EEE 802.11p platforms for the 5G cellular network which
is predicted “~ range wrom 1 Gbps for highly populated roads to a maximal
transmiss on re 1ge of 9-10 Gbps [62] .

The ns-3 1. ~et using the Friis equation that describes the propagation of

signe as 7, = P"g;%g)‘z with P; being the transmission power, then G; and G,

rerm~sent (< antenna gains, A represents length of the wave and [ represents
{1e dista1 “e from the receiver to the transmitter [63].

T+ ormore, we downloaded a map from OpenStreepMap website [64]. In
our imulation, each vehicles is randomly released and can move randomly

wit' m the map. The speed of the vehicles is set from 10 to 40 m/s that is

"5 to 144 km/hr. . Tab. 4 describes more details concerning the settings for
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the simul. “ion

We .ater calc. lated the message loss ratio (AVg) as follows [65]:

DE \~TVR <~FD
Zi:l j=1 k:l(TF - TC)
S TVR

vhere DF TV R,FD,Tr,Tr and Aver represent the density of the vehicles, the

AVy = + Aver

aumber of TVR sent by v;, the number of AFD; within the simulation area,
the t me when v; forwards a TVR message to AF'D;, the time AFD; receives a
+ v R message from v; and the average aggregation verification time that AFD;

authenticates/aggregates and verify the TVRs respectively.
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Table 4: Simulation settings

Tools/Parameter Value/Specificatio..
Mobility generation tool VANETS M 2.02
Network Simulation tool ns-3

Trans range 1GE s

Number — of — vehicle 1%

Simulation time 200 mas.

Wireless protocol su. 11p

TVR propagation interval 6. -

Departure interval 20 sec

RSC radius 600 m

Number of AFD within 21 “C 3

mobility model shortest path
Message size for .. TVh 40 bytes
Message size for secure. TVR 136 bytes

Fig. 7 shows the « ~rage lo s ratio according to the number of available
AFD. We can see t} 1t as the . amber of fog devices increases, the average loss
ratio decreases. Ti. ~ef re, t' e fog based computing within the cellular networks
overcome the ¢© mmunica. on overheads of convectional vehicular networks. In
Fig. 5 and 8, we suc - the average loss ratio based on the number of vehicles
and the ve iicle speed. As we can see, the raw TVR which has a smaller size
performs be * r than a secured TVR. For instance, in Fig. 8, the loss ratio
starts .ncre wsing significantly when the violating vehicles go beyond a speed of
34m/s aich 5122 km/h. In Fig. 5, the performance of the proposed protocol
f r securd 1'VR is close to raw TVR when the number of vehicles is less than
7" Thus in urban areas where the speed limit range from 60 to 80 km/h, the
comrnutational and communication overhead caused by the security features do

not ¢ fect significantly the performance of the overall system.
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7. Conclusion

While we wait the fulfillment of 5G fog based intern’ . of vehicics, security
and privacy should be carefully addressed for ITS apph ations. “herefore, we
proposed in this paper a secure and privacy preserv’ .g collision avoidance sys-
tem in 5G fog based internet of vehicles. The fog de .ces re used to collect
speed violation report (TVR) sent by the vehicle specu sensor. The batch
verification techniques allow the fog devices ~ verify 1 wltiple TVRs simulta-
neously. The features of certificateless aggreg. “e sig..cryption scheme that offer
both the encryption and digital signatu~ ° _ _l._.e step were adopted to se-
curely transmit the speed violation reports. .™“e proposed protocol is suitable
for distributed systems since it meets 1. \t o .ly vhe routine security goals as such
authentication, confidentiality anc . “tegri. =: but also the key escrow resilience .
The performance analysis in terms of . ompatation and communication overhead

confirms its efficiency.
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