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Abstract

The Internet of Things (IoT) has become one of critical narts in our daily life. As a large number of
smart things connecting to the Internet, terminals are vi'mera.'~ .o various attacks. Thus the security
of ToT becomes important before they are widely applied. S..~rt home, as an interesting application of
IoT, has attracted more and more attention. Howeve. iuost ot the existing works have focused on the
authentication between devices and the home gateway, whic.. are only able to realize coarse-grained access
control. In another word, once a device is authentica.~u, .~ -ser can access all the functions of the device.
This leads to the over-privilege access behaviour. To sol. » ¢his problem, we propose a Function-based Access
Control scheme in IoT (IoT-FBAC), that uses an . ntit, based Encryption (IBE) scheme. The proposed
scheme provides fine-grained access control, prevem.  applications from accessing unauthorized functions.
Meanwhile, the cost of each access operation = « -~ tant in IoT-FBAC scheme. The security analysis
indicates that the IoT-FBAC scheme is secure, wi.'~h can prevent over-privilege access. The experiment
results demonstrate that the proposed scheme is effective.

Keywords: Internet of Things, Identity- »ased er :ryption, Smart home, Privacy security

1. Introduction

In recent years, Internet of Thing. ‘ToT) has become a research hotspot as an emerging technology.
Naturally, with the increasin‘, o1 the scale of its expansion, the more smart devices are connected to the
Internet. The Internationa’ Dat v Corporation (IDC) forecasts that there will be 28 billion IoT devices
connecting to the Internet by 2u.7 [1]. To seize the IoT market, major companies such as Google, Samsung
and Apple are establishi ig t".eir frameworks for connecting various devices [2]. At present, IoT devices
have penetrated every as, = ¢ of ife, and provided convenience for our daily life, such as biological feature
recognition [3, 4] and _atexu ~.onitoring [5, 6].

Smart home is a kind o1 zeneral application scenarios of IoT. Applying various smart devices in smart
homes provides conv. nience .or us. For example, when you are not at home, you can remotely monitor the
condition of a ch’’. or au etderly person; when you arrive at home, the door opens and the air conditioner,
television and 1door L shts automatically turn on; when you leave home, the security system will arm
automatically, tL ~ gard’ ning system will automatically water and fertilize and so on. With the development
of ToT techr ~1~oies, increasingly more families are choosing smart home services. Some existing system
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frameworks have recently been developed for users to manage smart things. These fra- 1eworks can support
a third party to build apps that run on mobile phones to control the connected dev’:e. In this way, users
can control smart things more conveniently. Many such frameworks, such as Apple Homen_ [7], Samsung
SmartThings [8] and Google Weave/Brillo [9], have been widely used.

However, security is one of the most important problems to be solved in I. ™ T.ecause of the limited
computing power and storage capability, the use of IoT devices in practice . ~s du. ~ulty supporting the
existing security mechanisms. Due to their diverse features and scalability issi=s, 16 ™ devices are vulnerable
by hackers [10]. The various means of attack make the security of IoT more con ~'~x [11, 12, 13, 14, 15, 16].
Attackers can manipulate smart devices to obtain sensitive information of w.. ~r¢ and even cause physical and
financial harm to users. For example, the Dyn DNS company took cont~~l o1 e millions of web cameras
produced by a Chinese manufacturer with utilizing common attack me shods « *ch as default passwords and
the outdated TELNET service [17], this attack leads to the behavior »f user of such web cameras to be
monitored. Another attack example is that burglars can determi- _ the ..cations of lucrative homes via
the distinctive features of expensive devices and access homes tha  ha- - v 1Inerable smart locks [18]. These
examples highlight the urgent need to study the security of IoT de..ces.

1.1. Problem Presentation

Because secure access control while maintaining prive v is = ~lallenging problem, some works have
studied this issue from other aspects [19, 20, 21]. In this pape:r, ve focus on studying secure access control
in IoT. With apps from the third-party becoming the n. - popular trend, many researchers have reported
that such apps are not safe due to over-privilege access [22]. Welt et al. conducted an analysis for Android
app market and observed that more than one-third “ ..~ ~»ps had over-privileged access behavior [23].
Fernandes et al. also mentioned this problem when they < ammarized the security analysis of smart home in
[24].

Over-privilege means that when an app performs 'ate access to one authorized function of the device, it
will also access the data of other unauthorizea ..~ 3. This behavior is called over-privilege access. For
example, as shown in Figure 1, a smart door lock he - three functions: 1) lock/unlock (two actions); 2) door
status monitoring (open or closed); and 3) dnor battery monitoring. The user only authorizes the app to
access the battery of the smart door lock Unfo. unately, the app could exploits the other two functions to
open the door if the app is malicious. Tw.'~ leads .0 a serious privacy leakage.

Why does the over-privilege access ,roblen. - ise? There are two reasons for this problem: coarse-grained
access control and coarse app-device vind ng. Yor the first reason, most of the existing IoT frameworks are
based on the device-centric appro~ch, rhic' provides an app with either all or no permissions to access
devices. This approach is useful f v devices that have only a single function. However, with the increase of
the number of functions of a dr vice, “he app will obtain over-privilege according to this approach. Thus,
this method is no longer suital’  For the second reason, due to the design flaws of the existing frameworks,
developers define capabilities and commands that are too coarse for users to control. For example, smart-
door.lock represents both the . - cus and command of the door. If an app is authorized to access the status
of the door, it can also m sused the lock command.

Aiming at solving t} + ov r-pr’vilege access, Lee et al. [25] proposed a FACT scheme which is based on
functionality-centric approa.™ t  prevent over-privilege access. Their scheme achieves two design goals, one
is the principle of lea ,¢ privilege and the other one is availability in terms of device functionalities. However,
in essence, their sch me use  the access control list (ACL). It is a bottleneck with the increase in devices
because during each a. -~ it requires the cost time at least O(logn) to search the ACL. Therefore, it is
urgent to propo e a ne - access control method to meet the trend of multi-functional devices.

1.2. Our Contribu.. .

To solve v e ¢ ser-privilege access problem, we propose a novel Function-based Access Control scheme in
IoT, referred tc as the IoT-FBAC scheme. The basic unit is functionality in Our scheme. We formalize the
contributions of t.ie study as follows:
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Figure 1: The over-privilege access probler in 10T fra- weworks

o We present a Function-Based Access Control scheme in 1. 7. w'.ich is called IoT-FBAC. This scheme
uses an identity-based encryption (IBE) scheme to encr, t the data generated by devices. In contrast
to Lee’s scheme, where they used engineering skille -~ - *_e first to solve the over-privilege problem
with using a cryptographic technique to our knowlea, ~

e [oT-FBAC scheme provides fine-grained access . »nt” ui. It prevents the app from accessing unautho-
rized functions. Compared to the other tradition. schemes, IoT-FBAC scheme meets the trend of
multi-functional devices.

e By using IBE scheme to encrypt data L .. - 'oading to the cloud server, unauthorized app and
cloud server provider could not obtain the se.. “tive data. Thus, data in IoT-FBAC scheme is secure.

Organization. The rest of paper is or’ ani. 1 as follows. In section II, we present an overview of existing
IoT frameworks and identify their flaws. n sectio = III, we introduce preliminaries of our IToT-FBAC scheme.
The smart home framework, including the . 'st m model and security model, is defined in section IV. In
section V, we present the proposed oT-"BAC scheme, which uses IBE to prevent over-privilege access.
Then, we analyze the security of Io." F'3AC scheme in section VI. The experiment results in section VII
demonstrates that our scheme is  ficieny “-.d practical. Section VIII presents the related work about IoT
security. Finally, we conclude th's | ~ner and talk about future works in section IX.

2. Overview of Existing "oT ‘rameworks

In this section, we givr two ins. nces of the existing IoT frameworks such as SmartThings and IoTivity.
The basic overview and heir desi ;n flaws are presented as follows.

2.1. SmartThings

SmartThings is t. ¢ most >opular IoT framework which is developed by Samsung [8] in the market. This
framework integra*~s no' - Lgeneous loT ecosystems and supports approximately 170 IoT devices. A simple
SmartThings ar hitect. e generally consists of three parts: The hub, SmartApp, and Smart devices.

e The hub: Bec - ¢ of the diversity of devices, there may be different communication protocols such as
Zigbee «-v _ - between different devices. The hub helps these devices connect to the home network.

e SmartApp. The apps are installed on the user’s smart phone, they provide interface for the user to
control the devices.



e Smart devices: The devices are connected to the Internet through the hub. Th' y generate data and
transfer them to the hub for processing due to the limited storage and comput’ag ~ower.

The basic authorization unit in SmartThings is a capability, which consists ¢” vw  elements: attributes
and commands. The former represents the properties of a device. The latter -epr sents the way that a
user controls the devices through SmartApp. For example, in Figure 1, doo~ stav. ~ and battery are the
attributes, and lock/unlock are the commands. SmartThings enables users to co. “rol devices by creating
an account. Within the account, users can add devices by scanning the ne .rby devices for binding. Under
the account, users can divide the devices in different rooms, which can pr went che physical spaces.

2.2. IoTwity

ToTivity [26] is an open-source IoT framework. This framework is L vsed on the device-to-device connec-
tivity for the IoT devices. There are three parts including servers, ~“enis, _.d resource hosting devices.

e Server: It aggregates the data generated by the connected a. -~ _es.
e Client: It represents a user that attempts to access the device.

e Resource hosting device: It monitors the status of the co.. ~ectr { devices, and it helps a user find the
addresses of servers.

The basic access unit in IoTivity is resource, which ha. three elements: identity, property and attribute.
Identity is a uniform identifier and includes the add~~<s and path of each device. Property includes the
resource type and interface of each device. Attribute s t.ae data value of the device functionalities. The
access control in IoTivity is determined by an ACT.,, wi. <h is maintained in a server. Each access control
entry has three items: subject ID, resource and peri 1s.‘on. Subject ID represents the unique identifier of a
device. Resource is the resource type of a server PerL ission is the privilege type of a client. When a client
attempts to access a device, it sends a request . the server, and the server looks up the ACL and search
the entry with this request. Then, it allows or denies access according to the permission.

2.8. Design Flaws in Frameworks

Some researchers have discussed th~ des._.m f aws in the above IoT frameworks.
SmartThings. Fernandes et al. ana’yzed the security problems about smart home in [24]. Here, we
concentrate on the two problems abc *t ver- rivilege in SmartThings.

e Coarse-Grained Capabilitie =~ The existing capabilities that are defined too coarse grained. For an
instance, capability.locx rep. “ents both the lock status attribute and the lock command. It will
cause a vulnerable attac’. .” the lock command is misused.

e Coarse Authorization: ’b n an app is authorized by user, it obtains all the data and commands of a
device.

IoTivity. There are . v ral r ccess control security flaws in IoTivity according to Sanghak et al. in [25].
e All attribute d (ta are stored in the same process or file system.
e Due to the basic ~ont- ol unit is resource, it can not achieve fine-grained access control.
These flaws an caus » over-privilege access. Thus, in order to alleviate this shortcoming, we present our
IoT-FBAC frame ork ‘o resist this attack.
3. Prelimina. “cs

For the sake of completeness of the study, we briefly recall the basic concepts that are of interest in this
work. Here, we give the basic complexity assumption and IBE scheme.
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3.1. Complexity Assumption

~

Bilinear Map: For a cyclic group G of prime order p, there is a map e : G x € — 7. This map has

the following properties:
e Bilinear: for all u,v € G and a,b € Z, we have e(u?,v°) = e(u, v)?.
e Non-degenerate: e(g,g) # 1.

e Computability: there is an efficient bilinear map e as shown above. T.ote na. 2(,) is symmetric since
e(9%,9") = e(g,9)* = e(g", 9")-

g-Bilinear Diffie-Hellman Inversion 2Assumption: The g-BD {I prob. 'm in the group G is defined
as follows: given the (¢ + 1)-tuple (g, g%, g% ,...,¢° ) € (G*)9t! as inp °t, the output e(g,g)'/* € G}. An
algorithm A has advantage € in solving the ¢-BDHI problem in G .

PriA(g,¢", 9" . g™") = e(g. ) | > -

Similarly, an algorithm B that outputs b € {0,1} has advantage € in olving the decision ¢-BDHI problem
in G if

|Pr(B(g, ", 9" 0" (9, 9)M/") = 0] = Priby . a®,g" g™ T) = 0]| > €
Definition 2.1 The decision (t,q,€)-BDHI assumption how. in G if there is no t-time algorithm that has an
advantage of at least € in solving the decision ¢-BDHT vroblen. ‘n G.

3.2. IBE Scheme

IBE is an important primitive of public key encr,n..n cryptography. In the IBE scheme, the public key
of a user is the unique information such as ide~titv. The system will initiate and generate secret keys for
every user. When a sender sends a message to « *eceiver, he will encrypt the message using the identity
of the receiver. The receiver will obtain the message by using the secret key. Our IoT-FBAC scheme is
proposed based on the IBE scheme [27], a- u 1.~ the following four algorithms: setup, extract, encrypt, and
decrypt.

e Setup: Taking a security parame er k as 1.put, returning system parameters params and secret master
key M SK. The system param ters par .ms will be publicly known, whereas the master key MSK is
secret.

e Extract: Taking params,?/Sh, and an arbitrary ID € {0,1}* as input, it will return a private key
SK. Here, ID is an arb*" ~ry string that will be used as a public key, and SK is the corresponding
private decryption key The extract algorithm extracts a private key from the given public key.

e Encrypt: Taking pa’ ums, 1. and message M as input, where M € M, it will return a ciphertext
cecC.

e Decrypt: Taking - ~ran.. JK and C € C as input, it will return M € M.

The above four « 'gorithr .s must satisfy the standard consistency constraint, that is, when SK is the
private key gener-*~d 1, ‘L.e extract algorithm under the given public key I D, then

VM € M : Decrypt(params,C,SK) = M

where
C = Encrypt(params, 1D, M)
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Figure 2: System framework

4. The Smart Home Framework

We formalize the smart home framework in this sec ou. rust, we present the system model and the
description of a participant in our system model. Second, e provide the security model, including the
threat model and security definition.

4.1. System Model
4.1.1. Home area network

Smart home as one of the important applic w.c. ™ 10T, has formed a tiny intelligent world to provide
services for people. In this section, we present the "~T-FBAC system model as Figure 2, which consists of
different types of smart devices (e.g., lamp. door lock, and camera), a hub, the smart apps on the mobile
phone and the cloud server.

e Devices: A smart home includes vai. n1s r evices such as lamp, door lock and camera. These devices
are connected to the home net . ork with the help of the hub. When the devices are working, they
generate corresponding data r.'~te « to .he user. Due to the restricted computational power, storage
and bandwidth, the complex¥ ¢y opc ~’.ons are not conducted in the devices’ side.

e Hub: There will be at lea .t on. hub in a smart home. The hub is important for users because it acts
as a gateway in the sma»  “ome, similar to a bridge between devices and app controllers. The hub in
smart home has three f.nct ons: aggregation, computation and transmission. First, data from devices
are aggregated by the hu' second, it helps users to compute the data, we assume that the hub has a
stronger higher com yutetiona. power; third, the hub transmit the data to the cloud server for storage.

e SmartApp: Smarv ~ps ‘re installed on the user’s mobile phone to provide the interface for users.
The user can r Luitor 0. command the connected devices through the apps. The apps in the IoT-
FBAC scheme are una thentic because we assume that the attacker may use the third-party app to
steal the sensiti = dat- about users.

e Cloud Secrver: . provides storage services for users. Generally, the cloud storage server is provided
by a thira »arty, ¢ attempts to obtain information about users when they store data in the cloud.
Thus, before up.ading the data to the cloud, the hub first encrypts the sensitive data.

Function: i y. The basic unit of authorization in our IOT-FBAC scheme is functionality. It consists of
two elements: a. ‘a value and instructions. Data value represents the data generated by connected devices
(e.g., temperature and heart rate). Instruction represents an action command that an app provides that the
device will follow (e.g., open() and change _color()).
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4.1.2. Communication model

Due to the diversity of devices, the communication protocols are different. In a ge. ~ral way, there are
two main communication protocols in smart home. One is a short-range wireless interface such as IEEE
802.15.4; another one is a long-range wireless interface such as WiFi. The fory or it used to connect the
internal devices and the latter is used to connect the outside world via the Inter..-t.

4.2. Security model

Threat Model. In this paper, we consider untrusted third-party app atte «s ~a IoT platforms. Such
apps attempt to access the sensitive data of users or execute unauthorized 1.~ tionality. The adversary can
attack through the following two ways: (1) malware, the malicious logic " ¢mbealed in the app when it was
installed on the phone; (2) vulnerable apps, there will be design flaws i: these &« >ps that can be utilized by a
malicious attacker to escalate the apps’ privilege to access the unauthor. -ed fu-.ctionality and steal sensitive
data.

Security Definition. Before defining the security of our systc m. e p esent the definition of the secure
selective identity IBE scheme. Boneh et al. [27] defined the sec' ve selecti e identity IBE scheme by using a
game. Here, we provide a brief overview of this game.

Gameg a:

Init: The adversary selects ID* to be challenged.

Setup: (params, mk) + Setup(1*)

The challenger runs this algorithm, provides public paramev. *s params to the adversary and keeps the
master key mk to itself.

Phase 1: The adversary issues queries qi, g2, ..., ¢m, + » re ¢; is the private key query (ID;). In every
query, let ID; # ID*. Then, the challenger runs & . rithn KeyGen to generate private key d; corresponding
to the public key I D;. The challenger sends d; to th aw =rsary.

Note that these queries are adaptive becauss ~2ch qu°ry ¢; depends on the former queries.

Challenge: Once the adversary decides that . ~ase 1 is over, it outputs two equal-length plaintexts Mo, M
€ M as the challenged plaintexts. Then, the challeng. . selects a random bit b € {0,1} and encrypts it
C = Encrypt(params, ID*, My) as the ch~"" ~oe ciphertext. Finally, the challenger sends C to the adversary.

Phase 2: The adversary issues querie€ @m+1,. nt2, ..., qn, Where g; is the private key query ID;, ID; # ID™,
The challenger responds as in Phase 1.

Note that these queries are adaptiv : as in .™" se 1.

Guess: The adversary outputs a sues b’ € {0,1}.

Figure 3: IND-sID-CPA Secure Game

The adversary A has advs ata, = Adv. 4 in attacking the scheme e, where
Adv. 4 = |Prib=1V]—-1/2|

Definition 3.1 An IB. ~us.em is (t,qip,€) IND-sID-CPA secure for any t-time IND-sID-CPA adversary
A that makes at most ~-p c¢i.><.n private key queries that Adv, 4 < e.

As described abc e, the ‘ttacker may select a function I.D, which is not authorized by the user. Thus,
we define the securit - as foll jws:

Definition 3.2 ™72 say ...at our IoT-FBAC system € is (t,qrp, €) IND-sID-CPA secure if the IBE scheme
in our system i. IND-s. D-CPA secure.

5. IoT-FB \C -reme

We propose « function-based access control system using the IBE scheme, which supports an independent
function access ot devices.



5.1. The Basic Scheme

Device i

Hub

Cloud Server
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Figure 4: Function-based acces. ¢ ntrol scheme using IBE

In Figure 4, we present an instance showing how ‘he 70T-FBAC scheme works. We suppose that there
is a device with n functions in the smart hoi. * «..' »1at each function has a unique ID. The different
functions generate the corresponding data m;, whe, 1 <4 <n. The hub collects all the data and encrypts
the data under its ID. After encryption, the ciphertexts C; will be stored in the cloud server. If an app has
the privilege to access one function’s date for ex mple, in Figure 4, the app is authorized with the privilege
to access function 1, then it can obtain v. ~ C; a1 d decrypt the ciphertext exactly. Otherwise, the hub will
refuse the request and the app can no’ obtai. ~ iything.

In our IoT-FBAC scheme, we des gn t iree stages: preparation, registration, and access. We now present
the basic scheme. Figure 5 shows the | »ces of the proposed IoT-FBAC scheme.
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"1gurr 5: The concrete scheme

A Preparation Stage

This stage aims to prepare sume in.. “mation for the connected devices in the smart home. In the prepa-
ration stage, there are three ¢’ cp. setup, encrypt, and ID-hidden. Algorithm 1 shows the algorithms of
the preparation stage.

Algorithm 1 Preparatic a St .ge

1 Setup(k) — (paran.. AK'. The hub issues the setup of the IBE scheme, it takes a security parameter
k as input, and it ¢ .. puts v. : public parameters params and the secret master key M K.

2 Encrypt (para ns,ID, M) — C: The hub collects the data M from the connected device in the smart
home, and it encry ts the a into ciphertexts C under the corresponding I D. It takes params, D and M
as input, and . vatpuus ciphertext C.

3 ID-Hidder H(ID, — R: After encrypting the data, the hub chooses a collision-resistant hash function
H to compute T (ID,, which is used as a tag of a device function. Then, the hub uploads < C, R > to
the cloud ~-er.

B Registra.'on Stage
This stage describes the process of installing an app on a user’s mobile phone as shown in Algorithm 2.
During the registration stage, the user can authorize the privilege of the device function that the app can
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access. Then, the hub will generate the corresponding private key SK according to th chosen function 1D
and send the key to the app.

Algorithm 2 Registration Stage

1 Install (App) — ID: When an app is installed on the phone, the user ca. d fine the smart device
function I D that can be accessed.

2 Extract (params,ID,MK) — SK: The hub generates the secret key “K ac.~rding to the function
ID selected by the user. It takes params, ID and master key M K as inp &, a . *t outputs the SK under
the corresponding ID.

C Access Stage

After installing an app, the process of accessing is presented in Alg. ~ithr 3. When the hub receives a
request from an app, it first verifies the privilege. If the app’s a' cess i~ legal, the hub will ask the cloud
server to retrieve the ciphertext and return back to the app. Fin. v che 1pp can decrypt it to obtain the
data.

Algorithm 3 Access Stage

1 Encrypt (Q) — C’: When the hub receives a request . frow.. .a app, it selects a random @, encrypts
@ as a verification ciphertext and sends it to the app.

2 Decrypt (C') — @’: The app decrypts the verifica. ~u ciphertext to obtain @’ and returns it to the
hub.

3 Verify: The hub verifies the Q and Q’. If the Q 3 (. v...a the hub will refuse this request. Otherwise,
it will proceed to the next step.

4 Retrieve (R) — C: If Q = @', then it mean:. .. ~t t..e app has privilege to access this function, and
the hub will ask the cloud server to retrieve the ciphervext and return it to the app.

5 Decrypt (params,C,SK) — M: The app “buai... the data M by running the decryption algorithm.
It takes params, ciphertext C' and private key S as input, and it outputs the data M.

5.2. The Concrete Scheme

We presented the basic protocol "a se tior 5.1; next, we will construct the concrete IoT-FBAC scheme
below.

A Preparation Stage Let k } ¢ tu. <ecurity parameter, let G be a bilinear group of prime order p, and
let g be a generator of G. The is an admissible bilinear map e : G X G — G;. The public keys (ID) are
elements in Z;.

Step 1: Setup(k) — (pararn.> MK) . The user runs the setup algorithm through the hub. The hub takes
a security parameter k as input, a.d it obtains params and M K as output. The params are public, and
MK is secret. The hub sele ¢s r- adom elements z,y € Z;. Let X = ¢g* and Y = ¢g¥. The public params
and the secret master key ,."K .re

params = (9, X,Y), MK = (z,y)

Step 2: Encr ot (params,ID, M) — C. In this step, M denotes the data of the connected devices, and
ID denotes the functior identity of a device. The hub collects and encrypts the data from the connecting
devices. It takes ~arco s, ID and M as input, and it returns ciphertext C. To encrypt a data message
M € Gy u & *he function ID € Zj, the hub selects a random s € Z; and performs the following
calculations:

A :gs-IDXs
B=Y*

10



D=e(g,9)° M

Thus, the ciphertext is C =< A, B, D >.

Step 3: H(ID) — R. To retrieve the corresponding ciphertext according to t'.. function 1D, the hub
chooses a collision-resistant hash function H : {0,1}* — Z; to compute H(ID) — I, which is used as an
index. The hub uploads < C, R > to the cloud server for storage.

B Registration Stage When an app is installed on a user’s phone, thr w =r ha. to define the access
privilege of this app. It can access the function’s data only if the device f mct’on .. authorized; otherwise,
it cannot succeed.

Step 1: Install (App) — ID. As described in the basic scheme, w ule instauing an app on the smart
phone, the user authorizes the device functions ID to the app. For ‘he auti orized 1D, the app has the
privilege to access the data. For non-selective function I D, the app has ~o pr vilege to access the data.

Step 2: Extract (params,ID,MK) — SK. After defining the acces~ orivilege of the app, the hub will
generate the private key SK according to the function ID. It t:'%ec pari ms,ID and master key MK as
input, and it outputs SK. To generate the private key SK u. der fin-iion ID € Zj, the hub chooses a
random 7 € Z,, which makes z + ry + ID # 0 (mod p), and compuu. 3

K = gl/(ID+a:+r;,‘ e

Thus, the private key is SK = (r, K), the hub sends the _I.... ucy SK to the app.

C Access Stage
Step 1: Encrypt (Q) — C’. When the hub receives  unction ID request from an app, it has to verify
whether this request is legal. The hub selects a rc .7om ) € G; and a random § € Z;;, and then it carries
out the following computing:
o nvaXg

V.oY?®
nw=e(g,9)° Q

The verification ciphertext is C' = {U,V, 7"}, w}.ch is sent to the app.
Step 2: Decrypt (C') — @’. The apn dec ypts the verification ciphertext with private key SK, the
following computing is realized: )
e UV K) =-e(g,9)°
wo
e(g,9)°

The app sends @’ to the hut.

Step 3: Verify. The hub recc. s @' and verifies it. There are two situations: (1) If @ = @', then it means
that the app has privilegr to r ccess this function, and the hub will proceed to the next step. (2) If Q # @',
then it means that the ¢ ~» - cter pts over-privilege access. The hub will refuse this request from the app.

Step 4: Retrieve (PY — ' As described above, suppose that ID is the device function that the app
wants to access. T .e app sends an access request for function ID to the hub, and the hub computes
H(ID) — R, where R is the index for retrieving the ciphertext in the cloud server. Then, the cloud server
returns < R, C > *~ the ' Lo. Finally, the hub sends ciphertext C' to the app.

Step 5: Dec ypt (pw ams,C,SK) — M. When the app receives the ciphertext, it can decrypt it. The
app runs the de« "ypt al orithm, which takes the ciphertext C, secret key SK, and params as input, and it
will acquire data n.. ror the detailed decryption process of using the private SK = (r, K) to decrypt the
ciphertext C = ( ., +, D), we have the following calculation:

D _ e(g,9)*M
€(ABT, K) e(gsJDXsYsr)’ gl/(IDerJrry)
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e(g,9)°M
e(gsJD - ges ,gsry)gl/(ID-i-x—&-ry))

e(g,9)°M
e(gs(ID+:c+ry) , gl/(ID+:1:+ry)))
e(g,9)"M

e(g,9)®
- M

Thus, the app can obtain the data of the authorized device function.

6. Security Analysis

We analyze the security of the proposed IoT-FBAC scheme ir this .. ~tion. We assume that the cloud
is “semi-honest but curious”, the hub is a trusted party, and the a, - » are 10t trusted. Our scheme aims to
resist over-privilege access attacks. Therefore, we analyze how o. sche...e prevents over-privilege access by
malicious apps.

Theorem 5.1: Suppose that the IBE scheme is secure unac - the ¢ >cision ¢-BDHI assumption; then, the
ToT-FBAC scheme is also secure and can prevent over-privi._ e access.

Proof. We prove the IoT-FBAC scheme is secure nndo- +-- decision q-BDHI assumption and it can
prevent over-privilege access from the following four lemnu. -

Lemma 1. If the IBE scheme is secure under t"- decisio. q-BDHI assumption, then data privacy is
protected in our loT-FBAC scheme.

Proof. To protect data privacy, we use the IBE ~hem to support our security model. From the security
definition in section III, the IBE scheme is IND-s1.)-CPA secure under the decision q-BDHI assumption.
The detailed proof is presented in [27]. In the TaT-F.>AC scheme, we use the IBE scheme to encrypt the
data of devices through the hub and send the enc. 'ntea data to the cloud server. Thus, an attacker cannot
acquire sensitive information from the encrypted data. Data privacy is protected in the IToT-FBAC.

Lemma 2. If the app follows the protr v . * our IoT-FBAC scheme, then it can only obtain the private
key of an authorized function ID.

Proof. In the IoT-FBAC scheme, there « = t} ee stages: preparation stage, registration stage and access
stage. Following our protocol, the hu' wil’ preprocess the data from the connected IoT devices, encrypt the
data under the different function L. ar d ur oad the encrypted data to the cloud server in the preparation
stage. When an app is installed ¢ 1 a su. = phone, the user will authorize the app privilege to access the
designated function. At the sar ¢ “ime, the hub extracts the corresponding private key according to the
designated function I D. Then, the hu. sends the private key to the app. In this way, we can see that the
app can only obtain the prive .e » 'y of an authorized function ID.

Lemma 3. If the malicic *s a .p attempts to obtain the data of function ID*, then it cannot over-privilege
access it.

Proof. We suppose tiat ‘or a device with two functions {ID,ID*}, function ID is authorized to an
app while function I D* .. - ot. ~ollowing our scheme, the hub will extract the private key SK under the
function ID. Now, th . _pp av. .mpts to access the data of function I D*, which is not authorized. The app
will send a request 1> the h. b, and the hub will select a random number @) and encrypt it with ID*. The
computation is as for. “ws:

AF = gs'-ID* . gxs'

B* — gys'
D* =¢(g,9)* - Q

where s’ is sel. ~.ed randomly in Z;. Then, the hub sends C* = (A*, B*, D*) to the app. When the app
receives C*, it de rypts this by using the private key SK. We can see that SK = (r, g"/IP+2+7%)) where
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Figure 6: The time increase -iti.. “he number of function ID.

7 is a random element in Z, and z,y are random ¢. ments in Z;. The decryption process is

b e(9,9)° Q

e(A*B*", K) e(g D" grs’ . gus'r) g1/IDFa+ry)
_ e(g,9)° Q
- ‘(gs/(ID*HH»ry)’ gl/(1D+m+ry))
~ S

From the above decryption, the sair.. ~ computation in the denominator cannot be computed because (z, y)
is the M SK kept by the hub, ~~d the app does not know anything about it. Thus, the app cannot access
the unauthorized function. Car s heme prevents over-privilege access.

Lemma 4. If other attac”~ s attempt to obtain data about connected devices, they cannot obtain any
sensitive information abo: ¢ the 1o device function IDs.

Proof. As described 1 str p 3 ¢ { the preparation stage in our scheme, we choose a collision-resistant hash
function H to hide the de. ~e f.nction ID, which is H(ID) — R. According to the security of the hash
function, it is difficv’s to compute H~'(R) — ID. Moreover, for the given ID, it is also difficult to find
ID* to make H(ID, = H(I."*). Thus, other attackers cannot obtain any information about the IoT device
function IDs.

The above a: alysis ‘ndicates that our IoT-FBAC scheme is secure and that it can prevent over-privilege
access attacks.

7. Experin. nt . . valuation

Because IBE ‘s the backbone of the IoT-FBAC scheme, we implemented algorithms of the developed
scheme in Java based on the Java Pairing-based Cryptography (JPBC) library. All the algorithms were run
on a PC with a 2.13 GHz CPU and 6 GB of RAM. The length of a message was 128 bytes.

13



= = T T T T 1
—&— gsingle access time
330 - l
300 070\’ e -I
o Q\’/ ——¢—¢ L 4

E

%270- .
=

240 .

210 .

T * T * T mi B E— R

0 2 4 6 R 10 12
The number -° _____

Figure 7: The time of acc ssi .g one function ID.

7.1. Comparison Analysis

In Table 1, we present the comparison betwe. ~ the FACT scheme and the IoT-FBAC scheme from six
aspects: object unit, fine-grained access, against over-privilege, ACL, data security and space saving.

Table 1: The comparison ~tween 1 1e FACT scheme and the IoT-FBAC scheme.

Framework | Object Unit | Fine-grain d Acce < Against Over-privilege ACL Data Security | Space Saving

FACT |Functionality Yes Yes Require No No

TIoT-FBAC | Functionality Yo Yes Not Require Yes Yes

Both FACT and our schemc achic = fine-grained access control. The unit of access control that both
schemes authorize is function ...~ In FACT, Linux Containers (LXC) [28] are used to insulate the func-
tionality. The access permiss.on c. apps is listed in an ACL, which is stored in the FACT system. If an app
sends a request to FACT, it w.  look up the ACL to check whether the request is valid. In our scheme,
an ACL table is not requ red The hub serves this role when it handles the data and encrypts them under
different IDs. The app ~it} the secret key only accesses the corresponding functionality. Thus, the two
schemes can prevent over-pr, 1 ge attacks.

Additionally, to ' rotect “he sensitive data from the devices, we encrypt them and outsource the cipher-
texts to the cloud st -ver for storage in the IoT-FBAC scheme. It allows the proposed scheme to achieve
data security whi'- sav.i._ .ne local storage space.

7.2. Performan. > FEval ition

We test ‘"~ time of all algorithms in the proposed IoT-FBAC scheme. Figure 6 shows the time of
registration, ¢’ yption and decryption. During registration stage (the blue line), an app is installed on
a smart phone, ‘ud the user authorizes the privilege to the app, which means that the user defines which
functionality the app can access. If chosen, the hub will generate the corresponding secret keys for the app.
The time increases with the number of function IDs. In practice, the number of functionalities is limited;
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thus, the time will also be restricted. The red line illustrates the encryption time. The mcryption operation
is executed by the hub. The data generated by devices are transmitted to the hub a..' the hub encrypts
them under different function IDs. The greater the number of function IDs is, the more time . .at it will cost.
When devices in a smart home are no longer added, the encryption time will ach’eve \ balance. The green
line shows the decryption time. It is operated by an app. When an app receives he _iphertext, it decrypts
it with the secret key to obtain the data. The decryption time increases with e nu.. her of function IDs.

Figure 7 shows the time for an app to execute one access to a device function. = assume that there is
only one functionality to request in each access process. The time of each icce '~ *s a constant. Compared
to the FACT scheme, the time is improved in our IoT-FBAC scheme beca ~e [ an ACL contains N items,
the search time complexity is I|g/N using the fastest search algorithm, whe=~as 1. ~ur IoT-FBAC scheme, the
hub does not require the ACL and outsources the search process to th : serve.

8. Related Work

Thus far, most works about IoT security have focused on *hree aspr _ts: authentication, data privacy,
and access control.

8.1. Authentication

Authentication is necessary when a new device connects to tti. Tnternet. Kothmayr et al. [29] introduced
the first implemented two-way authentication security sche ~e for IoT devices, which used RSA cryptography.
Their scheme is based on the most widely used protocol Dat._ram Transport Layer Security (TDLS) and
suitable for the IoT platform. Zhang et al. [30] pro, ose. « novel authentication scheme for IoT devices
which is based on the proximity. Their scheme require users to hold a smartphone and perform one of
two hand gestures in front of devices. Meanwhile, v “mivs the distance between the user and the device.
Kumar et al. [31] proposed an anonymous secure fra.ework (ASF) that provides the authentication more
efficient and unlinkability. Their scheme requ.. ~s up.ate session keys regularly, so when the number of
devices is large enough, the update operations need ¢ nsume much time. In [32], Xi et al. introduced a fast
and error-free authentication and key agre -~nt protocol which used channel state information (CSI) as
the common secret key for the privileged devices Similarly, their scheme also is impacted by the distance.
Miettinen et al. [33] presented an approa.™ for - ecure zero-interaction pairing for personal devices that is
based on the context. This method r- quires nc user involvement and devices can be paired automatically.
Jian et al. [34] presented a cloud-ai ed '.ghtr eight certificateless authentication protocol with anonymity.
Other device pairing works were p esen. i . [35, 36, 37].

8.2. Data Privacy

There are also many wor} s su 'dying data privacy in IoT applications or frameworks. Fernandes et al.
[38] presented a system callc ! Fl wFence that requires users to work with their sensitive data in sandboxes
to protect the privacy. Wen a . nsitive data flow in the sandbox, it will block all other undeclare flows.
Hails [39] presented a we» frr mework that uses MAC to confine untrusted apps. Though this method can
constraints on apps’ beh« v ar, t 1e data privacy of users are transparent to the untrusted apps. Jana et al.
[40] designed a pract’ . prive y protection system for the context-aware application scenario in which an
untrusted app is rur aing on a trusted device. It integrates the OpenCV to realize the visual inputs. Yu et
al. [41] proposed dec trali' ed middle boxes to prevent unapproved communication between IoT devices,
while Simpson e’ w.. [42] proposed a central security manager to control the traffic of devices, which aims
to reduce the se curity r sk. This central security manager can intercept all the traffic to and from devices,
detect the status ~f the devices and report vulnerabilities.

8.3. Access Cn' ol

The most co. mon access control system in IoT is based on the ACL [43], in which access rights are
centrally specified. However, with the increasing number of IoT devices, it is a burden to manage the access
control of these devices. Ardagna et al. [44] proposed a credential-based access control system that uses a
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combination of various attributes concerning a requested subject to generate dynamic .ccess policies. Some
works proposed capability-based access control models, such as those proposed in [4", % 47]. But none of
these schemes took into account the over-privilege access behaviour, which can lead to the sensitive data
leak. Anggorojati et al. presented a vision-based capability to handle authority ¢ :leg tion in cross-domain
IoT environments [45]. Hernndez-Ramos et al. provided a model in a distribut. ! I+ [ environment where
capability issuance and authorization occur without intermediate entities impl. ment.. ~ access control logic
[46]. Gusmeroli et al. designed a proposal in which users can manage access co. “rol processes for their
own IoT devices by generating electronic capability tokens [47]. Some othe rel ' -1 works are presented in
[48, 49, 50].

9. Conclusion and Future Work

In order to prevent over-privilege access, we propose the Funct’ou-basea Access Control scheme in IoT.
With using the identity-based encryption scheme, the proposed sck ‘me can Hbtain fine-grained access control
because the basic unit object is functionality. Meanwhile, dat= trom d vices are encrypted before being
uploaded to the server cloud, which guarantees data privacy. The ~xperimental results indicate that the
TIoT-FBAC scheme is practical and efficient. In the future w.~k, the i teresting directions include studying
the dynamic access control scheme to prevent over-privileg. acce.~ = .1d designing a secure efficient solution
to verify the validity of the connected devices in IoT scenario.
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Highlights

We provide a function-based access control system for smart homes
Our scheme prevents the app from accessing unauthorized functions.
Each access operation in our scheme costs a constant time.

Data privacy in our scheme is secure.
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