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Abstract—With the significant popularity and utility, the web services .. “ve uniquely emerged as a new paradigm
shift to many enterprises such as banking, government applicati. ~s, teler om sectors and other solution providers.
When web services are integrated with cloud services, web . ~vice. .chieve more flexibility and performance.
Hence, through a web service, a mobile phone user can upload seuw. ‘tive documents to cloud and share them with
employees and customers, but the security in the cloud is y. 0 be completely resolved. Recently, the authors Zhu
and Jiang have securely shared group keys among cloud users ithout secure communication channels. But, we
have recently proved that, the existing method is -u.. ~*hle to man-in-the-middle attack and message
modification attack. A new protocol termed as MGPV he~ ! een proposed in this research work which averts all
the possible attacks. It minimizes the computation c. “nlex. v and ensures that the documents are accessible only
by valid group users. It ensures that even the group mea, > and the cloud cannot access the documents stored in
the cloud. The experiments conducted on the m~hile cicud environments reveal that this protocol is worthy of
implementation in the real world scenarios.

Keywords—Security, Access controls, Man- .-... ~-Middle attack, Message Modification Attack, Data encryption

1 INTRODUCTION

ITH the advent of customized web servic <. r obil* phones
and cloud storage, the secure sharin, of sc. "t ve docu-
ments among mobile users has become - ¢. * common now-a-
days [1], [2], [29], [30], [31], [35], [36]. It is morc  dnvenient for
a mobile user to share a document wit' nis seers through a web
service. Because of the ubiquitous . - ¢ mobile phones and
cloud computing, this scheme of s! aring . ~cuments among the
mobile user community is increa g - xponentially day by day.
In a typical context, a manager o1 . * :putr 4 company may want
to share some sensitive doct ..cats wi.'. the employees of his
company. Obviously, the ma ager wc 'ld prefer to store the doc-
ument from his mobile into th cloud asing a web service due to
the elastic nature and ear . of use ot cloud and web services [3],
[4],29], [30]. Though & web sen ‘ce is a viable option for mobile
users to upload the docui. ~nts. “.1e documents if stored in a pri-
vate file server, ma, .. ~- consistent support from maintenance
personnels and securi. ’ ¢ «perts. But, if the user uploads a file to
cloud storage, then the . =rver maintenance and security issues
are performed by cloud service providers. Additionally, the flex-
ibility in computing, storage and licensing issues are vested with
the cloud service providers themselves. Thus, web services when
integrated with cloud services complement each other and
emerge as a more powerful paradigm to solve the document stor-
age and retrieval purposes.
Since the present day android powered mobile phones come

with more than 2 GB of RAM and 2 GHz of computational ca-
pability, access to web services and storage applications in the
cloud have become very handy [5-7], [41][42]. Hence, if a web
service is available, a manager (cloud user) shall upload the busi-
ness related documents to the public cloud not only for easy stor-
age and retrieval purposes, but for their sharing among other us-
ers as well [8].

In such a scenario, though many users attempt to utilize the
sharing facilities through public cloud servers, attacks on the
cloud storage by hackers and other fraudsters seem to be increas-
ing in the recent past. It can be seen that, the attacks on the cloud
and web services have been a matter of common scenario [9],
[10], [32], [33], [34] which are yet to be completely resolved
[37], [38]. Moreover, a mobile phone user can create hypersen-
sitive documents through a web application. These documents
are hosted in the cloud service which could be shared with
their peer employees and valuable customers. In connection
to this, since the data to the cloud passes through a public
channel, the security concern is usually compromised in cer-
tain situations. Therefore, the clear idea and motivation be-
hind this research work aims at resolving such security issues.

In this context, Zhu and Jiang in 2016 have proposed a collu-
sion resistant scheme which enables the secure document storage
and sharing among the members of a dynamic group in the public
cloud [11]. They claimed that, without employing the secure
communication channels, they can securely transfer the keys to



the group users.

An attacker can make use of Man-in-the-Middle (MITM) at-
tack and the message modification attack as cited in [28] to break
the scheme proposed by Zhu and Jiang in [11]. Hence, in this
research work, we have taken the attacks on the Zhu and Jiang’s
work into consideration and proposed a novel collusion aware
protocol which can be employed in a mobile user environment
for enabling the mobile users to share documents through the
public clouds without the fear of being fiddled with by attacker.

Following are the objectives of this novel research work. 1)
To propose a novel collusion aware document storage technique
called Modified Group key Protocol Version (MGPV) based on
Zhu and Jiang’s scheme [11] which is free from MITM attack,
message modification attack and other possible attacks, 2) To
minimize the computational complexity incurred during the up-
load and download of document in the cloud server, 3) To intro-
duce a novel protocol which ensures the document confidential-
ity between data owner and mobile cloud users even restricting
the group manager and the cloud server from accessing the doc-
ument.

The rest of this research contribution has been organized in
such a way that Section 2 surveys the recent works in line with
the proposed work which strive to share the data among other
users in the cloud environments. The merits and limitations of
the protocols under consideration have been analyzed. section 3
presents the proposed protocol in the context of mobile cloud us-
ers and the cloud storage. Section 4 analyses the proposed proto
col against the possible attacks and section 5 provides a detailed
discussion of the results obtained during the implementatio. "1
this research work. Finally, section 6 concludes this research
work.

2 A BRIEF OVERVIEW OF THE LITERATUE

The past literature can be spotted with numerouv wo' .awb le se-
cure methods which strives to improve security to g. "p » ommu-
nication among multiple users. All of these ‘~hemes uy to im-
provise upon the existing schemes in way or the « her to enable
secure group communication.

A past work proposed in 2003 by K- .lahe .a et al. is one such
work which incurs an overhead due fron. requent updating of
the keys pertaining to various file b' scks 3]. '1ais work supports
frequent join and leave operation ~v ' alti’ e users simultane-
ously.

A similar work in the same¢ year w s proposed by Goh et al.
which concentrates on ensurir. ¥ secure group key management
with novel procedures for e k., .evocation operation [12].
Also, another work in 20( 5 had sc ne contribution to do with the
constant size with regard - the p ivately kept keys and the en-
coded text [13]. Nevertheless, wese works relatively fallback in
efficiency as a new g1 ‘up <cy being generated if a new user is
part of the group or an o1 user leaving the same.

In the successive year, « new policy named Key-Policy At-
tribute-Based Encryption (KP-ABE) was put forth to enforce im-
proved security for communication between a group of entities
[14] and Lu et al. had earned the credit for introducing a secure
scheme based on provenance to enforce the group security [15].

But, a recent scheme put forth in 2016 by Vijayakumar et al.
had made efficient use of the technique hidden inside Chinese
Remainder Theorem (CRT) for the secure transportation of the

group key to its members. This work in spite of showing a low
computational complexity suffers from frequent leave and join
operations demanding the computation of new key for secure
communication between the gro» o members utilizing mobile
phones for the same.

A recently introduced scher= [17] ca.ded Mona ensures se-
cure uploading and downloe .ing »f secret documents between
the corresponding group mec.F.rs and a similar scheme for
providing similar security . “vice -as proposed by Zhou et al.
[18] which provides ac s to . 2 contents based on the user
roles. The work propo ed ir (.~ 20] demonstrate the task of im-
proving group commuu, > don as well.

But, in spite 0" w.e mui. ple existing schemes, the scheme
cited in [11] seen 5 to be n st recent work in this line to securely
transport the priva ~ grov, keys over the public medium. It is a
novel and hig uy worthwhile protocol. But, the hackers are reck-
lessly deterr ine . anc¢ lurking to find any slightest loophole to
attack the ~xisting n stocol proposed by anyone. In this way, the
protocol prope. ~d by Zhu and Jiang is not an exemption. Thus,
despitc “eing a iighly efficient and trustworthy protocol, this
falls . =v to = MITM attack.

Moreov * for ensuring secure group communication, many
p1v~cols have been proposed. A number of protocols have been
proposc.' using CRT for efficient communication in networks
Viw ... Jdced computational cost for key management. Vijaya-
ke aar et al. [22, 23] have proposed novel methods for secure
~ul. cast communication with relatively less overheads. Moreo-
ver, they have introduced a new rotation based algorithm to en-
~unce the security supporting both batch leave and join opera-
tions [24]. The work proposed by Vijayakumar et al. achieve less
computational complexity for efficient group communication
with the application of CRT. Many other protocols have been
proposed in the literature for similar security services among the
group members [21], [25], [26], [27], [40].

Though the work proposed by Zhu and Jiang in 2016 as re-
ferred in [11] is the recent scheme to enable secure group com-
munication, the works presented in [28] clearly prove that this
scheme can be broken through two of the most popular attacks.
They are MITM attack and the message modification attack.
Moreover, the work described in [28] puts the work proposed by
Zhu and Jinag in [11] at jeopardy and hence paves the demand
for another work in this line to fill the gap created by the attacks.
The architecture of the proposed system and the notations used
in the existing protocol are mentioned in [11]. This scheme was
invented by Zhu and Jiang in 2016 which has been a novel and
secure protocol of its kind in providing secure group communi-
cation over public communication channel. But, the more recent
work as portrayed in [28] analyses this work in all aspects and
had proved that this scheme in [11] can be prone to MITM attack
and the message modification attacks.

3 PROPOSED MODIFIED GROUP KEY PROTOCOL
VERSION

The proposed protocol consists of the following five phases of-
fered as appropriate web services. They are system initialization
by the group manager, mobile user registration phase, file upload
by the mobile user, file download by mobile user and the mobile
user revocation phase. Also, the proposed protocol consists of
three major entities such as mobile user (MU), group manager



(GM) and the cloud service provider (CSP). The notations used

in the proposed protocol are described in Table 1.
TABLE 1

NOTATIONS AND THEIR MEANING

S.No. Notations Meaning
1. G,, G, Additive cyclic group
Prime number which is the or-
2. q der of the additive cyclic
groups G4, G,
Points in the group G, gener-
3. P,G,W,Y,X | ated by group manager in
which G is kept as secret
4, VA Point in the group G,
5. f Hash function {0,1}* - Z;
6. fi Hash function {0,1}* = G,
7 I Random numbers of the group
' £ manager from Z;
8 b Random numbers generated
' di» Di by mobile user i from Z;
9. ID; The identity of mobile user i
10. pk; Public key of mobile user i
- - [ |
11 sk, The corresponding private '~ |
to pkl
Account number of the mobile
12, ac; :
user i
Symmetric encryptic 1 algo-
13. Encz() rithm using the do~ume. . en
cryptionkey £~
Asymmetric enc.>m’.on 2 Jo-
14. Aencg, () rithm using tr 2 secre. ' y sk;
of the mobi’: . ~er i
Point generated by _oup
15. U manage’ dur 1g mobile user
registre ion
Ranc' am nu. ~her for mobile
16. ru; use i gr ierated by the group
Mo, 20
~~rrespe " 4ing random num-
ber of ‘roup manager for ru;
17. Ttl’ . f
of mot le user i. It is gener-
awcu vy the group manager
F\ ints computed by group
18. 51,8, m .nager corresponding to the
| user i
19. IDgo.. Identity of document i
Sensitive document to be up-
20. doc loaded and downloaded se-
curely
Parameters computed by
group manager for the corre-
21. Ly Lz Ls sponding mobile user i during
the file upload process

22, the group user for secure doc-

Random number selected by

rd; ument download

23. D1,,D2;

Pa ameters computed by mo-
F.1e <er i for secure docu-
ment dov. 1load

24.

T\ ne at which the document
v .th identity Doc; was up-
1w "ed to the CSP

o~
=

25. A, by

“acret parameters generated
by the group manager for each
user with identity ID; to ena-
ble secure communication be-
tween the cloud server and the
mobile user with identity ID;

26. . group manager during the reg-

Random number i selected by

| istration of mobile users

Group key used by group

manager to encrypt docu-

ments from mobile user

| Temporary value containing
" the hidden group key K,

zo. ek; mobile user to compute the

Random key selected by the

document encryption key E

30. Ench 0O

Symmetric key encryption al-
gorithm using the group key

Kq

3.1 System initialization by the group manager

The GM proposes a bilinear map system which consists of S =
(q,G1, Gy, e(.,.)) where G, and G, are additive cyclic groups
based on the same prime order q and e: G; X G; — G,.

1.

The GM randomly selects two points P and G from G,
and also selects three random numbers y, [ € Zg.
Computes four parameters such that W =y.P,Y =
y.G,X =1.Pand Z = e(P, G).

The GM publishes the parameters such as
S,PW,Y,X,Z,f, fi,Enc(),Aenc() where f is a hash
function: {0,1}" > Z;, f; is also a hash function
{0,1}* = G, and Enc() is a symmetric encryption algo-
rithm and Aenc()is an asymmetric encryption algo-
rithm.

The GM keeps the parameters such as G,y,l as secret
parameters.

3.2 Mobile user registration phase

In this phase, a mobile user registers with the GM to get the secret
parameters in order to securely upload and download files
to/from the cloud server.

1.

The MU sends (ID;, pk;, a;, ac;) as a request to the GM
where ID;, pk;, ac; refer to the identity, public key and
the account number for payment by MU to the CSP and
a; is a random number from Zg.

After receiving the request from MU, the GM chooses a
random number 7;€Z; and computes R = e(P, P)" and
U= (ri +Ly. ai.f(IDiIkaiIIaci)).P. Then, it sends the
newly computed parameters R and U to the MU. The
main difference between our protocol and the existing



work [11] is that, the secret parameter [ is multiplied with
y.a;. f (UD;||lpk;llac;) to generate U.
After receiving R and U from GM, the MU confirms
whether these parameters have come from the legitimate
GM. To verify that, the MU separately computes
R.e(a;. f(ID;||pk;llac;).W,X) and e(U, P) and checks
whether R.e(a;. f(ID;||pk;|lac;).W,X) = e(U, P). The
proof is given below.
R.e(a;. f(ID;llpk;llac). W, X)

= R.e(a;. f(UD;l|lpk;llac;).y.P,1.P)

=R.e(y.a;. f(UD;|Ilpk;llac;). P, 1. P)

= R.e(P, P)tr-aifUDilipkillacy

=e(P,P)"i.e(P, P)l-V-ai-f(IDi”pki”aCi)

=e(P, p)n-+l-y-ai-f(1DiIkaiIIaci)

=e(U,P)
If the wverification succeeds, the MU sends
1Dy, by, Aencg, (1D;, a;, ac;) to GM where b; is a random
number from Zg.
The GM decrypts Aencg, (ID;, a;, ac;) using the public
pk; of the user and checks whether the ID; in the de-
crypted message is equal to ID; in the message. It also
checks whether a; is equal to the same a; which was re-
ceived in the first step. Now, the GM chooses
TU;, 1ty € Zg. Then, the GM sends
Aencyy, (ru;, rt;, a;, by) to the corresponding MU. The

r:iai and adc-

ID;, a; and B; of the corresponding user in the group user
list (GUL) as depicted in Table 2. Finally, the GM « "=
the group identity IDg,oyp, the updated GUL, .
timestamp t; and the signature Sig(GUL) to the CSP.
The MU decrypts Aencyy, (ru;, 1t;, a;, by) recr.vea . om
GM using the corresponding private key sk; «d verif :s
whether the a;, b; from the decrypted mr ssage . - che
ones which were sent by this MU. Follov ed b, this, MU
stores ru; and rt; in its local database.
The CSP, on receiving the updated ¢ JL from ".e group
manager, verifies the freshness of t . n.. ~<age through ¢;
and also verifies the authenticity ~f the Glv. as cited in
[11] as follows
e(W,f,(GUL)) = e(y.P, fi(GCTY,

= e(P,y.f- GUL))

= egP,Si (GU.))
If the verification is successi. the GM replaces the old
GUL with the new one.

GM also computes a; = rt;.G,[; = G.

LRITD
UPDATING «HE Group USER LIST

Identity | Secret pai \meter . Secret parameter 2
1D, w B,
ID, 5 B,
IDm a,, Bm

3.3 File upload by mobile user

Let us assume that an MU wants to upload a document to the
CSP securely through the corresponding web service.

The MU randomly selects a symmetric encryption key
ek;e Z; and computes E = Z°ki_ Also, it selects a suita-
ble identity IDg,; for the document to be uploaded and
encrypts the document usi- g a symmetric encryption al-
gorithm as Encg(doc). £ isv, MU computes two param-
eters L, = W.ek;, L, = P.ek;.j (a;||b;||ru;). Then, the
MU sends te message ID;,
IDgroup, ENCyy (IDy, "Ny ¢ Encg(doc), Ly, Ly) to the
GM.

Upon receiving = me. ~ge from the mobile user, the
GM finds that .he 1 -_ with the identity ID; has sent an
encrypted doc. me .t to be uploaded to the CSP. Then, the
GM retriev~~ the . ~ret parameter of the mobile user.
Firstly, th - GM 1. vieves the secret parameter ru; which
is storec in s local database and decrypts
Ency, "Dy, 12 4yci Encg(doc), Ly, L) to get the param-
eters suc’. o ID;,IDgy.i, Encg(doc), Ly, L,. Then, it
check. wheth _r the ID; in the decrypted part of the mes-
sage “~ the same as the ID; present in the message. Now,
the GM1 ‘ndomly selects a group key K;€Z, and ensures
the. the alue of K is very much smaller than the values
o u; in order to exploit the facility supported by CRT.
suusequently, the GM re-encrypts the document as
ED = Ench (Encg(doc)). In order to hide the group
ey K,, the GM computes the temporary value p such
that, u = K, + [[i=,7u; where, ru; is the secret parame-
ter shared between GM and the corresponding mobile

user i. Moreover, to enable the receiver to compute the
1

.——————and
v+f(agllbillruy)

let LD =1Ly, L, L;. Let us also assume thatDL =
(IDgroups IDaoci, ED, 1, LD). Now, the group manager
computes ap; = y. f;(DL) which is the signature of GM
and sends DL = (Ingup,Ide-,ED, W, LD), op, to the

CSP. Also, the GM creates the updated data list DL to the
CSP which is mentioned in Table 3.

decryption key, GM computes Lz = G

TABLE 3
UPDATING THE DATA LIST
Document ID Timestamp
IDgoc1 t
IDgocr t,
IDgocn ty

Followed by that, the GM sends DL, sig(DL), t; to the
CSP where sig(DL) = y.f;(DL), and t; is the
timestamp at which the signature is generated.

Upon receiving this message, CSP verifies the authentic-
ity of the DL by checking whether e(W, f,(DL)) £
e(P,Sig(DL)) as follows.

e(W,£,(DL)) = e(P,Sig(DL))
e(P,y.£,(DL))

=e(P,f,(DL))"



= e(V-P:f1(DL)) = e(W'fl(DL))

3.4 File download by mobile user

The MU, using the file download web service, wants to securely
download the document with identity /D, from the cloud
server and it performs the following steps as described below.

1. The MU randomly selects rd; € Z; and computes DK =
Z7%_ Then, encrypts the identity of the document and the
identity of the user as RD = Encpg(IDgoci, ID;, 7d;).
Also, it computes D1; = P.% and D2, =rd,.P.
Then, the MU sends (ID;, IDg;oyp, RD, D1;, D2;) to the
CSP.

2. The CSP sees the ID; in the message and retrieves the

corresponding a; = rt;. G, B; = G. % from its data-

rti+a;
base. Now, the CSP finds the decryption key DK to de-
crypt the message from MU as follows.

e(D1, a)e(D2y, B)

= e(D1,7t;.G)e (Dzi,G.L)

rti+a;

,Tt;. G) e (rdi. P,G.—2 )

rtit+a;

rd;
! rtit+a;

=e (P
rd; a;
—Tt; rdi——
= e(P,G)”iJrai le(P,G) Vretag
rd;rtj+rd;.a;
rti+a;

=e(P,G)
rdi(rti+al-)

— e(P’G) rti+a;

=e(P,G)%

= Z7di

= DK
Now, the CSP decrypts RD as
Decpy(Encpg(IDgoci, ID;, vd;)) and gets acce ™ to
IDgocir ID;, vd; and compares this ID; witl the ID; ent
along with RD in the message. The CP als. <! ecks
whether this ID; is present in the GUL as r entioned in
Table 2. If successfully verified, then .= _SP .ssumes
that the user with ID; is a valid user of the . ~ 4p. More-
over, this DK can be calculated or’y . ‘th the parameters
a; and f3; sent to the CSP by the GM du..ag the corre-
sponding mobile user registrat’ ,n p ocess.
Then, CSP retrieves L, and - fiom LD of the corre-
sponding document and cor .putes © = rd;.L, and S, =
rd;.L,. Finally, the CSP s ads “ 4, S,. L3, W, ED to the MU
who has sent the request 1« .1e dr wnload.

3. User does the decrypt’ _ of tu. ncrypted document as

follows.
Firstly, the MU retriey s the g oup key K such that K, =
pumod ru;. Ther, u.e user uecrypts the double encrypted
document 'S Dech (ED) =

Decy, (Enc,(n(Ethf_,oc))) and gets access to

Encg(doc) whic' 1s encrypted using the key E = Z¢ki,
Secondly, MU finds the ~ncryption key E = Z¢*i as follows.

e (Sl,r%i.L3) e (SZ'%di'lG)

1 1
e (T'di. Ll' E L3) e (Tdi. L2, E L3)
L L

Tdi.i. T‘di.i_
=e(Ly,L3) "Tdie(Ly Ly) T

e (W. ek;, G.

Y + f(allb;llru;) )

1
e (P eki.f(ai”bi”rui): GW)

1
- e( P.ek;, G.—————
Y 13 y+7 aillbillru;)
a(p, G) v+ (allbilrw)

= e(P, G)*fC.ibili ) o (P, G) v+ (ailbidlrui)
eki\, “f aillbllruy))
Y ACT (D)

= e(P,G)
= e(P,G>"ki
=F

Thus, the MU -~crypts the encrypted document as
Decg (E wcg(do. \) and gets the document which is a sen-
sitive on
3.5 Mobile - _2r rv. .cation by group manager
Through tt : mr ile 1ser revocation in web service, an MU with
the ident*ity 10); re aests the GM for user revocation from the
group. To ac. “eve user revocation, GM and CSP perform the fol-
lowir ~ steps.

G "7 wnloads the GUL as mentioned in Table 2 from
.~e CSP and removes the details such as ID;, a;, B; from
wic downloaded GUL.

<. GM downloads the document ED = Ench (Encg(doc))
of the MU which was encrypted using the current group
key Kj.

3. GM randomly selects a new group key K & Z; such that
the value of Ky is very much smaller than the value of
ru; of all the users to enable CRT to hide it. It also com-
putes W' such that W' = Ky + [[}=1 gna j= 7% Where j re-
fers to the number of active users in the group.

4. Now, the GM re-encrypts the document using the new
group key K such that ED’ = Ency; (Encg(doc)) and

computes a fresh signature o'y, = y. f;(DL) and sends
DL = (IDgyoup, IDgociy ED', W', LD) and 0”'p, to the CSP.

5. Receiving this message from GM, the CSP verifies the
validity of the received signature ¢'p; = y.f;(DL) by
checking e(W,fl(DL)) < e(P,Sig(DL)) and if suc-
cessful, updates the details of the corresponding docu-
ment in Table 3 with the new timestamp. Moreover, CSP
replaces the old value of DL with the recently received
values.

4 SECURITY ANALYSIS OF THE PROPOSED
PROTOCOL

The proposed protocol has been designed in such a way that it is
resistant to all the attacks. In this section, the security of MGPV
protocol is provided during MITM attack, message modification
attack and masquerading. Moreover, the proposed protocol is
checked as to whether it preserves the forward and backward se-
crecies and ensures secure key distribution.

4.1 Man-in-the-Middle attack

In this attack, an attacker who is present in the middle between
two legitimate entities intercepts the communication between
them without their knowledge. The protocol in [11] is susceptible
to MITM attack as clearly explained in [28]. The attack made in
the protocol is as follows. During the registration process, by
substituting W = y. P, the attacker tries to compute the value of



U which is composed of r. P and y.P.v,. f (pkgllac||ID;) such
that U = r.P + y.P.v,. f (pkgllac||ID;). In this case, the value
of y. P can be easily substituted with the value of W as it is a
public parameter. But, in the proposed protocol, in order to pro-
tect the registration process from MITM attack, U is computed
as U= (r+Ly.v,. fUD; |lpkill ac;)).P in which case, the
value of l. y. P cannot be computed by the attacker by any means
and hence, the registration process is secured from the MITM
attack.

4.2 Message modification attack

In this attack, an attacker tries to alter, insert or delete some por-
tions of the message sent by the sender to the receiver. As pointed
out in [28], the attacker has the chance to retrieve the secret key
KEY = (x;,4;,B;), the attacker can modify the message
Encg,(IDgata C1) C2, €, taara) by decrypting it using B; without
the knowledge of the sender and the receiver. In the protocol pro-
posed in this manuscript, the attacker has been restricted from
computing the value of the parameter U which means, there is no
change to derive the private key shared between the group man-
ager and the mobile user. Thus, the proposed protocol is free from
the message modification attack.

4.3 Masquerading

In the protocol proposed in [11], the attacker has access to
KEY = (x;,A;,B;) and hence can masquerade as a legitimate
cloud user by sending IDgyoyp, ID;, Ency,(IDgqeq) to the CSP
The CSP being unaware of the attack being made, will sena
DF = (IDgroup, IDaata CE, EK, taaea), opr. Since the atto-ker
has access to V; = f(B;), he can easily derive the group key .~
and hence can decrypt the C to get the actual document sent by
the sender. In the proposed protocol, since the privatr oo, " are
securely distributed between GM and MU, the attack .rs have 0
chance of getting access to the sensitive document sc. © by ae
sender of the message. Thus, the proposed protr col ~verts any
masquerading by the attackers.

4.4 Key distribution

The main objective of the proposed work i. that « “ securely dis-
tributing the secret keys between the gro» . manager and mobile
users over insecure channels. In order “» sec urely distribute the
private keys, in this research work, the M " vho wants to register
himself with the GM, initially send" his nubw.. key pk; and his
identity 1D; along with a random r mbr . a; < pecific to this com-
munication. GM authenticated himsc.© by sending U, R to the
MU. In order to modify the val ¢ of U an attacker ought to com-
pute U = (r + Ly. v f(Dy; |, k|| ac; ).P for some unknown
l.y € Zg which is infeasible du. “~ .ecisional Diffie-Hellman
problem. Moreover, the s cret ke - for document encryption ru;
is sent by GM as Aencyy (ru;, a; b;) to MU which can be de-
crypted only the correspondiug v[U alone. Thus, the secure key
distribution is ascerta.. €d 1 . .. proposed MGPV protocol.

4.5 Forward and Back. -ard Secrecies

Whenever a mobile user wants to upload a document, he encrypts
the document as Encg(doc) where E = Z*i in which ek; is the
secret key randomly selected by the respective mobile user MU;.
When the document is uploaded by the cloud user and the while
document reaches GM, the GM re-encrypts the document using
the group key K such that ED = Ency, (Encg(doc)) and hides

the group key k, such that p = K, + [[i=;7u;. The temporary

value u is made from the secret parameter ru; of each of the
group members.

In this case, it has become clear that, a user who does not have
the value of ru; cannot retrieve th . group key K;. Thus, a user
can access the encrypted documr .ats “ly during his presence in
the group. Moreover, if an MU ioins the g. sup or leave the group,
the group key K is newly co apui :d rejecting any room for for-
ward or backward accesses. .™us the proposed protocol ensures
the forward and backward . ~creci. - of the system.

5 RESULTS AND "/ISC JSS: ON

The proposed schem- ‘s cow..ared with other existing schemes such
as Mona proposed yy Liu e al. [17], RBE method proposed by Zhou
et al. [18], Delera. 'ee et a' ’s ODBE protocol [20], Liang et al.’s
scheme [39] ar * Zhu ... Jiang’s scheme [11]. The comparison of
the security f :rfor . e in Table 4 shows the capabilities provided
by the proposc. scher .

The sign..” ~ance of the proposed MGPV protocol can be un-
derstoed from th fact that, when a sensitive document is shared
by ar MU “ror gh GM, even the GM cannot decrypt the docu-
ment an. "iew the contents. The authenticated group users alone
€&  <euype the document and access the contents. But, in the
schen.. nroposed by Zhu and Jiang [11], the GM is assumed to
v« "' trusted by the other parties. This means that, a document
s. 2 ed by a data owner can be decrypted by the GM. Thus, the
GM. has access to all the documents shared by any of the group
us. . But, the proposed scheme ensures the confidentiality of the
« rcument between the document owner and the document re-
ceivers alone and restricts the GM and CSP from accessing the
document.

The proposed protocol called MGPV has been simulated us-
ing pbc library and the results thus obtained are compared with
Mona proposed by Liu et al. in [17], RBE proposed by Zhou et
al. [18], Liang et al.’s scheme [39] and the protocol proposed by
Zhu and Jiang in [11]. The experiments were conducted such that
G, consists of elements of size 161 bits and G, consists of ele-
ments of size 1024 bits. The elliptic curve has been selected such
that it has a group order of 160 bits. The setup for mobile user
and group manager has been made in cygwin tool in a computer
with 2.8 GHz Core i3 processor, 4GB DDR3 RAM and with the
Windows 7 operating system installed in it. The cloud server has
been simulated in cygwin tool installed in a computer of 3.2 GHz
Core 15 processor of 64 bits with 8GB DDR3 RAM containing
Windows 7 operating system.

Let us assume that the time required to perform an addition
operation, point multiplication operation, multiplication opera-
tion, exponential operation, hash operation, pairing operation, di-
vision operation, encryption operation, point addition and de-
cryption operation be represented by Ty ,Tpy Ty ,Tg, Ty ,Tp
,Tp , Tene »Tpa and Ty, respectively.

Group key computation and retrieval cost is shown in Table
5. It is observed that, for 10 users, MGPV takes 0.3 ms which is
96.41 ms less than Mona, 7.29ms less than Zhu and Jiang
scheme, 12.79 ms less than Zhou et al.’s scheme and 19.69 ms
less than Liang et al’s scheme. Also, for 100 users, MGPV takes
3.001 ms which is 959.48 ms less than Mona, 67.59ms less than
Zhu and Jiang scheme, 73.09 ms less than Zhou et al.’s scheme
and 196.999 ms less than Liang et al’s scheme respectively.
Hence, the results show that the proposed scheme achieves less



group key computation overhead compared to other works. Sim-
ilarly, for group key retrieval, MGPV achieves less computa-
tional complexity. For 50 users MGPV incurs 0.005 ms which is

16.94 ms and 29.99 ms, 40.39 ms, 71.19 ms less than Mona, Zhu
and Jiang’s scheme, Zhou et al.’s scheme and Liang et al.’s
scheme respectively.

TABLE 4
COMPARISON OF THE SECURITY PERFORMANCE
. ay A Message
Secure Key Secure user | Anti-collu- Confidentidie MITM | Modifi-
Scheme vs parameter R, . ; tween data. ~wne .
Distribution revocation sion attack . . attack cation at-
and da*_. “'seru.''y
A tack
Mona no no no ne no no
Zhou et al.’s scheme no no no - no no
Liang et al.’s scheme no Yes yes no no no
Zhu and Jiang’s scheme no Yes yes 0 no no
MGPV protocol yes Yes yes J Y3 yes yes
TABLE 5
GROUP KEY COMPUTAT 1. ' COST
Group key computation Cost | Group key verification and retrieval cost
Scheme Vs com- by GM (ms) . by the user (ms)
putation cost Cost for 1 user Costf .. rcarg Cost 'f. or_1|y 1 Cost if n users exist in
(ms) (ms user exists in the the group (ms)
/ group (ms)
(n+ Dlew + o+ gp Lar, S%TM N 517?PA-4+)1+7"(§;T;’¥;
"~ "l\f;;rs O - PM PA PA P H)» -
Mona 2Tpu + 1Tp + 1T; | Ty, the num + 5T + 1Ty fers to number of revoked
ber of re. ~ked users
users
Zhu and Jiang 1Tpy + 1T 17 +nTg Tpy nTpy
1T + 1T + 1T, 1T+ Tg + 1Ty +nTy | 1Ty + 1T + 1Tz | 1T + 1Tz + 1T, + (n
Zhou et al. scheme + 1Tpy =4., +nTg + 1Ty + 1T + 1Tpy + 1Tpy
= 4‘TE + 1TH + l’ o] + lmPM = 4‘TE + 1TH = 4TE + (Tl - 1)TE
+ 1Tpy ) + 1T, + 1T,y + 1Ty + 1Tpy,
1Tg + 1Tpy 4 1Ty | nx (2T + 1Tpp) 1T + 1Tpy,
Liang et al. scheme = 2T 1Ty, + 1Ty + 1Ty, (n* 2T + 2Tpy)
MGPV Protocol 1T, + 1T, 1T, + nTy 1T, 1T,
Moreover, for 100 users, MGPV i curs 9.00v ms which is 16.99 B ) .
—+—Mona —#—Zhu and Jiang Zhou et al. Liang et al. —+—MGPV (Proposed)

ms, 59.99 ms, 75.39 ms and 141. 9 1 les: than Mona, Zhu and
Jiang’s scheme, Zhou et al.’s scheme v . Liang et al.’s scheme
respectively.

The computation cost of \ ‘e uplo¢ ling operation of a file of
size 1KB with varying nu~"er o.”__voked users is calculated for
the proposed MGPV p otocol . 1d compared its cost with the
schemes such as Mona, 7hu an Jiang’s scheme, Zhou et al.’s
scheme and Liang et al.’s scucme. Table 6 shows the computa-
tional and communic “tio’ cu.nplexities during file upload oper-
ation. Fig. 1 clearly po s to the fact that MGPV achieves the
less computation cost thai.. Mona, Liang et al.’s scheme, Zhou et
al.”s scheme and Zhu and Jiang’s scheme. For instance, for 80

Fig. 1. Computation cost of file upload operation
file uploads, MGPV incurs 898.12ms which is 417.17ms,
227.98ms, 85.39ms and 103.88ms less than Mona, Zhu and Jiang
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scheme, Zhou et al. scheme and Liang et al. scheme respectively.

For 100 revoked users, MGPV incurs 1010.12ms which is
908.9ms, 475.0ms, 193.1ms and 239.80ms less than Mona, Zhu
and Jiang’s scheme, Zhou et al.’s scheme and Liang et al.’s
scheme.



TABLE 6
COMPUTATION AND COMMUNICATION COST DURING FILE UPLOAD

Scheme vs cost towards file

Computation Cost of data owner to-

Communication C,. “ of data owner to-

1Ty + 4Tp, + 6T,

upload wards 1 file upload with n revoked us- | wards 1 file upload of s1.. 1KB when there
ers (ms) are n revoked r sex  (bits)
2Tpy + 1Tpy + 1Tpy + 1T + 1Tgpe + | IDgroyp + 1D, a+ G+ Co +C + f(T) +
Mona 1Ty + (9Tppy + 1Ty + 3Tp, + 3T, + taata + 0= "6+10 160+160+1024+256+

3TE + STA) = 13TPM + 4TE + 1TETLC +

24+(160+160+, . +16+16+16+16+16+16) =
2232

Zhu and Jiang’s scheme 2T, + 2T,

2TPM + 1TE + TEnc + TETlC = 2TPM +

IDgatar LT’: C, taata = 16 + 160 + 160 +
1027 . 24 = 384

b
Zhou et al.’s scheme 3Ty + 2Ty + 1Tep,

‘ncg(M. €y, Cy, Co= 1024+160+160+160
=104

Liang et al.’s scheme

1Tp + 1Ty + 1Tpy + 1T, + 1T

C <, CpCs =1184 + 160 + 160 + 160
| = 1664

Proposed MGPYV protocol 1Tg + 2Tgpe + 2Tpy

1Tg + Tene + Toy + Tpy + Tpne =

—IDL-, IDgyoup) Encmi(IDi, Doc;,
Er :p(doc), Ly, L,) =16 + 16 +
| (16+16+1024+160+160) = 1408

Similarly, the communication cost for the file upload of size IKB
shows that MGPV incurs less communication complexity than
other schemes and is far better than them. The proposed method
has been executed for a maximum of 10 revoked users.

Zhou etal |

—+—Mona —#—Zhu and Jiang
Liang et al —#—MGPV (Proposed) |
-
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No. of files upl- aded

Fig. 2. Communication cost of file upload o~eratio..

Fig.2 shows that, for 10 revokc ' v ers, "AGPV sends 11840
bits which is 10840 bits, 2810 h**-, 32u. ' its and 4800 bits less
than Mona, Zhu and Jiang’s ¢ :heme, . hou et al.’s scheme and
Liang et al.’s scheme.

The computation cost ¢~ ..ie dowuloading operation of a file
of size 1KB with varying number >f revoked users is calculated
for the proposed MGPV | toco! and other schemes for which
the results are tabule*~7 in Tapole 7 and displayed in the graph
depicted in Fig. 3.
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Fig. 3. Computation cost of file download operation

The table clearly portrays that when the number of revoked
users increases, the complexity of the MGPV protocol incurs
0(1) due its nature of exploiting the famous CRT.

Thus, for 70 revoked users, MGPV takes 198.35ms, 71.22ms,

53.17ms and 201.57ms less than Mona, Zhu and Jiang’s scheme,
Zhou et al.’s scheme and Liang et al.’s scheme. For 100 revoked
users, MGPV incurs 282.59ms, 91.78ms, 74.26ms and 311.66ms
less overhead than Mona, Zhu and Jiang’s scheme, Zhou et al.’s
scheme and Liang et al.’s scheme.
The communication cost of the proposed protocol during file
download is depicted in Table 8. Fig. 4 shows that MGPV con-
stantly requires 2528 bits irrespective of the number of revoked
users.



TABLE 7

COMPUTATION COST DURING FILE DOWNLOAD

Cost of a data user towards 1 file down- .
. Computation Cost of 2 {ata user towards 1 file
Scheme vs | load when there is one revoked group user .
. download when there are .« rev. -2d group users (ms)
computation (ms)
cost _
Cost y A Cost
Cost (ms) (ms) Cost ‘ms (ms)
(8Tpy + 5T + 4Py) +. 2Tp - 1Ty)
Mona (8Tpy + 5Ty + 4P4) + 2Tp 0(1) | +n(1Ty + 1Ty + "1p, ) + 27 + 1Ty o)
+1Ty + 1Tpe.
+1Tp . .
Zhu and 2Tp + 1T + 1Tpp + 1Tp, + 2Tp + nTg 2 Tpy * 1Tpec + 2Tp +
Jiang’s 2Tp + 1Ty + 1Tppe=4Tp + 1Tpyy + | O(1) | 1T + 1Tpee - 4Tp + "Tpy + 1Tpee + (n + 0(n)
scheme 1Tpec + 2T DTy
2T, + 1T + 1T, + 1T, +
Scheme by 1Tppy + 1Ty + 1Tpy + 1T + 0(1) 2T, + 1., r 1T + 1T, + 1Tpy + 1Ty + o)
Zhou et al. 1Tpec=4T, + 2Tg + 2Tpy + 1Ty + 1Ty 7 T o 1Tpec=4T, + 1T + 2Tpy +
1TD€C 1TL] + nTE ) 1TD€C
Liang etal.’s | 1T, + 1T, + 1T, + 1Tpy o(1) U7 a7 gt nx (AT + 2Tg) + 1Tp + 2T o)
Proposed
1Tp + 1Tpee + 2Tp + 1Ty + 1Tp,, 1 .
MGPYV proto- | 1Ty + 2Ty, + 2T, + 1Ty 0( ‘ Ty + 2Tp + 1Tppy + 1Tpee + 1T, 0(1)
col
Te BT 8
COMMUNICATIC C7T 1.7 TRING FILE DOWNLOAD
war d?;nil‘illléu(;lol:va:;z: dc;):l::: fbdit‘aisu(s):l ?)-ne Communication Cost of a data user towards 1
Scheme vs y file download when there are n group users (bits)
communica- group user (b (s)
tion cost . Cost . Cost
Cost (bits) (bits) Cost (bits) (bits)
C;,C,,Coo0=(160+160+, "2 (16 + C1,Cy, C,0,1Dgroup, (A1, X1, t1, P1), Zy, tpy,
160+160+16+16+16+ (6+16+, 7)) = Sig(RL)
Mona 1056 0(1) =(160+160+160+160+160+160+16 0(n)
+16+16+16+16+16))+16+n(160+16+24+16
y 0)+160+24+160 = 1416 + (n*360)
Zhu and IDgroup,IDdar ;’Cb, ’(, tdata,' Opr = IDgroup,IDdata,CE' EK, tdata,ﬂ O—DF:16+16+
Jiang’s 16+16+(160C -160 -1024)+1(1024)+24 | 0(1) (160+160+1024)+n(160)+24+160)=2424* 0o(n)
scheme +160) =2% 1 (n*160)
Zhou et al Cy, G, T, M), PkNG), Arix,, Aux, Cy, Gy, D, gPiMe), gPRN®), Aux,, Aux,
scheme ) =1024 160+16 +480+256+256+160 | 0(1) =1024+160+160+480+256+256+n*160+n* | O(n)
+160 = 456 160 = 2336+(2n*160)
. . Co, C1,Cy, C5,0d, Ty + % (Cy, €y, Cy) =
. ‘ 1 .= +160+160+
:“c‘:;‘:ri:t al 16‘6 Cgl' 2C§+ ‘221318514 HBAHIO0HT60+ | 1y | 1184+ 160+160+160+128+32 0(1)
' +n*(160+160+160) = 1824+n*(480)
i;g‘;,"\s,edm o 51 Sy, L, 1, ED = o) 51,85, La, 1, ED = (160+160+160+ oD)
col P (1.9+160+160+1024+1024) = 2528 1024+1024) = 2528
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Fig. 4. Communication cost of file download operation

Rather, other schemes in the recent literature incur commu-
nication complexity proportional to the number of users. For in-
stance, for 50 revoked users, the MGPV sends 2528 bits which
is 15472 bits, 7896 bits, 15808 bits, 23296 bits less than Mona,
Zhu and Jiang’s scheme, Zhou et al.’s scheme and Liang et al.’s
scheme. As the number of revoked users increases, there is an
increase in the communication complexity in other schemes lead-
ing to more overhead. Thus, it is clear that the proposed MGPV
protocol shows better performance compared to other schemes
in the literature in terms of computational and communicatic
complexities.

6 CONCLUSIONS

Well known cloud service providers such as Amazon, Google,
Microsoft and others enable a mobile user to share 2 docun. >nt
with his peers securely through web services. In i ‘< conte t,
based on the web services, a novel collusion 2 .ack rc. < .ant
scheme called MGPV for ensuring the security .f st .red docu-
ments among a group of mobile users in the ~lo. ” stor ge has
been proposed in this research work. This s aeme is «.1 impro-
vised version of the protocol proposed by 7 «w ai. " Tiang for doc-
ument storage in the clouds in order to av *1 its vulnerability to
MITM and message modification attac’.s ap . it can be adopted
for mobile user community pertaining to ' »ud storage environ-
ments. The proposed scheme has be .n implen. :nted using a real
world mobile user and the cloud e virc .mer . setup. The experi-
mental results ascertain the fact that tn.. ~tr posed work is secure
against all the known attacks. ". he sec ity analysis provided in
this protocol ensures the cap. bility of this work to be imple-
mented by mobile users and the ¢. -~ service providers for shar-
ing secure documents in t ¢ vuln. -able cloud storage.
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