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Abstract

Named Data Networking (NDN) is a new ~~=="*>= for the future Internet in-
frastructure based on routable named data. 17 = NDN infrastructure consists
of a new component called strategy layer T’ e sirategy layer allows for dynam-
ically selecting network interfaces ta .. o in.» account network conditions such
as delay to forward Interest messages oward a provider. However, defining
proper criteria for selecting the best . ~ssible paths to forward Interest messages
is challenging in this networ © -ause different parameters and conditions con-
flict one another when ck 2sing tl > best interfaces. Moreover, in NDN, data
can be retrieved from d’fereut s irces. However, to the best of our knowledge,
the previous forwardii._ < rate )y methods that can estimate from which path
the valid data can ' ~ fetched nave not considered an attacker who tries to inject
fake data with the same . ame as valid data. Therefore, in this paper, we take
a holistic, ads ptive forwarding approach that takes into account various met-
rics: bandw dth, 1. ~d, delay, and reliability. Especially, we propose a reliability
metric th t dr anes which path is more stable and reliable to retrieve legitimate
data. " _: eva.. tion demonstrates that the proposed method enables reliable

mess: 7e deliv ry against potential attackers that inject invalid data, in addi-
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tion, our method introduces marginal delay compared with the « ‘nve tional

forwarding methods in NDN.

Keywords: Named Data Networking (NDN), Information-Ce .tric Network

(ICN), Strategy layer, reliable, forwarding approach, invalid a. '

1. Introduction

Due to the drastic increasing number of Internet <~ s, th . current IP based
infrastructure exposes limitations such as the usage " bandwidth, performance
of the network and security, and original serv - load. From users' perspec-
tive, the importance of data itself holds highe. »riority than the location it
is fetched from; however, the current IP-. <ed infrastructure is based on the
end host IP address (location of date’ T™mne to this incompatibility, the is-
sues such as availability, security, and Il -ation dependency affect users and
network performance. Therefore, th.se “mitations and incompatibility have
motivated researchers to explorc = ... ‘eplacement for the current Internet
infrastructure. Named Data Networku.g (NDN), which is an instantiation of
Information-Centric Netwo « (IC.7), uses independent location data name, in-
network caching, and data-. ~sed .ecurity (instead of channel-based security)
to retrieve content frc n nsarby a requester. Therefore, NDN which is based
on content-centric ¢ mmu ice Jion rather than host-centric communication is a
good candidate t« be ‘mplemented in the future Internet infrastructure [1, 2].
Moreover, some w. ~ks such as [3] show that using an application name directly
in the networ.. 'av .t can improve efficient data dissemination. In NDN, data is
distributed by r ervasive caching to enhance responding time and load balancing
in the netw <[4, ", 6, 7, 8].

Te route © message, both a routing protocol and a forwarding strategy should
be cov idered The main difference between routing protocols and forwarding
¢ rategic ~ is that routing protocols clarify which routes can meet a request while
fc wardi- g approaches can reveal the benefits and the order of the routes [9]. In

—

iv. "7 the routing protocol acts the same as IP networks while the forwarding




strategy can update adaptively to refine the network problem quick - [1f . Fur-
thermore, because of NDN features such as multihoming and ubiqui. "1s caciing,
hop by hop forwarding control is more appropriate than that .on\>ntional end
to end congestion control. This is due to the fact that data ca. . fetched from
different distances and sources, so forwarding control sho’ .d be #oplied on each
node rather than an end node. Therefore, according to n *work ¢ ynditions and
requirements, which can have contradict with each ¢ .her. **= forwarding strat-
egy should define an appropriate route(s) among ava.able - aths in each node
to improve network performance [2].

In this work, we concentrate on the forwarding  ‘rats gy, and we assume that
a router contains all available paths for every coun.mt (data), so the proposed
reliable adaptive forwarding approach selects .“e best path among the available
routes to forward an Interest message 1 waw. _ 3iven content.

Although there are some forwar ""ng s ategy methods proposed for NDN
[2, 11, 12, 13, 14, 15], to the best of ou - ki.owledge, none of them considers an
attacker, which injects fake data w."h the same name as valid data, to select a
proper forwarding path for an Interest messages toward the source. However,
in this paper, the propos d meth d defines a new parameter named as the
reliability metric which is a ¢.~)ination of three parameters: popularity of
the content message, rediility of the peer, and negative feedback. Popularity
is proportional to ne nun.. :r of requests that a router receives for a given
content. The crecibility ~f the peer is calculated based on the trust value of the
contents that ’ae j 2er has sent to a router. In other words, the router based
on the proposeu rethod calculates the trust value of each content that a peer
sends. T eref re, the router will calculate the credibility of that peer based
on the trust ~lv: of contents that this peer has sent to the router. Negative
feedb ik is p oportional to a number of the negative users' responses that a
router .~~~ _s for a given content. Therefore, the proposed method takes into
¢ ccount e reliability metric to estimate from where valid data can be fetched,
anu '~ the other metrics, namely, load balancing, bandwidth, and delay are

cc nputed to select the best interface to forward an Interest message toward




the source of corresponding data. Finally, the proposed method is ¢ =alu‘ ced by
means of the NS-3 simulator, and simulation results prove that .. » pro, osed
reliable adaptive forwarding method can act better than conver (on. | forwarding
methods in counteracting the attacker's injection of fake cown ~v.s. The main

contributions of this paper are summarized as follows:
1. Applying a new parameter called reliability in the fo. ~ar” ag strategy.

2. Defining a trust method to evaluate validity ~f uata and calculate the

reliability parameter.

3. Using a metric which is combination of differ. ~t - stwork parameters: de-
lay, bandwidth, load balancing and reliahilin = to rank each interface for

the specific prefix.

4. Evaluation of the proposed methoa »r ainst the attacker's injected invalid
data to the network, and the in .. 7en.ent over the previous technique in

retrieving valid data.

The remainder of the paper is organized as follows: the forwarding strategies
in NDN which contains N ON ove: 7iew and related work will be explained in
Section 2. In Section 3, “he sys.~» model and problem statement are presented
followed by the descri tior of t'.e proposed method in Section 4. Evaluation of
the proposed methe 1 and s.. alation results are presented in Section 5. Finally,

some conclusions and 1. re work are outlined in Section 6.

2. Forwarding ".trategy in NDN

In thi sec ion, irst we explain the NDN infrastructure briefly with empha-
sizing ' .. rou.. .g and forwarding work in NDN, and then we discuss related

work -egardin ; forwarding strategies in this network.

f.1. NL.T overview
ST

'™ is the name based network where the communication is controlled by

a ecewver with two kinds of packets, namely, Interest and Data messages and




each router contains three core parts: Pending Interest Table (PIT), <orv arding
Information Base (FIB), and Content Store (CS). Routers use the ™TT to tore
an unsatisfied Interest message and the corresponding interface ro.) whicn they
receive the Interest message. The FIB contains information rc_~- ding available
paths for each prefix, and CS is used to cache data ir a router. Today IP
Internet uses two planes: routing plane and data plane t. deliver a packet. At
the routing plane, routers update their routes and se’ect t» vroper path to the
destinations to build their forwarding table (FIB!). In v.e dat . plane, the routers
send the data message on the path defined by FIB. 1.. refore, routing plane is
adaptable; whereas, there is no adaptability per | acks, in FIB. Moreover, in
the IP network, the FIB contains a single best ho, while in NDN, the routers
contain a ranked list of interfaces in their F1.” table [10].

In NDN, the routing plane acts the "au. . the IP network while the data
plane serves in two phases: In the “rst p. ase, a consumer sends an Interest
message to the network. If a router a. es ..ot have the corresponding data, it
will either keep an interface from ~hicn it receives the Interest and forward
the Interest or drop the Interest based on the FIB table. In the second phase,
the Data packet returns tc the use on the reverse path the routers receive the
Interest message. More wver, c. °F router updates its FIB table adaptively by
recording the pending ‘nte ests «nd observing the data packets coming back. In
other words, by mer isuring .” ne and receiving data packets from the interface
for the specific Ii.ceresy message, each router can rank the interface of its FIB
table for that .nte =st message. Later on, based on this ranking, the router
forwards the In. ests on the interfaces with the highest ranks. Moreover, in
NDN, rov .ing protncols such as the Named-data Link State Routing protocol
(NLSR). whi" is a link state routing protocol that can run on top of NDN, can
prodi ce mult. »le-next hops for a specific content [16]. Therefore, the forwarding
strategy -~~~ uase routing information and other network conditions to select a

1 roper p. th to forward an Interest message.

+ o warding Information Based (FIB) also known as forwarding table or Mac table




2.2. Related Work

The first forwarding strategy used in ICN is known as ncc whic selec. ' the
best interface based on receiving the data packet within a sp cih time called
prediction timer after sending the Interest message. The besy ~ ce forwarding
strategy, which is also a default method in NFD 0.4, sel- :ts the best interface
based on the least cost defined by the routing protocol [17]. Furthe more, in [18],
the authors evaluate the existing forwarding approar aes ¢ +he performance of
the network and satisfied users' requests. From bhira » eye . iew, the forward-
ing strategies can be classified into four groups [9]: c. “gestion control, aware
forwarding, blind forwarding, and adaptive forwa. 'ing

In congestion control methods, control trafhc ‘s considered to select the
best interface. Methods based on Interest s. ne schemes define Interest rate
limitation to control congestion of the 1 ~twy .. '2]. Since the size of the Inter-
est messages is smaller than the De ~ mes. "ges, Interest shape schemes prefer
to drop Interest messages before havi. 7 te drop Data messages. In adaptive
forwarding methods, defining an in. rface 1s dynamically based on network con-
ditions such as packet deliverv and link failure. Adaptive forwarding methods
proposed by Cheng et al.l" 0], Haiy ing et al.[19], and Raffaele et al.[20] try to
find a balance between iffere..” v.etrics to select proper interfaces. Moreover,
Mastorakis et al.[21] 1 opc e a frwarding method based on tracking data deliv-
ery and controlling ietwork  ,ad to rank each interface. Moreover, this method
tries to detect ling failu. ~ congestion, and hijacking attack in each router and
sends a NACK me: sage back to downstream. However, still it is not clear how
to differentiate . tween hijacker and link failure. In the former, specific data
will be dr ,ppe 1; bt in the later, the path may be recovered after sometime.
In this methe ' *.ae router can decide to send NACK after Interest expiration
time. Blind 1 rwarding approaches try to overcome flooding problems such as
collisior. ~»-" high overhead with different approaches like time-based method
[ 2] and . ounter based suppression [23]. In the aware forwarding strategies, the
now. - - .e the neighbors and the content source to select the next-hop node.

T’ e awrection-selective forwarding method [24] is one of the aware forwarding




protocols which uses the farthest node in each quadrant of its surr 'und ngs as
the next-hop for forwarding the packet.

In this paper, we assume that each router gets informati,n «f mulii-next
hops (interfaces) for the specific content by a routing proto. ! and the pro-
posed method concentrates on forwarding strategy to se’:ct the best interface
among available interfaces for a given content. We should . ‘ention shat there are
forwarding strategies [17, 10] that use a NACK mes' age t- Jetect non-existing
contents quickly and select the appropriate interface to fo ward the Interest
messages. However, as mentioned in [25], although us.. 2 NACK can be useful
in mitigating Interest flooding attacks, it can ca. = sc ae security issues such
as producer-bound flooding attacks. Therefore, . prevent NACK poisoning
attacks, the NACK messages should be secu. 1. However, signing NACK can
trigger other issues such as needing to . tcu .. verify the public key certifica-
tion and revocation challenges. Con 'sivey - in [25], the authors recommend to
avoid NACK, therefore, we avoid usin, N:.CK in our proposed method. Fur-
thermore, to the best of our know.. 'ee, vnere is no forwarding approach which
considers a security metric and validity of the path to detect an attacker inject-
ing fake data with the sar e name 1s valid data to the network for selecting a
proper interface. Theref re, in  method, we not only consider network met-
rics such as delay and nan .wid’ .1, we also consider the reliability metric, which

is used to evaluate alidity . the path, to select the proper interface.

3. System VM ode and Problem Statement

3.1. Syster , Design Dverview

In genc.~'. ou system includes three entities: user, router, and provider.
Wher a user ~ends a request by transferring an Interest message to the network,
the Dc “a mes age can be retrieved from any node (router) if it is available in its
¢ «che. Ctherwise, the router forwards the Interest message toward the provider.

1 e pro’ osed forwarding algorithm is implemented in the intervening routers
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Figure 1: Attack Scena ‘o

to forward an Interest message toward the ~ropc vr vider with considering
network conditions.

As we mentioned, the FIB is a database wi. " is filled with routing protocols,
and it contains interfaces for each pret. - to .u. vard Interest messages toward
providers. However, selecting a pro, .~ inte face among available interfaces to-
ward a provider can be done adaptive v according to the network conditions
and users' feedback.

Therefore, the proposed reliable adaptive forwarding method can be imple-
mented in FIB to select a roper i1 serface to forward Interest messages toward
a proper source of date The « “ails of the proposed method and how it can

detect the valid path  -omr c¢he "avalid one will be explained in Section 4.

3.2. Problem Sta’ 2me. *

In NDN, t! e t¢ 'warding strategy can update adaptively to obtain flexible
forwarding beh. - or according to network conditions. Moreover, there can be
multiple ¢".oice , (interfaces) for forwarding an Interest message toward a corre-
sponding da. m’ ssage. However, defining which interface(s) can better satisfy
users' reques. * and improve the network performance is based on different pa-
ramete. <7, as delay, bandwidth, and load balancing that can have conflict
v ith eac, other. Therefore, there is always a challenge to define proper parame-
ter. ' a suitable metric based on these parameters to select the best interface

(r- uve) adaptively.




While different parameters can be considered for ranking an 7 terf.ce, to
the best of our knowledge, a parameter which can estimate fron. ~herc -alid
data can be retrieved is not addressed by previous NDN forwa din : approaches
well. By valid data, we mean uncorrupted data by which . 1 gitimate user
will be satisfied. 2 For instance, as shown in Figure 1 ". the ~ase where the
attacker as a provider tries to inject invalid contents from , ath (a' that is nearer
to the consumer than a valid provider(path (b) in *igur-*', the conventional
forwarding strategies fail to send packets toward the veud prvider. This is due
to the fact that the conventional forwarding strategy . lects the shortest path
to satisfy the Interest message, so the conventio. ~1 fo warding method sends
the Interest message toward the invalid provider v ™ich is closer than the valid
provider. Therefore, finding a forwarding su. “tegy that can recognize a valid
path, where valid data can be fetchea, tro, . 1 invalid one will improve the
network performance and mitigate t” ~ effec of the attack that injects fake data
to the network.

Moreover, an adversary can be . nrovider or an intervening router polluted
with fake data. Adversary can be a proactive attacker which can compromise set
of users and providers and anticip: ‘e users' Interests to inject fake data to the
network and pollute int’ cvenu.,_ vuters [26]. However, in this paper, collusion
attacks are not taken nto .ccor at. Even if it is impossible to totally defeat the
collusion attacks w'chout v. .fying the signature, we believe that our method
can mitigate the offect «“ these attacks in the case that a number of legal users
are not less th .n il >gal users. This is due to the fact that decreasing the trust
value of the pro, sed method with negative feedback is faster than increasing

this value Th- detail of the proposed method will be given in Section 4.

2A iser can -erify data signature to authenticate data, however, since verifying signature
in inter ~ning rc 1ters is not practical, we assume that intervening routers do not validate data

b verifying signatures.




Table 1: Standard Notation Used in This Paper

Notation | Description

e Popularity of content ¢

Ne Total number of the Content messages that a ro.* °r receives
Sr.e Set of peers who sent requests for content -

St Set of peers who sent negative feedback fo conten ¢

Ss.c Set of peers who sent content ¢
|Ss.cl Size of set S .

fe Negative feedback for content ¢

Ne,j The number of the contents that peer ; “as sent to a router
Ae) Popularity ratio of content ¢ in a ~uter

CR; Credibility of the peer j for a ro.er
CR} New credibility value of pee~ *
C’R;-L_1 Previous credibility value of pec i

CTRZ- Currently estimated crec .., —'ue of peer j
T(c) Trust value of content ¢
T (c) New trust value of con. =" «

T 1(¢) | Previous trust valr= of co tent ¢
f(vc) Currently estimated . st value of content ¢
NRTT New RTT value
oldRTT | Previous RT". valuc
BW; Interface ban.vidth oetween two nodes
BW Reverse 1 B scled by 107
Default -rer ibili’ y value of the peers in between zero and one
Cons ant dew., weighing factor in between zero and one
We ghv = the previous trust value w.r.t. experience

W "~ht on the previous credibility value w.r.t. experience

3 2 ™o

Nur ver of hops

4. Prop sed Me hod

A aforen. ~ntioned, an exemplary forwarding strategy defines the best inter-
face to “rwa» 1 an Interest message toward a corresponding provider. Therefore,
v e prop se a new ranking method to select a proper interface for forwarding
th Tntew :st message toward the valid provider. We prefer to use the Enhanced

... r Gateway Routing Protocol (EIGRP) metric than the NLSR protocol

10




for the reason that NLSR defines only one parameter which is cost »f 17 aching
a destination to rank each interface for a specific prefix; however, ‘he k. RP
metric uses multiple parameters. We modify the EIGRP me ric wnd apply it
in NDN to rank each interface for each prefix in a router. . EIGRP is an
advanced distance-vector routing protocol which is develr ped by Cisco systems
and suitable for various networks and topologies [27]. _“he EIC RP metric is
based on four parameters: bandwidth, delay, load, a".d re’* hility. However, we
consider three metrics, namely, popularity, negative .cedbe k, and credibility
to calculate the reliability metric. Table 1 shows the .. tation used in this pa-
per. From a bird's eye view, as shown in Fioure ™ tb proposed method can
be divided into two parts: the load balancing met. ~ and the reliability metric.
While popularity, negative feedback, and crea.~ility define the reliability metric,
Round Trip Time (RTT) delay, load, a. 1 ve .. -idth define the load balancing
metric. Therefore, we use the EIC™P mu 'tic defined in (1) to calculate the
rank for each interface of the specific L efix, so we can select the best interface
according to (1). To support 64 12" calculation, in the EIGRP metric, coeffi-
cient of 256 is considered as illustrated in (1). We should mention that the rank
determined for each interfs :e of the prefix is the inverse of the metric computed
in (1), in other words, t! ¢ inte. ™~ : with the lowest metric has the highest rank
for the specific prefix. ‘n t’.e fo’ owing sub-sections, we explain each part of the

proposed method ir details.

metric = { "W + % + delay} x {Wllztyﬂ} x 256 (1)

4.1. Load v. wnci .g metric

T e load -alancing metric is a combination of RTT, load, and bandwidth
parame. < sccording to (1), each term can be calculated as follows.
The ."W is the reverse interface bandwidth (BW;) between two nodes, and

it .. ~~~'_d by a factor of 107. Furthermore, the interface bandwidth is expressed

11




Figure 2: Proposed methad 4 ram.

in kilobits per second, and the BW meu ic 1+ vc.aputed as shown in (2).

10

BW = = (2)
The delay term is RTT defined 1. - each interface of the specific prefix. The
RTT of each interface will b~ ~dated according to the delay between sending
an Interest message and : ceiving 'he corresponding Data message from that

interface. At first, we _onsider efault RTT for each interface of the prefix.

Therefore, RTT will L datr 1 for each interface as mentioned in (3).
w 'ay = (@.0oldRTT) + (1 — «)NRTT (3)

Where « i- the onstant weighting factor 0 < o < 1. Furthermore, the delay
is expressec in ten. ~f microseconds.

The 1 ~d *2rm s the volume of traffic flowing via the interface to the total
traffic .om ali . iterfaces. Moreover, traffic volume for each interface is total
size ¢ " Interes . and Data messages that is sent or received via that interface.
T . 10ad 15 a value between 1 and 255. Since the ratio of the traffic flow from
t re inter! ice to total traffic is the value between zero and one, the load value

term 18 rescaled by using (4) to be in the range of 1 and 255, where oldmin,

12




Popularity

Trust value —»—— Credibility —»— eliability

Negative
feedback

Figure 3: Process of the reliability meti. calculation.

oldmax, newmin, and newmax are 0, 1, 1, and .~ respectively.

(oldvalue—oldmin) X (new ~ax—newmsin)

newvalue = oldmax—oldmin

+ newmin (4)

4.2. Reliability metric

As depicted in Figure 3, for calculaing the reliability metric, the proposed
method computes the peer credib..*v wuich shows the reputation of the peer
based on the trust values of the Data messages it has sent. The reliability metric
for the interface is its credi’ ility va. e in the range of 1 and 255. To estimate the
trust value of the Data 1 :ssage, “* ee parameters will be considered: popularity,
negative feedback, ans cres 1bili’ y of the peers who have sent this Data message.
Primarily, the popr .arity 1 roportional to the number of the request that a
router receives fcr a g, ~n Data message, negative feedback is a criterion to
measure a nur oer Hf negative consumers' responses for a given Data message,
and finally, the edibility value is validity of the peers sending a given Data
message. Joreover in the proposed method, the negative feedback for a given
Data messag. s .n Interest message that contains hash of that Data message
in its fxclude field. In this case, a user does not need to send an extra message
as a ney *iv feedback.

As sLywn in Algorithm 1, by receiving an Interest message for given Data
me. ~~ ¢ from a peer, popularity of this data will be increased based on the

peors credibility. However, if the Interest message includes the Exclude field

13




of Data message ¢, negative feedback will be increased according t - the peer's
credibility. Furthermore, by receiving a new Data message, the 1. "st va. e of
the Data message will be computed, and credibility of the peer wi.' he updated
as illustrated in Algorithm 2. We define the default credibili, ¥ . each peer of

the router, and the procedure will be done according to t ie follcwing steps.

Algorithm 1: Receive an Interest from peer j

Input : Interest i, random value 0 < p < 1.
1 if (Interest i excludes a cached content c¢) the ~
2 ‘ Increase the negative feedback for content c;
3 else
4 ‘ increase popularity of content c;
5 end
6 if (Cache contains corresponding co: *en’ ¢ jor Interest i and content ¢ is
not excluded Interest i) then
7 T"(¢) «— Compute (9);
8 CR} +— Compute (11) to uy 'ate credibility of peer j;
9 if (T™(c) > p) then

10 Forward conter c to pet - j;

11 Drop Interest ;

12 else

13 Drop co “ent ¢ from the cache;

14 Update PIT ta. le;

15 For vard mterest ¢ according to FIB;
16 end

17 else

18 pdate 1 .T table;

19 Forwar | Interest ¢ according to FIB;

2 end

(") py receiving a new Interest message for Data message ¢, if it does not

14




Algorithm 2: Receive a Data message from peer j

Input : Content ¢, random value 0 < p < 1.

1 T"(c) «— Compute (9);

2

w

~

CR} <— Compute (11) to update credibility of peer j;

if (T™(c) > p) then
Forward Content (c) toward the user according to PIT tal le;
Add content ¢ to the cache;

else
Drop Content c;

end

(2)

&)

exclude ¢, the popularity of ¢ will be raisc ' based on the peer's credibility
CRj; as shown in (5). Therefore, t. » 17 v of the popularity of message ¢
in respect to the total populari . ~f D. “a messages that a router received
will be computed A(c) as shown in ‘6).

Te = Z CRJ (5)

JESrc

Te

Ae) = o (6)

j=ne
Z Te;

j=1
However, if t'.c ™terest contains the Exclude field of message ¢, it will be
considered 2 negative feedback, and the negative feedback parameter of
message * wil” be increased according to the peer's credibility value which

sends nis Tnte, st message as depicted in (7).

fe=)_ CR, (7)

JESt.c
To -1~ .ate the trust value of the Data message, a router gives a value
to e ch Data message based on information that the router can get from
‘v network. The trust value of message ¢ is a combination of previous

vrust value 7" 1(c) and current estimated one T'(c) as illustrated in (8).

15




(4,

However, the default trust value is the credibility of the peer v 70 I is sent
this message first. Moreover, a peer is identified by an interfac. “rom . hich
the router receives a message, so the router gives credibi’ ¢y o each of its

/

interfaces. Default credibility updating based on the . '« value is also

considered for each peer in the start.

Trust is a value between zero and one where one me. ns pr- ect trust and
zero means distrust. Furthermore, § is a para aeter ... the range of [0, 1]
to weight between the previous value and thr new esti- 1ated one, where a
large 8 means the trust value depends more on the revious value than the

current estimated one.

n—1 (1 v

(o) = BT (c) + 2 e), n>0 ®

CR;, n=20

Therefore, by receiving a new Data 1. - ssage, the peer's credibility sending
that new Data message is consi'eic 7 as the trust value of the message.
While at the start, negative ~cil -~ and popularity parameters are zero,
through time, these parameters should be considered in estimating the data
trust value as shown ir (9). herefore, the currently estimated trust value
7/’@) consists of the ave ~ge / redibility of peers who have sent this Data
message, popular’.y r cio, and exponential decay of f.. The |Ss.| value
defines number Jf pe. < t'.at have sent Data message ¢ to the router, there-
fore, average cre*hility can be computed by dividing the total credibility

value to |, ., Furthermore, to decrease the trust value by receiving nega-

|
tive feedi. <k with higher rate than increasing rate, we consider exponential
decay ror ~egative feedback. Therefore, as shown in (9), the currently es-
timau. ' rust function rises with increasing credibility and popularity and

1 ssens rxponentially with increasing negative feedback f..

Ac)efe 3 COR;
e JESs,c

T(c) = Soe] (9)

mi

_n, the peers' credibility will be updated based on the trust value. As

wiustrated in (10), credibility is composed by the previous value C’R;“1
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(5)

and the currently estimated one C,'\]-?J The default credibility i cor .idered
for every peer of the router at the start, and 7 is a parame. = to v 'ight
between the previous credibility value and the current]: es imated one.
Bearing in the mind, that ~ is a real number in the ro » of [0,1], the

credibility value is also obtained in the range of [0,1.

CR} =~1CR} ™' + (1 —7)C'7; (10)

As depicted in (11), the currently estimated . -edibi'i#*  value is computed
by the weighted average of the trust value of Data nessages that the peer
has sent. It is remarkable that the cur. ~tly . .umated credibility value
decreases sharply with invalid messs~- I _icreases slowly with valid
messages. This is due to the fact that .~ reverse trust value of each
message is considered as its weighy to estimate Cf’ﬁj Furthermore, this
definition avoids an on-off attac:. 2?1 in ~hich an attacker attempts to keep
his credibility level in a specific leve! with sending polluted and clean data
messages alternatively. In othe. words, in on-off attacks, attackers send
valid and invalid data a'.c._ ~tively to prevent reduction of their credibility
levels. To combat thi. hehavic r, not only does invalid data decrease trust
and credibility val es es dep.cted in (8) and (11) respectively but also the
decreasing rate o1 . crec .bility value with invalid data is higher than the

increasing rat . -with valid data.

Ne,j

CR; = 5
=50 1
z; Tles)

(11)

Afte. th7 ., th router decides to save or drop data with a probability which

ie cyaivalew, to its trust value.

F. allv he reliability metric for each interface (peer) is calculated. The
relic bility of the peer is its credibility rescaled by (4) to be in the range
of ' 255], where oldmin, oldmax, newmin, and newmax are 0, 1, 1, and

_55 respectively. The reason for this rescaling is due to the EIGRP metric
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mentioned in (1) where the reliability is the value in the rang » of 1,255]

to support 64-bit calculations.

5. Evaluation

In this section, we evaluate the performance of the proj osed me hods through

simulations.

5.1. Simulation environment

To assess the performance of the proposed method, ve carry out the simu-
lations through an open source ndnSIM pack..2[2y, 7). The ndnSIM package
is developed to implement NDN environm--* " 1. NS-3 based simulator [31].
The ndnSIM package is implemented as a netwe. "-layer protocol which can run
on the top of either the network-layer, .k iayer or transport-layer protocols.
Moreover, ndnSIM includes a separa - ~od.'e for implementing PIT, FIB and
content store in NDN. To impler-~nt th. proposed reliable forwarding method,
we have modified FIB to select the in., ~face based on the proposed method and
modified content store (CS) .. -ll in order to save or drop packets according
to the trust value measure. in the y -oposed method. Moreover, in the proposed
method, a consumer's * :quest wioh the Exclude field of the specific Data mes-
sage is considered as a < zativ: feedback for that Data message. However, we
assume that FIB ¢ flled with all available paths®, and the proposed method
is applied to select, the beot path among available paths in the FIB for a given
content.

The simr dation. are performed on two typologies, namely, the hop distance
scenario : d t1e X 2-complex (XC) scenario which is used in the previous works
[32, 32, _3, 34 .s shown in Figure 4 and Figure 5 respectively. As depicted

in 4, n the h p distance scenario, different distances of the valid provider to

3FIB ce 1 be filled with any routing protocol such as NLSR. However, since the routing
pro. ~~!' 5 not considered in this paper, the FIB from start of the simulation will be filled

wi . " available paths.
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the users are evaluated, and in all cases, the hop distance scen: ‘o ¢ onsists
of the attacker as an invalid provider which injects fake data in ."e ne. -ork.
Moreover, the invalid provider injects fake contents to the netw ck « ntil the 14th
second of the simulation time. The XC scenario includes nu. rad nodes and
nine intervening routers. Two of the end nodes are prov'ders; cne 1s the valid
provider and the other one is the invalid provider as an . *tacker which injects
fake data during simulation time. The seven remaini’ g en” ~odes are users who
request data during simulation time. The proposed w.cthoc is compared with
the conventional method (best-route strategy) [29, 11, m which the Interest is
forwarded to the cheapest interface (the lowest .. +h ¢ st) determined by the
routing protocol. Furthermore, round trip time . ~lay) of receiving the Data
packet is considered as the cost metric for tn. hest route strategy in ndnSIM.
In addition to, in the hop distance s ‘ena .., we evaluate our method in the
worst cases where the attacker kee - a fi. ~d distance to the user as near as
single hop while the invalid provider's dis.ance increases in each case. First,
we consider three cases in which .~e vaud provider's distance increases from
one hop to three hops, and we evaluate our method and compare it against the
conventional method duri- g simui tion time. Thus, we compare our method
against the conventione” metn. 1 mn terms of increasing distance between the
valid provider and the ser Nof : that the main purpose of the proposed method
is ranking the inter ace acce ding to new metrics with considering the validity
parameter. This rank.. ~ can be also used in multicast forwarding. In this
paper, we war , to ‘how that the ranking of our method is acting better than
the previous mc 'od. Although multicast forwarding can give more choices
than unic st ir the case that finding a way to a producer is an issue, it is not a
problem in o. - s enario. Rather, how to fetch and send valid data is the issue
we fc :us in t. is paper, which is independent of the forwarding protocols such

L

as 1mic. * ~ multicast. Therefore, we compare the proposed method with the
I est-rout * strategy which is a unicast forwarding method for simplicity.
Tt details of the simulation for the hop distance and XC scenarios are

depicied in Table 2. Additionally, consumers follow the Constant Bit Rate
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Figure 4: The considered scenario with the ¢ ~ __ .n hops between the user and

the valid provider.

(CBR) distribution with the freque. - - of . packets per second to send their
requests, and the limited same size is . onsidered for all of the router caches.

Moreover, we consider 10 millisecond =s default RTT for each prefix in routers.

5.2. Performance metrics

To evaluate the y opc ed r.ethod, a number of the invalid data packets,
the ratio of the invilid recc. ed data packets, delivery ratio, delay, a number
of propagated In.erest . ~ssages, a number of dropped Interest messages, and
a number of d"opp d Data messages are measured during the simulation time.

Each metric is a. cribed in details as follows:

1. Nu.. ber of i walid data packets: To evaluate how a forwarding strategy
< an have e.ect on returning valid data, the number of invalid data packets
aceived by consumers is measured. The computation is done for both,
the proposed reliable forwarding method and the conventional forwarding

me' a0d (best-route strategy).

2. Ratio of the invalid data packets: We also measure the ratio of the invalid
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N

Figure 5: The considered XC topology inci de « nine end nodes and nine intervening

routers.

data packets to the total packe. that consumers receive, and we compare
the proposed forwardir~ ~ethod and the conventional forwarding method
from this perspectiv. as well Due to this metric, the percentage of the

invalid data packe s receive . by consumers can be estimated.

3. Delivery ratio- The ~ti- of the satisfied Interest messages over total sent
Interest me say ~ is considered as delivery ratio. Due to the delivery
ratio, we ... "~ompute and compare the percentage of the satisfied Interest

message. ‘n nhe proposed and conventional forwarding methods.

4. Del y: A aothar parameter that is computed in this paper is a delay metric.
The dei. - "aetric represents the delay between the first Interest message
sent anc the corresponding valid Data message received by the consumer.
Tu. “ore, the delay metric includes time of the Interest retransmissions
as ' ell; however, if valid data is not received during the simulation time,

‘’.e delay metric will not be computed for this message.
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Table 2: Simulation Parameters

Hop distance
Parameter ' vC
scenario |
Ethernet Link data rate (Mbps) 1 | 1
Network access layer protocol Point to Poi 1t | Po. t to Point
Link delay (ms) 10 10
Queue length (max packets) 20 ! 20
Traffic type Cb> ‘ CBR
Request rate (Interest packets/second) 0 10
Number of consumers 2 7
Number of providers o 2
Data size (byte) 94 1024
o 0.4 0.4
B ‘ 0.6 0.6
v \ 0.6 0.6
d ‘ 1 1
Simulation time (sec) ‘ 20 60

. Number of propagated Interest messages: The total number of Interest
messages propagated i the retwork is measured for both the proposed

method and the ccraven. ~ne . method.

7 nter st messages: The total number of dropped In-

. Number of drovp.
terest messas - in the network is also evaluated. There are several reasons
for the dron of Inte. st messages in the network. For example, if a router
does not crea e PIT for the requested Interest message (e.g., becuase there
is no " vay frc ~ that router to a provider), receives the duplicate Interest

mes 'age or - oes not forward the Interest message (e.g., because of the

J# 2 failu, , the router will drop the Interest message.

.« mber of dropped Data messages: The total number of dropped data
m. sages in the network. For example, link failure or invalid data may

ca’ se the case.
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Figure 6: Number of invalid da. .. 't received by consumers in the one hop

distance scenario (worst case with m=1).

5.8. Simulation results

In this subsection, .he -.mulation results for different cases of the scenario
depicted in Figure /, na.. ~ly one, two, three, m hops distance scenarios, and
the XC topology * 1u. ~ated in 5 are outlined in the light of the aforementioned
performance ms ... s,

One hop a. *ar e scenario: This scenario includes two users, a valid provider,
and an inv alid prov.Jder where the distance between users and the providers,
either vali. -~ inv .lid, is one hop.

D ring tF = simulation time, the users send requests that can be replied by ei-
ther a =lid o an invalid provider. However, since the path from the intervening
ruter t« either the valid or invalid provider has the same cost, the conventional
fc 'wardi> g method selects one of them randomly. In the case that the con-

v« “mal method selects the invalid path (worst case), the number of invalid
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Figure 7: Average number of inve -« . *~ . ackets received by consumers in the one

hop distance scenario (m=1).

packets, which consumers . ~eive, ncreases linearly as illustrated in Figure 6.
However, in the prope ed firwarding method, the intervening router changes
the path adaptively ac. dinr to (1). In addition, since in the conventional
method, the routr. ~an select the path toward the valid provider in the one
hop distance sce~~rio, average number of invalid data packets in the case that
the router sel <ts - valid or an invalid provider is shown in Figure7. Moreover,
the negativ : feedbw. ™= has an effect on selecting the path in the proposed reli-
able forw. *di".g m thod. With increasing the number of negative feedback for
the ps xets rece.ved from the interface connected to the invalid provider, the
reliab 'ity me ic and the ranking metric of this interface will decrease in the
ir .ermediate router. Therefore, as illustrated in Figure 8, the ratio of the invalid
r ~eived ¢ ata packets declines in the proposed method while in the conventional

~othod, the ratio of the invalid received data packets will remain one in the
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Figure 8: Ratio of the invalid dc ~ .. -"e. - received by consumers in the one hop

distance scenario (worst case with m=1).

worst case as long as the . wvalid ' rovider produces fake contents and injects
them to the network (v atil she 14th second of the simulation time). However,
average ratio of inva'lid U «a p .ckets in the cases that the conventional method
selects a valid or # . ™valid provider is also illustrated in Figure9.

It is noticeab'~ that the reason for fluctuation of the proposed method is that
the router eve aate , the validity of content with information that it receives from
the networ' such a. negative feedback from users. Therefore, when there is no
informati. ~ ¢. dat 1 (e.g., because it is new Data), the router accepts it, and
in the _ase that chis is invalid data, the ratio of invalid data will be increased.
Howe er, if af or the router receives more information from that Data, the router
e amates Data as an invalid one, then the ratio of invalid data will be decreased.
W his pror ess continues with receiving new Data so fluctuations can be seen in

“ha nroposed method as a result of estimating valid data in routers.
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hop distance scenario (m=1).

Furthermore, in the w. st cas of the one hope distance scenario, when
the router selects the v sth ndea with the invalid provider in the conventional

1

method, the number ot ." » ur atisfied Interest messages will rise continuously.
However, in the p o, ~sed method, the intermediate router can change the for-
warding path a”~ntively according to the network conditions, so the number
of the unsatis red "aterest messages will decrease. Therefore, as shown in Fig-
ure 10, in t 1e propc 2d method, delivery ratio increases to 90% which is much
higher the ~ t’.e co .ventional forwarding method in the worst case. In addition,
the pr .posed mechod depends on different parameters such as delay, load, and
reliab 'ity can change the rank of each interface frequently by receiving a new
p .cket. Therefore, the fluctuation in the proposed method graphs is due to

« mamics . updating in ranking of the interfaces and selecting different paths

~~cordingly. Moreover, average delivery ratio in conditions of selecting a valid
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Figure 10: Delivery ratio in the . = 1. = < 'stance scenario (worst case with m=1).

or an invalid provider by tl = con ~ntional method is depicted in Figurell.
Two hops distance scenw. *o: In his scenario, distance between users and the
invalid provider is one aop while the distance between the users and the valid
provider increases tc twe ~ops. Therefore, the delay metric for the path ended
with the valid pro' 1. ~ is more than the path ended with the invalid provider in
router R1. Wh' +*he conventional method selects the interface with the least
delay toward = ~e p' ovider, the proposed method considers the other metrics such
as reliabilit ; to selec. the best interface toward the proper provider. Due to this
fact, the . ~r ssed nethod can forward more Interest messages toward the valid
provic cr, so the number of invalid data packets and the ratio of invalid received
data } ackets  re less in the proposed method than the conventional method as
s'.own ir Figure 12 and Figure 13 respectively. Although the reliability metric is
lc s for t' e interface connected to the invalid provider than the interface ended

“*h the valid provider in router R1, the delay metric has the higher value for
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Figure 11: Average delivery . ... = *. = one hop distance scenario (m=1).

the interface ended with a salia ~rovider than the interface connected to the
invalid provider. Therefore, ~me ¢ the Interest messages go toward the invalid
provider since the met ic () becomes less for the interface connected to the
invalid provider thar the nter ace connected with the valid provider. However,
as shown in Figure 1-. delivery ratio in the proposed method is much higher than

the conventione’ -~ethod which shows that the proposed method can mitigate

the effect of t is a cack.

Three Fops distuw. .ce scenario: In this scenario, the distance between users
and the v.. 1 prov’ der is three hops while like the previous scenarios there is one
hop d’,tance bevween users and the invalid provider. Moreover, in comparison
to the previo .s scenarios, the distance between users and the valid provider
i» crease~ while the distance between users and the invalid provider is the same.
L e to t.s, in most of the simulation time, although the reliability parame-

= ia higher for the interface connected to the valid provider than the interface

28




160

43 140 —Proposed-method 7T T
S
120 .

S ---Conventional-method
8
=100
o
S
= 80
@®
>
£
o 60
15
)
2 4
£
>
=z 20

0

0 2 4 6 8 10 12 14 16 18 20

Simulatic 1 t.me (second)

Figure 12: Number of invalid de. - .. "= received by consumers in the two hops

distance scenario (m=2).

connected to the invalid pro “der, t! e delay parameter and metric (1) in our pro-
posed method have hig} er v- lues 10r the interface connected to the valid provider
than the interface crnue ed ’o the invalid provider in router R1. Therefore,
most of the time, ’ .. ranking of the interface connected to the invalid provider
is higher than t»~ interface connected to the valid provider. However, during
the injection « - cor .ents to the network by the invalid provider, the path toward
the invalid rovidei. ‘s always preferred in the conventional method. Therefore,
the numb - ¢. inv .lid data packets and the ratio of the invalid received data
packet . are higuner in the conventional method than the proposed method as
show1 in Figi re 15 and Figurel6 respectively. Furthermore, although the de-
i ery ratio is higher in the proposed method than in the conventional method,
t. e delivr ry ratio decreases in our method in compare to the previous scenarios

~~ illustrated in Figure 17.
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Table 3: Comparing the nu 1ber of I ‘erest messages propagated in the network, and
total number of dropped T terest .~ Data packets by the Proposed Method over the

conventional method in :he ! op d’stance scenarios.

Method Scenario Propagated Dropped Dropped
Interest Interest Data
One hop distance 501 0 27
proposea ~etl ,d Two hop distance 698 0 67
Three hop distance 796 0 98
4 One hop distance 568 0 49
cor 1tiona. *.ethod Two hop distance T 0 109
Three hop distance 807 0 110

Comy wing delay in the three aforementioned scenarios: As shown in Figure

18, . _ompare the average delay of receiving valid data packets by consumers
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Table 4: Comparing average d~' - of received valid data, number of Interest messages
propagated in the network, «d totar number of dropped Interest and Data packets
by the Proposed Method ver the - ventional method in the XC topology.

delay Propagated Dropped Dropped

Methc 1
(second) Interest Interest Data
Propose ~mev. 4 0.21 18531 0 266
Conver .ou l-method 0.067 23670 0 1748

in the thre : afcremeutioned scenarios. While in the proposed method, average
delay is les. “"an (.1 second in the one hope distance scenario, the average delay
is aro .nd 0.C5 second in the conventional method. We should mention that in
the we »st cas : of the one hope distance scenario since the consumers do not
r ceive ¢ 1y valid data packet in the conventional method, no delay can be cal-
cu'ated fur this method. Therefore, the average delay is just calculated in the

e *hat the router selects the valid provider. Moreover, while in the conven-
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Figure 15: Number of invalid da. .. "~t ‘eceived by consumers in the three hops

distance scenario (m=3).

tional method when the va.’1 prov’ ler is farther than the attacker, all requests
go toward the invalid 7 rovi ler, 11 the proposed method, the request based on
metric (1) can still g2 ve ard ae valid provider. Furthermore, in the proposed
method when the .. "ters receive negative feedback from users, they (routers)
can retransmit t>~ requesy to another interface to get valid data packets. Due
to these facts for “ne sake of receiving valid data packets, the average delay of
the propos' d methe ' will increase in the second and third scenarios. However,
the avera, ~ d 1ay - 2:mains less than 0.5 second in all scenarios. Furthermore, as
showr .u Figure 18, in two and three hops distance scenarios, the average delay
of the propos d method is higher in comparison to the conventional method.
A wnough the average delay of receiving valid data messages is higher in the
L 'oposed method in contrast to the conventional one, the number of received

-~1id data messages and ratio of the satisfied Interest messages are higher in the
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proposed method as well.

Comparing the num ser ¢ f propagated Interest messages and dropped Interest
and Data messages ‘n .. thr ¢ aforementioned scenarios: As shown in Table
3, the total numbr. f Interest messages propagated in the network has higher
values in the cor-rentionar method than the proposed method. This is due to
the fact that n Ir erest message can be satisfied with valid Data faster in the
proposed 1 cthod t.. n the conventional method, therefore, the total number of
propagat. ' I ceres, messages in the proposed method is less than the conven-
tional .uethod. woreover, since there is no link failure in the aforementioned
scena. ‘os and Jl the routers have a path to providers, the total value of dropped
I .erest messages in the proposed method and the conventional method has zero
v lues. Fowever, although there is no link failure in the aforementioned scenar-

‘~« the users will drop invalid Data messages. Since the number of invalid
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Data received by the users i v. ~ proposed method is less than the conven-
tional method, the total n. mber f dropped Data messages in the proposed
method is less than t}: co .ventional method. Note that the behavior of the
proposed method ar1 tu. ~on entional method is almost the same in the other
hop distance scen’ ri. ~ therefore, we avoid showing them in Table 3.

M hops diste > scenario: We also evaluate our proposed method against the
conventional . “eth ,d with increasing the valid provider's distance from the user
up to twelv . hons, a.. 1 for one hop distance scenario, the worst case is considered
in this sce. ~v'0. A shown in Figures 19, 20, and 21, with increasing the number
of hor ,, althougn the proposed method still acts better than the conventional
methc 1, the ¢ .fference between the proposed method and the conventional one
is reduc~d. This is due to the fact that the delay of the valid path becomes
L vher t} an the invalid path. For that, the value of metric (1) calculated in

T-oter 1 has higher value, which makes the rank of the interface connected
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scenario.

to the invalid provider becc »e higl er than the interface connected to the valid
provider during most of ¢he - imulation time. Moreover, since in the conventional
forwarding method, the ort st path is selected to retrieve data, in all cases
the path connecte . ~ invalid provider is selected to retrieve data. Due to this
fact, in the con~~tional inethod, the average number of invalid data packets,
the average » «tio »f the invalid received data packets, and average delivery
ratio have -onstan. values in all cases, as shown in Figures 19, 20, and 21
respective’ w7 urt) ermore, as depicted in Figure 22, although the average delay
of the proposea method is higher than the conventional method up to three
hops \‘istance n the sake of fetching more valid data, the delay of the proposed
m cchod and the conventional method becomes almost same with increasing
. 'mber ¢ | hops.

XC' topology: Conclusively, we evaluate our proposed method against the

35




100

90

80

70

60

50 ——Proposed-, ~tho

40
-«--Cor. .tiona' method

30

Average number of invalid data

20

10

1 2 3 4 5 6 / 8 9 10 11 12

Distance ( nu.k z2r of hops)
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conventional method in the XC to ology as well. In this scenario, we consider
two of the end nodes 2, pre viders where one of them is the valid provider and
the other one is the in, 'd y ovider which injects fake data to the network.
The remaining er . ~odes are considered as users and simulation time is 60
seconds but the -sers send request from the start of the simulation up to 52
seconds. As now . in Figure 23, in the conventional method, the number of
invalid dat: packets mcrease linearly until the users send requests (52 seconds).
However, < 7 fust ated in Figure 23, in the proposed method, the number of
invalic uata is much less during the whole simulation time than the conventional
methc 1. Mor over, as shown in Figure 24, in the proposed method, the ratio
o” mvalid data packets is high in the start since the intervening routers do
.t have any information of the validity of data. However, as soon as routers

~~ceive information such as negative feedback from users, the ratio of the invalid
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of increasing distance between the valid . >vider and the user.

data decreases exponentiai. - in the proposed method while in the conventional
method, fifty percent .f re eivea data is invalid during the simulation time.
Accordingly, as depicte. n F'gure 25, delivery ratio of the proposed method
increases to more ‘... ™ ninety percent and is much higher than the conventional
method which ro—ains in .ifty percent.

As shown n T ple 4 , a number of propagated Interest messages is higher
in the conv ntiona:  ~ethod than the proposed method. This is due to the fact
that usei. wi', be satisfied with receiving valid data more prompt in the pro-
posed .echod tuan the conventional method. Moreover, higher rate of dropping
data . essages in the conventional method in contrast to the proposed method
is caused by the higher number of received invalid data messages in the conven-
t.»nal m¢ shod compared to the proposed method. However, the average delay

~¥ raceiving valid data messages in the proposed method is higher than the con-
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Figure 21: Average delivery rat. .. ‘"~ -alid packets by consumers in terms of

increasing distance between the valid pro. der and the user.

ventional method. Furthe. -~ore, s ace there is no link failure happens in this

scenario, the number o’ drc sped interest messages is zero in both methods.

6. Conclusion a . future work

In spite of che TP network, the forwarding strategy in NDN can update
adaptively to e.' ance the network performance. The router uses a forward-
ing strate ,y tc select a proper interface to forward Interest messages; however,
applying a s.*al.e metric to select the best interface is challenging. There-
fore, n this | wper, we have presented a new forwarding approach that uses a
new me e - alled reliability, which includes popularity of content (data), neg-
¢ cive fee 'back, and credibility of peers, to forward Interest messages toward
a L.~ er in NDN. The proposed method consists of the other parameters,

ns mewy, load, bandwidth, and delay as well. The performance of the proposed
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Figure 22: The average delay of . ~.... =~ =alid data packets in terms of increasing

distance between the valid provider and v. > user.

1

reliable forwarding approa.™ is in estigated under different scenarios and by
computing different pe rforr ance metrics. The results show that the proposed
method can mitigate tu. ffec’ of the attack which injects fake contents to the
network compared « the conventional forwarding method.

In future wo»'- we would like to evaluate the performance of the proposed

method in thr ores :nce of different kinds of attacks such as selective forwarding

attacks.
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Graphical Abstracts

The paper is Entitled: A Reliable Adaptive Forwarding Approach in Named Data Networ. ‘ng

By Zeinab Rezaeifar, Jian Wang, Heekuck Oh”, and Suk-Bok Lee

This figure shows the proposed reliau.~ 2 sapti'.e forwarding method which includes popularity, negative
feedback, and credibility paramete’ s as the ~ diability metric and Round Trip Time (RTT), load, and
bandwidth parameters as the loac’ n.'~ncing metric to select the best interface for forwarding an Interest
message toward a valid provider.
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