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• A DC coefficients recovery method is proposed for JPEG images.
• This paper improves previous work by giving a reliable math definition.
• The proposed method can improve error resistance for JPEG transmission.
• This method can be a potential compression candidate for lossy image transmissions.
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a b s t r a c t

With the development of data based technology, data transmission methods for ubiquitous computing
and communication systems are more and more needed. There are various kinds of data processing
techniques such as compression or coding to improve the transmission efficiency for heterogeneous
networks with different requirements. However, the methods for improving fault tolerance in ubiquitous
communication systems are still lacked especially for the multimedia data driven applications at the
execution ends. In this paper, we propose an image content recovery method for JPEG images that can
recover the image content by estimating the DC coefficients without any pre-know knowledge. This
method can also be used to transmit the rough image content by reducing the data amount needed to
be transmitted. Thus, fault tolerance can be achieved at the receivers’ ends for ubiquitous communication
systems. The result analysiswith different images comparedwith previousworks proved the effectiveness
of our method.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction

During the last decades, the data generation and transmission
have been evolving and increasing significantly. As one of the
developments, hybrid and heterogeneous network architectures
have enabled a variety of cloud-based infrastructure solutions.
As pointed in [1], pervasive and ubiquitous systems are widely
deployed and power consumption and latency are becoming issues
for data sharing in some ubiquitous systems such as mobile cloud
systems.

Nowadays, for the ubiquitous communication systems, images
and videos are the most commonly transmitted digital data in-
cluding social media, healthcare applications [2], cloud based data
storage systems [3]. Except transmission efficiency, there aremany
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other issues that need to be considered in such ubiquitous com-
munication systems such as security [4] and fault tolerance. Al-
though there are various kinds of multimedia processing tech-
niques for improving the efficiency of data transmission at the
senders’ end, the techniques based on a viewpoint froma receiver’s
end is still lacked. For instance, compression technologies [5] be-
fore outsourcing are commonly used to reduce the data amount
of transmission. In particular, efficient image/video transmission
are realized by combining the transform, quantization, and coding
technologies to achieve the compression purpose such as JPEG [6]
and MPEG-4 [7] standards. However, there is also a need for ubiq-
uitous communication systems to improve the data transmission
success ratio from a receiver’s end [8]. One of the problems is to
improve the error tolerance by recovering the data at the receiver’s
end [9].

Although there aremany different techniques to resist errors by
recovery at source coding or channel coding ends, error resistance
still needs to be considered at the data content level. One example
would be the possible loss for the JPEG images transmitted over

https://doi.org/10.1016/j.future.2019.01.037
0167-739X/© 2019 Elsevier B.V. All rights reserved.

https://doi.org/10.1016/j.future.2019.01.037
http://www.elsevier.com/locate/fgcs
http://www.elsevier.com/locate/fgcs
http://crossmark.crossref.org/dialog/?doi=10.1016/j.future.2019.01.037&domain=pdf
mailto:han.qiu@telecom-paristech.fr
mailto:gerard.memmi@telecom-paristech.fr
mailto:xuan.chen@etu.sorbonne-universite.fr
mailto:xjarrow@sjtu.edu.cn
https://doi.org/10.1016/j.future.2019.01.037


24 H. Qiu, G. Memmi, X. Chen et al. / Future Generation Computer Systems 96 (2019) 23–31

the Wireless Sensor Network (WSN) [10]. The WSN is a kind of
network with a low data transmission bandwidth but a high data
error rate [11]. There are many tiny sensor nodes equipped with
power limited batteries [9] which cannot meet the needs for error
recovery. As the JPEG images are highly reduced and the data
redundancy has been removed, the transmission error will lead
to visual degrading for the recovered image contents or to totally
unrecoverable results. Thus, transmission error will lead to the
repeated image transmission which will further lead to energy
wasting. The worst case is that the next incoming image is still
suffering from the data error or loss. Thus, smart image processing
techniques to recover the image from the loss on the receivers’ end
can effectively improve the error resistance capacity for the WSNs
which will further optimize the energy consumption [1].

Most of today’s multimedia data are compressed based on the
transform theory. Discrete Cosine Transform (DCT) [12] is themost
widely used transform in multimedia coding, which covers image
and video coding standards such as JPEG, MPEG-1/2, MPEG-4,
AVC/H.264 [13], and the more recent HEVC [14]. DCT is a Fourier-
like transform, which was first proposed by [12]. The purpose of
DCT is to perform de-correlation of the input signal and to present
the output in the frequency domain just like other transformation
algorithms. Compared with the Fourier Transform, which repre-
sents a signal as a combination of sines and cosines, DCT performs
only the cosine-series expansion. DCT, as an orthogonal transform,
can compactmost energy of a highly-correlated discrete signal into
a few coefficients. Then the basic methodology is to determine the
importance levels of the DCT coefficients in the frequency domain
and to use the quantization step to compress these coefficients.

Among all DCT coefficients, the first (i.e., the one with the
lowest frequency) coefficient is called the DC coefficient while the
rest are called as AC coefficients. Each coefficient carries distinct
information of the transformed signal, although the DC coefficient
is considered themost important one because it carries the average
intensity of the transformed signal. Most multimedia coding stan-
dards working in DCT domain apply the DCT transform to smaller
blocks sequentially to reduce the overall time complexity of the
transformation. As a result, the assembling of DC coefficients from
all transformed blocks resembles the original signal, but at a lower
resolution.

The previous researches on recovering the DCT coefficients are
mostly used to improve the image/video quality by recovering the
high frequency coefficients (less important ones) at the execu-
tion ends. This could help to provide better image/video quality
which can improve the efficiency and accuracy of multimedia
based data mining [15]. However, on the other hand, recovering
the low frequency coefficients especially DC coefficients from the
high frequency coefficients are always ignored. For some special
network environment such as networks with a lossy transmission,
error on low frequency coefficients especially the DC coefficients
will lead to totally unrecognizable image/video at the execution
ends. Therefore, anymultimedia based dataminingwill be affected
as the received data suffer from data loss.

In our previous work [16], we have shown that recovering
low frequency coefficients based on high frequency coefficients
is possible in DCT based use cases such as bitmap images which
are processed without quantization step. This is not practical to
be used in a ubiquitous communication system as most images
are compressed before transmission. Thus, in order to help the
execution ends to improve fault tolerance, DCT coefficient recovery
techniques for compressed images such as JPEG are necessary to
be developed. In this paper, we pick JPEG images as an example
to illustrate our recovery method. As DC coefficients are more
important and recovery based onDC coefficients are already shown
in previous works [17]. We show how to guess the DC coefficients
from the rest AC coefficients. We believe our proposal can help to

improve the fault tolerance at the receivers’ ends in a ubiquitous
communication system for JPEG image transmissions.

Our contribution in this paper includes: We develop an opti-
mized method to recover the JPEG image by recovering the DC
coefficients from the remainingAC coefficients. Thismethod can be
then further used for any DCT based multimedia data for resisting
transmission errors at the execution ends which will further help
the efficient multimedia data processing.

The roadmap for this paper is as follows: in Section 2, some re-
lated research background knowledge is presented and discussed
while existing problems are introduced; in Section 3, our method
is introduced with a brief example and some details; in Section 4,
we analyze the recovery results with more tests and some corner
cases; in Section 5, we discuss the problems that need to be further
solved; in Section 6 we conclude our work.

2. Research backgrounds

2.1. JPEG compression

JPEG is the most commonly used method of lossy compression
for digital images. JPEG image is normally generated following
the method shown in Fig. 1. Firstly, a transform which is DCT is
deployed on initial images. This mathematical transform converts
each data source from the spatial (2D) domain into the frequency
domain (a.k.a. transform domain).

DCT has different types shown in [18]. The most popular DCT
algorithm is a two-dimensional symmetric variation of the trans-
form that operates on 8 × 8 blocks (DCT 8 × 8) and its inverse
(iDCT 8 × 8). This DCT 8 × 8 is utilized in JPEG compression
routines [19] and has become an important standard in image and
video transformation algorithms defined as follows:

C(u, v) = α(u)α(v)
7∑

x=0

7∑
y=0

f (x, y) cos
[

π (2x+ 1)u
16

]
× cos

[
π (2y+ 1)v

16

]
(1)

The inverse of two-dimensional DCT 8× 8 is defined as:

f (x, y) =
7∑

u=0

7∑
v=0

α(u)α(v)C(u, v) cos
[

π (2x+ 1)u
16

]
× cos

[
π (2y+ 1)v

16

]
(2)

where

α(u) =

{√
1
8 , u = 0
1
2 , u ̸= 0

(3)

As can be seen from Eq. (1), especially, in the forward DCT 8× 8,
the substitution of u, v = 0 yields:

C(0, 0) = α(0)α(0)
7∑
0

7∑
0

f (x, y) (4)

which is eight times the mean of 8 × 8 sample. In fact, this value
is called the DC coefficient of the transform results and the others
are called the AC coefficientswhich are independent of the average
value. Normally in the image compression case, the DC coefficient
is relatively large in magnitude while the AC terms become lower
in magnitude as they move farther from the DC coefficient. This
means that by performing the DCT 8 × 8 on the input raw image,
the representation of the image (the main elements carried by an
image) is concentrated in the upper left coefficients of each of the
output 8 × 8 matrix (i.e. low frequency area), while the lower
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Fig. 1. A general process of how multimedia content is generated.

Fig. 2. (a) original bitmap image; (b) iDCT resultswhile keeping onlyDC coefficients
for each 8× 8 block.

right coefficients of the output matrix contains less important
information like details (high frequency area).

The next step is called quantization which is to reduce the
information in the frequency domain. The basic rule is that for
more important coefficients, the lighter compression will be per-
formed while heavier compression will be done for the less im-
portant coefficients. In simpler terms, quantization is a method
for optimally reducing a large number scale (with different oc-
currences of each number) into a smaller one, and the transform
domain is a convenient representation of the image because the
high frequency coefficients, which contribute less to the overall
picture than other coefficients, are characteristically small-values
with high compressibility. The quantized coefficients are then se-
quenced and losslessly packed into the output bitstream which is
called the coding step.

In fact, the JPEG compression will turn most of the DCT co-
efficients of the initial images become zeros which will lead to
an unrecoverable loss. The quantization table Q50 [20] is used
as the default to reduce the coefficient values according to the
distribution of the frequency. Coefficients distributed in the higher
frequency areawill be dividedwith large valueswhich lead tomore
zeros in high frequency areas than low frequency areas.

2.2. DC coefficient

The results of a DCT 8 × 8 transform are 1 DC coefficient and
63 AC coefficients. The DC coefficient represents the average color
of the 8 × 8 region while the 63 AC coefficients represent color
change across the block.

Low frequency coefficients (AC coefficients near to DC coeffi-
cient) represent the basic elements of one image. If most of the
AC coefficients are zero values, in the time domain, the color
changing trends in this specific block are not obvious. However,
in the contrary, if there are many AC coefficients that are not zero
values, the color of this block in spatial domain will be changing
dramatically. In Fig. 2, we remove all AC coefficients while keeping
only theDC coefficients for eachof the 8×8blocks in the frequency
domain and show the visual results for the spatial domain.

Only DC coefficients reconstruct a decimated (and low-pass
filtered) version of the original image. From a visual result shown
in Fig. 2, as we can see, the DC-only spatial domain could reflect

Fig. 3. Ratio of zero values in JPEG images and ratio of blocks that have more than
50 zero values.

the basic element of one image and some details are also given.
Thus many previous works are based on this theory to protect
the image by protecting the low frequency coefficients [21]. Most
previous works do not point out the exact image format of the
researchwhich is significant. For instance, the DC coefficient is less
important for bitmap reconstruction than for JPEG reconstruction.
As in [22], someof theAC coefficients in low frequency area are also
protected. However, images contents can be reconstructed from
the high frequency coefficients in a rough manner [16]. In this pa-
per, for the JPEG case,most of the AC coefficients are quantized and
such unrecoverable loss will make all the remaining coefficients
very vital for image reconstruction.

2.3. Problem description

Our previous work [16] for recovering the missing low fre-
quency coefficients will be difficult to implement for JPEG images.
As pointed in [16,23], the recovery is based on most of the non-
zero AC coefficients. In a bitmap case, even more than half of the
low frequency coefficients are missing, a rough recovery for the
image content is still possible. For someextreme corner caseswhen
images havemuch energy in high frequency area, the recovery can
even be done just based on a few highest frequency coefficients.
However, this is not the case dealing with in this paper.

For the quantized DCT coefficients, most DCT coefficients are
turned into zeros. In Fig. 3, we listed the ratio of zero DCT co-
efficients after JPEG compression in red points. Most of the DCT
coefficients are compressed to zeros due to the quantization step.
Also, as the JPEG standard is deployed by blocks of size 8× 8, there
are many blocks with most coefficients inside are zeros. As listed
as the blue points in Fig. 3, the ratio of blocks with more than 50
zero coefficients are mostly around 80%.

However, if more than one AC coefficient is removed from the
low frequency area, more than half of the 8 × 8 DCT blocks are
all zeros which are hard to be recovered. Thus, the problem de-
scription is that the DC coefficients for each of the 8× 8 blocks are
the expected output values while the rest AC coefficients remain
without a loss. Moreover, some further cases where some ACs are
also missing are discussed in Section 4.1.
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Fig. 4. Three directions to calculate the MSE between pixel pairs of neighbor blocks.

3. DCT coefficients recovery

In this section, an improved method for recovering image con-
tent by guessing DC values for each 8 × 8 block is given. We are
aiming to illustrate that image content including basic elements
and details can be effectively recovered by estimating the DC
coefficients for each of the 8× 8 block.

3.1. Basic property

As pointed in [24], there is an important property used in
DCT coefficients recovery: the difference between twoneighboring
pixels is a Laplacian variatewith zeromean and small variance. Ba-
sically, the authors in [24] considered theremust be the smoothest
passing between two neighbor blocks. The corresponding pixel
pairs of the two neighbor blocks have three possible directions as
shown in Fig. 4 and the mean-square error (MSE) [25] is used to
test the variance between two neighbor blocks.

The MSE shown in Fig. 4 is calculated as in Eqs. (5)–(7):

MSEa(Bi, Bi+1) =
1
8

8∑
j=1

(c ij − c i+1j )2 (5)

MSEb(Bi, Bi+1) =
1
7

7∑
j=1

(c ij+1 − c i+1j )2 (6)

MSEc(Bi, Bi+1) =
1
7

7∑
j=1

(c ij − c i+1j+1 )
2 (7)

As mentioned before, the DC values for each 8 × 8 blocks are
the average values of the pixel values. This leads to the fact that if
the DC values of neighbor blocks are similar and they are removed,
the mean value of the pixels in the spatial domain is removed.
However, the grayscale gradient which is calculated with MSE
stays similar.

In order to estimate the DC coefficient according to the known
DC coefficient of the neighbor block, this property can be further
described as a more specific question. In this paper, as long as
we are working on the recovery of DC coefficients in a specific
format of JPEG, the DC values in all 8 × 8 blocks are all integers
within a range: DC ∈ [−64,+64]. Then the question of recovering
unknown DC values can be expressed as follows.

Assume DCi is the DC value for block Bi which is known and
DCi+1 is theDC value for block Bi+1 which is unknown. The other AC
coefficients in block Bi and block Bi+1 are all known. The question
then can be expressed as:

For ∀x ∈ [−64,+64]
Find x for the min{MSE}
which MSE = min{MSEa, MSEb, MSEc}
let DCi+1 = x

(8)

Fig. 5. Blocks in spatial domain and in frequency domain.

3.2. One example

In this subsection, one example will be given for illustrating
the method for guessing the coefficients based on the grayscale
changing trends. As shown in expression (8), the way to estimate
themissing DC coefficients is to use brute-forceway to calculate all
possibilities of DC values in a known range. There are three 8 × 8
blocks picked from the image Fig. 8(a) as B1 is on top of B2 and B2 is
on top of B3. The Ci are the DCT coefficients after JPEG compression
(DCT, JPEG quantization).

Firstly, assume the DC coefficient D1 for C1 is known as 24,
the D2 for C2 is the DC coefficient we want to estimate. Once an
estimated value is calculated as D′2, we estimate D3 based on D′2.
In order to estimate D2, B1 is firstly calculated with the reverse
steps of JPEG compression: first put the known DC coefficient
D1 at C1(1, 1), then reverse the quantization step to get the DCT
coefficients, then the reverse DCT is calculated to recover the B1 in
spatial domain. The B2 is also needed for the calculation of theMSE
in Eq. (8). AsD2 is known, all possible values belongs to [−64,+64]
are tried as D2 to calculate the B2 which will be further used to
calculate theMSE according to Eqs. (5)–(7).

The distribution of MSEa, MSEb, and MSEc for estimating D2 is
shown in Fig. 6(a). It can be observed that the MSE of the three
directions shown in Fig. 4 are all have a min value nearly to zero
when the estimated value of D2 is 18. Thus, D′2 = 18 and this
value is used to estimate the value D′3 with the same method. The
distribution of MSEa, MSEb, and MSEc for estimating D3 is shown
in Fig. 6(b). In this case, the MSEb which is calculated based on the
direction in Fig. 4(b) has the min value at−43. Thus, the estimated
D′3 = −43.
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Fig. 6. When DC value in D2 is known: (a) Distribution of the three MSEs for Block B2; (b) Distribution of the three MSEs for Block B3.

Fig. 7. When DC value in D2 is assumed as 10: (a) Distribution of the three MSEs for Block B2; (b) Distribution of the three MSEs for Block B3.

Fig. 8. (a) original JPEG image; (b) iDCT results without DC coefficients; (c) Recovered image scan from up to downwith all DC coefficients in first row as−60; (d) Recovered
image scan from up to down with all DC coefficients in first row as−20; (e) Recovered image scan from up to down with all DC coefficients in first row as 20; (f) Recovered
image scan from up to down with all DC coefficients in first row as 60.

In fact, the original DC coefficients in B1, B2, and B3 are D1 = 24,
D2 = 18, and D3 = −47 respectively. Thus the estimation of D2
is correct without error while the estimation of D3 is similar but
with error. One further step is to test the estimation of DCswithout
the correct D1. This means there is no pre-known DC coefficients
for all blocks. In this case, we use the same blocks as in Fig. 5
but the assumed D1 = 10. The same method is used and the

distribution of theMSEa,MSEb, andMSEc for estimatingD2 andD3 is
shown in Fig. 7(a) and (b) respectively. The estimated results are:
D′2 = 4 and D′3 = −56. Thus the grayscale changing trends for
the neighbor blocks stay the same. This is due to the reason that
the DC coefficients are just the mean value of grayscale values, the
rest AC values will also determine the grayscale variation between
neighbor blocks.
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Table 1
Major notations used in this algorithm and their definitions.
Notation Definition

Bm(i, j) 8× 8 Block Bm(i, j) with location (i, j)
Cm(i, j) 64 DCT coefficients of block Bm(i, j)
Am(i, j) 63 AC coefficients of block Bm(i, j)
Dm(i, j) DC coefficient of block Bm(i, j)
iDCT Reverse Discrete Cosine Transform
Q50 Quantization table in JPEG
NumL Number of 8× 8 blocks in vertical direction
NumW Number of 8× 8 blocks in horizontal direction
MSE MSE for two neighbor blocks: {MSEa , MSEb , MSEc }

3.3. Recovery for images

In this subsection, the algorithm to estimate DC coefficients
based on calculating the distribution ofMSEswill be presented and
tested for different images. For the image case, the neighbor 8× 8
blocks are not just correlated in the vertical direction but also in
the horizontal direction. The MSEs will be calculated also with the
direction from left to right to estimate the DC values.The setting is
shown in Table 1 for the parameters are used for the algorithms.

So the algorithm for one image without any knowledge of
DC coefficients will start with a guess DC value. In normal JPEG
image case, the four lines at the edge are normally in very similar
grayscale. Thus, for the estimation without any pre-knowledge of
DC values, the first step is to assume a value for the DC coefficient
at the block of the four corners of this image. This assumed value
is also within the range of a DC coefficient which is an integer
between [−64,+64]. As shown in the example in Figs. 6 and
7, the value of known DC will not affect the difference between
the two DCs in neighbor blocks. Thus, in this experimentation,
we assume this four DC coefficients as total seven possibilities:
{−60,−40,−20, 0, 20, 40, 60}. There will be seven times calcula-
tions for each of the values and the resultswill be listed to illustrate
changing this starting point will not affect recovering the image
content but only affect the brightness of the images.

ALGORITHM 1: Estimation of DC coefficients from up to down.
Input: AC coefficient blocks Am(i, j) with i, j ∈ {NumL,NumW}
Output: Recovered DC coefficients Dm(i, j)
1: for i← 1 to NumW do
2: for j← 1 to NumL do
3: Cm(i, j) = Am(i, j)+ Dm(i, j)
4: Bm(i, j) = iDCT (Cm(i, j). ∗ Q50) /*Calculate the spatial domain Bm(i, j).*/
5: for x←−64 to+64 do

/*Calculate the MSE values for all possible DC values.*/
6: Cm(i, j+ 1) = Am(i, j+ 1)+ x
7: Bm(i, j+ 1) = iDCT (Cm(i, j+ 1). ∗ Q50)
8: fMSE (x) = {MSEa(Bm(i, j), Bm(i, j+ 1)),MSEb(Bm(i, j), Bm(i, j+

1)),MSEc (Bm(i, j), Bm(i, j+ 1))}
9: end for
10: Dm(i, j+ 1) = argminx{fMSE (x)}/*The value that minimizesMSE is

chosen as the estimated DC coefficient .*/
11: end for
12: end for

Assume there are NumL × NumW blocks in this image, Bm(i, j)
means the spatial domain of the 8 × 8 block located at (i, j). The
Am(i, j) is the 63 AC coefficients of block Bm(i, j) which is known.
The Dm(i, j) is the DC coefficient of block Bm(i, j) which is unknown
except for the first row in this step. Q50 is used to get the correct
DCT coefficients for JPEG image with a decompression. MSE func-
tions are calculated through three directions as shown in Fig. 4.

For the first estimation of DC coefficients, the DC coefficients of
blocks in the first row of the image are seen as the same value with
the DC coefficient of the block located at the up-left corner. Then

Fig. 9. (a) original JPEG image; (b) Recovered imagewith DC coefficients calculated
from average of four different scanning directions.

for each column, DC coefficients in the upper block will be used to
estimate the DC coefficient in the block below the upper one. After
estimating all theDC coefficients in this row, this stepwill repeat to
estimate the next row with the calculated coefficients in this step.
This calculation will scan the blocks row by row and from up to
down.

The result of scanning from up to down is shown in Fig. 8. As
shown in Fig. 8(b), basically the initial point of this recovery is just
very blurred edges. The recovered imageswith different pre-set DC
coefficients are shown in Fig. 8(c)–(f) respectively. The different
pre-set DC coefficients just changed the brightness of this image
while not affecting recovering the image contents. This is due to the
difference of the pre-set DC values will only change the baseline of
the grayscale for the image. While our method can still recover the
grayscale’s gradient distribution.

As we can observe in Fig. 8(c) which is the most similar bright-
ness as the original image, some columns have more difference at
the bottom part of the image. This is due to the error propagation
due to the recursive estimation of the DC coefficients.

In order to reduce the error propagation, we calculate the other
three estimations from other directions to scan the image: from
down to up, from left to right, and from right to left. Then the
average DC coefficients are calculated from this four times of
scans to get the final results as shown in Fig. 9. In this result, the
error for the backgrounds with pure colors is increased while the
error for the details of the image is reduced. Especially the most
important edges of the original image are recovered. In summary,
our proposedmethod can effectively recover the image content for
the JPEG case that DC coefficients are missing.

4. Analysis and discussion

In this section, we first give some experimental results with
someunusual images. Then the PSNR [26] ismeasured between the
original JPEG image and the recovered image. The comparisonwith
previous works is also given to show the improvement based on
the results. We also discuss the error propagation problems in the
end and give a further research direction that may further improve
the recovered image quality by reducing the error propagation.

4.1. Results analysis

More recovered images are shown in Fig. 10. In order to further
test our proposed method, the experiments used three different
kinds of images. For image of Fig. 10(a), the distribution of the
grayscale is common to see: there are smooth color changes and
also some sharp edges. For image of Fig. 10(d), the four corners are
very smooth colors but in the middle of the image, there are many
sharp edges and some points with huge difference on grayscale
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Fig. 10. (a), (d), and (g): original image; (b), (e), and (h): Image missing DC coefficients for each blocks; (c), (f), and (i): Recovered image with DC coefficients based on the
proposed method.

between neighbor blocks. The blocks on the four corners of the
image are hard to recover as the DC values are the only non-zero
values of the blocks. For image of Fig. 10(g), it is full of sharp edges
without any smooth grayscale distribution and there are many
elements inside. There are many details in this image combined
with the pure color blocks. The recovery results in Fig. 10(i) are
still visible comparedwith the imagewithout DC coefficient values
Fig. 10(h).

Basedonobservation for the visual results, the proposedmethod
can recover better the edges and details of the image. For the
smooth color area, the recoverywill introduce noiseswhich cannot
guarantee the smooth grayscale distribution in the results. This is
due to the specialty of the JPEG image. As shown in Section 2, the
JPEG image has intensive compression based on the quantization
step. In fact, for the smooth color areas, the compression results
are always DCT coefficient blocks with one large DC coefficient
and seldom non-zero AC coefficients. Once the DC coefficients are
missing, remaining AC coefficients in many neighbor blocks are
all zero which does not give any hint about the original grayscale
value. A small error will lead to the non-smooth in the results
because there is no way to recover from all-zero blocks.

Table 2
PSNR between original JPEG images and recovered images in this paper.
Images Fig. 8(a) Fig. 10(a) Fig. 10 (d) Fig. 10(g)

PSNR 24.86 dB 25.64 dB 24.22 dB 23.13 dB

PSNR is used to test the noise ratio for images. In Table 2, we
list the PSNR values for all images tested in this paper. All the PSNR
values for each image are calculated between the JPEG imageswith
the default quality (referred as JPEG 50% [27]) and the recovered
images. It can be observed that the recovery quality is better than
the results in [24] but is still far from good quality according to the
standard defined in [26].

4.2. Discussion

In the last subsection, we compare our method with the pre-
vious works for recovering only the DC coefficients more limited
pre-known information. One further experimentation would be to
test the recovery results when more DCT coefficients are missing
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Fig. 11. (a), (d): original image; (b), (e): Recovered image with DC and first AC are missing; (c), (f): Recovered image with DC and first two ACs are missing.

which means the input is not all the non-zero AC coefficients. As
shown in [16], the method proposed in [24] cannot deal with the
bitmap situation when more DCT coefficients are missing. In this
paper, we also test the recovery results with some ACs missing as
shown in Fig. 11.

However, as most of the DCT coefficient blocks have only very
few non-zero AC coefficients, it is not possible to recover the
image when many ACs are missing. For instance, for the image in
Fig. 8(a), once the first AC coefficient for each 8 block is missing,
there will be 26.3% of the blocks that all DCT coefficients inside
are zeros. Moreover, there are 75.9% of the DCT coefficient blocks
have only one non-zero AC coefficients and this only one AC co-
efficient equals to one. Basically, this means there is a quarter of
the image is recovered based on nothing and three quarters of
the image are recovered from only one frequency coefficient with
value 1. However, our method can still recover many of the image
elements especially the human face as shown in Fig. 11(b) and (e).
Furthermore, if there are two first AC coefficientsmissing, the ratio
of the blocks that all DCT coefficients inside are zeros increases
to be 40.7% which means almost half of the image is recovered
frombasically nothing. As shown in Fig. 11(c) and (f), the recovered
results based on our method can show only some hints about the
image content.

Apparently, if there are 3 first AC coefficients are missing, the
ratio of DCT blocks full with only zeros are more than 50% and DCT
blocks with only one non-zero coefficient with value 1 are almost
90%. Thus the recovery turns to be unpractical as no recovery can
be done from all zeros and definitely it is not the question we need
to solve for JPEG use case.

5. Discussion and future work

In this paper, error propagation is always the problem for such
recoverymethods. As the recovery is recursively recovering the DC
coefficients according to the nearest neighbor block. Two problems
need to be solved in future. The first problem is that there are
manyDCT coefficient blocks full with zeros. Such a situationmeans
this block in the spatial domain is a block with pure color. Even
the original DC coefficient may have slight differences, there is

basically no way to detect the very small color change. Thus the
error will propagate and it is difficult to detect and recover.

The second problem is that the recovery method is actually
measuring the trends of grayscale changing. Once the grayscale
changing trends between two neighbor blocks is sharp, the es-
timation will always introduce small errors. Moreover, our pro-
posed method is always picking the estimated DC coefficient that
can let this grayscale changing smoothest (minimum of the MSE
between pixel pairs of neighbor blocks) which is not always the
actual situation. In some cases, the grayscale changing trends of the
original image is sharp which is hard to estimate with accuracy.
One possible solution may be to use the energy distribution to
detect the possible sharp edge in the grayscale changing trends.
For instance, once DC coefficients are removed, the sum of the
square value of the ACs are largemeans in this block, grayscale will
change rapidly which always means there is a sharp edge around
this block. For future work, this feature will be investigated for
reducing error.

Also, as pointed out in Section 1, there are many other needs
in the ubiquitous communication systems such as data security.
Nowadays, the smart data analytics are developing to meet the
needs for not only secure data transmission but also secure data
computing. One example is given in [28]which can improve the ex-
isting Fully Homomorphic Encryption (FHE) methods practically.
Thus, the idea to use our proposal for data protection methods
can also be feasible for some specific use cases. For instance, this
method can test the recovery level when more and more DCT
coefficients are missing which can determine how many coeffi-
cients are protectedwhen image content is secure enough for JPEG
images.

6. Conclusion

In this paper, we presented a DC recovery method for JPEG
images which can be used to resist the transmission error at the
execution ends for ubiquitous communication systems. Firstly we
assumed that all AC coefficients are correct and there is no pre-
known knowledge about the DC coefficients. We presented our
method by detecting the grayscale changing trends and using brute
force to estimate the DC coefficients from all possible values. Then
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we analyzed the results and tested this method with the situation
that more DCT frequency coefficients are missing. The recovery
results are presented to prove the effectiveness of our proposal and
comparedwith previouswork. Thismethod can be used to improve
the fault tolerance for JPEG transmission in ubiquitous communi-
cation systems by recovering image contents at the receivers’ ends
when DC coefficients aremissing. In summary, we proposed a JPEG
image recovery method that improve the fault tolerance for JPEG
image transmissions in the ubiquitous communication systems.
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