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ABSTRACT

With the emergence of WSNs in the recent times, providing trr siwortny and reliable data delivery is
challenging task due to unique characteristics and constraints of = 0od- .. v alicious node can easily disrupt
the integrity of network through the inclusion of false and m ~licious ~ata and initiate internal attacks.
Detection of malicious nodes using trust-based security is an effec.”'e and lightweight countermeasure as
compared to key based security schemes which incurs highc. averhe: 1 costs. The WSNs will play greater
role in the next-generation IoT systems and a compron.."ed ... 7. can jeopardize the availability and
authenticity of sensory layer. In this paper, an efficient Beliet v. ~ed trust evaluation mechanism (BTEM)
is proposed which isolates the malicious node from tru. “-worthy nodes and defend against Bad-mouth,
On-Off and Denial of Service (DoS) attacks. Bayesian estima. on approach is used in gathering direct and
In-direct trust values of the sensor nodes which furth. - co ... ers the correlation of the data collected over
the time and then estimate imprecise knowledg= in « cision making for secure delivery of data thus
avoiding the malicious nodes. Compared with ex.. 1. ~ a proaches, the proposed BTEM performs better
in the detection of malicious node (MN), with lesser ('=lay and improved network throughput.

Keywords: Wireless Sensor Networks, Malicious no.es, Trust, Security, Bayesian estimation;

1 INTRODUCTION

Network reliability and the integrits of -ollected information are based on trustworthy communication
between the deployed sensor nod~s. © en} ance the cooperation and establishing secure communication
in WSN it is important to u.*2ct and isolate malicious sensor node which disrupts network
communication and drop, the ~ta packets legitimately. Internal network attacks such as malicious node
attacks remain a formidal.~ c’.allenge for researchers although various trust and traditional security
solutions for WSNs are .n p'ace vut still there is need to fill this gap. In the recent past wireless sensor
networks gained signitic. t pepularity due to their wide spread use in variety of applications such as
cyber-physical sys ems, I ternet of Things (IoT), disaster response applications such as forest fire

monitoring, battle fic¢'1 er ironmental and pollution monitoring, health and energy sectors [1-3].
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However, the random and un-attended deployment of these networks where human int>raction is difficult
sensor networks are prone to failure and suffer from malicious node attack, physics. . ~ture and various
other types of attacks which are difficult to predict and the integrity of r...'ved information is
questionable [4, 5]. Securing the network from internal attacks due to malicic < i0de is an important
challenge in the deployment of WSNs. Applying the existing and already deplu, =d infrastructure-based
network security solutions such as cryptography, authentication and has'. fur ... =s are able to provide
security up to certain extent but finding the malicious node is challengine tass *ue to complexity involved
in computation, higher energy consumption and larger memory req iremen. . Therefore, these existing
security solutions cannot prevent the internal attacks effectively. "»r c... _.ple, sensor nodes which are
deployed at battle field or forest fire detection are extremely sec i, -cr1 ical and the breach of network
may lead to severe threats and consequences. Trust-based sc. 'rity mechanisms are regarded as an
improvement to traditional cryptographic security approac™es due to reliability and effectiveness in
detection of malicious node and internal attacks [6-8].

Performance degradation due to the inclusion of malicio. ~ node into WSN is the real threat. In addition,
the malicious nodes are the source of internal atte ~.. T~tecting the malicious node can enhance the
performance significantly and increases the netv-ork 1. = time. Using trust as a security mechanism in
WSNs is new and promising approach as compare . u.ditional resource constraint cryptographic-based
security measures. The context of trust in wire.. "< seusor networks could be described as the degree of
confidence level and belief of nodes on eack other which is maintained through past interactions, behavior
observations and the number of intera’ <ions pe formed directly and indirectly and such actions can be
recorded in order to maintain the inf,rmatio.. which could use later in decision making process [9, 10].
Moreover, trust and reputation-base. < curi*y mechanisms are more resilient against internal attacks. The
inclusion of malicious nodes in *_ » network can limit the communication among the nodes. Consequently,
which impacts on network performance. Therefore, it is important to maintain a secure and trust-worthy
communication environme it t' rough the identification and exclusion of malicious nodes. Hence,
successful and reliable r ,de cooy “ration is assured only when all nodes operate in a trustworthy manner
[11]. For such reasons, . M -bar ¢d security mechanisms pave an improvement and addition to traditional
security measures. ~ ormirg and estimation of trust among the sensor nodes reduce the risk of internal
attacks which alloy < dete -tion of untrustworthy nodes causing misbehavior and interruption of the
normal networ’. opera ‘on.

Also, enormous ~ffort, of research has been done in modelling and managing the trust, but these studies
mostly con. ‘der .. aspect of communication interaction among nodes and ignores the data consistency,
energy level an ! periodic re-evaluation of participating nodes since node behavior is constantly changing

with respect to context and deployment. In addition, malicious nodes intentionally changing their



behavior through fewer number of packets drop (bad behavior) as compared to packet “orward ratio (good
behavior), such change of behavior is difficult to detect while at the same time r .tw, ~rk integrity is at

threat [11, 12].

In this paper, malicious nodes are identified and isolated using Bayesian estn.. tion approach. Belief
based trust evaluation mechanism (BTEM) enhances cooperation and buil’ s tri ,. . ong the sensor nodes
through detection and isolation of malicious nodes. In addition, the pronose.” mechanism resists against
various internal attacks such as On-Off, Bad-mouth and Denial of Servicc (DoS). Simulation results
reveals the improved network performance in terms of malici~s .. '. detection rate, increase in
trustworthiness level with less false-positive and detection of a tar’.s. 1 1¢ proposed Belief based trust
evaluation mechanism (BTEM), is suitable for resource consu.nt vwSNs, due to its design and trust

prediction capabilities.

In brief, the main contribution of this paper are as foli. s;

e The use of Bayesian belief based maliciouc node . atection and isolation mechanism for WSNss.

e Evaluation and validation of the effectiveness ~f w.e proposed mechanism.

The rest of the paper is organized as fe!''~ws: Section 2 highlights the most related trust evaluation
mechanisms and schemes that have bee : oresen :d in the recent past. The proposed BTEM mechanism is
presented in Section 3. Simulation dr .ails ana . esults of the proposed mechanism are presented in Section

4, followed by concluding remarks a. * .eco amendations for future work in Section 5.

2 LITERATURE REVIF..

Identification of malicious ~ores is challenge in WSNs, which has attracted academic and industry
attention. Some of the .cudi:s reiated to malicious and compromised node detection using trust-based
security are briefly review. 4 in .his section.

To defend against nterna. attacks, trust and reputation based security mechanisms are in place which
evaluates the reliabi.’ v ~" the communicating node and identify the malicious node according to the
evaluation rest Its [13]. In the emerging world of sensing technologies where the nodes are deployed in an
open environme.* Be network security, protection from adversaries and providing integrity,
confidential, v - ad authentication is highly desirable with better throughput and minimum delay which is
difficult to achi. ve through cryptographic security implementation due to resource constraint nature of

sensor nodes. Besides, these traditional security methods are able to defend against external attacks but



unable to identifies the internal attacks effectively due to the inclusion of malicious node into network
[14]. Therefore, the use of trust-based security has proven to be more resilient ag .. * the detection of
malicious nodes and towards in achieving reliable data delivery.

Due to various kind of risks, threats and vulnerabilities to WSN, where au.~r aries are capable of
compromising senor node get the key and disrupt the communication. The use o1 . st as security measure
solves the issue of access control, detection of malicious nodes and prc .. > secure end to end
trustworthy routing path towards destination. Similarly, the unexpected ben.. -iour, faulty and malicious
nodes in the network can be identified through trust evaluation mechar. sms. Trust-based security
solutions are built on node level through wireless radio transactior~ wit. - _.ghboring nodes. The authors
in [15], proposed a lightweight distributed trust framework whicl is - ssist int to Sybil attacks and protects
the user’s anonymity. The trust mechanism uses Bayesian and v. ~ichuage average method for direct and
indirect trust calculation Moreover, reputation mechanisn. s usec to disseminate the opinion based
decision making.

Group based trust management scheme (GTMS) is pro, ased by Shaikh et al., [16], which deals with
clustered based WSNs. The proposed scheme cons. w . “hree levels of trust computation: at the node
level, at the Cluster Head (CH) level and at Ba-= Sta. on (BS) level. Total trust is calculated through
incorporation of direct and indirect interaction of nc les. Direct calculation of trust is based on successful
and unsuccessful transfer of data between nodes ~vhile indirect trust incorporates the recommendation of
peer nodes. The final trust level is quantified as, trusted and uncertain. The accumulative trust for the
particular cluster level is calculated at b se static 1 level.

The authors in [17], proposed a Par.metrizc " and Localized Trust Management (PLUS) model where
nodes used recommendation and pe. -~ .l f r the establishment of trust. The personal reference value is
calculated through the count of < ~cessful wransfer of data packets while recommendation trust is obtained
from neighboring nodes. The <cheme .acorporates integrity check through number of sent packets and
uses the reward and penalty mec 1anism to decide about the node status whether the node is trustworthy or
suspected. However, the maior . sue with the proposed scheme is the assignment of unfair plenty to
legitimate nodes which . == s int » malicious node.

Ganeriwal et al.,[1¢, desi¥n tne first trust and reputation based trust model based on Bayesian network.
The model monitor. the rde behavior using a watchdog mechanism. Moreover, the proposed model
incorporates br a dist. ‘bution function for calculating the node reputation using direct and indirect trust
which evaluates ~ode “.ustworthiness level. Besides, the proposed scheme is simple in its implementation,
but it does . 9t ¢ .« resistant and ignores the malicious nodes detection which is the major limitation of
the proposed n.~del. Similarly, the authors in [19] propose a Node Behavioral Strategies Bending belief
theory of the trust (NBBTE), which is formulated on the basis of behavior strategy banding D-S belief



theory. The proposed mechanism uses various factors for the trust establishment betwr en nodes. First the
trust values are obtained using security degree of the network and co-relation of f mi. ~ontext which is
then combined with fuzzy set theory to measures the achieved trust. Secondly, tb . < fference of obtained
evidence is calculated between direct and indirect trust which is then linked w. ™ - evised D-S evidence
combination rule to get the integrated trust value of the nodes.

An attack resistant and lightweight trust management scheme (ReTrust) i. prc . >4 in [20], for medical
wireless sensor networks which is based on hierarchical network architec. ve. The proposed scheme
calculates the node trust level using sliding time windows and agig factc - to identify the malicious
behavior of participating nodes. Moreover, the scheme is able to ~»mu.. Z.ie On-off and bad-mouthing
attack which improves the network performance and protected he .etw rk from malicious nodes. The
authors in [21], propose a multidimensional attack resistant u "<t wwodel (ARTMM) for under water
wireless sensor network which computes node trust levei “<ing, I ak trust, node trust and data trust.
Moreover, the model incorporates the mobility factor and u. “eliability of communication channel into
account while calculating the direct and in direct trust. 1 . 7zy logic is used to describe the relationship of
trust and attacks which occurs at network, datalink a. . .. —i~al layer.

The authors in [22], proposed an efficient distr''~uted rust model (EDTM). The proposed model uses
direct trust and in-direct trust in the form of recomn =nu..tions from nodes to calculate the total trust. The
direct trust of the node is obtained through cou. “unication, data and energy trust while indirect trust is
calculated based on the recommendation from other nodes. In addition, recommended trust accuracy is
improved through trust reliability and f miliaritt which helps further in the detection of malicious nodes.
Similarly, in another work the author, propos. a Trust based cross-layer framework (TruFix) [23], which
provides defense against various ne. "o k at’ acks. Moreover, direct and indirect trust calculation of nodes
is considered in the framewor’ while tuzzy-logic is used for trust estimation and decision making
including interlayer exchange ~f inforn.ation among the nodes. More recently, Cloud theory based trust
evidence generation mode] TM ) is proposed in [24], for underwater acoustic sensor network based on
game theory. The propr sed moJ1 calculates the direct trust based on interaction among nodes and
indirect trust is acquire. “r the “orm of recommendation. Moreover, the model is resilient against various
kind of internal attr ks su-~h as, Jamming and DoS, bad-mouth and On-off attacks but lack in providing
reliability of messag ~ deliv ry among the nodes.

In addition the autho: - in [25], proposed Trust-based neighbor selection using activation function (AF-
TNS) for wire. ss scasor networks that employs only direct trust and additive metric to evaluate
trustworthn. 2ss w. retainment of trusted neighboring nodes. Also, the proposed scheme isolates the
malicious node by considering only direct trust from the neighboring nodes, it exhibits several flaws and

vulnerabilities. AF-TNS, incorporates only received data packets for trust calculation which is not an



appropriate because the trust level of the sensor nodes varied with time and trust~d node become a
malicious node due to its energy depletion. Moreover, AF-TNS, didn’t considr. . -direct trust and
recommendations which lacks in providing a mechanism to prevent against false "... *mation, propagated
through malicious node against a trustworthy node. In addition, inclusion of o.'v dfirect-trust results in
higher false-positive rate due to Bad mouth attack and these factors contric “te 1o inaccurate trust
estimation and detection of malicious node thereby results in wrong decisi’ n m .. .

A different trust based model known as a novel trust model of dynamic «timization using entropy
(Trust-Doe) was proposed [26]. The proposed trust model is able tc defena against collusion attack by
employing global trust (GT) and divide the network into logical ~~oup.. "urthermore, the trust level of
each logical group is calculated using entropy weight method ad “.e I cal trust value of each node is
updated periodically. Besides, the proposed Trust-Doe model av. ~ to uctect malicious nodes but exhibits
several limitations such as higher level of energy consumpti. ~ and v iable to defend other type of attacks
such as Bad mouth, On-Off and Denial of service (Dos). Mo, aver, accurate detection of malicious node
is another challenge which lacks in the proposed model. . "~netheless, the proposed Trust model should be
attack resistant with optimal level of energy consun. w... %ioure 1 summarizes the various type of trust-

based security estimation mechanisms deployed i~ WSI\ .
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The literature review exposes comprehensive analysis of various trust models with t} 2 ability to defend
attacks using direct and in-direct trust including other trust calculation metrics and .ie. "ork deployment.
The proposed BTEM is partially motivated by those related works discussed ab .v. and summarized in
Table 1. However, there are some differences as compared to already prop. = approaches. BTEM
estimates the trust level through sent, received and transit packets using direct . <ervation and in-direct
recommendation. Moreover, malicious nodes are not only isolated but va'.ous ... ~ks are considered too
not like the works in [25,26] where the trust values are based on either an ~t communication or only
relying on in-direct interaction. Besides, some other studies [20-24] ombinc ' various trust metrices but
forget to incorporate the resource constraint nature of sensor ne”~s .. .o algorithm complexity and
higher energy consumption which not only affects the network _ =li- vilit but increases delay. Based on
the findings of the related literature the proposed BTEM is a.'= tu 1solate the malicious nodes with
resistance against On-Off, Bad-mouth and Denial of Serv..~ (DoS attacks up to certain extent while
increased in the network throughput and improves network .. 'iability. The comparison of various trust-

based security related work is summarized in Table 1.



Table 1: Comparison of existing trust models for WSi\™

Trust Trust Trust Attr 1 Trust Estimation Method Trust c
models | mechanism | evidence defended
employed | collected Distributed | Centralized | Cross- | Direct In-direct
Layer | Trust | Recommend
Trust
B-Trust | Bayesian Data Sybil, N X x N N
[15] pac’.ets Collusion
GTMS | Weighing Do~ Malicious X N x N X
[16] sackets nodes
PLUS Weighing D .ta Modification, N X X N N
[17] . pa et DoS
RFSN | Weighing ' Weighing | Bad-mouth, N X x N X
[18] ballot
stuffing,
Identity
attack
NBBTE Beli f Neighbor None N X X N N
[19] N oory nodes
interaction
ReTrust ‘ Weig 1ing Data On-off, bad- N N N
[20] | packets mouth
ART" 1M Fuzzy, Neighbor Selective N x X N N
2 ] /eighing nodes forwarding,
interaction Data
| modification,
DoS, On-off,
bad-mouth
EDTM | Subjective, Data Selective N X x N N
[22] Weighing packets, forwarding,
neighbor | data forgery,
nodes DoS, On-off,




In the light of aforemontion. 1 issues, this research proposes a belief based trust evaluation mechanism (BTEN

malicious network r ode esponsible for false reporting but also improves the network throughput, performance an

interaction | Good, be -
mouth
TruFix Fuzzy Data Black. e,
[23] packets rushing,
» Vo
T™C Cloud Data Sele. " wve
[24] Theory, packets 100, rdi g,
Weighing Dos. On-off,
Uouw, bad-
.wouth
AF-TNS | Activation Dat. None
[25] Function par <ets
Trust- Entropy Dat. Collusion
Doe [26] packets |




3 PROPOSED MODEL
3.1 The Design of BTEM

In this section, we discussed the detailed design of proposed Belief based “rus. Evaluation Mechanism
(BTEM). BTEM calculates the trust using direct interactions and in the to. ™ ot recommendation from
neighboring nodes. The following subsection discuss the components of "> TE I ~nd the notations which are

used in these components are described in Table 2.

Table 2: Abbreviation and their meanings

Abbreviation | Meaning |
TP Traffic Profiles ",
T™MM Traffic Monitoring Module

TE Trust Estimator o
TR Trust Receiver —|
PRE Packet Received Evaluation

PSE Packet Sending Evaluation N |
TPE Transit Packet Evaluation \ 4 T
DTEM Direct Trust Evaluation Mechanism

ITEM In-Direct Trust Evaluation Mechanism N\

MN Malicious Node N

O|E Occurrence | Evidence

P (E) Normalizing Constant

R; Data packet received

D; Total drop packets f

TV|J Probability of Trust valu=

P () Prior Probability

3.1.1 Components of BTEP

Belief based Trust Eval ation .."~chanism (BTEM) consists of three modules. The first module is Traffic
Monitoring Module, w. ‘~b obsr.ves packet forwarding behavior of neighboring nodes by exchanging request
and response packe s along with other traffic type information about nodes in form of traffic profiles (Tp).
Moreover, the seco *d mocd ile is the Trust Evaluation Module used to evaluate direct and in-direct trust of
sensor nodes v nich i~ based on the past interactions such as send, receive and transit traffic profiles and
forward these 1. forme (on to decision maker module (dm), for further action which in turn check node trust
level again. * pic . ‘ine threshold value, whether or not the value is greater or equal to threshold, then the node
is categorized . < trusted or if the node value is less then threshold then it is detected as malicious node hence

isolated. Figure 2 represents the block diagram of the design of BTEM.

10



(i) Traffic Monitoring Module

TP

|

|

!

(i Der sion Maker Module

(ii) Trust Evaluation Module
Trust Receiver (Tr)
Calculate
| Direct Trust
(DTEM)
Packet
Evaluation
Metrics Estimate
(PRE, Indirect Trust
PSE, > (ITEM)
TPE)
Trust
Estimator
(Te)

—

| Th »shold value

L |

L D_",c"::’r 0 Trusted or
- % Un-trusted
{Owm) node
l _  wparison with

\

Figure 2: Trust Estimation iv. *~hai..im of BTEM

3.1.2.1 Traffic Monitoring Module

As shown in Figure 2, Traffic Monitoring Module ‘bse vo the packet forwarding behavior of neighboring
nodes through the exchange of Request and Rest. -. <e cc +trol packets which consists of Traffic Profiles (Tp),
maintained at each node and contains three tvnes o1 trarfic information: (i) Sent Data Packets, (ii) Received
Data Packets and (iii) Transit Data Packets. In dition, the stored information consists of total packets
transmitted between the nodes includi-.z _~urce and destination. The working mechanism of Traffic
Monitoring Module of the proposed meanism s discussed as follows. It is assumed that nodes i, j and k are
neighboring nodes that participate, in packet forwarding mechanism at one-hop neighbor and in the

transmission range of each othe' r. "we 3 shows the network topology where data packet streams are

evidence of packet forwarding ' eu. ~7ior that a node utilizes in calculating direct and in-direct trust.

. Source / Subject Intermediate /
node Evaluvaled node

. Qther node Direcltrust «——  |ndirect trust < ——»

mﬂesbnalmn node | _I"t ) R

acommendation
node

Communication range of
node |, jand k
respectively (Solid and
dotted circles)
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Figure 3: BTEM — Network Topology Scenario

The direct trust calculation mechanism is done through transmitted data packets frc.a now.~ ‘i’ to j” at time ‘t’
and further determines if the node °j” forward these packets onwards to node ‘k’ Thi trustworthiness level of
the node is evaluated through packet sending, receiving and transit information hich are stored in traffic

profiles (Tp), and maintained at each node which are:

I.  Packet Received Evaluation PREj(t), the number of packets nr ue j re~eived from node i in the time
period of t.
II.  Packet Sending Evaluation PSE;(t), the number of packets ..de 1 -vud to node j in the time period of
t.
II.  Transit Packet Evaluation TPEj(t), the number of pack.*s nod~i .end to node k through intermediate
node j in the time period of t.

The calculation of trustworthiness is based on the probahilitv ~+ st values. The Traffic Monitoring Module,
at each neighbouring node helps in obtaining the true bew. viour (node ‘i’ to ‘k’) by observing the packet
forwarding behaviour of node j. The node ‘i’ can de.>rr ine the trustworthiness level of node ‘j” through its
packet forwarding ratio to node ‘k’ and this cow~ = ve ified through shared traffic profile (Tp) of node ‘j’
and if this ratio matches the send packet by =~de .’ through node ‘j’, then node ‘i’ considers node ‘j’ as
trustworthy. Moreover, node ‘i’ also verifies pac..~t forwarding behaviour of node ‘j° from neighbouring
nodes in form of indirect trust or recomr .ena..‘on. However, with the passage of time the more traffic flows
are evidenced, which may update the pro. ~bilit of trustworthiness while trust relationship among nodes may
also change due to instability of ¢/ mm .nication channel. Therefore, the Probabilistic Bayesian Estimation
Theory is applied on that trust le /el 1 ~7a’.date the trustworthiness of the node. The trust level is evaluated
based on three parameters: (i) ‘acs * Received Evaluation (PRE), (ii) Packet Sending Evaluation (PSE) and

(ii1) Transit Packet Evaluatic « (. PE).

3.1.2.2 Trust Evaluati .n M odvu'z

Trust evaluation m .dule ‘s responsible for evaluating trustworthiness value of each communicating node
through its packet 1 rward’ 1g, receiving and transit packet behaviour and estimates the probability of a node
whether it is rialicio s or trustworthy. A node is declared as trustworthy if it forwards all the packets to
intended destin. “ion rode and these information’s are recorded in traffic profile which is then shared with
other neigh. ow- .. 1odes as directly or indirectly. Similarly, node is considered as malicious if it intentionally
drops some or . 'l the packets and record wrong information in the traffic profile by indicating correct number

of received and forwarded packets. The Trust Evaluation Module is further divided into three sub-components

12



to critically examine and evaluate the results, i.e. (i) Trust Receiver (ii) Trust Estim- tor (iii) Positivity Test

based Decision Maker. These components are discussed in the following sub-sectior ..

A. Trust Receiver (TR):

The Trust Receiver (TR) consists of three modules (i) Traffic Evaluation M cu ‘cs, (11, Direct Trust Evaluation
Mechanism (iii) Indirect Trust Evaluation Mechanism. As per Figure. Z, th- composing elements of traffic

evaluation metrics are:

1. Packet Received Evaluation PRE:

Packet received evaluation represents the ratio of packets receivea at the node ‘k’ from sender node ‘i’ in the
time period of t. The network may encounter packet loss due to the sresence of malicious nodes. Depending
upon the distance from the sender node to receiving : ~de, “~ ¢ can be multiple malicious nodes and
accordingly, the loss of packets can also be critical. The »=k~ f packets that were received by the receiver
from sender node is referred as direct receiving report. In ¢ *ation 1, the PRE shows the ratio of the packets
received.

Prj(t) — Pryj(t — 1)
Prij(t) + Pryj(t — 1)

PRE;(t) = €Y)

Where Prj;(t) represents the number of » acke = received from sender to receiver in the time interval ‘t’. The

two consecutive time intervals are taken  ~to ¢ ,nsideration to describe the state of the evaluated node more

accurately, and the denominator is v .ed fur normalizing the results.

2. Packet Sending Evaluation:

Packet sending evaluation re yre ents the number of packets sent from node ‘j° to node ‘k’ are monitored by
node ‘i’ in the time period 0. ‘t". Also, the packets that an intermediate node forwards successfully to the next
node cannot be monito  ed ¢.rectly by the sender but any node in the communication range can receive the
packets if they are tuned «. tb . same channel and their receiver (Rx) is turned on. Therefore, the sender can
still monitor the n imber « f forwarded packets sent by intermediate node. The calculation mechanism of

Ps;; (t) at interm=-iawc -~ e as well as sender node is made as:

©oj(t)

PSE;;(t) = 7 (0D (2)

13



In the above equation, Ps;;(t) represents the packet needs to be transmitted, but ther> are some packets that
require retransmission as these packets are not received. The reason of not receiving anw.. “etransmitting can be
due to the lossy channel or the presence of malicious node. In this research, pr.sc ce of malicious node is

assumed, therefore, retransmitted packets are also taken into consideration ana . > cesented as with PRT;j; in

Equation 2.

3. Transit Packet Evaluation:

Transit packet evaluation represents the number of packets that sende * ‘i’ sen: s to receiving node ‘k’ through
some intermediate node(s) in the time period of t. In multi-hop env'..nmeu., 1t is quite difficult that a node can
directly communicate with a receiving node. This commun.*»".on an be possible by involving the
intermediate node(s). Once the node ‘j” updates its traffic profile .. ~d update to the ‘i’ node, after verification,
the information becomes true then this is treated as trusted a. well 7 5 un-trusted. The calculation mechanism

of TPE;;(t), at intermediate node and receiving node is made as.

TPi]'(t)— TPij(t—l)

TPEy(®) = o v rryen)

(3)

Where TP represents actual number of transnw. *eu ... <ets which are sent from node j” to ‘k’, transit and

actual receive packets at intermediate node and shared between node ‘j’ to ‘1’.

B. Direct Trust Evaluation Mech# .1ism (b . eM):

In each pair of communicating n- des, ff' cent number of packets travel in different time intervals and their
successfulness varies in each ir .erv.' This variation has influence on the next interval also, therefore, in order
to ensure the effectiveness ¢ L "EM, this variation is also considered by including a Trustworthiness action

parameter T, which consider. * ¢ effect of previous intervals as shown in the Equation 4.

direct _ Rij(0)/7 ,(O)+ Ky, 0))
Tij B Rij(t—1)/ Dyj(t—1) Ryj(t—1)] 4)

Where Rj;(t) i. the nu iber of the data packets received at a specified time interval, whereas Dj;(t) is the total

of droppe | ~~kets during that transmission so, the overall evaluation on the basis of direct trust,

the DTEM;;(t, 1s represented as:
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DTEM;;(t) = T x PIT(¢) x [w; x (1 —|PRE;;(¢)|)
+w, X |PSE;;(¢)| + ws x (1 —|TPE;;j()|) + (1 — PIT(t)) X DTEM;; (t — 1) )

In the above equation, Packet Interval Time PIT(t) is the time interval of a packe. -=ceived by node ‘i’ or at
the intermediate node ‘j” at time t. T is the action parameter which cor :’~r the effect of time intervals.
Similarly, weighting algorithm is used for the process of decision mai. ng where each factor influence in
obtaining the final result. The overall trust value of each node partici Jaung in .he network is determined by
combining direct and in-direct trust and by categorizing with differen. weight . The incorporation of different
weights in the proposed mechanism is based on their immense .nflu~~~e to reduce the probability of false
recommendation offered by other nodes. Hence, w;, w,, ws are tiust’s v alues that should satisfy w; + w, +
wz =1 [27, 28]. In this research, all the weights are equally -eated, however, for different practical
applications different weights can be assigned to wl, w2, ~nd w~ *.sed on the precedence of PRE, PSE, and

TPE.

C. In-direct Trust Evaluation Mechanism (ITEM. .

Indirect trust is observed when prior trust relation. '.. > is 1 Ot ascertained by two nodes via packets exchange or
any other form of interaction. To calculate th~ indirc 't trust between sensor node ‘i’ and evaluated node ‘k’,
where the nodes nl, n2, n3, n4 are the common ..~ighbours (recommendation nodes as shown in Figure 3
above) of ‘i’ and ‘k’, the direct trust valr s (. TEM) of sender node ‘i’ to all neighbouring node ‘n’ and from

all neighbouring node ‘n’ to receiver nou. ‘k’ ar . collectively used as in-direct trust estimation (ITEM).

Trust transitivity is major character’ 'ticc in t' ¢ formation of trust where, if node ‘a’ trust on node ‘b’, and node
‘b’ trust on node ‘c’, then the no e ‘a’ inu.cectly trusts on node ‘c’. Similarly, trust could be intransitive, i,e, if
node ‘a’ trusts on node ‘b’ and node .’ trusts on node ‘c’, this does not necessarily imply on node ‘a’ to trust
on node ‘c’. Moreover, this i aransitive trust does not rule out the possibility of the transfer of trust
information [9, 29]. Eact time .~ DTEM,; calculated by node ‘n’ for node j’, is conveyed to node ‘i’ as a
recommendation of tru + of nod ‘j’. Therefore, on each update of a recommendation, the probability of node
‘7> being trustworth, or mai.cious updated accordingly. The incorporation of indirect trust information is
essential in a trust 1 ‘echani m due to its benefits in offering information regarding unrecognized nodes by the
evaluating nod.. In contrast, the mechanism can be assumed vulnerable as the involvement of particular
information cre “te unt astworthy suggestions. Therefore, it is essential to explore the trustworthiness of the

informatio. 1u. . ~*cing the effects of false positive.

In order to de. rmine the intensity of this belief, the Bayesian estimation approach is employed. This

estimation is based on the probability of an incident using the evidence in hand. However, because each time
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the evidence is updated based on the number of dropped packets, therefore, the post rior probability of any
node being malicious or trustworthy is also updated periodically. The posterior pr ou. ility is a measure of
belief that updates in response to evidence. The Bayesian estimation is based or p. or probability, therefore,
each time the new probability is calculated, it is also stored in the database for i.. v age as a prior probability
in the next round. Mathematically, the Bayesian theorem is represented in Equatic ~ 6.

P(E| 0) P(0)

PO | B) = "L

(6)

The conditional probability is given by (O | E) , where O is the ocr arrence of an event and represents the
evidence and probability of E which is assumed to be true if it is nrov, '»d similarly, the P(E| O) represents
the probability of E where O is assumed true. The probabilities « fO .nd 7 are represented separately as P(0)
and P(E) which are independent and where P(O) is representing ~rio. probability and normalizing constant is
represented by P(E) [30]. The problem of trust estimationn " the p1)posed approach is mapped to Bayesian
estimator using the Equation 7 as represented below:
P(TVnj|]) PU)

P(TVnj)

In the above equation, probability of trust for ¢ ~luatc ! node ‘j’ is calculated, provided the direct trust of

P(J ITVnj) = )

evaluated node ‘j’ by the neighbouring node ‘n’. The (1v | ] ) represents the probability of trust value, when it
is assumed that node ‘j’ is trustworthy. The P\,) represents the prior probability which was found in the
previous round. The P(TVnj) represents .~ normalization factor that is the over all probability in all the
circumstances. The Equation 8 is the .~vel of rustworthiness of evaluated node ‘j” by one of the common
neighbours of a sender node ‘i’. The e c~n be a different number of neighbouring nodes to accommodate the
recommendation for all the neighbtors. " .que (on 8 computes the indirect trust (I TEMij).

Z:_O P(j is ir ustw ~vthy | Trust Value nj)

ITEMij = = 8
] N ®

To accumulate the direct tru.” and indirect trust, both the trust values of DTEM and ITEM calculated by

Equations 7 and 8 respr _tive .y are used in Equation 9.

Total Trust = DT .mij -~ I1 EMij 9

It can be seen Tom Fi; ure 2, that the various components of proposed BTEM is discussed which reflects the

working mechanis... uf the proposed approach.
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3.1.2.3 Decision Maker (Dm) Module

The output from Trust Evaluation Module forwards the node to decision mcger \“m) module where
probability of a node as malicious or non-malicious is compared against the thres 10l¢ value which range from
0 to 1. Previously, many researches have used the concept of trust using pre-u. med values as (1 and 0),
where 0.5 is set as a primary trust value. Therefore, in this research the thresk~1d va. e is set at 0.5. Hence, the
trusted node is having the probability greater than 0.5 and if the value apr oac! es tu 1, then the node is treated
as most trustworthy. Similarly, the probability of the node having '__s tha. 0.5, value is considered as

malicious or compromised node.

4 IMPLEMENTATION OF PROPOSED MECHANISM

The algorithm of the proposed approach takes the traffic profil. - as ir~ . and bifurcate them as sent, received
and transit packets. In line 1-3, the averages of all the three types ot sackets are calculated based on periodic
intervals. The probability of a node being malicious or non-. ~alic..us is calculated in line 4 based on Bayesian
estimation theory as discussed in Section 3.1.2.2. In I’ © .uuwor 5 and onward, the calculated probability is

evaluated against the threshold to mark the node as trsted or «a-trusted.

Algorithm 1: Node Reputation calculation

Input: Traffic Profiles (Pr, Ps, Tp)

Output: detection as trusted / un-trusted node

1: PRE = calculate average received packets a the la * interval

PSE = calculate average sent packets

2
3: TPE = calculate average transit pack s in ae last interval
4 P(PSE|MN) P(MN,

P(MN|PSE) = > (PSE)

if P(MN|PSE) > Th

Then mark as Trusted

Else

Mark as Un-trusted

D B B A

Update database for p.'—“probr Jility

10: end if

The proposed 3elief b sed Trust Evaluation (BTEM) Mechanism evaluates the integrity and trustworthiness
level of nodes in .. ..cowork and maintains the trusted environment through identification of malicious nodes
responsible r causing internal attacks such as Bad-mouth, On-off, Denial of Service (DoS) and false
reporting which Jiinder in reliable data delivery. Therefore, to determine the current trust level of the node, the

proposed (BTEM) mechanism designed in a way that copes with false reporting and evaluates the trust level
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of each node by incorporating direct trust, and in-direct trust in the form of recomn 2ndation by evaluating

received data packets, sent data packet and through transit packet information. The “.0.. ~hart of the proposed

Find false reporting

Correlate Traffic C~ 2late
Profiles directly E|gf Jorine Traffic

BTEM mechanism is given in Figure 4.

received from I rofil- 5 fo.
evaluated node eva. .ed nc le

]

Calculate Direct | L fimat Indirect
Trust Value 1. st Value

\ I A
|
>
~~leulate 1 utal

Identified as un-

R
T. tal Trust > Th trusted and Isolate

Identified as
trusted

ki 'ure 4: Flow diagram of the proposed mechanism

The focus of this study is to  Yentify and isolates the malicious node and to explore the impact on the

performance of the net rork

4.1 Simulation Pa ametel

In order to asc .«win the performance of the proposed mechanism, the BTEM is tested in a simulation by
implementing . in disc ‘ete event simulator, OMNET++. The sensor nodes are randomly deployed in the field
size of 10C ...~ 100 m with the transmission range of nodes are kept at 20 m [19]. The sensor nodes and sink
nodes are dep. ‘yed statically with same initial energy, computation and storage capacity. The simulation time

varies between 200 to 1000 Sec for different experiments. Initially all the nodes behave as trustworthy
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however, with the passage of time, some of the nodes behave as malicious. The malicicus nodes are simulated
through Bad-mouth (BM), On/Off and Denial of Service (DoS) attacks. In order to - ew ~t the malicious nodes
their trust updating time period is set to 40 Sec [22]. Therefore, on average in thi. « -periment for every node
the trust value is updated 25 times. To evaluate the trustworthiness of nodes, w. ‘<’ ranges between 0 and 1,
the trust value of 0.5 is set as threshold. In addition to obtaining a trust valuc, threshold value is used to
differentiate between trustworthy and malicious node and avoids false ar cusa ... The traffic flowed on the
network is of CBR type and packet size is set to 50 bytes [22, 31, 32]. Due .. reactive and on-demand nature

AODYV is considered as a baseline routing protocol [33-35]. Table 3 e lists the other simulation parameters.

Table 3: Simulation Parameters

Parameters Values

Field Size 100m x 100m

Node deployment Random

Simulation Time 200 — 1000 seconds

Traffic Type UDP

Packet Size 50 Bytes

Physical Standard IEEE 802.15.4

Traffic Load CBR |
No. of nodes 10,20,30,40, 50 N

4.2 Results and Discussion

Impact of Level of Trustworthiness

In the first scenario the level of * ust .. ar .lysed in the presence of malicious sensor nodes. As it can been
seen from Figs. 5 and 6, that t! ¢ 1. "=l of trustworthiness of the proposed BTEM mechanism is increasing as
contrast to AF-TNS [25] anr” 1. 1st-Doe [26], with the passage of time, the proposed approach gets a higher
level of trustworthiness due .~ “.s predictive behaviour on analyzing false reporting and accurately identifying

the malicious nodes.
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Figure 5: Trustworthiness with « 'vance aent in time

The ratio of malicious sensor nodes varied from 10% t~ <** __ .he whole scenario with an average increase
of 10% as shown in Figure 6. For certainty, the observation ¢ 2xperiments was taken at different timing of the

simulation varying from 200 Sec. to 1000 Sec.
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Fic ure 6: Trustworthiness as malicious sensor nodes increase

In the third sci nario o~ the simulation, Bad-mouth, On-off and Denial of Service (DoS) attacks are simulated
with varying nu.. %~ of malicious nodes 10% to 50% with an increment of 10%. Figure 7 represents a
rationale ot n- vt1, Bad-mouth and Denail of Service (DoS) attacks and their effect on trustworthiness level.

The said graph « 1ly depicts the observation values at 200 seconds.
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Figure 7: Trustworthiness proportional malicio. - sensc - nodes for different attacks

The On-Off attack directly affects the trust manageme=* ~=*-___ where malicious node behaves alternatively
between normal node to malicious and remain undetected wi. 'e degrading the network performance [36]. The
results indicates that the proposed BTEM effectiver - .etects the altering behaviour of nodes. The early
detection and isolation of malicious nodes allc v 7 i1 saving the bandwidth, transmission power and
energy that is required for re-transmission. <1 .« packets [37]. Similarly, it is observed that the two
other simulated Bad-mouth and Denial of Service (DoS), attacks are effectively deteced by the proposed
mechanism due to the ability in the se ection f trustworhty node and including the consideration of false
positive rate of trust evaluation. To e aluaw *k . effectiveness of the proposed algorithm attacks are simulated
using three layers (Application, PL_rsic'.t an . Network layer). Moreover, the following Table 3, presents the
complete observation period wh’ h is usev in the simulation against Bad-mouth, On-off and Denial of Service

(DoY) attacks.
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Percentage of Malicious Sensor Nodes

Ob§ewatlon 10 20 30 20

Period _

(Sec) BM | On/Off | DoS | B On/Off | DoS | BM | On/Off | DoS | BM | On/Off | D¢

l_

200 0.320 | 0.580 0.680 ‘ .4v9 | 0.725 0.810 | 0.480 | 0.645 0.750 | 0.380 0.565 | 0.7
400 0.470 | 0.610 0.72u l 0.610 | 0.823 0.880 | 0.580 | 0.835 0.870 | 0.490 0.690 | 0.8
600 0.570 | 0.690 v.”10 | 0.590 | 0.810 0.880 | 0.610 | 0.840 0.890 | 0.580 0.730 | 0.8
800 0.630 | 0.740 0.950 | 0.580 | 0.800 0.870 | 0.620 | 0.830 0.890 | 0.570 0.710 | 0.8
1000 0.67¢C ‘ 0.764 0.890 | 0.560 | 0.785 0.830 | 0.570 | 0.830 0.880 | 0.560 0.680 | 0.8

able 4: Effect on .ustwo *hiness in comparison with di

ferent attacks
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Impact of Trust Detection Rate

Figure 8 shows the number of malicious sensor nodes in the network which influenced o.. “rust detection rate.
The proposed BTEM mechanism successfully detects the malicious nodes. S nul: :ion is conducted using
varied numbers of malicious nodes from 10% to 50% of the whole topology with . ~ increment of 10%. The
BTEM is compared with AF-TNS [25] and Trust-Doe [26]. As shown " Figu.~ 8 the detection rate of
malicious nodes is higher than its counter parts 8% and 28% respectively, whi .h is due to the consideration of
prior knowledge in the form of sent, receive and transit data packets .or trus. 2valuation. Moreover, as the
number of neighboring nodes increased, the probability of detecting “e mali ious node is slightly decreased
which is due to the result of increased number of false reporting v nich ~radually increases false positive ratio

between the monitoring nodes.

Detection Rate
o
(=]
|
|

o
S
60 - -
10 2u 30 40 50
~ Talicious Sensor Nodes (%)
——A’ TNS ~———Trust-Doe BTEM

Figure 8: In wer e o’ detection rate as malicious sensor nodes increase

Impact of Detection Accuracy

Figure 9 shows the detecti .o . ccuracy metric which indicates the accurate detection percentage (%) of
proposed BTEM mechanisi.. “vith a minimize number of false positive recommendations. The detection
accuracy of the propose + BT 2M is 25.33% and 64.33% respectively. It is observed that the detection accuracy
level of the BTEM is hetic. th .n the AF-TNS [25] and Trust-Doe [26] in comparsion respectively, which is

due to the consider tion of -ust establishment and increased cooperation between nodes with lesser number of

packet drop rate

23



100 -

—_~ 95 <
&
S 90 |
‘8‘.
= 85 -
b
L*]
-5 80 -
= N
=] T
= 75 - — ————— —
151 e =
3
S 70 = T T
10 20 30 o 50

Malicious Sensor Nodes (%

AF-TNS ~——Trust-Doe BTEM

Figure 9: Detection Accu. .y

Impact of False-positive Rate Detection

The proposed BTEM detects the false positive rate under differ. ¢ attacks. Figure 10 shows the False positive
detection rate of BTEM which is 17.33% and 36.33% resp. ~tively. In addition, the detection of false positive
rate in the proposed BTEM is better than the AF-TNX |.'»), and Trust-Doe [26], which is due to attacks that
have very little influence on trust values of ti .“vor. y nodes but on the other hand false positive rate

influence is much higher on malicious nodes i~ AF-1.1S and Trust-Doe schemes.

False Positive (%)

10 20 30 40 50

Malicious Sensor Nodes (%)

- AF-TNS ——Trust-Doe BTEM

Figure 10: False Positive Rate

Impact of Res’ uual Energy

Energy consump.’ >~ of the node influence the network lifetime. The higher is the energy consumption the
shorter will “e .nhe life of the network. Figure 11 shows the node residual energy consumption against the
malicious node vhich varied from 10% to 50%. The average energy consumption of nodes in the proposed

BTEM is compared with AF-TNS [25] and Trust-Doe [26]. The result shows that the proposed mechanism
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preserves better energy level than AF-TNS and Trust-Doe which is due to increased tristworthiness level and
lesser energy consumption among nodes while the other schemes exhibits higher e".e1.:” consumption due to

increased overhead and communication cost.

100 4
95 T
90 -+
85 -
80 -
75
70
65 -
60 -
55 -
50 -+

Residual Energy(%)

10 20 30 10 50

Network Nocd'es (.

Trust-Doe —+—AF-TN> —8—BTEM

Figure 11: Energy ¢ .. ~»mntion Comparison

Impact of Average Throughput

In this experiment the effect of throughput is aw. 'vzeu by exhibiting the network in the presence of malicious
nodes. Figure 12 represents the comparison nf average throughput. The graph shows that, BTEM performance
is better with lesser delay when there - v¢ 10% malicious nodes as compare to AF-TNS [25] and Trust-Doe
[26]. Similarly, when the malicious r ,des inv. " ase from 20% - 50%, BTEM throughput is still higher than the
AF-TNS and Trust-Doe, because ti. » opor ed mechanism consider both trustworthiness and energy level of

the node.
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Jnroughy
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Figure 12: Average Throughput
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Impact of End-to-End Delay

In this scenario, average network delay is analyzed in the presence of malicious noues wu..~h varies from10%
to 50% of the whole topology with an increment of 10%. Figure 13 represent’ the graph, which shows the
performance comparison level, it is observed that BTEM and AF-TNS encour *er a.. >nst similar delay level in
the presence of 10 % malicious nodes. However, when the malicious node .. ~reasc. to 20% and onward the
delay between AF-TNS [25] and Trust-Doe [26] started increasing wherc <. F [EM behaves slightly different
from the both (AF-TNS and Trust-Doe), due to the selection of trustwe wiy node. with higher energy level.
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Fi~ 've 13: End-to-End Delay

5 CONCLUSIONS AND FUTURE v."RF.

Securing WSNs using trust establ “hnr :nt - iechanism is a promising approach. In this paper, an efficient
Belief based trust evaluation me hanism \3TEM) is proposed which defends against the malicious node and
internal attacks. Bayesian estimation '~ applied in gathering direct and In-direct trust values of the sensor
nodes which further considr.s th , correlation of the data collected over the time and then used it further in the
selection of trustworthy + ode 1. - data forwarding. Simulation results prove that the proposed mechanism not
only successfully ident fies and solates the malicious nodes to the certain extent but also improves the false-
positive detection r7.c. So 11 .an be conculuded that the propossed mechanism have better ability to defend
against On-off, Ba -moutl and DoS attacks as compare to AF-TNS [25] and Trust-Doe [26] . In the future,
the proposed r.echanism improved further to include other type of malicious node attacks such as Sybil,

selective forwa. ling 2 .d wormhole attacks.
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