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Abstract

Numerous studies have found that employees angrith@pal source of adverse Information
Systems Security (ISS) incidents in organizatiaediings. Consequently, the ISS research
focuses on examining factors that affect employbebaviour towards complying with ISS
policy. Most of this research, based on the thebmgasoned action, considers that employees’
intention to comply with ISS policies is a gooddirtor of their behaviour. This paper argues
that the employees’ compliance with ISS policiethimi organizations is usually enforced, and
that the non-compliance is mainly due to the rasist towards these policies. This research
examines the role of organizational punishmentagdnizational norms in impacting
employees’ resistance towards the ISS policies.det& were collected from 133 employees of
10 organizations spanning four industries and ypotheses were tested and validated using
PLS-SEM analytical procedures. The results showrtitaal and descriptive norms are useful in
reducing the resistance.

Keywords: Resistance to Information Systems Security, Inédgrom security policies, Moral
norms, Organizational punishment
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1. Introduction

Several studies report that the increasing viatstiof Information Systems Security
(ISS) policies result in a wide range of negatisasequences for organizations, such as data loss
or theft, computer intrusions, and privacy breacfiésist & Young, 2011; Ponemon Institute,
2016; Ponemon, 2017). A recent study by the Pondmsirtute found that nearly 90 percent of
healthcare organizations represented in their stadyexperienced at least one data breach in the
two years period (Ponemon Institute, 2016). Rebesschave agreed that, very often, the end
users are the weakest link in ensuring ISS in argéions (Kolkowska et al., 2017; Merhi &
Ahluwalia, 2014; Moody et al., 2018; Safa & Von &gl 2016). Numerous studies also show
that employees’ behaviour remains a major challdogeuccessfully implementing strict ISS
policies in organizations. In a survey of IT segupractitioners, nearly 56% of the participants
attributed employees’ resistance to comply with I$8licies as the biggest barrier to
implementing effective security strategies in thenganizations (Ponemon Institute, 2016).
Likewise, in the “Global State of IS Survey 2018WC found that employees’ actions remain
the foremost cause of ISS incidents in organizat{®WC, 2017). Accordingly, the ISS research
has focused on studying employee behaviour in tmegt of the compliance of ISS policies
(Bulgurcu et al., 2010; Hwang & Cha, 2018; MerhA&luwalia, 2013; Merhi & Midha, 2012).

Most studies in ISS research consider employeésniion to adopt or use ISS policies as
the dependent variable, thereby assuming a vaditionlieu in which users are free to exercise
their choices in the context of compliance with If&icies and procedures. This assumption
does not truly reflect the real-world situationswhich compliance of ISS policies is often
mandatory, enforced either by technology or by dtge of punishment. Moreover,
implementation of ISS policies require behaviowhanges in the way users interact with IT
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systems, creating stimuli for resistance towardshsthanges (Kolkowska & Dhillon, 2013;

Krazit, 2016; Merhi & Ahluwalia, 2015). For examplenforcement of stricter and more
complex authentication passwords in an organizat@y invoke resistance towards the ISS
policy leading some employees to write down theisgwords in their notebooks or journals
even though the policy may prohibit such actiongn(8t al., 2011). Therefore, a theoretically
grounded understanding of factors that influencgleyees’ resistance towards compliance of
ISS policies is necessary. This paper bridges @ifgignt gap in the existing literature as very
few studies have examined the role of employeesistance towards compliance with ISS
policies.

Organizational punishment is widely utilized in anggations as a deterrence to minimize
noncompliance of organizational policies (Liangkt 2012). The concept of punishment and its
three dimensions of punishment severity, certanftpunishment, and swiftness of punishment
are rooted in the General Deterrence Theory (GBAT3ignificant proportion of ISS literature
examined the role of punishment on employees’ tiganto comply with ISS policies, but
reported divergent findings. For example, Bulguaad others (Bulgurcu et al., 2010; D’Arcy et
al., 2009; Straub, 1990) found that the severitythef punishment improved ISS compliance.
However, several recent research articles did mud & significant relationship between
punishment severity and ISS compliance (Herath &,R#®09a; Ifinedo, 2012; Pahnila et al.,
2007; Sommestad et al., 2014). Several researelipressed the need for additional research to
clarify the process through which punishment affemnployees’ compliance intentions (Herath
& Rao, 2009a). In dealing with compliance situasipnorms are said to be more effective than
punishments in controlling behaviour (Tyler, 1990)In this paper, we draw from the
criminology literature to examine the effect of msron resistance towards complying with ISS
policies.

The theory of reasoned action (TRA), the theoryplahned behaviour (TPB), and their
extensions explained that people’s behaviour atehfions are influenced by social pressures in
addition to their attitudes. TRA and TPB theoriefined the term subjective norm as people’s
perceptions of others opinion about behaviour irestjon. This normative component is
exemplified by a question — “Most people who ar@antant to me think | should or should not
perform a certain action”. Other normative compdgevere added in the subsequent extensions
of TRA and TPB theories. Injunctive norms are dedinas people’s behaviour that is “in
accordance with what they believe others think teeguld do” (Fishbein & Ajzen, 2010, p.
131). Thus, injunctive norms and subjective normes equivalent to each other. Descriptive
norms are distinct from injunctive norms as thefgeré¢o the perceptions about whether others
are or are not performing the behaviour in quesiiBishbein & Ajzen, 2010). Moreover,
empirical research shows that in situations invavethical beliefs, moral norms are a useful
addition to the normative components that explaidiviidual behaviour. Moral norms are
individual's “feelings of moral obligation or respsibility to perform, or refuse to perform, a
certain behaviour” (Ajzen, 1991, p. 199). A distinno, however, needs to be made between
personal and moral norms (Ajzen, 1991). Whereasalmwsrms are perceptions about moral
approval by a generalized social agent, personahsi@an include one’s own moral beliefs
(Fishbein & Ajzen, 2010).

This paper posits that moral and descriptive noans as mediators between the
punishment factors and resistance. Thus, we exathi@eindirect role of punishment as a
potential management practice to reduce resistaoe@rds ISS policies in organizations.



Research suggests that norms are a more effecamsnof regulating individual behaviour
compared to enforcing punishment deterrents (Kubdréxler, 2011). The research on the
Theory of Planned Behaviour (TPB) and its extersi@mow that subjective norms and
descriptive norms influence individual behavioudditionally, in situations involving ethical
dimensions, moral norms are a significant predicfobehaviour. The influence of moral and
descriptive norms on individuals’ behaviour hasrb&gdely researched (Botetzagias et al.,
2015; Kaiser & Scheuthle, 2003). Also, several nestudies show that the injunctive norms do
not affect employees’ compliance of ISS policiesdArson & Agarwal, 2010). Therefore, we
included only the moral norms and the descriptigems in the research model of the present
paper.

This paper makes meaningful contributions to th8 IBerature. Firstly, we propose
employees’ resistance as a dependent variable dier oo understand its effect on ISS
compliance. Secondly, we answer calls for addilisaaearch by various scholars to examine
the role of punishment in improving compliance 86l policies (Herath & Rao, 2009a; Hwang
& Cha, 2018; Merhi & Ahluwalia, 2018). Inspired lige divergent findings in the existing
literature, we look at the process view of how pivaipolicies work in organizational settings,
and what its concomitant factors are. Specificallg, postulate that the two punishment factors
namely, certainty of detection and punishment sgveffect moral and descriptive norms,
which in turn affect resistance. In other words,rahcand descriptive norms mediate the
relationship between organizational punishmentrasistance to IS.

We collected data from 133 professionals workingeim different organizations located
in southwestern United States. The data were si@ojeo rigorous analytic methods to test the
hypothesized relationships using the partial legstare (PLS) procedures.

The remainder of this paper is organized as follows first provide a brief literature
review on the factors included in the study, folemivby the theoretical framework and a set of
research hypotheses. We then describe the metlgyddbtlowed by the discussion of the
results. We finally present conclusions, implicaipand future work avenues.

2. Literature Review

2.1 Resistance to I nfor mation Systems Security

Employees’ resistance to change has been found todause of many projects failures
(Alcivar & Abad, 2016; Hsieh, 2016; Merhi & Ahluwal 2015). Frequently, the introduction of
new ICT systems or products in organizations i®aganied by changes in business processes,
responsibilities, accountability and workflows. Hoyees affected by these changes face
significantly altered social and technical work eomments. Research shows that such changes
generate resistance in individuals because of fgreference for status-quo. Research shows that
the resistance is more because of the adversequerseses of changes brought about by the new
ICT and not so much focused towards the specifit (Bhattacherjee & Hikmet, 2007; Hsieh,
2016). Resistance can manifest in a range of mact from compliance to resistance (Belanger
et al. 2011). For example, people may voice opjositprotest, complain, or demand the
withdrawal of the change. Individuals can alsoseguietly and may sabotage the process or
technology by undermining the change agent, estahlj coalitions, and using social media to
influence a wider group to increase non-compliantherefore, managing resistance is



important, and organizations need to focus on eyegl® beliefs and attitudes when
implementing ISS policies (Thomson et al., 2006).

According to Lapointe and Rivard (2005), a reviei25 years of IT based literature had
revealed 43 articles that had identified resistaasea critical implementation issue. They
summarized the four models of resistance to IT.Kdgr(1983) argued that people resist if the
changes brought about by IT implementation dimiesstheir power in the organization. Joshi
(1991) presented an equity model of resistance evpeople assess variations in equity brought
about by IT implementation at three levels, namatytheir own individual level, at the
organization level, and at referent group levelogbe resist when they perceive inequity.
Marakas and Hornik (1996) presented a model of iyasggressive responses because of
stresses caused by a new system. Finally, Marghedb. (1996) proposed an attributional model
of resistance caused by multiple stimuli. Taxonaesearch shows that when implementing ISS
policies, organizations need to consider the kelgafd attitudes of their employees because IT
projects affect changes in the organizational emvirent and culture causing anxiety and
resistance in employees (Thomson et al., 2006).

In the ISS literature, few studies have examinedrtie of resistance in implementing
ISS policies (Belanger et al., 2011; Merhi & Ahldiaa 2015). Opposition to the ISS change
may manifest by incorporating only the minimum neegonents and/or waiting until the last
minute to comply with the required changes. In adadory setting, resistance to change may
include voicing opposition, formally protesting,ngplaining, and demanding the withdrawal of
the change (Lapointe & Rivard, 2005). A spectrunneafctions may occur when the compliance
is enforced, ranging from compliance to resistameel a positive attitude towards mandatory
changes decreases resistance (Belanger et al.). 4&h though an organization may succeed
in successful implementation of ISS policies bycstenforcement, the resulting resistance may
cause collateral harm (Lapointe & Rivard, 2005).

2.2Norms: Moral and Descriptive

Social norms are standards of behaviour existing group of people. These norms are
based on individual's perceptions about beliefsngportant others in a group or what they
themselves would do in the given situation (Ajzerri&hbein, 1980). Descriptive norms are the
beliefs about what is being done by most othersri@’s social group (Cialdini et al., 1990).
Moral norms are individual’'s “feelings of moral ajdtion or responsibility to perform, or refuse
to perform, a certain behaviour” (Ajzen, 1991, 9911 A distinction, however, needs to be made
between personal and moral norms (Ajzen, 1991).ré&semoral norms are perceptions about
moral approval by a generalized social agent, palsaorms can include one’s own moral
beliefs (Fishbein & Ajzen, 2010).

Research shows that the descriptive norms are megpe for affecting individuals’
behaviour in various domains such as littering l¢gfah et al., 2000), energy conservation
(Goldstein et al., 2008), alcohol use (Rimal & Re&#05), and student gambling (Larimer &
Neighbors, 2003). Many studies found that desa@p®@nd injunctive norms separately and
independently influenced individual behaviour (Cen& McMillan, 1999; Parker et al., 1995).
The criminology research shows that norms are ahnmore effective means of improving
compliance of individuals as compared to punitieeedrents (Tyler, 1990).



The role of moral norms in influencing individualséhaviour has also been examined
extensively in the sociology and social psychol@itgrature. Moral norms is recognized as an
important factor in regulating individuals’ compliee decisions and behaviours (Tyler & Lind,
1992). The expectation of employees to ISS is &kigood citizenry, thus it involves ethical
dimensions when taking decision in the context@$ Icompliance. In this paper, we explore
whether moral and descriptive norms mediate thatiogiships between organizational
punishment factors and resistance to ISS. We aisestigate whether moral norms are
influenced by descriptive norms.

2.3 Organizational punishment

Organizational punishment is used as a deterremedoce undesirable behaviour of
employees (Ball et al., 1994). Managers need torabemployees’ behaviour when employees’
individual interests and goals are not in harmoiti wrganizational goals (Eisenhardt, 1989). It
is often argued that the risk of receiving punishbrdiscourages employees to take forbidden
actions, but the findings of many studies that hexamined this issue are mixed. Ball et al.
(1994) argued that the research on organizationalshment has often led to contradictory
conclusions and uncertain results.

Drawing from the GDT (Blumstein, 1978), IS scholdesg. Hoffer & Straub, 1989;
Moody et al., 2018; Straub, 1990; Straub & Welk#98) have examined the role of punishment
on employees’ ISS behaviours. ISS scholars usedimwependent and distinct punishment
factors, namely perceived certainty of detectiod parceived severity (Herath & Rao, 2009a;
2009b; D’Arcy et al., 2009; Sims, 1980; Siponeralet 2010; Vance et al., 2012). Although the
GDT puts forward certainty of punishment as onethaf deterrent factors, ISS research has
consistently used certainty of detection insteadceftainty of punishment. Organizations
emphasize detection of non-compliance of ISS pedidily deploying multiple mechanisms such
as firewalls, password compliance checkers, etankiénhalli 2003; Herath & Rao 2009a,b).
Therefore, in the ISS context, certainty of detatthas been considered as a more appropriate
deterrent factor than certainty of punishment (Karialli 2003; Herath & Rao 2009a,b).
Different results were found in these studies. @Aet al. (2009), Vance et al. (2012), and
Siponen et al. (2010) found that severity of pgnaltreased ISS compliance, consistent with
GDT. However, Herath and Rao (2009a; 2009b) fourad severity reduced ISS compliance
intention. Moody et al. (2018) found no significaimipact of penalty on ISS compliance.
Differences were also found on the effect of catiadof detection on ISS compliance in Herath
and Rao (2009a; 2009b) and D’Arcy et al. (2009).eYéas Herath and Rao (2009a; 2009b)
found a positive direct relationship between déactertainty and ISS compliance, D’Arcy et
al. (2009) and Moody et al. (2018) found a non-gigant negative relationship.

The divergent conclusions reached by the previtudies on the role of punishments as
deterrents in the context of ISS policy compliana# for additional research to shed more light
on this phenomenon. Herath and Rao (2009a) and Webdl. (2018) argue that the role of
penalties in shaping ISS compliance is unclear readires further research. In this paper, we
posit that punishment factors indirectly influenesistance to ISS through normative factors
namely descriptive and moral norms. To the besbwf knowledge, no previous paper has
examined the effect of punishment severity anchgast of detection on these normative factors.



3. Theoretical Background and Resear ch Hypotheses

The GDT is based on the rational choice perspecéiweording to which people behave
in order to maximize their gains and minimize thHesses (Blumstein, 1978; Gibbs, 1975). In
accordance with this theory, the concept of punetisiand sanctions can be used to control
criminal behaviour. Consistent with this principl€yler (1990) articulated the instrumental
perspective of why people follow the law. Accorditogthis perspective, people decide whether
to adopt a certain behaviour based on their assggsof tangible, immediate gains or losses
linked to that behaviour. Policy makers have uded tloctrine to frame laws and rules that
mandate losses for illegal behaviour. The implaratinderlying the conceptual moorings of the
GDT is that a criminal behaviour can be reducedrbyosing greater punishment. The GDT
provides three instruments for regulating the peszk degree of punishment. These are:
perceived punishment severity, perceived punishnoemtainty, and perceived swiftness of
punishment (celerity). In the ISS context, percéicertainty of detection has been used instead
of perceived punishment certainty. Thus, even datdhe field of criminology, the GDT
provided a basis for designing policies, by impgsisanctions, to dissuade undesirable
behaviour. According to Arvey and Ivancevich (198@unishments are very effective in
effecting behavioural change (p. 131), and John§&l8i2) (p. 1051) suggests that punishments,
when properly used, can bring about faster andbiieirehanges in behaviour. It is therefore
natural that the GDT was used as a reference theatyidy employees’ behaviour in the context
of ISS policy violations.

To dissuade employees from committing undesirab&habiours, managers use
punishment as a deterrent. Higgins (1997) arguaspdople are motivated by gains and tend to
avoid losses. Organizational punishment can beidered as a form of social control that helps
to establish group norms by identifying acceptadte unacceptable behaviours (O’Reillys &
Puffer, 1989). In other words, organizational pbnent emphasizes the appropriate behaviour
by the members of a group. Punishment, when used &gitimate deterrent, facilitates
distinction between desirable and undesirable &¢ten policies are clearly communicated and
accepted by the group, they help consolidate suohopncements into normatively acceptable
behaviour. High certainty of detection and sevemmighments on specific behaviours
communicate to the concerned individuals which thee acceptable (right) and unacceptable
(wrong) behaviours. Accordingly, most studies exang ISS policy compliance modelled
punishment factors as direct antecedents of behalitentions.

Research shows that in many situations, punishihees not act as a direct deterrence
(Strelan & Boeckmann, 2006; Tyler, 1990). For exknpseverity of punishment is
inconsequential on people who believe that thera Igtle chance of detection of their non-
compliant actions. In organizational settings, peagre generally not extensively policed for
their IT use; therefore, punishment deterrents maty“directly” affect their behaviour towards
ISS policy compliance. In situations where monitgrof all actions of all the people may not be
feasible, social norms may have a stronger inflaemt people’s behaviour than the effect of
punitive deterrents.

The notion that punishment factors impact desagptiorms has a theoretical foundation
in Social Learning Theory (SLT) (Bandura, 1971)nBara (1971) argued that individuals adjust
their own behaviour by learning from others — wihahaviour incurs penalties and what
behaviour does not. Moreover, widely accepted sguy mechanisms such as deterrent policies
influence the general behaviour of most participamiascading into shaping of behavioural
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norms. If employees are made aware of the reasamdgrlying the formal sanctions, then a
general acceptance for these sanctions may ocbichwn turn is likely to affect the descriptive
norms and moral norms.

However, numerous empirical studies across diftedestiplines have raised questions
about the universal applicability of the GDT in tmtling individual behaviour because of their
inconsistent results. The inconsistencies repdrndtie ISS literature were noted earlier in this
paper. As a result, researchers have looked atltlenative explanations to explain the reported
inconsistencies in various empirical studies. TyE¥90) suggests that the fear of punishment is
not the only reason why people comply with lawspolicies; and that normative perspective
offers an alternative explanation of people’s baéhavrelated to compliance. The normative
perspective has two dimensions; legitimacy and htgr&ccording to the legitimacy principle,
people think that those who have framed the pdalieiee competent to do so. The normative
perspective of compliance is grounded in the irgebeliefs of individuals instead of being a
cognitive assessment of gains and losses (Tyl&Q)1®@ccording to this perspective, individuals
comply with policies because of their normativeidfel not because of their self-interest.
Grounded in the legitimacy principle, punishmentaynielp shape the shared understanding
(norms) of how different actions are to be perfaméus having an indirect effect on
behaviour. Punishments, when used as legitimaesrdets, clearly communicate unacceptable
behaviour to members. When policies are cleangroanicated and accepted by the group, they
help consolidate such pronouncements into nornigtaeceptable behaviour. Punishment can
be considered as a form of social sanction thagishts establish group norms by identifying
acceptable and unacceptable behaviours and emebasites that should be followed by
members (O'Reillys & Puffer, 1989).

Based on this discussion, we posit that:

H1.a: Punishment severity for violating ISS policiepasitively related to the descriptive norms
of ISS compliance.

H2.a: Certainty of detection for violating ISS policiespositively related to descriptive norms
of ISS compliance.

Moral norms represent perceived beliefs of a geéized social agent that distinguish
“right” from “wrong” and that may affect an indivicl’s “feelings of moral obligation or
responsibility to perform, or refuse to perforngeatain behavior” (Ajzen, 1991 p. 199). The role
of moral norms in influencing individual behaviobhas been examined extensively in the
sociology and social psychology literature, antesognized as an important factor in regulating
individuals’ compliance decisions (Tyler & Lind, 98). The influence of moral judgment on
people’s behaviour is explained by Kohlberg’'s Tlyeaf Cognitive Moral Development
(Kohlberg, 1969), which describes six stages ofahmasoning classified from low to high in
terms of moral judgment. Ajzen (1991) and Connet Ammitage (1998) suggested that moral
norms are a useful addition to the TPB in ordeexplain behaviour because the social norms
may only partially explain people’s normative beloav in the situations involving moral
dimensions (Fishbein & Ajzen, 2010). Several sasolave recommended adding moral norms
as an additional predictor of behaviour in situasiccomprising moral dimensions (Beck &
Ajzen, 1991). Numerous studies found that the ptebility of behavioural intentions improved
by adding moral norms as an antecedent of behaviousituations involving moral contexts;



examples being tax compliance (Riahi-Belkaoui, 2084d environmental protection policy
compliance (Stern, 1985). A more exhaustive lisswéh studies is provided in Fishbein and
Ajzen (2010).

H1.b: Punishment severity for violating ISS policiepsitively related to the moral norms of
ISS compliance.

H2.b: Certainty of detection for violating ISS policiespositively related to the moral norms of
ISS compliance.

Descriptive norms refer to individuals’ belief atbavhat most people do in a particular
situation. In other words, descriptive norms reflagerson’s rationale for a certain action by
this reasoning: “if a lot of people are doing thisen it's probably a wise thing to do” (Cialdini,
2007). This norm focuses on the tendency that dividlual may have to replicate the believed
behaviour and attitudes of others (Sheeran & Ortt€®9). According to Nemetland Goncalo
(2004), the influence of majority has been extezlgivesearched in social psychology. In fact,
several studies show that people think they areriar, even when they were right, when their
actions did not conform to that of the majority ¢As 1956). Thus, among employees, the effect
of beliefs about others’ behaviours can be expetdeaffect their moral norms. Based on this
reasoning, we posit that:

H.3: Descriptive norms for violating ISS policies is fingly related to the moral norms of ISS
compliance.

H.4: Descriptive norms for violating 1SS policies is aégely related to the employees’
resistance of ISS policies.

Moral norms are implicit group standards that ditiish right versus wrong (Conner &
Armitage, 1998). As discussed earlier, resistassca consequence of threat of lost freedoms
(Edwards et al., 2002). In absence of moral nomnsindividual facing resistance is likely to
take actions to remove the threats to their freexddtowever, moral forces imbibed by people
may act to diminish or aggravate the resistancedas how the group norms are framed. For
example, most air passengers are seen cooperatimgerurity agencies when entering airports
despite the fact that going through these procedades to their travel time and sometimes even
risks missing their planes. In fact, most travaelli@rego their concerns (resistance) for privacy as
they subject themselves to deeply intrusive chégksecurity agencies. This is because despite
the additional steps now required to undertaketrawvel, people in general have imbibed a
common standards of right and wrong behaviour.

A distinction needs to be made between moral n@naspersonal norms. Ajzen (1991)
introduces this concept as “personal and moral sdrifhe concept of moral norm is more
general than the personal norm, as the latteritapgheir own sense of personal obligation (as
opposed to important others) of whether they shauldghould not perform a certain action
(Fishbein & Ajzen, 2010 p. 285). The moral norm.tba other hand, refers to the belief whether
“important others” should perform an action. A peral moral obligation may be influenced by
contextual or personalized factors in additionah more general belief about right and wrong.

Siponen (2000) suggested that ISS policies shoak@& into account the notion of
morality and that theghould appear to be moral to the employees. Few substgtedies
reported empirical support for the predictability moral belief in effecting ISS policy
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compliance intention (Hu et al., 2011; Vance et 2012). In light of the foregoing discussion,
this study posits that:

H.5: Moral norms of ISS compliance is negatively ralate the employees’ resistance of ISS
policies.

We used gender, age, experience, education, iydasganizations’ size, and job type as
control variables.

Figure 1 illustrates the proposed research model.

Punishment Severity +H1.¢ Industry| | Size Job type

Descriptive Norm Ha \ x /

X+H3 Resistance to 1S9

Gender|Age Experiencg Educatior

Certainty of Detectidf

Figure 1. Proposed Research Model

4. Methodology

4.1.Resear ch Method and Data Collection

We used the survey method to collect the data. Jdmapling frame comprised of
employees working in four different industries, reyneducation, financial, retail, and IT. The
employees of ten organizations located in the Sudistern United States provided the data.
Two criteria were used to determine the fithes®mfanizations for data collection; first, the
organization must have formally developed and hield ISS policies; and second, the
employees in the organizations must be aware ofctirapliance requirements of the ISS
policies. The managers working at the higher leeélsierarchy in the ten organizations assisted
in distributing the questionnaires to other empésyén their organizations. No incentive was
offered for participating in the survey. Moreovéie letter accompanying the survey clearly
clarified to the respondents that their participatiwvas voluntary. A total of 219 survey
instruments were distributed, out of which 133 ctetedl questionnaires were received yielding
an overall response rate of 61%. Table 1 showses@ondents’ demographic information.



Table 1: Participants Demographics

Measure Frequency Percentage
Age
18-24 41 30.9
25-34 49 36.8
35-44 20 15.0
45-54 15 11.3
55-64 7 5.3
Education (highest level achieved)
High School 45 33.8
College 64 48.1
Master 19 14.3
Doctoral 4 33.0
Job Type
Operational 94 70.7
Tactical 12 9.0
Strategical 25 18.8
Job Experience
0-1 years 17 12.8
2-5 years 45 33.8
6-10 years 29 21.8
10-20 years 25 18.8
>20 years 17 12.8
Size of Organization
<500 Employees 65 48.9
500-999 7 5.3
1000-4999 21 15.8
5000-10000 4 3.0
>10000 30 22.6
Industry Type
Education 56 42.1
Financial 45 33.8
Retail 21 15.8
IT 11 8.3

4.2.Measures

In order to establish rigorous measurement of tlamifast variables, the instrument
development process followed the prescriptionsmeuended in the seminal articles focused on
enhancing validity of measurements in positivistigs (Straub et al., 2004). In accordance with
the established conventions, the measures usddsirstudy are based on previously validated
measures in the published literature. The scahasiteor severity of punishment and descriptive
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norms were adopted from Herath and Rao (2009a) ndeesures for certainty of detection were
adopted from Bulgurcu et al. (2010). The scale stdar moral norms were adopted from Li et

al. (2010). The measures for resistance to ISS weraved from Oreg (2006). To promote

consistency of the survey items, all items wereghesl as seven-point Likert scales ranging
from “Strongly disagree” to “Strongly agree.” Theeasures used in this study are included in
Appendix A. All constructs were modeled as refheeti

Prior to actual data collection, the survey insteatnwas pre-tested in order to establish
the content and face validities of the construcasnees (Churchill, 1979; Straub, 1989). Four IS
doctoral students, six faculty of Information Sysgeat a major university, and eleven IT and
ISS practitioners participated in the pre-test. thikse participants possessed adequate domain
knowledge of IS and understood the potential ingpians of non-compliance of the ISS policies
for organizations. After pretesting the instrumemfilot test was conducted in order to assess
the validity and reliability of the measures. Feeight employees of a major university
participated in the pilot test. The reliability andlidity of the measures were examined by
analysing the data collected in the pilot test.eBlaen the results of the analyses of pilot-test
data, few measurement items were further refinedth@ end of this step, the instrument was
ready for final data collection.

5. Data Analysis and Results

The data collected from the survey instrument veengiected to various statistical tests.
We first executed descriptive analysis tests. Aftas, we checked for construct validity,
convergent validity, and discriminant validity. Wieally assessed the causal model and
common method bias.

5.1.Descriptive Analysis

Table 2 presents descriptive statistics of the ttoats used in this research. Results
indicate that users responded negatively to resisto ISS. As is obvious from this table, all the
averages of the antecedents constructs exceed@btdeven. The participants of this study
responded positively to descriptive norms, morahms) certainty of detection, and punishment
severity. Moral norms seems to be important foritlokviduals participating in this study.

Table 2: Descriptive Statistic

Construct Mear Standard Deviatic
Descriptive 5.8t 1.1¢
Moral 6.37 0.87
Certainty 5.4¢ 1.31
Resistanc 2.3t 1.64
Severit 5.4¢ 1.2

5.2.M easurement M odel Assessment

We used Partial least squares (PLS) to assesssylobgmetric properties of the scales.
We analysed the internal consistency using compasltabilities and Chronbach’s alpha. The
reliability coefficients of all the constructs ragyfrom 0.87 to 0.98 and the coefficients of the
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Chronbach’s alpha ranged from 0.79 to 0.97 all ab@Vv0 indicating that the items are reliable
measures for their perspective constructs (Bardagl., 1995; Chin, 1998; Vinzi et al., 2010).
Results also showed that the AVE values of all tonts are equal or higher than the threshold
of 0.5 which demonstrate adequate convergent waligiair et al., 2010). The results are
displayed in Table 3.

Table 3: Measurement Quality Indicatc

Latent Item Loading t Value AVE Composite Cronbach’s
Construct Reliability  Alpha
Certaint Certainty: 0.80¢ 27.56( 0.69¢ 0.87: 0.78¢
Certainty: 0.83¢ 17.58:
Certainty: 0.85¢ 20.63:
Descriptive  Descriptive: 0.841 24.69¢ 0.76¢ 0.92¢ 0.89i
Descriptive. 0.89¢ 42.56:
Descriptive. 0.85: 17.42¢
Descriptive: 0.901 37.29¢
Moral Morall 0.87¢ 32.21¢ 0.74¢ 0.89¢ 0.83(
Moral2 0.82¢ 11.97:
Moral3 0.891 30.02¢
Resistanc  Resistance 0.957 80.48¢ 0.92¢ 0.98( 0.97:
Resistance 0.971 117.90¢
Resistance 0.96¢ 105.63t
Resistance 0.95¢ 69.67¢
Severit Severity: 0.961 73.84¢ 0.94( 0.97¢ 0.96¢
Severity: 0.971 151.94
Severity: 0.97( 134.34

Results also indicated that the measures usedisnstbdy possess high convergent
validity as the items loaded highly (greater thanOD on their respective factors. Results are
displayed in Table 4.

Table 4: Cross loadings of iter

Descriptive Moral Certainty Resistanc Severity
Certainty: 0.59: 0.32¢ 0.809 -0.06: 0.34¢
Certainty : 0.37( 0.33¢ 0.838 -0.04¢ 0.191
Certainty < 0.44: 0.27i 0.856 0.09¢ 0.32i
Descriptive: 0.841 0.301 0.48¢ -0.17¢ 0.26:
Descriptive :  0.899 0.37¢ 0.50z -0.17¢ 0.36(
Descriptive . 0.853 0.301 0.47: -0.111 0.261
Descriptive - 0.901 0.41¢ 0.55¢ -0.14¢ 0.307
Morall 0.33¢ 0.875 0.27: -0.34¢ 0.17:
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Moral2
Moral3
Resistance
Resistance
Resistance
Resistance
Severity:
Severity:
Severity:

0.271
0.42¢
-0.17(
-0.157
-0.18:
-0.163
0.32¢
0.33¢
0.341

0.825
0.891
-0.28%
-0.30¢
-0.33¢
-0.36¢
0.22]
0.131
0.18:

0.34¢
0.36¢
-0.05(
0.03:
-0.02¢
0.00z
0.35i
0.351
0.331

-0.27¢
-0.25¢
0.957
0.971
0.966
0.954
0.02C
0.02¢
-0.00¢

0.04¢
0.24¢
0.031
0.02(
0.03(
-0.03(
0.961
0.977
0.970

By comparing the square root of the AVE to the elations among the constructs (Table

5), each construct was more closely related tovits construct than to the others, which simply
means that discriminant validity adequately demmastl in this study. Thus, results suggest that
the scales demonstrate adequate psychometric piesper

Table5: Inter-Construct Correlations and Discriminant Vali

Construc Descriptive Moral Certainty Resistanc Severity
Descriptive 0.874

Moral 0.40¢ 0.864

Certaint 0.57¢ 0.37¢ 0.834

Resistanc -0.17¢ -0.33¢ -0.01( 0.962

Severity 0.34: 0.18¢ 0.35¢ 0.011 0.969

Note: Diagonal elements are the square roots of AVE-dixfonal elements are correlations among constréar
discriminant validity, diagonal elements shoulddrger than off-diagonal elements.

5.3.Structural M odel Assessment and Hypotheses Testing

We also used PLS (SmartPLS 3) to assess the hygmmthderelationships among the five
latent constructs. The analysis results are grafifsipresented in Figure 2.

Figure 2.Model Results: Path Coefficients anfl R
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Note: ***; Significant at 0.001 level; ** at 0.05 levet, at 0.05 level;----- » Insignificant.

Figure 2 shows the path coefficients and the siganite levels for each hypothesis as
well as the variances for the three dependent nanist descriptive norms, moral norms, and
resistance to ISS policies. The significance ofghths was determined using the t-statistic and
p-values generated by the bootstrapping technique.

The analysis of the data confirmed the hypothesredationships between certainty of
detection and descriptive norms (H2.a) and cestaohtdetection and moral norms (H2.b). The
relationship between severity of punishment andmesve norm (H1.a) was also supported by
the data, but the relationship between the sevefiggunishment and moral norms (H1.b) was
not supported by the data. The hypothesized relstiip between descriptive norms and moral
norms is significant (H3). The results support hlypothesis that moral norms negatively affects
resistance towards ISS policies. The standardipedficient of the relationship between moral
norms and resistance (-0.317) is higher than th#teorelationship between descriptive norms
and resistance (-0.170), suggesting that moral soexert greater negative influence on
resistance to ISS policies. None of the controlades was found to have a significant impact
on resistance to ISS policies.

5.4.Common Method Bias

We assessed the threat of common methods bias §@didsa al., 2003; Straub et al.,
2004). We first followed suggestions proposed byda@off et al. (2003) by taking steps to
assure the participants that their responses wbaldkept anonymous. We conducted two
independent analyses to assess the effect of conmatinods bias. Kock (2015) argues that
“The occurrence of VIF greater than 3.3. is proposs an indication of pathological
collinearity, and also as an indication that a nhaday be contaminated by common method
bias. Therefore, if all “factor-level” VIFs resuly from a full collinearity test are equal to or
lower than 3.3., the model can be considered ffemmmon method bias” (Kock, 2015, p.7).
We executed the collinearity test in SmartPLS anohdl that all the values are less than 3.3. The
values of the VIF are 1.69 for certainty, 1.18dewerity, 1.78 for descriptive, and 1.53 for moral
norms. We also examined the construct correlatiatrimto check whether any two constructs
correlate extremely highly (greater than 0.90) (®a& Fygenson, 2006). Spurious covariance
caused by methodological bias can inflate obseceectlations between measures (Campbell &
Fiske, 1959). The correlation matrix (table 5) doesindicate any highly correlated factors. The
highest correlation is equal to 0.57. The resultggsest that methodological bias did not distort
the findings reported in this paper.

6. Discussion

Several studies show that behavioural factors mpoitant to address the challenge of
ISS in organizations. Organizations develop ISSicigsd to guide and assess employees’
behaviour in order to prevent undesirable effebtt may be caused by the incidents of ISS
breaches. This paper highlights the role of rescgatowards ISS policy as an important
construct in achieving acceptable levels of conmagiéaof ISS policies. The resistance literature
shows that resistance is often caused by stimqliireg people to change their behaviour. The
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conditions imposed by organizations on their emg@ésyto comply with ISS policies can act as
stimuli generating resistance in employees’ behavioward the underlying cause of the stimuli.
Therefore, we suggest that resistance is an odathdut pertinent factor in the research of ISS
compliance.

This paper examines the role of organizational ghiment and norms on employees’
resistance to ISS policies. Most of the curreetréiture focuses on intention to comply with ISS
policies as the main dependent variables. A nuntdfemprevious studies postulated that
organizational punishment factors - namely, cetyaof detection and punishment severity -
directly and positively influence employees’ intentto comply with ISS policies (Bulgurcu et
al., 2010; D’Arcy et al., 2009; Straub, 1990). Tdatudies reported inconsistent findings; some
found punishment factors to be significant antenesief employees’ compliance intentions, and
others reported no effect of punishment on compéantention (Herath and Rao, 2009a; 2009b;
Pahnila et al., 2007). This inconsistency in therditure require research to explore other
potential types of relationships among the relevastors. This paper explores the indirect
impact of organizational punishment factors on 1&8stance through normative factors; namely
descriptive and moral norms.

The GDT suggests that undesirable behaviours ¢emges, IS con-compliance, piracy)
can be deterred by certain and severe sanctionfligW & Hawkins, 1986). When the
probability of being caught not following the ruke high and the sanction is severe, potential
violators will be deterred from committing undebim acts (Blumstein, 1978; Hoffer & Straub,
1989). By widely communicating policies that clgastate consequences of not complying with
IS policies, employees perceive policies to be'tight” thing to do.

This paper is distinct from the existing literatln@cause punishment factors (punishment
severity and certainty of detection) are postuldtedxert an indirect influence on resistance to
ISS through normative factors; namely, the deseepnd moral norms. The analysis of the data
confirmed the hypothesized relationships betweetaicsy of detection and descriptive norms
(H2.a) and certainty of detection and moral norr2.10). The SLT asserts that people learn by
observing others’ attitudes and behaviours (Bandug&mon, 1977). Certainty of detection can
go a long way in affecting people avoiding situatidchat may put them at risk of receiving
penalties, in-turn manifesting information of stehbeliefs and norms (Bandura & Simon, 1977).
To the best of our knowledge, this is the first grafhat examined these relationships. The
relationship between severity of punishment andmjesve norm (H1.a) was also supported by
the data, but the relationship between the sevefiggunishment and moral norms (H1.b) was
not supported by the data. Because moral normgrawended in ethical dimensions, they are
more affected by certainty of detection instead@ferity of punishment. People are conscious
about doing the right thing; moreover, they alsonwi be seen as doing the right thing.
Therefore, certainty of detection, rather than sgvef punishment, affects the moral norms.

The hypothesized relationship between descriptovens and moral norms is significant
(H3). The results show the importance of descrgptivorms in affecting moral norms.
Descriptive norms represent individual beliefs abatat most others will do in a particular
situation (Cialdini, 1991). The SLT suggests tmatividuals learn by observing others’ attitudes
and behaviours (Bandura & Simon, 1977). Extantditee across disciplines has shown that
descriptive norms have a direct and positive siedisimpact on individual's intention towards a
certain behaviour (Nolan et al., 2008; Schultz, D9No study has examined the impact of
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descriptive norms on moral norms. The data supgaste hypothesis and thus the findings of
this study contribute to the current literature.

The results support the hypothesis that moral neregatively affects resistance towards
ISS policies. The standardized coefficient of thedationship between moral norms and
resistance (-0.317) is higher than that of the tisahip between descriptive norms and
resistance (-0.170), suggesting that moral norrast @xeater negative influence on resistance to
ISS policies. Resistance is a consequence of tbféast freedoms (Edwards et al., 2002). Moral
norms are aligned to desirable outcomes. Thus, IMfan@es imbibed by employees may act to
diminish the resistance.

The postulated relationship between descriptivensoand moral norms (H3) is also
confirmed. As descriptive norms represent the wtdading about what most others do in a
given situation, it also affects the shared undexding of the “correctness” of such behaviour.

7. Implications

7.1.Implicationsfor Research

This paper makes significant contributions to tigeddumerous reports indicate that
users’ non-adherence to ISS policies remain aahgdl because users cause the majority of the
data breaches inside organizations. When implerdet®& policies require behavioural changes
in the way IT is used requiring IS users’ to resisse policies. Accordingly, this paper looks
into the “resistance” paradigm to understand th@leyee behaviour. Most research considers
GDT as the main instrument that is available todiganizations in order to improve employees’
compliance of the ISS policies. Research, howeshaws that punishment factors are not always
effective in directly improving ISS policy complie&. As such, the research community needs to
seek out better theoretical explanations for intescy of GDT factors in improving
employees’ adherence to organization policies, @alhe the ISS policies. Accordingly, this
paper advances the existing research in the 188rstby investigating more cogent explanations
of employees’ behaviour that are grounded in eistadd theories. In this respect, we take into
account the legitimacy and morality paradigms fdvanced by Tyler (1990) in the criminology
literature. Then, we also examined the effect ofahoorms on reducing employee resistance
towards the ISS policies. The results show thatrtieeal norms are not only a significant
antecedent (negative effect) of employee resistamgewere also more effectiv=-0.32) in
comparison to the descriptive nornfs4{0.17). Eminent scholars have suggested that p&opl
behaviour can be better explained by adding mooaie to the TPB (Beck & Ajzen 1991).
Finally, the present paper also investigates inirther-relationship between the GDT and TPB
theories in order to explain employee behaviourat@s compliance of ISS policies.

7.2.1mplicationsfor Practice

This paper also makes substantive contributionsdoctice. The results on the effects of
punishment severity and punishment certainty omative factors have important implications
for practitioners. By widely communicating policidgat clearly state consequences of violating
required behaviour, IS users know what is expefrtad them and large number of them fall in
line. Stories of employees who received organiratigpunishment because of non-compliance
can be spread-using blogs, newsletters, and e;msailsthers become aware of the consequences
of non-compliance. This makes employees know t8& policies is the right thing to do and
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others around are applying these policies and essting them. Based on this, we believe that
this study is a crucial contribution to theory amectice.

8. Limitations and Future Resear ch

Although this paper makes substantive contributioits limitations need to be
acknowledged. These limitations also offer oppattes or future research. First, the sample
was collected from organizations located in thetlSeun Western part of the United States. In
order to confirm the generalizability of the finds) the model proposed in this study may need
to be validated in diverse settings. Validatingstimodel in other locations/countries and
considering the culture will definitely enrich theody of knowledge and enhance our
understanding of the factors impacting ISS rescgarfPower Distance is one of the cultural
factors that may affect people’s resistance towdhds|SS policies differently. Thus, future
research may examine the moderator effect of povetaince on the hypotheses presented in this
study. Secondly, parsimony of the research modslemaphasized in order in order to focus on
the relationships between the main constructs.lligiremployee resistance can be a function of
what is contained in the ISS policies. This papekryever, examines the role of social norms in
managing employee resistance towards the ISS esliaVe call for additional research that
examines the characteristics of ISS policies ari #ffect of employee resistance.

9. Conclusion

This paper examines the role of behavioural reststaof employees in understanding
compliance of ISS policies in organizations. Mogseng research in the ISS stream focuses on
the intentions of individuals to comply with orgaational ISS policies, premised on the
assumption that people face free choices and #wotions are volitional. This is not quite the
case in the real world as organizations “requimeplyees to adhere to the established policies.
Therefore, this paper argues that employees’ eegist towards the ISS policies may be an
important factor underlying high levels of ISS ihents reported by various studies. This paper
seeks to bridge an important gap in the existitegdiure on ISS because very little research has
examined the role of employees resistance tow&dwlicies (Belanger et al., 2011; Merhi &
Ahluwalia, 2015).
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Appendix A: Scaleltems

Punishment Severity

In my organization...

... employees who are found violating informationwség policies are severely punished

... employees who are found violating informationwsé@g policies receive severe penalty

... employees who are found violating informationwség policies are severely reprimanded

Certainty of Detection
In my organization...
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... employees are effectively monitored for inforroatsecurity policies compliance
... violations of information security policies arestly known to the relevant IT department
... people who violate security policies are defilyitenown to the relevant IT department

Descriptive Norm

In my organization...

... itis common to find other employees complyinghwnformation security policies
... most employees generally comply with the infoliorasecurity policies

... it is likely that most employees follow the infoation security policies

... | believe other employees comply with the infotima security policies

Moral Norms

In my organization...

... I think it is morally right for employees to colgpwith information security policies
... 1 think complying with information security poles is the right thing to do

... 1 think employees should always adhere to infdiomasecurity policies

Resistanceto ISS

In my organization...

... l am upset by the changes brought about becdus®omation security policies

... | complain to my friends about the changes thatn@cessitated because of information

security policies

.. | express my resistance to changes that are siatesl because of information security
policies to my friends

.. I believe the changes that are brought aboutusecaf information security policies do not
personally benefit me
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Non-compliance is mainly due to the resistance towards Information Security policies.
Changes associated with implementation of Security policies create stimuli for resistance.
Moral and descriptive norms reduce the resistance towards Information Security policies.
Certainty of detection and punishment severity affect moral and descriptive norms.



