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Abstract

Attribute-based encryption (ABE) enables fine-grained“access.control over en-
crypted data. A practical and popular approach for handing revocation in ABE
is to use the indirect revocation mechanismsg.in.which a key generation cen-
tre (KGC) periodically broadcasts key update ‘information for all data users
over a public channel. Unfortunately, existing/ RABE schemes are vulnerable
to decryption key exposure attack which,has been well studied in the identity-
based setting. In this paper, we introduce a new notion for RABE called re-
randomizable piecewise key“generation by allowing a data user to re-randmomize
the combined secret key and the key update to obtain the decryption key, and
the secret key is unrecoverable even both the decryption key and the key up-
date are known by the attacker. We then propose a new primitive called re-
randomizable attribute-based encryption (RRABE) that can achieve both re-
randomtizable piecewise key generation and ciphertext delegation. We also refine
thesexisting security model for RABE to capture decryption key exposure re-
sistancejand present a generic construction of RABE from RRABE. Finally, by
applying our generic transformation, we give a concrete RABE scheme achieving
decryption key exposure resistance and ciphertext delegation simultaneously.
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1. Introduction

User revocation is a critical issue that must be addressed properly in any
security systems, e.g., due to expiration or change of the user membership and
user credentials being stolen/compromised /misused. Without a secure revoca-
tion mechanism, public key cryptosystems are hardly useful in practice/ Provid-
ing efficient user revocation has been the subject of attentionfin cryptographic
research under different key management and distributionssettings.such the tra-
ditional Public Key Infrastructure (PKI) [1, 2, 3, 4, 5], the identity-based setting
[6,7,8,9, 10, 11], as well as the attribute-based setting [12) 13, 14, 15, 16]. The
existing revocation mechanisms can be categorizedtinto direct revocation, indi-
rect revocation and server-aid revocation. The ‘details are given below.

Direct Revocation. In the conventional public key management systems,
revocation can be done via certificateirevoeation list (CRL), certificate revo-
cation system (CRS) and certificaterrevocation tree (CRT). These are referred
to as direct revocation. Unfertunately, such an approach breaks the implied
anonymity when being applied to the identity-based or the attribute-based set-
tings.

Indirect Revocatien. In IBE and ABE settings, indirect revocation is
commonly used. It enforces revocation by letting the KGC publish the key up-
date periodically in such a way that only non-revoked users can update their
keys; and revoked users’ keys are implicitly rendered useless. Specifically, indi-
rect revocation also consists of two different types.

Type-1. The first type of indirect revocation was proposed by Boneh and
Franklin [6]. The KGC keeps a revocation list, and revocation is performed by
transmitting new private keys to all non-revoked users at each revocation epoch.
Such a method puts a very heavy burden on the KGC since it needs to compute
new private keys frequently for all non-revoked users and keeps secure channels

with all non-revoked users for transmitting new private keys each time.
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Type-II. To reduce the overhead of the KGC, Boldyreva et al. [7] proposed
the second type of indirect revocation as in Figure 1, which significantly im-
proves the efficiency of previous solutions. The decryption key of each user is
split into a secret key and an update key based on fuzzy IBE scheme [17]. With
this method, the KGC just publishes the key update over a public channel, and
the overhead of the KGC reduces from linear to logarithmic in the number of
users due to the tree-based data structure [4]. This revocation approach is one
of formal treatments for revocable schemes since the receivers’~privagy is pre-
served but others are not, and the user privacy is one of major eoncerns in many

real applications. Hence, in this paper, we focus on this revoeation method.

Data Owner Cloud

!" | Sends Ciphertext

Fetches
Ciphertext

e

C——

KG? Data User

Issues Private Key
.......................... > (

Issues Update Key

» &

= Public Channel ===+ Seccure Channel

Figure 1: Type-1I Indirect Revocation

Server-Aided Revocation. Indirect revocation fails to provide immediate
revocation since the revocation only happens at the beginning of each revocation
epoch. To address this problem, the server-aid revocation as in Figure 2 was
proposed in IBE setting [11], and then extended to ABE setting [15]. The cloud
service provider (CSP) needs to decrypt every requested ciphertext partially
and then transfers them to the related non-revoked data user. Unfortunately,
this method is cannot maintain the implied anonymity in IBE and ABE set-

tings since the CSP must know the identity of the receiver before conducting
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the partial decryption. The only way to achieve the user privacy is the CSP
partially decrypt the ciphertext for each non-revoked users, which significantly
increases the cost in partially decryption phase. This revocation method is one
of reasonable treatments for revocable schemes when the receivers’ privacy is

not essential in the system.
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Figure 2: Server-Aided Revocation

When applying the.aforementioned revocation mechanisms, some additional
security issues/concerns would occur and below we revisit two important secu-
rity issues related, to user revocation.

Decryption Key Exposure Resistance. In each revocation epoch, the
data user derives a short-term decryption key by combing the long-term secret
keypandthe key update published by the KGC periodically. In the real applica-
tions, the’decryption key is frequently used to decrypt data and may be leaked
duete various attacks, e.g., key leakage attack [18] and side-channel attack [19].
Meanwhile, the increasing use of mobile devices with Internet connections also
makes the frequently used decryption keys vulnerable to other threats such as
malwares. If the user’s long-term key can be calculated from the compromised
decryption key and the key update, which is delivered through a public channel

as illustrated in Figure 1, then the attacker is able to derive all the subsequent
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decryption keys. To overcome this issue, the concept of decryption key exposure
resistance [10] was proposed in the identity-based setting to prevent the secret
key exposure when the decryption key is leaked. However, such a problem has
not been well addressed in the ABE setting. If the short-term decryption key is
leaked, the user secret key can be recovered in many RABE systems [7, 8, 13,44].

Ciphertext Delegation. The concept of ciphertext delegation [14] was
introduced to prevent revoked users from accessing the data encrypted before
the user is revoked. It allows the ciphertext to be updated by-the GSP with-
out accessing any secret information. Following the indirect revocation, the
decryption key of each user is divided into an attribute-basedssecret key and a
time-based key update, and the latter is updated in each revecation epoch for
non-revoked users. Similarly, the time-related information/in ciphertext is also
updated by the CSP. Hence, revoked users.¢annotraccess messages encrypted
before revocation.

In this paper, we introduce a new notien called re-randomizable piecewise
key generation to resist decryption keyaexposure attack and a new crypto-
graphic primitive named re-randomizable attribute-based encryption (RRABE)
to achieve decryption key“exposure resistance and ciphertext delegation simul-
taneously. We also provide a generic construction for RABE from RRABE. The
comparison of ounRABE scheme with some other RABE schemes [7, 13, 14, 15]

“

is given in Table'l, where “ —” denotes not-applicable. In server-aid revoca-
ble schemes, the CSP will first partially decrypt the ciphertext based on the
receiver’syinformation, thus ciphertext delegation is not considered in this re-
voeatiomymethod. Note that the key exposure resistance considered in [15] is
different from that in this work. In [15], the key exposure is against the partial
decryption key (or transformation key) possessed by the CSP while in this paper
we consider the exposure of the decryption key possessed by the user. We should
also note that key exposure against the transformation key is unnecessary when
the key updated is sent through via a public channel since the transformation

key can be derived by anyone. On the other hand, since the user decryption

key is static, it obviously cannot resist the decryption key exposure attack we
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consider here.

1.1. Related Work

Sahai and Waters [17] introduced ABE that allows users to selectively share
their encrypted data at a fine-grained level. To enrich expressiveness of access
control policies, Goyal et al. [20] and Bethencourt et al. [21] then préposed
key-policy and ciphertext-policy ABE schemes, respectively. In key-policy ABE
(KP-ABE) schemes, attribute sets are used to annotate ciphertexts, and private
keys are associated with access structures that specify which ciphertexts the user
will be entitled to decrypt. Ciphertext-policy ABE (CP-ABE) procéeds in a dual
way, by assigning attribute sets to private keys and letting senders specify an
access policy that receivers’ attribute sets should comply ,with. However, the
seminal works [17, 20, 21] of ABE schemes suffer_problems of the size of the
key and the ciphertext are linear to the_ attribute set and security proofs are
under the selective model. Attrapadung et al. [22] proposed the first constant-
size ABE and Lewko et al. [23] provided first fully secure ABE with dual
encryption system [24], respectively. “Unfortunately, the above schemes must
define the attribute universe atisetup‘phase or sacrifice the security by deploying
the random oracle tosscale,up jthe attribute universe, Rouselakis and Waters
[25] proposed largé universe’ ABE schemes to overcome this problem. After
that, many ABEischemes [26, 27, 28, 29, 30] have been proposed to improve the
efficiency, security and functionality.

RIBE and,RABE are the extensions of IBE and ABE settings by proving
an_efficiént revocation mechanism. The issue of revocation of IBE setting was
pointed jby Boneh and Franklin [6] and they suggested that private keys can be
renewed by appending current date at the end of identities as id|t (refers to
type-I indirect revocation), where id is the user’s identity and ¢ is current date.
However, such an approach is inefficient and unscalable since heavy workloads
of the KGC to generate all non-revoked users’ private keys and to keep secure
channels each time. Then, many revocable schemes were proposed to solve this

problem, but there is no efficient solution until Boldyreva et al. [7] proposed



Table 1: Comparison between our RABE scheme and existing RABE schemes

BGK [7] | AI [13] SSW [14] CDLQ [15] Our RABE
Revocation Direct &
Indirect Indirect Server-Aided Indirect
Mode Indirect
Key Exposure
y P X X X X v/
Resistance
Ciphertext
X X v - N
Delegation
Generic
X X v X v
Construction
User Privacy v/ X v X v
Size of Public
o) o) o(1) o(1) o(1)
Parameter
Size of Key
O(log N) | O(log N). | O(log Nlog T) O(log N) O(log Nlog T)
Update
Size of O(log T - Q+ O(logT - O+
o Now | O o |
Ciphertext log T logT) log T logT)
Computation
Cost in O(logN) | O(log N) | O(log NlogT) O(log N) O(log NlogT)
Key Update
Computation
Cost in 0(Q) o) | O(Q2+1logT) o) O(Q +1ogT)
Encryption
Computation
Cost in o) o) O+ logT) o) O +1ogT)
Decryption
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the first practical RIBE scheme (refers to type-II indirect revocation). After
that, subsequent works [8, 9, 10, 13, 14, 31, 16, 32, 33, 34] in both IBE and
ABE settings were proposed to improve the functionality, efficiency and secu-
rity of revocation mechanisms. Unfortunately, the type-II indirect revocation
cannot provide the immediate revocation since the revocation only happens at
the beginning of each revocation epoch. To address this problem, the“server=
aid revocation was proposed in IBE [11] and ABE [15] settings, réspectively.
However, this revocation method cannot preserve the receivers™privacy since
the CSP needs to know the receivers’ identities before conducting the partial
decryption.

Some revocable schemes [10, 31, 15] considered thessecurity threat called
key exposure attack. The non-revoked users required to non-trivially combining
their secret keys and related key updates to'generate decryption keys, where
secret, keys are given to users when they join the system and key updates will be
published periodically. However, the decryption’key is vulnerable due to various
security threats in the real application,and the problem of how to keep the
secret, key secure when the decryption key comprised has been one of important
requirements when designing the revocable schemes. Seo and Emura [10] and
Watanabe et al. [31] pfoposed the solution for IBE setting. Unfortunately, there
is no formal solutioniin ABE setting. Some other works relates to revocation
and revocable(storages, for example revocable predicate encryption [35] and
self-updaté engryption [36, 37], also do not consider the decryption exposure

attacks

1.2. Ouy Contributions

Sahai et al. [14] introduced a novel concept called piecewise key generation
and used it to construct RABE schemes. However, this approach by default
cannot resist decryption key exposure attack [10]. To address this problem, we
introduce a new notion named re-randomizable piecewise key generation.

We then introduce a primitive called re-randomizable attribute-based en-

cryption (RRABE) to remove the relationship among the short-term decryp-
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tion key, the long-term secret key and the public key-updating material via
re-randomization and support ciphertext delegation. We provide a concrete
construction for RRABE with re-randomizable piecewise key generation and
ciphertext delegation by utilizing the Rouselakis—Waters ABE [25] as the un;
derlying building block.

We propose a strong security model for RABE schemes to capturesthe de=
cryption key exposure attack by refining the security model in [14], and\provide
a generic construction of RABE based on RRABE. We prove that-the resulting
RABE scheme is secure under our refined security model and present a con-
crete instantiation of the generic construction that achieves.secure revocation,

decryption key exposure resistance as well as ciphertext ‘delegation.

1.8. Paper Organization

Some preliminaries are introduced in the Section 2. In Section 3, we provide
definitions for re-randomizable piecewise key generation, RRABE and RABE,
and their security models. We then present the generic transformation for
RRABE to RABE and formal security proof in Section 4. We also demon-
strate instantiations of RRABE and RABE, and the formal security proof in

Section 5. Finally, wessummarizge our result in Section 6.

2. Preliminaries and Notations

Let N 'denote the set of all natural numbers, and for n € N, we define
[n] ;= {10} x < y denotes that x is output from y if y is a function or
an algorithim, or y is assigned to x otherwise. If x and y are strings, then |z|
denoteg'the bit-length of z, and x|y denotes the concatenation of z and y. For a
finite set S, | S| denotes its size and S; denote the i" value in the set S. If Ais a
probabilistic algorithm, then y < A(xz;r) denotes that A computes y as output
by taking x as input and using r as randomness, and we just write y «— A(z) if
we do not need to make the randomness used by A explicit. Throughout this

paper, we use \ to denote a security parameter. A function €(\) : N — [0,1] is
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said to be negligible if for all positive polynomials p(\) and all sufficiently large
A € N, we have €(A) < 1/p(\). Let M, Z, T, P and Q denote a message space, an
identity space, the time bound, policies and an attribute set, respectively. g

and 27 are two attribute sets derived from €2, s.t. QouQ; = Qand QoY = .

2.1. Bilinear Map

Let G and G be two cyclic multiplicative groups of prime orderprand g'be
a generator of G. The map e : G x G — Gr is said to be an admissible bilinear

pairing if the following properties hold true.

1. Bilinearity: for all u,v € G and a,b € Z,, e(u®,v") = e(usu)®.
2. Non-degeneration: e(g,g) # 1.

3. Computability: it is efficient to compute e(u,v) fomany u.v € G.

We say that (G,Gr) are bilinear map groups if.there exists a bilinear pairing

e: G x G — Gr as above.

2.2. Assumption

Rouselakis and Waters [25] introduced a ¢-type assumption on prime order
bilinear groups, denotedig-1, which is similar to the decisional parallel bilin-
ear Diffie-Hellman expomnent assumption. It is defined via the following game
between a challénger and/an attacker: Initially the challenger calls the group
generation algorithm with input the security parameter, picks a random group
element,g €\G, and ¢ + 2 random exponents a, s, b1, b, ..., by € Zg“. Then the

challénger sends to the attacker the group description and all of the following

terms:
9,9°
g g%, g%, g7, " Y V(i) € [g, 4]
@Y Y(i,4,3") € 24, q,q] with j # j'
g“i/bf V(i,7) € [2q,q] with i # g+ 1
sa’b;/b., sa'b; b2,,
g bl g bt V(i j,5') € [4,q, ] with j # 5

10
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The challenger also flips a random coin b < {0,1} and if b = 0, it gives the

)SaQ+1

attacker the term e(g,g Otherwise, it gives a random term R € Gr.

Finally, the attacker outputs a guess b’ € {0, 1}.

Definition 1. We say that the g-1 assumption holds if all polynomial proba-
bilistic time attackers have at most a negligible advantage in X in the, above

security game, where the advantage is defined as
Adv = |Pr[b=b"] —1/2|.

2.8. Linear Secret Sharing Scheme

We recall the definition of linear secret sharing scheme (LSSS), as defined in
[14]. A LSSS policy is of the type (M, p) where M isyan 7 x | matrix over the
base field F and p is a map from [n] to Q. A pelicy (M, p) satisfies an attribute
set S < Qif 1 =(1,0,...,0) € F' is contained in Spany(M; : p(i) € S), where M;

is the " row of M.

2.4. Attribute-Based Encryption

ABE schemes are generallyydivided into two types depending on if the access
policy is embedded in keysior ciphertexts. We revisit the definition of CP-ABE,
where ciphertexts have/ an,access policies incorporated within while keys are
associated with/set of attributes. In the rest of paper, unless otherwise specified,

let ABE denote CP-ABE.

Defidition 2 (ABE). An ABE scheme I with the attribute set Q that supports
policies P, avith the message space M involves three types of entities: a KGC,
senders/ and receivers, and consists of five algorithms given below.

ILInit(A) — pp: The probabilistic initialization algorithm is run by the KGC. It
takes a security parameter A € N as input, and outputs the public parameter pp.
I1.Setup(pp) — (pk, msk): The probabilistic setup algorithm is run by the KGC.
It takes the public parameter pp as input, and outputs the public key pk and the

master secret key msk.

11
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I1.KeyGen(msk, S) — sks: The probabilistic key generation algorithm is run by
the KGC. It takes the master secret key msk and an attribute set S <  as

input, and outputs the secret key skg.

I1.Enc(pk, m, A) — cty: The probabilistic encryption algorithm is run by senderst
It takes the public key pk, a message m € M and an access structure A € P as

input, and outputs the ciphertext cty.

I1.Dec(skg,cty) — m/L: The deterministic decryption algorithm 4s run by re-
ceivers. It takes the secret key sks and the ciphertext cty as input, androutputs

a message m € M or a failure symbol L.

The consistency condition requires that for all A € Njall_pp output by the
initialization algorithm, all pk and msk output{ byusetup algorithm, and all
m € M, we then have

I1.Dec(skg, ¢ta) = m,

with probability 1.

Next, we describe the security. of indistinguishable under chosen plaintext
attack (IND-CPA security) for ABE'setting. Throughout this paper, we provide
adaptive models in detail{ and they are allowed to modify to be selective models

by the adversary comimits the challenge information in advance.

Definition 3 (IND-CPAvin ABE). An ABE scheme II with the attribute set
Q that supports policies P with the message space M consists of five algorithms
IT = (Ipit, Setap, KeyGen, Enc, Dec). For an adversary A, we define the following

12
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experiment:

Bl
pp < ILInit(\);
(pk, msk) < I1.Setup(pp);
(mo,my, A*) — ACTKes0) (pp, pk);
b {0,1};
ctax < ILEnc(pk, A* my);
b — A9mKercea() (ctyx);

Ifb="b" return 1 else return’0:

Orti.KeyGen(-) 15 key generation oracle that allows\A towglery an attribute set
S < Q except A*(S) = 1, and it runs I1.KeyGen(msk, S) to return the secret key
skg.

An ABE scheme is said to be IND=CPA\ secure if for any probabilistic poly-

nomial time adversary A, the following advantage is negligible:
Adv% A= | Pr[Expp A\ = 1] - 1/2|.

2.5. Rouselakis- Waters Attribute-Based Encryption

We recall thélarge universe ABE scheme proposed by Rouselakis and Waters

[25] since it-Satisfies prerequisites to transfer the RRABE scheme (refers to Sec-
tion 3.1/and 2.6), and it has been proved selectively secure if the ¢g-1 assumption
holds."The details are given below.
ILInit(A) = pp: The initialization algorithm takes a security parameter A € N
as input. It chooses a bilinear group of order p according to the bilinear group
parameter generator (G,p,g) < G(A), and outputs the public parameters pp =
(G, p,9).

IT1.Setup(pp) — (pk,msk): The setup algorithm takes the public parameter pp

as input. It picks random terms g,u,h,w,v € G and « € Z,, and outputs the

13
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public key pk and the master secret key msk:
pp = (u,h,w,v,e(g,9)*), msk=a.

I1.KeyGen(msk, S) — skg: The key generation algorithm takes the master secret
key msk and an attribute set S = {A;, As, ..., Ax} S Q as input. It picks A+ 1

random exponents 7, 71,72, ..., ', € Zy, and outputs the secret key sk:
sks = (g°w", g" {g"", (W h)" v }iepu)-

IT.Enc(pk, m,A) — cty: The encryption algorithm takes-the publie’key pk, a
message m € M and an access structure A € P encoded.in an LSSS policy with
Me ZZXZ and p : [n] — Z, as input. It picks the vector 7 =(s,y2, ..., u) " € Zi,“
and computes the vector @ = (u1,us,...,u,) = Mg. After that, it chooses n

random exponents fi1, iz, ..., in € Zp and for ¢ &[n], it calculates
C=m-e(g,9)*, Co=g° Cu;2w"vls, "Coy=wDh), Cs;=g".
Finally, it outputs the ciphertext cts®

ctil = (C5C0,{C1,i,Cai, O3 }ie[n])-

I1.Dec(skg, cty) = myd: Thé decryption algorithm takes the secret key skg and

the ciphertextictayas input. Parse the secret key skg and the ciphertext cty:
skg="(#0o, K1, { K2, K3,i}iex));  cta = (C,Co,{C1i,C24, C3iie[n))-

IfA(S) = 07 it returns a failure symbol L, otherwise, it calculates the set of
rows in M that provides a share to attributes in S, i.e. S = {i: p(i) € S}. Then,
it computes the constants {w; € Z,}ies s.t. X,cq wiM; = (1,0, ...,0). Thus, we
have Y .o w;u; = s and the message hiding component P can be revoked:

e(COa KO)

P = .
[Lics(e(Cri, K1)e(Co i, Ko i)e(Cai, K35)) %

Finally, it outputs a message m = C/P.

14
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2.6. Cliphertext Delegation

We recall the definition of ciphertext delegation in ABE setting, as defined in
[14], where the ABE scheme based on LSSS that allows for elementary ciphertext

manipulations and ciphertext re-randomization.

Definition 4 (Ciphertext Delegation). An ABE scheme Il with an attribute
set § that supports policies P with a message space M 1is said to have cipher-
text delegation if it has an ciphertext delegation algorithm 11.CTDelegatemwith
the following guarantee: For all A € N, all pp output by initialization algorithm,
all pk and msk output by setup algorithm, and all m € M, we have

I1.CTDelegate(IL.Enc(pk, m, A), A") = ILEnc(pk,m; A")

if the access policy A’ € P can be derived from_the access policy A € P, where =

denotes equality in distribution.

2.7. Tree-Based Revocation Approach

Tree-based data structure is'widely used to reduce the cost of generating
and transmitting key updates from limear to logarithmic. To revoke a user, the
subset-cover algorithm KUNode(st, rl,t) [4] can be used, where st is the state
representing the treé based data structure, rl is the revocation list recording
identities of revaked users/and ¢ is the time representing the current revocation
epoch. When-a user,wants to join the system, who will be assigned an random
identifier'sd'€ Z and an undefined leaf node in st will be labelled this identifier id.
Thesevocation method only requires the user id to store the keys in Path(id),
where Path(id) denotes nodes from the root node to the leaf node id. More

detailsrefer to [4].

3. Formal Definitions and Security Models

3.1. Re-Randomizable Piecewise Key Generation

Piecewise key generation [14] was proposed to support a generic transfor-

mation from ABE schemes to RABE schemes. However, this transformation

15



285

290

295

300

305

310

only works in the basic model without considering key exposure attack [10]. To
address this problem, we introduce a new notion called re-randomizable piece-
wise key generation. This transformation requires the underlying ABE to have
the following features: (1) the master secret key is embedded in one of se;
cret key components and (2) the secret key has re-randomizable property. The
former enables the data user to derive the decryption key by combining the
secret key and the key update and the latter allows the decryption key to be
re-randomizable to prevent key exposure attack. Some ABE schemes used to
construct the RABE schemes in [7, 13, 14] cannot meet the above requirements.
The major reason is those ABE schemes split their master seeret key based on
the LSSS and the decryption key only trivially combines‘the-secret key and the

key update together without re-randomization.

Definition 5 (Re-Randomizable Piecewise.Key Generation). An ABE
scheme I1 with the attribute set ) that supportwpolicies P with a message space
M and an identifier space I is said to-haveyre-randomizable piecewise key gen-
eration if the attribute set ) cam “beysplit into two attribute sets Qo and €y
st. Qo u Q= Q and Qo1 =, key generation algorithm and decryp-
tion algorithm are modified, and has an algorithm I1.DKGen with the following

quarantees:

I1.KeyGen(msk{Sy, b, Uy~ Sk.(si),Ub : The probabilistic key generation algorithm

takes the master secrét key msk, an attribute set Sy S Qp, a bit b € {0,1} and
an ideptifierU, € Z as input, and outputs the secret key Sk(s?,Ub-
H.DKGen(ské?))’UwSk(gll)yUl) — dks,.s,/L: The probabilistic decryption key gen-

é%),Uo and sk:(sll) v, as input, and outputs

)

eration algorithm takes two secret keys sk
the decryption key dks,.s, or a failure symbol L. Note that decryption key gen-

eration is required to be probabilistic for re-randomizing the decryption key.

I1.Dec(dks,,s,,cta) — m/L: The deterministic decryption algorithm takes the
decryption key dks, s, and the ciphertext cty as input, and outputs a message

me M or a failure symbol L.
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The consistency condition requires that for all A € N, all pp output by initial-
ization algorithm, all pk and msk output by setup algorithm, and all m € M,
we have

H.Dec(dkso’sl N CtA) =m

with probability 1.

3.2. Re-Randomizable Attribute-Based Encryption

We give the definition of the syntax and the security model fo*RRABE. Our
RRABE combines building blocks of re-randomizable piecewise key generation
and ciphertext delegation, and it will be treated as the basic.building block to
construct RABE schemes.

Definition 6 (RRABE). An RRABE scheme ®_with=attribute sets Qy and
Q1 that support policies P with the message space M and an identity space
7T involves four types of entities: a KGC,“senders, receivers and a CSP, and

consists of seven algorithms given bélow.

®.Init(N\) — pp: The probabilistic imitialization algorithm is run by the KGC. It

takes a security parameter A€ N as imput, and outputs the public parameter pp.

@ .Setup(pp) — (pk, msk)s The probabilistic setup algorithm is run by the KGC.
It takes the public parameter pp as input, and outputs the public key pk and the

master secret key msk.

& .KeyGen(msk, Sy, byUs) — Ské‘?,Ub : The probabilistic key generation algorithm
is run by the KGC. It takes the master secret key msk, an attribute set Sy < Qp,
a bit bue {0,1} and an identifier Uy, € T as input, and outputs the secret key
skg;)ﬂb.
@.DKGen(sk(S?UMskgl)ﬂl) — dks,,s,/L: The probabilistic decryption key gen-
eration algorithm is run by receivers. It takes two secret keys Skg?)),Uu and sk(sll)’U1

as input, and outputs the decryption key dks, s, or a failure symbol L.

®.Enc(pk,m,A) — cty: The probabilistic encryption algorithm is run by senders.
It takes the public key pk, a message m € M and an access structure A € P as

input, and outputs the ciphertext cty.
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®.CTDelegate(cty,A’) — cty/L: The probabilistic ciphertext delegation algo-
rithm is run by the CSP. It takes the ciphertext cty and an access structure

A’ € P as input, and outputs the ciphertext cty or a failure symbol L.

®.Dec(dks, s,,cta) — m/L: The deterministic decryption algorithm is run by
recetvers. It takes the decryption key dks, s, and the ciphertext cty as input,
and outputs a message m € M if A(Sy) = A(S1) = 1; otherwise, réturns a

failure symbol 1.

Remark. The access structure A includes two disjointed access structures Ag
and A;. For simplicity, we omit the subscripts of Ay and A;. Weluse A(S,) = 1
to represent the attribute set Sj satisfying the access structure/Ay.

The consistency condition requires that for allbh € N, all pp output by
initialization algorithm, all pk and msk output by setup algorithm, all m € M,
UeZ, and A(Sp) = A(S1) = 1, we have

®.Dec(dkgy,s,, ta) = m

with probability 1.

Next, we describe the security definition of IND-CPA security for the RRABE
scheme. In this model. it eaptures the security requirement of decryption key
exposure resistance by allowing the adversary to query the decryption oracle to

obtain the short-term decryption keys.

Definition,7/(IND-CPA in RRABE). An RRABE ® with attribute sets o
and 3 that supports policies P with the message space M consists of seven

algorithms @ = (Init, Setup, KeyGen, DKGen, Enc, CTDelegate, Dec). For an ad-

LA’ is a more restrict access structure derived from the access structure A. Specifically, for

anly attribute set S, if A’(S) = 1, then A(S) = 1.
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versary A, we define the following experiment:
Expgl&—CPA \)

pp < ®.Init(\);
(pk, msk) — ®.Setup(pp);
(mo,m1, A*) — A (pp, pk);
b {0,1};
ctax < ®.Enc(pk, A* my);
b — AC (ctyx);

Ifb =10 return 1 else return.0.

s O represents a set of oracles, {Oa keyGen (-, ", ), OdDKGenl1 -, -)}, and the details

are given in below:

® Op KeyGen(:, -, +) is key generation oraele that allows A to query an at-
tribute set S < Qp, a bit b € {0,1} and an identifier U € I, and it runs
®.KeyGen(msk, S,b,U) to return.the secret key Sk(slz,),w

360 e O pKGen(, -, ) 18 décryption key generation oracle that allows A to query
two attribute sets Sy € Qo/and Sy € Q1, and an identifier U € T, and it runs
@.DKGen(skgRU, skfg:tl)7U) to return the decryption key dks,. s, if secret keys
sk(S?))’U and Sk.(S’ll),U are available. Otherwise, it first runs ®.KeyGen(msk,

S, b4U) to obtain the secret key sk:g;)’U.

s A is allowed)to issues the above oracles with the following restrictions:

1. If O KeyGen(-,+,) was queried on a bit b € {0,1} and an identifier U € T
with an attribute set Sy < Qy s.t. A*(Sp) = 1, then O KeyGen(:,+,) cannot
be queried for the bit 1 —b for the identifier U with the attribute set S1_p S
Qp s.t. A*(S1-p) = 1.
370 2. O .pKGen(+, ) cannot be queried on an identifier U € T with two attribute

sets Sp € Qo and S1 S Qy s.t. A*(Sy) = A*(S;) = 1.
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The RRABE scheme is said to be IND-CPA secure if for any probabilistic poly-

nomial time adversary A, the following advantage is negligible:
Advio PA(N) = | Pr[Expg % () = 1] - 1/2|.

3.8. Revocable Attribute-Based Encryption
In this section, we give the formal definition of the syntax of RABE and
the related security model. Our definition refines the definitions in the identity<

based setting [31] and attribute-based setting [14].

Definition 8 (RABE). An RABE scheme U with attribute sets Qo and
that support policies P with a message space M, the time bound T and an
identity space I involves four types of entities: a KGC, senders, receivers and

a CSP, and consists of nine algorithms given below.

U.Init(A) — pp: The probabilistic initialization algorithm is run by the KGC. It
takes a security parameter A € N as input, andwoutputs the public parameter pp.
U.Setup(pp, N) — (pk, msk,rl, st): The probabilistic setup algorithm is run by
the KGC. It takes the public parameter’ pp and the number of system users
N € N as input, and outputssthe public key pk, the master secret key msk, the
revocation list vl and the state st.

U.KeyGen(msk, st Syid) -, (sks.a,st): The probabilistic key generation algo-
rithm is run by the KGO. It takes the master secret key msk, the state st, an
attribute set S0 Qg and an identity id € T as input, and outputs the secret key
sks iq and the state st.

U KeyUpdate(msk, rl, st, S;) — kug,: The probabilistic key update algorithm is
run by the KGC. It takes the master secret key msk, the revocation list rl, the
state”st and a time-related attribute set Sy € Q1 as input, and outputs the key
update kug, .

U.DKGen(sks id, kus,) — dks.s, ia/L: The probabilistic decryption key gener-
ation algorithm is run by receivers. It takes the secret key skgq and the key

update kug, as input, and outputs the decryption key dks s, ia or a failure symbol
1.
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U.Enc(pk, m,A) — cty: The probabilistic encryption algorithm is run by senders.
It takes the public key pk, a message m € M and an access structure A € P,
which contains both an attribute related policy and a time related policy, as input,

and outputs the ciphertext cty.

U.CTUpdate(ctp, A') — ctpr/L: The probabilistic ciphertext update algorithin is
run by the KGC. It takes the ciphertext cty and an access structure A'€PR? as

input, and outputs the ciphertext cty or a failure symbol 1.

®.Dec(dks,s, id, cta) — m/L: The deterministic decryption algorithm i$run by
recetvers. It takes the decryption key dks s, ia and the ciphertext cty as input,

and outputs a message m € M or a failure symbol L.

®.Rev(rl,id,t) — rl: The deterministic revocation algorithm is run by the KGC.
It takes the revocation list rl, an identity id € T to be revoked and the time t € T

as input, and outputs the revocation list rl.

The consistency condition requires that for\all X e N and a polynomial NV, all pp
output by initialization algorithm, all\pksand msk output by setup algorithm,
all me M,id e Z,t € T, all possible valid states st and revocation lists rl, and

A(S) = A(S:) = 1, we have
®.Dec(dks,s, id, cta) = m

with probability 1.

Next,we describe the security definition of IND-CPA for the RABE scheme.
The difference between the following model and the traditional RABE model is
that ourimedel provides an additional oracle called decryption key generation
oracle, which allows the adversary to query the short-term decryption key. We
should note that the previous model for RRABE also has the decryption key
generation oracle but it does not consider revocation. In the following model,

we will consider the adversary to be either revoked user or non-revoked user

2Similar as before, A’ is a more restrict access structure derived from the access structure

A.
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depending on the challenge access structure and the queries to the revocation
oracle. Specifically, the adversary is a revoked user if the long-term secret key
satisfying the challenge access structure is revoked before or at the challenge
time; otherwise, the adversary is a non-revoked user. The details are described

below.

Definition 9 (IND-CPA in RABE). An RABE scheme ¥ with the attribule
sets Qo and 2y that support policies P with a message space M, the time bound
T and an identity space T consists of nine algorithms U = (Injt; Setup;KeyGen,
KeyUpdate, DKGen, Enc, CTUpdate, Dec, Rev). For any adversary A,/jwe define
the following experiment:
Expy o A\, N)

pp < W.Init(\);

(pk, msk,rl, st).«— U.Setup(pp, N);

(mo, m1, A¥) AO(PRP/C);

b — {0gl};

ctpx <~ U.Enc(pk, mp, A*);

b — A (ctpx);

Ifib'= V" return 1 else return 0.

O is a set Of omcle, {O‘I/.KeyGen('a ')7O‘I/.KeyUpdate(')aOlILRev('v')7 O‘I/.DKGen('v')};

and the details are given in below:

0Oy keygen (-, -) is key generation oracle that allows A to query an attribute
set'S/< Qo and an identity id € Z, and it runs V.KeyGen(msk, st, S, id)

to return the secret key sks iq.

o Oy KeyUpdate(+) is key update oracle that allows A to query the time t € T,
and it runs ¥.KeyUpdate(msk, rl, st,S;) to return the key update kusg, .

o OyRe(+,*) is revocation oracle that allows A to query an identity id € T
and the time t € T, and it runs W.Rev(rl,id,t) to update the revocation

list rl.

22



440

445

450

455

460

e Oy pKGen(",+, ) is decryption key generation oracle that allows A to query
an attribute set S € Qq, the time t € T and an identity id € I, and it
runs ¥.DKGen(sksg ;q, kug,) to return the decryption key dks g, iq if the
secret key skgiq and the key update kug, are available. Otherwise, it first
runs ¥.KeyGen(msk, st, S,id) and V.KeyUpdate(msk,rl, st,St) to obtain
the secret key sks;q and the key update kug, .

A is allowed to issue the above oracles with the following restriction:

1. Ow KeyUpdate(-) and Owre(, ) can be queried at the time t which is greater
than or equal to that of all previous queries.

2. OguRrev(:,-) cannot be queried at the time t if Ow Keyupdate () was queried at
the time t.

3. If Ow.keyGen(+, ) was queried on an identity tde T with the attribute set
S < Qg s.t. A*(S) =1, then Oy rev(-, ) must be queried on this identity id
at the time t < t*.

4. Oy pkGen(*s+, ) cannot be queried om any identity id € T with the attribute

set S s.t. A*(S) =1 at the challenge time t*.

An RABE is said to be IND-CPA secure if for any probabilistic polynomial time

adversary A, the following advantage is negligible:

Advy % AAN) = | Pr[Expy % AN\ N) = 1] - 1/2|.

4. Generic, Construction of Revocable Attribute-Based Encryption

We provide a framework of the RABE scheme based on RRABE (Section
8.2). Let @ = (Init, Setup, KeyGen, DKGen, Enc, CTDelegate, Dec) denote an
RRABE scheme with the attribute set ¢ and 21 supporting policies P with a
message space M, the time bound 7 and an identity space Z. The generic con-
struction of the RABE scheme ¥ = (Init, Setup, KeyGen, KeyUpdate, DKGen, Enc,
CTUpdate, Dec, Rev) is derived as follows:

U.Init(A) — pp: The initialization algorithm takes a security parameter A € N

as input, and it runs ®.Init(A\) to return the public parameter pp.
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U.Setup(pp, N) — (pk,msk,rl,st): The setup algorithm takes the public pa-
rameter pp and the number of system users N € N as input. It runs ®.Setup(pp)
to obtain the public key pk and the master secret key msk, and initializes an
empty revocation list 7l «— & and the state st < BT, where BT is a binary tree
with at least N leaves. Finally, it returns the public key pk, the master secret

key msk, the revocation list vl and the state st.

U.KeyGen(msk, st, S, id) — (sks.ia, st): The key generation algorithin takes the
master secret key msk, the state st, an attribute set S < pand anjidentity
id € T as input. For all § € Path(id), it fetches the state st, if it is avail-
able, otherwise, it picks a random state st., in the key 'domain. It then runs
®.KeyGen(msk, S, 0,0) to obtain the secret key skg4q,0. Finally, it returns a set
of the secret key sksia = {5ks.id,0}gepath(ia)-

W.KeyUpdate(msk, rl, st, S;) — kug,: The key update algorithm takes the mas-
ter secret key msk, the revocation list 71, the'state st and a time-related attribute
set Sy € Q4 as input. For all § € KUNodes(st, rl,t), it runs ®.KeyGen(msk, St, 1,0)
to obtain the key update ku;ptwFinally,” it returns a set of the key update
kus, = {kus, o }oeKUNodes(st,rL,t)-

U.DKGen(sks,id, kug,) “>wdks,s,iqa/L: The decryption key generation algorithm
takes the secret key skis,q and the key update kug; as input. It returns a
failure symbol L if ¥ = Path(id) n KUNodes(st,rl,t), otherwise, we have the
node 0 = Path{id) mKUNodes(st,rl,t), and it runs ®.DKGen(skg 4.0, kug, o) to
return the decryption key dkg s, id-

U.Enc(pk,mJA) — cty: The encryption algorithm takes the public key pk;,

a4 message m € M and an access structure A € P as input, and it runs

& Enc(pk, m, A) to return the ciphertext cty.

U/CTUpdate(cta, A’) — ctar/L: The ciphertext update algorithm takes the ci-
phertext cta and an access structure A’ € P as input. It runs ®.CTDelegate(cta, A')

to return the ciphertext ctys or a failure symbol L.

U.Dec(dks,s, id, cta) — m/L: The decryption algorithm takes the decryption

key dks s, iq and the ciphertext cty as input, and it runs ®.Dec(dks, s, id, cta)
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to return a message m € M or a failure symbol L.

U.Rev(rl,id,t) — rl: The revocation algorithm takes an identity id € Z to
be revoked and the time ¢ € T as input. It updates the revocation list 7l as
rl «—rlu (id,t).

We prove the security of our RABE scheme described above under the' se-
curity model in Section 3.3, assuming that the underlying RRABE scheme is
secure. The following security proof is in the adaptive model assunding the un-
derlying RRABE is adaptively secure. If the basic scheme is selectively. secure,
the following security proof needs to be modified by committing the/challenge

access structure A* in advance.

Theorem 1. If the underlying RRABE scheme is‘secure,\the proposed RABE

scheme is secure.

Proof:. Assume there exist an adversarywA that ‘can break the RABE scheme,
we can build the algorithm B to bredk the&ecurity of the underlying RRABE

scheme C.

Setup. B received the public parameter pp and the public key pk from C, and
then initializes an empty/revocation list rl «— ¢ and the state st = BT, where
BT is a binary tree with at least' NV leaves. Finally, B sends the public parameter

pp and the publictkeypk to A.

Queries. A is allowed to make the following queries to B adaptively.

® Ot.KeyGen (5, id): A queries key generation oracle for an attribute set S <
Qo/and) an identity id € Z to B. B randomly picks an unassigned leaf
modé and sets this node as id. B then sends queries Og keygen (S, 0, U) for
U € Path(id) to C, then C returns a set of secret keys {skiq,s,u}uepath(id)-

Finally, B returns the secret key skiqs = {skid,s,u}uepatn(id)-

® Oy KeyUpdate(t): A queries key update oracle for the time ¢t € 7 to B. B
then sends queries of Og keygen(St, 1, U) for U € KUNodes(st,rl,t) to C. C
returns a set of key updates {kus, U }uekuNodes(st,ri,¢)- Finally, B returns

the key update kus, = {kus, v }uekuNodes(st,ri,t)-
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e Oy Rev(id,t): A queries revocation oracle for an identity id € Z and the

time t € T to B. B runs ®.Rev(rl,id,t) to update the revocation list 7.

e Oy pkeen(S,t,id): A queries decryption key generation oracle for an at-
tribute S < Qq, the time ¢t € 7 and an identity id € Z to B. B then
sends the query of Qg pkgen(S, St, U) for U € Path(id) n KUNodes(st;7l;t)
to C, then C returns the decryption key dkg s, . Finally, B returns,the
decryption key dkg s, v to A as the decryption key dkg g, ,id

Output. A outputs two messages mo and m; s.t. |mg| = |m1|; and a/challenge
access structure A* (the challenge access structure A* is'committed in advance
in the selective model). B sends the challenge information “(mig, m1, A*) to C.
C returns the challenge ciphertext ctyx to B. 48 then returns this challenge
ciphertext ctyx to A. A outputs a bit b’ and“Breturns b’ to C.

There is no abort in above simulations, Therefore, if A breaks the RABE
scheme with advantage €, then we can‘build\an algorithm B to break the security

of the RRABE with advantage e. o

5. Instantiations of Proposed Schemes

In this section, we previde an instantiation of the RRABE scheme and give
the formal security proof;,and then present an instantiation of RABE and related
efficiency analysis compared to other RABE schemes from standard parings in

the prime-order groups.

571. “An-Instantiation of Re-Randomizable Attribute-Based Encryption
The' RRABE scheme is the basic building block to construct the instantia-

tions of RABE, and the instantiation of RRABE are given below.

®.Init(A\) — pp: The initialization algorithm takes a security parameter A € N
as input. It chooses a bilinear group of order p according to the bilinear group

parameter generator (G,p,g) < G(A), and outputs the public parameters pp =
(G, p,9).
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®.Setup(pp) — (pk, msk): The setup algorithm takes the public parameter pp
as input. It picks random terms u,h,w,v € G and o € Z,, then outputs the

public key pk and the master secret key msk:
pk = (pp,u, h,w,v,e(g,9)"), msk = (pk, ).

®.KeyGen(msk, Sp, b, Up) — Skf‘?l:,),Ub: The secret key generation algorithm takes
the master secret key msk, an attribute set S, = {41, Aa, ..., A }E Ny, a bit
b e {0,1} and an identifier U, € Z as input, where we assume the attribute string
has been hashed from the domain {0,1}* to the attribute universal Z, and the
So € Qo and 57 € ©; do not have overlap (e.g., Qo U Q1 =Qand Qy N = ).
It fetches o if it is available, otherwise, it randomly/chooses and stores ay € Z,,.
Then, it picks k£ + 1 random exponents 74, 7.1, 72, ..., Tk € Z’;“. Ifb=0, it

outputs the secret key skg?ﬂo:
0 T 70,4 iF 70,00~
Sk(so),UU = (g™ w™, g"° g AW TR) O 0O i)
Otherwise, it outputs the secret‘key: sk‘(gll) Uy

skgl)’Ul _ (ga—"‘”w”,g”,{g””’, (uAih)”"U_” }ie[k])'

<I>.DKGen(sk(S?))7UO7 skgll),Ul) — dkg, s,/L: The decryption key generation algo-
rithm takes two'secret keys sk:gl)’Uo and sk:fgll)’U1 as input. Parse two secret keys

(0) (1)
skSmUO and Sksl,Ul'

0 0 0 0 0
Skgo),Uo = (K(() )7K§ )v{KQ(,')vKé ‘)}ie[l])v

% K

1 1 1 1 1
skl y = (KO, KO (K, KDY ),

where |Sy| = I and |S1| = J. If Uy # Uq, it outputs a failure symbol L. Other-

wise, it picks I+J+2 random eXponents r{, 4 1,74 a5 -, 74> 1, 711, P12y s T g €
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ZZI)’“J 2 and calculates:

Do = K(()O) : él) cwow = gt
D, = K{O) .g% _ g7’0+7‘67

Dy = Kil) . grll — g7“1+7“'17
D3,i = K;g) -grg,i — gTo,r;,-ﬁ-rf,)i’

D4’i = K3(?l) ’ (qu‘h>"'f,,i,U—7'6 = (’UzAih)ru’i+7'6,i1)_(”'0+7'6)7
D5,j = KQ(’lj) -grll,j = grl,j+r/1,j7

Ds,; = Ke(,lj) (WA ) awTT = (uA R)T T @)
Finally, it outputs the decryption key dkg, s, :
dksy,s, = (Do, D1, D2,{D3.i, Dui}ier), 15,5, De 5} je])-

®.Enc(pk,m,A) — cty: The encryptionvalgorithmr takes the public key pk, a
message m € M and an access structure\A encoded in an LSSS policy with
M e ZZXZ and p : [n] — Z,. It pieksithe vector §¥ = (s,ya2,...,y1)' € Zi,“
randomly and computes the vectord = (uy, ua, ..., u,) = M. It then chooses

n random exponents fiy, {2, ..., fin € Z, and for i € [n], it calculates:
C =m-e(g,9)%, Cop=g%Cri = wvh Cyy = (W Dh)™H Cy,; = g
Finally, it outputs.the ciphertext cty:
cty = (C,Co,{C1i,Cai, C3.i}ie[n])-

®.CTDelegate(cts,A’") — ctpr/L: The ciphertext delegation algorithm takes the
ciphertext cty under the access structure A = (M, p) and an access structure
A’ = (M, p'), where matrices are M € Z;‘Xl, M e Z;}/Xl and mapping functions

ate p: [n] — Zp, p’ : [n'] = Z,. Parse the ciphertext cty:
cty = (C,Co,{C1,i,Cai, C3i}ie[n])-

It returns a failure symbol L if the access structure A’ cannot be derived from

the access structure A, i.e. we have two sets Sy and Sy, s.t. Sy = {i' | ¢/ =

28



555

560

pli),i e [n]}y, Sy={" |7 = p(h),je[rn]} and S; & Sy, otherwise, it picks
a random vector i = (8',vh,...,y,)" € Zi,“ and computes the vector @' =
(uf, uly,.yul,)T = M'y’. Then, it chooses n’ random exponents i}, pib, ..., 1, €

Zy . For all j € [n'], we have p'(j) = p(i) for some i. After that, it calculates:

! 4 i’
C'=C-e(g,9)* =m-e(g,9)*+),
! s’ _ s+s’
CO - CO 9 =9 )
’ ’ X ’ . ’
Ci] — Cl i wipti = w’U«z+uJ UMz‘HJ«J,
s )

Ch;=Cay (u’ D)= = (u D p)=(ritri),

Cy;=Cs4-gts = ghith,
Finally, it outputs the ciphertext cty:
cty = (C,, C(/), {Ci,jv Cé’j, Cé,j}je[n'])-

®.Dec(dks,,s,, cts) — m/L: The decryption/algorithm takes the decryption key
dks,.s, and the ciphertext ctp as input. Let I denote the size of Sy and J denote
the size of S;. Parse the decryption key dks, s, and the ciphertext cta:

dks,,s, = (Do, D1,D2,{D3.i, Dui}ie(,{Ds.5> Do} jer.)s

cty =AC, G0, {01, Ca,i, C3.iYie[n))-

It calculates the set of rows in M that provides a share to attributes in Sy and
Sy, te. Sp={i :p(i) € So} and Sy = {j : p(j) € S1}, where S; and S,
are two sets storing the attribute variables in the attribute domain Z,, for each
attributes.in’ attribute sets Sy and S, respectively. Then, it computes constants
{w; € Zp}ies, and {w; € Zy}jes, s.t.

D wiM; = (1,0,..,0), > w;M; = (1,0,...,0).

ieSy Jesy

If A(So) = 0, it returns a failure symbol L, otherwise, we have . 5, Wil = 8
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ACCEPTED MANUSCRIPT

and calculates partial message hiding component P;:

P = | ](e(Cri, D1)e(Cay, Dsi)e(Cai, Dai))™
i€ST
=TT Cetwt o, g ri)e((ur ), o)
1€ST
e(gm’ (uAi h)rO,i+T6,iv_(TO+7‘6)))wi Q
= ] ety iegg oy, x
i€ST
e(g,uP(i)h)—uwi(To,i‘FTé,i)e(g,uP(i)h)ﬂwi(To,i‘” ik
elg, ) w0+
_ e(g,w)ZieSI uiw; (ro+7p)
= e(g,w)s(rowa)‘
If A(S1) = 0, it returns a failure symbol L, we have > ;¢ wju; = s
and calculate the other partial message hiding component Ps:
P, =

PO )T 4T (g P ) )R (st )

—pjw;(ri+77)

e(g,v)
e(g, w)s(r1+r’1) )

‘ If ’%(So) = A(S7) = 1, we have two partial message hiding components P; and
%, then we calculate Ps:

Yy

P = PP

elg, w0 - (g w) 1)

)s(ro +ry+ri+ry) )

e(g,w
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We recover the message hiding component Pj:

Py = e(Cy,Dy)/Ps

= elg®g wro+r0+r1+r1)e(g w)~ s(ro+ry+ri4rh)

_ e(g7 ) ( )s(ro+rg+r1+r;)e(g’w)fs(TngrngﬁJrr'l)
(

= e(g,9)*

Finally, the message m can be recovered:

C/Py e(g,9)**/e(g, 9)**

5.2. Formal Security Proof of Re-Randomizable Attribute-Based Encryption

We prove the security of our RRABE scheme described above under the
selective security model in Section 3.2. Wete that the underlying Rouselakis-
Waters ABE scheme has been proved, selectively secure if the ¢g-1 assumption

holds in standard model.

Theorem 2. If the Rouselakis- Waters scheme is secure, the proposed RRABE

scheme is secure.

Proof:. Assume thereéxist/an adversary A that can break the RRABE scheme,
we can build the algorithm B to break the security of Rouselakis-Waters scheme

C.

Setup. A sends the challenge access structure A* to B. B then forwards
this challenge access structure A* to C. B received the public parameter pp =
(G, p, g) and public key pk = (u, h,w,v,e(g,g)*) from C. B then initializes an
enipty state st < J for recording random keys. Finally, B returns the public
parameter pp and public key pk to A.

Queries. A is allowed to make the following queries to B adaptively.

® O KeyGen(, ", "): A queries key generation oracle for an attribute set S =

(A1, A, ..., Ak) € Qp, a bit b e {0,1} and an identifier U € Z. It fetches the
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key ay from the state st if it is available, otherwise, it chooses oy € Z),
randomly and updates the state st as st — st v (U,ay). It b =0, B

returns the secret key skg?%]
k(o) — (o QU T T T Av;h T, —TY
SRs U (g w,g a{g 7(“ ) v }ze[k])-

If b = 1, B queries key generation oracle Oy keycen(.)(S) to obtain the

secret key skg:

sks (Ko, K1,{K2,i, K3,i}ick)

= (9w g" {g", (whih)" At
and it returns the secret key sk(sl%]

ski ) = (Ko - g~ K1, { Ko, Ksuhilny)-

e Og pKGen('s+,): A queries decryption key“generation oracle for two at-
tribute sets Sop € Qg and S; € Qi,.and an identifier U € Z. If both
O KeyGen (50,0, U) and Og keygen (1, 1, U) have been queried, B executes
@.DKGen(sk(S%{U, Sgll)U) to return the decryption key dkg, s,, otherwise,
it first follows key generation oracle O KeyGen(", -, *) to obtain secret keys

skjgg v and skgl{ U

Output. A outpits two message mg and m; s.t. [mg| = |mq| to B. B sends the
challenge information (mg,m1) to C. C returns the challenger ciphertext ctgx
to B. B then forwards this challenge ciphertext ctg to A. A outputs a bit &’
and B returns b’ to C.

If A breaks the RRABE scheme with advantage €, then we can build an
algorithin B to break the security of Rouselakis-Waters ABE scheme. =

548. An Instantiation of Revocable Attribute-Based Encryption

We propose an RABE scheme by ultimating the RRABE scheme in Section

5.1 and the generic transformation in Section 4. The details are given below.

U.Init(A) — pp: The initialization algorithm takes a security parameter A € N

as input. It chooses a bilinear group of order p according to the bilinear group
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parameter generator (G, p,g) < G()\), and outputs the public parameter pp =
(G,p,9)-

W.Setup(pp, N) — (pk,msk,rl,st): The setup algorithm takes the public pa-
rameter pp and the number of system users N € N as input. It picks random
terms u, h,w,v € G and o € Z,. Then, it initializes a binary tree BT with at
least N leaves. It outputs the public key pk, the master secret key msk, the

revocation list 7l and the state st:
pk = (pp,u, h,w,v,e(g,9)*), msk = (pk,a), rl | st=pBT.

U.KeyGen(st, S,id) — (sks,id, st): The key generation adlgorithm takes the state
st, an attribute set S = {41, A, ..., A1} € Qo anddan identity id € Z as input,
where the identity id is a random string in the identity"domain Z and it is not
the real identity of the user. It randomly chooses an unsigned leaf node in st
and stores id in this node. For all § € Path(id), it fetches ap if it is available,
otherwise, it randomly picks ay € Zyhand updates the state st by storing oy
in the node 6. It then picks I #1"random exponents r,r1,72,...,77 € ZII,H and

calculates the secret key skg;iq 0:
sksdn = (g, g" {g", (W R)"v " }icrn)).
Finally, it outputs the sectet key sks ;q and the updated state st:
sk ia ='{15ks,id,0}oePath(ia)s St < st U (0, 00)gepath(ia)-

U.KeyUpdate(msk, rl, st,S;) — kug,: The key update algorithm takes the mas-
ter secret’ key msk, the revocation list rl, the state st and an attribute set
Sy €% as input, where the time t = (ty,¢2,...,ts) in bit representation with
wildcard symbol has been converted to the attribute set S; < @y as in [14]
for ciphertext delegation. For all 8 € KUNodes(st, rl,t), it fetches ap and picks
J+1random exponents R, Ry, R, ..., Rj € ZZ“, then calculates the key update
kus, o

a—a " Ay P
kus, o = (g SwR79R7 {QRJ, (u™ h)RJ'U R}jE[J])'
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Finally, it outputs the key update kug,:
kust = {kuSt,G}GEKUNodes(st,rl,t)-

V.DKGen(sks g, kus,) — dks s, ia/L: The decryption key generation algorithmi
takes the secret key skg ;s and the key update kugs, as input. Parse the seeret

key skg ;q and the key update kug,:

sks,ia = {5ks,id,0 focpath(id)s Fus, = {kus, 0}0ekUNodes(sti,t) -

If Path(id) n KUNodes(st,rl,t) = ¢, it returns a failure symbel | which indi-
cates the user was revoked. Otherwise, we have only onenode § € Path(id) n

KUNodes(st,rl,t). Parse the secret key skg ;4,9 andthe key update kug, g

sks.iao = (K3, K\, {K§%s K?(,?i)}ie[l])v

1 1 1 1
kus, o = (K57, KV 4K, K jein)-

It picks I + J + 2 random exponents 15, 1%, ..., 77, R, R}, Ry, ..., Ry € Z)+7/+2

and computes:

Do = K(SO) : Kél) Wl = g R
D, = K{O) .gT’ L grer
D = R /gR = gR+F
D3 ; = KQ((,)i) .gri _ gn+r;
A )
Dy < K-

D67j _ K?()}j) . (uAtj h)R;»,UfR' — (uAtj h)RJ+R;,U7(R+R').
Finally, it outputs the decryption key dks s, id:
dks.s, ia = (Do, D1, D2,{D3i, Da i }ic(11, { Ds,5, Ds 5} je[1])-

U.Enc(pk, m,A) — ctp: The encryption algorithm takes the public key pk, the

message m € M and the access structure A € P encoded in an LSSS policy with
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M e Z7*" and p : [n] — Zj, as input, where the access structure A can be seen as
Ay A Ay, and Ay is the access structure for the attributes and A; is the access
structure for the time period. It picks a random vector i = (s, ya, ..., y;) " € ZLX 1
and computes the vector @ = (uy,us,...,u,)’ = My. It then picks n random

exponents fi1, fi2, ..., in € Z;; and calculates:
C=m-e(g,9), Co=g°, Cri=w"v", Co;=@Dh)™H, Cy;=gh
It outputs the ciphertext cty:

cty = (C,Co,{C1,i,Cai, C3i}ie[n])

U.CTUpdate(cta, A’) — ctas/L: The ciphertext update algorithm takes the ci-
phertext ¢ty under the access structure A = (M, p)\e Prard an access structure

A" = (M/;p) € P as input, where matrices are M € Z;}Xl, M € ZZ/” and

mapping functions p : [n] — Z,, p' : [n'] - Zp= Parse the ciphertext ct:
cty = (C,Co,{C1,15Cs,i, C3,i}ie[n])-

If the access structure A’ cannot be derived from the access structure A, it re-
turns a failure symbol L;‘otherwise, it picks a random vector §' = (s', 5, ...,y )" €
Z.*" and computes the yectort’ = (uy,up, ...,ul,)" = M'y. After that, it picks
n’ random exponents pf, fh, ..., ., € Z;L(. For all j € [n'], we have p'(j) = p(4)

for some i, then it calculates:

C'=Ce(g,9)* =m-e(g,9)""),
Ch=Co-g* = 9",

Cij =Cy, Wl = TG it
Ch;=Cay (u’ DR~ = (u? ) p)=(ritrs),
Cy ;= Ca-ghi = ghith,

It outputs the updated ciphertext cta/:

ety = (C',C0,{C1 ;,C3 5, C3 ;}jem))-
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U.Dec(dks,s, id, cta) — m/L: The decryption algorithm takes the decryption

key dkg,s,,iq and ciphertext cty as input. Parse the decryption key dkg, g, ;4 and
the ciphertext cty:

dks.s, ia = (Do, D1, D2,{D3., Dai}ici),{Ds,55 De.j } je[1])

ctp = (C,Co,{C1,i, C2,i, C3.i }icn])-

It calculates the set of rows in M that provides a share to attributes in S; and
Sy, ie. S ={i:p@)e Stand Sy = {j : p(j) € St}. Then, it computes
constants {w; € Zy}ics, and {w; € Zp}jes, s.t.

DT wiM; = (1,0,...,0), Y w;M; = (10, ...,0).

ieSr JES,

If A(S) =0, it returns a failure symbol L, otherwise,swe/have >, _o w;u; = s

iGS[

and calculate partial message hiding component P;:

Py

[ [ (e(Cui, D1)e(Chi,Pa)e(Cs.i, Dai))™

iES[

= e(gaw)

s(ro+rg) )

If A(S;) =0, it returns a failure symbol L, otherwise, we have ZjeSJ wu; =S
and calculate the other“partial message hiding component Ps:
Py =N | (e(Chrj, D1)e(Cay, D5 j)e(Cs 5, Do )™
JEST

B (g, w) ),

If A(SY = A(S;) = 1, we have two partial message hiding components P; and
Pyjthen we have Ps:

Ps=P - Py= e(g7w)s(m+r(’)+n+7”1)'
We calculate the message hiding component Pj:
Py =e(Cy,Dy)/Ps = e(g,g9)*°.
Finally, the message m can be recovered:

C/P4 =m.
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U.Rev(rl,id,t) — rl: The revocation algorithm takes the revocation list rl, an

identity id € Z to be revoked and the time ¢ € T, and updates revocation list ri:
rl —rlu (id, t).

5.4. Efficiency Analysis

Our RABE scheme has the constant size public key O(1) and we deploy.the
subset-cover method [4] for revoking corrupted users to reduce the cost from
linear to logarithmic. Compared to previous RABE schemes [7, 13,714, 15],
our RABE scheme is proved secure in the strong security.model, and achieves
additional features in terms of security and functionality simultaneously, e.g.,
decryption key exposure resistance and ciphertext delegation, and the efficiency
of our proposed scheme is comparable with previous RABE schemes.

We provide the experimental results comparing the efficient ciphertext-policy
RABE [14] and our proposed RABE schemeésnWe have implemented the above
schemes in Java using jJPBC library with the Type A elliptic curve and the sym-
metric paring setting. In particularly, we used the parameters from “a.properties”
in jPBC library, which produces anyelliptic curve bilinear group with 160-bit
group order, 512-bit base, field ‘and embedded degree 2. Hence, p is a 160-bit
prime number, and elements'in’ G and G are 512-bit and 1024-bit, respectively.
The software implementation was performed on a PC running 64-bit Windows
10 with Dual.2.8GHz Intel(R) Core(TM) i7-7700HQ CPU and 16GB memory.

The éxperimental result of the computational time of the key generation
algorithm is in'Figure 3. We limit the size of the attribute universe [©2] = 30 in
this experiment result and the rest of simulations, and to evaluate the scalability
ofithe scheme, the number of system users is from 2* = 16 to 2'2 = 4096. Note
that the computational time of the key generation algorithm only relates to the

number of system users.
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2 104 Computational Time of Key Generation Algorithm
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——#—SSW | I | | ’
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S

24 25 26 27 28 29 210 21t 212
Number of System Users
) A 4

Figure 3: Computational Time of Key Generation Algorithm (|Q| = 30, N = 24 to 212)

The comparisons of the computational time in the key update algorithm are
given in Figure 4 and 5. In Figu comsider a lightweight system. In Figure
0 5, we then consider a large systems\with N = 2!2 = 4096 and R = 27 = 128 in

the time from 219 to 259
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Figure 4: Computational Time of Key Update Algorithm | =30,N =2% R =22

v 2

«105 Computational Time of Key Update Algrotihm (N = 2'2)
- ‘ : : : . : .

—w—ssW| | ! | | | 1

Time(ms)

0.8

< os

0.4 L L L L L L L
210 215 220 225 230 235 240 245 250

Bounded System Life Time

Figure 5: Computational Time of Key Update Algorithm (|| = 30, N = 2!2, R = 27)

Figure 6 shows the computational time of the encryption algorithm with

different bounded system life time from 2'° to 2°°. Note that the computational
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time of encryption algorithm only relates to the access policy and the bounded

65 system life time.

Computational Time of Encryption Algorithm

—— SSW

=]
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=]
T

Time(ms)
g
(=]

2000 L L L L L L L
210 215 220 225 230 235 240 245 250

Bounded System Life Time
Figure 6: Computational Time c;ption Algorithm (|| = 30)

From Figure 3 to 6, we_can see that the experimental results are consistent

with what we excepted e 1. Therefore, our construction has comparable

performance to thestat the-art ciphertext-policy RABE scheme supporting
ciphertext delegation, our scheme also provides decryption key exposure

60 resistance.

In this paper, we propose a novel notion called re-randomizable piecewise
‘ ke? generation and use it to construct re-randomizable attribute-based encryp-
n (RRABE), which is a new cryptographic primitive to construct revocable

v ABE with decryption key exposure resistance. We also define the formal secu-
rity models against decryption key exposure attack, and provide instantiations

of RRABE and RABE schemes under our proposed models. Our proposed
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RABE scheme allows not only efficient revocation but also capture many func-

tionalities, e.g., decryption key exposure resistance and ciphertext delegation

simultaneously. Moreover, the efficiency of our scheme is not worse than previ-

ous RABE schemes without decryption key exposure resistance and ciphertext,

delegation.
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