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Abstract

Bitcoin and its underlying blockchai. 1. ~cL.anism have been attracting much
attention. One of their core ini. vauvic s, Proof-of-Work (PoW), is notori-
ously inefficient which potentially motivates a centralization of hash power,
defeating the original goal »f dece tralization. Proof-of-Stake (PoS) is later
proposed to replace PoW . However, both PoW and PoS have different inher-
ent advantages and dir adv. nte ges, so does Proof-of-Activity (PoA) of Bentov
et al. (SIGMETRI.S -"14) which only offers limited hybrids of two mech-
anisms. On the ,the - hand, the hybrid consensus protocol of Pass and Shi
(DISC 2017) a'ms 1. ‘mprove the efficiency by dynamically maintaining a ro-
tating comn. “te . Yeot, there are unsatisfactory issues including chain forks
and fair commi*tee election.

In this ~ane | we firstly devise a generalized variant of PoW. After that,
we le rerage Hur generalized PoW to construct a fork-free hybrid consensus

protocol. we further combine our fork-free hybrid consensus mechanism with
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PoS for a flexible version of PoA with tunable parameters bety. ~er PoW and
PoS. Compared with Bentov et al.’s PoA, our “flexible PoA” . ~proves the
efficiency, leading to a more applicable consensus protoc )l.

Keywords: Blockchain, Byzantine Fault Tolerance, C-, ptocu.vency, Hybrid
Consensus, Proof-of-Stake, Proof-of-Work

1. Introduction

Blockchain, or “Nakamoto chain” (for du’~rentiting it from later pro-
posals), has been attracting much interest (e.t. see Bonneau et al. [2015],
Swan [2015], Tschorsch and Scheuermann |216]) since it first appears as an
implicit consensus mechanism used by + it oin (Nakamoto [2008]) and subse-
quent decentralized cryptocurrencies (¢ 7., Abraham et al. [2016], Sengupta
et al. [2016], Wustrow and Vana.~>ioo. [2016]). Blockchain keeps a grow-
ing distributed ledger of blocks, each of which includes an ordered list of
transactions. Blockchain ©* built apon the methodology of Proof-of-Work
(PoW) (e.g., see van Tilhore ana Jajodia [2011]), which requires the creator
of a new block to so've « he h puzzle regarding the hash of the previous
block, an ordered li.t o1 "ransactions, as well as other necessary information.
Solving a hash 1 azz > regarding some content w is to find a solution x so
that H(z||w) "alls 1.0 a target range. Thereby, any newly generated block
is created by "n aon st node with high probability, as most computing power
(called “Fash rete”, or “hash power”) solving this puzzle is at hands of hon-
est nodes. Afto. a solution is obtained, the lucky solver (also called miner,
for tl e possiility of gaining some bitcoins after completing this process) can

th~» nropose a block containing a list of transactions to the peer-to-peer bit-




coin network, and the distributed ledger of blocks grows. PoV.” er sures that

tampering the records on the blockchains requires investing « 'ot of com-

puting power. We refer this as “traditional PoW”, or j» st “~0v.” when no
ambiguity exists.
When multiple new blocks are generated “simulta ~eousl- 7, the disagree-

ment manifests in the form of a chain fork (or s mp', . fork) having more
than one branch. The fork may be a result of «~inci? ace or tampering at-
tempt from malicious nodes. To confirm whi ™ bran«h is valid, the rule used
by the bitcoin system is to pick the first fork. 1 branch that is followed by
a certain number of blocks. and discard a.. - other branches. As such, hon-
est nodes should only work on the loi»es, valid chain. Resolving the fork
tackles the misbehavior of (maliciou. 1 incrs, i.e., clearing any disagreement
and making all nodes concede t. “.:» ainer of the next block”. Yet, users
have to wait long to make sure one block will not be nullified by other forks.
Also, fork leads to issues 'ke selt: sh mining (Eyal and Sirer [2014]), which
undermines both fairnes, ard sc urity. A fork-free blockchain consensus is
thus desired.

Serving as a cor: p.-t of the consensus protocol underlying bitcoin, PoW
shows several pot :nu al merits such as openness to any participant and good
robustness. Thre p.-zle should be hard enough so that expectedly only one
block can b sc ved in a certain period of time, which is ten minutes in
bitcoin. " owW-based protocols thus often confirm the validity of a newly
added blo k at .n unsatisfactory speed. Since an individual may take years
to fin 1 a pu. 7le solution, mining pools emerges which bring us back to a more

centraliz . setting.




Two major approaches are considered for addressing the abve issues.
The first approach is to replace PoW with Proof-of-Stake (Poy, (Quantum-
Mechanic et al. [2011], Bentov et al. [2016], Gilad et al. [.017,), which moves
the decision basis from computing power to possessior . stakc in the system
(e.g., in the form of cryptocurrency). With PoS,; sy ~cific isk of having a
few mining farms dominating PoW is mitigated. and .. = fork-free property
can be achieved. Yet, PoS still faces another kiw' of ¢~_ralization risk (from
large stakeholders). Another approach is to &.'iust th > protocol of PoW, such
as Fruitchain (Pass and Shi [2017a]) which a.™s to reduce the variance in
mining revenue without a centralized mini.> pool. Other works are done to
provide an instant transaction confirme “io: (1’ass and Shi [2017b], Abraham
et al. [2016]). However, to our kncw'~dg., no PoW-based protocol simul-
taneously achieves the fork-free ...~ %y, significant improvements to the

variance, and instant transaction confirmations. This motivates our work.

b}

Figure 1: Conceptual Design o1 ™rimit ves in This Paper (our innovations are marked

with *)

Trad v nal POVW foratine COMittee>{ *Generalized POW‘
Traditional Dov?‘ +[PBFT] Ze COMittee>{ Pass and Shi’s Hybrid Consensus‘

*Generalize. ' ?@ +[PBRFT| Ittt COMittee>{*Fork—free Hybrid Consensus‘

tiny revision ’*Flexible POA‘

’ *For «<-free Hybrid Consensus ‘

We aun to achieve a fork-free property and a smaller variance of miners’
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Table 1: Comparisons between Consensus Schemes

Consensus Scheme Efficiency Fork- PoW PoS Inc tive Flexible
free of Hybrid
Prop- resence
erty ‘
Classical PoW (van Tilborg and Jajodia [2011]) v ‘ v
Ideal PoS (QuantumMechanic et al. [2011]) v v ‘ v
Hybrid Consensus (existing) (Pass and Shi [2017b]) v v ‘ v
Proof-of-Activity (Bentov et al. [2014]) ( v v
Fork-free Hybrid Consensus v v v ‘ v
Flexible PoA v v A v v

revenues, thereby we change the principle of bic “kchain mining so that multi-
ple puzzle solutions can be found each rouwn. For the first time, blockchain-
based consensus protocol accepts multiy 'e colutions, and we name it “the gen-
eralized PoW”. All of these solution.® .o sibmitted to a committee directly
without causing any fork by the .~ of a practical Byzantine fault toler-
ance (PBFT) from the distributed system literature. Moreover, all of them
are recorded, so that the hi cory ot records is still hard to forge. Based on the
idea of hybrid consensus proposcd by Pass and Shi (Pass and Shi [2017b]),
and the generalized P>W, we onstruct a scheme which we call the fork-free
hybrid consensus. I ote *hat the protocol of Pass and Shi elects a committee
by the blockchair to rerify transactions, who are miners of certain blocks. In
contrast, our frrk-1. ~ hybrid consensus protocol lets the committee (instead
of block pro; nse s) cecide the record for the current round (including trans-
actions, e cepted puzzle solutions) and future committee members once for
all withou anv ambiguity.

We can ‘irther allow different rules of committee election. Specifically,

we estauon a function to assign a weight to each candidate according to




its PoW power and its PoS capability, and the election is be«.~d on such a
weight. We thus propose a flexible PoA protocol. This takes « ~tep further
from the notion of Proof-of-Activity (PoA) proposed by P :ntc v ey al. (Bentov
et al. [2014]) which aims to inherit the advantages of ' v.h PoV and PoS by
determining the miner of a new block by taking intc accou it both its hash
power as well as its stake. Basing on the fork- ree .., brid consensus, our
flexible PoA is also fork-free. Tab. 1 compares b “wee~ Lur constructions and
other few consensus schemes. We show the i admay of our constructions in

Fig. 1.

Technical Nowvelty of Our Work

1. The first fork-free PoW-b: ~ed L ‘ockchain in the permissionless
environment. In bitcoin the tegrity of transactions in a block is
guaranteed by fork resolutions ‘=.g., blocks including double-spending
transactions are reso!.ed), since any malicious branch can be out-
raced by an honest onc Ve employed the paradigm of hybrid con-
sensus which leve -agr s th o security of practical Byzantine fault toler-
ance (PBFT) ‘1~ get riu of fork resolution while ensuring transaction
integrity. Te the best of our knowledge, achieving fork-free property
in this wa;, ‘s .ot yet identified by the literature including the work of
Pass ar 1 S!i.

2. Red»~ing variance without centralized mining pools. Tradi-
tio1 al PoV " crucially relies on accepting a single hash puzzle to ensure
.nat existing records cannot be tampered with. Our proposed function-
ity o generalized PoW accepts multiple solutions for the same puzzle

11 cach round, this reduces the mining-revenues variance. This func-
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tionality is hard to realize in bitcoin since its setting pr.7icd :s nothing
to “operate” on different solutions. But our fork-free hyb. 1 consensus
achieves this functionality by leveraging a rotating cor miv.ee.

3. Flexible hybrid of PoW and PoS. We co suruct o flexible PoA
by having a committee perform the election ba. ~d on a hybrid weight
regarding the participants’” PoW power w anc . 2 PoS capability s.
The relationship between the hybrid weig.* (v .nd s) can be flexibly
determined according to different scena. i0s. T our knowledge, such a

flexibility is never considered in previous -orks.

2. Notations and System Model

2.1. Notations

The set {1,2,..., N} is denoted by [N]. z||y denotes the concatenation of
xr and y. A := B assigns B 0 the ariable A, A & B selects an element of B
uniformly at random (if 5 is a ) or according to B (if B is a distribution).
Table 2 lists more notav. = s. /. node is either a candidate of the committee

in the next round o « ~urrent committee member.

2.2. Security M «del

1. Netwo k. "Ne follow the security and network assumptions of Pass and
Shi’s hvbi, ' consensus (Pass and Shi [2017b]). We consider the network
as | artially synchronous, where an adversary may deliver messages out
st order, but all messages can be delivered in time A. We also assume
‘hat a'. participants have access to the public blockchain, connected by

1 iseeure channels (where man-in-the-middle attacks are possible).
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2. Honesty Rate. We assume a peer-to-peer network wi.»o ¢ trust on
any specific peer, while over a fraction of the hash powe. and over
of stake are at hands of honest participants.

3. Other Assumptions. We assume the collisic .-1esistauce of crypto-
graphic hash functions. We also assume PBF is exr cuted ideally as
long as over 2/3 participants are honest wi h » su.ficiently high prob-
ability:.

2.3. Security Features and Performance Re, ire:...nts

1. Fork-Free. To throughly eliminav. the selfish mining and speed up
transactions confirmation, we re u.« . ~ovel consensus scheme without
chain forks.

2. Hard-to-Forge (Hard-t Tamner). Any adversary with less than
half total hash power should hav. no capability of maintaining a forged
chain of valid blocks.

3. High Chain Qua ity. 1.. « fork-free consensus scheme, faulty blocks
will stay on the . ~'n irstead of being eliminated by other forks, so
we require the, he fraction of honest blocks (that is, blocks generated
by committ es of an honest rate over 2/3) should be sufficiently high
(in the cryp. ~urrency literature, such a fraction is referred to “chain
quality’ ). “pecifically, we require a (1 —negl(\))-chain quality for some
negl’..ole tu..ction negl(-) where X is the security parameter.

4. Sec rity Against Mildly Agile Corruption. In hybrid consensus,
the ac rersary is allowed to perform mildly agile corruptions, i.e., they

Can. _u00se nodes to corrupt according to the configuration of the envi-




ronment. 7-agility means an adversary has to wait for ti1..~ 7 co corrupt
an honest node.

5. Low Communication Complexity. Communice ion com.plexity refers
to the number of all interactions required, whi . incluces delivery of
blocks from proposers to all network nodes and -ll int ractions among
consensus participants (either for the contens ., r leader elections).
The lower the complexity the better. Yet, ~ cer'~.n degree of complex-
ity such as number of rounds can be .. herent y required for a secure

protocol.

3. Technical Preliminaries

3.1. Practical Byzantine Fault Toley 1,2

Practical Byzantine fault toler. ncc (- BFT) algorithm (Castro and Liskov
[1999]) (among many other BFT protocols, see Pease et al. [1980], Lamport
et al. [1982], Toueg et al. '1987]) provides a high performance Byzantine
state machine replicatio. fo' tolerating certain failures in Byzantine general
problem. It has been wiac.:” e 1opted for maintaining distributed ledgers. In
this work, we treat Pb."T" as a blackbox among n participants, by which a
consensus on a lir ear y ordered log can be attained at the communication cost
of O(n?) provi led a 2 /3 honest rate of the committee. This is a permissioned
protocol, wl.'» app’.cable to a permissionless environment with a delicate

hybrid protoco! with a blockchain (like Pass and Shi [2017b] and ours).

3.2. T.yorid Consensus
A Tvbri. of blockchain and a permissioned protocol can improve the

pe. ‘oraace of blockchain (see Kokoris-Kogias et al. [2016], Decker et al.
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[2016], Pass and Shi [2017b]). The newest result is the A hriy Consen-
sus of Pass and Shi, which combines a Byzantine fault-toler..~e protocol
in the permissioned setting (where participants cannot ‘eav: o1 join during
protocol executions) with a blockchain in the permis-icaless . etting (where
participants can dynamically leave or join).

The blockchain no longer directly validates tr wns? _..ons, but is the basis
of the election of a dynamically-determined rc*atin; committee (in short,
committee). Specifically, committee membe.~ of ea h round correspond to
miners of a fixed sequence of confirmed on-c..in blocks. This committee
serves as the leader of transaction confirma. ans and all transactions are ver-
ified by the committee via a PBFT amc g ommittee members. This inherits
the efficiency advantage of PBFT &1l spcads up transaction confirmations

significantly in a permissionless .-\v..~" nent.

4. Generalized Proof-of Wor: and Fork-free Hybrid Consensus

We propose the funr diorality of our generalized PoW, show how tradi-
tional PoW fits with tha., ar i argue the merits of our generalized notion.
Afterwards, the forg-1i.~ hybrid consensus is demonstrated to realize the

generalized PoW

4.1. General’ ced Prooy-of-Work

We prorose . ideal functionality of our generalized proof-of-work, an
alternatiy = leade * election that simultaneously elects csize leaders among can-
didat’ 5. To do this, we lower the difficulty of the mining puzzle so that mul-
tiple s litic us each round can be found. These nonce solutions are collected

by *he ruactionality and csize of them are randomly selected in which the
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Functionality Gapow
Shared Functionality Gapew interacts with all parties (candidates) Py, P ..., y (e first k &
[LN/3.] of them are controlled by the adversary), the environment Z, the adv. ~ary A, as well as a
publicly shared global clock functionality Gerock.
This functionality is parameterized by the number of candidates N (tL - is a v- ;iant in the permis-
sionless setting, but we take this notation for the simplicity of desc 1ptior~ the expected time length
of each round ¢, the number of adversary controlled parties k, the , ptogr phic hash function H(-),

and a target range target within the range of H(-).

— Puzzle Issuance
e Obtain puzzle m from the environment Z, issue © L. wuversary A and honest candidates
Pk+l7pk+27“‘>PN‘

e Query the global time clock Gerock to attain th tim .

— Nonce Collection

e Keep an array of {(ID,,nc,;)} (uw € {P,." ..., },j € Nt), where j denotes the order of nonce
solution found by one participant (starting from 1, since one may find more than one solutions. Let
W be this array, initially set as W - ().

e Set variables (1, s, ..., {y as zerc.

e Interact with participants (t} 2 adversar, A and Pyi1, Ppyo, ..., Py) to fetch possible nonce solu-
tions. For each received nonc. <c’utior ac from P;, if H(m,nc) € target, set ¢; < {; + 1, append
item (IDp,,nc) to W.

o Query the global time clock v ¢k for time ¢, go back to the previous step if t < to + t'.

— Member Releasc

e Generate csize _and~m nu.abers randy, rands, ..., randeize € {Zﬁl &]4

e Find the ~r." “ems in W for each i € [csize], which are denoted by
(IDemys e 1 ), (IDemy s 1:€cMy ) s - -+ 5 (IDEM ey NCCMye ) -

e Release e list (C Ay, CMy, ..., CMgiz) to all parties. The new committee is formed to substitute

the ex’ [ .g onc.

Figure 2: The Generalized PoW Functionality
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solution providers are determined as the leaders. The protocc! is .air as the
chance of being elected is proportional to its hash power for eac.. narticipant.

Specifically, in each round, each candidate finds some 10n e sciutions and
submit them to the functionality Gopow. These nonce sulutio..s are received
and arranged by Gapow into an array W. Afterwards, -size v asndom numbers
(randy, rands, . . ., randegze) are generated within G ,pev = inally, the identities
of next round’s committee members are given .7 th- and;-th’s items of W
(for i € [csize]). Fig. 2 shows the formal desc intion Hf this functionality.

In this way, the more hash puzzle solutiown. are found, a greater chance
(proportional to the number of solutions to.nd) of being elected. Obviously,
the expected number of nonces found ‘s r roportional to the hash power of
each participant. Hence the chance o be.ag elected is still proportional to
candidates” PoW ability like tra. -vic2>+ PoW.

Roughly, traditional PoW is a special case of the generalized PoW where

the second solution is forbi den ai d csize = 1.

4.2. Computing Power Evc.uat on of (Generalized) PoW

While generalize: PoW tacilitates the simultaneous election of multiple
leaders, it also gu-—antees a better “evaluation” of candidates’ hash power.
In our latter cow.*r ctions of the fork-free hybrid consensus and the flexible
PoA (in Sec. ), v e hope to assign a “score” w; to each candidate, to evaluate
the hash power (hsh rate) of candidates. To form an accurate evaluation,
w;’s shou d be p oportional to candidates’ real hash power expectedly, with
less v .rianc-.

W now cormally compare the generalized PoW with the traditional one

cor ~er ung the accuracy of the hash power evaluation. In fact, the expected
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w;’s under two protocols can be regarded as proportional to ca. 1ir ates’ hash
power, we thus make comparisons on their coefficients of varian. ~ and finally
determine that our new construction is more satisfiable.

To simplify the formalization, we suppose one ca.aidate 'ries the hash
puzzle for T' times in total, the total range of the hash “uncti n is of cardinal-
ity M, and the difficulty is properly adjusted so taat “... acceptable range is
of cardinality M. For the generalized PoW, le. ~r :- ﬁT be the expected
number of valid hash puzzle solutions found v this :andidate in one round.
Moreover, for the traditional PoW, we denote “he probability of having one

valid hash puzzle solution found by p.

4.2.1. Traditional PoW

Traditional PoW can be viewed as *he following game: we set the puzzle
difficulty very high and ask each canidate i to try to find a puzzle solution.
If one candidate successfully nna. a solution, then its w; is 1, or else w; is 0.
In traditional PoW, we assun.~ T - My < M holds for each individual. The
expectation of w; is tk s v rop rtional to the hash power 7', by definition:
Ef[w;] = pr.

In bitcoin, the ~hance 1or a participant to find more than one solution is
negligible, we rcars. that w; satisfies a binomial distribution, so Var[w;] ~
E[w;](1 = E[v;]) == pr(1 — pr).

And the coe."< :nt of variance is

\/v z =
] = Y Varled ,/ br 1/ > 1

This 1.~1ds <.nce each candidate’s possibility of find one hash puzzle solution

issma'. e, pr < 1). We can see that the coefficient of variance is significant
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in the traditional PoW.

4.2.2. Generalized PoW

Generalized PoW lowers the difficulty so that a candiae. » with consider-
able hash power may find more than one solutions to. hash } uzzle. The final
value of w; will be the number of solutions it fov.i. For example, suppose
that the difficulty is lowered down to 1% of tra . .one. blockchain’s, then
100 solutions can be found each round in expectav.»n. A powerful partici-
pant holding 10% overall hash power may {.-4 m._.y solutions to the puzzle,
say, 10 solutions, then its w; is 10. Tho —xpecied number of solutions one
candidate ¢ with 7" hash power may f . i~

My

E[wz] = NN 1 Wi

We use X to denote a random va. ‘able that is 1 if the j-th puzzle-solving

attempt works, and 0 other vise. "Ve have
T

Varfw] =Y Var'x;| =T —(1 - —) =7(1 - —),
j=1

and so

Colw, = m: VT(l_%)%\/i.
E[w;] YT gk

For exam le, i v~ = 10, i.e., 10 valid puzzle solutions are expected to be

found by this ca. 1'date in one round, C,w;] ~ \/1/_10 is much smaller than

the bitcc n case (traditional PoW). In conclusion, the generalized PoW is

endov ed with a smaller coefficient of variance. Next, we introduce our fork-

free h, brid consensus protocol that securely realizes the generalized PoW

g, -w
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4.3. Fork-free Hybrid Consensus

Committee

Daily Record

Received nonces

Transactions,

Miners

Users*

Figure 3: Fork-free b .11 __...cnsus

Similar to the existing hybrid comn. ersus, our fork-free hybrid consen-
sus protocol adopts a committee o1 s..» coizewhich is rotated every round.
Transactions are verified by this ~u... ttee via PBFT. Each committee is
elected from the previous committee except for the generation of the first
csizeblocks (one generator s need:d to start the protocol and maintain the
first csizeblocks and the arst cou.mittee). The outline of the routine of each
round is shown in Fir. 4. Be'ow we present our fork-free hybrid consensus
protocol.

For simplicitv we order all committee membersin 1,2, ..., csize. Different
from the tradit‘ona. “itcoin blockchain, round record recy here includes users’
transactions ~ar dlec by round R’s committee, reward transactions for round
R’s commr «ttee ‘which will be specified later), and all accepted nonces during
round R. "Mp» .s the identity list (i.e., public keys) of committee members

of th R-th ound.
., . .ound R, each candidate, say, u, collects transactions and nonce

15




Negotiation
for
next
round's
committee

Reward |
Negotiatic—

Step 1 Step 2 Step 3

Figure 4: The Round Routine

records of round R — 1 (signed by over 1/o cor.nittee members) as
recr_1, member of this committee determine. by the previous com-
mittee as CMpg. Then it receives con..~ittee members’ signatures on
the previous block header!. Next, .- recovers previous block Br_; =
{recR_l, H(header (Br-2) ), CM,. ¢, " ~~ts this procedure if header (Br_)
does not match over 1/3 of « mmi*ee members’ block header signa-
tures.

2. The committee of round R is assembled according to CMp. Committee
members start an ins.ance f PBFT that reaches consensus on can-
didates’ puzzle sol' ¢ions . *d an instance for the consensus on newly
received transactic < (ser Fig. 4).

3. Each candidat - . finds as much as possible nonce(s) nc, 1,ncy, 2, . .., NCy p,

such that

H (heaJer (Br-1) HIDancuﬂ-) € target(1 <i < P,).

IThe he- ucr of a Ltock should at least contain the block height, the hash to the previous

block, the . ash of # 1e block body and the member list of the next committee.
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4. w arranges all nonces found into Wy:

nc,: ID,

nc,2 1D,
W, =

nc,p, Dy b

and submits all items in W, to the rotating -umm .ttee before the end
of round R.

5. Each honest committee member recc-es ..~ .ces from all candidates,
puts all received nonces into an ar. .y, auu sorts all items in the same
order, to get W that is the mer__* =rray of all W,’s. At the termina-
tion of this round, committee men. ers in CMp = [ID1, IDo, . .., IDcsize]
calculate the xor-summation ot all received nonces that have passed
though the PBFT consensus (. moted by kg). After that, csize nonces
are determined accord'ng v kg among the received nonces. The com-
mittee of the next roun €Mz, is set to the miners of csizedetermined
nonces.

6. After the rewa 1 negotiation (in Sec. 4.4), committee members broad-
cast recg with signatures on header(Bp), where B = {recR, H(header (Bg-1) ), CI\/IRH}.
The csize . "k s candidates in CMg,; are enrolled into the committee

of next .ou .d.

Fig. 3 shcws ar outline of the execution of our protocol.

4.4. Feward vegotiation
To furthor guarantee honesty and the presence of committee members,

we dev ise a voting-liked mechanism executed by each committee member at

17



the termination of each round.

Specifically, each committee member sets reward for each “onest com-

Stx+sblock

ek where Sy is the t)tal crassaction fee

mittee member as Syepara =
included in the round record (all honest nodes should L..ve recched the con-
sensus on this amount after PBFT) and Sy stands for th : predetermined
amount of block reward. Afterwards, each com aitt-. member (say, mem-
ber i) generates and signs on the reward traun.~ctic~ x; (whose receipt is
member j, containing reward amount Syeparg, for eac 1 honest member j. All
reward transactions are broadcast to the netw. vk along with corresponding
signatures.

Similar to the case of ordinary tran ac’ious, for each committee member
(say, member ), reward transaction *~, is .alidated as long as over 1/3 com-
mittee members broadcast tx; & .. = "h proper signatures. Thereby each
member is rewarded only if over 1/3 committee members approve. For fear

of losing rewards from the soting, lishonest behaviors are discouraged.

5. The Flexible Proc. - f-A ctivity

We propose an ulterw. tive proof-of-activity to support flexible hybrids of
generalized PoW anc PoS. Specifically, for a candidate with PoW capability
w and stake v-.iue s, . function G(w, s) can be established to assign a weight
L to each caw 'i iate chat reflects its PoW capability w and its stake value s.
The prot ability of entering the next committee is determined by such a
weight

W = discu ss protocols for candidates and committee members separately,

dr ' ~#led 1llustrations of protocols are shown in Tables B.3 and B.4. We sup-
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pose the set of committee members of round R is CMg = {comy, “07 1a, . .., cOMcsize },
and the set of candidates is CDr = {cand;, candy, . .., candn }. To tacilitate
the representation, we will use the term “committee memHer © o. “candidate
1" together with “com;” or “cand;” interchangeably.
In generalized PoW, the PoW capability w and the ~take ~ alue s are not in
the same metric space. For this reason, we norm lize ., s before calculating
G(w, s), assuming that w’s and s’s are normaliz. 1 to ~’, and y’s so that for a
node with w = w’, s = ¢, its normalized Po"" capal ility 2’ and stake value
y' are

—_— W xw, =——-5 xS,

/ — ILI/ / / / ILL / /
Elw] E[s]
and then E[z] = E[y] = p holds (the < mectation is taken among all candi-

dates). We consider x,y as conti. "ou. - ariables over R™.

e Candidate
In round R, for a cancidatc * v no tries to enter the committee of the next

round. It performs the "l wir g:

1. It packs recg_ , teoether with the hash value of block header header(Bg_s)
(to make rrcor 's hard-to-tamper) and the list of committee members
released by p.~vious committee CMg, into Bg_1, the block of round
(R—1)

2. Tt t7.es to find as much nonces as possible (say, £ nonces), which satisfiy
H(hcder’ Br_1),1D;, nc;) € target V1 < j < £. Then, it submits the
set of - onces {ncy,ncy, ..., nc} to committee members.

2 Tt receives recg (with corresponding signatures) at the end of the round.
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o Committee member

For the committee in round R:

1. Each node checks the committee list of the curren. *ound CMg, and
performs the following procedures if its identity is inc'nded in the list.
Then, it packs Br_y = {recg_y, H (header (B~ _5, “pg}.

2. Committee members run two PBFT instanc < one or the consensus on
transaction validation, one for the consensus ~n nonce-acceptance. At

the same time, they calculate norma'izea ®~"v capabilities and stake

~

values of each candidate (i.e., z; a~* , .. each candidate j).

3. Before the termination of round ™ each committee member calculates

W
E[w]

xj = Swj, Y = ﬁ -« an L = G(zj,y;) for each candi-
date j. They then calculate kr as he xor-summation of all accepted
nonces, and decide csize luck, candidates (the committee CMg,; of
next round) according “v n,, Finally, they produce reward transactions
for each committee me nber;, and sign on each reward transaction if
the correspondin® mrmbrr is honest and diligent. Same to ordinary
transactions, e ch rewccd transaction will be validated if over 1/3 of
committee members l1ave signed on it.

4. It broadca. *s r :cg and the signature on header(Bpg), declaring the ter-

minatic 1 of a round, where Br = {recR, H(header (Br-1) ), CMRH}.

Table B.4 suows v.ae detailed procedures. Strategy analyses of this scheme
(and a re.omme adation on a “concave” G(-,-)) are shown in the appendix.
The < ecurit, analysis is shown together with the fork-free hybrid consensus

in Sec.
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6. Security and Performance Analysis

Here, we provide a security analysis for our fork-free u, bria consensus
protocol and flexible PoA protocol. The discussion app..> on both unless

specified otherwise.

6.1. Fork-Freeness

In our hybrid consensus, fork is eliminatea . nce .ecord for each round
is generated by the committee once for all w *hout causing any ambiguity.
Hence no fork exists in our constructions (both e fork-free hybrid consensus

and flexible PoA).

6.2. Hard-to-Forge

One party may try to forge “»= whle history since it may include only
one nonce solution in each block to asscmbly a new “history” (one party with
sufficient hash power may b ave su h capability). However, such an issue can
be solved by stipulating chat, '.en two branches of “histories” are found,
one with more total no. ~¢ sol .tions inclusions overruns the other one, and
the other one is surr. - forged.

Specifically, si- .. all nonce solutions received by committee members are
comprehended i~ che block via a PBFT among the committee, adjacent
blocks are li.kec by multiple nonce solutions of our generalized PoW, in-
stead of c._ sing’ solution that is relatively easy to solve. Due to this,
any adve.zary w th less than half total hash power is unable to forge a long
seque ace of forged blocks with competitive total number of comprehended

nonce . ~ntons.
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6.3. Chain Quality

Theorem 1 (Chain Quality of (1 — e *™) ). Our fork frec “ubrid con-
sensus, and the flexible PoA, achieve a (1 — e_Q(A)) cl vin quawty, as long
as the fraction of hash power controlled by the adversc.y (te tne fork-free hy-

brid consensus) or the fraction of total combined weig, * (to ne flexible PoA)

is less than 1/3.

Proof 1. We let a = é—e be the fraction of hash p.wer (to the fork-free hy-
brid consensus) or the fraction of total com: mea . _ight (to the flexible PoA)
controlled by the adversary, Win be the ¢ i wat the adversary successfully
controlled over 1/3 members of next i ..~"’< committee by one attempt (ad-
versary’s controlling over 1/3 comr ittee nembers is equivalent to generating
an adversary block), and indicator X it E[X] = « - csize be the number of

controlled members in one attempt. Pu Chernoff bound,
PI“[X > (1 4 fi)oz . c ze] < 6—[(1+6)1n(1+6)—6]a~csize.

Choosing 6 = % —1, v hrve

1 .
Pr[Wi.| = Pr[X > gcsize] < ¢ (Ga 0 55— gy t1accsize

— 676)(csize)7
where z=InZ. — == +1 > 0 holds for all 0 < a < 1/3, hence Pr[Win] is
negligible i~ csize. Since csize = O(N),
Pr[Win] = ¢~ ™,

An aw ersory may choose to disclose its random number or not during the

ras 107 1 wumber negotiation in an attempt of attaining its “favorite” random
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number (so that more committee members might be its spawn . ~d ). In such
a case, we assume that the adversary may try to control the .~mmittee of
the next round by ignoring or adding nmonces in the nc ice icceptance step
for a polynomial number of attempts (denoted by atte ..t(\) ). However, the
probability for its controlling over 1/3 is still negligible Specr ically, following

the formulation above, adversary’s probability of : ucce .w.mg in any attempt is
1 — (1 — Pr[Win])?"m™PtY) ~ attempt(\) b1 Win] = e~

' PR I o 1)) 1
in that Pr[Win] = e W « Sttempi)

In the complementary sense, the probabuw.*u of each block’s being honestly
generated, and hence the chain quality .- (. —e™*™) d.e., (1 — negl(\)) with

a negligible function negl(-).

6.4. Looser Assumption Against Mul'y Agile Corruptions

In our work, the assumr ¢ion o. 7 can be much looser than that required
for hybrid consensus, sir :e tha. mce a node is elected into the committee,

it will start to work beiwc - a lcag exposure to adversary’s target corruption.

6.5. Communication Coun. rlexity

All nonce sc’ ticas are submitted to the committee like transactions. It
is the commir cee “hat runs a PBFT (with communication cost O(csize?)) to
reach agreemen.” o1 nonce acceptance instead of the miners. That is to say,
the actuz | comn unication cost is O(csize® + n) where csize is the size of the
rotati-.g comunttee, and n is total number of nodes within the network. The
comn. 'nicat on complexity is thus roughly the same as that of Nakamoto

o.ser o, in which the communication cost is O(n).

23




7. Conclusion

We generalized the classical PoW to make it fork-fre . \ hich also leads
to a better evaluation of hash power. We then construcu. 1 tork-free hybrid
consensus based on generalized PoW to address the .ssues f selfish mining
and fair committee election in the original hybrid ~ou. >~ _as. The election
mechanism for rotating committee in our protocol. i< dex ole in the sense that
it takes into the account of both the PoW capabili, - w and stake value s of a
candidate. In other words, a function G(w, =) ca. be cstablished to determine
the probability that the candidate is elect~ *»*- “je committee. This flexible
PoA is an improvement of hybrid consensus wi.'ch also inherits the advantage
of PoS. Fork-free hybrid consensus or t. - flexible PoA could be adopted in

blockchains requiring an efficient ana fle..’ble consensus mechanism.

Appendix A.

In this part, we discuss ..~ st ategy of miners under different establish-
ments of G(-,-). Also, turiag the discussion, we demonstrate the flexibility
of our combination ' v an example that evaluates a miner by the geometric
mean of its stake a»d its hash power which is not yet achieved in the existing

PoA. To begin ~.*th we introduce the following definition.

Definition . “unc.on G : RT x R™ — R* is concave if and only if this
holds:
For any, » » € (RY)?, it always holds that G(v) + G(v') < G(v +v').

TL -~ strevegy of the adversary will be different in two cases to maximize

the provability of being elected. In the non-concave case, dishonest nodes
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tend to divide its hash power and stake to multiple identitic~ i* spawned,
causing a heavy network burden. While in the concave case. nc 'es prefer to
aggregate their hash power and stake values to form strc age: Fo'NV and PoS
power so as to maximize the possibility of being elect- ., whic.. forbids node
spawning.

Due to this, we suggest that function G(x,y shc. ! be concave. Since
the detailed analyses of the strategy under twe ~ase- “.ighly depend on the
establishment of G(-,-), two specific establ. hment: are shown for a clear

illustration.

A Non-Concave Case

As the case of a non-concave G~ y), we consider G(z,y) = In(zy), and
assume that x,y > 1 holds. Swnposc one candidate holds computing ca-
pability 2/, total stake 1/, and splits ~, 3/ evenly into ¢ forked nodes. We
show that the probability of enter ng the next committee is maximized when
¢ reaches some value gre-ter J~ar 1 (i.e., the division of 2’ and ¢’ exists in
the optimal strategy). " he cots. probability of (at least one spawned node’s)

being elected is
/ /

s n(— - Ly = 0 (ln(a'y) — 2In0).
¢ L
After simple derive. ions, this probability reaches its maximum when ¢ ap-
proaches e ", v hich is often much greater than 1. Hence, we can see

that mine s cend vo split their total resource into multiple spawned nodes.
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A Concave Case

We define the adversary advantage Adv,gs as the up~er boond of the

possibility of entering the next committee of an adversa v:

G(a- E[Zf\; i), B - E[Zpﬂ yi])
E[Y, Gwi,y:)]

where NV is the total number of nodes, « () is the 2 _cior of total hash power

AdVa”g =

)

(stake) held by the adversary, x1,zs,...,2n (Y1,45. --.,Yn) are normalized
PoW capabilities (PoS values) of each nod». >.>ce "¢ is a upper bound , we
consider that all malicious parties are coonomatss o

When we consider PoW and PoS evenly (".e., of same significance), we
may set G(z,y) as &Y, or \/@ (a »/mmetric binary function). How-
ever, we can make the adversary hai ler ‘o reach a high G(x,y) value with
G(z,y) = \/zy, since it is easier t, have a high x value or high y value, but
harder to make both z and » _.~at enough (and reach a high ,/zy).

We first prove that this ~valu' tion function G(z,y) = /Ty is concave.

For any (‘T17y1)7 <$27?/2\ el rx R*:

T1Y2 + Tay1 > 24/T122Y1Y2,

this can be deri- od f.om the basic mean value inequality. From here,

T1Y1 + 1Y + w2yr + Talyo > (\/331y1)2 + (\/95292)2 + 2/T1 2201 Yo,

V(1 4 22) (g1 + y2) = VI + /T2,
hence G(x1- T2, y1+y2) > G(x1,y1) + G(x2,y2) always holds. After that,
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we estimate the probability of the adversary being elected,

G(a- E[Zi\il ], 3 - E[ZiL vil)

Adves= E[Zi]\il G (x4, v:)]
_ VOE[NIE[] - BE[N]E[y] _ /aElaT- ;.
E[N] - E[\/zy] NG
_VaB-p
Elyzy]

Hence the advantage of the adversary will * e lir~*.ed to y/af within a
multiplicative constant factor. We introduc - the lc garithmic normal (log-

normal) distribution for further calculations.

Definition 2 (Logarithmic Norms™ ™stripution). When distribution X

follows logarithmic normal distribv“ion . N(u, 0?), its density function is:

1 . (lnzx — p)?
>0
2rxo 202 bz

with the expectation E[X]| = expy,: + 0%/2}.

In economics, evide.ce 1as shown that the income of over 97% of the
population is distribr ced 1.2~ aormally (Clementi and Gallegati [2005]). In
our scenario, we use it v. describe the distribution of normalized proof-of-
work (z) and pre of-c ~stake (y) (see Fig. B.5).

In reality, noldei. of more stake are more likely to have greater hash
power. Hence = ¢ coasider that the distribution of y follows y ~ LN (juz, 03),
and that che di tribution of x conditioned on y follows x ~ LN (u1(y),03),
where - (y, my— %%, x is normalized PoW capability, and y is the nor-

maliz °d PoS value (now we have made E[z] = Ely] = p). Here we give a

de '~ analysis on this case under assumptions above. Previously we have
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illustrated that

Gla-EXN, 2], 8-E[XN, yil!

A = TR Gl
_ VOE[:]-BEly] _ VaB-p
ey ElyE
where E[\/zy] = [[,_ g+ me VI Da(@ly) Dy y) - o = p- e~71/8 and so
forth
Adv,s = @ ‘B e B,

Elyay "
When o1 = 1,0 = f = 29%, Advas < £ hor's and the security of PBFT

is guaranteed.

Appendix B. Discussions

Appendiz B.1. Comparison with k" rid Consensus of Pass and Shi [2017b]

Hybrid consensus meritc tron. a more general framework on top of any
admissble underlying blorkcha = (4 classical Nakamoto chain or a fruitchain)
and a thorough cryptog -ap’iic ¢ aalysis. In comparison, our work merits from
several perspectives.

Compared with “vbrid consensus on top of the Nakamoto chain, our work
is more secure a_2i".st adaptive target corruptions. To the existing hybrid
consensus wi h I akamoto chain, there has to be a significant interval (to
resolve forke) beiwen “being very likely to enter the next committee” and
“entering the ne <t committee” for each miner that proposes a valid block.
Durir g this interval, these miners are exposed to adaptive target corruptions

which ‘s a onsiderable treat to the committee honesty (and so forth the
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safety). In contrast, our protocol requires no such time intei =1 iue to the
fork-free property.

Compared with hybrid consensus on top of the fruitc’.ain cha. is built on
an utterly novel chain framework, our scheme is easy .o impicment with an
existing dynamic committee by introducing another i, stance of PBFT. Such

a simplicity makes our scheme more practical.

Appendiz B.2. Bootstrapping Techniques

To bootstrap the system, we need csize g mesi> nlocks maintained by the
first participating party (we assume this narty 1s honest). Differently from
the bitcoin, this party have certain ha « . ~~er to perform the consensus for

the first csize rounds.

Appendix B.3. Determination o1 “;onunencement and Termination Time

In each round of both fr_ i ‘ree hybrid consensus and flexible PoA, we
need to have committee me.. hers  gree on the same commencement and ter-
mination time for each ourd. PBFT is an ordered procedure during which
transactions are pro essed .~ the sequential order same to all committee
members. With this pro, =rty, we can stipulate that each round is termi-
nated after the /' transaction is processed, where M is a predetermined

parameter.
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Table 2: Table of Notations

target
ID;
recp

nc

com;
cand;
CMg
CDg
#
PRF(k, R\

header B)

a security parameter of the signature scheme

the number of new blocks required to confirm a block, serves e another. curity parameter
of the block chain

the upper bound of network delaying

a round number (similar to the notion of “day” in Pa :ar ~ shi’s 1ybrid consensus Pass
and Shi [2017D])

the maximum number of trial attempts in puzzle-solving 1. - one user (per round)

the cardinality of the total range of the hash func "~n

the cardinality of the acceptable range of nonce . “ash value

the size of the rotating committee, csize ~ =,

the total number of candidates running for ne.. day’s committee member

the block content for round R

the target set of the hash puzzle

the public identity for node i

the transaction record and the nonce . ~cord of round R

a nonce value

the upper bound of the total fraction of hash power held by the adversary

the upper bound of t' ¢ totar action of stakes held by the adversary

PoW capability anw. *“ake value for node ¢

PoW  capabilif and . se value for mnode ¢ normalized from (w;,s;)
(so that @; an  y; sb re th' same expectation p)

a weight as gned . a ¢ ndidate of normalized PoW capability = and normalized stake
value y, * .. " corresponds to the possibility of entering committee

the identity (i.e., p blic key) of the ¢-th committee member

the *.entit  (i.e., public key) of the i-th committee candidate

CMy - ' omy, comy, ..., comesze} is the identity list of round-R’s committee members
Dr = {ca:. "1, candy, . .., candy} is the identity list of round-R’s candidates

the sxpec’ :d time length of each round

a o @ random function that takes a key k and a round number R as input and returns
a, ~eudorandom bit-string in {0, 1}*, interpreted as a natural number in Za«

the header of block B, including the public key of the proposer, the hash of included

transactions, and other auxiliary information
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Table B.3: Switchover techniques in the candidate sic~
CANDIDATE SIDE (in round R, for candidate ¢)

ePack Br_; := {recH,l, H(header (Bg-2) ), CMH};

oTry to find as much as  possi- ‘

ble  mnonce(s)  nci,nc,...,Nncy, so  faat
H(header(Bg_1),ID;,nc;) €  target for ~ll
1<5<¢ |
eSubmit {ncy, ncy, ..., nc,} to committee e Lpers

(appended with proper signatures);
e(Collect validated transactions int~ recg, inclt ling
reward transactions (signed by ¢ ~r 1/5 0 = .ittee

members);

Table B.4: Switchover techni 1€, in the committee side

COMMITTEE SIDE (in round R, for com. .. “ee m. mber )

Step 1
ePack B 1 = {rec}g,l7 H(header (Bg_.)), (_IV|R};
eCheck its identity in round-R committee list CMg;

Step 2

eRun a PBFT instance for tran. -~tior validation;

eRun a PBFT instance t, rea a consensus on candidates’ nonce submission;
oCollect w; as the nur-ber = sati dable nonce(s) submitted by candidate j;

eCollect s; which is .. ~ total stake held by candidate j;

Step 3

eCalculate L; - = G(* j,y;) = G(usl[;;] - wj, ﬁ - s;) for each candidate j;

eCalculate s'mp, == N cp,. Ly

eCalculatr kg ¢, xor-summation of all received nonces passed though the consensus;

eCalculate ra. ' < PRF(kg,i) - (sump/2%) for each 1 < i < csize;

oFinc first ¢; Mat Z;‘;ll L; <rand; < Z;‘:l L; for each 1 <4 < csize;

oClair. memb ¢ list of the next round is CMpyy = {cand,,, candy,, cand,, ..., cand;_, };
Genere e reward transactions tx; for each member j € CMg;

Sign on x; and broadcast it if j worked honestly, diligently, and is not in the blacklist;

~Broadcast recg along with a proper signature on the header of Bg.
| I—
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The first fork-free PoW-based blockchain in the permissionless environment. In bitcoin, the
integrity of transactions in a block is guaranteed by fork resolutions (e.g., blocks including
double-spending transactions are resolved), since any malicious branch can be outraced by
an honest one. We employed the paradigm of hybrid consensus which leverages che security
of PBFT to get rid of fork resolution while ensuring transaction integrity. To t'.e L. -t of our
knowledge, achieving fork-free property in this way is not yet identified ', “he literature
including the work of Pass and Shi.

Reducing variance without centralized mining pools. Traditional P.. * cruc. lly relies on
accepting a single hash puzzle to ensure that existing records cannc be .ampered with. Our
proposed functionality of generalized PoW accepts multiple solutinns to. *he same puzzle in
each round, this reduces the mining-revenues variance. This fur :tionali. * is hard to realize in
bitcoin since its setting provides nothing to “operate” on differen. ~nluti .ns. But our fork-free
hybrid consensus achieves this functionality by leveraging a otat ._ committee.

Flexible hybrid of PoW and PoS. We construct a flexible Po~ v having a committee perform
the election based on a hybrid weight regarding the p. “ticipan 5’ PoW power w and the PoS
capability s. The relationship between the hybrid weig. * w and s can be flexibly determined
according to different scenarios. To our knowlec ., .uuii a flexibility is never considered in
previous works.
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