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Abstract

The use of the Internet of Things (IoT) in the electronic health (e-health) management systems brings with it many

challenges, including secure communications through insecure radio channels, authentication and key agreement

schemes between the entities involved, access control protocols and also schemes for transferring ownership of vital

patient information. Besides, the resource-limited sensors in the IoT have real difficulties in achieving this goal. Mo-

tivated by these considerations, in this work we propose a new lightweight authentication and ownership transfer pro-

tocol for e-health systems in the context of IoT (LACO in short). The goal is to propose a secure and energy-efficient

protocol that not only provides authentication and key agreement but also satisfies access control and preserves the

privacy of doctors and patients. Moreover, this is the first time that the ownership transfer of users is considered. In the

ownership transfer phase of the proposed scheme, the medical server can change the ownership of patient information.

In addition, the LACO protocol overcomes the security flaws of recent authentication protocols that were proposed

for e-health systems, but are unfortunately vulnerable to traceability, de-synchronization, denial of service (DoS), and

insider attacks. To avoid past mistakes, we present formal (i.e., conducted on ProVerif language) and informal security

analysis for the LACO protocol. All this ensures that our proposed scheme is secure against the most common attacks

in IoT systems. Compared to the predecessor schemes, the LACO protocol is both more efficient and more secure to

use in e-health systems.

Keywords: E-Health Systems, Internet of things (IoT), Cybersecurity, Personal data, Three-factor authentication

protocol, Ownership transfer protocol.

1. Introduction

Health-care is an indispensable part of human life. In addition, in recent decades there has been an increase

in life expectancy. Because of this, there has been an increase in the population over the age of 65 who regularly
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demand medical services of some kind. Due to the large number of patients, the provision of high-quality care to

at-risk patients may be interrupted or the quality of service may deteriorate. While technology cannot reduce the

demand for health services, it can at least offer potential solutions by integrating traditional health-care systems with

electronic devices [1]. Recent health-care systems, called e-health systems, are supported by electronic devices with

wireless connectivity, which are currently communicated through a central device (gateway) which usually transmits

the collected data to a cloud [2, 3] –in the future, the devices will be able to communicate directly with each other.

The use of these systems provides virtual consultations to patients such that the vast majority of them can rest at home

and be treated with telemedicine, which is provided by doctors and hospitals [4, 1]. With advances in the Internet of

Things (IoT) systems, many medical and wearable devices, equipped with sensors and placed in or on the patient’s

body, can collect the vital real-time data and transmit it to a base station [5, 6]. This base station could be a kind

of smartphone or tablet carried by the patient and would send the collected information to the hospital server [7, 8].

Finally, authorized users such as doctors and nurses can access these data to do or decide the best. As for the user’s

connection to the medical server, the user must be authenticated at an early stage, usually using a smart card [9].

Likewise, for some devices communication is bi-directional and authorized entities such as physicians can change the

reprogramming of patient devices [10, 11].

Such a system, in which the patient is equipped with different sensors and a doctor can monitor her/him remotely

and instantly and know her/his vital signs online, is called Internet of Medical Things (IoMT) [12, 13, 14]. In Figure

1 we can see the different environments and possible entities. Various classifications of the IoMT, its possible appli-

cations, and the associated security and privacy problems are presented in [15, 16]. In IoMT system, patient privacy

is crucial and an unauthorized user should not be able to link any information to a particular patient [17]. In addition,

each user can access the part of the data to which s/he has access. This access control mechanism is defined by the

medical server and provided to the user by the policies stored on the smart-card. Additionally, the current owner of

this privilege should be able to give up it to another user with the help of the medical server. To access the information,

the legitimate user must be logged into the system and go through the authentication process. The user can then set

a session key with the sensors (e.g., pacemaker or smart ECG T-shirt [18]) that collect patient information [19, 20].

The most relevant issue in this system is that the communication channels between the user, medical server and the

patient are public channels that are insecure and the adversary can easily eavesdrop all the messages exchanged on

these channels.

1.1. Scheme requirements

The proposed scheme for IoMT system should meet the following requirements, in which (F), (S) and (P) indicate

the functional, security and privacy requirements respectively.

(F1) Access control: Any legitimate user (doctor) can only access the part of the patient information allowed by

the access control mechanisms defined by the medical server.
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Figure 1: IoMT system environments

(F2) Energy consumption: The scheme for IoT systems with resource-constrained sensors should be efficient in

terms of computation and communication.

(F3) Ownership trans f er: Accessibility to patient information can be revoked from one doctor and transferred to

another.

(S 1) Mutual authentication: The legitimacy of each entity must be validated before establishing the session key

and transferring information.

(S 2) Con f identiality: Only authorized users (doctors) should be able to access patient medical information.

(S 3) Integrity: The freshness and integrity of all messages must be provided to ensure that the messages received

have not been altered during transmission.

(S 4) Availability: All users (doctors) must have easy access to the patient’s medical data (collected by the user

sensors).

(P1) Entity privacy preserving: An adversary should not be able to extract any information related to the doctor’s

identity. In addition, patient privacy must be preserved.

(P2) Untraceability: No attacker should be able to track the target user.

(P3) Old owner privacy preserving: When ownership of the patient’s information is transferred to a new owner,

the new owner should be unable to trace back any previous communication between the previous owner and the

patient.

(P4) New owner privacy preserving: When the ownership of the old owner is revoked, the old owner should not

be able to track any current communication between the new owner and the patient.
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1.2. Threat Model

The assumed threat model for IoMT system mainly is based on the model proposed by the Dolev-Yao [21]. In

this model, the adversary can intercept all the messages transferred in the protocol (passive adversary). S/he can also

modify, delete and block messages that are transferred through the insecure channel (active adversary). We assume

that the adversary can also execute a side channel attack and then can get the secrets stored on the smart card and

the data stored on the medical server. In addition, the adversary can perform an insider attack to capture the private

information stored in the server’s database.

1.3. Motivation

Under the above system requirements and threat model, the proposal of a secure authentication protocol for IoMT

systems is an important issue and raises a number of issues (i.e., security, privacy, access control, and ownership

transfer). Because of these challenges, several authentication protocols have been recently proposed in literature

[22, 23, 24], but most of them have security faults or are not compatible with all required features.

Furthermore, the sensors used in these systems have resource limitations, so the authentication protocol proposed

for these systems must not only be secure but also sufficiently efficient. As a result, using lightweight cryptographic

primitives can be a good solution to this problem.

1.4. Contribution

The contributions of this article are summarized below.

• We show how the Zhang et al. scheme (called ZZTL) [22] does not guarantee, contrary to what the authors

claim, many of the security properties that are required of an authentication protocol in an IoMT system. In

particular, we present several attacks against the ZZTL scheme including user traceability, desynchronization,

DoS and insider attacks. To increase the level of security offered by the ZZTL protocol, we solve all the security

problems found in this scheme.

• We propose a new architecture that is composed of three main entities: 1) user group (doctors, nurses and

hospital managers); 2) medical server; and 3) patient group (see Section 3.3). The proposed protocol (called

LACO) provides authentication and key agreement. Privacy and access control are also guaranteed. Therefore,

only authorized entities can access sensitive patient information.

• We consider the situation where the patient’s current doctor wants to transfer her or his privileges to a new

doctor. To deal with this situation, we propose an ownership transfer phase in the LACO scheme.

• The security of the proposed scheme is examined from both a formal (ProVerif language [25]) and an informal

point of view (see Section 7).

• The efficiency of our proposal, as shown in Section 8, is higher than that of the predecessor schemes. Therefore,

our scheme can be used for resource-constrained sensors in IoMT systems.
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1.5. Paper organization

The rest of the paper is organized as follows. The related work is presented in Section 2. Preliminaries and

notations are explained in Section 3. The Section 4 provides a review of the ZZTL protocol and its drawbacks. In

the Section 5, we present the security analysis of the ZZTL protocol. Our new scheme is proposed in Section 6.

The security analysis and performance evaluation of the proposed scheme are discussed in Section 7 and Section 8,

respectively. Finally, we draw some conclusions in Section 9.

2. Related work

In this section, we provide a holistic review of the literature that addresses security problems and solutions in the

medical field. In particular, several e-health security schemes have been proposed in recent years (e.g., [26, 27, 28])

to solve the problem of pair-wise shared keys between various entities (i.e., patient, sensors, and server). In [29], the

authors provide an in-depth review of authentication schemes based on Elliptic-curve cryptography (ECC) and show

how most of the existing schemes are not suitable for IoTM systems due to their security vulnerabilities and/or the

large number of resources they consume.

In [26] Le et al. present a mutual authentication protocol, which supports access control using Elliptic-curve cryp-

tography. They indicate that the scheme consumes little energy and is secure against some common attacks such as

DoS and reply attacks. However, the authors in [27] found some security vulnerabilities in [26]. To be precise, Kumar

et al. in [27] present a two-factor authentication mechanism that provides mutual authentication and access control

between the user and the medical sensor. Their system relies its security on asymmetric cryptography. Although the

proposal is interesting, it lacks to consider the privacy and security of the ownership transfer problem. Subsequently,

Chang et al. introduce a biometrics-based user authentication scheme that allows the legitimate user/patient to access

the remote medical server using a collision-resistant one-way hash function [28]. This method prevents the modifi-

cation of the transmitted data through by a malicious user, but according to [30] it fails to manage the data flows in

the login, authentication and password exchange phases. In addition, it cannot protect the system against well-known

attacks, such as an insider or man-in-the-middle attack. Indeed, Das and Goswami in [30] present an enhancement

scheme and formally validate its security using AVISPA. Their authentication mechanism uses a symmetric secret

session key between the user and the server to protect communications between both entities. Note that these last

two mentioned protocols do not support the ownership transfer and three-factor authentication, nor the validation of

privacy and security for the access control that is done in the LACO proposal.

In 2015, Amin et al. [31] found important security faults in [30]. These problems include user anonymity problem,

off-line password guessing attack, smart card theft attack, user impersonation attack, server impersonation attack, and

session key disclosure attack. To fix all this, they propose a robust remote user authentication scheme for e-health

systems. For validation, they use the BAN logic to ensure the security of the mutual authentication and session key

agreement schemes. After a thorough review of the paper, we realized that in [31] the patient can be tracked. Also,
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the scheme does not validate the password used for authentication and there is no mechanism to combat DoS attacks.

Conversely, all these characteristics are covered in LACO proposal. Wang et al. [32] present an interesting review of

two-factor authentication schemes. The authors point out how smart card breach attacks could compromise the entire

system if the verification value is stored in the smart card. In addition, the attacker can easily guess the user password

within polynomial time. In [24], the authors analyzed the security of several authentication schemes [23, 33, 27] and

proposed a novel two-factor authentication scheme for health care systems. Unfortunately, their improved scheme

remains vulnerable to off-line password guessing and de-synchronization attacks. Therefore, the two-factor model is

not a secure model. Furthermore, these techniques cannot securely handle access control and ownership transfer, as

is the case in the proposal presented in this article.

To solve the two-factor problem, researchers add biometric features to the two-factor model and present three-

factor schemes. Several researchers have introduced three-factor authentication schemes for the medical context [34,

35, 36]. In [34] Farash present a user authentication and key agreement scheme that is robust, among others, against

smart card attack, man-in-the-middle attack, untraceability and insider attack, being validated with BAN-logic and

AVISPA tools. Nevertheless, as described in [35], the above scheme has some shortcomings. First, it is vulnerable

to off-line password-guessing and user impersonation attacks. Secondly, it suffers from a lack of preservation of

users’ anonymity. Motivated by this, Amin et al. [35] design a secure three-factor user authentication protocol for the

IoT system and present formal and informal validation against active and passive attacks. After that, Arasteh et al.

[36] discover replay and DoS attacks against [35]. In addition, in [37] Jian et al. show several attacks against [35]

including traceability and session key disclosure. They then propose a new scheme based on the Rabin’s cryptosystem.

Later, the same authors in [38] enhance the 3FA protocol of Lu et al. [39] to overcome its security pitfalls such as

identity disclosure and user/server impersonation attacks. Although their proposal is novel and efficient, it lacks for

management in the ownership transfer and data integrity.

In 2017, Liu and Chung [40] introduce a user authentication scheme using bilinear pairing and a trusted authority

to authenticate the user. They also establish secure communication between a user and a sensor node. The scheme

turned out not to be as secure as it was supposed to be [41]. For this reason, Challa et al. present a three-factor

authentication and a key agreement scheme suitable for wireless health-care sensor networks, which is based on

lightweight ECC [41]. Recently in [22], Zhang et al. propose a three-factor authenticated key agreement scheme for

e-health systems to protect user privacy through the use of a dynamic authentication mechanism. The authors state

that their proposed scheme is proved to be semantic secure under the real-or-random model. Despite this, in Section 5

we show how the above protocol suffers from several attacks including de-synchronization, DoS, and insider attacks.

LACO scheme aims to address the security weaknesses of all its predecessors and the details are found in the following

sections.
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3. Preliminaries and Notations

This is followed by a presentation of the Biohash function, the access control string and a description of the overall

structure of the IoT system.

3.1. Biohash function

The biohash function converts the biometric template of the human fingerprints into a bits vector. This func-

tion [42, 43] has the following main properties:

• This function must have a low false rejection of the valid user.

• It should be computationally unfeasible for an adversary to revert the bits vector into its original feature vector.

3.2. Access control string

In our scheme, we suppose that the medical server provides a string called HACO, displayed in Fig. 2, for the user

(Ui). This string has the following properties:

• It is the output of an irreversible hash function with a constant length of 160 bits like SHA-1. The use of a hash

function guarantees the anonymity of the input string.

• As an input of the hash function, the medical server uses the user identity, dynamic attributes (e.g., location,

time, noise), static attributes (e.g., the role of the user, hospital) and a user password. Fig. 2 presents an example

of the input string.

This string is stored in the medical server and indicates that the owner has access to which sensors.

3.3. Proposed architecture

Our e-health system architecture is comprised of three main entities as shown in Fig. 3. To be precise, i) Medical

server (S ) that can collect information from patients using base stations (e.g. smart-phone or tablet) and provides the

access control mechanisms for users to access vital patient data; ii) Group of users (Ui) that can be doctors, nurses and

hospital managers. These entities must register on S using their smart-card. Through the use of this smart-card, the

legitimate user can access to the part of the information sensed by the sensors for which the patient is authorized; and,

IDi Temp Location Role PWi 

User's identity Example of dynamic attributes Example of static attributes User's password

HACO

Figure 2: An example of user (doctor) access control string (HACO).
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iii) Group of patients (P j) that are equipped with wearable-medical-devices or implantable sensors. These sensors can

collect the vital information related to the patient’s body condition and then send these data to S with the help of the

base stations.

3.4. Notation

The notation used in this paper is summarized in Table 1.

Table 1: Notation

Notation Description

S The medical server

Ui The i-th user (doctor) of the e-health sys-

tem

IDi The identity of the i-th user

PID j The identity of the j-th sensor

IDS i The identity of the smart-card given to

the i-th user

PWi The password linked to the i-th user

Bi The biometric traits belonging to the i-th

user

rx and Kx The random numbers

Tx The current time stamp

s The master key of the medical server

S Ku, S Ks, S Kp The session key calculated respectively

by the doctor, the medical server and the

sensor node of the patient

HACO j The hash of the access control string

h(·) A one-way hash function

hBio(·) A secure biohash function

⊕ XOR operation

‖ Concatenation operation

4. Review of ZZTL scheme

In this section, we briefly introduce the ZZTL authentication protocol [22], which consists of the user registration,

login and authentication phases [22].
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Doctors (Ui / Smartcard) Medical Server (S) / Base Station 
Patient  

Sensor Nodes (Pj) 

Cardiologist

Nurse

Manager

Neurologist
Nurse

Nurse
Surgeon

Boss

Patient

Patient

Medical Server

Smartphone

Tablet

Figure 3: Our proposed architecture

Step 1: 

Selects < 𝐼𝐷𝑖, 𝑃𝑊𝑖 > 

Inputs < 𝐵𝑖 > 

Generates 𝑟1 

 

Step 3: 

Writes < 𝑉1𝑖 > into the smartcard 

 

𝐶1 ← ℎ(𝐼𝐷𝑖||𝑃𝑊𝑖||ℎ𝐵𝑖𝑜(𝐵𝑖)) 

𝐶2 ← 𝐵𝑖 𝑟1 

𝑀𝑠𝑔1 =< 𝐶1, 𝐶2 > 

𝑉1𝑖 ← 𝑟1 ℎ𝐵𝑖𝑜(𝐵𝑖) 

Step 2: 

Generates 𝑟2 

Stores < 𝐶2,𝑊0𝑖,𝑊1𝑖 > 
Writes < 𝐼𝐷𝑆𝑖, ℎ(. ), ℎ𝐵𝑖𝑜(. ), 𝑋1𝑖, 𝑌1𝑖 > 

into the smartcard 

𝑀 ← ℎ(ℎ𝐵𝑖𝑜(𝐶2)||s) 

𝑊0𝑖 ← NULL 

𝑊1𝑖 ← ℎ(ℎ𝐵𝑖𝑜(𝐶2 𝑟2)) 

𝑋1𝑖 ← ℎ(𝐼𝐷𝑆𝑖||𝐶1||M) 𝑟2 

𝑌1𝑖 ← 𝑀 𝐶1 

 

 

 

 

 

Doctor (Ui/Smartcard)                                                Medical Server (S)/ Base Station 

 
 
 
 
 
 
 
 
 

 

 

𝑀𝑠𝑔1 

Secure Channel 

Smartcard 

Figure 4: Registration phase of ZZTL scheme
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4.1. Registration phase

In this phase of the protocol, the user Ui uses a secure channel to execute the following steps in conjunction with

the medical server S .

Step 1. The user Ui chooses an identity IDi and the password PWi and then extracts her/his biometric data Bi and

finally generates the random number r1. Then, s/he computes C1 = h(IDi‖PWi‖hBio(Bi)) and C2 = Bi ⊕ r1 and

sends the tuple 〈C1,C2〉 to the S as shown by Msg1 in Fig. 4.

Step 2. Upon receiving the registration request, the medical server S uses its master key s to compute M = h(hBio(C2)‖s).

Next, S generates a random number r2 and calculates W1i = h(hBio(C2 ⊕ r2)) and stores both value of C2 and

W1i in its database along with W0i that is NULL at first. Then, S computes X1i = h(IDS i‖C1‖M) ⊕ r2 and

Y1i = M ⊕C1 and stores 〈IDS i, h(·), hBio(·), X1i,Y1i〉 into the smart-card is given to the user Ui.

Step 3. Once the user receives the smart-card, s/he computes V1i = r1 ⊕ hBio(Bi) and writes it to the smart-card.

4.2. Login phase

When the user Ui wants to access the data stored on the medical server S , s/he inserts her/his smart-card into the

terminal and performs the following steps to log into the system.

Step 1. Ui inserts her/his ID′i and PW ′i and also allows the acquisition of her/his biometric information Bi using the

terminal’s sensor device.

Step 2. Ui generates a new random number r3. Using the nformation stored on the smart-card, Ui calculates the

messages C′1 = h(ID′i‖PW ′
i ‖hBio(B′i)), M′ = Yni ⊕ C′1, r′2 = Xni ⊕ h(IDS i‖C′1‖M′), r′1 = Vni ⊕ hBio(B′i), C3 =

hBio(B′i ⊕ r′1 ⊕ r′2), C4 = B′i ⊕ r′1 ⊕ h(M′‖r3) and C5 = r3 ⊕ hBio(B′i ⊕ r′1) and sends the message Msg2, which

consists of tuple 〈C3,C4,C5〉, to the medical server S through an insecure channel.

4.3. Authentication and key agreement phase

In this phase, the user Ui executes five authentication steps to prove her/his legitimacy to S (see Fig. 5).

Step 1. After receiving the message Msg2 from the login phase, S calculates W ′ni = h(C3) and then searches for the

same value in its database. If it can find W1i = W ′ni, it obtains the related C2. If not, it does the searching again in

the column W0i to find if W0i = W ′ni. Eventually, if a matching it is found, it extracts the related C2. Otherwise,

it finally aborts the connection –note that if W0i = W ′ni, then S sets W1i = W0i.

Step 2. Then, S generates the new random number r4 and computes M? = h(hBio(C2)‖s), r′3 = C5 ⊕ hBio(C2) and

Bi ⊕ r′1 = C4 ⊕ h(M?‖r′3). Next, it checks if Bi ⊕ r′1 and C2 are within a defined threshold. If the threshold cannot

satisfy the assumed value stored in the database, the session ends. Otherwise, S computes C6 = r4 ⊕ h(Bi ⊕ r′1)

and C7 = h((Bi ⊕ r′1)‖r′3‖r4) and then sends the Msg3 (i.e., 〈C6,C7〉) to Ui.
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Step 1: 

Searches 𝑊𝑛𝑖
′  in 𝑊1𝑖 and 𝑊0𝑖 for  𝐶2 

If 𝑊𝑛𝑖
′  is found in 𝑊0𝑖, set 𝑊1𝑖 = 𝑊0𝑖  

Generates 𝑟4 

𝑟3
′ ← 𝐶5 ℎ𝐵𝑖𝑜 𝐶2 , 𝐵𝑖 𝑟1

′ ← 𝐶4 ℎ 𝑀∗||𝑟3
′  

𝐶6 ← 𝑟4 ℎ 𝐵𝑖 𝑟1
′ , 𝐶7 ← ℎ  𝐵𝑖 𝑟1

′ ||𝑟3
′||𝑟4  

 

𝑊𝑛𝑖
′ ← ℎ 𝐶3  

𝑀∗ ← ℎ ℎ𝐵𝑖𝑜 𝐶2 ||s  

𝑀𝑠𝑔3 =< 𝐶6, 𝐶7 > 

Step 3: 

If 𝐶8 ≠ ℎ ℎ𝐵𝑖𝑜 𝐵𝑖 𝑟1
′ 𝑟4 𝑟4  then <Reject> 

Else 

  Replaces  𝑊0𝑖,𝑊1𝑖  with  𝑊1𝑖,   𝑊 𝑛:1 𝑖  

 

  𝑆𝐾𝑠 ← ℎ 𝑀∗||𝑟3
′||𝑟4  

  𝑊 𝑛:1 𝑖 ← ℎ ℎ𝐵𝑖𝑜 𝐶2 𝑟4   

  𝐶9 ← ℎ 𝑆𝐾𝑠||𝑟4  
  𝑀𝑠𝑔5 =< 𝐶9 > 

𝑈𝑖  inserts Smartcard into terminal  

Inputs <𝐼𝐷𝑖
′, 𝑃𝑊𝑖

′, 𝐵𝑖
′>  

Generates 𝑟3 

𝑀′ ← 𝑌𝑛𝑖 𝐶1
′, 𝑟2

′ ← 𝑋𝑛𝑖 ℎ 𝐼𝐷𝑆𝑖||𝐶1
′||𝑀′  

𝑟1
′ ← 𝑉𝑛𝑖 ℎ𝐵𝑖𝑜 𝐵𝑖

′ , 𝐶3 ← ℎ𝐵𝑖𝑜 𝐵𝑖
′ 𝑟1

′ 𝑟2
′  

𝐶4 ← 𝐵𝑖
′ 𝑟1

′ ℎ 𝑀′||𝑟3 , 𝐶5 ← 𝑟3 ℎ𝐵𝑖𝑜 𝐵𝑖
′ 𝑟1

′  

 

𝐶1
′ ← ℎ 𝐼𝐷𝑖

′||𝑃𝑊𝑖
′||ℎ𝐵𝑖𝑜 𝐵𝑖

′   

𝑀𝑠𝑔2 =< 𝐶3, 𝐶4, 𝐶5 > 

Step 4: 

If 𝐶9 ≠ ℎ 𝑆𝐾𝑢||𝑟4
′  then <Reject> 

Else 

Accepts session key and updates   𝑋𝑛𝑖 with 

  𝑋 𝑛:1 𝑖 

Step 2: 

If 𝐶7 ≠ ℎ  𝐵𝑖
′ 𝑟1

′ ||𝑟3||𝑟4
′  then <Reject> 

Else 

𝑟4
′ ← 𝐶6 ℎ 𝐵𝑖

′ 𝑟1
′  

  𝐶8 ← ℎ ℎ𝐵𝑖𝑜 𝐵𝑖
′ 𝑟1

′ 𝑟4
′ 𝑟4

′  
  𝑋 𝑛:1 𝑖 ← ℎ 𝐼𝐷𝑆𝑖||𝐶1

′||𝑀′ 𝑟4
′ 

  𝑆𝐾𝑢 ← ℎ 𝑀′||𝑟3||𝑟4
′  

  𝑀𝑠𝑔4 =< 𝐶8 > 

 

 

 

        

 

 

  

              Doctor (Ui/Smartcard)                                                          Medical Server (S)/ Base Station 

Login phase 

    
   
 
 
  
 
 
 
 
________________________________________________________________________________________ 

Authentication phase 

 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
  
 

𝑀𝑠𝑔3 

𝑀𝑠𝑔2 

Insecure Channel 

𝑀𝑠𝑔4 

𝑀𝑠𝑔5 

Figure 5: ZZTL login, authentication and key agreement phases

11



Step 3. Once Ui receives the Msg3, s/he extracts r′4 = C6 ⊕ h(B′i ⊕ r′1) and checks the correctness of C7 received

by comparing this value with the computed value of h((B′i ⊕ r′1)‖r3‖r′4). If the check fails, Ui terminates the

connection. Otherwise, s/he computes C8 = h(hBio(B′i ⊕ r′1 ⊕ r′4) ⊕ r′4) and X(n+1)i = h(IDS i‖C′1‖M′) ⊕ r′4. After

this s/he calculates the session key S Ku = h(M′‖r3‖r′4) and then sends 〈C8〉 to S as confirmation message Msg4.

Step 4. After receiving the Msg4, the S verifies the validity of C8 by comparing this value with h(hBio(Bi⊕r′1⊕r4)⊕r4).

If these two values are not equal, S aborts the connection. Otherwise, it computes the session key S Ks =

h(M?‖r′3‖r4) and also computes W(n+1)i = h(hBio(C2 ⊕ r4)). It then replaces 〈W0i,W1i〉 by 〈W1i,W(n+1)i〉. Finally

S calculates C9 = h(S Ks‖r4) and forwards the message 〈C9〉 to Ui as the message Msg5.

Step 5. Once the message Msg5 is received, Ui checks whether the equation C9 = h(S Ku‖r′4) is satisfied. If not, it

aborts the session. Otherwise, Ui accepts the session key S Ku and replaces Xni by X(n+1)i.

5. Security Analysis of the ZZTL Protocol

In ZZTL protocol [22], the authors stated that their scheme is not only secure against several attacks in IoT systems

but also secure against insider attacks. In this scheme, the first protocol message sent in the login phase contains the

constant value C3 which is updated at the end of each protocol session. In this protocol, S stores the old dynamic

string W0i = Wni from the previous session and the new dynamic string W1i = W(n+1)i from the current session to

prevent de-synchronization attacks. S uses one of these values to verify the validity of the message C3 sent by a valid

user.

In this section, we show how an adversary can track a target Ui. We also present de-synchronization, DoS and

insider attacks against ZZTL Protocol.

5.0.1. User traceability attack

In ZZTL protocol, the value of C3 = hBio(B′i ⊕ r′1 ⊕ r′2) is constant –note that the parameters B′i and r′1 are constant

and the value of r′2 is updated at the end of each protocol session. Therefore, if the adversary receives this message

and blocks the server’s response, s/he can track the i-th user in its next session. The success probability of this attack

is 1.

5.0.2. De-synchronization attack

In our proposed de-synchronization attack the adversary follows the following steps.

• S/he eavesdrops C3((n−1)-th session) of a successful session.

• In a new session, s/he replaces the current C3((n)-th session) with the eavesdropped C3((n−1)-th session) , and sends message

Msg2 = C3((n−1)-th session) ,C4((n)-th session) ,C5((n)-th session) to the server S ;

• Upon receiving the message, S calculates W ′ni = h(C3((n−1)-th session) ) and then searches its database for the same

value. Consequently, it finds that W0i = W ′ni, sets W1i = W0i, and extracts the related C2. Then, it passes the
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C2 validity check. At this point, S computes a new random number r4((n+1)-th session) and also calculates C6 and C7.

Finally, S sends Msg3 to Ui;

• After receiving the message Msg3, Ui accepts the value of C7 and sends the confirmation message C8 to S ;

• Now, S accepts the value of C8 and calculates W(n+1)i = h(hBio(C2 ⊕ r4((n+1)-th session) )). It then replaces 〈W0i,W1i〉
with 〈W1i,W(n+1)i〉, computes C9, and sends the message C9 to Ui;

• At this point, the adversary blocks the message C9 and prevents Ui from accepting the updated value of X(n+1)i.

• Therefore, Ui has X(n)i = h(IDS i‖C1‖M) ⊕ r4((n)-th session) and the server has W0i = h(hBio(Bi ⊕ r1 ⊕ r4((n−1)-th session) ))

and W1i = h(hBio(Bi ⊕ r1 ⊕ r4((n+1)-th session) )) which are used to compute C3;

Since the value of C3 computed by Ui can no longer satisfy the server-side checking process, the adversary

leads the user in the de-synchronization state from this point on. The adversary success probability is maximum

(i.e., p=1).

5.0.3. DoS attack

Since the server does not check the freshness of message Msg2, and responds with Msg3 through the calculated

C6 and C7 values, the adversary can eavesdrop Msg2 and resend this message a large number of times leaving the

server out of service. This attack works until two successful sessions are established between the current user and the

server.

5.0.4. Insider attack

By executing this attack, the adversary can obtain the information necessary to authenticate on the server without

knowing the user’s biometric template (user impersonation). The adversary does the following.

• S/he obtains C2 = Bi ⊕ r1 from entire table stored in the server by executing an insider attack –note that the

value of C2 is constant.

• S/he obtains r2(n-th session) from C6((n−1)-th session) transmitted from the server to the user in the previous session (i.e.,

(n − 1)-th session). Particularly, the equation r2(n-th session) = r4((n−1)-th session) = C6((n−1)-th session) ⊕ h(Bi ⊕ r1) is used.

• S/he employs C2 and r2(n-th session) to compute C3(n-th session) = hBio(C2 ⊕ r2(n-th session) ).

• S/he generates a random number rA and employs C2 to compute C4(n-th session) = C2 ⊕ h(M‖rA) and C5(n-th session) =

rA ⊕ hBio(C2).

• S/he uses the computed C3(n-th session) , C4(n-th session) , C5(n-th session) as a message Msg2 and sends it to the server S to

establish a new session (i.e., (n)-th session).

• S responds to the user, who is actually the adversary, with the message C6(n-th session) .
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• S/he obtains r4(n-th session) from C6(n-th session) , by using the equation r4(n-th session) = C6(n-th session) ⊕ h(Bi ⊕ r1).

• S/he uses C2 and r4(n-th session) to compute C8(n-th session) = h(hBio(C2 ⊕ r4(n-th session) ) ⊕ r4(n-th session) );

• S/he uses the computed C8(n-th session) as message Msg4 and sends it to S .

Given that the message Msg4 is valid for the medical server S , the adversary can establish a new successful session

with S and impersonating a legitimated user. The adversary succeeds with a probability of 1.

6. Proposed LACO Protocol

To overcome the security pitfalls and flaws of previous authentication protocols such as the ZZTL [22] adopted

for e-health systems, we propose a secure and energy-efficient protocol called LACO. The proposed scheme provides

authentication and key agreement, in addition to satisfying access control and preserving privacy. Furthermore, LACO

scheme considers the ownership transfer of the users.

Our proposed protocol consists of five important phases: (1) Setup phase; (2) Registration phase; (3) Login phase;

(4) Authentication and key agreement phase; (5) Ownership transfer phase. The details are provided below.

6.1. Setup phase

In this phase of the scheme, the medical server S calculates M j = h(PID j‖s) for the sensor j-th belonging to the

system, where PID j is the sensor’s identity and s is the master key of S . Finally, the sensor stores M j in its memory.

6.2. Registration phase

When executing this phase of the protocol, the user Ui contacts with the medical server S and requests the smart-

card. This phase of the scheme is run as follows.

Step 1. The user Ui chooses an identity IDi and sends it to the S as shown in the message Msg1 in Fig. 6.

Step 2. Upon receipt of the registration request, the medical server S checks if IDi is in its database. If so, it requests

another identity. If not, the medical server generates the random number rs, uses its master key s and smart-

card identity IDS i to compute X1i = h(IDS i‖IDi‖rs) and Y1i = h(X1i‖s). Next, S calculates a value HACO j

compatible with the access polices, computes Z1 j = h(X1i‖Y1i) ⊕ HACO j and stores values of X1i and Z1 j in its

database along with X0i and Z0 j which are NULL at the beginning. Then, S saves 〈X1i,Y1i,Z1 j, hBio(·)〉 on the

smart-card and hands it to the user Ui.

Step 3. Once the user receives the smart-card, s/he inserts IDi and the password PWi and then extracts her/his

biometric data Bi from the terminal device and calculates A1i = hBio(Bi) ⊕ h(PWi‖IDi) and B1i = Y1i ⊕
h(IDi‖PWi‖hBio(Bi)). It then sets the f lag = 0 and writes 〈A1i, B1i, f lag〉 on the smart-card and also deletes

Y1i. Therefore, the smart-card has the following values associated with it:〈A1i, B1i, f lag, X1i,Y1i,Z1 j, hBio(·)〉.
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Step 2: 

Checks 𝐼𝐷𝑖  in database 

If 𝐼𝐷𝑖 is found 

    Requests another identity 

Else 

   Generates 𝑟𝑠 
   𝑋0𝑖, 𝑍0𝑗 ← NULL 

   𝑋1𝑖 ← ℎ(𝐼𝐷𝑆𝑖||𝐼𝐷𝑖||𝑟𝑠) 
   𝑌1𝑖 ← ℎ(𝑋1𝑖 || 𝑠)  

    𝑍1𝑗 ← ℎ(𝑋1𝑖||𝑌1𝑖) 𝐻𝐴𝐶𝑂𝑗   

Stores  𝑋0𝑖, 𝑍0𝑗  𝑋1𝑖, 𝑍1𝑗 

Writes  𝑋1𝑖, 𝑌1𝑖, 𝑍1𝑗 , ℎ𝐵𝑖𝑜(. )  into the 

smartcard 

Step 1: 

Selects < 𝐼𝐷𝑖 > 

 

 

 

 

 

Step 3: 

Input  < 𝐼𝐷𝑖, 𝑃𝑊𝑖 >  into smartcard 
Input < 𝐵𝑖 > at sensor device 

Sets < 𝑓𝑙𝑎𝑔 = 0 > 

Writes < 𝐴1𝑖 , 𝐵1𝑖, 𝑓𝑙𝑎𝑔 > into the 

smartcard and deletes < 𝑌1𝑖 > 

 

𝑀𝑠𝑔1 =< 𝐼𝐷𝑖 > 

𝐴1𝑖 ← ℎ𝐵𝑖𝑜(𝐵𝑖) ℎ(𝑃𝑊𝑖||𝐼𝐷𝑖) 

𝐵1𝑖 ← 𝑌1𝑖 ℎ(𝐼𝐷𝑖||𝑃𝑊𝑖||ℎ𝐵𝑖𝑜(𝐵𝑖)) 

 

 

 

 

 

Doctor (Ui/Smartcard)                                                     Medical Server (S)/ Base Station 

 
  
 
 
 
 
 
 
 

 

 

𝑀𝑠𝑔1 

Secure Channel 

Smartcard 

Figure 6: Registration phase of the proposed scheme

6.3. Login phase

When the user Ui decides to access the medical server’s data, s/he inserts her/his smart-card into the terminal and

does the login phase as the next step.

In detail, Ui inserts her/his ID′i and PW ′i and also extracts her/his biometric information B′i using the terminal’s

sensor device. Now, the smart-card computes A′ni = hBio(B′i) ⊕ h(PW ′
i ‖ID′i). If A′ni , Ani the terminal rejects the

smart-card. Otherwise it generates the new random numbers Ku and ri, and a timestamp T1. Using the information

stored information on the smart-card, Ui calculates Y ′ni = B′ni ⊕ h(ID′i‖PW ′i ‖hBio(B′i)) to compute messages C1 =

Ku ⊕ h(Xni‖Y ′ni‖T1), C2 = PID j ⊕ h(Xni‖Y ′ni‖Zn j‖T1), where PID j is the identity of the sensor node to which the user

wants to access to its data. Then, the smart-card checks the value of the f lag. If it is equal to 0, it means that the

previous session was successfully finished, therefore, it calcualtes C3 = Xni‖Zn j and sets the f lag = 1. Otherwise it

means that the last session was not terminated and the smart-card did not do perform the update. Then, the smart-card

computes C3 = h(r j‖Xni‖Y ′ni)‖h(ri‖Y ′ni‖Zn j). Now, the smart-card calculates C4 = h(C1‖C2‖C3‖Ku‖PID j‖T1‖ri) and

sends the message Msg2, which includes the tuple 〈C1,C2,C3,C4, r1,T1〉, to the medical server S through an insecure

channel.

6.4. Authentication and key agreement phase

In this phase, the user Ui executes the following five authentication steps to prove her/his legitimacy to S (see

Fig. 5). In addition, at the end of this session, Ui sets the session key with the other entities.

Step 1. When receiving the message Msg2 transferred from login phase, S uses the current time T2 and checks the

timestamp condition. If | T1 − T2 | is grater than ∆T , S aborts the connection. If not, for each tuple of 〈Xni =

(X0i, X1i),Zn j = (Z0 j,Z1 j)〉 in its database it computes Y ′ni = h(Xni‖s) and if C3 , h(r j‖Xni‖Y ′ni)‖h(r j‖Y ′ni‖Zn j),

and C3 ⊕ (Xni‖Zn j) , 0, it rejects the connection. Otherwise, it concludes that Xni and Zn j are valid. Then, S

calculates K′u = C1⊕h(Xni‖Y ′ni‖T1), PID′j = C2⊕h(Xni‖Y ′ni‖Zn j‖T1) and C′4 = h(C1‖C2‖Xni‖Zn j‖K′u‖PID′j‖T1‖ri).

Eventually, S compares the value of C′4 with the received C4. If it is not equal, the connection ends. Otherwise,
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𝑈𝑖  inserts smartcard into terminal  

Inputs <𝐼𝐷𝑖
′, 𝑃𝑊𝑖

′> and 𝐵𝑖
′ 

Computes   

If 𝐴𝑛𝑖
′ ≠ 𝐴𝑛𝑖 then <Reject> 

Else 

  Generates 𝐾𝑢, 𝑇1, 𝑟𝑖 
   𝑌𝑛𝑖

′ ← 𝐵𝑛𝑖
′ ℎ(𝐼𝐷𝑖

′||𝑃𝑊𝑖
′||ℎ𝐵𝑖𝑜(𝐵𝑖

′)) 

  𝐶2 ← 𝑃𝐼𝐷𝑗 ℎ(𝑋𝑛𝑖||𝑌𝑛𝑖
′ ||𝑍𝑛𝑗||𝑇1)  

  If 𝑓𝑙𝑎𝑔 = 0 then  

    𝐶3 ← 𝑋𝑛𝑖||𝑍𝑛𝑗 

    Sets < 𝑓𝑙𝑎𝑔 = 1 > 

  Else 

    𝐶3 ← ℎ(𝑟𝑖||𝑋𝑛𝑖||𝑌𝑛𝑖
′ )||ℎ(𝑟𝑖||𝑌𝑛𝑖

′ ||𝑍𝑛𝑗) 

 

𝐴𝑛𝑖
′ ← ℎ𝐵𝑖𝑜(𝐵𝑖

′) ℎ(𝑃𝑊𝑖
′||𝐼𝐷𝑖

′) 

  𝐶1 ← 𝐾𝑢 ℎ(𝑋𝑛𝑖||𝑌𝑛𝑖
′ ||𝑇1)  

𝐶4 ← ℎ(𝐶1||𝐶2||𝐶3||𝐾𝑢||𝑃𝐼𝐷𝑗||𝑇1||𝑟𝑖) 

𝑀𝑠𝑔2 =< 𝐶1, 𝐶2, 𝐶3, 𝐶4, 𝑟𝑖, 𝑇1 > 

Step 4: 

If |𝑇4 − 𝑇5| 𝑇 then <Reject> 
Else 

  𝐾𝑝
′ ← 𝐶9 𝐾𝑢 

  If 𝐶10
′ ≠ 𝐶10 then <Reject> 

  Else 

    Sets < 𝑓𝑙𝑎𝑔 = 0 > 

    Updates 

 

  𝑆𝐾𝑢 ← ℎ(𝐻𝐴𝐶𝑂𝑖||𝑃𝐼𝐷𝑗||𝐾𝑢||𝐾𝑝
′ ) 

  𝐶10
′ ← ℎ(𝑆𝐾𝑢||𝐾𝑢||𝐾𝑝

′ ||𝑇4) 

    𝑋(𝑛:1)𝑖 ← ℎ(ℎ(𝑟𝑖||𝑋𝑛𝑖) 𝑟𝑖 𝑌𝑛𝑖) 

    𝑍(𝑛:1)𝑗 ← ℎ(𝑌𝑛𝑖||𝑋𝑛𝑖) 𝐻𝐴𝐶𝑂𝑗 

Step 3: 

If |𝑇3 − 𝑇4| 𝑇 then <Reject> 
Else 

  𝐾𝑝
′ ← 𝐶9 𝐾𝑢

′  

  If 𝐶8
′ ≠ 𝐶8 then <Reject> 

  Else 

    𝐶10 ← ℎ(𝑆𝐾𝑠||𝐾𝑢
′ ||𝐾𝑝

′ ||𝑇4) 

    Updates 

 

  𝑆𝐾𝑠 ← ℎ(𝐻𝐴𝐶𝑂𝑗||𝑃𝐼𝐷𝑗
′||𝐾𝑢

′ ||𝐾𝑝
′ ) 

  𝐶8
′ ← ℎ(𝑆𝐾𝑠||𝑀𝑗

′||𝑇3) 

    𝑋(𝑛:1)𝑖 ← ℎ(ℎ(𝑟𝑖||𝑋𝑛𝑖) 𝑟𝑖 𝑌𝑛𝑖
′ ) 

    𝑍(𝑛:1)𝑗 ← ℎ(𝑌𝑛𝑖
′ ||𝑋𝑛𝑖) 𝐻𝐴𝐶𝑂𝑗 

    𝑀𝑠𝑔5 =< 𝐶9, 𝐶10, 𝑇4 > 

        
  

 

  

 
Doctor (Ui/Smartcard)                                                       Medical Server (S)/Base Station                                             Patient /Sensor Nodes (Pj)  

Login phase 

 
    
  
 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 

Authentication phase 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

𝑌𝑛𝑖
′ ← ℎ(𝑋𝑛𝑖||𝑠) 

𝐾𝑢
′ ← 𝐶1 ℎ(𝑋𝑛𝑖||𝑌𝑛𝑖

′ ||𝑇1) 

𝑃𝐼𝐷𝑗
′ ← 𝐶2 ℎ(𝑋𝑛𝑖||𝑌𝑛𝑖

′ ||𝑍𝑛𝑗||𝑇1) 

𝐶4
′ ← ℎ(𝐶1||𝐶2||𝐶3||𝐾𝑢

′ ||𝑃𝐼𝐷𝑗
′||𝑇1||𝑟𝑖) 

  𝐶5 ← 𝐻𝐴𝐶𝑂𝑗 ℎ(𝑀𝑗
′||𝑇2) 

  𝐶6 ← 𝐾𝑢
′ 𝐻𝐴𝐶𝑂𝑗 

  𝐶7 ← ℎ(𝐻𝐴𝐶𝑂𝑗||𝑀𝑗
′||𝐾𝑢

′ ||𝑇2) 

  𝑀𝑠𝑔3 =< 𝐶5, 𝐶6, 𝐶7, 𝑇2 > 

Step 1: 

If |𝑇1 − 𝑇2| 𝑇 then <Reject> 
Else 

For each tuple < 𝑋𝑛𝑖, 𝑍𝑛𝑗 > in database 

If 𝐶3 ≠ ℎ(𝑟𝑖||𝑋𝑛𝑖||𝑌𝑛𝑖
′ )||ℎ(𝑟𝑖||𝑌𝑛𝑖

′ ||𝑍𝑛𝑗) then 

  If 𝐶3 (𝑋𝑛𝑖||𝑍𝑛𝑗) ≠ 0 then <Reject> 

Else 

If 𝐶4
′ ≠ 𝐶4 then <Reject> 

Else <𝑈𝑖  is authenticated > 

  𝐻𝐴𝐶𝑂𝑗 ← 𝑍𝑛𝑗 ℎ(𝑋𝑛𝑖||𝑌𝑛𝑖
′ ) 

  𝑀𝑗
′ ← ℎ(𝑃𝐼𝐷𝑗

′||𝑠), 

𝑀𝑠𝑔5 

𝑀𝑠𝑔4 

  𝐾𝑢
′ ← 𝐶6 𝐻𝐴𝐶𝑂𝑗 

  𝑆𝐾𝑝 ← ℎ(𝐻𝐴𝐶𝑂𝑗||𝑃𝐼𝐷𝑗||𝐾𝑢
′ ||𝐾𝑝) 

  𝐶8 ← ℎ(𝑆𝐾𝑝||𝑀𝑗||𝑇3) 

  𝑀𝑠𝑔4 =< 𝐶8, 𝐶9, 𝑇3 > 

Step 2: 

If |𝑇2 − 𝑇3| 𝑇 then <Reject> 
Else 

  𝐻𝐴𝐶𝑂𝑗
′ ← 𝐶5 ℎ(𝑀𝑗||𝑇2) 

  𝐶7
′ ← ℎ(𝐻𝐴𝐶𝑂𝑗||𝑀𝑗||𝐾𝑢

′ ||𝑇2) 

  If 𝐶7
′ ≠ 𝐶7 then <Reject> 

  Else <𝑈𝑖  is authenticated > 

  Generates 𝐾𝑝 

  𝐶9 ← 𝐾𝑢
′ 𝐾𝑝 

 

𝑀𝑠𝑔2 

Insecure Channel Insecure Channel 

𝑀𝑠𝑔3 

Figure 7: Login, authentication and key agreement phase of the proposed scheme
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the user Ui is authenticated. After a successful authentication, S gets the access control string of the Ui as

HACO j = Zn j ⊕ h(Xni‖Yni). If this value is valid, it means that Ui can communicate with the sensor node

with identity PID j. Finally, S computes M′j = h(PID′j‖s), C5 = HACO j ⊕ h(M′j‖T2), C6 = K′u ⊕ HACO j and

C7 = h(HACO j‖M′j‖K′u‖T2) and then sends Msg3, which consits of the tuple 〈C5,C6,C7,T2〉, to the sensor node

P j.

Step 2. Once P j receives the Msg3, it checks the validity of the timestamp T2. If T2 is not within the allowed

margin, it aborts the connection. Otherwise, P j uses its M j value to obtain HACO′j = C5 ⊕ h(M j‖T2). Then

it extracts K′u = C6 ⊕ HACO j and computes C′7 = h(HACO′j‖M j‖K′u‖T2). If C′7 is not equal to C7, the session

ends. If equal, P j authenticates Ui, generates the random number Kp and calculates the session key S Kp =

h(HACO′j‖PID j‖K′u‖Kp). It also computes C8 = h(S Kp‖M j‖T3) and C9 = K′u ⊕ Kp, where T3 is the current

timestamp of P j. After that, P j sends 〈C8,C9,T3〉 to S as the response message Msg4.

Step 3. After receiving Msg4, S uses the current time T4 and verifies the timestamp condition. If | T3−T4 |> ∆T , S ter-

minates the connection. Otherwise, it extracts K′p = C9⊕K′u and the session key S Ks = h(HACO j‖PID′j‖K′u‖K′p).

Then, it checks the validity of message recieved C8 by comparing this value with h(S Ks‖M′j‖T3). If these two

values are not the same, S aborts the connection. Otherwise, it accepts the session key and also computes

C10 = h(S Ks‖K′u‖K′p‖T4) and updates X(n+1)i = h(h(ri‖Xni)⊕ ri ⊕ Y ′ni) and Z(n+1) j = h(Y ′ni‖Xni)⊕HACO j. Finally

it forwards the message 〈C9,C10,T4〉 to Ui as message Msg5.

Step 4. Once the message Msg5 is received, Ui checks the validity of the T4 timestamp. If the time T4 is not

within the threshold, it aborts the connection. Otherwise, it gets K′p = C9 ⊕ Ku and the session key S Ku =

h(HACO j‖PID j‖Ku‖K′p) and computes C′10 = h(S Ku‖Ku‖K′p‖T4). Then, it compares the value of the C10 re-

ceived with C′10. If it is not the same, it ends the connection. Otherwise it sets the f lag = 0 and updates

X(n+1)i = h(h(ri‖Xni) ⊕ ri ⊕ Yni) and Z(n+1) j = h(Yni‖Xni) ⊕ HACO j and rewrites them into the memory of the

smart-card.

At this point, the authentication phase is completed and the session key S Ku = S Ks = S Kp is successfully established

between the entities.

6.5. Ownership transfer phase

In this phase, the aim is to propose the mechanism that is in charge of lending the access permission to the data of

the target sensor from one user to another. This phase is executed as follows. By executing these steps, the user’s U1

access permission is revoked and the permission is transferred to another user U2.

1. A new user U2 who wants to get the access permission, s/he inserts her/his smart-card into the terminal and

enters ID′2 and PW ′2. U2 also extracts her/his biometric information B′2 using the terminal’s sensor device. Now,

it calculates A′n2 = hBio(B′2) ⊕ h(PW ′2‖ID′2) and checks whether A′n2 = An2. If not, the terminal rejects the smart-

card. Otherwise, U2, using the information stored on smart-card, computes Y ′n2 = B′n2⊕h(ID′2‖PW ′
2‖hBio(B′2)). It
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Step 3: 

Find matched  𝑋𝑛1 

Computes 𝑌𝑛1 = ℎ(𝑋𝑛1||𝑠) 

Extracts 𝐻𝐴𝐶𝑂𝑗 and 𝑀1 

Find matched  𝑋𝑛2 

Computes 𝑌𝑛2 = ℎ(𝑋𝑛2||𝑠) 

Extracts 𝐼𝐷2
′  and 𝑃𝑊2

′ 

If cannot find 𝑋𝑛1 and 𝑋𝑛2 then <Reject> 

Else 

  Updates 𝐻𝐴𝐶𝑂𝑗 

  Generates 𝑟2 

  𝑀3 ← 𝐸𝑌𝑛2
(𝑋𝑛2||𝑟0||𝑟1||𝐻𝐴𝐶𝑂𝑗||𝑟2) 

𝑀𝑠𝑔3 =< 𝑀3, 𝑟1, 𝑟2 > 

Step 4: 

Extracts 𝐻𝐴𝐶𝑂𝑗 and 𝑋𝑛2 

If 𝑋𝑛2 and 𝑟0 are not valid then <Reject> 

Else 

  𝑍𝑛𝑗 ← 𝑍𝑛𝑙 𝐻𝐴𝐶𝑂𝑙 𝐻𝐴𝐶𝑂𝑗  

  Writes <  𝑍𝑛𝑗> into smartcard 

  Generates 𝑟3 

 

   𝑀4 ← 𝐸𝑌𝑛2
′ (𝑋𝑛2||𝑟2||𝑟3||𝐻𝐴𝐶𝑂𝑗) 

𝑀𝑠𝑔4 =< 𝑀4, 𝑟2, 𝑟3 > 

Step 1: 

𝑈2 inserts smartcard into terminal  

Inputs <𝐼𝐷2
′ , 𝑃𝑊2

′> and 𝐵2
′  

Computes: 

If 𝐴𝑛2
′ ≠ 𝐴𝑛2 then <Reject> 

Else 

  Generates 𝑟0 

 

𝐴𝑛2
′ ← ℎ𝐵𝑖𝑜(𝐵2

′ ) ℎ(𝑃𝑊2
′||𝐼𝐷2

′ ) 

 𝑌𝑛2
′ ← 𝐵𝑛2

′ ℎ(𝐼𝐷2
′ ||𝑃𝑊2

′||ℎ𝐵𝑖𝑜(𝐵2
′ )) 

  𝑀1 ← 𝐸𝑌𝑛2
′ (𝑋𝑛2||𝐼𝐷2||𝑃𝑊2||𝑟0) 

𝑀𝑠𝑔1 =< 𝑀1, 𝑟0 > 

Step 2: 

𝑈1 inserts smartcard into terminal  

Inputs <𝐼𝐷1
′ , 𝑃𝑊1

′> and 𝐵1
′  

Computes 

If 𝐴𝑛1
′ ≠ 𝐴𝑛1 then <Reject> 

Else 

  Generates 𝑟1 

   𝑌𝑛1
′ ← 𝐵𝑛1

′ ℎ(𝐼𝐷1
′||𝑃𝑊1

′||ℎ𝐵𝑖𝑜(𝐵1
′ )) 

   𝐻𝐴𝐶𝑂𝑗 ← ℎ(𝑋𝑛1||𝑌𝑛1
′ ) 𝑍𝑛𝑗  

 

𝐴𝑛1
′ ← ℎ𝐵𝑖𝑜(𝐵1

′ ) ℎ(𝑃𝑊1
′||𝐼𝐷1

′) 

   𝑀2 ← 𝐸𝑌𝑛1
′ (𝑋𝑛1||𝑀1||𝑟1||𝐻𝐴𝐶𝑂𝑗||𝑟0) 

𝑀𝑠𝑔2 =< 𝑀2, 𝑟1, 𝑟0 > 

𝑂𝑇𝑅𝑒𝑞𝑢𝑒𝑠𝑡||𝑀𝑠𝑔1 

 

  

 

  

 

  Doctor (U1/Smartcard)                           Medical Server (S)/ Base station                              Doctor (U2/Smartcard)             

 

 
    
  
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Step 5: 

Extracts 𝐻𝐴𝐶𝑂𝑗  

If 𝐻𝐴𝐶𝑂𝑗 is not valid then <Reject> 

Else 

  Stores <𝐻𝐴𝐶𝑂𝑗> in database 

 

𝑀𝑠𝑔3 

𝑀𝑠𝑔2 

Insecure Channel Insecure Channel 

𝑀𝑠𝑔1 

𝑀𝑠𝑔4 

Figure 8: Ownership transfer phase of the proposed scheme
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then generates the random number r0 and calculates M1 = EY ′n2
(Xn2‖ID2‖PW2‖r0). Next U2 sends the message

Msg1 = M1‖r0 along with the ownership transfer request to the current user U1 who has the permission. This

message is transferred through a medical server.

2. Once U1 receives the message, s/he inputs her/his ID′1 and PW ′1 and also retrieves her/his biometric information

B′1 using the terminal’s sensor device. Now, it computes A′n1 = hBio(B′1) ⊕ h(PW ′
1‖ID′1) and verifies whether

A′n1 = An1. If not, the terminal rejects the smart-card. Otherwise, U1 generates a random number r1 and

calculates Y ′n1 = B′n1 ⊕ h(ID′1‖PW ′1‖hBio(B′1)) using the information stored on the smart-card. Then it computes

the access control string HACO j = h(Xn1‖Y ′n1) ⊕ Zn j and uses the encryption function Ek(·) to compute the

message M2 = EY ′n1
(Xn1‖M1‖r1‖HACO j‖r0). Finally, U1 sends the message Msg2 = M2‖r1‖r0 to the medical

server.

3. On receiving the message Msg2 transferred from the current user U1, the medical server finds the matched Xn1

to calculate Yn1 = h(Xn1‖s) for extracting HACO j and M1 by decrypting the message M2. Similarly it finds the

matched Xn2 to compute Yn2 = h(Xn2‖s) for extracting ID2 and PW2 by decrypting the message M1. If it cannot

find Xn1 and Xn2 in its database and also cannot get r0, it rejects the request. Otherwise it uses the new users U2

identity ID2 and password PW2 to update HACO j. In addition, it generates a random number r2 and computes

M3 = EYn2 (Xn2‖r0‖r1‖HACO j‖r2). Finally the medical server sends Msg3 = M3‖r1‖r2 to U2.

4. Once U2 received the message Msg3 transferred from the medical server, s/he checks the validity of r0 and Xn2.

If these values are valid, s/he extracts HACO j by deciphering the message M3 and uses Znl of the l-th sensor to

compute Zn j = Znl⊕HACOl⊕HACO j = h(Xn2‖Yn2)⊕HACO j⊕HACOl⊕HACO j = h(Xn2‖Yn2)⊕HACOl. Then

s/he writes Zn j on the smart-card. To inform the server that the ownership transfer was successfully, U2 generates

a random number r3 and calculates M4 = EY ′n2
(Xn2‖r2‖r3‖HACO j). Finally, s/he sends Msg4 = M4‖r2‖r3 to the

medical server.

5. When the message Msg4 is received, the medical server extracts HACO j by decrypting the message M4 and if

it cannot find this string in its database, it cancels the request. Otherwise, it stores HACO j which is calculated

for the access permission of the U2 to j-th sensor.

7. Security Analysis of the Proposed scheme

In this section, we analyze our proposed scheme LACO informally and formally. The security threats are based

on the Dolev-Yao model [21] and formal verification is done with the ProVerif language [44, 25].

7.1. Informal security analysis

In this section, we discuss the robustness of our proposed scheme against the most common attacks in IoMT

systems.
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7.1.1. Insider attack

Supposed a privileged insider entity attempts to obtain user-related information from the entire table stored on the

server. S/he can get Xni = h(IDS i‖IDi‖rs), Zn j = h(Xni‖Yni)⊕HACO j, and HACO j values and also eavesdrop messages

from a full session. Nevertheless, s/he cannot disclose any vital information related to the user (e.g., IDi, PWi and Bi)

by employing these three parameters, nor can calculate Msg2 without knowing Yni = h(Xni‖s) to impersonate the user

and establish a new session with the medical server. Therefore, the proposal is resistant to insider attacks.

7.1.2. Stolen smart-card attack

In this attack, the adversary needs to obtain important parameters using information stored in a non-tamper-

resistant smart-card. In the LACO authentication protocol, the adversary can only obtain the information

〈Ani, Bni, f lag, Xni,Zn j〉 stored in the smart-card. Due to the absence of some necessary values (IDi, PWi, Bi and

PID j), the adversary cannot calculate Msg2 to establish a new session. Furthermore, the collision-resistance prop-

erty of the one-way hash function provides additional robustness as an attacker cannot reveal the IDi, PWi and Bi

associated with the user Ui. Thus, security against the stolen smart-card attack is provided successfully.

7.1.3. Off-line password guessing attack

If an adversary finds a message (e.g., transferred in the protocol flow or stored in the smart-card) in which all

parameters are known except the password PWi, s/he can perform a dictionary attack and guess the password. In our

proposed scheme, all the messages involving PWi are computed by using Bi and IDi, so the adversary cannot find a

message whose only unknown parameter in it is PWi. Therefore, our proposed scheme is robust against this attack.

7.1.4. User impersonation attack

In this attack, the adversary attempts to provide the login messages either by eavesdropping or by computing these

messages to deceive the server as a legitimate user. In LACO if the adversary replays the login message Msg2 =

〈C1,C2,C3,C4, ri,T1〉 of the previous sessions to the server, the server checks the validity of Msg2 by verifying C4.

The adversary should forge C4 by employing Yni and PID j. Due to lack of any knowledge about the user’s identity

IDi, the password PWi and the biometric template Bi, the adversary cannot compute a valid C4. Therefore, in LACO

scheme user impersonation attacks are unsuccessful.

7.1.5. Medical server impersonation attack

To impersonate the medical server S , the adversary A has to send a valid message Msg3 = 〈C5,C6,C7,T2〉 to the

patient (sensor node). The challenge for A is to calculate C7 = h(HACO j‖M j‖Ku‖T2) s/he needs to know M j, Ku and

HACO j which is impossible. Thus, providing or falsifying the message as mentioned above is impossible for A. On

the other side, A cannot compute message Msg5 = 〈C9,C10,T4〉 because s/he has no knowledge of Ku, Kp, and S Ks.

So, A cannot fool the user either. Therefore, LACO scheme can resist the attack of medical server impersonation.
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7.1.6. Sensor node impersonation attack

In LACO scheme, when the sensor node P j authenticates a medical server S , as an acknowledgment, it computes

C8 = h(S Kp‖M j‖T3) and C9 = Ku ⊕ Kp and responds to S . To forge these two messages, the adversary A needs

to know Ku and Kp. Moreover, due to lack of knowledge about HACO j and PID j, s/he cannot calculate S Kp =

h(HACO j‖PID j‖Ku‖Kp). Therefore, A cannot falsify the messages of the sensor node to execute this attack.

7.1.7. Session key security

If the attacker tries to obtain a session key, s/he can do so either by eavesdropping the messages of the pro-

tocol or by computing it with the help of parameters extracted from smart-card memory. In LACO, the messages

C8 = h(S Kp‖M j‖T3) and C10 = h(S Ks‖Ku‖Kp‖T4) contain the session key (S Kp and S Ks). Nevertheless, in

these two messages, the session key is protected by the one-way hash function h(·). In addition, the parameters

the adversary gets from smart-card memory are M j and PID j which are not enough to compute the session key

S Kp = h(HACO j‖PID j‖Ku‖Kp). For all this, our proposed scheme satisfies the session key security.

7.1.8. Entity privacy

In this attack, an adversary A tries to find any information related to a certain user Ui (e.g., user’s identity IDi,

password PWi and biometric template Bi) or related to a sensor nod P j (e.g., sensor node’s identity PIDi). As in

LACO these parameters are never transferred in plain-text, and due to the collision-resistant property of the one-way

hash function h(·), it is computationally impossible for A to derive these parameters. Therefore, LACO preserves the

privacy of the user.

7.1.9. New user privacy

In the ownership transfer phase of LACO, the medical server S uses the identity ID2 and password PW2 of the

new user U2 and updates the string HACO j and then encrypts it with U2’s key Yn2 along with Xn2, r1, and r2 as the

message M3. Finally S sends this ciphertext to U2, so the old user U1 cannot decrypt M3 without knowing the value

of Yn2 and cannot get the updated HACO j. Therefore, the old user can never again access to the patient information

sensed by sensor nod P j.

7.1.10. Old user privacy

In the LACO scheme, in both authentication and ownership transfer phases, the value of the HACO j is not trans-

ferred in plaintext but is transferred using a one-way hash function. So after transferring the patient ownership to the

new user, the current user cannot get the value of previous HACO j. Therefore, the new user will not be able to track

past interactions between the patient and her/his previous user.

7.1.11. Windowing problem

In this attack, the adversary should not be able to find the any time interval in which the new user U2 and the old

user U1 can access the current patient information. In the LACO scheme, the medical server sends HACO j to the
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new user, then the new owner uses it to computes Zn j and stores it on the smart-card. Therefore so we cannot find a

time period in which both the new user (U2) and the old user (U1) can access the patient information. In short, the

windowing problem does not exist in LACO.

7.2. Formal security analysis

This section presents the formal security verification of the LACO authentication protocol. Various methods

are used for formal verification of security protocols in the literature (e.g., the BAN-logic [45], AVISPA [46],

ProVerif [25]). The well-known ProVerif language is used in this work. The ProVerif uses the Dolev-Yao cryp-

tography model [21] to evaluate the security level of the protocol. ProVerif supports cryptographic operations such

as symmetric encryption/decryption and hash functions. Some basic terms and process grammars of the ProVerif lan-

guage are presented in Table 3. The premises, which are our assumptions for the scheme channels, session keys, secret

keys, constants, functions, equations, queries and events in the analysis, are defined in Fig. 9. The processes linked

to the user Ui, the medical server S , and the sensor node P j are illustrated in Fig. 10. In the box on the left, we first

encoded the user registration phase and the rest corresponds to the encoding of the login, the authentication and key

agreement phases on the user side. In the same way, in the central box, we encoded the setup and registration phases

as well as the authentication and key agreement phases on the medical server side. Finally, in the box of the right, we

encoded the setup phase and the authentication and key agreement phases on the patient/sensor side. Eventually, the

results of the ProVerif verification are shown in Fig. 11. The results show that all the events result in “true” and also

demonstrate that LACO is secure.

In Table 2, we compare the security and functionality features of our LACO authentication protocol with other

schemes presented in the literature for IoMT systems. As for the table notation, Y and N indicate to “provide” and

“not to provide” the property of security and functionality, respectively.

8. Performance comparison

In this section, we evaluate the computation cost and communication cost of the LACO authentication and key

agreement protocol. We remind that LACO scheme has two main phases: 1) authentication and key agreement

phase; and 2) ownership transfer phase. The ownership transfer phase is executed when it is necessary to change

the proprietorship of the user/doctor. To the best of our knowledge, we are the first work to address the above task.

Therefore, in this section we only evaluate the authentication and key agreement phase.

8.1. Computation cost evaluation

To evaluate efficiency of LACO and compare it with previous work, we use the most common cryptographic tech-

niques for secure communications, such as AES cipher and SHA-1 hash algorithm. In [47] and [48], the execution time

and the length required for AES, SHA-1 and biohash are Ts = 0.1303 ms, Th = 0.0004 ms, and Tbh = 0.01 ms, respec-

tively. Therefore, the estimated computation cost for the proposed LACO scheme is 0.0212 ms, while for ZZTL [22],
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Table 2: Security/functionality features comparison

Attributes ZZTL [22] [23] [30] [24] [27] LACO

User untraceability preservation N Y Y Y Y Y

Security against replay attack Y Y Y Y Y Y

Security against user impersonation attack Y N N Y Y Y

Security against server impersonation attack Y N N Y Y Y

Security against sensor node impersonation attack Y N Y Y Y Y

Security against de-synchronization attack N Y Y N Y Y

Security against DoS attack N Y Y Y Y Y

Immunity against insider attack N Y Y Y N Y

Immunity against stolen smart-card attack Y Y N Y Y Y

Immunity against session key disclosure attack Y Y N Y Y Y

Immunity against off-line password guessing attack Y N N N N Y

Anonymity of the user Y Y N Y N Y

Support of three-factor security Y N Y N N Y

Support of access control N N N N N Y

Support of ownership transfer N N N N N Y

Table 3: Notations of the ProVerif language

Notation Description

f ree x : channel x is a public channel

f ree x : channel [private] x is a private channel

f ree y : bitstring [private] y is a global bit-string that is not known by the attacker

f ree y : bitstring y is a global bit-string that is known by the attacker

const y : bitstring y is a constant bit-string

new y : bitstring y is created as a fresh bit-string

table T (bitstring, bitstring, bitstring) T is the table which takes three records of bit-strings

insert T (a, b, c) Inserting the records a, b and c into the table

get T (= a, b, c) retrieving a record in accordance with parameters a, b and c

in(x, y) y is the input message received through channel x

out(x, y) y is the output message sent through channel x

f un defining the function

let y = a in Evaluating a y by a value a

i f M then N else P If condition M is satisfied then do N else do P

query attacker(y) Evaluating the secrecy of the term y against the simulated threat model

event e(y) Event e can occur if an evaluation of y is succesfull

in j-event(d(y)) ==> in j-event(e(z)) For each occurrence of the event d(y), at least there is an earlier occurrence of the

event e(z).

23



 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

(*-LACO channels-*) 

free c: channel. 

free sc0: channel [private]. 

free sc1: channel [private]. 

(*-LACO session keys-*) 

free SKu: bitstring [private]. 

free SKp: bitstring [private]. 

free SKs: bitstring [private]. 

(*-Server's secret key-*) 

free s:bitstring [private]. 

(*-LACO constants-*) 

free IDi: bitstring [private]. 

free PWi: bitstring [private]. 

free Bi: bitstring [private]. 

const IDSi: bitstring. 

const SIDi: bitstring. 

const PIDj: bitstring. 

const HACOj: bitstring. 

const f0: bitstring. 

const f1: bitstring. 

table T(bitstring,bitstring,bitstring). 

 

(*-LACO functions-*) 

fun h(bitstring):bitstring. 

fun hBio(bitstring):bitstring. 

fun xor(bitstring,bitstring):bitstring. 

fun con(bitstring,bitstring):bitstring. 

(* Scheme equations *) 

equation forall x:bitstring,y:bitstring; 

xor(xor(x,y),y)=x. 

 

(*-LACO queries-*) 

query attacker(SKu). 

query attacker(SKp). 

query attacker(SKs). 

query id:bitstring; inj-event(UserAuth(id)) 

==> inj-event(UserLogin(id)). 

 

(*—LACO events-*) 

event UserLogin(bitstring). 

event UserAuth(bitstring). 

 

Figure 9: Premises of the code for LACO

24



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

let User= 

out(sc0,IDi); 

in(sc0,(X:bitstring,Y:bitstring,Z:bitstring)); 

let A=xor(hBio(Bi),h(con(PWi,IDi))) in 

let B=xor(Y,h(con(IDi,con(PWi,hBio(Bi))))) 

in 

let F=f0 in 

 

! 

( 

event UserLogin(IDi); 

new uku:bitstring; 

new uri:bitstring; 

new uT1:bitstring; 

if A = xor(hBio(Bi),h(con(PWi,IDi))) then 

let uY = 

xor(B,h(con(IDi,con(PWi,hBio(Bi))))) in 

let uC1 = xor(uku,h(con(X,con(uY,uT1)))) in 

let uC2 = 

xor(PIDj,h(con(X,con(uY,con(Z,uT1))))) in 

if F = f0 then let uC3 = con(X,Z) else let uC3 

= 

con(h(con(uri,con(X,uY))),h(con(uri,con(uY,Z

)))) in 

let F=f1 in 

let uC4 = 

h(con(con(con(con(con(con(uC1,uC2),uC3),uk

u),PIDj),uT1),uri))in 

let Msg2 = (uC1,uC2,uC3,uC4,uri,uT1) in 

out(c,Msg2); 

in(c,(uC9:bitstring,uC10:bitstring,uT4:bitstring

)); 

let ukp = xor(uC9,uku) in 

let SKu = 

h(con(con(con(HACOj,PIDj),uku),ukp)) in 

if uC10 = h(con(con(con(SKu,uku),ukp),uT4)) 

then 

let F = f0 in 

let Xnew = h(xor(xor(h(con(uri,X)),uri),uY)) 

in 

let Znew = xor(h(con(uY,X)),HACOj) in 

let X = Xnew in 

let Z = Znew in 

0 

). 

 

let Patient = 

in(sc1,pMj:bitstring); 

! 

( 

in(c,(pC5:bitstring,pC6:bitstring,pC7:bitstring,

pT2:bitstring)); 

new pkp:bitstring; 

new pT3:bitstring; 

let pHACOj = xor(pC5,h(con(pMj,pT2))) in 

let pku = xor(pC6,pHACOj) in 

if pC7 = 

h(con(con(con(pHACOj,pMj),pku),pT2)) then 

let SKp = 

h(con(con(con(pHACOj,PIDj),pku),pkp)) in 

let C8 = h(con(con(SKp,pMj),pT3)) in 

let C9 = xor(pku,pkp) in 

let Msg4 = (C8,C9,pT3) in 

out(c,Msg4); 

0 

). 

 

let SRegU = 

in(sc0,SIDi:bitstring);  

new Srs:bitstring; 

let SX = h(con(con(IDSi,SIDi),Srs)) in  

let SY = h(con(SX,s)) in 

let SZ = xor(h(con(SX,SY)),HACOj) in 

insert T(SIDi,SX,SZ); 

out (sc0,(SX,SY,SZ)). 

 

let SRegP = 

let SMj = h(con(PIDj,s)) in 

out(sc1,SMj). 

 

let SAuth = 

in(c,(SC1:bitstring,SC2:bitstring,SC3:bitstring,

SC4:bitstring,Sri:bitstring,ST1:bitstring)); 

new ST2: bitstring; 

get T(=SIDi,SX,SZ) in 

let SY = h(con(SX,s)) in 

if SC3 = con(SX,SZ) || SC3 = 

con(h(con(Sri,con(SX,SY))),h(con(Sri,con(SY

,SZ)))) then 

let Sku = xor(SC1,h(con(con(SX,SY),ST1))) 

in 

let SPIDj = 

xor(SC2,h(con(con(con(SX,SY),SZ),ST1))) in 

if SC4 = 

h(con(con(con(con(con(con(SC1,SC2),SC3),S

ku),SPIDj),ST1),Sri)) then 

event UserAuth(SIDi); 

let SHACOj = xor(SZ,h(con(SX,SY))) in 

let SMj = h(con(PIDj,s)) in 

let C5 = xor(SHACOj,h(con(SMj,ST2))) in 

let C6 = xor(Sku,SHACOj) in 

let C7 = 

h(con(con(con(SHACOj,SMj),Sku),ST2)) in 

let Msg3= (C5,C6,C7,ST2) in 

out(c,Msg3); 

in 

(c,(SC8:bitstring,SC9:bitstring,ST3:bitstring)); 

new ST4:bitstring; 

let Skp = xor(SC9,Sku) in 

let SKs = 

h(con(con(con(SHACOj,SPIDj),Sku),Skp)) in 

if SC8 = h(con(con(SKs,SMj),ST3)) then 

let C10 = h(con(con(con(SKs,Sku),Skp),ST4)) 

in 

let SXnew = 

h(xor(xor(h(con(Sri,SX)),Sri),SY)) in 

let SZnew = xor(h(con(SY,SX)),SHACOj) in 

let SX = SXnew in 

let SZ = SZnew in 

let Msg5 = (SC9,C10,ST4) in 

out(c,Msg5). 

 

let S = SRegU | SRegP | SAuth. 

process !User |!S |!Patient   

 

Figure 10: ProVerif scripts of LACO
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Query not attacker(SKu[]) 

RESULT not attacker(SKu[]) is true. 

Query not attacker(SKp[]) 

RESULT not attacker(SKp[]) is true. 

Query not attacker(SKs[]) 

RESULT not attacker(SKs[]) is true. 

Query inj-event(UserAuth(id)) ==> inj-event(UserLogin(id)) 

RESULT inj-event(UserAuth(id)) ==> inj-event(UserLogin(id)) is true. 

Figure 11: ProVerif results of LACO

He et al.’s protocol [23], Das et al.’s scheme [30], Amin et al.’ protocol [24] and Kumar et al.’s scheme [27] is 0.0476

ms, 1.1755 ms, 0.0072 ms, 0.0148 ms, and 0.9141 ms, respectively. It is clear from Table 4 that the computation cost

for the proposed scheme is lower than that of all other existing schemes, with the exception of the protocols [30] and

[24]. In terms of communication cost, LACO transmits a slightly lower number of bits than [24] and double than [30].

Although [30] in numbers is more efficient than LACO, note as you can see in the Table 2 that this solution is much

more insecure, which makes the LACO schema a more appropriate solution from the point of view of security and

sensor resources.

As for the sensor point of view, the cost on this side is shown in Table 5. From these results, it is clear that the

LACO scheme is more efficient than the other schemes for this perspective. Note that because the authors did not

consider the sensor node in the ZZTL scheme, no value could be provided for this protocol in the Table mentioned

above.

From the foregoing We conclude that the proposed scheme offers additional functionality features (like access

control, and three-factor security) and provides better security than the predecessor schemes (see Table 2). At the

same time, it is very efficient in terms of resource consumption which allows it to be implemented in sensors with

constrained resources.

Table 4: Overall computational and communication cost of the IoMT authentication schemes

Scheme Total computation Communication Estimated

cost cost (bits) time (ms)

ZZTL [22] 19Th + 4Tbh 1120 0.0476

He et al. [23] 7Th + 9Ts 1216 1.1715

Das et al. [30] 18Th 1280 0.0072

Amin et al. [24] 37Th 2720 0.0148

Kumar et al. [27] 5Th + 7Ts 2592 0.9141

LACO 28Th + 1Tbh 2208 0.0212
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Table 5: Sensor node computational cost of the IoMT authentication schemes

Scheme Computation cost Estimated time (ms)

ZZTL [22] − −
He et al. [23] 1Th + 2Ts 0.261

Das et al. [30] 8Th 0.0032

Amin et al. [24] 6Th 0.0024

Kumar et al. [27] 1Th + 2Ts 0.261

LACO 4Th 0.0016

8.2. Communication cost evaluation

In Table 4, we also provide a communication comparison between our proposed LACO protocol and the prede-

cessors presented for IoMT systems. In our experiments, the timestamp is 32 bits, the output of the hash function is

160 bits, the random numbers length is 160 bits, and AES cipher outputs 256 bits. Although the communication cost

of ZZTL, [23] and [30] is less than LACO, our scheme offers additional functionality features (like access control,

and three-factor security) and provides a security level higher than ZZTL, [23] and [30] (see Table 2).

9. Conclusion and Future works

The e-health management systems integrated by IoT faced several challenges, such as secure communications and

authentication and key agreement protocols. The most important limitation in these systems is the limited resources

of IoT sensors, which makes it difficult to provide an adequate security level for the system. In this work, we present

a new authentication and key agreement protocol that preserves anonymity and provides an access control mechanism

for the user. Our proposed protocol, called LACO, can also cover the transfer of user/doctor ownership. In the LACO

scheme, when it is necessary to change the proprietorship of the user/doctor, the ownership transfer phase is executed

with the help of the medical server. To the best of our knowledge, LACO is the first contribution that addresses the

ownership transfer of the user/doctor in IoMT systems. We evaluated both the security and efficiency of LACO and

demonstrated that our proposed scheme is secure and practical for being employed in IoMT systems. As future work,

we would like to implement LACO on a low-cost hardware platform and demonstrate that it can be used in the real

world. In addition, a key aspect to study also on the proposed solution is its impact on the quality of service offered

to patients, which could be studied with a pilot project in the hospital with a small group of patients. Note that in

healthcare there is always a balance between the patient safety and the security of the scheme supported on-board

by the medical device. Finally, the integration of the proposed scheme with existing standards and regulations in the

medical field is very relevant and should be studied in the future as well.
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- We present several serious security attacks against Zhang et al. scheme (called 

ZZTL). Our proposed attacks include user traceability, de-synchronization, DoS 

and insider attacks. 

- In order to increase the security level offered by ZZTL protocol, we fix all 

security faults found in this scheme. 

- We propose a new architecture involving three main entities. We also provide the 

access control mechanism during the authentication phase. 

- We also consider the situation where the current doctor of the patient wants to 

transfer her/his privileges to a new doctor (ownership transfer). 

- The security of the proposed scheme is examined from a formal (ProVerif 

language) and informal point of view. 

- The efficiency of our proposal is higher than the predecessor schemes. Therefore 

our scheme can be used for resource-constrained sensors in IoT systems. 
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