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Abstract

The use of the Internet of Things (IoT) in the electronic health (e-hea. ™) m._.agement systems brings with it many
challenges, including secure communications through insecure :~dio char iels, authentication and key agreement
schemes between the entities involved, access control protocols ai. ' also schemes for transferring ownership of vital
patient information. Besides, the resource-limited sensors in . - 101 nave real difficulties in achieving this goal. Mo-
tivated by these considerations, in this work we propose a ~~w lightw sight authentication and ownership transfer pro-
tocol for e-health systems in the context of IoT (LACO in sh. v ). The goal is to propose a secure and energy-efficient
protocol that not only provides authentication and key « 1. ment but also satisfies access control and preserves the
privacy of doctors and patients. Moreover, this is the ~r. & that the ownership transfer of users is considered. In the
ownership transfer phase of the proposed scheme, the meaical server can change the ownership of patient information.
In addition, the LACO protocol overcomes t'.e secu ‘ty flaws of recent authentication protocols that were proposed
for e-health systems, but are unfortunately vuli. -able (o traceability, de-synchronization, denial of service (DoS), and
insider attacks. To avoid past mistakes, v e pr- sent formal (i.e., conducted on ProVerif language) and informal security
analysis for the LACO protocol. All t'.1s ens.. > that our proposed scheme is secure against the most common attacks
in IoT systems. Compared to the p edec. ~sor schemes, the LACO protocol is both more efficient and more secure to
use in e-health systems.

Keywords: E-Health Systems, L.~ net of things (IoT), Cybersecurity, Personal data, Three-factor authentication

protocol, Ownership transf .r pr” cocol.

1. Introduction

Health-care i. an indi pensable part of human life. In addition, in recent decades there has been an increase

in life expect-~~v Because of this, there has been an increase in the population over the age of 65 who regularly
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demand medical services of some kind. Due to the large number of patients, the provision .f high-quality care to
at-risk patients may be interrupted or the quality of service may deteriorate. While tech: ology ~annot reduce the
demand for health services, it can at least offer potential solutions by integrating traditio’ al h alth-care systems with
electronic devices [1]. Recent health-care systems, called e-health systems, are supporteu -  electronic devices with
wireless connectivity, which are currently communicated through a central device (e~tewa, > which usually transmits
the collected data to a cloud [2, 3] —in the future, the devices will be able to cor imur .caw directly with each other.
The use of these systems provides virtual consultations to patients such that the ~~st m., ~rity of them can rest at home
and be treated with telemedicine, which is provided by doctors and hospitals [4, 1]. \ "ith advances in the Internet of
Things (IoT) systems, many medical and wearable devices, equipped wi*’. sensu.., and placed in or on the patient’s
body, can collect the vital real-time data and transmit it to a base stati 'n "», 6] This base station could be a kind
of smartphone or tablet carried by the patient and would send the collec ~d wrormation to the hospital server [7, 8].
Finally, authorized users such as doctors and nurses can access the. ~ data t do or decide the best. As for the user’s
connection to the medical server, the user must be authenticated . 2n early stage, usually using a smart card [9].
Likewise, for some devices communication is bi-directional an.’ authorized entities such as physicians can change the
reprogramming of patient devices [10, 11].

Such a system, in which the patient is equipped with diffc :nt sensors and a doctor can monitor her/him remotely
and instantly and know her/his vital signs online, is calle' ln. *net of Medical Things (IoMT) [12, 13, 14]. In Figure
1 we can see the different environments and possibi. “nuu... Various classifications of the IoMT, its possible appli-
cations, and the associated security and privacy problems are presented in [15, 16]. In IoMT system, patient privacy
is crucial and an unauthorized user should nc . be ablc to link any information to a particular patient [17]. In addition,
each user can access the part of the data f, whic' s/ e has access. This access control mechanism is defined by the
medical server and provided to the use’ by f.e pcicies stored on the smart-card. Additionally, the current owner of
this privilege should be able to give u- it to an. ".er user with the help of the medical server. To access the information,
the legitimate user must be logged 1nto u. system and go through the authentication process. The user can then set
a session key with the sensors /..g., yacemaker or smart ECG T-shirt [18]) that collect patient information [19, 20].
The most relevant issue in this sy. ~m is that the communication channels between the user, medical server and the
patient are public channel’ that are i1secure and the adversary can easily eavesdrop all the messages exchanged on

these channels.

1.1. Scheme requireme. *<

The proposec scheme or [oMT system should meet the following requirements, in which (F), (S) and (P) indicate
the functional, secui.., .ad privacy requirements respectively.
(F1) Acces ~ ¢ ntrol: Any legitimate user (doctor) can only access the part of the patient information allowed by

the access control . xechanisms defined by the medical server.
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(F2) Energy consumption: The scheme for IoT system. w’.h resource-constrained sensors should be efficient in
terms of computation and communication.

(F3) Ownership trans fer: Accessibility to pati~nt info, mation can be revoked from one doctor and transferred to
another.

(81) Mutual authentication: The legitima , [ =ach entity must be validated before establishing the session key
and transferring information.

(82) Confidentiality: Only authorize 1 usr rs (doctors) should be able to access patient medical information.

(8 3) Integrity: The freshness and ‘nte. ty o’ all messages must be provided to ensure that the messages received
have not been altered during transm ». ~n.

(S4) Availability: All users (' ~tors) must have easy access to the patient’s medical data (collected by the user
Sensors).

(P1) Entity privacy pre erving: ~.iadversary should not be able to extract any information related to the doctor’s
identity. In addition, patien. > vacv must be preserved.

(P2) Untraceabilit ;: No 2-tacker should be able to track the target user.

(P3) Old owner pr. acy p- 2serving: When ownership of the patient’s information is transferred to a new owner,
the new owner s'.ould t unable to trace back any previous communication between the previous owner and the
patient.

(P4) New Wi

vacy preserving: When the ownership of the old owner is revoked, the old owner should not

I

be able to track a. v current communication between the new owner and the patient.



1.2. Threat Model

The assumed threat model for IoMT system mainly is based on the model proposed b, the v ~lev-Yao [21]. In
this model, the adversary can intercept all the messages transferred in the protocol (passi e ac versary). S/he can also
modify, delete and block messages that are transferred through the insecure channel (acti. adversary). We assume
that the adversary can also execute a side channel attack and then can get the secr~*< sto. 1 on the smart card and
the data stored on the medical server. In addition, the adversary can perform an nsid .r auuck to capture the private

information stored in the server’s database.

1.3. Motivation

Under the above system requirements and threat model, the proposa’ of a cc. ve authentication protocol for loMT
systems is an important issue and raises a number of issues (i.e., s. “rity, » vacy, access control, and ownership
transfer). Because of these challenges, several authentication protocols h ve been recently proposed in literature
[22, 23, 24], but most of them have security faults or are not cony, ~tible ....h all required features.

Furthermore, the sensors used in these systems have resor __ II.......ons, so the authentication protocol proposed
for these systems must not only be secure but also sufficiently effic. mt. As a result, using lightweight cryptographic

primitives can be a good solution to this problem.

1.4. Contribution

The contributions of this article are summarized b’ ~w.

e We show how the Zhang et al. scheme (ca.'~d ZZTL) [22] does not guarantee, contrary to what the authors
claim, many of the security properties hat are required of an authentication protocol in an IoMT system. In
particular, we present several attac s a ainst the ZZTL scheme including user traceability, desynchronization,
DoS and insider attacks. To incrrase e le el of security offered by the ZZTL protocol, we solve all the security

problems found in this schem ..

e We propose a new archif .ctu,  that is composed of three main entities: 1) user group (doctors, nurses and
hospital managers); 2) me..” al server; and 3) patient group (see Section 3.3). The proposed protocol (called
LACO) provides auf’.enti ation and key agreement. Privacy and access control are also guaranteed. Therefore,

only authorized entities « *n .ccess sensitive patient information.

e We consider the situatio . where the patient’s current doctor wants to transfer her or his privileges to a new

doctor. To ¢ a1 with this situation, we propose an ownership transfer phase in the LACO scheme.

e The security *the proposed scheme is examined from both a formal (ProVerif language [25]) and an informal

point 01 7iev (sce Section 7).

e The efficienc, of our proposal, as shown in Section 8, is higher than that of the predecessor schemes. Therefore,
our scheme can be used for resource-constrained sensors in [oMT systems.
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1.5. Paper organization

The rest of the paper is organized as follows. The related work is presented in Section 2. “-eliminaries and
notations are explained in Section 3. The Section 4 provides a review of the ZZTL prc.oco and its drawbacks. In
the Section 5, we present the security analysis of the ZZTL protocol. Our new sck=me .. nroposed in Section 6.
The security analysis and performance evaluation of the proposed scheme are disc® = "=d in "=ction 7 and Section 8§,

respectively. Finally, we draw some conclusions in Section 9.

2. Related work

In this section, we provide a holistic review of the literature that adc ‘essr . sc “urity problems and solutions in the
medical field. In particular, several e-health security schemes have b. *n pro~~ ¢d in recent years (e.g., [26, 27, 28])
to solve the problem of pair-wise shared keys between various entities (i.e., ratient, sensors, and server). In [29], the
authors provide an in-depth review of authentication schemes ba. 1 on lLaptic-curve cryptography (ECC) and show
how most of the existing schemes are not suitable for [cTM ,_...... uue to their security vulnerabilities and/or the
large number of resources they consume.

In [26] Le et al. present a mutual authentication protocoi, w'iich supports access control using Elliptic-curve cryp-
tography. They indicate that the scheme consumes litti. c. ~rgy and is secure against some common attacks such as
DoS and reply attacks. However, the authors in [27 “_—=d s me security vulnerabilities in [26]. To be precise, Kumar
et al. in [27] present a two-factor authentication mechau. ‘m that provides mutual authentication and access control
between the user and the medical sensor. The « sys. m relies its security on asymmetric cryptography. Although the
proposal is interesting, it lacks to consider the j+ivac' and security of the ownership transfer problem. Subsequently,
Chang et al. introduce a biometrics-base . use authentication scheme that allows the legitimate user/patient to access
the remote medical server using a co’’ision. *=si (ant one-way hash function [28]. This method prevents the modifi-
cation of the transmitted data throv zh . a malicious user, but according to [30] it fails to manage the data flows in
the login, authentication and pas‘ w. d exchange phases. In addition, it cannot protect the system against well-known
attacks, such as an insider or u. -".a-the-middle attack. Indeed, Das and Goswami in [30] present an enhancement
scheme and formally valid e it security using AVISPA. Their authentication mechanism uses a symmetric secret
session key between the usc. nd “.ae server to protect communications between both entities. Note that these last
two mentioned protoc /s do . t support the ownership transfer and three-factor authentication, nor the validation of
privacy and security for “he ar ess control that is done in the LACO proposal.

In 2015, Ami (et al. [. '] found important security faults in [30]. These problems include user anonymity problem,
off-line password g. ~<<i~ s attack, smart card theft attack, user impersonation attack, server impersonation attack, and
session key d. <lo’ ure attack. To fix all this, they propose a robust remote user authentication scheme for e-health
systems. For valic “tion, they use the BAN logic to ensure the security of the mutual authentication and session key

agreement schemes. After a thorough review of the paper, we realized that in [31] the patient can be tracked. Also,
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the scheme does not validate the password used for authentication and there is no mechanism *» combat DoS attacks.
Conversely, all these characteristics are covered in LACO proposal. Wang et al. [32] preser.. an 1.. ~resting review of
two-factor authentication schemes. The authors point out how smart card breach attacks - oulc compromise the entire
system if the verification value is stored in the smart card. In addition, the attacker can eas.._ guess the user password
within polynomial time. In [24], the authors analyzed the security of several authenti~atio.. ~chemes [23, 33, 27] and
proposed a novel two-factor authentication scheme for health care systems. Ur ortu .ate.,, their improved scheme
remains vulnerable to off-line password guessing and de-synchronization attac~ The. ~fore, the two-factor model is
not a secure model. Furthermore, these techniques cannot securely handle @ :cess coi ‘rol and ownership transfer, as
is the case in the proposal presented in this article.

To solve the two-factor problem, researchers add biometric feature t- he t vo-factor model and present three-
factor schemes. Several researchers have introduced three-factor authen. ~ation schemes for the medical context [34,
35, 36]. In [34] Farash present a user authentication and key agrec. “=nt sch me that is robust, among others, against
smart card attack, man-in-the-middle attack, untraceability and ins. '=r attack, being validated with BAN-logic and
AVISPA tools. Nevertheless, as described in [35], the above . “heme has some shortcomings. First, it is vulnerable
to off-line password-guessing and user impersonation at ... -~ Secondly, it suffers from a lack of preservation of
users’ anonymity. Motivated by this, Amin et al. [35] d=sign . secure three-factor user authentication protocol for the
IoT system and present formal and informal validation « vai.* active and passive attacks. After that, Arasteh et al.
[36] discover replay and DoS attacks against [35]. .* auu...on, in [37] Jian et al. show several attacks against [35]
including traceability and session key disclosure. They then propose a new scheme based on the Rabin’s cryptosystem.
Later, the same authors in [38] enhance the LFA prc ocol of Lu et al. [39] to overcome its security pitfalls such as
identity disclosure and user/server impers .natio.. °t* «cks. Although their proposal is novel and efficient, it lacks for
management in the ownership transfer 7 «d d .ca ir egrity.

In 2017, Liu and Chung [40] intr* duce a u. r authentication scheme using bilinear pairing and a trusted authority
to authenticate the user. They alsc estab.. h secure communication between a user and a sensor node. The scheme
turned out not to be as secure - s it vas supposed to be [41]. For this reason, Challa et al. present a three-factor
authentication and a key agreem. * scheme suitable for wireless health-care sensor networks, which is based on
lightweight ECC [41]. Rer entl* in [2], Zhang et al. propose a three-factor authenticated key agreement scheme for
e-health systems to prote~t usc. v vacy through the use of a dynamic authentication mechanism. The authors state
that their proposed scl >me is p. Hved to be semantic secure under the real-or-random model. Despite this, in Section 5
we show how the »* ve p...ocol suffers from several attacks including de-synchronization, DoS, and insider attacks.
LACO scheme ai 1s to adc ‘ess the security weaknesses of all its predecessors and the details are found in the following

sections.



3. Preliminaries and Notations

This is followed by a presentation of the Biohash function, the access control string and ~ descriptiun of the overall

structure of the IoT system.

3.1. Biohash function

The biohash function converts the biometric template of the human fingerp. ts 1nto a bits vector. This func-

tion [42, 43] has the following main properties:

e This function must have a low false rejection of the valid user.

e It should be computationally unfeasible for an adversary to revert u.. bits * ector into its original feature vector.

3.2. Access control string

In our scheme, we suppose that the medical server provides a stru.,_ called HACO, displayed in Fig. 2, for the user

(U;). This string has the following properties:

o It is the output of an irreversible hash function with a ¢ »r stant length of 160 bits like SHA-1. The use of a hash

function guarantees the anonymity of the input sti g

e As an input of the hash function, the medical . ‘wver uses the user identity, dynamic attributes (e.g., location,
time, noise), static attributes (e.g., the role of the user, hospital) and a user password. Fig. 2 presents an example

of the input string.

This string is stored in the medical s ;ver .nd indicates that the owner has access to which sensors.

3.3. Proposed architecture

Our e-health system architect . is comprised of three main entities as shown in Fig. 3. To be precise, i) Medical
server (§) that can collect infc. »ati ,n from patients using base stations (e.g. smart-phone or tablet) and provides the
access control mechanisms “or ucers to access vital patient data; ii) Group of users (U;) that can be doctors, nurses and
hospital managers. These c.. tes 1 .ast register on S using their smart-card. Through the use of this smart-card, the

legitimate user can acc ss to t! = part of the information sensed by the sensors for which the patient is authorized; and,

HACO

| ID; |Temp |Locati0n| Role | PW; |

User's . lentity Example of dynamic attributes ~ Example of static attributes User's password

Figure 2: An example of user (doctor) access control string (HACO).
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iii) Group of patients (P;) that are equipped with wearable-medical-devices or implantable sen- ors. These sensors can
collect the vital information related to the patient’s body condition and then send these datz 0 S . “th the help of the

base stations.

3.4. Notation

The notation used in this paper is summarized in Table 1.

Table 1: Notation

Notation Description

S The medical server

U; The i-th user (doctor) of t.. =-heaith sys-
tem

1D; The identity of the i-. ™ user

PID; The identity 0! -.c j-ure scusor

IDS; The identitv of the ». -art-card given to

the i-th user

PW; The pas v +d lir. "ed to the i-th user

B; The biomeu. ‘¢ traits belonging to the i-th
user

r, and K, The random numbers

T, The c rrent time stamp

s 1.~ aaster key of the medical server

SK,,SK SK T e session key calculated respectively
oy the doctor, the medical server and the

sensor node of the patient

Fac The hash of the access control string
R A one-way hash function

h (9 A secure biohash function

D XOR operation

I Concatenation operation

4. Review of ZZ "\ schr .ne

In this sect: m we briefly introduce the ZZTL authentication protocol [22], which consists of the user registration,

login and authentic stion phases [22].
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4.1. Registration phase

In this phase of the protocol, the user U; uses a secure channel to execute the following steps 1. ~onjunction with

the medical server S.

Step 1. The user U; chooses an identity ID; and the password PW; and then extracts . ~v/his viometric data B; and
finally generates the random number ;. Then, s/he computes C; = A(ID;||F ¥i|li - (B;)) and C, = B; ® r; and
sends the tuple (Cy, C;) to the S as shown by Msg; in Fig. 4.

Step 2. Upon receiving the registration request, the medical server S usesits r aster ke ' s to compute M = h(hpg;,(C>)||s).
Next, S generates a random number r, and calculates Wy; = h(hp;,(C> © ) .nd stores both value of C, and
W), in its database along with Wy; that is NULL at first. Then, S cr.up tes X;; = h(IDS||C,||M) & r, and
Y, = M & C and stores {IDS;, h(-), hg;,(+), X1;, Y1;) into the sm. “t-carc' i~ given to the user U,.

Step 3. Once the user receives the smart-card, s/he computes Vy; =~ r| @ hg;, B;) and writes it to the smart-card.

4.2. Login phase

When the user U; wants to access the data stored on the medic..’ <erver S, s/he inserts her/his smart-card into the

terminal and performs the following steps to log into the sy. er .

Step 1. U; inserts her/his 1D} and PW/ and also allows e . ~auisition of her/his biometric information B; using the
terminal’s sensor device.

Step 2. U, generates a new random number r3. Using the nformation stored on the smart-card, U; calculates the
messages C| = h(ID}||PW]||hgi,(B)), M" = 1 & C|, 1, = Xp @ h(IDS||CIIIM"), ¥} = Vyi @ hpio(B)), C3 =
hpio(B;® 1 ®715),Cy = Bi®r @1 M|, a.d Cs = r3 ® hpio(B; ® r}) and sends the message Msg>, which

consists of tuple (C3, C4,Cs), tot" e m dica’ server S through an insecure channel.

4.3. Authentication and key agreei.cent p:. “<e

In this phase, the user U; ex .cute . five authentication steps to prove her/his legitimacy to S (see Fig. 5).

Step 1. After receiving the aessage .."sg; from the login phase, S calculates W), = h(C3) and then searches for the
same value in its data. ~<:. If °. can find W;; = W/, it obtains the related C5. If not, it does the searching again in
the column Wy; “ find i Wo; = W, .. Eventually, if a matching it is found, it extracts the related C>. Otherwise,
it finally aborts 1. = conn ction —note that if Wo; = W, then S sets Wy; = Wy,.

Step 2. Then, S .enerat. - the new random number r4 and computes M* = h(hg;,(C2)|s), ry = Cs @ hpj,(C) and
Bior; =Cy " (M s (7). Next, it checks if B; ® r| and C, are within a defined threshold. If the threshold cannot
satisfy ."e a: ,..._ed value stored in the database, the session ends. Otherwise, S computes Cs = 74 ® h(B; ® r7)

and C7 = h.'B; @ r})|Ir}|lr4) and then sends the Msgs (i.e., (Cg, C7)) to U,.

10
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Figr e 5: ZZTL login, authentication and key agreement phases
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Step 3. Once U, receives the Msgs, s/he extracts 1y = Cg ® h(B; @ r}) and checks the corr ctness of C7 received
by comparing this value with the computed value of A((B; ® r)lIr3lr}). If the checl. fails, 7/; terminates the
connection. Otherwise, s/he computes Cg = h(hpo(B; & r; ® ry) & ry) and X1y = n(L S ||ClIIM") @ r). After
this s/he calculates the session key S K, = h(M’||r3||r;) and then sends (Cg) to § as cu. (rmation message M sgy.

Step 4. After receiving the Msg,, the S verifies the validity of Cg by comparing this v~lue w. ™™ h(hp;,(B;®r| ©r4)®ry).
If these two values are not equal, S aborts the connection. Otherwise, 7 cor putc. the session key S K =
h(M*||r}|Ir4) and also computes Wiu1)i = h(hpio(Ca @ r4)). It then replac== {Wo;, ™1;) by (Wi;, Wiui1)). Finally
S calculates Cy = h(S Kl||r4) and forwards the message (Cy) to U; as tl = messa; = Msgs.

Step 5. Once the message Msgs is received, U; checks whether the equ ..on Co — A(S K, ||r}) is satisfied. If not, it

aborts the session. Otherwise, U; accepts the session key S K, ana = aces X, by X1y

5. Security Analysis of the ZZTL Protocol

In ZZTL protocol [22], the authors stated that their scheme i not ~=- secure against several attacks in [oT systems
but also secure against insider attacks. In this scheme, the first piv ~col message sent in the login phase contains the
constant value C3 which is updated at the end of each pro ~ce . session. In this protocol, S stores the old dynamic
string Wy; = W,; from the previous session and the n.v. dyna nic string Wy; = W41y from the current session to
prevent de-synchronization attacks. S uses one of these vai.es to verify the validity of the message C3 sent by a valid
user.

In this section, we show how an adversar ... track a target U;. We also present de-synchronization, DoS and

insider attacks against ZZTL Protocol.

5.0.1. User traceability attack

In ZZTL protocol, the value of C = hg;,(n; @ r| @ r}) is constant —note that the parameters B; and r| are constant
and the value of 7} is updated at the end .” =ach protocol session. Therefore, if the adversary receives this message
and blocks the server’s respons‘ , s/h can track the i-th user in its next session. The success probability of this attack

is 1.

5.0.2. De-synchronization au. ~k

In our proposed d¢ -synchrd nization attack the adversary follows the following steps.

e S/he eavesd ups Ca of a successful session.

‘(n=1)-th session)

e In a new ses.’~n. ¢ ae replaces the current C3, , ..., With the eavesdropped C3,_ and sends message

1)-th session)

Msg, = to the server S;

va
“3(C )t session)? C4((n)-l/7 session) ? C5((u)-m session)

e Upon receiviag the message, S calculates W, = h(C3,, ) and then searches its database for the same

1)-th session)

value. Consequently, it finds that Wy, = W', sets Wy; = Wy, and extracts the related C;. Then, it passes the
12



5.0.3.

C, validity check. At this point, § computes a new random number r4,,, . ..., and als’ calculates C¢ and C7.

Finally, S sends Msg3 to Uj;
After receiving the message M sgs3, U; accepts the value of C7 and sends the confi- nati- n message Cg to S;

Now, § accepts the value of Cg and calculates W11y = h(hpio(Ca2 @ 44,4 5 )+ '+ then replaces (Wo;, Wii)

with (Wy;, W,11)i), computes Co, and sends the message Cq to U;;
At this point, the adversary blocks the message Cy and prevents U; fror accepting the updated value of X, 1);.

Therefore, U; has X(,; = h(IDS[|C1|IM) @ 74, .o @nd the server hac Wa- = h(hpio(B; @ 11 ® 14,10 cession)

and Wy; = h(hpio(Bi ® 11 @ Ta,1,4 ession)) Which are used to compt e C

Since the value of C3 computed by U; can no longer satisfy the ~erve-side checking process, the adversary

leads the user in the de-synchronization state from this point . » The a .versary success probability is maximum

(i.e., p=1).

DoS attack

Since the server does not check the freshness of messag ~ /.sg,, and responds with Msgs through the calculated

Ce and C; values, the adversary can eavesdrop Msg, <. “ese..d this message a large number of times leaving the

server out of service. This attack works until two s* . ~~<<fu, <essions are established between the current user and the

SCrver.

5.04.

Insider attack

By executing this attack, the adversar car obta . the information necessary to authenticate on the server without

knowing the user’s biometric template (u. > impr ;sonation). The adversary does the following.

S/he obtains C, = B; @ r; £ om c. “ire table stored in the server by executing an insider attack —note that the

value of C, is constant.

S/he obtains ry,,, .., from ¢ transmitted from the server to the user in the previous session (i.e.,

v~ .—1)-th session)

. K . A M —_ = i
(n — 1)-th session). _rti alar’ y, the equation 2, .on = Tairan session = COutran session D A(Bi @ 11) 18 used.

S/he employs C and r2(n tO ComplIte C3ln-th session) = hBiO(Cz @ rz(n-lh :emiozx))'

» session)

S/he genera’ .. a ranuom number r4 and employs C; to compute Cy,,, ..y = C2 ® AH(M|lrs) and Cs,, . .. =
rqa @ hB,'D(C ).
S/he us s i vomputed C3,, ons Ci session> CSen session @S @ MeEssage Msgo and sends it to the server S to

establish a . »w session (i.e., (n)-th session).

S responds to the user, who is actually the adversary, with the message Ce,, ,, .., iom -

13



e S/he obtains r. A-th session) from C6(n—th session) ® by using the equation r. Auth session) — C6(n—rh session D FBi®ry).
e S/he uses C; and r At session LO COMPULE Cg(n—rh session) h(hpio(C2 @ 1. An-th .\essiml)) D T4 o );
e S/he uses the computed Cg,, , ......., 3 message Msgy and sends it to S.

Given that the message M sg, is valid for the medical server S, the adversary car esu blish a new successful session

with § and impersonating a legitimated user. The adversary succeeds with a prob.” Iy of 1.

6. Proposed LACO Protocol

To overcome the security pitfalls and flaws of previous authenticati vn - .otoc dls such as the ZZTL [22] adopted
for e-health systems, we propose a secure and energy-eflicient protoco « ~lleu LACO. The proposed scheme provides
authentication and key agreement, in addition to satisfying access c. ~trol anc preserving privacy. Furthermore, LACO
scheme considers the ownership transfer of the users.

Our proposed protocol consists of five important phases: (. Setup phase; (2) Registration phase; (3) Login phase;

(4) Authentication and key agreement phase; (5) Ownersk . “~n<fer phase. The details are provided below.

6.1. Setup phase

In this phase of the scheme, the medical server  ..!~. ‘es M; = h(PID||s) for the sensor j-th belonging to the

system, where PID); is the sensor’s identity and s is the master key of S. Finally, the sensor stores M; in its memory.

6.2. Registration phase

When executing this phase of the prc .oco’, the user U; contacts with the medical server S and requests the smart-

card. This phase of the scheme is run s to. ~ws

Step 1. The user U; chooses an identity 1.° and sends it to the S as shown in the message Msg; in Fig. 6.

Step 2. Upon receipt of the reg’strat »n request, the medical server S checks if /D; is in its database. If so, it requests
another identity. If no’, the .. ~dical server generates the random number 7, uses its master key s and smart-
card identity IDS; t + co” upute Xy; = h(IDS|IIDjllr) and Yy; = h(Xy;lls). Next, S calculates a value HACO;
compatible with t' _ acces. .olices, computes Z;; = h(Xy;]|Y1;) ® HACO; and stores values of Xy; and Z;; in its
database along ‘ith Xo; . nd Zy; which are NULL at the beginning. Then, S saves (X\;, Y1;, Zi}, hpio(-)) on the
smart-card 7 ... hanas 1t to the user U,.

Step 3. Once the user re eives the smart-card, s/he inserts ID; and the password PW; and then extracts her/his
biomet . data B; from the terminal device and calculates Ay, = hg,(B;) ® W(PWi||ID;) and B;; = Yy; &
h(ID;||PW ' npi,(B;)). It then sets the flag = 0 and writes (Ay;, By;, flag) on the smart-card and also deletes

Yy;. Therefore, the smart-card has the following values associated with it:(Ay;, By;, flag, X1i, Y1i, Z1j, hgio(+)).
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Doctor (Ui/Smartcard) Medical Server (S)/ Base Station
Step 1: .
Selects < ID; > Msg, _ SEPZ
Msg, = ) —=> Checks ID; in database
91 =<ID; > 3
If ID; is found
Requests another identity

Else |
. Generates 75

IStep 3: _ Xoo Za; < NULL

nput < ID;, PW; > into smartcard J

Input < B; > at sensor device Smartcard )}fu::()l(DSiIIIDiIITs) |
Ay < hag(BYORPWIID)  <——— i }f o “Sy) orACo

By; Yy, ®h(IDi||PWi | hsio(B))) 1 < Xl :

Sets < flag =0 > Stores < Xo;, Zoj X1i Z1j>
Writes < Ay;, By;, flag > into the Writes < Xy;, Y1, Zyj, hg; .)> into the
smartcard and deletes < Y;; > smartcard

Figure 6: Registration phase of the propos¢ 1sct .ne

6.3. Login phase

When the user U; decides to access the medical server’s data, s, = inserts her/his smart-card into the terminal and
does the login phase as the next step.

In detail, U; inserts her/his ID} and PW, and also ext ~~*< her/hus biometric information B} using the terminal’s
sensor device. Now, the smart-card computes A’. = hg;o(. & h(PW!|IID}). If A’, # A, the terminal rejects the
smart-card. Otherwise it generates the new random nun be. K, and r;, and a timestamp 7';. Using the information
stored information on the smart-card, U; calculate. «; 3. @ h(ID}||PW/||hpi,(B})) to compute messages C; =
K, ® h(X,illY,,IIT1), C2 = PID; ® h(X,l|Y, |IZ,;l|T1), wherce PID; is the identity of the sensor node to which the user
wants to access to its data. Then, the smart- .ard c. <ks the value of the flag. If it is equal to 0, it means that the
previous session was successfully finished the. fore it calcualtes C3 = X,;l|Z,; and sets the flag = 1. Otherwise it
means that the last session was not term’ iater and *he smart-card did not do perform the update. Then, the smart-card
computes C3 = h(rj||XullY; NA(ril|Y” ([ Z,)). - "< w, the smart-card calculates Cy = h(C1||Cal|C5]IK,|IPID||T1r;) and

sends the message M sg,, which in’ udes *“e tuple (C;, C», C3,Cy, 11, T1), to the medical server S through an insecure

channel.

6.4. Authentication and kev agreemen. phase

In this phase, the user v, *xec .tes the following five authentication steps to prove her/his legitimacy to S (see

Fig. 5). In addition, at .he end >f this session, U; sets the session key with the other entities.

Step 1. When rece’ "ng u.. .uessage Msg, transferred from login phase, S uses the current time 7, and checks the
timestamp ‘ondition . If | T} — T, | is grater than AT, S aborts the connection. If not, for each tuple of (X,; =
(Xoi, X+ Z,j = \£0j,Z1))) in its database it computes Y. = h(X,lls) and if C3 # h(rj[| XY )h(r;|Y 11Z,)),
and C3 & 7 4illZ,j) # 0, it rejects the connection. Otherwise, it concludes that X,,; and Z,; are valid. Then, §

calculates K, = C1 @ h(XullY,,IT1), PID', = Co @ h(Xyill Y} [1Z,jIT1) and C} = H(CL|Col| Xnil|Z I KN PID T 1 [I7).

ni

Eventually, S compares the value of le with the received C4. If it is not equal, the connection ends. Otherwise,
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Gy < Ky@h(X||Yi[1T)
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Else
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Step 4:
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Else
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SKy <« h(HACO; (PID;||Ky. Kp)
Clo < h(SKIK,, 'Ky 1IT2)
If C{y # Cyp then <, Fort>
Else
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U

Ms.

For each tuple < X,;,z, ~ in database
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If C;®(X :11Z,;) = 9 then <Reject>
Else
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C; ~ h(HACO;||M;||K;||T2)

Msgs; =< Cs,Cg,C7, T, >
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Step 3:
If |T5 — T4|> AT then <Reject>
Else
Kj « Co®K;,
SKs « h(HACO,-||P1D]-'||K,;||K,f)
Cg — h(SK;||M;|IT3)
If Cg # Cg then <Reject>
Else
Cio < h(SK||KylIKp|ITs)
Updates
Xmani « h(h(i||Xn)O1;®Yy,;)
Znsnyj < h(Vyl | Xn) ®HACO;
Msgs =< Cy, C1o, Ty >

Step 2:
If |T, — T5|> AT then <Reject>
Else
HACOj « Cs®h(M;||T,)
K, « C{®HACO;
C; < h(HACO;| M| 1K, ]1T2)
If C; # C, then <Reject>
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Generates K,

SKp < h(HACO;||PID;||Ky 1K)

Cg < h(SKy||M;||T3)
Co « K@K,
Msg, =< Cg, Co, T3 >

Msg,

Figure 7: Login, authentication and key agreement phase of the proposed scheme
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the user U; is authenticated. After a successful authentication, S gets the access con’ ol string of the U; as
HACO; = Z,; ® i(X,||Y,;). If this value is valid, it means that U; can communic .te w.." the sensor node
with identity PID;. Finally, S computes M;. = h(PID;Hs), Cs = HACO; ® h(M}II’ 2), 6 =K, ® HACO; and
C; = h(HACOJ-IIM;.IIK;IITz) and then sends M sg3, which consits of the tuple (Cs. C¢, ~ -, T3), to the sensor node
P;.
Step 2. Once P; receives the Msgs, it checks the validity of the timestamp 7. If I ., not within the allowed
margin, it aborts the connection. Otherwise, P; uses its M; value to ob* = Hn\"O} = Cs ® h(M|||T;). Then
it extracts K;, = C¢ ® HACO; and computes C’, = h(HACO;.IIMjIIK;II »). If C: is not equal to C7, the session
ends. If equal, P; authenticates U;, generates the random numbe- .., anu calculates the session key SK, =
h(HACO}||PIDj||K;||K,,). It also computes Cg = h(SK,|IM}||T3) ~~ . Cy : K, ® K, where T; is the current
timestamp of P;. After that, P; sends (Cs, Co, T3) to S as the respu. <e message Msgs.
Step 3. After receiving M sgy, S uses the current time 74 and verifies e tim¢ stamp condition. If | T3—-T4 |> AT, S ter-

minates the connection. Otherwise, it extracts K, = Co@K;, ana = sessionkey S Ky = h(HACO||PID'|| KK 7,).

J
Then, it checks the validity of message recieved Cg by cu “aring this value with A(S KS||M;||T3). If these two
values are not the same, S aborts the connection. “,u.. <2, it accepts the session key and also computes
Cio = (S KK, |IK|IT4) and updates X¢,41; = i "(rillX, Y& r;®Y,,) and Z41); = h(Y, [1X,;) ® HACO;. Finally
it forwards the message (Cy, C1g, T4) to U; as messc 7€ 1."sgs.

Step 4. Once the message Msgs is received, U; che “ts tne validity of the T4 timestamp. If the time T4 is not
within the threshold, it aborts the connertion. Otherwise, it gets K;U = Cy ® K, and the session key S K, =
h(HACO;||PID;||K,||IK},) and comput- s C}j = (S K,[IK,[IK||T4). Then, it compares the value of the Cjg re-
ceived with C/,. If it is not the s*me, it ¢. s the connection. Otherwise it sets the flag = 0 and updates
Xornyi = hh(@illXp) @ 1, @ Yy) a. 1 7 pity = h(YyillXyi) ® HACO; and rewrites them into the memory of the

smart-card.

At this point, the authentication p’ . ~= is completed and the session key S K,, = S K; = S K, is successfully established

between the entities.

6.5. Ownership transfer r ‘ase

In this phase, the a’ u 1s to oropose the mechanism that is in charge of lending the access permission to the data of
the target sensor from mne user 0 another. This phase is executed as follows. By executing these steps, the user’s U

access permissior s reveked and the permission is transferred to another user U,.

1. A new user v, ~ .0 wants to get the access permission, s/he inserts her/his smart-card into the terminal and
enters /o’ 2 .d #¥W). U, also extracts her/his biometric information B, using the terminal’s sensor device. Now,
it calculates . '/, = hp;o(B)) ® h(PW,||ID}) and checks whether A’ , = A,;. If not, the terminal rejects the smart-

card. Otherwise, U, using the information stored on smart-card, computes Y,, = B/, ®h(ID}||PW}||hp;,(B})). It
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Figure 8: Ownership transfer phase of the proposed scheme
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then generates the random number r( and calculates M| = E Y, (X2l D, ||PW3|rg). Nex' U, sends the message
Msg, = M,||lro along with the ownership transfer request to the current user U; whe aas u. nermission. This
message is transferred through a medical server.

. Once U receives the message, s/he inputs her/his /D’ and PW/| and also retrieves hes,” is biometric information
B/ using the terminal’s sensor device. Now, it computes A’ = hg;,(B}) ® F*PW]|;. ™) and verifies whether
A;, 1 = Au. If not, the terminal rejects the smart-card. Otherwise, U; ~ener pes « random number r; and

calculates Y/, = B,
n n

@ h(ID}||PW{||hgi,(B)) using the information store” >n the art-card. Then it computes
the access control string HACO; = h(X,1l|Y),) @ Z,; and uses the ei cryption function Ej(-) to compute the
message M, = Ey};l(an||M1||r1||HACOj||r0). Finally, U, sends thr ...essage M sgr = M>||ri||ro to the medical
server.

. On receiving the message M sg, transferred from the current user ¢~ the medical server finds the matched X,
to calculate Y, = h(X,||s) for extracting HACO; and M by ~crypti ig the message M». Similarly it finds the
matched X,;; to compute Y,, = h(X,||s) for extracting /D, ana "W, by decrypting the message M. If it cannot
find X,,; and X, in its database and also cannot get ry, it 1. *2cts the request. Otherwise it uses the new users U,
identity /D, and password PW, to update HACO);. .t au.." "™, it generates a random number 7, and computes
M3 = Ey,(XollrollrlHACOj||r2). Finally the mr Yical s wver sends Msg3 = M3||ryllr2 to Us.

. Once U, received the message M g3 transferred fro.n the medical server, s/he checks the validity of ry and X;;.
If these values are valid, s/he extracts HACO; v, deciphering the message M3 and uses Z,; of the I-th sensor to
compute Z,; = Z, ®HACO;@HACO; = WX ,||Y,p)@HACO ;@ HACO,®HACO; = h(Xn||Y,n)®HACO,. Then
s/he writes Z,; on the smart-card. To ir orm the =rver that the ownership transfer was successfully, U, generates
a random number r3 and calculates /4 = £ ' XnallrallrsllHACO)). Finally, s/he sends Misgs = My||r2||r3 to the
medical server.

. When the message Msg, is re ~ived, the medical server extracts HACO; by decrypting the message M, and if
it cannot find this string in ifs databas ., it cancels the request. Otherwise, it stores HACO; which is calculated

for the access permissior of tt : U, to j-th sensor.

7. Security Analysis of t_ ~ P~ opos -d scheme

In this section, we analyze »ur proposed scheme LACO informally and formally. The security threats are based

on the Dolev-Yao mode. "1 .nd formal verification is done with the ProVerif language [44, 25].

7.1. Informal sec. -ity an lysis

In this secion w. discuss the robustness of our proposed scheme against the most common attacks in IToMT

systems.
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7.1.1. Insider attack

Supposed a privileged insider entity attempts to obtain user-related information from the entirc ~ble stored on the
server. S/he can get X,; = h(IDS ||IDjl|rs), Z,; = h(X,il|Yn))®HACO, and HACO); values - ad a so eavesdrop messages
from a full session. Nevertheless, s/he cannot disclose any vital information related to the u. - (e.g., ID;, PW; and B;)
by employing these three parameters, nor can calculate Mg, without knowing Y,,; = “(X,;,." to impersonate the user

and establish a new session with the medical server. Therefore, the proposal is re «star . to n.sider attacks.

7.1.2. Stolen smart-card attack

In this attack, the adversary needs to obtain important parameters using =¥~ _aation stored in a non-tamper-
resistant smart-card. In the LACO authentication protocol, the ¢ lver.ary can only obtain the information
(Aui, By, flag, X,i, Z,;) stored in the smart-card. Due to the absencce ~f sc. . necessary values (ID;, PW;, B; and
PIDj), the adversary cannot calculate Msg, to establish a new s sion. Fu thermore, the collision-resistance prop-
erty of the one-way hash function provides additional robustness ~< an attacker cannot reveal the /D;, PW; and B;

associated with the user U;. Thus, security against the stolen . -w-caru attack is provided successfully.

7.1.3. Off-line password guessing attack

If an adversary finds a message (e.g., transferred .~ e px ‘tocol flow or stored in the smart-card) in which all
parameters are known except the password PW;, s/>= can {, rform a dictionary attack and guess the password. In our
proposed scheme, all the messages involving PW; are c. nouted by using B; and ID;, so the adversary cannot find a

message whose only unknown parameter in it ", . .”"-. Therefore, our proposed scheme is robust against this attack.

7.1.4. User impersonation attack

In this attack, the adversary attempts ~r ovic - the login messages either by eavesdropping or by computing these
messages to deceive the server as a ‘egitimate user. In LACO if the adversary replays the login message Msg, =
(C1,C3,C3,C4,1;, Ty) of the previous sessi. 1s to the server, the server checks the validity of Msg, by verifying Cy.
The adversary should forge Cs vy e iploying Y,; and PID;. Due to lack of any knowledge about the user’s identity
ID;, the password PW; and t'.e biow. *ric template B;, the adversary cannot compute a valid C4. Therefore, in LACO

scheme user impersonatic atts -ks # e unsuccessful.

7.1.5. Medical server imperso. ation attack

To impersonate -2 n.. " _al server S, the adversary A has to send a valid message Msgs = (Cs, Cg, C7, T) to the
patient (sensor n« de). The challenge for A is to calculate C; = h(HACO|||M|||K,||T>) s/he needs to know M}, K, and
HACO)j which is impoostble. Thus, providing or falsifying the message as mentioned above is impossible for A. On
the other side, . ¢ .nnot compute message Msgs = (Co, C19, T4) because s/he has no knowledge of K,,, K,,, and S K.

So, A cannot fool t.e user either. Therefore, LACO scheme can resist the attack of medical server impersonation.
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7.1.6. Sensor node impersonation attack

In LACO scheme, when the sensor node P; authenticates a medical server S, as an ackr.owlea, ment, it computes
Cs = (SK,|IM|||IT3) and Cy = K, ® K, and responds to §. To forge these two mess' ges, the adversary A needs
to know K, and K,. Moreover, due to lack of knowledge about HACO; and PID; s/hc ~annot calculate SK, =

h(HACO||PID|||K,||K ). Therefore, A cannot falsify the messages of the sensor no'~ to ea. ~ute this attack.

7.1.7. Session key security

If the attacker tries to obtain a session key, s/he can do so either by ¢ wesdrc, ning the messages of the pro-
tocol or by computing it with the help of parameters extracted from smart-c. *1 m<.nory. In LACO, the messages
Cg = WSK,IM;|IT3) and Cio = h(SK||K,|IK,lIT4) contain the ses ion 'cy ‘SK, and SK,). Nevertheless, in
these two messages, the session key is protected by the one-way L. ~h fur~*,n h(-). In addition, the parameters
the adversary gets from smart-card memory are M; and PID; which are 10t enough to compute the session key

SK, = h(HACO|||PID|||K,||Kp). For all this, our proposed schex. sati>.__, the session key security.

7.1.8. Entity privacy

In this attack, an adversary A tries to find any inform. lou I ‘ed to a certain user U; (e.g., user’s identity ID;,
password PW; and biometric template B;) or related © 2 sen or nod P; (e.g., sensor node’s identity PID;). As in
LACO these parameters are never transferred in plain-tex. anu due to the collision-resistant property of the one-way
hash function A(-), it is computationally impossible to. A to derive these parameters. Therefore, LACO preserves the

privacy of the user.

7.1.9. New user privacy

In the ownership transfer phase of ] AC(C, the medical server S uses the identity /D, and password PW, of the
new user U, and updates the string F ACO; ~ then encrypts it with U;’s key Y,,» along with X,;», r1, and r, as the
message M3. Finally S sends this - (phe. ~xt to Uy, so the old user U, cannot decrypt M3 without knowing the value
of Y, and cannot get the update « 2 \CO;. Therefore, the old user can never again access to the patient information

sensed by sensor nod P;.

7.1.10. Old user privacy

In the LACO scher .¢, m both authentication and ownership transfer phases, the value of the HACO); is not trans-
ferred in plaintext but . - transfr ;red using a one-way hash function. So after transferring the patient ownership to the
new user, the cur’ _nt use - cannot get the value of previous HACO;. Therefore, the new user will not be able to track

past interactions L tween ne patient and her/his previous user.

7.1.11. Windoy v ; problem
In this attack, tue adversary should not be able to find the any time interval in which the new user U, and the old

user U; can access the current patient information. In the LACO scheme, the medical server sends HACO); to the
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new user, then the new owner uses it to computes Z,; and stores it on the smart-card. Therefr e so we cannot find a
time period in which both the new user (U,) and the old user (U;) can access the patient i iforn.. “on. In short, the

windowing problem does not exist in LACO.

7.2. Formal security analysis

This section presents the formal security verification of the LACO authent’ atic . |, *otocol. Various methods
are used for formal verification of security protocols in the literature (e.g., the . AN-logic [45], AVISPA [46],
ProVerif [25]). The well-known ProVerif language is used in this work. ' 'he Pro ‘erif uses the Dolev-Yao cryp-
tography model [21] to evaluate the security level of the protocol. ProVerif s., ~~, cryptographic operations such
as symmetric encryption/decryption and hash functions. Some basic ter: 1s 8- 4 p1 xcess grammars of the ProVerif lan-
guage are presented in Table 3. The premises, which are our assumptio..~ for ' scheme channels, session keys, secret
keys, constants, functions, equations, queries and events in the ar ~lysis, ar¢ defined in Fig. 9. The processes linked
to the user U;, the medical server S, and the sensor node P; are 1.. “straicu in Fig. 10. In the box on the left, we first
encoded the user registration phase and the rest corresponds - wic cucoding of the login, the authentication and key
agreement phases on the user side. In the same way, in the ~entral b. x, we encoded the setup and registration phases
as well as the authentication and key agreement phases on th. “.iedical server side. Finally, in the box of the right, we
encoded the setup phase and the authentication and key ¢, =~munt phases on the patient/sensor side. Eventually, the
results of the ProVerif verification are shown in Fi_ i. Th. results show that all the events result in “true” and also
demonstrate that LACO is secure.

In Table 2, we compare the security and .unctic ality features of our LACO authentication protocol with other
schemes presented in the literature for [oMT », ~terr .. As for the table notation, ¥ and N indicate to “provide” and

“not to provide” the property of security and anctionality, respectively.

8. Performance comparison

In this section, we evaluate che + omputation cost and communication cost of the LACO authentication and key
agreement protocol. We re .aind u. * LACO scheme has two main phases: 1) authentication and key agreement
phase; and 2) ownership ans’er ptase. The ownership transfer phase is executed when it is necessary to change
the proprietorship of tb = user/do. or. To the best of our knowledge, we are the first work to address the above task.

Therefore, in this sect. n we or .y evaluate the authentication and key agreement phase.

8.1. Computatio cost ev. luation

To evaluate efficicuy of LACO and compare it with previous work, we use the most common cryptographic tech-
niques for secw. ° r ommunications, such as AES cipher and SHA-1 hash algorithm. In [47] and [48], the execution time
and the length requ.red for AES, SHA-1 and biohash are Ty = 0.1303 ms, 7}, = 0.0004 ms, and T}, = 0.01 ms, respec-
tively. Therefore, the estimated computation cost for the proposed LACO scheme is 0.0212 ms, while for ZZTL [22],
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Table 2: Security/functionality features comparison

Attributes ZZTL[22] [23] [30] [24] [27] ~ACO
User untraceability preservation N Y Y Y 14
Security against replay attack Y Y Y y Y
Security against user impersonation attack Y N N Y Y Y
Security against server impersonation attack Y N N 1 Y
Security against sensor node impersonation attack Y N Y Y Y Y
Security against de-synchronization attack N Y Y Y Y
Security against DoS attack N Y 1 Y Y Y
Immunity against insider attack N Y Y N Y
Immunity against stolen smart-card attack Y 4 e Y Y
Immunity against session key disclosure attack Y Y N Y Y Y
Immunity against off-line password guessing attack Y N N Y
Anonymity of the user Y Y ‘ Y N Y
Support of three-factor security Y Y N N Y
Support of access control N N N N N Y
Support of ownership transfer N N N N N Y

Table 3: Notations of the ProVerif language

Notation L. “ription

free x : channel x s apublic channel

free x : channel [private]
freey : bitstring [private]
freey : bitstring
consty : bitstring
new'y : bitstring

table T (bitstring, bitsi,. ~ F string)
insert T(a, b, c)

getT(=a,b,c)

in(x,y)

out(x,y)

Sun

lety=ain

if 7 then N e'se P

qu vy attacker( )

eveni

~d(y)) ==> inj-event(e(z))

xis ar tvate channel

y. global bit-string that is not known by the attacker

y is a global bit-string that is known by the attacker
_ is a constant bit-string

y is created as a fresh bit-string

T is the table which takes three records of bit-strings

Inserting the records a, b and c into the table

retrieving a record in accordance with parameters a, b and ¢

y is the input message received through channel x
y is the output message sent through channel x
defining the function

Evaluating a y by a value a

If condition M is satisfied then do N else do P

Evaluating the secrecy of the term y against the simulated threat model

Event e can occur if an evaluation of y is succesfull

For each occurrence of the event d(y), at least there is an earlier occurrence of the

event e(z).
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(*-LACO channels-*)

free c: channel.

free scO: channel [private].
free sc1: channel [private].
(*-LACO session keys-*)
free SKu: bitstring [private].
free SKp: bitstring [private].
free SKs: bitstring [private].
(*-Server's secret key-*)
free s:bitstring [private].
(*-LACO constants-*)

free IDi: bitstring [private].
free PWi: bitstring [private].
free Bi: bitstring [private].
const IDSi: bitstring.

const SIDi: bitstring.

const PIDj: bitstring.

const HACO;j: bitstring.
const f0: bitstring.

const f1: bitstring.

table T(bitstring,bitsti 1g,u. ~tring).

(*-LACO fune s ]

fun h(bitstring):bi.. “ng.

fun hBio(bitstring):bits...ng.

fun xor(hi*~tring,bitstring):bitstring.
fun cc (bitstr._ bitstring):bitstring.
(* S ieme equati ns *)

equau. forall x° itstring,y:bitstring;
¥ o(xor(X,y, &

(*-L .COq' :ries-*)

y. ~ vattar er(SKu).

query . cker(SKp).

query attacker(SKs).

“ery id:bitstring; inj-event(UserAuth(id))
==-.nj-event(UserLogin(id)).

(*—LACO events-*)
event UserLogin(bitstring).
event UserAuth(bitstring).

Figure 9: Premises of the code for LACO
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let User=

out(sc0,IDi);

in(scO, (X:bitstring, Y :bitstring,Z:bitstring));
let A=xor(hBio(Bi),h(con(PWi,IDi))) in

let B=xor(Y,h(con(IDi,con(PWi,hBio(Bi)))))
in

let F=f0 in

!

(

event UserLogin(IDi);

new uku:bitstring;

new uri:bitstring;

new uT1:bitstring;

if A = xor(hBio(Bi),h(con(PWi,IDi))) then
letuy =
xor(B,h(con(IDi,con(PWi,hBio(Bi))))) in

let uC1 = xor(uku,h(con(X,con(uY,uT1)))) in
letuC2 =
xor(PIDj,h(con(X,con(uY,con(Z,uT1))))) in
if F = f0 then let uC3 = con(X,Z) else let uC3

con(h(con(uri,con(X,uY))),h(con(uri,con(uY,Z
))) in

let F=flin

letuC4 =
h(con(con(con(con(con(con(uC1,uC2),uC3),uk
u),P1Dj),uT1),uri))in

let Msg2 = (uC1,uC2,uC3,uC4,uri,uT1) in
out(c,Msg2);
in(c,(uC9:bitstring,uC10:bitstring,uT4:bitstring
;i

let ukp = xor(uC9,uku) in

let SKu =
h(con(con(con(HACOj,PIDj),uku),ukp)) in

if uC10 = h(con(con(con(SKu,uku),ukp),uT4))
then

let F=f0in

let Xnew = h(xor(xor(h(con(uri,X)),uri),uY))
in

let Znew = xor(h(con(uY,X)),HACOj) in

let X = Xnew in

let Z = Znew in

0

).

let SRegU =

in(sc0,SIDi:bitstring);

new Srs:bitstring;

let SX = h(con(con(IDSi,SIDi),Srs)) in
let SY = h(con(SX,s)) in

let SZ = xor(h(con(SX,SY)),HACOj) in
insert T(SIDi,SX,SZ);

out (s¢0,(SX,SY,S2)).

let SRegP =
let SMj = h(con(PIDj,s)) in
out(scl,SMj).

let SAuth =
in(c,(SC1:bitstring,SC2:bitstring,SC3:L. *ring,
SC4:bitstring,Sri:bitstring,ST1:bitstring));
new ST2: bitstring;
get T(=SIDi,SX,SZ) in
let SY = h(con(SX,s)) in
if SC3 = con(SX,SZ) || SC3 =
con(h(con(Sri,con(SX,SY))) hfrnn/Cri ~n
,SZ)))) then
let Sku = xor(SC1,h(con(con(SX,. \.ST1)))
in
let SPIDj =
xor(SC2,h(con(con(con(S, < .),SZ),ST1))) in
if SC4 =
h(con(con(con(con(v "N\« "(SC.,SC2),SC3),S
ku),SP1Dj),ST1),Sri)) v °n
event UserAi- [~'Niv
let SHACOj = xc ‘SZ,h(cun(SX,SY))) in
let SMj = h(con(PIDy,. ™\ in
let C5 = xor(SHACOj,h(con(SMj,ST2))) in
let C6 - aur, ', SHACQO])) in
letC =
h(ce. “~on(con(S' ACOj,SMj),Sku),ST2)) in
le* Msgo. ‘05,0 ,,C7,ST2) in

dt(c,Msg3);
in
~ (" 28:bit .ring,SCI:bitstring,ST3:bitstring));
nev. ~T4: atstring;
let Skp - xor(SC9,Sku) in
let SKs =
ny. “1(con(con(SHACOj,SPIDj),Sku),Skp)) in
if SC8 = h(con(con(SKs,SMj),ST3)) then
let C10 = h(con(con(con(SKs,Sku),Skp),ST4))
in
let SXnew =
h(xor(xor(h(con(Sri,SX)),Sri),SY)) in
let SZnew = xor(h(con(SY,SX)),SHACOj) in
let SX = SXnew in
let SZ = SZnew in
let Msg5 = (SC9,C10,ST4) in
out(c,Msg5).

3Y

let S = SRegU | SRegP | SAuth.
process !User |!S |!Patient

Figure 10: ProVerif scripts of LACO
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let Patie’ * =
in(sc1,pMj:.. “*ring);
!

(

ir . (pCF vitstring,pCe:bitstring,pC7:bitstring,
pTz..” ring));

~>~ pkp.. “tring;

new pTR:bitstring;

let pHAL Dj = xor(pC5,h(con(pMj,pT2))) in
let pku = xor(pC6,pHACO]) in

“(con(con(con(pHACOJ,pMyj),pku),pT2)) then
le SKp =

h’ .on(con(con(pHACO]J,PIDj),pku),pkp)) in
<t C8 = h(con(con(SKp,pMj),pT3)) in

let C9 = xor(pku,pkp) in

let Msg4 = (C8,C9,pT3) in

out(c,Msg4);

0

).




Query not attacker(SKul[])

RESULT not attacker(SKul]) is true.

Query not attacker(SKp[])

RESULT not attacker(SKp[]) is true.

Query not attacker(SKs[]) ‘
RESULT not attacker(SKs[]) is true. ‘

Query inj-event(UserAuth(id)) ==> inj-event(UserLogin(id)) ‘

RESULT inj-event(UserAuth(id)) ==> inj-event(UserLogin(ic",  true. ‘

Figure 11: ProVerif results of LACO

He et al.’s protocol [23], Das et al.’s scheme [30], Amin et al.” protoco, ?4] ..« Kumar e al.’s scheme [27] is 0.0476
ms, 1.1755 ms, 0.0072 ms, 0.0148 ms, and 0.9141 ms, respectivel, Tt is cle: r from Table 4 that the computation cost
for the proposed scheme is lower than that of all other existing scu.. mes, with the exception of the protocols [30] and
[24]. In terms of communication cost, LACO transmits a sligi. v 1ower number of bits than [24] and double than [30].
Although [30] in numbers is more efficient than LACO, r “~ a< you can see in the Table 2 that this solution is much
more insecure, which makes the LACO schema a more app. - priate solution from the point of view of security and
Sensor resources.

As for the sensor point of view, the cost on thi. «<iuc 2= hown in Table 5. From these results, it is clear that the
LACO scheme is more efficient than the other schemes 1ur this perspective. Note that because the authors did not
consider the sensor node in the ZZTL schen z, no v. lue could be provided for this protocol in the Table mentioned
above.

From the foregoing We conclude t+ at th . preoosed scheme offers additional functionality features (like access
control, and three-factor security) ar « prov.’~ better security than the predecessor schemes (see Table 2). At the
same time, it is very efficient in te . ms « " vesource consumption which allows it to be implemented in sensors with

constrained resources.

Table 4 Jver~!l comyputational and communication cost of the oM T authentication schemes

St Total computation Communication  Estimated
cost cost (bits) time (ms)
" /ZTL [22] 19Ty, + 4Ty, 1120 0.0476
He et al. 23] Ty + 97 1216 1.1715
Das et al. [30] 18T, 1280 0.0072
Amin et al. [24] 37T, 2720 0.0148
Kumar et al. [27] 5Ty + 7Ty 2592 0.9141
LACO 28Ty, + 1Tpn 2208 0.0212
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Table 5: Sensor node computational cost of the [oMT authentication schemes

Scheme Computation cost Estimated time (ms)
ZZTL [22] - _

He et al. [23] 1Ty + 27T 0.261

Das et al. [30] 8Ty 0.0032

Amin er al. [24] 6T} 0.0024

Kumar et al. [27] 1T, + 2T 0.261

LACO 4Ty 0.0016

8.2. Communication cost evaluation

In Table 4, we also provide a communication comparison between sur - cop. sed LACO protocol and the prede-
cessors presented for IoMT systems. In our experiments, the timestan.> is 37 Lits, the output of the hash function is
160 bits, the random numbers length is 160 bits, and AES cipher ¢ “tputs 25 bits. Although the communication cost
of ZZTL, [23] and [30] is less than LACO, our scheme offers ao  *iona runctionality features (like access control,

and three-factor security) and provides a security level highe: au 2211, [23] and [30] (see Table 2).

9. Conclusion and Future works

The e-health management systems integrated by IoT 1. ~eu . everal challenges, such as secure communications and
authentication and key agreement protocols. The mo. © impurtant limitation in these systems is the limited resources
of IoT sensors, which makes it difficult to provide an adequate security level for the system. In this work, we present
a new authentication and key agreement prof ,col that »reserves anonymity and provides an access control mechanism
for the user. Our proposed protocol, callec LACU, ~ .n also cover the transfer of user/doctor ownership. In the LACO
scheme, when it is necessary to change -ey opri corship of the user/doctor, the ownership transfer phase is executed
with the help of the medical server. .o the be.. of our knowledge, LACO is the first contribution that addresses the
ownership transfer of the user/docior in 10 T systems. We evaluated both the security and efficiency of LACO and
demonstrated that our proposed sche ae is secure and practical for being employed in IoMT systems. As future work,
we would like to implement “AC  ~u a low-cost hardware platform and demonstrate that it can be used in the real
world. In addition, a key - spec to s’ ady also on the proposed solution is its impact on the quality of service offered
to patients, which coul” * 2 stu..”- 1 with a pilot project in the hospital with a small group of patients. Note that in
healthcare there is alv ays a bz ance between the patient safety and the security of the scheme supported on-board
by the medical de*'c.. Finauy, the integration of the proposed scheme with existing standards and regulations in the

medical field is v ry relev: nt and should be studied in the future as well.
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- We present several serious security attacks against Zhang et a.. scheme (called
ZZTL). Our proposed attacks include user traceability, de-s,..~hronization, DoS
and insider attacks.

- In order to increase the security level offered by Z—.". piotocol, we fix all
security faults found in this scheme.

- We propose a new architecture involving three mai.: entit 2s. We also provide the
access control mechanism during the authenticatio”. phao..

- We also consider the situation where the current de_tor of the patient wants to
transfer her/his privileges to a new doctor (ownershi, transfer).

- The security of the proposed scheme is e~ mined from a formal (ProVerif
language) and informal point of view.

- The efficiency of our proposal is hiaher *aan the predecessor schemes. Therefore
our scheme can be used for resource-ccn.trained sensors in 10T systems.
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