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Abstract

With the development of the Internet of Things (IoT), Sma.* Data, which effectively support the
[oT for planning, operation, monitoring, control, anc intellig :nt decision making, has received
extensive interest by researchers. However, the secur..” o1 .l.e data source has not been entirely
resolved. Wireless sensor networks (WSNs) are vital comr. nents of the IoT for event monitoring
and information gathering. Recently, source locatiow. nrivacy (SLP) protection in WSNs has at-
tracted attentions as an approach to prevent ad- .. ~+ies irom performing a backtracking strategy
to capture the data sources. In view of the charac. ~stics of the sensor nodes, the restricted com-
puting power and the energy resource, we prow e a sector-based random routing (SRR) scheme
to address the SLP problem and reduce the ene gy consumption. In the SRR, the data packets
are sent to random phantom sources that a.~ located in different sectors and are distributed in
all directions to reach the sink node. In additiowu, the concept of a hop threshold is presented to
control the routing strategies and redur ¢ the energy consumption. The theoretical analysis and ex-
perimental results prove that the prop ~sed p otocol efficiently reduces backtracking and direction
attacks while safekeeping the balar e betw en security and network lifetime.

Keywords: Internet of things, wii.'<ss s/ nsor networks, source location privacy, phantom source

1. Introduction

The Internet of Things (Z~".), in which numerous physical objects are connected to collect and
exchange data, has been appliea in various domains, such as home automation, patient and indus-
trial monitoring, smart -it'cs, - nd smart infrastructures [1-2]. In recent years, Smart Data, which
refers to valuable dat- withe ¢ noise, has played an important role in supporting the development
of the IoT. However . resea. “hers have not entirely solved the security issue related to the location
of the data origin. A - fur jamental components of the IoT for event monitoring and information
gathering, wirel ss ser sor networks (WSNs) are comprised of abundant resource-constrained and
non-rechargeabl sensc: nodes that are self organized [3-5]. Unlike wired networks, WSNs are
flexible to ad=nt to complex application scenarios. However, with an appropriate wireless device, a
person can m.nj’or the communication signals in a wireless sensor domain [6]. In spite of encryp-
tion techniques (hat protect the communication content exchanged between two sensor nodes, the
adversaries mostly use powerful equipment for locating the message source by monitoring the com-
munication patterns between the nodes without accessing the communication content. Therefore,
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many researchers have focused on source location privacy (SLP) protection in recent years.

SLP is a significant and challenging security issue [6]. In the absence of &.P. vital information
on the physical objective may be revealed. Numerous research studies related to “LP have been
conducted in the last decade. Ozturk et al. [7] proposed the classical Fanc »-Hunter Game and
the phantom routing algorithm. Wang et al. [8] first presented the conce, * of a visible area. Yao
et al. [9] put forward a scheme based on a multi-ring centered at the si.> noce. Chen et al. [10]
used constrained offset angles and probabilistic routing to balance .nu. eneigy consumption and
the security requirements. However, to our best knowledge, most e: 'sti.g scnemes do not consider
balancing energy consumption and security based on the locatior ~f ti.. source node.

In this paper, a sector-based random routing (SRR) schem is prc»osed to protect SLP. Our
proposed scheme effectively prevents the adversary from utilizi o a 'acktracking mechanism to
locate the source node. In SRR, the deployed area is uniorm!- divided into sectors that have
the sink node as a common vertex. Initially, the source noc.~ clec’ s phantom sources of the data
packets in different sectors. Then the source node sends tn. dav. packets to the phantom sources
using annular routing. Finally, the phantom sources s~nd the data packets to the sink node via
random routing. Hence, the adversary is confused by *he .~ ng paths. SRR reduces the energy
consumption by assuming that sufficient security exists. A “op threshold (¢,,) is set for the sensor
nodes. If the hop count of the source node is smalle. than ¢5,,, the sectors opposite to the source
node are selected to improve the location priva~ Othcrwise, all sectors become the candidate
domain of the phantom sources but the sectors hr¢ are closer to the source node have higher
probabilities to be selected to save energy con. . mpt. . The main contributions of this paper are
as follows:

(1) We put forward a novel SRR scheme thay ses multiple dispersed routes to achieve improved
SLP.

(2) We introduce the concept of t5,, ‘0 maun tain a balance between the energy consumption and
the source node security depending ~n t'.e location of the source node.

(3) We provide an extensive theo etic il analysis and experimental simulations to prove the effi-
ciency of our scheme.

The rest of this paper is ng nized as follows: Section 2 introduces the related studies on
this topic. Section 3 presente the syscem model and problem statement. Section 4 describes our
proposed scheme in detail e 1d & 2ction 5 gives a theoretical analysis of our scheme. Section 6 shows
the experimental results hase.” on a simulation. We present the conclusions of the study in Section

7.

2. Related work

The privacy issue. ~f “VSNs can be divided into two categories: content privacy and context
privacy. Conter , prive ~y is usually protected by encryption or authentication but the schemes on
content privacy ‘re no . discussed here. Context privacy is more intractable because the commu-
nication sigr-! is exposed in cyberspace. The SLP is a type of context privacy that protects the
location of the s urce node [11-13].

The SLP prchlem has gained much attention in the past years since Ozturk et al. [7] initially
proposed the classical panda-hunter game, as shown in Figure 1. Many sensor nodes are deployed
in a habitat at random to monitor the panda’s living status. When a panda is detected in the



network, the corresponding sensor node becomes the source node and starts s' nding the collected
data to the sink node hop by hop. This is done periodically until the pand . disappears from its
detection range. Since Kamat et al. [14] formalized the SLP problem, the paula-hunter game
model has become the fundamental event-driven application scenario for stue ying SLP.
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Figure 1: The structure ‘"~ naunda-hunter game.

Ozturk et al. [7] first developed the phan.'..~ rc :ting scheme to solve the SLP problem. As
soon as the source node detects an event, the gcnerated data packets are sent to adjacent nodes
called neighbor nodes, which continue sendi.~ tne data packets to their own neighbor nodes in a
similar manner. This procedure maintains a preaefined hop. Afterwards, each node sends the data
packets to all neighbor nodes until the ,immk ode receives the data packets. It becomes difficult for
the adversary to capture the source ..~de by backtracking because the routing paths of the data
packets are random and unpredict-.ple. 1. wever, Kamat et al. [14] showed that a routing loop
is formed due to a pure random v alk Tc solve this problem, Tan et al. [15] proposed a directed
random walk scheme called ED ROW. T EDROW, the nodes closer to the sink node are called
parent nodes and are responsisic for transmitting the data packets. Thus, a sufficient number of
optional parent nodes provide hetter SLP. Luo et al. [16] presented a phantom single-path routing
scheme, where each phantr m ¢ >urce generated a fake path to simulate the behavior of the real
source node as a means of 1. ucing the adversary. A multiple phantom scheme was designed by
Gupta et al. [17]. In th.s s heme, every three nodes are considered a triplet. When one node of
a triplet becomes the su " ce rode, the other two nodes play the role of the phantom source. A
greedy random walk scneme called GROW was proposed by Xi et al. [18]. In GROW, a random
walk is initiated by “he sin : node. In the meantime, the source node also transmits event packets
in a random walk (G. -~ Jhe two paths connect, the packets are delivered along the path of the
sink node until * ney re. ch the sink node. In order to achieve a balance between privacy and energy
consumption, Ci.~n et 4. [10] designed a selection domain that randomly chooses a neighbor node
to transmit ! - data packet. In addition, the sum of offsets is estimated to control the energy
consumption ¢ che random routes. Tang et al. [19] proposed the CASER protocol. In this
protocol, the twc adjustable parameters of energy balance control and probabilistic-based random
walk are designed to address the conflict between the lifetime optimization and the security.

In addition to random routes, the use of fake message also constitutes a proven measure to
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provide SLP [20-22]. It is demanding for the adversary to identify the tru: routes because it
is difficult to distinguish the real data packets from the fake data packet. Chen et al. [23]
proposed three similar approaches that are called bidirectional tree, dynamic bil‘rectional tree,
and zigzag bidirectional tree. By using fake data packets to generate fal ¢ p ths that differ from
the real path, the adversary is likely to trace some of the wrong routes. 7 hus, the source node
has more time to safely transmit the data packets. Mahmoud et al. [24] "~st w.iroduced an attack
named Hotspot-Locating and a cloud-based scheme was proposed .o “ope with this attack. A
novel tree-based scheme was proposed by Long et al. [25]. In * is .cheme, the energy of the
non-hotspot regions is utilized to generate diversionary routings Fake messages are transmitted
in the diversionary routings to tempt the adversary to leave “nhe rea’ path. Proano et al. [26]
devised a scheme to confront the global adversary. This scheme 1. ~rtiti- ns the WSN into minimum
connected dominating sets (MCDSs). When the real data pe _kets nass by the section of an MCDS,
fake data packets are generated to deny the adversary acce.~ .o id :ntify the real routing. Huang
et al. [27] proposed a redundancy branch convergence-be.~d p.eserved source location privacy
scheme (RBCPSLP), in which every node generates fake messa jes independently according to the
residual energy and the total routes are merged into s~ver.' br.ckbone routes to reduce the energy
consumption of the hotspot area.

In addition, a solution has been proposed to pro.ide SLP by utilizing the cyclic topology [28-
30]. A multiring-based scheme was proposed by Vao et ul. [9]. In this scheme, sensor nodes are
divided into different rings dependent on the hop 1i.tance to the sink node. Before reaching the
sink node, each data packet is transmitted w > an ngle o along the external ring and with an
angle m — « along the internal ring. Although vhe .cheme also utilizes fake messages to enhance
the security, the network lifetime is reducec auc o the additional energy consumption. Zhou et
al. [31] used a ring to buffer the real data packe.s. As the fake packets generated by a boundary
node pass by the ring, the fake data y .n.*s are replaced by the real data packets to be sent to
the sink node. However, this method < not s« cure enough when the adversary appears on the ring
where the source node exists.

3. The system model and p oble.~ statement

38.1. Network model

The network model in *ais tudy is based on the panda-hunter game [32]. The key points of
this model are as follows:

(1) There are a large » uner .f sensor nodes uniformly and randomly deployed in the network.
Each sensor node is co < rained by computing power and energy resource. We assume that
the locations of the se1sor nodes remain steady after they have been deployed and that any
two sensor node. comr unicate via multi-hop routing.

(2) A powerful .nd settled sink node, which is the unique and final destination of all data flows,
is located i1. the ceter of the deployment area. We assume that the location of the sink node
is public and tuae each sensor node is aware of its own location based on a location algorithm.

(3) The netw. rk belongs to an event-monitoring network. When an event is detected, the source
node perioa.-ally sends the gathered data to the sink node. We assume that events randomly
arise in the network and there is only one source node generated at any time.



(4) We assume that a cryptographic technique is used to ensure that the ¢ ntent of each data
packet is unknowable to unauthorized users; the details of the cryptogr .~hic techniques can
be found in [33,34].

3.2. Adversary model

An adversary is a hunter with the ultimate goal to find the source no.~ to capture the pandas.
We assume that the characteristics of the adversary are as follows:

(1) Well-equipped. The adversary is equipped with sophisticated ra. ‘o equipment. The energy
resources, computing power, and storage capacity are unlin ited.

(2) Passive. The adversary does not perform any active attacks t - obstr act the normal operation of
the network because such behavior is easily detected by *.ie network administrator. Therefore,
the adversary only implements passive attacks such as av _sdr pping to determine the traffic
pattern of the network.

(3) Local vision. The eavesdropping radius of the adversary is s milar to the communication radius
of the sensor node. The adversary can estimate th~ loc. *ic « of the direct sender by calculating
the signal strength and direction to quickly move tu the estimated site. As this process is
repeated, the adversary can perform a backtrac. ng attack.

3.3. Problem statement

In this study, we design a guaranteed and « Z~ien scheme to protect the SLP; the metrics used
to characterize the performance of the proposea sc..mes are as follows.

(1) Safe time: This is the period that begins v.hen the source node transmits the first data packet
and ends when the adversary captures the source node. If the transmitting period of the data
packets (T) is fixed, the safe time s exp essed as follows:

nav (su, e time) = max (n) x T (1)

where n is the number of ds ca p«-kr¢s sent by the source node before the adversary captures
the source node.

(2) Capture rate: This is defned as he probability that the source node can be captured by the
adversary in a certain #.mo1 at of time. The security improves as the capture rate declines. We
assume that when the ni. imum hop distance from the source node to the sink node is [ and
the probability of t'.e t ansmitting node ¢ being captured is p;, then the metric is expressed
as follows:

!
min (capture rate) = min (H pi) (2)
i=1
(3) Lifetime: T as is 'efined as the period that begins when the network starts running and ends

when the fit 't deac node occurs. A dead node is a node that runs out of energy. If the energy
consump*ion o1 node i is e; and the sum of the sensor nodes equals n, the objective is expressed

as follows. i
max (lifetime) = min {maX (Z ei) } (3)

=1



4. SRR scheme

In this section, we introduce the details of the SRR scheme; it consis*s o, “hree phases. In
the first phase, an initialization program is executed by the sink node. Z>ch node obtains the
information (e.g., location of the sink node and list of neighbor nodes) at t'.e end of this phase.
In the second phase, dispersive phantom sources are generated and dat~ pac.~ts are sent from the
source node to the different phantom sources. In the last phase, the data nackets are sent from
the phantom sources to the sink node by random routing.

4.1. Initialization

We assume that the network includes one sink node vy anc ¢ sens r nodes v; (i = 1,2,---1),
represent as {vg, vy, -+ ,v;}. At the time of initialization, the si.'» »,de sets its hop count as 0,
vo.hop = 0 (the hop count represents the minimum hop di' tan” . rom a node to the sink node).
All sensor nodes set their hop counts to infinity, v;.hop = oo. Sub equently, the sink node begins
to broadcast the beacon message to the nearby nodes using “he same transmitting radius as the
sensor nodes. The initial hop count recorded in the bea. ~n mes: age is equal to 0 (beacon.hop = 0).
Once a node v; receives the beacon message, it checks wheu.er Inequation (4) is satisfied; if that
is the case, the node discards the beacon message.

vi-hop < ven hop (4)

Otherwise, the node v; sets v;.hop = bearm.hc 2+ 1 and increases beacon.hop by one. The
node continues to broadcast the beacon messag~ «~ its neighbor nodes. Other nodes that receive
the beacon message repeat the same proce ™ .o~ as node v; until all hop counts of the nodes are no
longer updated or have reached the threshola . the updating time. After the initialization, each
node obtains its hop count and those of the neighbor nodes. Furthermore, each node generates
three neighbor lists Ls, LI, and Le to ietern. ne the neighbor nodes whose hop counts are smaller,
larger, and equal to those of the curren. noc: respectively.

r

_ab': 1: summary of notations

Symbol Miooning

v; ‘The se..s0r node @

v;.hop 1 1e hop count of node v;

source.hop ".he hop count of the source node

Ls; Tne neighbor list of node v; with a smaller hop count
Le; ™ he neighbor list of node v; with an equal hop count
Ll; T'he neighbor list of node v; with a larger hop count
sec’ The sector ¢ selected for the kth data packet

tro The hop threshold

P The selected probability of sec;

9 The angle between the lines of sink-current and sink-source
R The communication radius of the nodes

1's The safe time

Re The capture rate

T The period of the data packets




4.2. Phantom routing

In general, the following sequence occurs; first, the source node calculates (. » random expected
angles for each data packet. Subsequently, the data packets are sent throneh annd.lar routes and
each node determines whether it should be a phantom source accordin , to the expected angle.
Finally, the data packets are sent from the real source node to the di. ent phantom sources
successfully.

% sol.cende A sink node

Figure 2: The ~ooru ~at: system and the separate sectors.

4.2.1. Calculation of the expect «d angic

Before the source node se..ds v. »~ data packets, it creates a rectangular coordinate system as
illustrated in Figure 2. The -1 % node is the origin and the line from the sink node to the source
node is the X-axis. The ar<~ of che network is evenly divided into n (n = 2i,7 = 1,2,3---) sectors,
that are designated as ¢ ¢y, sec. -+, sec, in a counterclockwise direction. The central angle of
each sector is 27” Final'y, t'.e s urce node determines the next strategy according to the following
comparison:

source.hop < thep (5)

If Inequatior (5) h-lds, the source node randomly chooses a sector sec} from the candidate
domain [sec%ﬂ./ secn - ,sec%} for the first data packet and selects a random angle from sec}
as the expect~d angie. For instance, when sec; is selected, the corresponding angle ranges from 0 to
27” and the sourc . node assigns a random number in the range of (O, %’T) to the expected angle. For
the kth (k > 2) ata packet, the source node removes sect ™!

the candidate domain [sec%ﬂ, S€Cnig, -+, sec%} . Afterward, a new sector sec

chosen by the prior data packet from
¥ is selected from the

updated candidate domain comprised of the remaining (% — 1) sectors. Likewise, a new expected
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angle is selected from secF. Subsequently, except for the first data packet t}at has a candidate

domain of § members, the other candidates have the candidate domain of / N 1) members and
the adjacent data packets do not select the expected angles from the same sector.

In contrast, if Inequation (5) does not hold, the selection of the exper ced angle is the same as
described above but the selection strategy for the sectors is different due to “* : tradeoff between the
security and the energy consumption. The initial candidate domain beco. =s |sccq, sec, - - -, 5@03]
and creates the corresponding probability set [Pl, B ,Pg], wh re P- represents the selected
probability of sec;. The principle of setting P; is as follows: a low »rcoability for selection is set
for sec; to prevent a direction attack and the values from Py t~ Pn o decreased gradually to
reduce the energy consumption. A small P, prevents the concer sration of the routing paths in the
area surrounding the line between the sink node and the source n. de t- prevent a direction attack.
Furthermore, by decreasing the values from P, to Pz, the wers ~ length of the routing paths is
reduced, which reduces the energy consumption. Similarly, “ae s urce node selects a sector for
the first data packet from the candidate domain based on e uutial probability set. For the kth
(k > 2) data packet, the sector seci™! is removed from *he can: 'idate domain. In addition, P; will
become 0 and its value is added proportionally to the ~the. ~.obabilities. Therefore, the updated
candidate domain and probability set are as follows:

[8661, cer ,8€C—1. S€C11, . ,SBC%]
: , Pn
P+ 1fIPZ- X Py Py + 1Pi_jDi X oy P+ 1P_Z+]13i X Ppy-or Po+ 1—2Pi x P

The details are shown in Algorithm 1.
Algorithm 1 Calculation of the expe ted «gle.

1: Establish coordinate system and «. -ide r etwork into n sectors secy, secs, - - -, sec,.

2: if source.hop < ty,, then

3: Remove seci ™! from initia. ~» (did ite domain.

4: Randomly choose secf fom cai. 1date domain.

5: Randomly choose an e .pec~d angle from seck.

6: else

7: Remove sect™ fror ini ial candidate domain.

8: Update probability seu.

9: Choose sect fror 1 ceadidate domain based on probability set.

10: Randomly choose n e .pected angle from seck.

11: end if

4.2.2. Routing o the , hantom source

After identit, ing t'e expected angle, the source node adds the information on the expected
angle to the = ~resnonding data packet. Hence, the process of transmitting the data packet to the
phantom sourc ~ starts.

As illustratec in Figure 3, we assume that the adversary has sufficient memory space to store
the visited locations to predict the direction of the data flow. The adversary backtracks to a
phantom source and continues to intercept a sufficient number of data packets hop by hop before
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the source node disappears; an approximate ring path is deduced by the acversary due to the
visited locations. Therefore, the adversary continues moving along the de. -ced ring direction.
When the adversary passes by the visible area, there is a high probabilitv that > 2 can find the
protected objective.
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Figure 3: The illustratio. of the SRR scheme.

To tackle this issue, at first, an integer is preetermined based on the range of the visible area
and is recorded in the data packet. In this ."1ay, ve assume that the radius of the visible area is
2R and the integer is randomly chosen and is eivaer 2 or 3. Therefore, the source node randomly
chooses a neighbor node from its Ll a.a s.nds the data packet to the neighbor node. When the
data packet is received by the node v, »; che ks the data packet and decreases the integer by one.
If the new integer equals 0, v; becor .es the “.termediate node. Otherwise, v; sends the data packet
to a random neighbor node in Ll; T} details are shown in Algorithm 2.

Algorithm 2 Generation of tI > intermediate node.

: Check the integer in the aata pe ket.
: Decrease the integer by one
. if the integer equals 0 e
Current node ber omes 1. ermediate node.
else
Send the date racke. 0 a random neighbor in L.
. end if

o =T B N U N

As the interr .eaiate node appears, it randomly determines to transmit the data packets clock-
wise or counterc 'ockwis 2 with equal probability. The data packet is immediately sent to a random
neighbor node of ... .ntermediate node and the neighbor node should be both on the determined
direction ana in .uc Le of the intermediate node. When the data packet is received by the node
vj, v; calculates an angle 6 according to Equation (6):

a* b=

2ab (6)

0 = cos



where a represents the distance between the sink node and the current noce; b represents the
distance between the sink node and the source node; ¢ represents the distans . hetween the source
node and the current node. The result 6 is the angle between the sink-current 1.e and the line
sink-source line.

If 0 > expected angle, the node v; becomes the phantom source. Othc v ise, v; sends the data
packet in the determined direction to a random neighbor node that is .~ the Le;. By repeating
this process, the data packet is transmitted from the intermediate .o e to che phantom source.
The details are shown in Algorithm 3.

Algorithm 3 From the intermediate node to the phantom sou ce.

Determine clockwise direction or counterclockwise direction.
if 0 > expected angle then
Current node becomes the phantom source.
else
Send the data packet in the determined directic» to a r: ndom neighbor node that is in the
Le.
6: end if

4.8. Random routing

After the phantom source appears, it sends ... davx packet to the sink node via random routing,.
From the phantom source to the sink node. whew a node v, receives the data packet, v, transmits
the data packet to a random neighbor node “hat is in the Lsg. This process continues until the
data packet reaches the sink node.

However, a common problem neecs to e considered. How do the boundary nodes find the
paths to the sink node? As shown i Figur 5, when a source node arises on the border of the
network, it is hard to transmit date packeui. co the sink node by directly applying the SRR scheme
because there are not enough no <s ‘o fc.m the ring on the border. Depending on the network
size, a threshold is set by the <mk n.J: and is sent to all nodes. When the distance from the
source node to the sink node s .. vger than the threshold, the data packet is sent for some hops
through the neighbor nodes i~ the Ls at first so that the data packet is received by a node whose
distance to the sink node i, sy aller than the threshold. Then the SRR scheme can be launched
successfully by the node. 11 threshold and the hops can be adjusted depending on the actual
conditions of the networ k.

5. Security analy .1s

In this section we ‘~t» ,duce the theoretical analysis of the security of our SRR scheme in terms
of likely attack Hatter. s of the adversary.

5.1. Directicm attacn

In this stu1v, we focus on the straight direction attack and the ring direction attack. As
demonstrated in Figure 4(a), when a sufficient number of data packets, whose routing paths are
located in the shaded area, are intercepted, the adversary can launch a straight direction attack.
When the adversary passes by the visible area in a straight direction along the shaded area, there
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is a high probability that the source node will be captured with a high probs bility. In the SRR,
if the hop count of the source node is not larger than tj,,, the routing pat'.. from the phantom
source to the sink node are located in secniq ~ secn; therefore, the probability .hat the source
node is captured by a straight direction attack equals 0. If the hop covat  f the source node is
larger than tj,,, namely ds > t,, X R, the angle « is given by Equation 7

a =sin 1=t (7)
2
To improve the security of the source node, we can adjust t-,, as ¢, , > ﬁ to guarantee
a < 27” In this case, the attack probability is expressed as:
dl Y 4 (P L
P X - XPx—— == L 8
LA dgsin%ﬁ algb'mQ—fr (8)

k

where P; denotes the probability that the routing pat™ is loce ted in sec; or sec, and k denotes
the number of locations used to predict the attack dii.~tio.. Ly the adversary.
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' (a) straight directio’. a. ~°k (b) ring direction attack |
L

Fi ;ure 4: The illustration of the direction attack.

As shown in Figure 4 b). simuar to the previous case, when the routing paths of the intercepted
data packets are annula. 2 sper.fic ring direction can be inferred by the adversary. It is also possible
to capture the source .ode w! en the adversary passes by the visible area and moves in the direction
of the ring. In the SRR, v e assume that the radius of the visible area is 2R and we choose the
integer 2 or 3 to ens. e t'.at the distance between the intermediate node and the source node is
at least 2R. Th reforc the probability of being captured by the ring direction attack equals 0. In
theory, if the she rtest ¢ istance d3 from the ring routing to the sink node satisfies d3 > ds + dy, the
security of th~ <ource node is guaranteed with regard to a ring direction attack.

5.2. Backtrack . ttack

This refers to the case when an adversary locates a directed transmission of the message based
on the signal intensity and angle and then moves to the location to continue eavesdropping on
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the new messages. By repeating this process, the adversary may capture the <ource node. In this
section, we describe the theoretical analysis of the security of our scheme for “he most vulnerable
situation, i.e., when the adversary captures the source node successfully in the . ast amount of
time. The detailed analysis steps are as follows:

Part 1: From the sink node to the phantom source. We assume thc b )p count of the source
node is h; the safe time (7's) and the capture rate (Rc) of this phase arc ~xpicssed as:

Tsi=2(h+2)T (9)
2 h+2
—= h<t . n
Rey = (n—4) » 1t = hop =1,2, -, - 10
C1 { (Pi)h+2, h > thop (Z Z) ( )

Proof: According to Algorithm 2, the hop count of the nhantor source is h + 2 or h + 3 and
least secure situation is h + 2. Because the adversary starts “acktracking from the sink node to
the phantom source, the fewest number of intercepted ~ta p‘.ckets is equal to the hop distance
between them, namely h + 2. In addition, because the “RR mechanism ensures that the adjacent
data packets do not select the expected angles fror 1.0 .. e sector, T's is at least twice as much
as (h+2)T. Therefore, Equation (9) is satisfied. Whe. h < t3,,, the probability that the routing

path just passes by the sector where the adversa, " 1c ...‘nsis 1 x 7= = % for each data packet.

2 i1 n—

2 2 h+2

VIR = (= to capture the
7o - 4 n — 4 (TL—4) p

As a result, the adversary has a probability .

h+2
phantom source. When h > tj,,, if the adversa.;7 is 1ocated+in sec;, the probability of intercepting
the data flow is P;. Therefore, similar to the previous case, the probability of capturing the
phantom source equals (P;)"*?.
Part 2: From the phantom source *o .he source node. When the adversary gets to the
phantom source whose hop count 7, h -2 and the angle at the source node is 6 (0 < 6 < ), then
T's and Rc of this phase are expres. ~ 1 as

Tsy=(0(h+2)+2)7T (11)

1 0(h+2)

Proof: In this phase _he r¢ cing path between the phantom source and the intermediate node is
similar to an arc; tl erefore the hop distance is equal to 6 (h + 2) and the least hop distance from
the intermediate noa. *to tlie source node is equal to 2. The sum 6 (h + 2) + 2 is also the minimum
number of data packe’s needed by the adversary. Therefore, Equation (11) is satisfied. According
to Algorithm 2 »nd A gorithm 3, a data flow has the probability of % to occur in the same arc
where the ad-ersary 1s located. In addition, the probability that the direction of annular data flow
is precisely tc ve ds the adversary is also % Therefore, for each data packet, the probability of
being intercepte.' by the adversary equals to % X % = i. If we assume that the probability of being
intercepted by the adversary from the source node to the intermediate node is 1, the probability

that the adversary captures the source node by intercepting 6 (h + 2) + 2 data packets is equal to
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(%)Q(HZ). Therefore, Equation (12) is satisfied. In summary, the minimum 7'+ and corresponding

Rc of the entire process are expressed as:

Ts=Ts1 +Tsy=(0+2)(h+2)+2)T (13)
2 h+2 /1 0(h+2)
—= 2 h<t n
Rc = Rey X Rey = (”‘4) (4) ’ hop .+ = 1.2,-‘-—) 14
! 2 { (B>h+2(}l)9(h+2)’ h > thop ( 9 (14)

6. Simulation results and performance analysis

6.1. Simulation environment and parameter configuration

In this study, we compare the proposed scheme with o her sct.>mes introduced by Yao et al.
[9] and Chen et al. [10] as the Constrained Random Re -ting (("{R) scheme. The two schemes
are similar to our proposed scheme. In addition, all schem " have the same goal, which is to
provide SLP and to minimize the energy consumption. .."ATI 1B R2016a is used to simulate the
performance of the schemes. The simulation parameters ~re shown in Table 2.

Table 2: Simulation . ~rameters

Parameter Value

Network size 1000m x 1000m
Number of sensor node: 2500
Coordinate of sink . nae (500, 500)
Initial energy of sensor .iodes 50J

Data packet s'ze 100007t

Period of da.~ pack t (7) 5s

Hop thres'.old (v, ,) 5

Radius ¢ se’ sor aodes (R) 50m

The simulation environmer . . ~d parameter configuration are as follows. There are 2500 nodes
distributed over an area of 1000m x 1000m. To simulate the realistic deployment of the sensor
nodes, the monitored area *5 di- ided into 2500 square grids whose size is 20m x 20m and only one
sensor node is randomly dep! ved in each grid. The communication radius of each node is 50m
and is equal to the eav: sdr pping radius of the adversary. In the experiment, the total number
of sectors is 12 and the | vobal ility set for the source node whose hop count is larger than ¢, is
[0.05,0.36,0.27,0.18 ,.U9, 0.v0] according to the principle described in Section 4.2.1. In this setting,
the phantom source s have 1 probability of 0.81 (0.36 + 0.27 + 0.18) to occur in the area ranging
from secy to secss in . words, the routing paths are also centralized in this area. Therefore,
the straight dir ction . ttack can be prevented and the extra energy consumption caused by long
distance routing ~an b’ reduced. Each group of experimental results is obtained by more than 100
simulations * = ~m<ure good accuracy.

Figure 5(a, ».1d Figure 5(b) illustrate the results of 20 simulations of the SRR scheme when the
hop count of the source node is smaller and larger than 5., respectively. In the figure, the small
dots represent the sensor nodes. These nodes are divided into several layers indicated by different
colors to represent the different hop counts. From inside to outside, the hop counts of the nodes
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increase layer by layer. In addition, the black dots and lines denote the routiig nodes and paths
respectively. As shown in Figure 5(a), the routing paths from the phantor. =ources to the sink
node are centralized in the region opposite to the source node because the angles of the selected
sectors range from 7 to 37” Similarly, if the hop count of the source node 1s s wger than ¢,,, each
sector has different probabilities for being chosen but the main probabiu'iss are deployed in the
sectors ranging from § to %’T and from %’r to HT”. Therefore, most ro.‘ings from the phantom
sources to the sink node are centralized in the scopes and the simuls 101 result in Figure 5(b) are

in agreement with the theoretical analysis.

oae |8
e’

. .
N o %0, 550 1% o 4 as'®
- s Pty Ol )

S N S S R . 200 % o,

(@) Hop count of source is smaller than b p threst hld ~ (b) Hop count of source is larger than hop threshold

Figure 5: TV ¢ evperunaental results of the SRR scheme.

6.2. Performance analysis

(1) Safe time.

Figure 6 depicts “ne ‘mmulation results of the safe time. It is observed that the SRR
scheme has the longr st sa.> time of the three schemes. Unlike the scheme described in Ref.
[9], our scheme sets sec ors for selecting the phantom sources. Because the SRR ensures that
two contiguous phanuv. ™m <ources do not exist in the same sector, the adversary has a smaller
probability to i.tercept new messages in succession. Therefore, the adversary spends more
time trying to capture the source node. In the CRR scheme, the nodes with smaller offset
angles are as..mea w have a larger probability to be chosen as the next hop. Therefore, the
routing pat s of th CRR scheme are identical to the directed random routing from the source
node to the .k .jode. This results in the shortest safe time for the CRR scheme among
the threc sc, - 2s. In addition, as the distance to the sink node increases, the routing paths
between th source node and the sink node become longer on average. Correspondingly, the
adversary spends more time on the backtracking process due to the longer routing path and
thus, the safe time increases.
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In Figure 7, we show the changes in the safe time for different side 'engths of the grid.
It is observed that the safe time exhibits a decreasing trend with incres.ng side length. We
already mentioned that only one sensor node is randomly deployed in each _rid; therefore,
the side length of the grid is proportional to the distribution density of i e sensor nodes. By
expanding the grid area, the densities of the sensor nodes and the . 1onal neighbor nodes
decrease. Therefore, the source node can be captured more easily “wv ti.e adversary as the
randomness of the routing paths decreases.

20—+
—=— SRR 1
1000 |- Ref. [9] /' .
—&— CRR
9 .
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@ P g
g 600 .
o
[
v 400 | e
200 - -
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1 2 3 4 5 6 7 8 9 10
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Figure 6: The safe time with di..~rent hop distance from source to sink.
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Fioure 7: The safe time with different side length of deployment grid.
(2) Intercept rau .

In Figure 8 and Figure 9, the intercept rate is used as a benchmark for determining the
security. The intercept rate is defined as the ratio between the number of data packets that
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is eavesdropped on by the adversary and the number of data packets sent by the source node.
Figure 8 shows that the SRR scheme has the lowest intercept rate amo .. the three methods
and the intercept rate exhibits a declining trend as the distance between .. e source node
and sink node increase. This occurs because the farther the distance 1s 1 om the source node
to the sink node, the more difficult it is for the adversary to interce, t data packets sent on
random routing paths. In the SRR scheme, there is a rapid decline .. the .ntercept rate when
the distance to the sink node changes from five to six. When ' hop count of the source
node is larger than five and exceeds 5, the number of candid: ‘e s :ctors for phantom sources
increases. The diversity of routing paths is also increased and ~veny. ally results in a decline in
the intercept rate. In the CRR scheme, the routing paths a1 > conc. ntrated in an area between
the source node and the sink node because of the constrainec offse’ angles. Therefore, there is
a high probability that the adversary can intercept new uate mackets, which explains the high
intercept rate.
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Figure 8: The inte -ept rate with different hop distance from source to sink.

Figure 9 shows an inc easing trend in the intercept rate with increasing side length of
the grid. Similar to thic » sult shown in Figure 7, an increase in the side length means that
fewer neighbor nodrs can Lo selected as the next hop when transmitting the data packets.
Therefore, it is mc. ~ li'tely chat the adversary can intercept new signals, which is reflected in
the increasing tre=1 ot "¢ intercept rate.

Energy consum »tion.

In this expe.'me ¢, the energy consumption refers to the average energy consumed by
transmittin‘, one lata packet from the source node to the sink node. As shown in Figure
10, we can . nalyz« the simulation results based on two aspects. First, when the hop count
of the scrree noue is smaller than ty,,,, the scheme of Ref. [9] performs slightly better than
our schen.~. ('his happens because our scheme centralizes the routes in the sectors away from
the source 1.7de as shown in Figure 5(a). The average routing length is longer than in the
scheme of Ref. [9]; therefore, our scheme consumes more energy on average. Second, if the
hop count of the source node is larger than t;,,, our scheme decreases the average routing
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length by reducing the probability of selecting the sectors that are far avay from the source
node. Therefore, our scheme performs clearly better than the scheme ¢ Ref. [9] in terms of
average energy consumption. In the CRR scheme, the offset angles reduce the randomness of
the routings, which shortens the average length of the routing paths 1 erefore, the average
energy consumption of the CRR scheme is the lowest.
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Figure 9: The intercept rate with difercat side length of deployment grid.
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Figure 10: The av :rage energy consumption with different hop distance from source to sink.
(4) Transmiss.v. delay.
Figure . shows the transmission delay versus the hop count of the source node. A low

transmission delay ensures the timeliness of the collected information. It is observed in the
figure that the transmission delay is lowest for the CRR scheme. This occurs because the
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sum of the offset angles is preset by the source node and the lengths of the random routes
are constrained in the CRR scheme. The data packets are transmitted " - the shortest route
instead of using random routing in the final stage of transmission. In additio.. when the hop
count of the source is less than ¢5,,, although the average routing lens ch . ; theoretically larger
for the SRR scheme than the scheme in Ref. [9], in reality, the du. ~ nce is not very large
due to the random routing. That is the reason why the performancc of our scheme is similar
to that of Ref. [9]. However, our scheme performs better than *aa of hef. [9] when the hop
count of the source node is larger than t;,, on account of contr Jllir g the length of the routing
paths by the dynamic candidate domain and the probability <~t.
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Figure 11: The transmission .elay v ‘th different hop distance from source to sink.

7. Conclusions

In this paper, we proposed n SRR protocol for WSNs to protect SLP and balance the energy
consumption. In the SRR, the sou. ~e node divides the network into several virtual sectors. The
data packets are transmitt-a hrough the different sectors and the dispersed routing paths to
improve the security. In a dit on, we reduce the selection probability of the sectors close to the
source node and keep thr annui. - routing away from the visible area to prevent a direction attack.
In addition, we use a hc » tk .esb )ld to adjust the routing strategy based on the relationship between
the hop threshold and the 1. » count of the source node to ensure a balance between the security and
the network lifetim¢. The analysis and simulation results demonstrate that our scheme provides
efficient protection t.~ SLF. In a future study, we plan to explore more energy-efficient methods to
address the SLP issue based on multiple source nodes or mobile sink nodes.
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Highlights for this paper are listed as follows:

Location privacy is a significant and challenging security issue in WSNs.
In this paper, we propose a SRR algorithm for WSNs to protect source location priv: Cy.
Dividing deployment area into sectors to enhance randomness of routing paths.

Concept of hop threshold is designed for balancing security and energy consumr <ion



