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Abstract

With the development of the Internet of Things (IoT), Smart Data, which effectively support the
IoT for planning, operation, monitoring, control, and intelligent decision making, has received
extensive interest by researchers. However, the security of the data source has not been entirely
resolved. Wireless sensor networks (WSNs) are vital components of the IoT for event monitoring
and information gathering. Recently, source location privacy (SLP) protection in WSNs has at-
tracted attentions as an approach to prevent adversaries from performing a backtracking strategy
to capture the data sources. In view of the characteristics of the sensor nodes, the restricted com-
puting power and the energy resource, we propose a sector-based random routing (SRR) scheme
to address the SLP problem and reduce the energy consumption. In the SRR, the data packets
are sent to random phantom sources that are located in different sectors and are distributed in
all directions to reach the sink node. In addition, the concept of a hop threshold is presented to
control the routing strategies and reduce the energy consumption. The theoretical analysis and ex-
perimental results prove that the proposed protocol efficiently reduces backtracking and direction
attacks while safekeeping the balance between security and network lifetime.

Keywords: Internet of things, wireless sensor networks, source location privacy, phantom source

1. Introduction

The Internet of Things (IoT), in which numerous physical objects are connected to collect and
exchange data, has been applied in various domains, such as home automation, patient and indus-
trial monitoring, smart cities, and smart infrastructures [1-2]. In recent years, Smart Data, which
refers to valuable data without noise, has played an important role in supporting the development
of the IoT. However, researchers have not entirely solved the security issue related to the location
of the data origin. As fundamental components of the IoT for event monitoring and information
gathering, wireless sensor networks (WSNs) are comprised of abundant resource-constrained and
non-rechargeable sensor nodes that are self organized [3-5]. Unlike wired networks, WSNs are
flexible to adapt to complex application scenarios. However, with an appropriate wireless device, a
person can monitor the communication signals in a wireless sensor domain [6]. In spite of encryp-
tion techniques that protect the communication content exchanged between two sensor nodes, the
adversaries mostly use powerful equipment for locating the message source by monitoring the com-
munication patterns between the nodes without accessing the communication content. Therefore,
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many researchers have focused on source location privacy (SLP) protection in recent years.
SLP is a significant and challenging security issue [6]. In the absence of SLP, vital information

on the physical objective may be revealed. Numerous research studies related to SLP have been
conducted in the last decade. Ozturk et al. [7] proposed the classical Panda-Hunter Game and
the phantom routing algorithm. Wang et al. [8] first presented the concept of a visible area. Yao
et al. [9] put forward a scheme based on a multi-ring centered at the sink node. Chen et al. [10]
used constrained offset angles and probabilistic routing to balance the energy consumption and
the security requirements. However, to our best knowledge, most existing schemes do not consider
balancing energy consumption and security based on the location of the source node.

In this paper, a sector-based random routing (SRR) scheme is proposed to protect SLP. Our
proposed scheme effectively prevents the adversary from utilizing a backtracking mechanism to
locate the source node. In SRR, the deployed area is uniformly divided into sectors that have
the sink node as a common vertex. Initially, the source node selects phantom sources of the data
packets in different sectors. Then the source node sends the data packets to the phantom sources
using annular routing. Finally, the phantom sources send the data packets to the sink node via
random routing. Hence, the adversary is confused by the varying paths. SRR reduces the energy
consumption by assuming that sufficient security exists. A hop threshold (thop) is set for the sensor
nodes. If the hop count of the source node is smaller than thop, the sectors opposite to the source
node are selected to improve the location privacy. Otherwise, all sectors become the candidate
domain of the phantom sources but the sectors that are closer to the source node have higher
probabilities to be selected to save energy consumption. The main contributions of this paper are
as follows:

(1) We put forward a novel SRR scheme that uses multiple dispersed routes to achieve improved
SLP.

(2) We introduce the concept of thop to maintain a balance between the energy consumption and
the source node security depending on the location of the source node.

(3) We provide an extensive theoretical analysis and experimental simulations to prove the effi-
ciency of our scheme.

The rest of this paper is organized as follows: Section 2 introduces the related studies on
this topic. Section 3 presents the system model and problem statement. Section 4 describes our
proposed scheme in detail and Section 5 gives a theoretical analysis of our scheme. Section 6 shows
the experimental results based on a simulation. We present the conclusions of the study in Section
7.

2. Related work

The privacy issues of WSNs can be divided into two categories: content privacy and context
privacy. Content privacy is usually protected by encryption or authentication but the schemes on
content privacy are not discussed here. Context privacy is more intractable because the commu-
nication signal is exposed in cyberspace. The SLP is a type of context privacy that protects the
location of the source node [11-13].

The SLP problem has gained much attention in the past years since Ozturk et al. [7] initially
proposed the classical panda-hunter game, as shown in Figure 1. Many sensor nodes are deployed
in a habitat at random to monitor the panda’s living status. When a panda is detected in the
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network, the corresponding sensor node becomes the source node and starts sending the collected
data to the sink node hop by hop. This is done periodically until the panda disappears from its
detection range. Since Kamat et al. [14] formalized the SLP problem, the panda-hunter game
model has become the fundamental event-driven application scenario for studying SLP.

Source Node

Sink Node

Objective

Adversary

Routing 

Flow

Sensor Node

Figure 1: The structure of the panda-hunter game.

Ozturk et al. [7] first developed the phantom routing scheme to solve the SLP problem. As
soon as the source node detects an event, the generated data packets are sent to adjacent nodes
called neighbor nodes, which continue sending the data packets to their own neighbor nodes in a
similar manner. This procedure maintains a predefined hop. Afterwards, each node sends the data
packets to all neighbor nodes until the sink node receives the data packets. It becomes difficult for
the adversary to capture the source node by backtracking because the routing paths of the data
packets are random and unpredictable. However, Kamat et al. [14] showed that a routing loop
is formed due to a pure random walk. To solve this problem, Tan et al. [15] proposed a directed
random walk scheme called EDROW. In EDROW, the nodes closer to the sink node are called
parent nodes and are responsible for transmitting the data packets. Thus, a sufficient number of
optional parent nodes provide better SLP. Luo et al. [16] presented a phantom single-path routing
scheme, where each phantom source generated a fake path to simulate the behavior of the real
source node as a means of inducing the adversary. A multiple phantom scheme was designed by
Gupta et al. [17]. In this scheme, every three nodes are considered a triplet. When one node of
a triplet becomes the source node, the other two nodes play the role of the phantom source. A
greedy random walk scheme called GROW was proposed by Xi et al. [18]. In GROW, a random
walk is initiated by the sink node. In the meantime, the source node also transmits event packets
in a random walk. Once the two paths connect, the packets are delivered along the path of the
sink node until they reach the sink node. In order to achieve a balance between privacy and energy
consumption, Chen et al. [10] designed a selection domain that randomly chooses a neighbor node
to transmit the data packet. In addition, the sum of offsets is estimated to control the energy
consumption of the random routes. Tang et al. [19] proposed the CASER protocol. In this
protocol, the two adjustable parameters of energy balance control and probabilistic-based random
walk are designed to address the conflict between the lifetime optimization and the security.

In addition to random routes, the use of fake message also constitutes a proven measure to
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provide SLP [20-22]. It is demanding for the adversary to identify the true routes because it
is difficult to distinguish the real data packets from the fake data packets. Chen et al. [23]
proposed three similar approaches that are called bidirectional tree, dynamic bidirectional tree,
and zigzag bidirectional tree. By using fake data packets to generate fake paths that differ from
the real path, the adversary is likely to trace some of the wrong routes. Thus, the source node
has more time to safely transmit the data packets. Mahmoud et al. [24] first introduced an attack
named Hotspot-Locating and a cloud-based scheme was proposed to cope with this attack. A
novel tree-based scheme was proposed by Long et al. [25]. In this scheme, the energy of the
non-hotspot regions is utilized to generate diversionary routings. Fake messages are transmitted
in the diversionary routings to tempt the adversary to leave the real path. Proano et al. [26]
devised a scheme to confront the global adversary. This scheme partitions the WSN into minimum
connected dominating sets (MCDSs). When the real data packets pass by the section of an MCDS,
fake data packets are generated to deny the adversary access to identify the real routing. Huang
et al. [27] proposed a redundancy branch convergence-based preserved source location privacy
scheme (RBCPSLP), in which every node generates fake messages independently according to the
residual energy and the total routes are merged into several backbone routes to reduce the energy
consumption of the hotspot area.

In addition, a solution has been proposed to provide SLP by utilizing the cyclic topology [28-
30]. A multiring-based scheme was proposed by Yao et al. [9]. In this scheme, sensor nodes are
divided into different rings dependent on the hop distance to the sink node. Before reaching the
sink node, each data packet is transmitted with an angle α along the external ring and with an
angle π − α along the internal ring. Although the scheme also utilizes fake messages to enhance
the security, the network lifetime is reduced due to the additional energy consumption. Zhou et
al. [31] used a ring to buffer the real data packets. As the fake packets generated by a boundary
node pass by the ring, the fake data packets are replaced by the real data packets to be sent to
the sink node. However, this method is not secure enough when the adversary appears on the ring
where the source node exists.

3. The system model and problem statement

3.1. Network model

The network model in this study is based on the panda-hunter game [32]. The key points of
this model are as follows:

(1) There are a large number of sensor nodes uniformly and randomly deployed in the network.
Each sensor node is constrained by computing power and energy resource. We assume that
the locations of the sensor nodes remain steady after they have been deployed and that any
two sensor nodes communicate via multi-hop routing.

(2) A powerful and settled sink node, which is the unique and final destination of all data flows,
is located in the center of the deployment area. We assume that the location of the sink node
is public and that each sensor node is aware of its own location based on a location algorithm.

(3) The network belongs to an event-monitoring network. When an event is detected, the source
node periodically sends the gathered data to the sink node. We assume that events randomly
arise in the network and there is only one source node generated at any time.
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(4) We assume that a cryptographic technique is used to ensure that the content of each data
packet is unknowable to unauthorized users; the details of the cryptographic techniques can
be found in [33,34].

3.2. Adversary model

An adversary is a hunter with the ultimate goal to find the source node to capture the pandas.
We assume that the characteristics of the adversary are as follows:

(1) Well-equipped. The adversary is equipped with sophisticated radio equipment. The energy
resources, computing power, and storage capacity are unlimited.

(2) Passive. The adversary does not perform any active attacks to obstruct the normal operation of
the network because such behavior is easily detected by the network administrator. Therefore,
the adversary only implements passive attacks such as eavesdropping to determine the traffic
pattern of the network.

(3) Local vision. The eavesdropping radius of the adversary is similar to the communication radius
of the sensor node. The adversary can estimate the location of the direct sender by calculating
the signal strength and direction to quickly move to the estimated site. As this process is
repeated, the adversary can perform a backtracking attack.

3.3. Problem statement

In this study, we design a guaranteed and efficient scheme to protect the SLP; the metrics used
to characterize the performance of the proposed schemes are as follows.

(1) Safe time: This is the period that begins when the source node transmits the first data packet
and ends when the adversary captures the source node. If the transmitting period of the data
packets (T ) is fixed, the safe time is expressed as follows:

max (safe time) = max (n)× T (1)

where n is the number of data packets sent by the source node before the adversary captures
the source node.

(2) Capture rate: This is defined as the probability that the source node can be captured by the
adversary in a certain amount of time. The security improves as the capture rate declines. We
assume that when the minimum hop distance from the source node to the sink node is l and
the probability of the transmitting node i being captured is pi, then the metric is expressed
as follows:

min (capture rate) = min

(
l∏

i=1

pi

)
(2)

(3) Lifetime: This is defined as the period that begins when the network starts running and ends
when the first dead node occurs. A dead node is a node that runs out of energy. If the energy
consumption of node i is ei and the sum of the sensor nodes equals n, the objective is expressed
as follows:

max (lifetime) = min

{
max

(
n∑

i=1

ei

)}
(3)
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4. SRR scheme

In this section, we introduce the details of the SRR scheme; it consists of three phases. In
the first phase, an initialization program is executed by the sink node. Each node obtains the
information (e.g., location of the sink node and list of neighbor nodes) at the end of this phase.
In the second phase, dispersive phantom sources are generated and data packets are sent from the
source node to the different phantom sources. In the last phase, the data packets are sent from
the phantom sources to the sink node by random routing.

4.1. Initialization

We assume that the network includes one sink node v0 and t sensor nodes vi (i = 1, 2, · · · t),
represent as {v0, v1, · · · , vt}. At the time of initialization, the sink node sets its hop count as 0,
v0.hop = 0 (the hop count represents the minimum hop distance from a node to the sink node).
All sensor nodes set their hop counts to infinity, vi.hop = ∞. Subsequently, the sink node begins
to broadcast the beacon message to the nearby nodes using the same transmitting radius as the
sensor nodes. The initial hop count recorded in the beacon message is equal to 0 (beacon.hop = 0).
Once a node vi receives the beacon message, it checks whether Inequation (4) is satisfied; if that
is the case, the node discards the beacon message.

vi.hop ≤ beacon.hop (4)

Otherwise, the node vi sets vi.hop = beacon.hop + 1 and increases beacon.hop by one. The
node continues to broadcast the beacon message to its neighbor nodes. Other nodes that receive
the beacon message repeat the same procedure as node vi until all hop counts of the nodes are no
longer updated or have reached the threshold of the updating time. After the initialization, each
node obtains its hop count and those of the neighbor nodes. Furthermore, each node generates
three neighbor lists Ls, Ll, and Le to determine the neighbor nodes whose hop counts are smaller,
larger, and equal to those of the current node respectively.

Table 1: Summary of notations

Symbol Meaning
vi The sensor node i
vi.hop The hop count of node vi
source.hop The hop count of the source node
Lsi The neighbor list of node vi with a smaller hop count
Lei The neighbor list of node vi with an equal hop count
Lli The neighbor list of node vi with a larger hop count
secki The sector i selected for the kth data packet
thop The hop threshold
Pi The selected probability of seci
θ The angle between the lines of sink-current and sink-source
R The communication radius of the nodes
Ts The safe time
Rc The capture rate
T The period of the data packets
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4.2. Phantom routing

In general, the following sequence occurs; first, the source node calculates the random expected
angles for each data packet. Subsequently, the data packets are sent through annular routes and
each node determines whether it should be a phantom source according to the expected angle.
Finally, the data packets are sent from the real source node to the different phantom sources
successfully.
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Figure 2: The coordinate system and the separate sectors.

4.2.1. Calculation of the expected angle

Before the source node sends the data packets, it creates a rectangular coordinate system as
illustrated in Figure 2. The sink node is the origin and the line from the sink node to the source
node is the X-axis. The area of the network is evenly divided into n (n = 2i, i = 1, 2, 3 · · · ) sectors,
that are designated as sec1, sec2, · · · , secn in a counterclockwise direction. The central angle of
each sector is 2π

n
. Finally, the source node determines the next strategy according to the following

comparison:

source.hop ≤ thop (5)

If Inequation(5) holds, the source node randomly chooses a sector sec1i from the candidate
domain

[
secn

4
+1, secn

4
+2, · · · , secn

2

]
for the first data packet and selects a random angle from sec1i

as the expected angle. For instance, when sec1 is selected, the corresponding angle ranges from 0 to
2π
n

and the source node assigns a random number in the range of
(
0, 2π

n

)
to the expected angle. For

the kth (k ≥ 2) data packet, the source node removes seck−1
i chosen by the prior data packet from

the candidate domain
[
secn

4
+1, secn

4
+2, · · · , secn

2

]
. Afterward, a new sector secki is selected from the

updated candidate domain comprised of the remaining
(
n
4
− 1
)

sectors. Likewise, a new expected
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angle is selected from secki . Subsequently, except for the first data packet that has a candidate
domain of n

4
members, the other candidates have the candidate domain of

(
n
4
− 1
)

members and
the adjacent data packets do not select the expected angles from the same sector.

In contrast, if Inequation (5) does not hold, the selection of the expected angle is the same as
described above but the selection strategy for the sectors is different due to the tradeoff between the
security and the energy consumption. The initial candidate domain becomes

[
sec1, sec2, · · · , secn

2

]

and creates the corresponding probability set
[
P1, P2, · · · , Pn

2

]
, where Pi represents the selected

probability of seci. The principle of setting Pi is as follows: a low probability for selection is set
for sec1 to prevent a direction attack and the values from P2 to Pn

2
are decreased gradually to

reduce the energy consumption. A small P1 prevents the concentration of the routing paths in the
area surrounding the line between the sink node and the source node to prevent a direction attack.
Furthermore, by decreasing the values from P2 to Pn

2
, the average length of the routing paths is

reduced, which reduces the energy consumption. Similarly, the source node selects a sector for
the first data packet from the candidate domain based on the initial probability set. For the kth
(k ≥ 2) data packet, the sector seck−1

i is removed from the candidate domain. In addition, Pi will
become 0 and its value is added proportionally to the other probabilities. Therefore, the updated
candidate domain and probability set are as follows:

[
sec1, · · · , seci−1, seci+1, · · · , secn

2

]

[
P1 +

P1

1− Pi
× Pi, · · · , Pi−1 +

Pi−1

1− Pi
× Pi, Pi+1 +

Pi+1

1− Pi
× Pi, · · · , Pn

2
+

Pn
2

1− Pi
× Pi

]

The details are shown in Algorithm 1.

Algorithm 1 Calculation of the expected angle.

1: Establish coordinate system and divide network into n sectors sec1, sec2, · · · , secn.
2: if source.hop ≤ thop then
3: Remove seck−1

i from initial candidate domain.
4: Randomly choose secki from candidate domain.
5: Randomly choose an expected angle from secki .
6: else
7: Remove seck−1

i from initial candidate domain.
8: Update probability set.
9: Choose secki from candidate domain based on probability set.

10: Randomly choose an expected angle from secki .
11: end if

4.2.2. Routing to the phantom source

After identifying the expected angle, the source node adds the information on the expected
angle to the corresponding data packet. Hence, the process of transmitting the data packet to the
phantom source starts.

As illustrated in Figure 3, we assume that the adversary has sufficient memory space to store
the visited locations to predict the direction of the data flow. The adversary backtracks to a
phantom source and continues to intercept a sufficient number of data packets hop by hop before
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the source node disappears; an approximate ring path is deduced by the adversary due to the
visited locations. Therefore, the adversary continues moving along the deduced ring direction.
When the adversary passes by the visible area, there is a high probability that he can find the
protected objective.

source node

sink node

phantom 

source

visible area

line of 

expected angle 

intermediate 

node

Figure 3: The illustration of the SRR scheme.

To tackle this issue, at first, an integer is predetermined based on the range of the visible area
and is recorded in the data packet. In this study, we assume that the radius of the visible area is
2R and the integer is randomly chosen and is either 2 or 3. Therefore, the source node randomly
chooses a neighbor node from its Ll and sends the data packet to the neighbor node. When the
data packet is received by the node vi, vi checks the data packet and decreases the integer by one.
If the new integer equals 0, vi becomes the intermediate node. Otherwise, vi sends the data packet
to a random neighbor node in Lli. The details are shown in Algorithm 2.

Algorithm 2 Generation of the intermediate node.

1: Check the integer in the data packet.
2: Decrease the integer by one.
3: if the integer equals 0 then
4: Current node becomes intermediate node.
5: else
6: Send the data packet to a random neighbor in Ll.
7: end if

As the intermediate node appears, it randomly determines to transmit the data packets clock-
wise or counterclockwise with equal probability. The data packet is immediately sent to a random
neighbor node of the intermediate node and the neighbor node should be both on the determined
direction and in the Le of the intermediate node. When the data packet is received by the node
vj, vj calculates an angle θ according to Equation (6):

θ = cos−1a
2 + b2 − c2

2ab
(6)

9



where a represents the distance between the sink node and the current node; b represents the
distance between the sink node and the source node; c represents the distance between the source
node and the current node. The result θ is the angle between the sink-current line and the line
sink-source line.

If θ ≥ expected angle, the node vj becomes the phantom source. Otherwise, vj sends the data
packet in the determined direction to a random neighbor node that is in the Lej. By repeating
this process, the data packet is transmitted from the intermediate node to the phantom source.
The details are shown in Algorithm 3.

Algorithm 3 From the intermediate node to the phantom source.

1: Determine clockwise direction or counterclockwise direction.
2: if θ ≥ expected angle then
3: Current node becomes the phantom source.
4: else
5: Send the data packet in the determined direction to a random neighbor node that is in the
Le.

6: end if

4.3. Random routing

After the phantom source appears, it sends the data packet to the sink node via random routing.
From the phantom source to the sink node, when a node vk receives the data packet, vk transmits
the data packet to a random neighbor node that is in the Lsk. This process continues until the
data packet reaches the sink node.

However, a common problem needs to be considered. How do the boundary nodes find the
paths to the sink node? As shown in Figure 5, when a source node arises on the border of the
network, it is hard to transmit data packets to the sink node by directly applying the SRR scheme
because there are not enough nodes to form the ring on the border. Depending on the network
size, a threshold is set by the sink node and is sent to all nodes. When the distance from the
source node to the sink node is larger than the threshold, the data packet is sent for some hops
through the neighbor nodes in the Ls at first so that the data packet is received by a node whose
distance to the sink node is smaller than the threshold. Then the SRR scheme can be launched
successfully by the node. The threshold and the hops can be adjusted depending on the actual
conditions of the network.

5. Security analysis

In this section, we introduce the theoretical analysis of the security of our SRR scheme in terms
of likely attack patterns of the adversary.

5.1. Direction attack

In this study, we focus on the straight direction attack and the ring direction attack. As
demonstrated in Figure 4(a), when a sufficient number of data packets, whose routing paths are
located in the shaded area, are intercepted, the adversary can launch a straight direction attack.
When the adversary passes by the visible area in a straight direction along the shaded area, there
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is a high probability that the source node will be captured with a high probability. In the SRR,
if the hop count of the source node is not larger than thop, the routing paths from the phantom
source to the sink node are located in secn

4
+1 ∼ secn

2
; therefore, the probability that the source

node is captured by a straight direction attack equals 0. If the hop count of the source node is
larger than thop, namely d2 > thop ×R, the angle α is given by Equation (7):

α = sin−1d1
d2

(7)

To improve the security of the source node, we can adjust thop as thop >
d1

R sin 2π
n

to guarantee

α < 2π
n

. In this case, the attack probability is expressed as:

P1 × · · · × P1︸ ︷︷ ︸
k

× d1
d2 sin 2π

n

=
d1(P1)

k

d2 sin 2π
n

(8)

where P1 denotes the probability that the routing path is located in sec1 or secn and k denotes
the number of locations used to predict the attack direction by the adversary.

d1

d2

sink node

source node

d1 radius of visible area

d2 distance between 

source and sink

α 
visible area

predicted area

d2

sink node

d1

d3

source node

visible area

predicted area

(a) straight direction attack (b) ring direction attack

Figure 4: The illustration of the direction attack.

As shown in Figure 4(b), similar to the previous case, when the routing paths of the intercepted
data packets are annular, a specific ring direction can be inferred by the adversary. It is also possible
to capture the source node when the adversary passes by the visible area and moves in the direction
of the ring. In the SRR, we assume that the radius of the visible area is 2R and we choose the
integer 2 or 3 to ensure that the distance between the intermediate node and the source node is
at least 2R. Therefore, the probability of being captured by the ring direction attack equals 0. In
theory, if the shortest distance d3 from the ring routing to the sink node satisfies d3 ≥ d2 + d1, the
security of the source node is guaranteed with regard to a ring direction attack.

5.2. Backtrack attack

This refers to the case when an adversary locates a directed transmission of the message based
on the signal intensity and angle and then moves to the location to continue eavesdropping on
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the new messages. By repeating this process, the adversary may capture the source node. In this
section, we describe the theoretical analysis of the security of our scheme for the most vulnerable
situation, i.e., when the adversary captures the source node successfully in the least amount of
time. The detailed analysis steps are as follows:
Part 1: From the sink node to the phantom source. We assume the hop count of the source
node is h; the safe time (Ts) and the capture rate (Rc) of this phase are expressed as:

Ts1 = 2 (h+ 2)T (9)

Rc1 =

{ (
2

n−4

)h+2
, h ≤ thop

(Pi)
h+2, h > thop

(
i = 1, 2, · · · , n

2

)
(10)

Proof: According to Algorithm 2, the hop count of the phantom source is h + 2 or h + 3 and
least secure situation is h + 2. Because the adversary starts backtracking from the sink node to
the phantom source, the fewest number of intercepted data packets is equal to the hop distance
between them, namely h+ 2. In addition, because the SRR mechanism ensures that the adjacent
data packets do not select the expected angles from the same sector, Ts is at least twice as much
as (h+ 2)T . Therefore, Equation (9) is satisfied. When h ≤ thop, the probability that the routing
path just passes by the sector where the adversary remains is 1

2
× 1

n
4
−1

= 2
n−4

for each data packet.

As a result, the adversary has a probability of
2

n− 4
× · · · × 2

n− 4︸ ︷︷ ︸
h+2

=
(

2
n−4

)h+2
to capture the

phantom source. When h > thop, if the adversary is located in seci, the probability of intercepting
the data flow is Pi. Therefore, similar to the previous case, the probability of capturing the
phantom source equals (Pi)

h+2.
Part 2: From the phantom source to the source node. When the adversary gets to the
phantom source whose hop count is h+ 2 and the angle at the source node is θ (0 ≤ θ ≤ π), then
Ts and Rc of this phase are expressed as:

Ts2 = (θ (h+ 2) + 2)T (11)

Rc2 =

(
1

4

)θ(h+2)

(12)

Proof: In this phase, the routing path between the phantom source and the intermediate node is
similar to an arc; therefore, the hop distance is equal to θ (h+ 2) and the least hop distance from
the intermediate node to the source node is equal to 2. The sum θ (h+ 2) + 2 is also the minimum
number of data packets needed by the adversary. Therefore, Equation (11) is satisfied. According
to Algorithm 2 and Algorithm 3, a data flow has the probability of 1

2
to occur in the same arc

where the adversary is located. In addition, the probability that the direction of annular data flow
is precisely towards the adversary is also 1

2
. Therefore, for each data packet, the probability of

being intercepted by the adversary equals to 1
2
× 1

2
= 1

4
. If we assume that the probability of being

intercepted by the adversary from the source node to the intermediate node is 1, the probability
that the adversary captures the source node by intercepting θ (h+ 2) + 2 data packets is equal to
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(
1
4

)θ(h+2)
. Therefore, Equation (12) is satisfied. In summary, the minimum Ts and corresponding

Rc of the entire process are expressed as:

Ts = Ts1 + Ts2 = ((θ + 2) (h+ 2) + 2)T (13)

Rc = Rc1 ×Rc2 =

{ (
2

n−4

)h+2(1
4

)θ(h+2)
, h ≤ thop

(Pi)
h+2(1

4

)θ(h+2)
, h > thop

(
i = 1, 2, · · · n

2

)
(14)

6. Simulation results and performance analysis

6.1. Simulation environment and parameter configuration

In this study, we compare the proposed scheme with other schemes introduced by Yao et al.
[9] and Chen et al. [10] as the Constrained Random Routing (CRR) scheme. The two schemes
are similar to our proposed scheme. In addition, all schemes have the same goal, which is to
provide SLP and to minimize the energy consumption. MATLAB R2016a is used to simulate the
performance of the schemes. The simulation parameters are shown in Table 2.

Table 2: Simulation parameters

Parameter Value
Network size 1000m× 1000m
Number of sensor nodes 2500
Coordinate of sink node (500, 500)
Initial energy of sensor nodes 50J
Data packet size 1000bit
Period of data packet (T ) 5s
Hop threshold (thop) 5
Radius of sensor nodes (R) 50m

The simulation environment and parameter configuration are as follows. There are 2500 nodes
distributed over an area of 1000m × 1000m. To simulate the realistic deployment of the sensor
nodes, the monitored area is divided into 2500 square grids whose size is 20m× 20m and only one
sensor node is randomly deployed in each grid. The communication radius of each node is 50m
and is equal to the eavesdropping radius of the adversary. In the experiment, the total number
of sectors is 12 and the probability set for the source node whose hop count is larger than thop is
[0.05, 0.36, 0.27, 0.18, 0.09, 0.05] according to the principle described in Section 4.2.1. In this setting,
the phantom sources have a probability of 0.81 (0.36 + 0.27 + 0.18) to occur in the area ranging
from sec2 to sec4; in other words, the routing paths are also centralized in this area. Therefore,
the straight direction attack can be prevented and the extra energy consumption caused by long
distance routing can be reduced. Each group of experimental results is obtained by more than 100
simulations to ensure good accuracy.

Figure 5(a) and Figure 5(b) illustrate the results of 20 simulations of the SRR scheme when the
hop count of the source node is smaller and larger than thop respectively. In the figure, the small
dots represent the sensor nodes. These nodes are divided into several layers indicated by different
colors to represent the different hop counts. From inside to outside, the hop counts of the nodes
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increase layer by layer. In addition, the black dots and lines denote the routing nodes and paths
respectively. As shown in Figure 5(a), the routing paths from the phantom sources to the sink
node are centralized in the region opposite to the source node because the angles of the selected
sectors range from π

2
to 3π

2
. Similarly, if the hop count of the source node is larger than thop, each

sector has different probabilities for being chosen but the main probabilities are deployed in the
sectors ranging from π

6
to 2π

3
and from 4π

3
to 11π

6
. Therefore, most routings from the phantom

sources to the sink node are centralized in the scopes and the simulation result in Figure 5(b) are
in agreement with the theoretical analysis.

(a) Hop count of source is smaller than hop threshold (b) Hop count of source is larger than hop threshold

Figure 5: The experimental results of the SRR scheme.

6.2. Performance analysis

(1) Safe time.
Figure 6 depicts the simulation results of the safe time. It is observed that the SRR

scheme has the longest safe time of the three schemes. Unlike the scheme described in Ref.
[9], our scheme sets sectors for selecting the phantom sources. Because the SRR ensures that
two contiguous phantom sources do not exist in the same sector, the adversary has a smaller
probability to intercept new messages in succession. Therefore, the adversary spends more
time trying to capture the source node. In the CRR scheme, the nodes with smaller offset
angles are assumed to have a larger probability to be chosen as the next hop. Therefore, the
routing paths of the CRR scheme are identical to the directed random routing from the source
node to the sink node. This results in the shortest safe time for the CRR scheme among
the three schemes. In addition, as the distance to the sink node increases, the routing paths
between the source node and the sink node become longer on average. Correspondingly, the
adversary spends more time on the backtracking process due to the longer routing path and
thus, the safe time increases.
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In Figure 7, we show the changes in the safe time for different side lengths of the grid.
It is observed that the safe time exhibits a decreasing trend with increasing side length. We
already mentioned that only one sensor node is randomly deployed in each grid; therefore,
the side length of the grid is proportional to the distribution density of the sensor nodes. By
expanding the grid area, the densities of the sensor nodes and the optional neighbor nodes
decrease. Therefore, the source node can be captured more easily by the adversary as the
randomness of the routing paths decreases.
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Figure 6: The safe time with different hop distance from source to sink.
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Figure 7: The safe time with different side length of deployment grid.

(2) Intercept rate.
In Figure 8 and Figure 9, the intercept rate is used as a benchmark for determining the

security. The intercept rate is defined as the ratio between the number of data packets that
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is eavesdropped on by the adversary and the number of data packets sent by the source node.
Figure 8 shows that the SRR scheme has the lowest intercept rate among the three methods
and the intercept rate exhibits a declining trend as the distance between the source node
and sink node increase. This occurs because the farther the distance is from the source node
to the sink node, the more difficult it is for the adversary to intercept data packets sent on
random routing paths. In the SRR scheme, there is a rapid decline in the intercept rate when
the distance to the sink node changes from five to six. When the hop count of the source
node is larger than five and exceeds thop, the number of candidate sectors for phantom sources
increases. The diversity of routing paths is also increased and eventually results in a decline in
the intercept rate. In the CRR scheme, the routing paths are concentrated in an area between
the source node and the sink node because of the constrained offset angles. Therefore, there is
a high probability that the adversary can intercept new data packets, which explains the high
intercept rate.
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Figure 8: The intercept rate with different hop distance from source to sink.

Figure 9 shows an increasing trend in the intercept rate with increasing side length of
the grid. Similar to the result shown in Figure 7, an increase in the side length means that
fewer neighbor nodes can be selected as the next hop when transmitting the data packets.
Therefore, it is more likely that the adversary can intercept new signals, which is reflected in
the increasing trend of the intercept rate.

(3) Energy consumption.
In this experiment, the energy consumption refers to the average energy consumed by

transmitting one data packet from the source node to the sink node. As shown in Figure
10, we can analyze the simulation results based on two aspects. First, when the hop count
of the source node is smaller than thop, the scheme of Ref. [9] performs slightly better than
our scheme. This happens because our scheme centralizes the routes in the sectors away from
the source node as shown in Figure 5(a). The average routing length is longer than in the
scheme of Ref. [9]; therefore, our scheme consumes more energy on average. Second, if the
hop count of the source node is larger than thop, our scheme decreases the average routing
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length by reducing the probability of selecting the sectors that are far away from the source
node. Therefore, our scheme performs clearly better than the scheme of Ref. [9] in terms of
average energy consumption. In the CRR scheme, the offset angles reduce the randomness of
the routings, which shortens the average length of the routing paths. Therefore, the average
energy consumption of the CRR scheme is the lowest.
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Figure 9: The intercept rate with different side length of deployment grid.

2 3 4 5 6 7 8 9
0

1 0

2 0

3 0

4 0

5 0

6 0

7 0
 

 

Av
era

ge
 en

erg
y c

on
su

mp
tio

n (
*10

-4 J)

D i s t a n c e  t o  s i n k  ( h o p s )

 S R R
 R e f .  [ 9 ]
 C R R

Figure 10: The average energy consumption with different hop distance from source to sink.

(4) Transmission delay.
Figure 11 shows the transmission delay versus the hop count of the source node. A low

transmission delay ensures the timeliness of the collected information. It is observed in the
figure that the transmission delay is lowest for the CRR scheme. This occurs because the
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sum of the offset angles is preset by the source node and the lengths of the random routes
are constrained in the CRR scheme. The data packets are transmitted by the shortest route
instead of using random routing in the final stage of transmission. In addition, when the hop
count of the source is less than thop, although the average routing length is theoretically larger
for the SRR scheme than the scheme in Ref. [9], in reality, the difference is not very large
due to the random routing. That is the reason why the performance of our scheme is similar
to that of Ref. [9]. However, our scheme performs better than that of Ref. [9] when the hop
count of the source node is larger than thop on account of controlling the length of the routing
paths by the dynamic candidate domain and the probability set.
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Figure 11: The transmission delay with different hop distance from source to sink.

7. Conclusions

In this paper, we proposed an SRR protocol for WSNs to protect SLP and balance the energy
consumption. In the SRR, the source node divides the network into several virtual sectors. The
data packets are transmitted through the different sectors and the dispersed routing paths to
improve the security. In addition, we reduce the selection probability of the sectors close to the
source node and keep the annular routing away from the visible area to prevent a direction attack.
In addition, we use a hop threshold to adjust the routing strategy based on the relationship between
the hop threshold and the hop count of the source node to ensure a balance between the security and
the network lifetime. The analysis and simulation results demonstrate that our scheme provides
efficient protection for SLP. In a future study, we plan to explore more energy-efficient methods to
address the SLP issue based on multiple source nodes or mobile sink nodes.
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Highlights for this paper are listed as follows:

Location privacy is a significant and challenging security issue in WSNs. 

In this paper, we propose a SRR algorithm for WSNs to protect source location privacy.

Dividing deployment area into sectors to enhance randomness of routing paths.

Concept of hop threshold is designed for balancing security and energy consumption.


