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Abstract

When a vulnerability is discovered in a system, some key quéstions often asked by
the security analyst are what threat(s) does it posey what attacks may exploit it,
and which parts of the system it affects. Answers\to those questions provide the
necessary information for the security assessment and to implement effective coun-
termeasures. In the cloud, this problem issmore’challenging due to the dynamic
characteristics, such as elasticity, virtualization, and migration - changing the at-
tack surface over time. This survey explores threats to the cloud by investigating
the linkages between threats, attacks and vulnerabilities, and propose a method to
identify threats systematically in the cloud using the threat classifications. First,
we trace vulnerabilities to thireats by relating vulnerabilities-to-attacks, and then
relating attacks-to-threats¢~Wethave established the traceability through an exten-
sive literature review andisynthesis that resulted in a classification of attacks in the
cloud, where we use the Micresoft STRIDE threat modeling approach as a guide for
relating attacks to<threats. Our approach is the genesis towards a concrete method
for systematically,identifying potential threats to assets provisioned and managed
through the €loud. “We demonstrate the approach through its application using a
cloud deployment c¢ase study scenario.
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Identification; Vulnerabilities.

1. Introduction

Cloud computing, an advanced networking technology, enables a better use of
services and resource utilization, at a reduced operational cost (Mell and Grance,
2011). As a result, many stakeholders, such as enterprises, governments, and indi-
viduals, are shifting their current networking platform to the cloud. The, cloud is
delivered through three basic service models: Software-as-a-Service (Saas); Platform-
as-a-Service (PaaS); and Infrastructure-as-a-Service (IaaS) (Liu et“al., 2011b). The
service models determine the level of customization available fonthecloud users. For
example, virtual machines (VMs) can be configured by users (referred'to as tenants)
with the TaaS model, whereas the network administrator will.configure the VMs in
the SaaS or PaaS models. Many business models implementing the cloud technology
concept are available (Alcatel-Lucent, 2018; Amazon, 2018),-providing the users with
the capabilities to control the network more efficiently in jorder to aid the business
operations to its fullest while minimizing the cost.

1.1. Research Problem

Although the cloud computing technology promises more robust and dynamic
networking infrastructure, it also suffers from various security issues arising from
the existing and new threats (Chen.étwal.; 2010; Vaquero et al., 2011; Coppolino
et al., 2017; Pham et al., 2014)._Here,ywe refer the term threat to any events that
could potentially result in thetunintended behavior of the cloud that could ultimately
lead to the damage of asséts. The term attack refers to the act of performing (or
carrying-out) a threat event (or'a series of threat events). In particular, we focus
on intentional eventsthat posé the threats (e.g., Denial of Service (Yan et al., 2016)
attacks on a creditecardipayment service hosted on the cloud which can render it
unavailable for precessing legitimate transactions). The term vulnerability refers to
security holeg’oryweaknesses in a cloud deployment that can be leveraged to launch
attack events.

Attacks thrive on the existence of vulnerabilities. As such, discovering vulner-
abilities is,a_eritical and fundamental step in the security analysis (Varadharajan
and| Tupakula, 2017). Once a vulnerability is discovered, some key challenges which
security=analysts often face are finding out what threat(s) does it pose, what attacks
may exploit it, and which parts of the system are affected by it. There are different
solutions proposed to address various security issues in the cloud (Vieira et al., 2010;
Houmansadr et al., 2011; Hong et al., 2014; Chung et al., 2013), but there are no



systematic means for security administrators to identify and address possible threats
in the cloud. Therefore, it is of paramount importance to provide systematic means
to classify and identify the threats in the cloud. In order to do this, one must be
able to (1) identify threats, (2) identify attacks that materialize threats, (3) identify
vulnerabilities in the cloud computing resources and components, and (4) link vul-
nerabilities that are exploited by attacks and the posed threats. The key research
problem is to combine these techniques and methods for the threat classification and
identification process.

1.2. Importance of the Problem

The classification and identification of the threats in the cloud.is.a necessary
step in the process of assessing the security risk to assets managed and provisioned
through the cloud. A common method used for a risk assessment involves knowing
the likelihood and the impact of an attack (Naskos et al.,2016; Rézvani et al., 2015).
The likelihood, which can also be perceived as a probability, measures how many
attacks are likely to succeed. On the other hand/the impact is a measure of the
amount of damage to an asset that would result fromwa successful attack. While
the probability of attack success can be mainly based on a statistical analysis of
previous attacks (Dudorov et al., 2013), the impagt is linked to the threats on the
asset, which varies depending on the threat that is'the focus of a damage assessment.
As the cloud also yields certain threats, the key security questions that many cloud
users/clients/providers etc. would4ask; (1) what are the threats, (2) how can we
assess those threats (severity), and (3) how can we mitigate them. As outlined in
the research problem above, thiere are various solutions to address each step towards
answering those key questionsas However, such information must be consolidated in
order to fully answer them.

For example, a credit card ¢ompany may care more about the threat of tampering
with transactions, as they are transmitted from point-of-sale terminals to payment
authorization seryers, in comparison to the threat of a information disclosure via a
man-in-middle“attack. As such, a security administrator in the credit card company
may give thewnformation disclosure threat a lower impact rating compared to the
tampering threat: Classification provides a basis for rating the impact of threats
compazatively, As a result, different categories of the threats, with different impact
ratings, may result in different risk values. The impact of an attack resulting from
any of thé new or previously unknown threats can be determined by allocating it
interene of the known threats categories defined through the threat classification. A
byproduct of the classification is that it makes it possible to establish the concrete
relationship between vulnerabilities, attacks, and threats - thus enabling identifica-



tion of threats by tracing them back to attacks and vulnerabilities. Therefore, the
classification and identification of the threats in the cloud is an important step in
the evaluation of security risk to assets.

1.3. Limitations of Fxisting Work

Many studies have been conducted to address various threats to the cloud (Varad-
harajan and Tupakula, 2012; Somorovsky et al., 2011; Chapade et al., 2013b; Zhang
and Reiter, 2013), but they do not provide a detailed understanding of how those
threats are posed (i.e., what classes of threats affect which component§ in the cloud,
and which vulnerabilities lead to those threats). Different studiesyhave, addressed
specific threats. For example, Varadharajan and Tupakula (Varadharajan and Tu-
pakula, 2012) proposed an approach for certification of virtual machines (VMs) be-
longing to different tenants by the cloud provider. The VMs that exhibit behaviors
that deviate from certified properties are terminated or isolated by the cloud provider.
The work does not offer any insight into what vulnerabilities/in the VMs could be
exploited by what kind of attacks that would leadto the threat being addressed.
Chapade et al. (Chapade et al., 2013b) proposedsan approach towards protection
against the flooding-based DDoS attacks. Again,they did not address the issue of
how the vulnerabilities can be systematically. tracked to attacks, and how the attacks
could be linked to threats.

Such an understanding is important for, providing effective security solutions (i.e.,
where do those threats arise from amnd,what is their impact on the cloud?). Hence,
there is a need for the classification of threats in relation to their possible attack
vectors to understand how eath threat can be imposed and its associated impact
on the cloud. There are various modeling methods to classify threats (Saini et al.,
2008; Vidalis and Jones,2008; Singh et al., 2014; Cheng et al., 2012), but they only
provide an abstract view without considering the concrete, low-level details at the
cloud component level.'s, As”a result, these models cannot capture the impact of
different attacks.at the cloud component level to associate with their corresponding
threats. It is important to know what components of the cloud are affected by what
attacks (and evéntually threats) as this can inform a better design and selection of
their countermeasures and mitigation strategies.

1.4./ Proposed Approach

This sturvey paper aims to fill the existing gaps in knowledge about the classifi-
cation. and systematic identification of the threats in the cloud. Our approach is to
use the threat categorization model to classify threats with respect to various attack
categories and the cloud components. We use the STRIDE threat model (LeBlanc



and Howard, 2002) for categorizing the threats as an illustration of our approach.
We chose the STRIDE threat model because it categorizes the threats according to
the consequences of their realization such as ”corruption of information, the disclo-
sure of information, denial of service, and elevation of privileges” (Xu et al., 2012).
Consequences of threats can be directly linked to the impact of their realization as
such consequences are important in the assessment of the security risk in the’cloud
(Rezvani et al., 2015; Naskos et al., 2016; Almutairi and Ghafoor, 2014; Almutairi
et al., 2018). However, other threat categorization models can be used in our ap-
proach. The STRIDE threat model has been used previously for the cloud(Saripalli
and Walters, 2010; Deng et al., 2011), but they only considered the-high-level threat
evaluation. We go beyond this by identifying the threats at the low-level of the cloud
in order to trace threats to various cloud components. Furthérmoreywe propose to
identify the threats in the cloud by (i) specifying the cloud components and their
associated vulnerabilities, (ii) identifying the attacks that could exploit the discov-
ered vulnerabilities, and (iii) identifying the threats posed by each attack applicable
to the cloud. Our approach allows a high-level overview of\the cloud threats, as well
as capturing the details of threat realization at the.clond’component level.

We first present related work on threat idéntifieations and classifications in the
cloud, and identify the limitations of the existing*work in this area. To understand
threats at the lower levels of the cloud, we present a brief overview of the cloud com-
puting architecture, components and its'deployment models. Then, we specify the
research methodology for the threatielassification and identification in the cloud, an
overview of our approach to classify and identify the threats in the cloud. The details
of threat classification using the STRIDE threat model and mapping to the attack
categories based on OWASP medel is described, followed by the threat identification
method via tracing in the cloud using the threat, attack and vulnerability mapping.
Finally, we demonstrate the threat identification method using an example cloud
computing scenario:

1.5. Contributions

To the best 0f our knowledge, this is the first work to propose a mechanism for
systematically identifying the threats in the cloud by providing a two-step solution
for tracing vulnerabilities to threats. First, we conduct a comprehensive literature
survey to classify the threats in the cloud using the STRIDE threat model. This
classification enables us to relate attacks and threats as well as cloud components
that.are susceptible to those attacks. Second, we propose a method for identifying the
threats in the cloud. The novel and key aspect of our threat identification method is
a way of associating vulnerabilities with the attacks that can exploit them. Once this



association is established we then use the relationship between attacks and threats
to relate a vulnerability to a threat and hence identify the threat resulting from a
vulnerability. The contributions of this paper are summarized as follows.

e Providing a comprehensive survey on attacks targeting the cloud and their
mitigation;

e Developing a three-way relationship between threats, attacks and yulnerabili-
ties to trace threats to the cloud via mapping;

e Providing a systematic threat classification and identification®in the cloud via
tracing threats;

e Demonstration of the threat identification using the example cloud.

The rest of the paper is structured as follows. Sectioen 2 presents the related work
and Section 3 describes the cloud computing architecturerand its functionalities and
section 4 outlines the methodology we used in €onducting our survey. Section 5
presents the cloud threats, attacks, and their elassifications. Section 6 presents our
proposed approach to the identification of the threats in the cloud, and Section 7
discusses the current and future directions of threat identification and classification
of the cloud. Finally, Section 8 concludes, the paper.

2. Related Work

The problem of identifyiag the threats in the cloud is not new. It has been
investigated in several studies(Dalibur et al., 2011; Shaikh and Haider, 2011; Modi
et al., 2013a; Khorshedsetial., 2012; d. Silva et al., 2013; Xiao and Xiao, 2013; Irfan
et al., 2015; Bindra etial., 2012). In this section, we review some of the key surveys
on the threats in the cloud-and compare them to the approach we have taken in our
study.

2.1. Threat.Classification

Similar to our approach, Silva et al. (d. Silva et al., 2013) surveyed research efforts
on publicatiens available in the literature which address seven security threats. While
we focused on the distribution of publications by cloud component, STRIDE, and
attack type, they studied the distribution of the literature with respect to security
domains. In addition to research efforts, we also collected and analyzed data on actual
atback incidents reported. We envisage that having both the research and attack
incidents perspective would allow us to draw better conclusions on the correlation

6



between the efforts in cloud security research and practice, and whether the research
efforts are resulting in practical approaches that are mitigating security threats in
an effective way.

Xiao and Xiao (Xiao and Xiao, 2013) argued that ” confidentiality, integrity, avail-
ability, accountability, privacy-preservability” (Fernandes et al., 2014) are the key
attributes for security and privacy. They presented vulnerabilities associated with
these attributes and attack models of how the vulnerabilities can be exploited in
a cloud computing scenario. The cloud attacks they identified are similar to the
ones we identified in our study. However, they classified the attacks with respect
to security and privacy objectives/goals. While focusing on security objectives is
useful in security analysis, such classification does not give an insight.on the cate-
gories of threats that may exploit those vulnerabilities to realize attacks. Moreover,
by associating attacks with the cloud components where, the attacks may be suc-
cessfully executed, our survey has proposed a method fot systematically identifying
the threats in the cloud. Existing surveys (Dahbur et“al., 2011; Shaikh and Haider,
2011; Modi et al., 2013a) mention already known threats but they do not provide a
mechanism for identifying gaps in how unknown potential threats can be identified
and mitigated against.

Coppolino et al. (Coppolino et al., 2017) extensively surveyed threats and at-
tacks in the cloud. Their survey categorizes attagks according to the components in
the cloud in which they can be applied. W They classified attacks into three classes:
(1) Network, (2) Hardware, and (3)=Hypervisor. Examples of Network-based at-
tacks are DDoS, Spoofing, Code Injection, and Malware Injection. Hardware-based
attacks include theft of encryption keys, cross VM and a cache-based side chan-
nel, prime+trigger+probe,.and boot integrity. They cited guest VM escape, code
injection on Dom0, diree¢t kernel”structure manipulation(DKSM), and blue pill as
instances of hypervisor attaeks:

We took a similar approach to attack categorization in our study. However, we
first enumerateddattacks in the cloud, categorized them using the OWASP attack
categorizations"We'then mapped the attack categories into cloud components. We
considered a'more fine-grained set of six cloud components (Application, Web Server,
Operating System, Virtual Machine, Hypervisor (Virtual Machine Manager), and
Host)..».Mapping the attacks to these six cloud components gave us a more refined
view of the relationship between the attacks and components. Such a detailed view is
important for a thorough understanding of the attacks. Copolino et al. also identified
attack vectors (external users, internal users, and cloud provider). In our study, we
did not consider attack vectors but focused on the threat and attack categorization,
and how these relate to components.



2.2. Attack Categorization

Khorshed et al. (Khorshed et al., 2012) presented an extensive review of gaps and
security concerns in the cloud, identified top security threats and their mitigation
strategies. They also proposed a proactive threat detection model with features for
attack detection, alert, and classification. They concluded that the support vector
machine pattern detection technique is highly accurate in identifying attacks. Al-
though our survey does not propose any attack detection techniques, by fising,the
STRIDE as a guide for systematically analyzing and classifying the thteats in the
cloud, our approach has the potential for advancing towards a solid“framework on
which approaches to generic attack detection can be built on. Furthermore; we have
identified a wider set of threats and attacks which we have linked ‘to‘the-cloud com-
ponents where they can be realized. The sets of threats and attacks identified by
Khorshed et al. (Khorshed et al., 2012) and others (Jouinitand Rabai, 2014) are
limited.

Resiliency in the cloud is one of the topics that received/more attention in re-
cent research (Azab et al., 2016; Colman-Meixner et al.,) 2016; Tunc et al., 2014;
Benameur et al., 2013). According to Colman et ak_(Colman-Meixner et al., 2016)
any of the main cloud components can be a souxce of failures. Their work discussed
classes of failures and their consequences that may occur based on a layered cloud
architecture and their consequences. Their study’surveyed approaches to incorporat-
ing resiliency in each of the main cloud\cemputing layers (Physical, Virtualization,
and Application) components. Although resiliency is commonly related to failures
in general, when viewed from the perspective of failures that can result from attacks,
approaches to resiliency are attack mitigation strategies. However, the Colman et al.
(Colman-Meixner et al., 2016) study reviewed resiliency in general with no particular
focus on secuirty attacks‘asa cause of failure.

Gupta et al. (Gupta and, Badve, 2017; Stergiou et al., 2018; Gupta and Badve,
2013) focused on denial of service attacks. They provided the taxonomy of the denial
of service attackétypes and their applicability in the cloud computing environment.
However, our/work is concerned with all attack types applicable in the cloud.

2.3. Surveys on Threat Identification

Table 'l presents a summary of the contributions of some of the most recent
surveys reyviewing attacks, threats, and countermeasures in the cloud. Roy et al.
(Roy etwal., 2015) discusses attack scenarios that leverage virtualization often expe-
rienced from the perspective of organizations providing their services through the
cloud. The attack scenarios discussed include those that require securing against hy-
pervisor compromise, multi-tenancy of VMs, VM image management, cloud storage,



insider threats, and data propagation. They also review security solutions designed
to mitigate against these attack scenarios. Gupta et al. (Gupta et al., 2016; Bhushan
and Gupta, 2017) also provided an overview of the current cloud security challenges,
and presented the applicability of the existing cybersecurity solutions in the cloud.
This survey overlaps with our work in some few research issues. We also study cloud
attacks and the components of the cloud where those attacks are most often/mate-
rialized and also map the attacks on their mitigation mechanisms. However, stheir
work is narrowed to only attacks that leverage virtualization. Our study also cov-
ered attacks arising from other aspects of the cloud. Their study doés net discuss
the threats from which the attacks scenarios arise. This is an issue that our work
has studied in-depth.

Sookhak et al. (Sookhak et al., 2015) reviewed remote data’auditing and recovery
techniques for distributed clouds. They proposed a taxonomy for classifying such
techniques and identified possible research areas on remote auditing of data stored
in the cloud. Their survey is focused on classifying countermeasures related to the
specific area of remote data auditing in distributed‘elouds. On the other hand, our
study has focused on classifying a wide range of attackssand threats. The taxonomy
they created on countermeasures for data tampering. attacks can complement our
work by providing a comprehensive classification of countermeasures for this specific
type of threat.

Shan et al. (Shan et al., 2018) surveyed ‘technologies for secure outsourcing of
computation in the cloud and identified\security threats and requirements for the
design of schemes for outsourcing computation. The outsourcing solutions are sys-
tematically mapped to the specificioutsourcing problems they address such as matrix
computation, data confidentiality, and computation integrity. The survey identified
a limited set of threat categories * they considered only threats related to data con-
fidentiality and computation, integrity. By using the STRIDE we considered a wider
range of threats in<thescloud. Similar to Shan et al.’s work (Shan et al., 2018),
Tang et al. (Tang et al.,”2016) discussed the state-of-the-art security solutions to-
wards protection of privacy in untrusted clouds. They identified threats and security
requirementstin’ outsourcing data services to the cloud. They also identified open
research challenges in key areas of data outsourcing such as ”data search, data com-
putation;.data/sharing, data storage, and data access” (Shan et al., 2018). Although
they listed the known security threats in the cloud, they did not provide the means
for identifying unknown threats.

Pearce et al.(Pearce et al., 2013) identified the different scenarios by which secu-
rity breaches can occur in virtualized environments and the related countermeasures
that can be taken to protect the cloud against such breaches. They also identified



Table 1: Summary of existing surveys, their contributions and limitations

‘ Survey ‘ Contributions ‘ Limitations Our Contribution
Roy et
al. (Roy Identify attack scenarios in the Do not discuss the threats We systematically
et al., cloud that lead to VM crashes from which the attacks sce- identify threats from
2015) from the perspective of an orga- narios arise. attacks.
nization providing their services They are focused on those We cover a wider va-
through the cloud. attacks that are related to riety of attacks such
Identify mitigation mechanisms virtualization (Similar to the as those_arising from
often used to thwart the attacks. work of Pearce et al.(Pearce VM migration.
et al., 2013)).
Sookhak
et al. Reviews remote data auditing Limited to classification of Qur study focused
(Sookhak and recovery techniques for dis- countermeasures related to on classifying a wide
et al., tributed clouds. the specific area of remote range of attacks and
2015) Propose a taxonomy for classi- data auditing in distributed threats.
fying distributed data auditing clouds.
techniques and identify possible
research areas.
Shan et
al. (Shan Identified threats and require- They identified a limitedssét By using the
et al., ments that should be consid- of threat categories 4 they STRIDE we con-
2018) ered when designing outsourcing considered“only  threats re- sidered a wider range
schemes. lated to datasconfidentiality of the threats in the
Reviews solutions for secure out- and computation~integrity. cloud.
sourcing of computations to the
cloud.
Tang et
al. (Tang Discussed cloud threats and se- Although their survey of We  developed a
et al., curity requirements in outsourc- threats related to outsourcing method for system-
2016) ing data services to the clouds is comprehensive they do not atically identifying
propose any approach for elic- the threats in the
iting unknown threats. cloud.
Pearce
et al. Identified security threats result- The threats identified were We used STRIDE
(Pearce ing from virtualization. not categorized using a as a standard model
et al., Identified security breaches that known threat categorization for categorizing the
2013) may occur as. a result’ of the model. threats in different
threats. Only a standard way to com- components in the
pare virtualization threats cloud.
with threats in other compo-
nents of the cloud provided.
Sgandurra
et al. Provides insight on the evolution They do not provide any We propose a
(Sgan- of attacks and threat models in method for identifying method for threat
durra and virtualization. threats. identification.
Lupu, Shows how security solutions
2016) have evolved to thwart new at-
tacks.
Gupta
et al. Provides the state of the art secu- They do not provide any We propose a
(Bhtishan rity challenges for the cloud com- method for identifying method for threat
and puting. threats and evaluation evaluation and
Gupta, Identifies various security issues approaches of them. identification.
2017) of the cloud environment.
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security threats resulting from virtualization such as untrusted components, VMM
insertion and hijacking, introspection and intervention by VMM, and VM cloning.
We also identify attacks and their known countermeasures. However, our work is
not restricted only in virtualization but also in other technologies that realize the
cloud. Although limited in scope, the insight provided by their work on virtualiza-
tion attacks and their countermeasures complements our study, and it proyvides a
comprehensive understanding of the attacks related to virtualization.

Sgandurra et al. (Sgandurra and Lupu, 2016) provides insight into tlie evolution
of attacks and threat models in virtualization due to changing trust assumptions and
how security solutions have evolved to thwart new attacks. Their work has’similar-
ities to ours as they discussed the classification of threats. However, they studied
threats at different layers of a virtualized system. Although we also studied the
threats and attacks at different layers of the cloud, we did net restrict ourselves to
virtualization. By studying the evolution of threats, attacks,.and their countermea-
sures their work has potential application to our methed of identifying the threats
in the cloud. The evolution trends may help in thé,correlation of threats, attacks,
and countermeasures - thus (possibly) enabling predictien of future attacks.

3. Cloud Computing

The cloud provides an on-demand and pay-per-use model for its customers. It
provides large computational capabilities, resources and memory space, which also
minimizes the cost of setup and deployment (Mell and Grance, 2011). This enables
the cloud to be accessible not onlyfor large enterprises but also for small and medium
businesses (SMB) to outsource,IT setup and management (Gupta et al., 2013). The
cloud has three service models, Mamely: ”Software as a Service (SaaS), Platform
as a Service (PaaS) and Infrastructure as a Service (laas)”(Spring, 2011). These
service models providewarious flexibility in the ability to control the network and
its applications via the cloud. The cloud provider and developer manage the cloud
provisioning. Onevor more users then can connect to the cloud and subscribe to
the servicesprovided. We look at the architecture of the cloud in Section 3.1, and
Section 3:2 describes the cloud components.

3.1. /CloudArchitecture

The cloud reference architecture proposed by NIST (Liu et al., 2011b) summa-
rizes various entities and their associated services. The cloud reference architecture
provides important information regarding which entity is responsible for which ser-
vice they provide. There are five entities that form the ecosystem of the cloud; (1)
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Cloud Consumer (also referred to as users or tenants), (2) Cloud Auditor, (3) Cloud
Broker, (4) Cloud Provider, and (5) Cloud Carrier. Cloud consumers can utilize the
functionalities of the cloud computing resources (e.g., SMB outsourcing IT infras-
tructure), and usually are customers who purchase the cloud computing resources.
Cloud Auditors ensure that the cloud provider renders security, privacy, and perfor-
mance to the cloud consumer in accordance with relevant service level agreements,
regulations, and policies. Cloud providers manage cloud components (e:g., man-
agement, service, resources). Cloud brokers are typically third parties avho handle
service intermediation, aggregation, and arbitrage between the cloud{provider and
the consumer. Cloud carriers are responsible for providing the "eonnegtivity and
transport of cloud services between” (Lenkala et al., 2013) the-€loud.provider and
the cloud consumers.

The cloud architecture shows that malicious activities can be conducted by those
five different entities. The cloud consumers typically have no trust on the cloud,
but the other entities have some form of trust relationship with the cloud. Hence,
the cloud auditor, provider, broker, and carrier wéuld all be referred to as inside
attacker given they have a trusted access to one orunore-¢component(s) of the cloud.
However, the severity of an attack would differ dueto the different trust level that
each entity has. For example, the cloud previder can offer malicious software to the
client in a SaaS model, or carry out a VM coslogation attack (Zhang et al., 2012b).
As a result, it could affect all security objectives of the client. On the other hand,
the cloud carrier has a limited contrel.overthe cloud configurations. However, the
cloud carrier can still conduct a denial‘of service attack. For a deeper understanding
of various attacks to the cloud, we investigate various cloud components, and how
they can be exploited in the next Section.

3.2. Cloud Components

From the cloud serviee model point of view, we take into account five main cloud
components (Coppolino et al., 2017); Applications & Servers, Operating System, Vir-
tual Machine,Virtual Machine Monitor (VMM), and Host. As we only consider the
attacks in theycyberspace, we omit the hardware and its related components in this
survey. Based on'the cloud reference architecture 3.1, those cloud components can
be managed by ”either the cloud consumer (e.g., tenants) or the cloud provider” (Mei
et al., 2013). The cloud consumers can customize certain cloud components, as the
provider may not be able to supply services and modules the consumers need. This
limits_the visibility of different components for the cloud provider. A host in the
cloud forms the underlying structure of the cloud, where it manages physical storage
servers and network, VMM, and VMs. VMMs are divided into two types: (i) type

12



I VMMs can "run directly on the hardware without the” (Qi et al., 2017) need of
hosting OS (e.g., ESXi (VMWare, 2009)), and (ii) type II VMMs run on the hosting
OS (e.g., KVM (Kivity et al., 2009) or Xen (Barham et al., 2003)). VMs are located
within hosts, and the number of available VMs depends on the resource constraints
of the host.

This survey not only classifies and identifies threats to the cloud, but als6-look
at in detail what threats and attack vectors each of the cloud component have. By
looking at the component level, system and security administrators can hetter under-
stand what threats are imposed, and can provide more concise mitigation strategies.

3.3. Cloud Deployment Models

Control and visibility of cloud components depend on the deployment model
(Subashini and Kavitha, 2011). The cloud deployment model dictates how different
cloud components are visible to external entities. By understanding the operation of
the cloud with the deployment model, we can examine potential'flaw in the design and
adopt the best security solutions. There are mainly:four ¢loud deployment models;
(1) Public, (2) Private, (3) Hybrid, and (4) Community=(Na et al., 2010). Choosing
the right deployment and service models depends“on the needs of the consumers.

Public clouds provide services over the mnetwork.that are shared with the public.
Typically, the cloud provider renders seryice ‘and infrastructure to its consumers, and
consumers do not have control on where the infrastructure is located. Because this
deployment model serves general uSers and is open to the public, the security re-
quirements are to satisfy various types.of users. Private clouds have similar settings
as the public clouds, but the déployment environment is private where it is protected
by a firewall governed by a particular corporate (i.e., the communication medium
is private, allowing only«therauthenticated users to utilize the cloud computing re-
sources). The cloud providers,/as well as consumers, can manage more precisely the
level of security requirements as needed in comparison to the public clouds.

Hybrid clouds integrate more than one cloud deployment models (Subashini and
Kavitha, 2011) as individual entities but have been set up to be bound together.
This model ‘allows users to manage different workloads based on its sensitivity (e.g.,
front-end’serversshosted in the public cloud while database servers are stored in the
private.cloud),/ From a security perspective, hybrid deployment models inherit all
vulnerabilities associated with all integrated models. Community clouds are estab-
lished, by/many organizations in a particular community, sharing the responsibility
of setup. Due to its nature, the community deployment model can suffer from lack-
ing adequate security protocols, management and mitigations. Because there are
two or more stakeholders that contributed to establishing the cloud, any malicious
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stakeholder can misuse the cloud and disturb genuine users.

4. Research Methodology

4.1. Research Questions

The key objective of our survey is to systematically classify and identify the
threats in the cloud. In order to achieve this, we consulted the literature on infor-
mation security for references addressing the sub-questions below:

e ()1: What threats are posed in the cloud?

e ()2: How can we identify the threats in the cloud?

e ()3: Which cyberattacks target the cloud?

e ()4/: What are the posed threats associated with‘cyberattacks in the cloud?

We addressed these key questions in order to €ompile an approach to systemati-
cally classify and identify the threats in the cloud. The following subsections describe
the methods used to gather and analyze data, and we present our survey on threats
and attacks in Section 5.

4.2. Data Gathering

We gathered data by collecting ‘all ‘research articles related to the security of
the cloud based on intentional events (i‘e., cyberattacks), and we categorized them
according to attack types pfevided by the OWASP (OWASP Foundation, 2018).
We utilized various online” resourcés and digital libraries. For description and cat-
egorization of an attack, we only considered a representative article for our survey.
There is a significant"overhead compiling such data as well as for processing them,
as there are no autemated means to carry out such as task. To make the process
more efficient, an‘automated method is needed. However, this is out of scope in this
paper. As far agawe know, no research articles or technical papers exist that enlist
all possible*attack types applicable in the cloud. Hence, this survey provides a first
step toward systematically identifying the threats in the cloud as well as providing
a comprehensive collection of a set of attacks related to the cloud.

Figure/1 shows the categories of threats, attacks and cloud components, where
the collected data are used to map between those categories. The mappings between
these categories are then used to trace the vulnerabilities of the cloud components
torattacks, and attacks to threats. The STRIDE threat model is used to categorize
threats, and the OWASP attack classification is used to categorize attacks. The cloud
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components are based on the description given in Section 3.2. Note, the STRIDE
threat model and the OWASP attack classification are used for classifying them, and
our approach is not limited to using those models only (i.e., alternative threat and
attack classification models can be used instead). Those mapping between categories
enable the traceability from vulnerabilities to the threats posed to the cloud. Further
details of populating the data for each classification are provided in Section 5:

4.3. Data Analysis and Synthesis

While gathering the data, we also specified the following charagcteristics of at-
tacks: (i) threats posed, (ii) targeted cloud components, (iii) attack category. To
evaluate the threat posed by an attack, we used a STRIDE threat amodel to map
the implication of the attack on the threat category. The details of the STRIDE
threat modeling are presented in Section 5.2. For example, an SQL injection attack
(Gruschka and Jensen, 2010; Dessiatnikoff et al., 2011) {is_applicable at the Server
component of the cloud, which may involve tampering with the server (Tampering),
disclosing the sensitive information (Information disclosure), exhausting the con-
nection bandwidth (Denial of service), and obtaining illégally the user credentials
(Elevation of privilege). On the other hand, an TP"spoofing attack (Subashini and
Kavitha, 2011) could affect the IP address,of VMs and their hosts, which involves
spoofing (Spoofing) and may result in a nonsrepudiation scenario (Repudiation).

5. Threats and Attacks

There are many ways to loek at how threats are posed on the cloud. We particu-
larly focus on threats with malicious intentions (i.e., cyber attacks). To provide the
traceability of the threats'to)the ¢loud, we define the threat and attack classification
models and methods. /Using these two, we map attacks to its posed threat(s). We
can also identify vulnerabilities in the cloud with respect to each cloud component.
Then, the cloud eomponent is mapped to attacks that can exploit them, hence, pro-
viding the traeeability from vulnerabilities in the cloud components to the threats.
The use of the traceability for threat identification is presented later in Section 6.

In this section; first we investigate previous attack patterns targeting the cloud
in the,past decade as presented in Section 5.1. This highlights the critical attack
patterns. Second, we specify a threat model, namely the STRIDE (LeBlanc and
Howard, 2002), for classifying the threats in the cloud in Section 5.2. Then, we
specify attack categories in Section 5.3. Finally, we classify the threats in the cloud
by relating the STRIDE threat model with respect to the attack categories and cloud
components in Section 5.4.
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Figure 1: Mapping the threat, attack and cloud component classifications
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Figure 2: Attacks Patterns in the Cloud Betweernn2008-and 2012

5.1. Attack Patterns Exploiting the Cloud

We explore the importance of cloud seeurity by taking into account the attack
patterns in cybersecurity incidents that occurred in the past decade or so. The
Cloud Security Alliance has published anarticle that reports the number of security
incidents that happened in the cloudsduring the period between 2008 and 2012 (Ko
et al., 2013). First, Figure 2 shows the distribution of different attacks reported
against the cloud platform between 2008 and 2012. In the original paper in (Ko
et al., 2013), they categorized the incidents into their defined threat classifications.
We have re-categorized the incidents into attack categories defined by Open Web
Application Security Projeet, (OWASP) (OWASP Foundation, 2018), which groups
different attacks based ‘on the attack characteristics (further descriptions are given
in Section 5.3). We will use this attack categorization to investigate what threats are
posed in the eloud;,as well as identifying attack vectors that affect different cloud
components. ‘Hence, a representation in terms of attack categories gives us a better
insight in relation’to the threat classification we present later.

Figure 2 shows that the largest amount of attack patterns falls into the Abuse
Funictionality attack category, while the Protocol Manipulation attack category has
the least.amount. Other popular attack categories include Ezploitation of Authen-
tication, Injection, Path Traversal, Resource Depletion and Sniffing. We further
specify examples of attacks for each of those attack categories in Section 5.3. The
attack patterns in the past decade show that a wide range of attack patterns tar-
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geted the cloud without any particular attack categories are more significant than
others. Hence, all aspects of attack categories and their posed threats need to be
investigated closely.

5.2. The STRIDE Threat Model

The STRIDE threat model (STRIDE) (LeBlanc and Howard, 2002) provides an
overview of threats in a given system by categorizing them into six categoriess The
STRIDE threat model has been used for the cloud (Saripalli and Waltersg2010; Deng
et al., 2011), but they only capture the high-level view of the threatsqposed. To ad-
dress this, we extend the threat classification to the cloud component level in this
survey. The threat categories used by the STRIDE are ”spoofing;tampering, repudi-
ation, information disclosure, denial of service, and elevation/6f privilege” (LeBlanc
and Howard, 2002). Each category of the STRIDE captures unique characteristics
of the attacks that pose a particular type of threat. Itlis possible that an attack
can pose multiple threats in the STRIDE (e.g., an SQL injection attack (Gruschka
and Jensen, 2010; Dessiatnikoff et al., 2011) can poséthreats such as tampering with
data, disclosing information and/or grant attackers.with-privileges). Figure 3 shows
the mapping of each threat category from the-STRIDE to the individual cloud com-
ponents, where the faded letter represents asparticular threat category not applicable
for that cloud component based on our survey: For example, at the host level, there
exist threats that pose "spoofing, tampering, repudiation, information disclosure,
and denial of service” (LeBlanc andHeward, 2002), but not an elevation of privilege.
The details of each STRIDE threat model category are as follow.

Cloud
Provider:

Cloud
Developer

Vs
STRIDE

STRIDE

[strice ] v

STRIDE VMM

Figure 3: Cloud Components and STRIDE Mapping
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Spoofing: This threat specifies when there is illegitimate information or data
altered by the attacker with illegitimate information. The targeted users or pro-
grams themselves are not modified, but they may misbehave due to the illegitimate
information given. For example, the Domain Name System (DNS) can be spoofed
causing incorrect IP addresses for requested sites (Xu et al., 2013).

Tampering: Attackers may maliciously modify the system components’(such
as data, functionalities, communications) to interfere with operations. This threat
directly alters the system in comparison to spoofing where illegitimate information
is provided to alter the behavior, such as XML poisoning can change ¢ommands and
codes to make the system malfunction (Saripalli and Walters, 2010).

Repudiation: Attackers can deny actions which cannot be proven due to the
lack of ability to provide evidence. Attacks leaving no trace béhind ean fall into this
threat category. For example, DoS attacks may spoof the source IP/address to avoid
network traces (Chapade et al., 2013a; Osanaiye et al., 2016).

Information Disclosure: Information can leak to unintended individuals due
to malicious activities. There are various ways information\can leak from the system,
such as VM configuration stealing (Cheng et al., 2012),exposing authentication data
by URL forgery (Yu et al., 2011), and scanning fér"open ports to discover services
and their associated vulnerabilities (Modi et al., 2013b).

Denial of Service: Valid users are denied from the service due to malicious
activities caused by cyber attacks. Thisithreat violates the availability of the sys-
tem by means of exhausting resourcéssand /or exploiting the system’s communication
flaws. Such examples include exhausting network bandwidth, memory, and comput-
ing capabilities (Chapade et al”, 2013b).

Elevation of Privilege: “Cyber attacks may allow unauthorized individuals to
gain privileged access to the system. Vulnerabilities in the system can be exploited by
attackers to bypass the system/authentication, and various attack types can be used
to exploit those vulnerabilities. For example, unprotected authentication data can
be stolen (Saripalli and Walters, 2010), or the authentication data can be exposed
due to forgery/(Yu'et al., 2011).

We classify attacks in the next section to investigate how those threats are posed
at the cloud component level, as well as to enlist attacks that are applicable in the
cloud,» By doing so, we can identify the posed threats and also categorize cloud
components affected by the attack. Further, we correlate those attacks to their
posed. threats. This correlation is used to identify different threats for each cloud
component.
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5.3. Attack categorization in the cloud

To grasp the full picture of the potential threats in the cloud, we first need to
categorize threats and be able to classify the threats in the cloud. This survey fo-
cuses on threats posed by attacks, that is, intentional events that cause the cloud to
misbehave. Therefore, we investigate the relationship between threats and attacks,
and specify what threats are posed by each attack. Due to a large variety of differ-
ent concrete attacks, we employ a top-down approach to first look at what attack
categories they are. For the attack categorization, we use the OWASP.attack cate-
gorization (OWASP Foundation, 2018) that groups attacks by their €haracteristics.
There are other means of categorization methods such as vulnerability type-based,
consequence-based and target-based, but they are not considered,in=this paper as
they only provide a different view on how attacks can be characterized. OWASP
lists 12 attack categories: ” Abuse Functionality, Data Structure Attack, Embedded
Malicious Code, Exploitation of Authentication, Injectiong=Path Traversal Attack,
Probabilistic Techniques, Protocol Manipulation, Resource Depletion, Resource Ma-
nipulation, Sniffing Attacks, and Spoofing” (OWASP:Foundation, 2018). Some char-
acteristics overlap into multiple categories, and for simplicity, such low-level attacks
are put into all categories that they match the description. Each attack category is
described in detail with example low-level attacksyin the following. Here, we listed
representative low-level attacks for each.category, as it is practically infeasible to list
all variants of low-level attacks. We describe the OWASP attack categories and their
details as follows.

Abuse Functionality: Various aspects of computing can have their function-
alities abused. For exampley TaaS)in the cloud without authentication can allow
any users (including the attacker) to utilize the cloud computing resources to launch
malicious attacks. Henee, we categorize attacks in this category that are utilizing
functionalities of thedcloud,ybut in an unintended way. Denial of service attacks
fall into this category asithey utilize legitimate procedures to make connections, but
they exhaust reséurces for other genuine connections. Such attacks include volume-
based (e.g., UDR, ICMP, SYN, Ping-of-Death (Chapade et al., 2013a; Osanaiye et al.,
2016)), protocel exploitation (Slowloris, NTP amplification, Smurf attack (Chapade
et al., 2013a; Alani, 2016)), application flaws (HTTP flood (Osanaiye et al., 2016)),
forcingrerrors to collecting log data (Saripalli and Walters, 2010), stealing or modify-
ing VM configuration (Cheng et al., 2012; Brohi et al., 2012), launching a malicious
VM (Szefér et al., 2011), and redundant interfaces/functions/features, hidden param-
eterssand exposed configuration data can lead to backdoor vulnerabilities (Jansen,
2011; Modi et al., 2013b).

Data Structure Attack: Data structure attacks exploit characteristics of
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system data structures, which may result in a violation of its normal usage and
protections. By exploiting the vulnerabilities of system process and management
for data structures, attackers can access the system data or violate security proper-
ties directly. Such attacks include object reference manipulation (Yu et al., 2011),
attacking shared memory (Zhang and Reiter, 2013), exploiting API vulnerabilities
(Gracia-Tinedo et al., 2013), manipulating decompiled code of RIA components (e.g.,
Flash, Active X Controls) to bypass security (Saripalli and Walters, 2010), and buffer
overflow attacks (Boyd et al., 2010).

Embedded Malicious Code: Applications may contain code!that is mali-
cious, which may subvert the security of the application or its hest system (e.g.,
Trojan horse, trapdoor, timebomb) (Subashini and Kavitha, 2011 Yu.et al., 2011).
Here, we differentiate attacks directly manipulating the system withumalicious code
such as injection-types of attacks. Typically, an embedded malicious code will not
be executed until the user executes the application with the malicious code. Such
attacks include malicious script execution by interpreter frameworks (Saripalli and
Walters, 2010), poisoning XML with malicious commandsy/code (Saripalli and Wal-
ters, 2010), backdoor installation (Jansen, 2011; Modi etsal., 2013b), audio steganog-
raphy attack (Liu et al., 2011a), and planting malicious files (e.g., malware) that
contain codes/instructions to harm user’s system (Oberheide et al., 2008; Liu et al.,
2011a). Attackers can also embed and execute malicious code that causes VMs to
escape (Subashini and Kavitha, 2011), where the attacker can access and manipulate
the VMM.

Exploitation of Authentication: System identification and authentication
mechanisms with vulnerabilities can be targeted and exploited to expose sensitive
data. As a result, attackers may obtain any trust of the targeted systems. For
this category, we concern only, the attacks manipulating the operations specific to
authentications. Such/ttacks include service engine exploitation (Saripalli and Wal-
ters, 2010), stealing unprotected authentication data (e.g., credentials or session
tokens) (Saripalliland Walters, 2010), forgery of URL to expose authentication data
(Yu et al., 201L1), and exploitation and bypass credential validations (Skrupsky et al.,
2012). Also;exposed administration and management interfaces, redundant user pro-
files, and’improper authentication and authorization can allow attackers to exploit
backdeor vulnerabilities (Jansen, 2011; Modi et al., 2013b).

Injection: Attackers can inject code into a program or query, or execute remote
commands by injecting malware onto a computer in order to read and/or modify a
database or a website (e.g., ”SQL injection” (Shar and Tan, 2013), "code injec-
tion” (Riley et al., 2010), ”cross-site scripting” (Yusof and Pathan, 2016)). Injection
attacks differs to embedded malicious code as malicious code is executed when in-
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jected, without having the user to execute applications to trigger the malicious code
execution. Such attacks include ”cross-site scripting” (XSS for short) (Yusof and
Pathan, 2016) (Yu et al., 2011), malware injection (Khalil et al., 2014), SQL in-
jection (Gruschka and Jensen, 2010; Dessiatnikoff et al., 2011), Javascript injection
(Provos et al., 2009), OS commanding (Dessiatnikoff et al., 2011), XPATH injection
(Saripalli and Walters, 2010; Dessiatnikoff et al., 2011), LDAP injection (Modi‘et al.,
2013a; Skrupsky et al., 2012).

Path Traversal Attack: Various path vulnerabilities can be exploited in order
for the attacker to access files or directories not supposed to be visibled Forfexample,
a website may have some pages not visible to the public. However, the attacker may
discover the URL of the hidden page to access its data. This typeyof attacks targets
any networking systems. More specifically, the attacker can access - unauthorized
system files through shared folders to manipulate cloud settings (e'g., allowing VM
escape) (Ganesan et al., 2012).

Probabilistic Techniques: Probabilistic Techniques refer to successful attacks
based on probability. The nature of these attacks isisuch that there is a probability
that the attack would be successful, where other attackseategories would either suc-
ceed or fail due to a different reason. The attacker“ean exploit weak cryptographic
systems using various statistical and analytical approaches (Yu et al., 2011). Such
attacks include Bruteforce attack (Ristenpart/etral., 2009), "man in the middle at-
tack” (Subashini and Kavitha, 2011), Side-channel attack (Zhang et al., 2012a), and
misconfiguration of the client side validationto bypass authentication (Saripalli and
Walters, 2010; Skrupsky et al., 2012).

Protocol Manipulation:” Attackers can subvert legitimate communications,
allowing them to gather/find information, control the outcome of a session, imper-
sonate others or other attacks. Incorrect implementations or vulnerabilities directly
relating to the protocols camlead to this type of attacks. Such attacks include denial
of service (e.g., volume-bhased flooding (Chapade et al., 2013a; Osanaiye et al., 2016),
protocol exploitations (Chapade et al., 2013a; Alani, 2016), or exploiting applica-
tion communjcation, flaws (Osanaiye et al., 2016), manipulating variables in SOAP
messages to cause the receiving server to malfunction (Gruschka and Iacono, 2009;
Nasridingv et al:;32012), and modifying the contents of the XML information passed
"between,the user and the server” (Saripalli and Walters, 2010) to discover the se-
curity of the target (Saripalli and Walters, 2010).

Resource Depletion: Attackers can exhaust cloud resources, such as network
bandwidth, memory, and computing capabilities (Chapade et al., 2013b). Although
the cloud provides scalability to deal with the workload size, it is still prone to
resource depletion type of attacks such as volume-based flooding (Chapade et al.,
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2013a; Osanaiye et al., 2016), protocol exploitations (Chapade et al., 2013a; Alani,
2016), or exploiting application communication flaws (Osanaiye et al., 2016).

Resource Manipulation: Resource Manipulation violates the integrity with
intended changes in the cloud. Attackers can cause malfunction of the cloud by tam-
pering with data and resources. Such examples include malfunction of the receiving
server by manipulating variables in SOAP messages (Gruschka and Iaconos2009;
Nasridinov et al., 2012), bypassing security from manipulating decompiled code of
RIA components (e.g., Flash, Active X Controls) (Saripalli and Walters{2010), ma-
nipulate a direct object reference to access unauthorized data (Bleikertz etial., 2014;
Yu et al., 2011), and modifying the XML content information between‘the user to
server communication (Saripalli and Walters, 2010).

Sniffing Attacks:  Attackers can gather sensitive data by smiffing network
traffic (Ristenpart et al., 2009), allowing remotely stored user data in the cloud to
leak if security mechanisms are misconfigured (Squicciarini et.al';2010; Wang et al.,
2010). Sniffing attacks are largely divided into passive and active sniffing, where
passive sniffing only gathers data communicating between the two parties (Duncan
et al., 2013), and active sniffing would use tools and ‘techniques to discover infor-
mation about the system. Sniffing attacks can‘eftenreveal other vulnerabilities and
misconfiguration in the system, which areused as, stepping stones to launch other
types of attacks. For example, attackers can\seanfor open ports to discover services
and its associated vulnerabilities to exploit (Modi et al., 2013b), sniff visible WSDL
interface to obtain sensitive informagion\of the network and security services (Ma-
sood, 2013; Ibrahim and Hassan, 2015), and conduct side-channel attacks (Zhang
et al., 2012a). Attackers can/alsowsniff exposed interfaces, functions, features, pa-
rameters, and profiles that.would allow backdoor installation (Jansen, 2011; Modi
et al., 2013b).

Spoofing: Attagkers can/impersonate a legitimate trusted entity in the cloud
(usually a device or a user) to conduct malicious activities. This allows them to
access sensitive data, bypass access control and spread malware. Such attacks in-
clude spoofing“metadata by impersonating a trusted email sender (Duman et al.,
2016), ARP“spoofing (Wu et al., 2010), DNS spoofing (Xu et al., 2013), IP spoofing
(Subashini and Kavitha, 2011), phishing (Jensen et al., 2009). The attacker can
also cenduct 7cross-site request forgery” (Ron et al., 2016) by forcing ”the user’s
browser” (Somorovsky et al., 2011) to transmit an unauthorized command, such
as forged/HTTP request, forcing the user to execute malicious actions on a web
application (Somorovsky et al., 2011).
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5.4. Threat Classification

We specified attack categories and their details in Section 5.3. Using the compiled
attack information, we perform three tasks in order to specify the threats in the cloud:
(i) identify the threats posed by each attack category using the STRIDE threat model
(Section 5.4.1), (ii) identify the cloud components violated by each attack category
(Section 5.4.2), and (iii) identify the threats posed to the different cloud compoénents
(Section 5.4.3). This enables us to relate all attacks and their posed threats in the
cloud at the component level, and also realize how the different cloud .omponents
face which threats. Furthermore, we use the threat classification préposéd in this
section to identify the threats in the cloud in Section 5.

5.4.1. Attack categories vs STRIDE

We summarize the relationship between the attack categories)and threats (in
terms of STRIDE) in Table 2 using various attacks we gatheredwim Section 5.3. This
table represents the posed threats by different categories of attacks. We observe
that certain types of attacks would potentially pose all‘threat types (e.g., Abuse
functionality, Embedded malicious code), whereas\some attacks have specific threat
types (e.g., Sniffing for information disclosure)s=The. number of references in each
slot represents the number of unique referencessthat map the attack category to
the threat. Hence, more references in the slotimply the attention and significance
gathered by the research community of that specific attack and threat.

Attack categories that do not fecus\specific intention of the attacker tend to
violate all threat categories. The outeome of abuse functionality, which implies the
misuse of provided functionalitiésithat causes the malicious or unintended behavior
of the cloud, depends on what,the attacker intends to do. Malicious code is crafted
to do specific tasks depending on'the attacker’s intention. Resource manipulation
could similarly be used“as‘the embedded code to cause the specific outcome of the
attacker’s intention.

5.4.2. Attack categories vs cloud components

Next, wedook.at how different categories of attacks affect the cloud components.
Table 3 summarizes which attacks are realized at the cloud component level. A large
proportion of attack categories is realized at the application, web server and the OS
levels; some-at the virtual machine and host levels, and only a few at the virtual
machine monitor level.

In the cloud service model in Section 3, applications and web servers are the entry
points to the cloud system for outsiders. As a result, they are the most focused point
ofjan attack. The table shows the number of unique references that are applicable
to that attack category to violate the cloud component.
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As shown in Figure 3, VMs and VMMs are two separate modules that sit inside
the Host. Given the VMM is not the primary target for most attacks, if the attacker
can exploit the host directly, then VMM is not necessarily exploited. That is, taking
control of the host can also manipulate the VMM, allowing access to other hosted
VMs.

5.4.3. STRIDE vs cloud components

Finally, our gathered data allow us to understand the relationship of which threats
are posed in the cloud at the component level. Table 4 shows that there exists a
threat to almost all cloud components. However, there are more efforts put into the
applications and web servers of the cloud components. On the other hand, the VMM
does not have many threats posed. The difficulty to access the”VMM. makes it a less
favorable target, as well as compromising the host when escaping the' VM grants the
attacker more control than exploiting the VMM.

5.5. Mitigation Techniques

There are various attack types to violate the-security of the cloud. This section
discusses some of the mitigation techniques toseountermeasure attacks on the cloud
enlisted above. There may be multiple mitigation,techniques available, but we only
list some of the latest mitigation techniques highlighted in the references. This is
summarized in Table 5, showing the attack and countermeasure pairs. To evaluate
the effectiveness of those countermeasures,users should utilize various techniques
such as using formal security models with various metrics (Kordy et al., 2013). How-
ever, this is out of scope in this“paper.

6. Threat Identification in the Cloud

6.1. Threat Identification Method

We use our classification of threats from the tables presented in Section 5.4.2 to
identify what attaeks can exploit the discovered vulnerabilities of the cloud compo-
nents, and what/threats they pose. The proposed threat identification approach has
three main steps,Allustrated in figure 4: (i) Cloud components identification; (ii)
Vulnerability identification; and (i) Threat identification.

6.1.1. Components identification

Components identification entails identifying the cloud components that should
be‘considered in the analysis and their associated information. This includes their
configuration and settings, which will be assessed in the next step to identify vulner-
abilities. There are challenges in doing this step due to different visibility of cloud
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Figure 4: Threat Identification Method Steps and Actions

components depending on the servicesand deployment models (e.g., with the TaasS,
the cloud administrator may m6tybe able to access VM configuration). However,
in this work, we assume that the administrator has access to all cloud components
and can gather their associated information regardless of the service and deployment
models used.

This components identification step consists of two actions: system modeling
and reachability analysis.’System modeling creates a model of the network showing
the cloud components related to a particular function and how they are physically
connected. Aisystem’model can be obtained from documentation of an organization’s
cloud deployment/such as network configuration information. Reachability analysis
creates a logical model showing which components are able to communicate which
ones! This"may involve actively analyzing packets as they are being transmitted
and ‘receiyed or consulting network routing tables in the hypervisor documenting
information on reachability between components. For example, the security groups
in‘the Amazon cloud, EC2 (Jin et al., 2016) contain such routing information.
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6.1.2. Vulnerability identification

In the vulnerability identification phase, weaknesses in the network components
based on the reachability model that an attacker may exploit to launch a successful
attack are identified. This step involves attack modeling and vulnerability scanning.
Attack modeling enriches the reachability modeling with attack entry points and
targets. Attack entry points are those components through which an attacker from
outside connects to reach the network such as a public-facing Web Server. Am at-
tacker that intends to damage one or more target asset(s), such as a.database of
medical records in a hospital management system that he may want{to steal, con-
nects through the Web Server.

Vulnerability scanning checks for known vulnerabilities in the‘eloud.components.
The process of finding vulnerabilities uses data from public yulnerahility databases
and vulnerability logs that document network specific weaknesses known by the
security administrator from his experience with the cloud. deployment. There are
vulnerability scanners that may be used in the cloudplatform, such as NESSUS
(Beale et al., 2002). Then, this information can be uSed to match the attack patterns
to the corresponding vulnerabilities (Gegick and Williams, 2005; Chen et al., 2017).

6.1.3. Threat Identification

Threat identification is the final step and ome of the key contributions of our
work. This step uses the information on, vulnerabilities in components to identify
the posed threats to the cloud usinguidentified attack patterns. It involves two key
actions: attack identification and attack-to-threat mapping. Attack identification
seeks to elicit attack scenarios” intwhich the vulnerabilities identified in the cloud
components may be exploited to cause damage to an asset.

As vulnerabilities aredassociatéd with specific instances of cloud components, we
use them to identify the compoOnents and the known attacks on those components
and finally the attack category. This is achieved through table 3. Using the specific
instance of the attack, its category, and the attack-to-threat category in table 2 we
identify the threatsposed in the Attack-to-Threat Mapping action. In order to better
understand the steps for identifying the threats in the cloud, we describe a use case
study scehario usihg an example cloud setup in Section 6.2.

6.2.( Threat"Identification in the Cloud: an Erample

Using/an example of a cloud deployment, This section illustrates how our ap-
proach can be used to identify threats.
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Table 2: Attack Category vs STRIDE

STRIDE
ATTACK Spoofing Tampering Repudiation Information Denial of Service Elevation of
CATEGORY Disclosure Privileges
Abuse alter hidden parame- | steal/modify VM | alter hidden pa- | exposed configura- | alter hidden pa- | alter hidden parame-
Functionality ter, install backdoor | configuration (Cheng | rameter (Jansen, | tion, steal/modify | rametery install | ter, install backdoor
(Jansen, 2011; Modi | et al., 2012; Brohi | 2011; Modi et al., | VM configuration | backdoor (Jansen, | (Jansen, 2011; Modi
et al, 2013b), ma- | et al., 2012) 2013b), DoS/flooding | (Jansen, 2011; Modi | 2011; Modi et al., | et al., 2013b), ma-
licious VM  (Szefer exploiting appli- | et al., 20138b), error | 2013b), DoS/flooding | licious VM (Szefer
et al., 2011) cation/protocol log collection®, (Sari=" exploiting appli- | et al., 2011)
(Chapade et al., | pallidand Walters, | cation/protocol
2013a; Alani, 2016; | 2010)  steal/modify | (Chapade et al,
Osanaiye et al., 2016) | VM configuration | 2013a; Osanaiye
(Cheng, et al., 2012; | et al., 2016; Alani,
Brohivet) al., 2012), | 2016)
malicious VM (Szefer
et'al., 2011)
Data Structure alter  object ref- exploiting shared | exploit shared mem- | exploit RIA compo-
Attack erence (Yu et al, memory (Zhang and | ory (Zhang  and | nent code (Saripalli

2011), exploit shared
memory (Zhang and
Reiter, 2013), exploit
API  vulnerabilities
(Gracia-Tinedo et al.,
2013), exploit RIA
component code
(Saripalli and /Wal-
ters, 2010),/ buffer
overflow (Boyd et al.,
2010)

Reiter, 2013), exploit
API vulnerabili-
ties (Gracia-Tinedo
et al., 2013), exploit
RIA component
code (Saripalli and
Walters, 2010)

Reiter, 2013), exploit
API  vulnerabilities
(Gracia-Tinedo et al.,
2013), buffer overflow
(Boyd et al., 2010)

and Walters, 2010),
buffer overflow (Boyd
et al., 2010)

Embedded Mali-
cious Code

alter hidden parame-
ter, install backdoor
(Jansen, 2011; Modi
et al., 2013b), mali-
cious file (Oberheide
et al., 2008), audio
steganography “ (Liu
et al., 2011a)

malicious script
execution, XML poi-
soning (Saripalli and
Walters, 2010), mali-
cious file (Oberheide
et al., 2008), audio

steganography  (Liu
et al., 201la), VM
excape (Subashini

and Kavitha, 2011)

alter hidden parame-
ter, install backdoor
(Jansen, 2011; Modi
et al., 2013b), mali-
cious file (Oberheide
et al., 2008), audio

steganography  (Liu
et al, 201la), VM
excape (Subashini

and Kavitha, 2011)

alter hidden parame-
ter, install backdoor
(Jansen, 2011; Modi
et al, 2013b), ma-
licious script execu-
tion, XML poisoning
(Saripalli and Wal-
ters, 2010)

alter hidden parame-
ter, install backdoor
(Jansen, 2011; Modi
et al., 2013b), mali-
cious file (Oberheide
et al., 2008; Liu et al.,
2011a)

alter hidden parame-
ter, install backdoor
(Jansen, 2011; Modi
et al., 2013b), VM ex-
cape (Subashini and
Kavitha, 2011)
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Table 2: Attack Category vs STRIDE (cont...)

Spoofing

Tampering

Repudiation

Information
Disclosure

Denial of Service

Elevation of
Privileges

Exploitation of

alter hidden parame-

alter hidden parame-

alter hidden parame-

alter hidden parame-

alter hidden parame-

Authentication ter, install backdoor ter, install backdoor | ter, install backdoor | ter, install’backdoor | ter, install backdoor
(Jansen, 2011; Modi (Jansen, 2011; Modi | (Jansen, 2011; Modi | \(Jansen, 2011; Modi | (Jansen, 2011; Modi
et al., 2013b), steal et al., 2013b), steal | et al., 2013b)s steal | etialy2013b) et al.,, 2013b), steal
authentication data authentication data | authentication' datas authentication data
(Saripalli and Wal- (Saripalli and Wal- | (Saripalli 4and Wal- (Saripalli and Wal-
ters, 2010), URL ters, 2010), URL | ters, 2010),5 URL ters, 2010), URL
forgery (Yu et al., forgery (Yu et al., | forgery (Yu ety al., forgery (Yu et al,
2011), bypass cre- 2011), bypass cre- | 2011)," ‘bypass (cre- 2011), bypass cre-
dential validation dential validation | deéntial validation dential validation
(Skrupsky et al., (Skrupsky et al, | (Skrupsky et al, (Skrupsky et al.,
2012) 2012) 2012) 2012)

Injection XSS (Yu et al, XSS (Yu et al, | XSS (Yu et al, | XSS (Yu et al,

2011),
injection
et al.,

malware

(Khalil
2014), SQL
injection  (Gruschka
and Jensen, 2010),
XPATH injection
(Dessiatnikoff et al.,
2011), Javascript
injection (Provos
et al., 2009), OS
commanding (Sari-
palli and Walters,
2010), LDAP imjec-
tion (Medi et aly
2013a; Skrupsky
et als, 2012)

malware

(Khalil
2014), SQL
injection  (Gruschka
and Jensen, 2010),
XPATH injection
(Dessiatnikoff et al.,
2011), Javascript
injection (Provos
et al., 2009), OS
commanding  (Sari-
palli and Walters,
2010), LDAP injec-
tion (Modi et al.,
2013a; Skrupsky
et al., 2012)

2011),
injection
et” al.,

malware

(Khalil
2014), SQL
injection  (Gruschka
and Jensen, 2010),
XPATH injection
(Dessiatnikoff et al.,
2011), Javascript
injection (Provos
et al., 2009), OS
commanding  (Sari-
palli and Walters,
2010), LDAP injec-
tion (Modi et al.,
2013a; Skrupsky
et al., 2012)

2011),
injection
et al.,

malware

(Khalil
2014), SQL
injection  (Gruschka
and Jensen, 2010),
XPATH injection
(Dessiatnikoff et al.,
2011), Javascript
injection (Provos
et al, 2009), OS
commanding  (Sari-
palli and Walters,
2010), LDAP injec-
tion (Modi et al.,
2013a; Skrupsky
et al., 2012)

2011),
injection
et al.,

Path  Traversal
Attack

exploit shared folder,
VM escape (Ganesan
et al.; 2012)

exploit shared folder,
VM escape (Ganesan
et al., 2012)

exploit shared folder,
VM escape (Ganesan
et al., 2012)
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Table 2: Attack Category vs STRIDE (cont...)

Spoofing Tampering Repudiation Information Denial of Service Elevation of
Disclosure Privileges
Probabilistic ”man-in-the-middle ”man-in-the-middle bruteforce attack bruteforce attack
Techniques attack”  (Subashini attack”  (Subashini | (Ristenpart et al., (Ristenpart et al.,
and Kavitha, 2011) and Kavitha, 2011), | 2009), side-channel 2009), client side
client side validation | attack (Zhangs€t al:, validation miscon-
misconfiguration 2012a), client, side figuration (Saripalli
(Saripalli and Wal- | validation miscon- and Walters, 2010;
ters, 2010; Skrupsky | figuration (Saripalli Skrupsky et al., 2012)
et al., 2012) and Walters, 2010;
Skrupsky.et al., 2012)
Protocol manipulate SOAP | manipulate SOAP | volume-based flood- volume-based flood-
Manipulation message variable (Gr- | message variable (Gr- | ing (Chapade et al., ing (Chapade et al.,
uschka and Iacono, | uschka and Iacono, | 2013a; Osanaiyé 2013a; Osanaiye
2009; Nasridinov | 2009; Nasridinov | et al., 2016), exploit et al., 2016), protocol
et al, 2012), ex- | et al, 2012), mod- | protocol (Alani, exploitation  (Alani,
ploit application | ify/manipulate XML | 2016), manipulate 2016), XML content
communication flaw | content (Saripalli and | SOAP message varis manipulation  (Sari-
(Osanaiye et al., | Walters, 2010) able (Gruschka and palli and Walters,
2016), manipulate Tacono, 2009; Nas- 2010)
XML content (Sari- ridinov et al.;12012),
palli and Walters, manipulate XML
2010) content (Saripalli and
‘Walters, 2010)
Resource manipulate SOAP | manipulate SOAP | manipulate SOAP | modify XML content, | manipulate direct ob- | modify XML content,
Manipulation message variable (Gr- | message variable (Gr- | ‘message variable (Gr- | manipulate RIA | ject references (Bleik- | manipulate RIA
uschka and Iacono, | uschka andTacono, | uschka and Iacono, | components (Sari- | ertz et al., 2014) components (Sari-

2009; Nasridinov
et al., 2012), exploit
application communi-
cation flaw (Osanaiye
et al., 2016)

2009; Nasridinev
et al., 2012), mod-
ify XML _content,
manipulate RIA
components (Sari-
pallin, and Walters,
2010), manipulate di-
rect object references
(Bleikertz et  al.,
2014)

2009; Nasridinov
et al., 2012)

palli and Walters,
2010), manipulate di-
rect object references
(Bleikertz et al.,
2014)

palli and Walters,
2010)
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ACCEPTED MANUSCRIPT

Table 2: Attack Category vs STRIDE (cont...)

Spoofing

Tampering

Repudiation

Information
Disclosure

Elevation of
Privileges

Resource volume-based flood-
Depletion ing (Chapade et al.,
2013a; Osanaiye Osanaiye
et al., 2016), protocol 16), protocol
exploitation  (Alani, xploitation  (Alani,
2016) 16)
Sniffing
e (Masood, 2013;
im and Hassan,
side-channel
ack (Zhang et al.,
scan  open
ports (Modi et al.,
2013b)
Spoofing spoof metadata (Du- ata/ (Du-
man et al, 2016), 2016),
ARP spoofing (Wu fing (Wu
et al, 2010), IP t al, ) 2010), IP
spoofing  (Subashini oofing  (Subashini

and Kavitha, 2011),
DNS spoofing (Xu
et al., 2013), phishing
(Jensen et al., 2009),
CSRF  (Somorovsky
et al., 2011)

Kavitha, 2011),

S spoofing (Xu

t al., 2013), phishing

(Jensen et al., 2009),

CSRF  (Somorovsky
et al., 2011)
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Table 3: Attack Category vs cloud Components

CLOUD COMPONENTS

ATTACK Application Web Server os Virtual Machine VM Monitor Host

CATEGORY

Abuse hidden parameter manip- | hidden parameter manip- | hidden parame- | steal/modify VM | malicious VM (Sze- | volume-based

Functionality ulation, exposed config- | ulation, exposed config- | ter manipulation, | configuration ferset al., 2011) flooding, protocol
uration, install backdoor | uration, install backdoor | exposed config- | (Cheng/ et al; exploitation-based
(Jansen, 2011; Modi et al., | (Jansen, 2011; Modi et al., | uration, install | 2012; Brohi'et al., denial of service
2013b), application flaw- | 2013b) , application flaw- | backdoor (Jansen, | 2012) protocol (Chapade et al.,
based flooding (Osanaiye | based flooding (Osanaiye | 2011; Modi et al., | exploitation=based 2013a;  Osanaiye
et al., 2016), error log col- | et al., 2016), error log col- | 2013b) denial of, service et al., 2016; Alani,

lection (Saripalli and Wal-
ters, 2010)

lection (Saripalli and Wal-
ters, 2010)

(Chapade | et al.,
2013a; Adani, 2016;
Osanalye et al.,
2016), malicious
VM (Szefer et al.,
2011)

2016)

Data  Structure
Attack

object reference manipu-
lation (Yu et al., 2011),
exploiting API vulnera-
bilities (Gracia-Tinedo
et al., 2013), manipulate
RIA component (Saripalli
and Walters, 2010), buffer
overflow (Boyd et al.,
2010)

object reference manipu-
lation (Yu et al., 2011),
manipulate RIA compo-
nent (Saripalli and Wal-
ters, 2010), buffer overflow
(Boyd et al., 2010)

exploiting  shared
memory, VM es-
cape (Zhang and
Reiter, 2013)

exploiting  shared
memory, VM es-
cape (Zhang and
Reiter, 2013)

Embedded Mali-
cious Code

install backdoor (Jansen,
2011; Modi et al., 2013b),
malicious script execution,
XML poisoning (Saripalli
and Walters, 2010), mali-
cious file (Oberheide et al.,
2008; Liu et al., 2011a)

install backdoor (Jansen,
2011; Modi et al., 2013b),
maligious scriptiexecution,
XML poisoning (Saripalli
and Walters, 2010), mali-
cious file (Oberheide et al.,
2008; Liu et al., 2011a)

install ~ backdoor
(Jansen, 2011;
Modi et al., 2013b)

embedded code
execution, VM
excape (Subashini
and Kavitha, 2011)




e¢

Table 3: Attack Category vs cloud Components (cont...)

Application ‘ Web Server ‘ oS ‘ Virtual Machine ‘ VM Monitor Host
Exploitation of expose interfaces, alter | expose interfaces, alter | expose interfaces,
Authentication hidden parameter, in- | hidden parameter, in- | alter hidden pa-
stall backdoor (Jansen, | stall backdoor (Jansen, | rameter, install
2011; Modi et al., 2013b), | 2011; Modi et al., 2013b), | backdoor (Jansen,
steal authentication data, | steal authentication data, | 2011; Modi et al.,
exploit service engine | exploit service engine | 2013b)
(Saripalli and Walters, | (Saripalli and Walters,
2010), URL forgery (Yu | 2010), URL forgery (Yu
et al, 2011), bypass | et al., 2011), bypass
credential validation | credential validation
(Skrupsky et al., 2012) (Skrupsky et al., 2012)
Injection XSS (Yu et al, 2011), | XSS (Yu et al., 2011), | XPATH injection
malware injection (Khalil | malware injection (Khalil | (Dessiatnikoff
et al, 2014), SQL in- | et al, 2014), SQL in- | et al, 2011)
jection (Gruschka and | jection (Gruschka and
Jensen, 2010), XPATH | Jensen, 2010), XPATH
injection (Dessiatnikoff | injection (Dessiatnikoff
et al., 2011), Javascript | et al., 2011), Javascript
injection (Provos et al., | injection (Provos et al.,
2009), OS commanding | 2009), OS commanding
(Saripalli and Walters, | (Saripalli and Walters,
2010), LDAP injection | 2010), LDAP injection
(Modi et al, 2013a; | (Modi et al, 2013a;
Skrupsky et al., 2012) Skrupsky et al.;-2012)
Path  Traversal manipulate shared
Attack folder, VM escape
(Ganesan et al.,
2012)
Probabilistic bruteforce attack (Ris- | bruteforce attack (Ris- | bruteforce attack | ”man-in-the- ”man-in-the-
Techniques tenpart et al., 2009), / tenpart, et Sal., 2009), | (Ristenpart et al., | middle attack” middle attack”
”man-in-the-middle at~ | ”man-in-the-middle at- | 2009), ”man-in- | (Subashini and (Subashini and
tack”  (Subashini dnd [‘tack” (Subashini and | the-middle attack” | Kavitha, 2011) Kavitha, 2011),
Kavitha, 2011), _client | Kavitha, 2011), client | (Subashini and side-channel attack
side validation 4miscon- | side  validation miscon- | Kavitha, 2011) (Zhang et  al.,

figuration (Saripalli, and
Walters, 2010;~ Skrupsky
et al., 2012)

figuration (Saripalli and
Walters, 2010; Skrupsky
et al., 2012)

2012a)
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Table 3: Attack Category vs cloud Components (cont...)

‘ Application ‘ Web Server ‘ oS ‘ Virtual Machine ‘ VM Monitor Host
Protocol application communi- | SOAP message variable | SOAP message | volume-based volume-based
Manipulation cation flaw exploitation | manipulation (Gruschka | variable manipu- | flooding (Cha- flooding (Cha-
(Osanaiye et al, 2016), | and Iacono, 2009; Nas- | lation (Gruschka | pade et al., 2013a; pade et al., 2013a;
XML  content manip- | ridinov et al., 2012), | and lacono, 2009; | Osanaiye pet ‘al., Osanaiye et al.,
ulation  (Saripalli and | application communi- | Nasridinov et al., | 2016), pfotocol ex= 2016), protocol ex-
Walters, 2010) cation flaw exploitation | 2012), XML con- | ploitation (Alani, ploitation (Alani,
(Osanaiye et al., 2016), | tent manipulation | 2016) 2016)
XML  content manip- | (Saripalli and
ulation  (Saripalli and | Walters, 2010)
Walters, 2010)
Resource application communi- | application communi- volume-based volume-based
Depletion cation flaw exploitation | cation flaw exploitation flooding (Cha- flooding (Cha-
(Osanaiye et al., 2016) (Osanaiye et al., 2016) pade et al., 2013a; pade et al., 2013a;
Osanaiye et al., Osanaiye et al.,
2016), protocol ex- 2016), protocol ex-
ploitation  (Alani, ploitation  (Alani,
2016) 2016)
Resource direct object reference | SOAP message variable [[ SOAP message
Manipulation manipulation  (Bleikertz | manipulation (Gruschka | ‘variable ahanipu-
et al., 2014; Yu et al., | and Iacono, 2009; Nasridi- | lation’ (Gruschka
2011), XML content ma- | nov et al., 2012), "XMLyj,and Iacono, 2009;
nipulation (Saripalli and | content manipulation | Nasridinov et al.,
Walters, 2010) (Saripalli and Walters, }, 2012), XML con-
2010) tent manipulation
(Saripalli and
Walters, 2010)
Sniffing exposed configuration, in- | exposéd“configuration, in- | exposed config- | passive sniffing passive sniffing
stall backdoor (Jansen, | stall bagckdoor  (Jansen, | uration, install | (Duncan et al., (Duncan et al.,
2011; Modi et al., 2013b), | 2011; Modi etjal., 2013b), | backdoor (Jansen, | 2013), scan open 2013), scan open
passive sniffing (Duncan 4 passive)sniffing (Duncan | 2011; Modi et al., | ports (Modi et al., ports (Modi et al.,
et al., 2013), sniff visiblé |, et al., 2013), sniff visible | 2013b), passive | 2013b) 2013b), side-
WSDL interface (Masood, [“WSDL interface (Masood, | sniffing  (Duncan channel attack
2013; Ibrahim and Hassan, | 2013; Ibrahim and Hassan, | et al., 2013) (Zhang et  al,
2015) 2015) 2012a)
Spoofing spoof metadata (Dunian | ”cross-site request ARP spoofing (Wu ARP spoofing (Wu
et al, 2016), phishing | forgery” (Somorovsky et al., 2010), DNS et al., 2010), DNS
(Jensen €t alijn, 2009), | et al., 2011) spoofing (Xu et al., spoofing (Xu et al.,
7 cross-site request 2013), IP spoof- 2013), IP spoof-
forgery™ (Semoro6vsky ing (Subashini and ing (Subashini and
et al., 2011) Kavitha, 2011) Kavitha, 2011)
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Table 4: STRIDE vs cloud Components

CLOUD COMPONENTS

STRIDE Application Web Server oS Virtual Ma-~| VM Monitor Host

chine

Spoofing hidden parameter manipula- | hidden parameter manipula- | alter hidden pa- | ARP | spoofing | malicious VM | ARP spoofing
tion, install backdoor (Jansen, | tion, install backdoor (Jansen, | rameter, install | (Wu_ ‘et. al., 4 (Szefer et al, | (Wu et al,
2011; Modi et al., 2013b), | 2011; Modi et al., 2013b), | backdoor (Jansen, |£2010), DNS | 2011) 2010), DNS
spoof metadata (Duman | cross-site request forgery (So- | 2011; Modi et al., | spoofing (Xu spoofing (Xu
et al., 2016), phishing (Jensen | morovsky et al., 2011), SOAP | 2013b), manipulate, | et al., [2013), et al, 2013),
et al., 2009), cross-site request | message variable manipula- | SOAP message [WIP spoofing P spoofing
forgery (Somorovsky et al., | tion (Gruschka and Iacono, | variable (Gruschka | (Subashini and (Subashini and
2011), IP spoofing (Subashini | 2009; Nasridinov et al., 2012), | and Iacono, 2009; | Kavitha, 2011), Kavitha, 2011)
and Kavitha, 2011), malicious | IP spoofing (Subashini and | Nasridinév et alj.| malicious VM
file (Oberheide et al., 2008; | Kavitha, 2011), malicious file | 2012), IP speofing | (Szefer et al.,

Liu et al., 201la), buffer | (Oberheide et al., 2008; Liu | (Subashini and | 2011)
overflow (Boyd et al., 2010) et al., 2011a), buffer overflow | Kavithay 2011)
(Boyd et al., 2010)

Tampering manipulate RIA components | manipulate RIA components | SQLuinjection (Gr- | attack shared | manipulate attack  shared
(Saripalli and Walters, 2010), | (Saripalli and Walters, 2010), | uschka and Iacono, | memory (Zhang | shared folder | memory (Zhang
direct object reference manip- | manipulate SOAP message | 2009), SOAP mes- | and Reiter, | (Ganesan et al., | and Reiter,
ulation, XSS (Bleikertz et al., | variable (Nasridinov et aly, | sage‘variable manip- | 2013), modify | 2012), malicious | 2013)

2014; Yu et al., 2011), LDAP | 2012), SQL (Gruschka and'Ia- |hulation (Nasridinov | VM configu- | code execution,
(Modi et al., 2013a; Skrupsky | cono, 2009), LDAP (Skrup- |/et al., 2012), OS | ration (Cheng | VM escape
et al., 2012), SQL, Javascript | sky et al., 2012), Javascript | commanding (Dessi- | et al., 2012; | (Subashini and

(Provos et al., 2009), malware
(Khalil et al., 2014) injec-
tions, OS commanding (Dessi-
atnikoff et al., 2011), mali-
cious file (Oberheide et al.,
2008; Liu et al., 2011a), buffer
overflow (Boyd et al., 2010),
API vulnerability exploitation
(Gracia-Tinedo et al., 2013)

(Provos et al., 2009), malware
(Khalil etevaly, 2014) injec-
tions, OS commanding (Dessi-
atnikoffret al., 2011), direct
object reference manipulation
(Yu et al.,"2011), malicious
file (Oberheide et al., 2008),
buffer overflow (Boyd et al.,
2010)

atnikoff et al., 2011)

Brohi et al.,
2012)

Kavitha, 2011)
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ACCEPTED MANUSCRIPT

Table 4: STRIDE vs cloud Components (cont...)

CLOUD COMPONENTS

STRIDE Application Web Server os ‘ Host

Repudiation alter hidden parameter, in- | alter hidden parameter, in- | alter hidden pa- e§ploit shared | man-in-the-
stall backdoor (Jansen, 2011; | stall backdoor (Jansen, 2011; | rameter, install folder, VM es- | middle attack,
Modi et al., 2013b), CSRF | Modi et al.,, 2013b), CSRF | backdoor (Jansen, cape (Ganesan | I[P (Subashini
(Somorovsky et al., 2011), | (Somorovsky et al., 2011), ma- | 2011; Modi et al. et al, 2012), | and Kavitha,
phishing (Jensen et al., 2009), | nipulate SOAP message vari- | 2013b), man-in-the- 2011), DNS (Xu
spoof metadata (Duman | able (Gruschka and Iacono, | message middle  attack | et al., 2013),
et al., 2016), application flaw | 2009; Nasridinov et al., 2012), | manipulatio; (Subashini and | ARP (Wu
exploitation (Osanaiye et al., | exploit application flaw (Os- | uschka a flooding, proto- | Kavitha, 2011), | et al., 2010)
2016), stealing unprotected | anaiye et al., 2016), steal au- | 2009; ] manipula- | malicious VM | spoofing, flood-
authentication data, client | thentication data, misconfig- | et al tion (Chapade | (Szefer et al., | ing/protocol
side validation misconfigura- | ure validation (Saripalli and | be s | et al, 2013a; | 2011), exploit | manipulation
tion (Saripalli and Walters, | Walters, 2010), embedded ma- | code ( Alani, 2016; | service engine | (Chapade et al.,
2010; Skrupsky et al., 2012), | licious code (Subashini and | Kavitha, Osanaiye et al., | (Saripalli and | 2013a;  Alani,

embedded malicious code
(Subashini  and  Kavitha,
2011), malicious files (Ober-
heide et al., 2008; Liu et al.,
2011a)

Kavitha, 2011), malicious files
(Oberheide et al., 2008)

2016), malicious
VM (Szefer
et al., 2011)

Walters, 2010)

2016; Osanaiye
et al., 2016)
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Table 4: STRIDE vs cloud Components (cont...)

CLOUD COMPONENTS

STRIDE Application Web Server oS Virtual Ma-~| VM Monitor Host
chine

Information Dis- | exposed configuration | exposed configuration | exposed config- | steal/modify scan open port

closure (Jansen, 2011; Modi et al., | (Jansen, 2011; Modi et al., | uration (Jansen, | VM configu- (Modi et al.,
2013b), visible WSDL inter- | 2013b), visible WSDL inter- | 2011; Modi et al., |fration (Cheng 2013b), passive
face (Masood, 2013; Ibrahim | face (Masood, 2013; Ibrahim | 2013b), side-channel |‘etsiial., » 2012; sniffing  (Dun-
and Hassan, 2015), direct | and Hassan, 2015), error log | attack (Zhang et al;, | Brohi et al, can et al., 2013),
object reference manipulation | collection (Saripalli and Wal- | 2012a), brute-force [%2012); scan shared memory
(Bleikertz et al., 2014; Yu | ters, 2010), bypass credential | attack (Risten- | open port exploitation
et al., 2011), error log collec- | validation (Skrupsky et al., | part et alk, 2009), | (Modi et al, (Zhang and
tion (Saripalli and Walters, | 2012),  brute-force attack | OS commanding,. | 2013b), passive Reiter, 2013),
2010), bypass  credential | (Ristenpart et al., 2009), | (Dessiatnikoff'et al., | sniffing (Dun- side-channel

validation (Skrupsky et al.,
2012),  brute-force attack
(Ristenpart et al., 2009),
scan open ports (Modi et al.,
2013a), OS commanding
(Dessiatnikoff et al., 2011),
SQL (Gruschka and Iacono,
2009), Javascript (Provos
et al., 2009), malware (Khalil
et al.,, 2014) injections, API
exploitation (Gracia-Tinedo
et al., 2013)

scan open ports (Modi et al.,
2013a), OS commanding
(Dessiatnikoff et al., 2011;
Gruschka and Iacono, 2009),
SQL, Javascript  (Provos
et al., 2009), malware (IKhalil
et al.,, 2014) injections, APL
exploitation  (Gracia-Tinedo
et al., 2013)

2014

can et al., 2013),
shared memory
exploitation
(Zhang and
Reiter, 2013)

attack  (Zhang
et al., 2012a)

Denial of
Service

alter hidden parameter, in-
stall backdoor (Jansen, 2011;
Modi et al., 2013b), manip-
ulate direct object reference
(Bleikertz et al., 2014; Yu
et al., 2011), exploit appli~
cation flaws (Osanaiye etsal.,
2016), LDAP (Modi et aly
2013a), Javascript _(Provos
et al., 2009), XPATH (Dessi-
atnikoff et al.,#2011), mal-
ware (Khalil et al.,"2014) in-
jections, malicious file (@ber-
heide et al., 2008); buffer
overflow (Boyd et al, 2010),
exploit API (Gracia-Tinedo
et al., 2013)

alter hidden parameter, in-
stall backdoor (Jansen, 2011;
Modi et hal, 2013b), ex-
ploit yapplication flaws (Os-
anaiye ‘et \al;, 2016), LDAP
(Modi et al., 2013a; Skrupsky
et al;y, 2012), SQL (Gruschka
and lacono, 2009), Javascript
(Provos et al., 2009), XPATH
(Dessiatnikoff et al., 2011),
malware (Khalil et al., 2014)
injections, XSS (Yu et al,
2011), malicious file (Ober-
heide et al., 2008), buffer over-
flow (Boyd et al., 2010)

hidden parame-
ter  manipulation,
install backdoor
(Jansen, 2011;

Modi et al., 2013b),
XPATH  (Dessiat-
nikoff et al., 2011),
oS commanding
(Dessiatnikoff et al.,
2011)

volume-based
flooding, proto-
col exploitation
(Chapade et al.,
2013a; Alani,
2016; Osanaiye
et al., 2016),
shared memory
exploitation
(Zhang and
Reiter, 2013)

volume-based

flooding, proto-
col exploitation
(Chapade et al.,
2013a; Alani,
2016; Osanaiye
et al, 2016),
shared memory
exploitation

(Zhang and
Reiter, 2013)
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ACCEPTED MANUSCRIPT

Table 4: STRIDE vs cloud Components (cont...)

CLOUD COMPONENTS

Virtuaw%;itm‘

STRIDE Application Web Server os Host
chine
Elevation of | improper authentication/ au- | bypass credential valida- | improper  authen- | malici VM m’anipulate
Privileges thorization, install backdoor | tion (Skrupsky et al., 2012), | tication/ autho- er al. shared folder,
(Jansen, 2011; Modi et al., | brute-force attack (Ristenpart | rization, install 011) VM escape

2013b), bypass credential
validation (Skrupsky et al.,
2012), brute-force (Ristenpart
et al., 2009), LDAP (Modi
et al., 2013a), SQL (Dessiat-
nikoff et al., 2011), Javascript
(Provos et al., 2009), XPATH
(Dessiatnikoff et al., 2011),
malware (Khalil et al., 2014)
injections, XSS (Yu et al,
2011), buffer overflow (Boyd
et al., 2010)

et al., 2009), LDAP (Modi
et al., 2013a), SQL (Dessiat-
nikoff et al., 2011), Javascript
(Provos et al., 2009), XPATH
(Dessiatnikoff et al., 2011),
malware (Khalil et al., 2014)
injections, XSS (Yu et al.,
2011), buffer overflow (Boyd
et al., 2010)

backdoor  (Janse

2011; Modi et &
2013b), brute;force
attack i
part et
XPATH
0os

(Ganesan et al.,
2012), malicious
code (Subashini

and Kavitha,
2011), malicious
VM (Szefer
et al, 2011),
exploit  service
engine (Saripalli
and Walters,
2010)
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Table 5: Attack and Mitigations

Attack

Mitigation

volume-based flooding (Chapade et al.,
2013a; Osanaiye et al., 2016)

detection, filtering (Chapade et al., 2013a)

protocol manipulation (Chapade et al.,
2013a; Alani, 2016)

detection, encryption, filtering (Alani, 2016)

application flaw DoS (Osanaiye et al.,
2016)

detection, filtering (Osanaiye et al., 2016)

error log collection (Saripalli and Walters,
2010)

error handling (Arroyo et al.,"2016)

steal/modify VM configuration (Cheng
et al., 2012)

modeling and analysis (Cheng et al., 2012)

hidden parameters (Jansen, 2011)

data isolation / sanitizationr(Jansen, 2011)

exposed configuration data (Jansen, 2011)

access control, encryption (Jansen, 2011)

backdoor installation (Jansen, 2011)

cloud data encryption (Amoroso, 2014)

object reference manipulation (Yu et al.,
2011)

detectiomandfirewall (Yu et al., 2011)

exploit shared memory (Zhang and Re-
iter, 2013)

cache cleansing (Zhang and Reiter, 2013)

exploit API (Gracia-Tinedo et al., 2013)

ageess’ control, session time limits, anomaly detection (Gracia-Tinedo et al.,
2013)

manipulate RIA components/(Saripalli
and Walters, 2010)

security policy enforcement, script execution monitoring (Erlingsson et al.,
2014)

buffer overflow (Boyd et al2010)

instruction set randomization (Boyd et al., 2010)

malicious script execution (Saripalli and
Walters, 2010)

security policy enforcement, script execution monitoring (Erlingsson et al.,
2014)

XML poisoning’ (Saripalli and Walters,
2010)

use a local copy or a known good repository (Arnaboldi, 2016), security slicing
(Thome et al., 2015)

audio steganography (Liu et al., 2011a)

stegAD (Liu et al., 2011a)
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Table 5: Attack and Mitigations (cont...)

Attack

‘ Mitigation

malicious file (Oberheide et al., 2008)

N-version protection (Oberheide et al., 2008)

VM escape (Subashini and Kavitha, 2011)

security framework and architecture (Subashiniand Kavitha, 2011)

malicious VM (Szefer et al., 2011)

NoHype (Szefer et al., 2011)

service engine exploitation (Saripalli and
Walters, 2010)

NoHype (Szefer et al., 2011)

steal authentication data (Saripalli and
Walters, 2010)

access control, encryption (Jansen;»2011)

URL forgery (Yu et al., 2011)

secret token, referrer héader, origin.header (Barth et al., 2008)

bypass credential validation (Skrupsky
et al., 2012)

web application validation extraction and synthesis (Skrupsky et al., 2012)

improper authentication (Jansen, 2011)

access control{ encryption (Jansen, 2011)

XSS (Yu et al., 2011)

taint-tracking\and taint<aware parsers (Stock et al., 2014)

CSRF (Somorovsky et al., 2011)

secret, token, referrer header, origin header (Barth et al., 2008)

malware injection (Khalil et al., 2014)

N-version protection (Oberheide et al., 2008)

SQL injection (Gruschka and Jensen,
2010)

defensive coding, detection, runtime prevention (Shar and Tan, 2013; Dessiat-
nikoff et al., 2011)

Javascript injection (Provos et al., 2009)

JS Guard (Kishore et al., 2014)

OS commanding (Dessiatnikoff &t als
2011)

vulnerability detection (Dessiatnikoff et al., 2011)

LDAP injection (Modi et al.f2013a)

vulnerability detection (Shahriar et al., 2016)

XPATH injection (Saripallisand Walters,
2010)

security slicing, vulnerability detection (Thome et al., 2015)

unauthorized systemfile aceess (Ganesan
et al., 2012)

log analysis (Ganesan et al., 2012)

brute-force (Ristenpart et/al., 2009)

obfuscate internal structure and placement policy (Ristenpart et al., 2009)
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Table 5: Attack and Mitigations (cont...)

Attack

Mitigation

man-in-the-middle
Kavitha, 2011)

(Subashini  and

encryption, policy (Stojmenovic and Wen, 2014)

side-channel (Zhang et al., 2012a)

avoid co-residency, core scheduling (Zhang et al., 2012a)

invalid client side validation (Skrupsky
et al., 2012)

web application validation extraction, and synthesis (Skrupsky et al., 2012)

manipulate SOAP message (Gruschka
and Iacono, 2009)

defensive coding, detection, runtime prevention (Shar and Tan, 2013; Dessiat-
nikoff et al., 2011)

modify XML (Saripalli and Walters, 2010)

use a local copy or a knewmsgoeed repository (Arnaboldi, 2016), security slicing
(Thome et al., 2015)

alter direct object reference (Bleikertz
et al., 2014)

Cloud Radar (Bleikertz et al.,}2014)

passive sniffing (Duncan et al., 2013)

detection, encryption(Duncan et al., 2013)

scan open port (Modi et al., 2013b)

detection (Sengaphay et al., 2016)

visible WSDL interface (Masood, 2013)

security framework, security extension (Shahgholi et al., 2011)

impersonating (Duman et al., 2016)

EmailProfilery(Duman et al., 2016)

ARP spoofing (Wu et al., 2010)

reliable, ARP table (Kang et al., 2015), detection, encryption, filtering (Alani,
2016)

DNS spoofing (Xu et al., 2013)

detection, encryption, filtering (Alani, 2016; He et al., 2017)

IP spoofing (Subashini and Kavitha,
2011)

detection, encryption, filtering (Alani, 2016)

phishing (Jensen et al., 2009)

access control, encryption, data sanitization (Jansen, 2011)




6.2.1. Cloud Components

Figure 5 shows a public TaaS setup for a hospital medical record management
application. The cloud service provider (CSP) has two hosts, Hostl and Host2,
where the record management application is deployed. The hosts are connected
through a physical switch and a load balancer that distributes the incoming traffic
between them. Each host has a physical storage device, hypervisor, and two #irtual
machines. Host2 act as a backup for Host1 as such the virtual machines in Host2 run
the same applications as Host1. The two virtual machines in each host azé connected
through a virtual switch.

The medical record application consists of two main componentssdeployed in two
separate virtual machines. The components are MedScan and a\MySQI database
server. The virtual machine instance that hosts the MedScan application in Host1 is
running windows 7 while MySQL Server is hosted on an Ubuntu VM. In Host2 both
the MedScan application and MySQL Server run on an RHEL virtual machines.

MedScan is the front end of the application which acts as a web server. It re-
ceives two types of access requests through the internet: database administration and
user requests. The hospital IT administration staff issues database administration
requests related to managing user accounts for.accéessing medical records including
assigning and revoking privileges for accessing medical records.

The main users of the medical record system are patients, nurses, and doctors.
Patients access the system to book appointments with their doctors. Nurses access
medical records to record basic vitalssigns parameters (such as temperature, blood
pressure, etc) when a patient visits the hospital either on emergency or on a scheduled
appointment. Through the médical records management system, a doctor checks a
patient’s medical history (previgus ailments and prescriptions) during consultations.
The cloud service provider (€SP) admin staff also access the hosts through a hy-
pervisor managementiconsole,/which is connected through the network established
by the physical switch. W Through this console, CSP staff are able to create, delete,
migrate, and modify virtual machines in the hosts.

Figure 5 also shows the security control boundaries and component visibility
in the deployment of the public IaaS cloud. Virtual machines and the applications
installed An them are visible to the hospital I'T administration staff. The CSP staff has
control.and vigibility of the virtual machines (external), hypervisor, virtual switch,
physical disk, bare metal, physical switch, and load balancer. Note that the visibility
of the,virtual machine for CSP staff is limited - they are not able to see the internal
configurations of the VMs.

6.2.2. Vulnerabilities and Attack Scenarios

In this example, we focus on vulnerabilities related to the operating systems in
the virtual machines to illustrate the identification of threats. We use the CVE
Details (https://www.cvedetails.com/) as a data source for the latest vulnerabilities.
As an illustration, we examine one of the vulnerabilities in the VM running Windows
7 virtual machine that hosts the MedScan application.
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=== Host(Bare Metal)
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-----> Attack path
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Host#1 Host#2

1
CsP Staff

Figure 5: Public IaaS Cloud Setup System Model Example showing security boundaries between
cloud provider and customer

Windows 7 SP1 Remote Code Execution, Vilnerability(CVE-2017-8589) allows a
"remote code execution” (Shar et al., 2015)\due to the way that Windows search
handles objects in memory. The vulnerability affects confidentiality, integrity, and
availability. If this vulnerability is exploited successfully, the attacker is able to
execute code in the target. UnmSuecessful exploitation results into the target being
unreachable due to the resulting denial of service.

With a remote code execution/vulnerability, an attacker is able to execute com-
mands and/or instructienston/the MedScan virtual machine. This may give him
administrative privileges. Some possible attack scenarios and the threats they pose
are described below, Weuse Table 2 to map the attack scenarios to attack cate-
gories and then.to'the STRIDE model which helps us identify the threats. Table 6
described the steps in the attack scenarios corresponding to the labels in Figure 5
that indieate the eomponents in which the attacks are applicable.

(A) " Manipulating VM Configuration(Cheng et al., 2012; Brohi et al., 2012): With
admin privileges, the attacker can manipulate MedScan VM configuration such
as“disabling ports for incoming connections or changing firewall rules. This
would render the MedScan VM not available to the users (doctors and patients)
requesting access to medical records - resulting in a denial of service. The admin
privileges can also be used to maliciously suspend legitimate user accounts
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Table 6: Attack Steps

Attack Name

Attack Steps

(A)
Manipulating
Configuration

VM

A1: Compromises console to executes hypervisor management soft-
ware; A2: Changes firewall rules in hypervisor such that all network
traffic destined for MedScan VM is rejected; A3: Suspends user’s
accounts on MedScan VM thus denying doctors and patients ac¢cess
to medical records.

(B)
Creating Illegitimate
Credentials

B1: Exploits trust relationship MedScan and MySQL VMs to
steal MySQL Administration application credentials; B2: Launches
MySQL administration program and create a fake user account.

(©)
Unauthorized
tering  of
Records

Al-
Medical

C1: Logins to the MySQL data with illegitimat@,user account cre-
dential created in B2; C2: Selects a victim medical record through
a query of the medical records database; €3: Alters the medical
record by making unauthorized entries.

(D)
Using Stolen Creden-
tials

D1: Using admin privileges, logins into'the MYSQL user accounts
management console; D2: Selects an existing user account as a vic-
tim and changes its password; D3z Logins into MedScan using the

altered credentials performing actionssthat impersonate the legiti-
mate account owner.

leading to another form of denial of sérvice. This scenario maps to Abuse
Functionality, and the most significant threats posed by attacks in this category
are Information Disclosure(Saripalli ‘and Walters, 2010; Cheng et al., 2012;
Brohi et al., 2012; Jansen, 2011Modi et al., 2013b), and Denial of Service
(Chapade et al., 2013a;,40sanaiye et al., 2016; Alani, 2016, Jansen, 2011; Modi
et al., 2013b).

C'reating Illegitimate Credentials: Administrator credentials set in the Windows
7 OS can be used'to the connect to the MySQL database to create an illegiti-
mate user account. The account may later be used for unauthorized access to
medical records thus breaching confidentiality. The attacker leverages on the
trust, relationship that could exist between the MedScan VM and the MySQL
VM, and thus this attack scenario falls under Ezploitation of Authentication
category, Attacks in this category mainly pose Spoofing(Saripalli and Walters,
2010; Yu et al., 2011; Skrupsky et al., 2012; Jansen, 2011; Modi et al., 2013b),
Repudiation(Saripalli and Walters, 2010; Yu et al., 2011; Skrupsky et al., 2012;
Jansen, 2011; Modi et al., 2013b), Information Disclosure(Saripalli and Wal-
ters, 2010; Yu et al., 2011; Skrupsky et al., 2012; Jansen, 2011; Modi et al.,
2013b) , and Elevation of Privileges(Saripalli and Walters, 2010; Yu et al.,
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2011; Skrupsky et al., 2012; Jansen, 2011; Modi et al., 2013b) threats.

(C) Unauthorized Altering of Medical Records: Once an adversary has control of the
MedScan virtual machine he may alter(Saripalli and Walters, 2010) the med-
ical records stored using his illegitimate user account created in the previous
attack. For example, a patient with a medical condition that would disqualify
him from driving (such as epilepsy) could have the condition removed by the
attacker from his medical record to allow the patient to get medical*elearance
for a driving job. This would compromise the integrity of the medical record
database. This attack scenario is in the Resource Manipulation category. This
attack poses a Tampering(Gruschka and Iacono, 2009; Nasgidinov et al., 2012;
Saripalli and Walters, 2010; Bleikertz et al., 2014; Yu et‘al.,"2011) threat.

(D) Using Stolen Credentials: With the ability to execute commands for perform-
ing operations on the medical record database remetely, an attacker can log
in into the system using stolen credentials(Saripalli and Walters, 2010) of a
legitimate user and perform actions as if they,are the actual user, thus im-
personating the victim. For example, a fake\prescription can be issued as if
done by a legitimate doctor for a given patient. This is an Fzxploitation of Au-
thentication attack and it poses Spoofing, Repudiation(Saripalli and Walters,
2010; Yu et al., 2011; Skrupsky etal., 2012; Jansen, 2011; Modi et al., 2013b),
Repudiation, Information Disclosurey and Elevation of Privileges(Saripalli and
Walters, 2010; Yu et al., 2011, Skrupsky et al., 2012; Jansen, 2011; Modi et al.,
2013b) threats.

From the above analysis, we observe that the single Windows 7 vulnerability poses
several threats. It shows that our proposed approach can be used to identify the
threats using the mapping hetween attack and threat categories. An analysis of the
threats posed by viulnerabilities in the rest of the components in the public [aaS
deployment can e done in a similar way as described above.

7. Discussion’and Future Work

This section presents findings in our work, the limitations of the study we con-
ductéd, andsthe potential pointers for further work to advance the ideas we propose
in the cloud security.

7. 1. Coverage of attacks

We have enumerated the different types of attacks that pose threats to the cloud.
However, it is impractical to report all possible types of attacks due to (1) limited
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resources, and (2) an ever-growing number of new attacks in the cloud environment.
We believe that we have enumerated all the critical attacks to the cloud and catego-
rized them in this paper, but readers should be aware that the list provided is not a
complete set due to the above two reasons.

Subsequently, new and emerging or unknown attacks and their threats cannot be
included in this survey due to the lack of means to profile their properties and con-
sequences. However, the systematic analysis of the attacks we have adopted in. this
paper is a blueprint that can be applied for eliciting and categorizing thie unknown
attacks and threats. Hence emerging and unknown attacks can be catégorized using
the methods and techniques for the classification that we have proposedy, Using the
literature on the threats in the cloud, we have developed a method for identifying
the threats by mapping the vulnerabilities to attacks and the attacks to threats.
Updating the knowledge base of the mappings between vulnerabilities, attacks, and
threats should enable our techniques to capture the new and emerging attacks into
our threat classification and identification approaches:

An important aspect of handling the attacks isyto identify how to detect and
mitigate against them. The dynamic nature of the.cloud“implies a potential for the
emergence of the unknown threats. In order“to“deal~with such new and emerging
threats, the detection and countermeasure techniques for the cloud need to fulfill a
critical security requirement - they need to be,generic enough to cover a wider range
of attacks of a particular category, and yetispecific enough to be effective in detecting
and mitigating against the individuakattacks.

The categorization of attacks and threats that we have proposed is the genesis for
the methods of characterizing/thetattack detection and countermeasure techniques.
We envision that through suchycharacterization, it would be possible to cover more
attacks including those that were inknown at the time of compiling our survey results
- unless the attack is fundamentally different and exploit attack surfaces that we did
not consider in our attaek categories. To investigate, the proposed approach can be
used in various practical scenarios of the cloud computing. This is one of the future
directions we are exploring as an extension of this work.

7.2. Attacks against other aspects of the Cloud

We've focused mainly on how the attacks can impact the cloud in terms of the
cloud components, which belongs to the cloud provider entity as described in Section
3.1. However, we must also consider the security concerns with other entities (e.g., the
cloud, broker with insufficient service arbitrage, invalid or malicious cloud auditors,
etc).

The consideration of the security concerns related to other entities (other than the
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cloud provider) that could interact with the cloud is important, as it can result in the
consideration of a larger attack surface and threats. A security assessment without
the consideration of these other entities is incomplete. Since the roles and functions
of the service provider and other entities are different, the security assessment from
the perspective of the other entities may be different.

For example, a cloud provider for a storage service, such as Google Does; has
the key security requirement of ensuring that the confidentiality of the data stored
by its clients is enforced (i.e., sensitive documents stored in the service are only
to be accessible by the owners of such documents). On the other fiandj a cloud
auditor assessing the extent to which the cloud provider complies with this ‘security
requirement may need to have access to the client’s sensitive datas Such access by a
third party violates the confidentiality agreement that the cloud previder has with
its clients. There is no guarantee that the cloud auditor will'not violate the service
agreement.

Given the above scenario, the question is whether the attacks and threats related
to other entities and their components can be analyzed, in the same way as we
have done from the provider’s perspective. In particularswe need to investigate the
differences in analyzing the threats from the différent perspectives (e.g., the cloud
provider, user, auditor etc). Moreover, the applicability of the attack and threat
categories with respect to different perspectivesiof the security risk analysis of the
cloud.

7.3. Threat classification and attack categorization

We have utilized Microsoft’s STRIDE threat model to classify threats and OWASP
attack categorization. However, there are other means to categorize those attacks
and threats. The origin eof the STRIDE threat model is based on traditional IT sys-
tems. A question that’could bé asked is whether this threat classification approach
is sufficient for the ¢loud threats (i.e., can all the cloud threats be captured using
the STRIDE threat model?). In this study, we have used the STRIDE threat model
without answeting this question. Are there other threat categorization methods we
could have used; and how are they different compared to the STRIDE threat model?
If the STRIDE thtreat model is not suitable, what are the characteristics of a threat
classification method that would be appropriate for the cloud? Similar questions
are relevant to the OWASP attack categorization. However, such questions will be
answeredn our future work.

Another key aspect of the threat classification and attack categorization is that
there is no automated process of collecting and sorting raw data. In this paper, the
process has been completed manually, which is time consuming to ensure all the data
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sources are checked and they are correctly sorted. To improve this, an automated
process is needed. However, this will be explored in our future work.

8. Conclusion

The cloud overcomes many limitations of the traditional network, such as/cala-
bility and adaptability, by simplifying the resource management and control, as well
as reducing the cost of implementations. However, the new infrastructure brings
various threats, both existing and new, ultimately increasing the coniplexity of se-
curity management. In this paper, we have systematically categorized the attacks
in the cloud using the OWASP attack categories, mapped these attacks to the cloud
threats through the STRIDE threat model, and also mapped the attagks to the cloud
components and their associated vulnerabilities. Using this mapping approach, we
have proposed a tracing method for identifying the threats in“the cloud. We have
reviewed statistics on the research efforts into the different attacks and compared
the research efforts to security incidents on these attacks'reported in practice. The
results show that although there is a extensive research.that has been conducted in
the field of cloud security, there are still new typeswof.attack incidents that resulted
from the exploitation of unknown vulnerabilities.\Hence, further research is needed
to consider the new types of attack incidents tépcapture their posed threats in the
cloud.
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