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Abstract— An attack on hardware typically results in a severer 
and difficult-to-recover damage, hence, it is our interest to focus 
this work on hardware security. A brief survey of security issues 
found in various application domains is presented, based on a 
collection of over seventy papers in IEEE Xplore archived since 
2011. Challenges and potential solutions to different kinds of 
hardware attacks and threats are discussed. Finally, specific 
hardware security challenges are connected and mapped to each 
application domain. 
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I.� INTRODUCTION 
Cyber security has become a major research and industry 

focus since the inception of the Internet. The U.S. government 
spent 7.5 billion in 2007 on cyber security, and this figure 
increased almost fourfold to 28 billion in 2017 [63]. 
According to a UK government survey, almost half of the UK 
firms were having cyber security problems in 2017 [66]. 

Since an attack can occur at any one of the layers (e.g., 
operating system, network, application software) in the cyber 
world, there are many approaches to combat the various cyber 
security attacks including malware, ransomware, denial-of-
service, etc. An attack on hardware typically results in a 
severer and difficult-to-recover damage. For example, 
Bidmeshki et al. demonstrate that even low-cost hardware-
based attacks could be catastrophic [9]. Hence, we are 
interested to investigate issues related to hardware security. 

This work is based on a brief survey of over seventy 
prominent papers on hardware security published in IEEE 
Xplore since 2011. We start with examining hardware security 
issues pertinent to each of the five identified broad application 
domains in section II. Next, hardware security challenges 
found in the survey and the corresponding potential solutions 
are described in section III. By connecting the materials in 
sections II and III, specific hardware security challenges are 
mapped onto each application domain in section IV. Finally, 
discussions and conclusions are presented in section V.  

II.� SECURITY ISSUES IN APPLICATIONS 
From the collection of papers reviewed, we can identify 

five main areas of applications where hardware security is of 
a major concern: mobile system, embedded system, network, 

memory, and IC design. Features and issues specific to each 
of these domains are presented below. 

A.� Mobile Agents and Systems 
1)� Trends and Challenges 

Arabo and Pranggono study the trends and challenges of 
smart device security in smart homes [3]. They identify the 
major security issue being mobile malware, and propose an 
integrated solution to address this issue. 

To detect vulnerabilities and malicious software on mobile 
devices, Wang and Alshboul present and evaluate four testing 
approaches: mobile forensic, penetration test, static analysis, 
and dynamic analysis [70]. They conclude that mobile 
security tools are still in their infancy, and further research and 
development are necessary. 

Shen and Wu present a proposal to improve authentication 
and credentials management in a mobile agent environment 
[58]. They also describe how to build trusted mobile agents by 
the use of trusted computing platforms. 

2)� Techniques and Solutions 
Fournaris discusses hardware attempts to provide security 

and trust mechanisms in mobile platforms [17]. The Trusted 
Computing Group initiative [66] for mobile trust is 
highlighted. Hardware cryptographic algorithms are presented 
and it is suggested that the best solution is Elliptic Curve 
cryptography and the associated Pairing Based protocols. 

Another interesting approach for mobile security is the 
design and implementation of an entire security chip. Ju et al. 
present one such chip, the Mobile Trusted Module, with I/O 
interface to a mobile device. Results of testing the prototype 
chip with a smartphone are discussed. 

Maruaisap and Kumhom propose a hardware scheme to 
increase security in Controller Area Network (CAN) 
commonly found in vehicles [40]. This scheme makes use of 
a hardware-based key generator and the Advanced Encryption 
Standard (AES). Key generation and time delay among the 
nodes in the network are examined in detail. 

In [42], Milosevic et al. discuss security challenges in 
mobile device design. They present mitigation techniques for 
physical attacks that can be implemented during the design 
stage. Potential hardware implications due to software 
malware are also discussed. 

3)� The Internet-of-Things (IoT) Realm 
In this age of Internet-of-things (IoT), numerous security 

challenges exist. Koley and Ghosal address major security and 
privacy flaws in IoT devices and present possible solutions to 

928

2018 IEEE 32nd International Conference on Advanced Information Networking and Applications

1550-445X/18/$31.00 ©2018 IEEE
DOI 10.1109/AINA.2018.00136



make them secure [34]. Hardware Trojans in IoT systems and 
detection techniques are also addressed.  

Ray and Bhadra look at security challenges from the 
design perspective, specifically the vulnerability arises due to 
the tradeoffs made between functionalities and security in 
System-on-Chip (SoC), using automated design tools [49]. 

Malicious insertions into digital signal processing IoT 
devices in the form of hardware Trojan are studied by Syed 
and Lourde in [61]. Methods to identify hardware Trojans and 
their impact on CORDIC are demonstrated using Xilinx 
FPGAs. 

In [7], various cryptographic algorithms including AES, 
3DES, Twofish and RSA are compared, and implemented in 
ASICs. Bahnasawi et al. find that the AES algorithm in ASICs 
is the most suitable one for IoT applications. 

B.� Embedded System Security 
Nowadays, many embedded systems are designed using 

intellectual property (IP) blocks. Wach and Ip examine 
security intellectual property (SIP) hardware building blocks 
[68]. They also discuss the many security specific challenges 
of SIP’s design and integration, and the strategies to alleviate 
the impact of these challenges. 

The various approaches to address embedded system 
security are described below. 

1)� Hardware Accelerators 
Fiorin et al. use a hardware approach to implement 

Security Enhanced Linux (SELinux) [16]. Based on an FPGA 
platform, they report improvement in performance overhead 
and energy consumption, while a limited chip area is 
maintained. 

Babecki et al. present a reconfigurable framework for 
hardware accelerator as security kernel (HASK) [6]. HASK is 
capable of supporting and accelerating a wide range of 
security applications with commonly used building blocks. 
Through simulation, they show HASK improves over both 
software and FPGA platforms in throughput and energy-delay 
product. Another hardware security proposal relies on 
nonvolatile resistive random access memory based FPGAs 
[12]. Chen and colleagues’ scheme utilizes internal block 
RAMs housing obfuscated configurations to protect design 
data from attacks in embedded systems. 

FFT, a notable time-consuming task, is widely used in 
cryptographic algorithms. Argenziano proposes an FFT 
hardware accelerator [4]. The architecture, implementation, 
and performance are presented based on an FPGA platform. 

Continue to explore the cryptographic side, 
Thiruneelakandan and Thirumurugan present a secure FPGA-
based VLSI Crypto system that accelerates compute-intensive 
cryptographic algorithms including SEA, MD5 and SHA2 [1]. 
Experimental results on a Cybernetic application show their 
system improves performance in speed, area, and security. 

2)� Protection Mechanisms 
Pouraghily and colleagues argue the low effectiveness of 

using software-based protection mechanism due to embedded 
system’s power and processing limitation [47]. They propose 
hardware-based monitoring to detect abnormal operation in 
operating system and applications. An FPGA prototype is 
implemented to illustrate the effectiveness of their approach. 

Similarly, Wang et al. use a hardware-assisted monitoring 
architecture for program code protection [69]. 

Lukacs et al. present a hardware-enforced security 
mechanism for portable operating systems and embedded 
devices, by detecting all known kernel rootkit attacks [39]. 

Gu et al. devise a scheme to map an application task graph 
onto a FlexRay automotive communication hardware 
platform, with the goal of meeting security as well as real-time 
deadline requirements [21]. This scheme prevents attackers 
from injecting malicious messages into the broadcast network 
in vehicles. 

Secured cryptoprocessor based on Trusted Platform 
Module (TPM) is a good way to protect information from 
possible attacks. Karter et al. examine the security features 
and issues within TPM and evaluate its advantages and 
disadvantages [29]. 

3)� Security Enhancement techniques 
Lin et al. propose an architecture that enhances hardware 

security against side channel attacks [38]. They insert FIFOs 
between two adjacent pipeline stages and make random 
duration for data staying in the FIFOs. Thus, the execution 
time of hardware modules becomes unpredictable. An 
implementation of such a FIFO-filled pipeline is realized with 
the Advanced Encryption standard (AES) algorithm. 

At the System-on-Chip (SoC) level, Kim and colleagues 
present on-the-fly reconfigurable architectural features to 
recover from system malfunction as a result of hardware-
based attacks [31]. 

Liu et al. present a bus architecture for run-time hardware 
Trojan protection [10]. The novel bus controller and a random 
number generator make the implementation of this SoC bus 
architecture possible. 

C.� Network Security 
Liang et al. provide a comprehensive presentation on the 

challenges and solutions in mobile social networks [37]. The 
drawbacks of existing solutions are discussed and further 
research directions are recommended. 

Revolutionary changes in network technologies are noted 
by Zhou et al. [74]. They present an evolving defense 
mechanism that can cope with new network advances, and 
possibly emerging security threats. 

In order to take advantage of what reconfigurable 
computing can offer, Muehlbach and Koch present a high-
level domain-specific language Malacoda for application-
level network processing, to bridge the gap between network 
expertise, and hardware architecture and design knowhow 
[44]. Malacoda descriptions are automatically translated into 
hardware blocks on FPGAs. 

D.� Memory Security 
Non-volatile memories (NVMs) are easier target than their 

volatile counter-parts due to the nature of persistent data in 
NVMs. Ghosh et al. present an excellent investigation on data 
security and privacy challenges, threats and possible 
countermeasures in NVMs [20]. 

By remapping the data locations in memory, Kan et al. aim 
to reconcile SRAM security with SRAM soft error reliability 
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[28]. The remapping makes the prediction of data locations in 
memory difficult, thus deterring hardware Trojan attacks. 

In [72],  Wiersema et al. propose the combination of 
access monitors with the proof-carrying hardware (a formal 
runtime verification technique) to secure memory access in 
reconfigurable systems. 

To increase security in memory systems, Neagu and 
Sebestyen employ data scrambling technique and information 
entropy models [45]. Dissemination rules are used in the 
scheme. The evaluation of their methodology is discussed. 

E.� IC Design Security 
Currently there are many existing and proposed solutions 

in dealing with the security of integrated circuits (IC).  
Gayathri et al. propose a logic obfuscating method for IC 

security, in particular, against counterfeiting, reverse 
engineering and IP theft [19]. In their method, the 
functionality of the IC is concealed by embedding extra keys 
into the original design. 

However, several new device technologies have emerged 
recently and pose new security concerns. Shamsi et al. argue 
that the new devices, other than the traditional CMOS, used 
for integrated circuits provides opportunities for attacks as 
well as for remedies [57]. They present these hardware 
security challenges with non-CMOS integrated circuit 
designs. 

Dofe et al. examine three-dimensional (3D) integrated 
circuits [15]. Security threats are identified and counter-
measures are introduced. They propose a network-on-chip 3D 
obfuscation method to make reverse engineering more 
difficult. Similarly, Gu et al. propose several designs in 3D 
architectures to implement countermeasures against security 
threats [22]. 

In [46], Potlapally expresses concern in the complicated 
validation process of commercial computing platforms due to 
their complex hardware. Challenges and opportunities in 
validating security in industrial hardware are discussed. 

Moghaddam et al. illustrate how test points, in addition to 
enhancing design testability, can be used to improve hardware 
security against reverse engineering, IC cloning, and IP theft, 
by hiding design functionality from adversaries [43].  

Fujimoto et al. have an interesting approach to test the 
security and trust of commercial devices [18]. They employ 
On-Chip Power noise Measurements (OCM) to test security 
against side-channel attacks. Suggestions on how to validate 
hardware security and trust using OCM are also presented. 

III.� SECURITY CHALLENGES AND SOLUTIONS 
This section describes the challenges in hardware security, 

and the corresponding existing solutions, partly based on the 
excellent introduction and survey by Rostami, Koushanfar 
and Karri [53]. Interested readers are encouraged to explore 
further with their work that includes a classification of threat 
models, defenses and evaluation metrics for hardware attacks. 
Below is a brief introduction to challenges and solutions based 
on their classification scheme [52]. 

A.� Hardware Trojans 
Malicious circuits or their modifications are injected either 

during the design or manufacturing phase. Readers are 
referred to the hardware Trojan work by Milosevic et al. on 
mobile systems [42] and Sengupta on consumer electronics 
devices [55]. There are in general two types of detection 
methods. Invasive detection requires precise and costly 
equipment to make appropriate measurements; however, the 
device under test is rendered useless after. Based on 
functional and parametric testing external to the IC, the 
associated methods, however, are non-invasive in nature. 

B.� IP Piracy and IC Overbuilding 
These occur mainly at the foundries where IPs are stolen 

and an excessive number of ICs are made. Countermeasures 
include:  

•� Physical Unclonable Functions (PUFs) [13]  
•� Watermarking where the designer’s signature is 

integrated into the design [27] 
•� Fingerprinting where the signatures of both the 

designer and the buyer are embedded into the design 
[71]  

•� Obfuscation where additional hardware are 
incorporated into the design thus hiding the actual 
composition [48] 

•� Metering where the manufactured hardware can be 
tracked [1] 

•� Split manufacturing where a module is separated and 
manufactured by different foundries [25] 

C.� Reverse Engineering  
By examining the hardware device details, one can 

backtrack and retrace the design, then reuse or improve upon 
it. Again, obfuscation is a well-known technique to counter 
reverse engineering [48]. Also camouflaging, a technique 
that makes two functional modules lookalike at the layout 
level, is widely used [62]. 

D.� Side-Channel Analysis 
When in operation, hardware devices and modules have 

certain physical characteristics that can be detected and 
extracted by an attacker, such as power consumption, timing, 
or electromagnetic emission. Countermeasures include: 

•� Physical unclonable functions (PUFs) [13]  
•� Leakage reduction where the side channel traces are 

made independent of the information being handled 
[60] 

•� Noise injection where artificial noise is injected into 
the side channel thus making retrieving information 
difficult [33] 

•� Key update where the secret key is frequently 
updated from a predefined sequence of keys [32] 

•� Secure scan chains where unauthorized accesses are 
blocked by the use of mirroring and randomizing 
techniques [1] 
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E.� Counterfeiting 
As the term implies, hardware design and modules are copied 
or imitated illegally. Countermeasures include: 

•� Physical unclonable functions (PUFs) [13]  
•� Fingerprinting [71]  
•� Hardware metering and auditing where hardware can 

be tracked post fabrication [35] 
•� Device aging models/sensors where the lifetime of 

the hardware module can be sensed and estimated 
thus preventing selling previously used chips [36] 

IV.� HARDWARE SECURITY CHALLENGES IN SPECIFIC 
APPLICATIONS 

By relating materials in the previous two sections, specific 
hardware security challenges can be mapped onto each 
application domain. In this section, application specific 
challenges are described within the classification framework 
by Rostami, Koushanfar and Karri [53].  

A.� Hardware Trojans 
•� Mobile Systems:  

o� Security challenges for mobile system design 
are discussed in [42] 

o� Hardware security threats in DSP applications is 
the focus of [61]  

•� Embedded Systems:  
o� FPGA is a popular delivery platform for 

embedded systems but care must be taken in its 
design and implementation considering 
hardware Trojan threats [59] 

o� A System-on-Chip bus architecture is proposed 
to protect security chips from hardware Trojans 
[10] 

o� A proposed system architecture performs run-
time testing and verification against Trojans in 
SoC based hardware systems [30] 

•� IC Designs: 
o� The SAFER PATH architecture is designed to 

operate safely even under active hardware 
Trojans. In this architecture, instruction and data 
are fragmented, programs are replicated, and 
decision makings are voted on [8] 

o� Hardware Trojans and IP piracy are the major 
security vulnerabilities in consumer electronics 
devices and they are expected to have major 
impact on the operation of the device [54][55] 

o� Low cost hardware Trojan aware scheduling 
mechanism based on loop unrolling has been 
implemented at the high-level synthesis layer 
[56] 

B.� IP Piracy and IC Overbuilding 
•� IC Technology: 

o� Test points are employed to improve circuit 
testability, in addition to provide security[43] 

o� Hardware security measures are big challenges 
in newer device technologies than CMOS [57] 

o� Logic locking technique has been employed in 
counteracting IP theft. By inserting additional 
gates into the original design, the functionalities 
and implementation of the design can be 
concealed from IP threats [64] 

o� Gate level netlist and layout geometry of IPs are 
targets for piracy and overbuilding, thus it is 
important to implement practical obfuscation 
mechanism to prevent such adversaries [73] 

C.� Reverse Engineering (RE) 
•� Test points can be used to hide the functionalities of 

hardware modules and prevent RE threats [43] 
•� Logic obfuscation method can be employed to prevent 

RE at the netlist level and the layout level geometry [73] 

D.� Side-Channel Analysis 
•� Embedded Systems: 

o� Hardware support for security against side-
channel attacks using FPGAs as a Trusted 
Computation Base in cloud computing [14] 

o� Adding randomly delayed FIFOs between pipe 
stages to make hardware to be less vulnerable to 
side-channel attacks [38] 

o� To enhance security against portable operating 
system and embedded system attacks, a thin 
layer bare-metal hypervisor is used [39] 

•� Memory Security: 
o� Memory threats are decreased by the use of data 

scrambling and information entropy models 
[45] 

•� IC Designs: 
o� Hardware security measures are big challenges 

in newer device technologies than CMOS [57] 
o� Gu et al. propose several designs in 3D 

architectures to implement countermeasures 
against security threats [22] 

o� Scan chains are used to protect sensitive 
information from attackers [41]  

o� The SASEBO-GIII board is equipped with an 
FPGA developed for security evaluation against 
side-channel attacks (SCAs) [23] 

E.� Counterfeiting 
o� By inserting additional gates into the original 

design, a logic locking technique, the 
functionalities and implementation of the 
design can avoid counterfeiting [64] 

 

V.� CONCLUSIONS 
We present a brief survey of hardware security challenges 

and solutions. Techniques and methodologies employed in 
various application domains are discussed. It seems that no 
generic, one-size-fit-all solution can be used to deter all kinds 
of hardware security threats and attacks. Rather, it is 
appropriate to focus on a specific application domain and 
devise potential solutions to counteract the security issues in 
that class of applications; for example, hardware security in 
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the realm of Internet of Things. Indeed, this is the current 
focus in our investigation of hardware related security issues. 
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