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Abstract
Purpose – This study aims to examine the factors influencing enterprise risk management and propose a
framework for identifying and explaining the components of enterprise risk management. To enable broader
analytical thinking about risk factors, the framework utilizes the resource-based theory to link various classes
of risks to an extended set of organizational resources.

Design/methodology/approach – The paper opted for an exploratory study using a sample from an online
survey. The survey subjects were recruited from the membership database of the American Institute of Certified
Public Accountants, focusing primarily on CFOs. The survey consisted of six sections: demographics, a section on
each of the four risk types included in ERM: strategic risk, operational risk, financial risk and hazard risk, and exit
questions (where very general questions about ERMwere asked). The survey yielded a data set of 227 valid responses.

Findings – Using the associated sample survey data, the paper provides empirical validation of the
proposed framework that managers in any organizations could use to identify andmanage risks.

Research limitations/implications – The proposed model does have limitations that predominantly
exist from the fact that human judgment in decision-making is not always data-driven, and hence, a proper
risk exposure could be ignored based on pure arguments of cost and benefits from domain experts. Therefore,
researchers and practitioners are encouraged to test the proposed framework further.

Practical implications – Risk exposure is not a snapshot event in an organization’s time horizon. Rather,
risk identification is an ongoing process and the proposed framework allows organizations to handle
increasing complex risks and/or identifying them based on how the organizational resources may be exposed
over time. Managers could use a form of risk control analytics (monitoring dashboard of all identified risks
under each interaction sets on a regular basis) to become more proactive in managing risk or exploiting
opportunities across enterprise.
Originality/value – This paper fulfills an identified need to study how enterprise risks exposure can be
proactively assessed andmanaged.
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Exposure points, Interaction points
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Introduction
Risk management is an important activity for organizations that are striving to provide
value for their stakeholders in the face of real-world uncertainties. Efficient risk
management could potentially present value-creating opportunities that may not have been
identified otherwise. For a number of years, organizations have been attempting to identify
and manage the risks inherent in their operations. The perceptions were that risks could
result in negative events. Certain risks, such as hazard risks, are often addressed though
insurance. Financial risks are dealt with by modifying business exposure such that the risk
was minimized or avoided or through a transfer of the risk, or with hedges against risk
exposure. The heightened awareness of the operational and strategic risks in recent years
has demonstrated the increasing complexity of managing risks. These risks have the
potential to add tremendous value to the organization when appropriately managed, while
failure to manage them properly can vastly damage or even the cause demise of the
organization.

Organizations are constantly examining their enterprise risk management (ERM)
systems and are often particularly motivated by publicized failures of organizational risk
management such as in Volkswagen, Enron, AIG and BP. In addition, risk exposure
identified in the aftermath of natural catastrophes such as Katrina also drives new ERM
effort. Regulators, corporate governance oversight bodies, rating agencies, investors and
stock exchanges have increased the pressure for swift action to cure many of the perceived
weaknesses in ERM. ERM has been elevated to much higher levels of management so that
risks are managed across the enterprise, but actual practice varies greatly across
organizations and industries. In addition, ERM practice has also been expanded to
exploiting risks as opportunities.

Within ERM, the issue of risk identification still remains a fragmented area. That is,
attempts to classify risk into categories, or dimensions, seem to be pursued by a variety of
stakeholders, but those various stakeholder views have not been synthesized into a coherent
view of risk. ERM attempts to provide a coherent view for managing risk, but several
difficult questions remain about how to properly anticipate, plan and manage risk, and as
such, ERM does not give a comprehensive answer as to how to think about, or map, risk in a
structured or semi-structured manner. Without stronger guiding frameworks, effective and
efficient risk identification and management are difficult. In this study, we investigate
factors that influence ERM. We propose a framework for explaining the components of
ERM by developing and testing a strategic risk identification framework. This framework
would contribute to the proper development of the firm’s total risk profile and may also
constitute a strategic dynamic capability for an organization. There are three principal
questions addressed in this study:

RQ1. What are the major risk issues or dimensions? More specifically, have we
identified the right risks?

RQ2. Are the risk dimensions viewed as being linked to organizational resources? More
specifically, does the proposed ERM framework protect organizational resources
or create value for managers?

RQ3. Do organizations have sufficient incentives for practicing adequate ERM?

To address these questions, our strategic framework helps with understanding the
interactions between risk classes and resources, as well as intra-resource interactions. Our
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approach may lead to the development of one or more sustainable competitive advantages,
in addition to protecting the organizational resources of the firm.

Theoretical positioning
Risk and the resource-based view
The resource-based view (RBV) of the firm postulates that a firm earns a competitive
advantage over its market rivals by controlling and utilizing a unique set of resources
(Barney and Hesterly, 2006). These resources would then be configured in such a way that
the firm’s customers would perceive the firm’s resulting products or services as offering
value. Given that a firm’s competitors may eventually desire to pursue a similar strategy,
the resources developed by the initial firm must be such that they cannot be duplicated
efficiently by competitors nor can the competitors develop substitutes that could undermine
the firm’s advantage provided by these unique resources. If the unique conditions persist
over time, then the firm initiating the strategy is said to have achieved a “sustainable
competitive advantage”, and it should earn an above-average return or “economic rent”
(Barney and Hesterly, 2006). Barney (1991) defines resources as all assets, capabilities,
organizational processes, firm attributes, information, knowledge, etc. controlled by a firm
that enable the firm to conceive of and implement strategies that improve its efficiency and
effectiveness. A more recent recognition has been formed around the view that even
“resources” that are outside of the firm’s direct boundaries also should be included in the
resource base of the firm – this is known as the extended RBV (Mathews, 2003). The
extended resources include not only internal resources, such as personnel, facilities and
processes, but also customers, suppliers and other important outside entities like
government entities, control bodies and geography. These resources are not only the
elements that may help create a competitive advantage for a firm, but they also are the
potential sources of risk exposure. The central idea of this paper is to base the identification
of risk on the firm’s extended resources via exposure points.

As noted in Eisenhardt and Martin (2000), dynamic capabilities “are the organizational
and strategic routines by which firms achieve new resource configurations as markets
emerge, collide, split, evolve, and die”. While a basic capability allows the firm to utilize
multiple resources to produce a result (Amit and Schoemaker, 1993), a dynamic capability
allows the modification of these basic capabilities (and other organizational resources) to
adapt to rapid market and organizational changes (Cepeda and Vera, 2007). Examples of
dynamic capabilities include creation of new products (or services), risk minimization,
alliance formation and strategic decision-making (Eisenhardt and Martin, 2000). We note
that managing risk then can be viewed as a dynamic capability, which is shaped by the
firm’s resources and which also shapes the future organizational resources. Thus, risk
identification is a potential dynamic resource that impacts the resources of the firm. The
lack of this dynamic capability is unfortunately most often pointed out after a major event
strikes. Examples include Volkswagen’s failure to produce a 2l diesel engine that passes
EPA and European emissions standards (2015), BP’s oil spill in the Gulf of Mexico (2010),
FEMA’s preparedness for hurricane Katrina (2005) and London Whale trading loss at JP
Morgan Chase in 2012. Clearly, there was a lack of managing the risk associated with certain
organizational resources in these cases. Specifically, Volkswagen failed to ensure that one of
their major resources, diesel engine production, was compliant with respect to emissions
standards. Engine production is a major operational resource for an automobile
manufacturer, as engines are typically used in many models over many years, including in
the organizations various brand labels (like VW and Audi). In this paper, we propose a risk
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identification framework that would indeed contribute to making ERM a dynamic
capability.

ERM practice
Various professional and academic disciplines, like accounting, management, finance and
actuarial science, have proposed their ownmethods, frameworks and classifications used for
analyzing risk. For the stakeholders preparing, auditing or using accounting information for
listed companies, the Sarbanes–Oxley Act (SOX) of 2002 has significantly changed the
organizational landscape. The roles of management and auditors have become more
complex and encompassing. Section 404 of SOX puts the onus on management to identify,
document and evaluate significant internal controls. Internal controls are measures
developed by an organization such that business is operated efficiently and according to
policies and plans; to safeguard assets and resources; to detect fraud, theft and material
errors; and to produce reliable financial and management information from accurate and
complete accounting data. The organization’s information and computer-based systems are
becoming more sophisticated and multifaceted, thus adding to the complexity of the system
of internal control.

Similarly, Section 409 of SOX entails rapid and current disclosure of material changes in
an organization’s financial conditions. Compliance with Section 409 of SOX implies that the
management has the requisite legal, technical and financial expertise to produce financial
information that is timely, reliable, consistent and objective. Auditors then have the
responsibility to audit and report on the management’s assertion about the strengths and
weaknesses of the organization’s system of internal controls.

Underlying these internal control measures are a number of risks such as information
security risks, fraud risk, and systems security risk. Management accountants are in the
forefront of this evolution and are using and evaluating complex information systems
necessary to provide information for managerial decision-making. They have the
responsibility that new information systems have the necessary features, such as controls
and ability to store, access and retrieve information, as well as providing sufficient audit
trails. The internal controls must be designed such that information systems are protected
from a variety of risks. Defining, recognizing and controlling for these risks may influence
the very survival of a firm in a competitive global marketplace, and the increasing amount
of details seen in the supporting frameworks, such as Casualty Actuarial Society (CAS,
2011), the Committee of Sponsoring Organizations (COSO, 2004, 2016) and the International
Standards Organization (ISO-31000, 2009), indicate that ERM practice is growing
increasingly complex.

The Committee of Sponsoring Organizations (COSO, 2004) ERM Framework is an
expansion of its internal control system and is geared to achieving four objective categories –
strategic, operations, reporting and compliance. These four objectives are integrated with
eight interrelated components, which are: the internal environment, setting objectives,
identifying events, assessing risk, responding to risk, control activities, information and
communication and risk monitoring. According to the COSO view, an entity’s ERM is
considered effective if the eight components are present and functioning effectively. When
the eight components are effective in each of the four objective categories, then it is presumed
that management and the board should have reasonable assurance that they understand the
extent to which the entity’s strategic and operations objectives are being achieved. It is also
presumed that they should have reasonable assurance that the entity’s reporting is reliable,
and that the entity is in compliance with applicable laws and regulations. Operational risk is
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the focus of the COSO risk management process and emphasizes clearly the various
stakeholder dependent views of facets of operational risk.

Recently COSO (2016) proposed an updated framework to its COSO (2004) study to
address the evolution of enterprise risk management and the need for organizations to
improve their approach in managing their risk in today’s business environment by
recognizing the increasing importance of the connection between strategy and enterprise
performance. The new COSO Public Exposure Draft framework proposes a smaller set of
principles organized in five related components supported by 23 principles (or sub-
components) that support the five components as follows:

(1) Risk governance and culture: Exercises board risk oversight, establishes
governance and operating model, defines deferred organizational behaviors,
demonstrates commitment to integrity and ethics, enforces accountability, attracts,
develops and retains talented individuals.

(2) Risk, strategy and objective setting: Considers risk and business context, defines
risk appetite, evaluates alternative strategies, considers risk while establishing
business objectives, defines acceptable variation in performance.

(3) Risk and execution: Identifies risk in execution, assesses severity of risk, prioritizes
risk, identifies and selects risk responses, assesses risk in execution, develops
portfolio view.

(4) Risk information, communication and reporting: Uses relevant information,
leverages information systems, communicates risk information, reports on risk,
culture and performance.

(5) Monitoring ERM performance: Monitors substantial change, monitors ERM.

Taking a more macro, or process, view of risk, the International Standards Organization
(ISO-31000 2009) specifies a risk management process in seven steps (Figure 1):

(1) Establish context, that is, understanding the current conditions in which the
organization operates.

(2) Identify risks, which includes documentation of threats and opportunities
impacting the organization.

(3) Analyze/quantify risks, which includes estimating outcomes for each material risk.
(4) Evaluate risks, which includes aggregation, analysis and projected impact on the

organization’s performance metrics (and therefore, the risks’ priority).
(5) Treat risks, which includes plans for controlling and exploiting the various risks.

Figure 1.
The ISO 31,000 ERM

process
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(6) Monitor and review, which includes measurement and monitoring and feedback to
the risk management strategies.

(7) Communicate and consult, which, along with monitor and review, are continuing
efforts in parallel to Steps 1 through 5 above.

It seems that the various frameworks for risk management are somewhat converging, but
that these approaches also call for methodologies to help establish both risk contexts and
identification. This paper will, therefore, build on prior practice and focus on the issues of
establishing context and identifying risks using the aforementioned new strategic
framework.

ERM research
In the last decade, there have been hundreds of papers published related to descriptions and
operational aspects of ERM. Recent academic research has been published that reports on
many issues related to the dynamics of implementation, decision-making and control
aspects of ERM and also whether an ERM program adds value to the firm.

Many factors have been studied related to the dynamics of ERM implementation. These
dynamic factors include those associated with the extent of implementation of ERM. For
example, Beasley and Hermanson (2005) gathered data from 123 organizations and found
that the stage of ERM implementation is positively related to the presence of a chief risk
officer, board independence, CEO and CFO apparent support for ERM, the presence of a Big
4 auditor, entity size and entities in the banking, education and insurance industries.

A case study by Arena et al. (2010) was utilized to analyze the organizational dynamics
surrounding the implementation of ERM. A field study was carried out over a seven-year
period from 2002 to 2008 in three private organizations. The authors state that their findings
contribute to our understanding of ERM as a practice, revealing its trajectory within the
organizations as it encounters pre-existing logics, and as both are shaped by risk
rationalities, experts and technologies. Finally, the authors contend their work provides
evidence supporting a holistic research approach that considers the behavior of people and
their interrelations, along with technological solutions as they occur in historical events and
cycles.

Research by Drew et al. (2006) looked at the nature of risk and considers how such risk is
defined, classified, measured and framed. Multiple forces that shape risk exposure in forms
and how these forces may interact and change. They identified the cognitive and other
biases that typically confound decision-making. The critical organizational factors for
implementing and integrated approach to risk management were explained. These factors
include the five pillars of corporate governance – culture, leadership, alignment, structure
and systems.

A study by von Känel et al. (2010) established three conceptual frameworks that provide
a basis for an enterprise embarking on ERM:

� a risk management cycle that provides a discipline to consistently and coherently
manage virtually all of the risks of the enterprise;

� a risk-related taxonomy that provides a foundation for clear and concise
communication about risk across the enterprise to enable better risk management;
and

� an ERM maturity model and its associated capability assessment to allow an
organization to determine gaps in its current management process and define ways
to improve those ERM capabilities.
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The authors contend that these three frameworks together are key enablers for a successful
ERM implementation and ongoing operation.

Also, Gates (2006) used data collected from a survey of 271 risk and financial executives
to explain why ERM has become a priority, including the benefits being reported by early
adopters and challenges faced by companies implementing ERM. It also considered the
question of the optimal “owner” of the ERM process that would encourage strategic risks to
be identified and managed in an integrated framework. This exploratory investigation looks
at the main drivers and benefits of, and remaining obstacles to, the new corporate practice of
ERM.

The relationship between organizational culture and ERM combined a cultural
measurement instrument (organizational cultural assessment) with gauges of ERM
implementation were studied by Kimbrough and Componation (2009). Their study attempted
to test whether or not there is a significant relationship between an organization’s score on
the organizational cultural assessment and its score on metrics reflecting the degree of ERM
implementation. Their analysis supports the hypothesis that organic cultures tend to make
greater progress in their ERM programs.

As to decision-making and control areas, research has reported on incorporating risk
management into the financial planning process through a budgeting process (Alviniussen
and Jankensgard, 2009). The authors present a quantitative approach to risk management
that retains the integrative, enterprise-wide mindset, yet equips corporate management with
the ability to evaluate financial distress probabilities by incorporating ideas related to the
concept of a firm’s economic capital. This effort is termed enterprise risk budgeting (ERB).
ERB entails using quantitative modeling in the corporate-level financial planning process.
This model enables an ongoing assessment of the expected financial situation and risk
profile of a company.

As to other operational decisions, such as the risks associated with outsourcing, Beasley
et al. (2004) point out that outsourcing can create risks to an enterprise’s strategy, market,
operations, finance, human capital, IT, legal/regulatory and reputation. The authors call
attention to the fact that not only should these risk exposures be evaluated and monitored
across the enterprise, but their interactive or cumulative effect must also be managed on a
portfolio basis.

In another closely related issue, Shah (2009) focused on the supply chain risk management
process, and in particular on identifying and mitigating supply-side risks related to price and
supply chain disruptions, as well as and managing supply-side risks through judicious use of
efficient and responsive chains. The proposed process also included the identification of
supply- and demand-side risks in an environment of high uncertainty. Such a process should
help companies develop effective risk management plans.

Also related to supply chain risks, the function of vendor selection was also the subject of
research using a data envelopment analysis (DEA) value-at-risk (VaR) model as a new tool
to conduct risk management (Olson and Dash Wu, 2010). This paper demonstrated how
VaR modeling could apply in supply chain management as a simplified version of existing
stochastic DEAmodels. The DEA/VaR approach offers a tool to perform efficiency analysis
by handling both inefficiency and stochastic error.

A study of ERM and ethics by Weitzner and Darroch (2010) explored the link between
strategic goals, ERM and ethics with the goal of offering a practical framework for
managers evaluating ethical dilemmas. The authors argue that the firm, as a strategic
decision, must decide its own ethical norms and recognize that certain decisions must be
ethically based not strategically based. They also argue that the firm may be forced to set
boundaries between the role of the private sector and civil society or the public sector.

Enterprise risk
identification

D
ow

nl
oa

de
d 

by
 I

ow
a 

St
at

e 
U

ni
ve

rs
ity

 A
t 0

7:
52

 1
0 

Ja
nu

ar
y 

20
19

 (
PT

)



There have been several studies attempting to assess the value to the firm and to
shareholders of adopting ERM. In Smithson and Simkins (2005), four specific questions were
posed in a survey to determine whether there is evidence that risk management increases
the value of the firm. The authors found that the bulk of evidence supports the idea that risk
management adds value.

A study by Beasley et al. (2008) showed less definitive results of the costs and benefits of
ERM when evaluating a market response to hiring announcements of senior executives
overseeing enterprise-wide ERM processes. The authors’ test was based on a sample of 120
announcements of such hiring from 1992 to 2003. Other tests in this study suggested that
costs and benefits of ERMmay be firm-specific.

Based on a test sample of 112 US firms that disclosed ERM activities in 10Ks and 10Qs,
the findings by Gordon et al. (2009) provide strong evidence that there is a positive relation
between ERM and firm performance. This relation is contingent upon the appropriate match
between a firm’s ERM system and five factors affecting the firm: environmental uncertainty,
industry competition, firm size, firm complexity and board of directors’monitoring.

In a recent paper, Shad and Lai (2015) propose an implementation framework for ERM
that captures the casual relationships of the risks that are strategically associated with a
firm’s business performance, as well as the cost of capital. In their framework, they show
that shareholder value is created by way of lowering the corporations’ cost of capital, which
takes place through a risk premium reduction mechanism, and they further argue that value
is created bymeans of a generic improvement of business performance.

A strategic view of risk management
It is apparent that both the applied frameworks and some of the research summarized above
have a strong focus on providing procedural guidelines for managing risk in the enterprise.
A broader view, and an apparent trend in practice, is to look at the context of the ERM
process from a more strategic perspective. Figure 2 shows the ERM process itself as
specified in the ISO 31000 standard and also illustrates that the process is impacted (or
influenced) by both a resource system and an incentive system, to create value for the firms.
The capabilities, in the context of ERM, are those that are developed in connection with the
ISO 31000 process. These capabilities are only going to be developed if there is a resource
system present, which provides the necessary resources for development, and there is an

Figure 2.
Strategic view of
ERM processes
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incentive system present, which provides the needed incentives for action. Clearly, SOX
provides such an incentive at a high level, but also more direct incentives could be present
(such as direct performance incentives). Our research also raises the question whether there
is a lack of direct incentives for risk management in organizations.

Toward a formal definitions of risk
While terms related to risk and ERM are found in a variety of academic and managerial
publications, no collective view of these risk terms have been proposed to our knowledge. As
such, we first propose a series of definitions: We define ERM as the methods and processes
used by organizations to manage risks on an enterprise-wide basis and seize opportunities
related to the achievement of their objectives. Within this view, risk is viewed as a concept
that denotes a potential negative impact to firm value that may arise from a future event,
while effective and efficient management of risk can lead to competitive advantage for firm.
Thus, risk can be a potential opportunity that, if properly managed, may enhance the value
of the firm. Based on the academic and professional literature surrounding risk analysis, a
set of four broad classes of risk with associated definitions seem to have broad acceptance,
but are, to the best of our knowledge, never before proposed as comprehensive risk classes.
These are as follows:

� Strategic risk: A broad class of risk that has potential negative impact on the
achievement of a firm’s strategic objectives.

� Operational risk: Risk arising from a company’s business functions and from the
practical implementation of the management’s strategy. This includes products and
services, financial measurement and reporting risk, fraud risk and IT risk.

� Financial risk: Risks associated with pricing, currency, credit, liquidity, market,
solvency and assets.

� Hazard risk: Risks associated with nature (including earthquakes, hurricanes,
tornados, flood, fire, drought) and risks related to terrorism and political unrest
(including riots, hijackings and strikes).

We note that Lam (2014) discussed three of these risk classes (strategic, operational and
financial), and the risk classes sometimes overlap in nature. In our model, we address hazard
risk as well, and we next show how these four risk classes are linked to the firm’s resources.

A framework for risk identification
While the frameworks by CAS, COSO and ISO provide a roadmap for ERM, they lack the
ability to view elements that impact risk in a resource-focused manner. Instead, we argue
that all classes of extended organizational resources should be viewed as potential sources
for, or exposure to, risk. A resource may be exposed to all four proposed classes of risk.
Thus, the potential interaction between a resource (category) and a risk class must be
considered – we label this an “interaction set”, as for each risk class, there may be several
resources of a particular category that may be exposed to a risk of a certain type. Thus, our
proposed framework offers a perspective which helps identify organizational exposure
points that typically emanate from the extended resources that an organization controls, and
which may lead to exposure to risk. These extended firm resources, that we call interacting
resources, can broadly be classified as:

� personnel and structure (human resources and its organization);
� processes and plans;

Enterprise risk
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� facilities and operational assets (including technologies);
� customers and suppliers; and
� external (such as regulatory bodies and organizations).

Linking organizational resources to risk categories provides a natural way to study ERM,
and this RBV of organizational challenges was first proposed in Rolland et al. (2009) and
utilized also in Mishra and Rolland (2009). It is our view that these five interacting resources
categories cause risk exposure by triggering events that emanate from one of the four major
risk classes (strategic, operational, financial and hazard). To better aid managers to think
about, and anticipate risk, we therefore link the interacting resources to the risk classes in a
framework as depicted in Figure 3. Shown in this figure are in total 20 interaction sets that
could encompass zero of more interaction points, where a particular resource is exposed to a
particular risk. In other words, an interaction set is found at the intersection of an interacting
resource and a risk class. Each interaction set may include a variety of interaction points (IP).
The IPs are meant as placeholders for whom or what (in terms of resources) are “causing” or
associated with the particular risk class. For example, under strategic risk and plans and
processes, one possible interaction point is related to the existence of organizational
processes/plans for managing reputational risk. Similarly, strategic risk/customers and
supplier, an interacting issue, would be contingencies for managing supply chain
disruptions. The reasoning behind the framework is to generate a tool that allows managers
to think along certain guidelines (the interacting resources) about what/who is related to
what type of risk class and their interdependencies. The framework should also allow
managers to think rationally and expansively about risk management. This frameworkmay
constitute a strategic, dynamic capability for the organization and may contribute to the
proper development of the firm’s total risk profile and the minimization of risk exposure.
Beasley et al. (2011) propose a method which links strategic initiatives to potential risks and
propose associated key risk indicators and possible strategic responses. Our method takes a
different approach to risk identification by linking risk classes to key resources of the

Figure 3.
A strategic
framework for ERM
and identification
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organization. Once the risks are identified, the Beasley et al. (2011) framework can be used to
identify key risk indicators and possible strategic responses.

Risk typically will increase if the exposure points are not managed. An illustrative
example or how risk can be found in the Jerome Kerviel – Société Générale fraud case, where
de-provisioning information access rights did not occur, resulting in violation of a
fundamental internal control principle, separation-of-duty and eventually to a loss for the
bank of more than US$7bn[1]. Indeed, the exposure points were not managed at all in this
case, and the fraud went unnoticed until external control measures exposed irregularities.
For the recent Volkswagen engine emission crisis, an operational resource (the 2l diesel
engine manufacturing process, or the 2l diesel engine as a product itself) interacted with an
external resource (emissions control agencies such as the EPA), exposing the organization to
a liability related to all cars sold with such an engine, indeed exposing multiple brand labels
(i.e. Volkswagen, Audi and Porsche).

We note that the goal of our framework presented in this paper is to identify the IPs
between the risk classes and organizational resources and their potential interdependencies.
Once identified, many of these risks can be managed using methodologies from finance,
statistics and mathematics. For a comprehensive overview of such methods, please refer to
McNeil et al. (2015).

Validating the framework
We designed a study to examine factors influencing ERM in the context of the above
proposed framework. The research was conducted as a part of the management accounting
research series, sponsored by the American Institute of Certified Public Accountants. The
survey consisted of six sections: demographics, a section on each of the four risk types
included in ERM: strategic risk, operational risk, financial risk, and hazard risk and exit
questions (where very general questions about ERM were asked). Below we describe the
details of methodology and data collection procedure.

Methodology and data collection
To test the framework, a set of IPs were developed that were consistent with past risk
research and consistent with several experts’ and managers’ views of what might be some
possible IPs. As such, groups of questions were developed that could be answered by using
relatively simple Likert scale responses. We used a five-point scale with the following scale
items: strongly agree (SA), agree (A), neutral or no opinion, disagree (D) and strongly
disagree (SD). The detailed survey questions related to the interacting resources and risk
categories are found in Appendix 1.

The additional questions presented from the survey tool are related to demographics,
risk metrics and other outcome variables and are listed under the heading “Exit Questions”.
Primary questions in this section addressed the overall importance of these IPs to
organizations’ ERM as seen from the organization’s (CFO’s) perspective and to what extent
organizations are addressing these IPs identified by the framework.

Data were collected during the spring of 2009 through an online survey instrument
electronically sent to members of the AICPA’s business and industry group who serve in
chief financial officer or equivalent positions. The respondents completed the online survey
with questions that address factors related to ERM within their organization. They were
asked 38 questions related to ERM, organizational resources and risk types that their
organizations are faced with. The survey participants are members of AICPA, and the
survey was conducted under the auspices of AICPA. The survey participation was
voluntary.
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While our survey was conducted during 2009, it is instructive to note that our effort is
purely to validate our model based on an extended resource-based theory and
comprehensive classification of risk types. We use the interaction set points as a
fundamental basis to identify the different risks that a firm is likely to be exposed to. The
framework is validated using a survey methodology which in principle should be
completely time-independent. In other words, the framework itself does not change with
time or the perception of a particular type of risk being high or low. It is interesting to note
that perception of risk is different for different type of firms at any point of time. For
example, while war is bad for general economy, it can be good for firms operating in defense
industries. Similarly, different firms may suffer from different type of hazard risk, such as
cyclones, flood and earthquake, whose intensity varies during the season. Therefore, we
believe that, while our survey was done after the 2007-2008 financial crisis, the timing
should not affect our overall results as the framework is time invariant.

Among the respondents 83.2 per cent reported holding positions as chief financial
officers and 5.6 per cent hold the title of controller. Other respondents held titles as treasurer
(1.7 per cent), CEO/president and chief risk officer (both at 1.1 per cent). Of the respondents,
0.6 per cent reported title as head of internal audit and 6.7 per cent held other positions.

Of the respondents, 54.2 per cent work for privately owned US companies. The next
largest group is government, education and not-for-profit (21.8 per cent), followed by US
public companies (13.4 per cent) and foreign-owned companies (7.8 per cent). Of the
respondents, 2.8 per cent reported other (unknown) ownership structures.

The majority of respondents (80.4 per cent) work for companies with US$10m or more in
annual revenues. Approximately 96.6 per cent of the respondents work for companies with
more than 10 employees. The largest industry groups represented in this survey are finance
and insurance (19.6 per cent), manufacturing (19 per cent), followed by health care and social
assistance (8.4 per cent) and construction (7.3 per cent).

In total, we received 227 fully or partially completed surveys, and the complete survey
results are found in Appendix 2.

Descriptive analysis of risk class and interaction points
In this section, we discuss the detail results from our survey as it pertains to interaction of
the four risk classes as seen in Figure 2: strategic risk, operational risk, financial risk and
hazard risk; with the five organizational resources: (A) personnel and structure, (B) process
and plans, (C) facilities and operational assets (technologies), (D) customer and supplier and
(E) external as identified under extended RBV. The goal is to understand both the individual
interaction of risk classes with firm’s recourses, as well as the variation of the nature of
interaction across the risk classes.

For a given risk class, answers to our survey questions (regarding a risk from a
particular organizational resource) were pooled in five different categories: 1. strongly agree,
2. agree, 3. neural, 4. disagree and 5. strongly disagree. A box-and-whisker plot was used to
depict the differences between these five groups that varied in their responses. For each of
the four risk classes and five organizational resources, the process was repeated so that
these five levels of responses can be analyzed simultaneously. Further, the mean value of the
response rates was used to test the proposed framework. As shown in the Figures 4-7, the
responses are highly in favor of our framework. In all four risk classes, overall, more than 60
per cent of the respondents either agree or strongly agree with the risk generated from five
basic resources (A: personnel and structure, B: process and plans, C: facilities and
operational assets, D: customers and suppliers and E: external) proposed by our framework
(Figure 7). The spread in data (box-and-whisker plot) for each resource and risk class comes
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from the fact that slightly different responses were received when different questions were
used to capture the same interaction.

Results from reliability test
The Cronbach’s a reliability test was done to evaluate the extent to which our question or
pool of questions captured each of the interaction sets (or constructs) in the model. Internal
consistency between the survey questions describes the extent to which all the questions in
the test measure the same construct. Below is the summary of the results obtained from the

Figure 4.
Survey results from

227 respondents who
shared their

experience on their
organization’s

approach to mitigate
strategic risk and

how they perceive the
related resources

contributing to the
process

Figure 5.
Survey results from

227 respondents who
shared their

experience on their
organization’s

approach to mitigate
operational risk and

how they perceive the
related resources

contributing to the
process
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test. Table I. A reports the questions associated with each interaction construct per our
survey design intentions.

For each test, we had about 200 responses from a pool of two to eight questions (as in
Table I). We did not perform Cronbach’s a test for response categories with only one
question in the construct (shown in the Table II as n/a). Most of the tests show a value to
be more than 0.8 which suggests that there is 0.36 or less error variance (random error) in the
score. [1 – 0.8 � 0.8) = 0.36]. We further investigated the three constructs with slightly lower
a (0.605 � 0.643) to understand a potential source of internal inconsistency in the survey
questions. We argue that the resource “Personnel and Structure” covers a wide personnel

Figure 6.
Survey results from
227 respondents who
shared their
experience on their
organization’s
approach to mitigate
financial risk and
how they perceive the
related resources
contributing to the
process

Figure 7.
Survey results from
227 respondents who
shared their
experience on their
organization’s
approach to mitigate
hazard risk and how
they perceive the
related resources
contributing to the
process
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portfolio such as directors, managers, executives and risk professional andmight have led to
different perceptions for different responders, and hence diluting the consistency. A further
dimensionality test on the same pool of resources could not direct us to a conclusion
otherwise.

Hypothesis test for overall enterprise risk assessments
At the end of the survey, each of the responders was asked the following question: “Q38: Do
you believe this survey adequately addresses the different aspects of enterprise risk
management? Please provide any comments that may improve the survey”. We divided
their responses into two different categories: (1) agreed þ strongly agreed and (2) neutral,
disagree and strongly disagree. From the survey sample, we want to test that the response is
not biased toward one of the two categories. Our null hypothesis states that the proportion
(“Agreed þ Strongly Agreed” to “All Response”) is less than equal to 0.5 for the entire
population. We believe this proportion should be more than 50 per cent to justify the overall
strength of the model.

As shown in Table III, with a significance level of 95 per cent, we reject the null
hypothesis, and this provides further evidence of the validity of our model, and that the
survey-takers were not indifferent.

The survey responses were further analyzed by categorizing responses in two groups:
(1) the number of responses that agreed or strongly agreed; and
(2) the number of responses that were neutral, disagreed or strongly disagreed in their

answer to each question.

The percentage of agreed and strongly agreed is given in Figure 8 below.

Table III.
t-Test for

Indifference of model

Binomial test Level tested Hypoth Prob (p1) p-Value

Ha: Prob(p > p1) S&A 0.50000 0.0002*

Table II.
Cronbach alpha for
the interaction sets

Risks\Resources
A: Personnel &

structure
B: Process &

plans
C: Facilites &

operational assets
D: customer &

suppliers E: External

Strategic risk 0.605 0.801 0.837 n/a n/a
Operational risk 0.643 0.911 0.846 0.782 n/a
Financial risk 0.643 0.868 0.873 0.808 n/a
Hazard risk 0.755 0.903 n/a 0.872 n/a

Table I.
Relationship between
the survey questions
and the interaction

sets

Personnel &
structure Processes & plans

Facilities &
operational assets

Customers
& suppliers External

Strategic Risk Q1 a- e Q2 a- c, Q3 a- b Q4 a-d Q5f Q5g
Operational Risk Q7 a- e Q8 a-c Q10 a-f Q11 a-e Q12
Financial Risk Q14 a- e Q15 a- c, Q16 a-c, Q17 a- d Q18 a-d Q19 a- c Q20
Hazard Risk Q22 a-e Q23 a-b Q23 c, Q24 a Q25 a-b Q26
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A proxy for validation of each interaction set would be that the proportion of positive
answers (agree þ disagree) to individual questions are statistically different from the
negative and neutral answers. As an even more restrictive test, all interaction sets can be
tested in this manner with one collective t-test. Thus, we performed a t-test to assess whether
the means of two groups (positive vs neutralþ negative) are statistically different from each
other. The distribution of response difference between this two groups is shown in Figure 9.

From Figure 9, we conclude that the responses are significantly higher in the group of
strongly agree or agree for 79 survey questions. Based on this sample survey, we conclude
that our model is further validated with strong agreement by the survey responders to the
questions that captures the proposed 20 interaction sets between risks and resources within
an enterprise.

Results from factor analysis
We subjected the data set to a principal component analysis (PCA) to check whether we
could identify a reduced set of latent variables on risk factors that share a common variance.
These unobservable factors are hypothetical constructs that are used to represent certain

Figure 9.
t-test for indifference
of overall interaction
sets

-100 -50 0 50 100 150 200

Mean 89.105481
Std Dev 60.852178
Std Err Mean 6.8464049
Upper 95% Mean 102.73563
Lower 95% Mean 75.475336
N 79

Hypothesized Value 0
Actual Estimate 89.1055
DF 78
Std Dev 60.8522

t Test

Test Statistic 13.0149
Prob > |t| <0.0001*
Prob > t <0.0001*
Prob < t 1.0000

Figure 8.
Survey results
(percentage of
respondents from a
total of 227
participants) who
either agree or
strongly agree on the
organization’s
approach to mitigate
four different classes
of risks contributing
from five different
resources as
perceived by the
respondents
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variables. In summary, the PCA did not lead to direct insights with respect to reducing the
latent variables. In fact, the PCA did not yield reasonable results with high loadings when
reducing the factors below 20. The PCA results are depicted in Figure 10, and the following
interpretations are drawn from studying various PCAs:

� Organizations are equipped with tools to mitigate hazard-related risks that might
disrupt day-to-day operations. Managers use available technology and operational
assets within the organizations to prepare and implement appropriate processes to
tackle such risks.

� Internal control such as clear segregation of duty, implementation of control
procedures, proper safeguards of assets, information protections protocol are part of
the risk management processes and managers have incentive to put them in place to
avoid risks related to process and planning.

� For financial risks, technological assets, infrastructures and information tools are
implemented in the organizations by managers as appropriate risk management
tools.

� Risk professionals are engaged in overall risk management for the organization.
� Specialty groups such as audit, budget and risk and corporate governance

committee are actively engaged in strategic, operational and financial risk
management in an organization.

� Organizations manage operational risks related to customer interactions, supplier
interactions and procurement sourcing.

� Strategic and operational risks are managed by designing an effective control
environment that considers management and employee attributes.

� Operational processes enable organizations to manage risks arising due to market
liquidity, partner credit and equity.

� Senior managers and managers are actively engaged in managing risks coming
from all four risk classes.

� Organization provides an appropriate governance structure for executives to get
engaged in strategic, operational and financial risk management.

� The organization’s board of directors are actively engaged in strategic, operational
and financial risk managements. This is in line with recent research, as Aebi, Sabato
and Schmid (2012) found that banks, in which a chief risk officer directly reported to
the board of directors and not to the CEO, exhibited significantly higher stock
returns and ROE during the recent financial crisis (2007/2008).

� Operational processes in place enable organizations to manage market risks.
� Specialty groups, executive managers and board of directors are actively engaged in

hazard risk management.
� Organization manages operational risks related to office, production facilities,

process technology responsible for competitive strategy and obsolescence of
technologies and facilities.

Implications for research and practice
This paper is theoretically grounded in Barney and Hesterly’s (1991) theory of the firm. We
argue that the organizational resources, or “all assets, capabilities, organizational processes,
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Figure 10.
Principal component
analysis
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firm attributes, information, knowledge, etc. controlled by a firm” not only enable the firm to
conceive of and implement strategies that improve its efficiency and effectiveness, they are
also the ones that create risk exposure. This exposure needs to be addressed, and our
framework constitutes a dynamic capability (Eisenhardt and Martin, 2000), or an
organizational and strategic routine, by which firms achieve new resource configurations as
markets change. As far as we know, we are the first to link the various classes of risks to an
extended set of organizational resources, based on resource-based theory, and arguing for
this framework as a key to creating new dynamic capabilities. The interaction points
between the sets of resources and risk classes are identified to be the locus around which the
risk exposure needs to be assessed. Our research contributions have been in grounding a
new framework in existing theory and validating the framework on a set of highly skilled
professionals by executing a well-crafted survey pilot tested and approved by the American
Institute of Certified Public Accountants (AICPA). The survey subjects were recruited from
the membership database of the AICPS, focusing primarily on CFOs. The survey yielded a
data set of 227 valid responses that was used to validate the framework, thereby bridging
the gap between practice and theory.

The proposed linking of the risk classes to resource-based theory and dynamic capability
development is a major contribution to research, as it offers a new lens that provides
guidance to risk identification. But, there is no doubt that our theoretically grounded
framework serves only as a starting point to measuring the impacts of use of the framework.
More research is needed to study the operational or behavioral effectiveness related to the
differences between not using this framework and using it (or alternative frameworks, once
proposed).

In practice, determining and effectively managing risks at enterprise level is a
dynamic process that results in proper assessment of the firm’s risk profile at a particular
time. Given the complex nature of the modern-day organization and rapidly changing
internal and external environments, it is important that managers are proactive in
identifying and managing risks. Our framework is perceived by experts as being a useful
tool. It allows managers to identify risks based on 20 interaction sets emanating from
four major risk classes and five different resource categories. Our survey data validate
the fact that managers find our framework valuable for risk identification and
management. Within an organization, as a starting point, managers could use these 20
interaction sets to identify detailed list of resources under each category that are exposed
to various risk classes and their possible interdependence. Note that the number of
resources under each category will depend of the granularity at which these resources are
defined and are idiosyncratic to individual organizations. These 20 interaction sets
should be thought of as a guide for the management to think about risk expansively and
help identify risks that are specifically material to the organization. Risk exposure is not
a snapshot event in an organization’s time horizon. Rather, risk identification is an
ongoing process, and our framework allows organizations to handle increasing complex
risks and/or identifying them based on how the organizational resources may be exposed
over time. Managers could use a form of risk control analytics (monitoring dashboard of
all identified risks under each interaction sets on a regular basis) to become more
proactive in managing risk or exploiting opportunities across an enterprise. It is our
understanding that positive return on investment on the implementations of these tools
would encourage managers to embrace them at the enterprise level, and our model could
be used incrementally, in part by part, to achieve such goals. This approach could
promote and enhance risk transparency at the enterprise level, both in terms of risk
reporting and external public disclosure. As a starting point, survey executed in this
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paper validates the usefulness of this framework from the CFO perspective, which should
serve as a strong indication of implications for practice and society. We also argue that
the proposed method is generally applicable and has significant contributions to practice
in terms of risk identification and risk management.

Like any other framework, our proposed model does have limitations that predominantly
exist from the fact that human judgment in decision-making is not always data-driven, and
hence, a proper risk exposure could be ignored based on pure arguments of cost and benefits
from domain experts. Under given circumstances, management can always overwrite a
model-based decision. However, we argue that our framework promotes thorough risk
identification, and therefore may enable a more inclusive analysis of risks. Further research
is needed to considering second-order interactions within the risk classes. A strong,
standard model is key for academics and organizations to study and manage risk. Building
on the current practice and research, this paper outlined a framework for risk identification
and risk management that may promote broader thinking about risk identification and
management. Without linking the individual organizational resources to risk via interaction
points, it could be very hard to identify risks like the one demonstrated by the 2015
emissions issues for Volkswagen’s diesel engines.

Note

1. For case summary and additional references, available at: https://en.wikipedia.org/wiki/
2008_Soci%C3%A9t%C3%A9_G%C3%A9n%C3%A9rale_trading_loss
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