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a b s t r a c t 

The relationship between security culture and Information Security Awareness (ISA) has received pre- 

liminary support; however, its interplay with organisational culture is yet to be empirically investigated. 

Therefore, this study explored the relationship between ISA, organisational culture, and security culture. 

A total of 508 working Australians completed an online questionnaire. ISA was measured using the Hu- 

man Aspects of Information Security Questionnaire (HAIS-Q); organisational culture was measured using 

the Denison Organisational Culture Survey (DOCS); and security culture was assessed through the Or- 

ganisational Security Culture Measure. Our results showed that while organisational culture and security 

culture were correlated with ISA, security culture played an important mediating relationship between 

organisational culture and ISA. This suggests that organisations should focus on security culture rather 

than organisational culture to improve ISA, saving time and resources. Future research could further ex- 

tend current findings by also considering national culture. 

Crown Copyright © 2019 Published by Elsevier Ltd. All rights reserved. 
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. Introduction 

Human behaviour is largely determined by culture, affecting in-

eractions in everyday social and work environments ( Cronk and

almon, 2017 ). Therefore, when attempting to understand and

hape human behaviour, looking at an individual in isolation

s problematic. It is also important to consider the group, the

roader social and organisational systems, and their interactions

 Tessem and Skaraas, 2005 ). This is important for information se-

urity, as people play a significant role in not only creating risks,

ut also preventing security breaches. In an organisational con-

ext, the primary cause of human error is non-compliance, or non-

alicious unawareness, rather than malicious intent ( Parsons et al.,

014 ). 

Traditionally, information security has focused on technical so-

utions, and measures to mitigate risks. However, the importance

f the human factor has become increasingly recognised, and it

as been well established that technical solutions in isolation

annot sufficiently mitigate security breaches (e.g., Furnell and

larke, 2012 ). The role of the human is crucial with humans be-

ng the weakest link in information security ( Parsons et al., 2017 ;

on Solms and van Niekerk, 2010 ). 
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Understanding and influencing these security behaviours is be-

oming increasingly important. Our increased reliance on technol-

gy in work and private lives has contributed to greater informa-

ion security risks ( Reid and van Niekerk, 2014 ). Risks often result

n information security incidents, which are on the rise as more

rganisations are successfully targeted by cyber security attacks

 Telstra Global, 2017 ). This represents a significant problem, with

hief Executive Officers reporting cyber risks as their greatest over-

ll concern ( Pricewaterhouse Cooper [PwC], 2018 ). The World Eco-

omic Forum has also listed major data breaches and cyber-attacks

n the top five social risks of the next decade (The World Economic

orum, 2018 ). Over a two-year period more than 65% of Australian

rganisations experienced cyber-crime, with one in ten reporting

osses greater than $1 million, and 9% reporting having had the

onfidentiality, integrity, or availability to sensitive data compro-

ised ( PwC, 2018 ). Further, the Australian Computer Emergency

esponse Team, found 3% of cyber security incidents involved sys-

ems of national interest and critical infrastructure ( Australian Cy-

er Security Centre, 2017 ). As technical solutions alone are insuffi-

ient, and with the increase in information security risks, it is im-

erative we understand the broader factors contributing to ISA. 

To further understand the role people play in information se-

urity, this study explores the relationship between employee In-

ormation Security Awareness (ISA), and organisational and secu-

ity culture. These constructs have not been empirically studied in

ombination. In the following sections, we first introduce and de-
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fine these constructs, and then provide a methodological outline

of the study. We then present our findings, and discuss them in

light of previous research, and in terms of practical implications

and further research. 

2. Background and related work 

2.1. Information Security Awareness 

Understanding ISA and its contributing factors is essential in

mitigating information security risks. ISA refers to the extent to

which employees understand the significance of their organisa-

tion’s information security policies, rules, and guidelines, and the

extent to which they behave in accordance with these policies,

rules and guidelines ( Siponen, 20 0 0 ). The Knowledge-Attitude-

Behaviour (KAB) model has been applied to the ISA context. Based

on the model, as an employee’s knowledge of security behaviours

increases, their attitude improves, resulting in improved informa-

tion security behaviours ( Parsons et al., 2014 ; 2017 ). 

To date, human aspects of information security research

has primarily focused on understanding human vulnerabilities

at the individual level, by exploring the specific characteristics

that may relate to, and affect, information security behaviours

( McCormac et al., 2017 ; 2018 ). This research has shown that ISA

can, to an extent, be predicted by age, gender, resilience, job stress,

education and some personality characteristics. For example, stud-

ies have found higher ISA is positively associated with age (i.e.,

ISA scores increase with age). Also, females, individuals who are

more conscientious and agreeable, individuals who display greater

resilience and lower levels of job stress, individuals with a higher

education level, and those with a propensity to take fewer risks

( McCormac et al. 2017 , 2018 ; Öğütçü et al., 2016 ; Pattinson et al.,

2016 ; Shropshire et al., 2006 ). 

While research has focused on the individual factors that may

predict ISA, limited empirical research has explored the relation-

ship between ISA and culture. Although academics and industry

practitioners recognise the importance of security culture (e.g.,

Da Veiga and Eloff, 2010 ; OECD, 2015 ) research in the area is still

preliminary. Current literature posits that security culture should

be part of organisational culture, as information is best protected

when individuals understand, internalise and adhere to informa-

tion security standards and best practices ( van Niekerk and von

Solms, 2005 ; Sanders, 2016 ). However, without empirical evidence

industry practitioners risk providing advice that is below industry

standards and expectations. 

2.2. Organisational culture 

The conceptualisation of organisational culture is highly con-

tested; however, it is most colloquially referred to as ‘the way

things are done around here’ ( Lundy and Cowling, 1995 , pp. 168).

The most widely accepted formal definition of organisational cul-

ture has been developed by Schein: 

A pattern of shared basic assumptions that the group learned as it

solved its problems of external adaptation and internal integration…

to be taught to new members as the correct way to perceive, think,

and feel in relation to those problems ( Schein, 1992 , pp. 12). 

Culture encompasses the norms a group shares about how the

world operates; shaping their perceptions, thoughts, feelings and

behaviours ( Schein, 1992 ). Schein’s theory of organisational cul-

ture conceptualises culture into three hierarchical levels: Artefacts,

Espoused Values, and Basic Underlying Assumptions. His work is

pivotal in understanding organisational culture and many theorists

have based their culture models on this. 
Building on the work of Schein, Denison’s (1996) model and

urvey on organisational culture classifies culture into four sub-

acets, with three nested subscales within each; 

(1) Involvement (Subscales: Empowerment, Team Orientation,

and Capability Development); 

(2) Consistency (Subscales: Core Values, Agreement, and Coordi-

nation & Integration); 

(3) Adaptability (Subscales: Creating Change, Customer Focus,

and Learning); 

(4) Mission (Subscales: Strategic Direction, Goals, and Objec-

tives). 

The four overarching sub-facets and their subscales interact to

etermine whether the organisation is internal or external fac-

ng, and whether the organisation has a preference for stability

r flexibility. Due to its confirmed reliability, validity and demon-

trated link to behavioural outcomes (e.g., Gillespie et al., 2008 ;

otrba et al., 2012 ), the Denison Organisational Culture Survey

DOCS) is the most widely used measure for assessing organisa-

ional culture ( Kokina and Ostrovska, 2013 ). Other measures also

emonstrate similar reliability, however, they have not been linked

s strongly to behaviour, are of a longer duration or are quite

ostly, with an inability to receive raw data (e.g., Cameron and

uinn, 2011 ; Cooke and Szumal, 1994 ; O’Reilly, Chatman and Cald-

ell, 1991 ). 

The study and measurement of organisational culture is im-

ortant due to its influence on individual and group behaviours

nd subsequent relationships with other organisational behaviours

uch as job satisfaction ( Sempane et al., 2002 ) and job performance

 Boyce et al., 2015 ). It should also be noted that the terms organi-

ational culture and organisational climate are often used synony-

ously in the literature. Some distinctions including their concep-

ualisation and research methods had traditionally distinguished

hem ( Schneider et al., 2017 ), however, now distinctions are pri-

arily in interpretation ( Denison, 1996 ). 

.3. Security culture 

An understanding of organisational culture is fundamen-

al when trying to understand and define security culture

 Ruighaver et al., 2007 ). This is because effective security within an

rganisation is strongly entrenched within its organisational cul-

ure ( Da Veiga and Martins, 2015 ). Consequently, security culture is

ften understood and explained as a sub-culture of organisational

ulture ( Connolly et al., 2017 ). Therefore, it cannot be assessed in

solation. The focus on security culture is relatively new and in its

nfancy. Its growth in the literature is primarily attributed to our

ignificant reliance on information systems and digitation of per-

onal and work practices, coupled with the social and political en-

ironment surrounding the safeguarding of information. The cur-

ent literature on security culture is primarily theoretical, with re-

earch focussing on conceptual models and frameworks. 

The security culture literature draws on various disciplines in-

luding psychology, economics, behavioural sciences and manage-

ent, with a focus on the organisational culture literature as

 foundation ( Hassan and Ismail, 2012 ; Nasir et al., 2019 ). The

ost extensive adaptations of Schein’s (1985) organisational cul-

ure theory to security culture were developed by Da Veiga and

loff (2010) , and van Niekerk and von Solms (2010) . Van Niek-

rk and von Solms (2010) adapted Schein’s model to better reflect

ecurity culture, and also included an additional knowledge tier.

a Veiga and Eloff (2010) focus on the interaction between infor-

ation security, behaviour and culture, across the individual, group

nd organisational levels. 

While other theories exist, there is consensus that security cul-

ure incorporates the assumptions, attitudes, beliefs, values and



A. Wiley, A. McCormac and D. Calic / Computers & Security 88 (2020) 101640 3 

k  

s  

t  

e  

n  

i  

r  

t

 

a  

E  

e  

t  

r  

a  

c  

e  

r

 

c  

b  

d  

a  

M  

S  

b  

a  

r

 

t  

p  

e

2

 

d  

a  

c  

T  

t  

r

 

P  

I  

b  

a  

p  

s  

G

 

l  

o  

S  

o  

t  

T  

i  

p  

c  

w  

2  

m  

w  

s

 

p  

i  

R  

w  

a  

f  

2  

I  

i  

I

 

p  

t  

s  

i  

t  

v

3

 

l  

t  

o  

v  

d  

P  

a

4

 

t  

a  

b

4

 

w  

p  

2  

w  

i  

a  

p  

f  

d  

(  

r  

o  

s

 

e  

a  

a  

w  

p  

s  

t  

c  

b

nowledge that individuals use to interact with the organisation’s

ystems, and conduct relevant procedures, daily tasks and activi-

ies. It is shaped through a combination of both the internal and

xternal environments ( Da Veiga and Martins, 2015 ). The inter-

al environment consists of factors such as leadership and organ-

sational structure, and the external environment includes factors

anging from the economic climate to the industry’s technology in-

ensity. 

These result in certain behaviours that reflect the way things

re habitually done in specific organisations ( Da Veiga and

loff, 2010 ; Schlienger and Teufel, 2003 ). A strong security culture

xists when individuals are aware of security risks and preventa-

ive measures, and when they assume responsibility and take the

equired steps to improve the security of their information systems

nd networks ( OECD, 2015 ). The primary objective of a strong se-

urity culture is to protect information assets by creating a work

nvironment that encourages and supports employees to do the

ight thing. 

Despite ample theoretical support, the measurement of se-

urity culture is limited. While security culture tools have

een developed, a publicly available, comprehensive, vali-

ated and reliable security culture instrument was not avail-

ble at the commencement of this study (e.g. Alhogail and

irza, 2014 ; Da Veiga and Martins, 2015 ; Martins and Eloff, 2002 ;

chlienger and Teufel, 2003 ). An exploratory scale, developed

y Parsons et al. (2015) has demonstrated promising reliability

nd acceptable face-validity; however, further validity testing is

ecommended. 

Given the importance of organisational culture and security cul-

ure in determining secure behaviours, the following section will

rovide a brief overview of the limited empirical literature that has

xplored the relationship between culture and ISA. 

.4. Related work: culture and ISA 

As previously explained, there is ample theoretical and anec-

otal support for the relationship between organisational culture

nd security culture ( Nosworthy, 20 0 0 ), as well as between se-

urity culture and ISA ( Da Veiga and Eloff, 2010 ; Schlienger and

eufel, 2003 ). Despite this, there is limited empirical support for

hese relationships, and in order to enable evidence-based-practice

esearch is necessary ( Coopamootoo and Gross, 2019 ). 

For example, an exploratory quantitative study by

arsons et al. (2015) found a positive relationship between

SA and security culture. Employees from organisations with a

etter security culture were more likely to have the knowledge,

ttitudes, and behaviours in accordance with information security

olicies and procedures required to maintain good information

ecurity in the organisation. This is supported by D’Arcy and

reene’s (2014) empirical study. 

While previous literature has not specifically explored the re-

ationship between ISA and organisational culture, components

f culture that relate to ISA have received preliminary support.

trongest support was found for the effect of leadership support

n information security management ( Knapp et al., 2004 ) and

he creation of a strong security culture ( Zakaria et al., 2007 ).

hese studies emphasised the importance of leaders in encourag-

ng positive security behaviours through strategic management and

lanning, communication, and transparent decision-making pro-

esses. It was also found that an organisation’s security mission

as strongly linked to a positive security culture ( Ruighaver et al.,

007 ; Schlienger and Teufel, 2003 ). For example, a mission state-

ent that outlined elements required for a strong security culture

as more likely to translate to behaviours that reflected a positive

ecurity culture. 
Involving employees in security management decision making

rovided them with a sense of ownership, and was found to

mprove both security behaviours and culture ( Koh et al., 2005 ;

uighaver et al., 2007 ). Similarly, people-oriented organisations

ere more likely to experience a positive-orientation to ISA, as

 focus on solely tasks can create a conflict of interest between

unctionality and information security behaviours ( Connolly et al.,

017 ). Lastly, while findings vary for the effects of punishment on

SA ( Chen et al., 2012 ; Parsons et al., 2015 ), the importance of pun-

shment expectancy and the perceived justice of punishment on

SA has been noted ( Xue et al., 2011 ). 

These findings provide preliminary empirical evidence to sup-

ort the strong theoretical literature linking ISA, organisational cul-

ure and security culture. Nonetheless, even seemingly simple re-

earch to clearly establish relationships is important. Such research

s foundational in guiding subsequent research and enabling indus-

ry practitioners to leverage evidence-based and best practice ad-

ice to organisations. 

. Current study 

Given the strong theoretical link, and some empirical evidence

inking organisational and security culture, and ISA, this study aims

o empirically investigate the relationship and interplay between

rganisational culture and security culture, and ISA. Given the pre-

ious findings relating to demographic variables (e.g., age and gen-

er) and their relationship to ISA ( McCormac et al., 2017 , 2018 ;

attinson et al., 2016 ), the effect of these variables will also be

nalysed. 

. Method 

Data collection involved an online survey, administered through

he web-based survey platform Qualtrics. Data was collected over

 two-week period in July 2018 and ethics approval was granted

y the University of Adelaide. 

.1. Participants 

A total of 508 (300 females, 207 males, 1 gender unspecified)

orking Australians completed the online questionnaire. Partici-

ants were well distributed across age categories. Approximately

8% of participants were between 18 and 29 years of age, and 28%

ere between 30 and 39 years of age. This left approximately 17%

n the 40 to 49 age category, 15% in the 50 to 59 age category,

nd 12% of the cohort was 60 years and over. Participants were

rimarily casual or contracted workers ( n = 303) as opposed to

ull time ( n = 138) or part time ( n = 67) workers, and were evenly

istributed between management ( n = 255) and non-management

 n = 253) positions. Participants represented various industries and

oles. Comparative to the Australian population ( Australian Bureau

f Statistics, 2016 ) our sample demographics were relatively repre-

entative. 

Participants were required to be over the age of 18, currently

mployed, working within Australia, and spend some of their time

t work on a computer. To ensure data quality, we followed the

pproach taken by Parsons et al. (2014) , and excluded participants

ho declined to thoughtfully provide their best answers, who ap-

eared to not be providing considered responses or provided an-

wers that indicated a lack of content responsiveness. For example,

his included participants who responded using only one response

ategory, irrespective of reverse scoring and the specific questions

eing asked. Based on these criteria, we removed 17 participants. 
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Table 1 

Correlations and descriptive statistics: gender, age, ISA, security culture, organisational culture ( N = 508). 

Variables Gender Age ISA Security culture Organisational culture 

Age -0.13 ∗∗

ISA 0.16 ∗∗ 0.25 ∗∗

Security Culture 0.10 ∗ 0.11 ∗ 0.55 ∗∗

Organisational Culture 0.03 0.01 0.25 ∗∗ 0.50 ∗∗

Mean ^^^ ^^^ 259.33 3.57 3.59 

SD ^^^ ^^^ 35.71 0.64 0.59 

Note. ∗p < 0.05; ∗∗p < 0.001: ̂ ^^ Mean and SD scores for gender and age are unavailable, as gender is a 

nominal variable, and age range, rather than exact ages, were provided by participants. 
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4.2. Measures 

4.2.1. Demographic information 

The participants were asked to provide individual demograph-

ics including their age and gender, as well as organisational de-

mographics, including; employment status, position level, industry

sector, organisation size, frequency of using technology at work,

and information security education. 

4.2.2. Information security awareness: the human aspects of 

information security awareness questionnaire (HAIS-Q) 

The HAIS-Q measures an individual’s ISA based on their knowl-

edge, attitude and behaviour in relation to good security be-

haviours ( Parsons et al., 2017 ). The tool consists of 63 statements

answered on a 5-point Likert scale, ranging from 1 = ‘Strongly Dis-

agree’ to 5 = ‘Strongly Agree’. In this study, Cronbach’s alpha score

was 0.96 for ISA. This is consistent with alpha levels reported

in previous studies (e.g., McCormac et al., 2016 , 2017 ). For de-

tailed validity and reliability assessments of the HAIS-Q, refer to

Parsons et al. (2017) and McCormac et al. (2016) . Sample items

as part of the Social Media Use focus area are “I can’t be fired for

something I have posted on social media ” (Knowledge), “It’s risky to

post certain information about my work on social media ” (Attitude),

and “I post whatever I want about my work on social media ” (Be-

haviour). 

4.2.3. Organisational culture: DOCS Denison Organisational Culture 

Survey 

The DOCS ( Denison et al., 2006 ) measures organisational cul-

ture by focusing on the following four sub-facets: involvement,

consistency, adaptability and mission. The 60-item tool utilises

a 5-point Likert scale, ranging from 1 = ‘Strongly Disagree’ to

5 = ‘Strongly Agree’. This study yielded an overall Cronbach’s al-

pha of 0.97, which is consistent with previous studies ( Kotrba et al.,

2012 ). A sample item is; “There is a long-term purpose and direc-

tion ”. 

For the purposes of our study, and consistent with the approach

of Boyce et al. (2015) , we derived an overall index of organisational

culture by taking the mean across the four sub-facets. While this

approach is not sensitive to potential sub-facet differences, given

the exploratory nature of our study and the focus on organisational

culture overall, this method was deemed most suitable. 

4.2.4. Security culture: Organisational Security Culture Measure 

The Organisational Security Culture Measure assesses an organ-

isation’s security culture ( Parsons et al., 2015 ) using six statements

measured on a 5-point Likert scale ranging from 1 = ‘Strongly Dis-

agree’ to 5 = ‘Strongly Agree’. An alpha level of 0.71 has been pre-

viously reported ( Parsons et al., 2015 ), and the results of this study

found the measure to have an alpha value of 0.69. A sample item

is, “Most of my colleagues generally behave in a secure manner when

they are using a computer. ”
. Results 

Preliminary analyses were conducted to ensure there was no

iolation of the assumptions of normality, linearity, multicollinear-

ty and homoscedasticity. As no major violations were identified,

everal parametric tests were used. These statistical methods were

ost appropriate for the aims of this study. We calculated descrip-

ive statistics to obtain a general summary of the data and the

ain variables of interest. Following this correlation analyses were

onducted to determine the strength of the linear relationship be-

ween the main variables. Hierarchical regression analysis was then

sed to assess the extent to which organisational culture and se-

urity culture predicted ISA, and finally, mediation analysis further

xamined the relationship between ISA, organisational culture and

ecurity culture. A detailed overview of the main results is pre-

ented in the following sections. 

.1. Demographic variables, organisational culture, security culture, 

SA 

Table 1 presents a correlation matrix, including mean and stan-

ard deviation scores, to examine the relationship between organ-

sational culture, security culture, ISA, gender, and age. Organisa-

ional demographic variables relating to position level, employ-

ent sector, industry, and organisation size were also examined.

here were no significant relationships between these organisa-

ional variables and organisational culture, security culture, and

SA. 

.2. ISA, age, gender 

A two-way between-groups ANOVA was conducted to explore

he effect of gender and age on ISA. While the interaction ef-

ect between gender and age was not statistically significant,

 (5, 495) = 1.313, p = .26, there was a statistically significant main

ffect for age, F (5, 495) = 7.67, p < .001, partial ƞ2 = 0.07.

ost-hoc comparisons using the Tukey HSD test indicated that the

ean ISA scores for the 20–29 age group ( M = 248.62, SD = 39.49)

as significantly different from the 40–49 age group ( M = 265.13,

D = 33.99), the 50–59 age group ( M = 268.05, SD = 33.30), and the

0 + age group ( M = 272.73, SD = 25.76). The mean score for the

 19 age group ( M = 241.32, SD = 34.28) was also significantly dif-

erent from the 60 + age group. 

The main effect for gender, F (2, 495) = 4.44, p = .12, did not

each statistical significance. There was a trend for ISA to be higher

or female participants, when compared to male participants (ex-

ept for < 19 years of age); however, examination of the raw data

howed that these gender differences reduced in older age brack-

ts, consistent with previous findings (e.g., McCormac et al., 2017 ).

.3. Organisational culture, security culture, ISA 

A three-stage hierarchical regression, summarised in Table 2 ,

as used to investigate the extent to which organisational cul-
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Table 2 

Summary of the hierarchical regression analysis for organisational culture, security culture, 

age, and gender predicting ISA ( N = 508). 

Variable β (standardised) t p 

Stage 1 F (2, 507) = 27.43, adjusted R 2 = 0.10 ∗∗

Age 6.88 6.41 < 0.001 

Gender 13.88 4.52 < 0.001 

Stage 2 F (3, 507) = 30.97, adjusted R 2 = 0.15 ∗∗

Age 6.80 6.55 < 0.001 

Gender 13.39 4.50 < 0.001 

Organisational Culture 14.53 5.87 < 0.001 

Stage 3 F (4, 507) = 68.78, adjusted R 2 = 0.35 ∗∗

Age 5.21 5.67 < 0.001 

Gender 9.60 3.66 < 0.001 

Organisational Culture −1.02 −0.41 0.68 

Security Culture 28.88 12.41 < 0.001 

Note. ∗p < 0.05; ∗∗p < 0.001. 

Fig. 1. Mediation analysis: Security culture mediates the relationship between organisational culture and ISA. 
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o  
ure and security culture predicted ISA. To control for the effects of

ge and gender, which were previously found to predict ISA (e.g.,

cCormac et al. 2017 ), these variables were entered at Stage 1.

trong theoretical literature highlights the effect of organisational

ulture on individual and group behaviours ( Boyce et al., 2015 ;

ronk and Salmon, 2017 ). Therefore, this variable was entered at

tage 2, and explained an additional 5% of the variance. As secu-

ity culture is often conceptualised as a sub-component of organi-

ational culture (e.g., Connolly et al., 2017 ; Ruighaver et al., 2007 ),

t was entered at Stage 3, and explained an additional 20% of vari-

nce. The final model explained a total of 35% variance in ISA. In-

erestingly, despite the initial contribution and significant correla-

ion with ISA, the contribution of organisational culture was not

ignificant in the final model. To further investigate this, a medi-

tion analysis was conducted, examining the relationship between

SA, organisational culture and security culture. 

To examine the mediation effect of security culture between

he relationship of organisational culture and ISA, the Sobel test

as conducted ( Baron and Kenny, 1986 ). As shown in Fig. 1 , the

nstandardised regression coefficients were statistically significant,

nd the statistic for the Sobel test was 9.43, SE = 1.80, p < .001,

ndicating that the overall effect of organisational culture on ISA

s significantly affected by security culture. This result has applied

mplications, discussed in the following sections. 

. Discussion 

The aim of this study was to empirically examine the relation-

hip between organisational culture, security culture, and ISA. Our

ain finding, not previously reported was that security culture

ediates the relationship between organisational culture and ISA.

he following sections will discuss the study’s findings and link

hem to appropriate applications, address some of the main lim-
tations, and propose possible future directions for this promising

esearch. 

.1. Findings and implications 

We found a significant positive relationship between organisa-

ional culture, security culture, and ISA. Furthermore, after con-

rolling for age and gender, in the regression analyses, organisa-

ional culture and security culture predicted an additional 25% of

he variance in ISA. A strong positive linear relationship was found

etween organisational culture and security culture; as organisa-

ional culture increased, so did security culture. This relationship

s supported by previous literature ( Da Veiga and Martins, 2015 )

nd is in line with theoretical arguments suggesting that security

ulture is a sub-component or a sub-facet of organisational culture

 Connolly et al., 2017 ; Nasir et al., 2019 ; van Niekerk and von Solms

005 ). 

A significant positive linear relationship was also found be-

ween security culture and ISA, consistent with the theoretical

 Da Veiga and Eloff, 2010 ) and preliminary empirical literature

 D’Arcy and Greene, 2014 ; Parsons et al., 2014 ). As security cul-

ure increased, so did ISA. Essentially, individuals from organisa-

ions with a stronger security culture were more likely to have bet-

er ISA. 

Despite these linear relationships, the study found a more com-

lex relationship which explained the interplay between organi-

ational culture, security culture and ISA. Our findings show that

ecurity culture mediates the relationship between organisational

ulture and ISA. This means that while a relationship between or-

anisational culture and ISA exists, it is strongly affected by se-

urity culture. This suggests that irrespective of an organisation’s

verall culture, a strong security culture may be a better predictor

f employee ISA. Therefore, organisation-wide improvements in ISA
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may be best achieved by focusing on security culture, rather than

organisational culture more broadly. 

Relationships between ISA and demographic variables were

also found. A positive linear relationship between age and ISA

was found, with ISA being higher as age increased. However,

the distinction between age brackets began to plateau as age

increased ( > 40 years). Similar findings were also reported by

McCormac et al. (2017 , 2018 ). Further support for age-related ISA

differences have also been found in phishing studies ( Sheng et al.,

2010 ). Inconsistent with previous research ( McCormac et al., 2017 ,

2018 ), a significant main effect was not found between male and

female ISA scores. 

6.1.1. Applied implications 

Our findings have both theoretical and practical implications.

The results contribute to the theoretical literature by providing ini-

tial empirical support for the relationship between organisational

culture, security culture, and ISA. Similarly, the current study also

provides initial empirical support and confirms the relationship be-

tween security culture and ISA, which to date has been primar-

ily theoretical ( Da Veiga and Eloff, 2010 ; van Niekerk and von

Solms, 2010 ). Finally, we found that the relationship between or-

ganisational culture and ISA is mediated by security culture. 

Organisational culture is deeply ingrained within an organi-

sation and can be difficult to change ( Schein, 2004 ). However,

as security culture is a sub-component of organisational culture

( van Niekerk and von Solms, 2005 ), and is more focussed, it may

be easier to manage and change. This is important from a practical

perspective, organisations would more effectively utilise their time

and resources by focusing on what is required to understand and

modify security culture to improve employee ISA. Changing cul-

ture more broadly would require greater resources, making it more

time-consuming and costly. In addition, positive cultural changes

that improve ISA may also result in improvements in overall organ-

isational culture. It is therefore recommended that organisations

hoping to improve ISA should focus on security culture through, for

example, infrastructure (e.g., technical and procedural) and group

norms (e.g., mechanisms such as management support) rather than

overall organisational cultural change. 

This study provides an important contribution to security re-

search. Current findings can be used to further examine other re-

lated variables and interaction effects. For exam ple, it may be ben-

eficial to explore the relationship between security culture and

other variables relevant to information security, such as work en-

gagement, resilience and barriers to information security compli-

ance. More importantly, this study also provides an applied contri-

bution. Industry practitioners can rely on sound empirical evidence

to guide their recommendations and advice to organisations. 

6.2. Limitations and future direction 

This study has clear theoretical and applied contributions; how-

ever, some limitations are noted. As culture is a multifaceted and

multilayered construct, quantitative methods alone may be un-

likely to provide a thorough understanding and assessment of or-

ganisational culture ( Tucker et al., 1990 ). However, this method al-

lows for the identification and measurement of culture across or-

ganisations ( Schein, 2004 ). In addition, self-report is prone to com-

mon method variance and social desirability ( Spector, 1994 ), yet

it allows for systemisation, repeatability, comparability and conve-

nience ( Tucker et al., 1990 ). 

This was an exploratory study; therefore, using a survey-based,

self-report, quantitative method was justified. In addition, to re-

duce the previously mentioned effects, this study also imple-

mented quality control measures, and guaranteed confidentiality

and anonymity to all participants. Nonetheless, to offset some of
hese weaknesses and to provide a greater breadth of understand-

ng, where possible future studies should employ a mixed methods

esign. 

The measurement tools used in this study may also present a

imitation. A short security culture measurement tool was used.

t the time of data collection, a comprehensive, valid and reliable

easure of security culture was yet to be published. However, the

-item tool used demonstrated sound reliability, and due to the

xploratory nature of this study was deemed sufficient. Given the

ndings of this study, and the recent development of the Infor-

ation security culture Assessment (ISCA) diagnostic instrument

questionnaire) ( Da Veiga, 2018 ), further exploration, and even a

eplication, using this measure is warranted. In addition, the DOCS

rganisational culture tool has shown considerable reliability and

alidity, and is the most widely used organisational culture assess-

ent tool ( Kokina and Ostrovska, 2013 ). However, one limitation

s that the sub-facets are highly correlated, ( Denison et al., 2006 ),

eaning it is difficult to ascertain whether the sub-facets are dis-

inct areas of culture that can be compared. This means it is dif-

cult to compare whether certain sub-facets were more predic-

ive of security culture and ISA than others. This is something that

eeds to be considered in future studies. 

While this study has focussed on the relationship between or-

anisational culture, security culture and ISA, there are other as-

ects that may predict ISA including national culture, and other

ndividual, group, and organisational differences. While the DOCS

odel is applicable for assessing organisational culture globally

 Denison et al., 2006 ), the effect of national culture on organi-

ational culture, security culture and ISA could also be explored.

or example, Hofstede et al. (2010) , and Schein (2004) found that

estern and Asian countries have profoundly different national

nd organisational cultures. Given the relationship between na-

ional culture and organisational culture, a global sample would

ontribute to the understanding of this relationship. While consid-

rable research has documented the relationship between individ-

al differences and ISA (e.g. McCormac et al., 2018 ; Pattinson et al.,

016 ), incorporating these into a more comprehensive model with

ulture could be insightful, especially given the global and cross-

ultural dispersion of many organisations. This would give organ-

sations and industry practitioners a greater understanding of the

actors contributing to ISA of their employees. In turn, this could

nform and guide the development of appropriate intervention

nitiatives such as cyber communications and training programs,

trategy development, risk analysis modelling and culture change. 

.3. Conclusion 

This study empirically examined the relationship between or-

anisational culture, security culture, and ISA. Our main finding,

ot previously reported, was that security culture mediates the

elationship between organisational culture and ISA. These find-

ngs have important theoretical and applied implications. Theoret-

cally, the results of this study can be explored further in future

esearch to more comprehensively, using different methodologi-

al approaches and measures, investigate these relationships. This

nding is also practically important and seems to demonstrate that

ather than focussing on the broader organisational culture which

ay be time consuming and resource intensive, organisations may

chieve greater employee ISA by focussing on understanding, de-

eloping and strengthening their organisation’s security culture. 
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