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a b s t r a c t 

Modern healthcare systems are characterized as being highly complex and costly. However, this can be 

reduced through improved health record management, utilization of insurance agencies, and blockchain 

technology. Blockchain was first introduced to provide distributed records of money-related exchanges 

that were not dependent on centralized authorities or financial institutions. Breakthroughs in blockchain 

technology have led to improved transactions involving medical records, insurance billing, and smart con- 

tracts, enabling permanent access to and security of data, as well as providing a distributed database of 

transactions. One significant advantage of using blockchain technology in the healthcare industry is that 

it can reform the interoperability of healthcare databases, providing increased access to patient medical 

records, device tracking, prescription databases, and hospital assets, including the complete life cycle of 

a device within the blockchain infrastructure. Access to patients’ medical histories is essential to cor- 

rectly prescribe medication, with blockchain being able to dramatically enhance the healthcare services 

framework. In this paper, several solutions for improving current limitations in healthcare systems using 

blockchain technology are explored, including frameworks and tools to measure the performance of such 

systems, e.g., Hyperledger Fabric, Composer, Docker Container, Hyperledger Caliper, and the Wireshark 

capture engine. Further, this paper proposes an Access Control Policy Algorithm for improving data ac- 

cessibility between healthcare providers, assisting in the simulation of environments to implement the 

Hyperledger-based eletronic healthcare record (EHR) sharing system that uses the concept of a chain- 

code. Performance metrics in blockchain networks, such as latency, throughput, Round Trip Time (RTT). 

have also been optimized for achieving enhanced results. Compared to traditional EHR systems, which 

use client-server architecture, the proposed system uses blockchain for improving efficiency and security. 

© 2019 Elsevier Ltd. All rights reserved. 
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. Introduction 

Smart technologies, such as the Internet of Things (IoT), Arti-

cial Intelligence (AI), Machine Learning, and Virtual Reality (VR)

nd Augmented Reality (AR), have revolutionized the engineer-

ng and manufacturing sectors, including automotive, computing

nd electronics, and aerospace and defence. Healthcare systems

dopted by healthcare providers, such as hospitals and general

ractitioners, are no exception. Over time, they have become more

owerful and useful [1] . Smart technologies have also become in-

reasingly competent at handling large data sets in real-time, en-

bling faster identification and determining of illnesses, with sug-

estions and comparisons of treatments now being automated.
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ith the use of blockchain technology, transparency and com-

unication between patients and healthcare providers is also en-

anced. 

This section introduces the relevant concepts related to smart

echnologies in the healthcare industry. We examine the devel-

pment of smart technologies, and the necessary security re-

uirements for implementation into the healthcare industry. An

verview of blockchain technology is provided, including its ben-

fits and how it can be applied to healthcare systems. Since

he introduction of healthcare provision in the 1970s, the emer-

ence of modular IT systems has been observed. This period is

nown as Healthcare 1.0. In this era, healthcare systems were lim-

ted and not coordinated with digital systems due to lack of re-

ources. Similarly, bio-medical machines were not yet developed

nd did not integrate into networked electronic devices. During

his period, paper-based prescriptions and reports were widely

sed in healthcare organizations which led to increased costs and
ime. 
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n  
The Healthcare 2.0 era was observed from 1991 to 2005. During

this period, health and information technologies were combined to

create healthcare systems, as we know them today. In this phase,

digital tracking was introduced, providing doctors with imaging

systems for analyzing patients’ health. At the same time, new user-

enabled technologies began to emerge in the healthcare industry,

surfacing alongside the introduction of social media. Healthcare

providers began to create online communities for information and

knowledge sharing, store information on cloud servers, and pro-

vide access to documents and patient records via mobile devices,

enabling ubiquitous access for both the provider and patient. Dur-

ing this period, critics expressed concern over misleading infor-

mation and violation of patients privacy. Healthcare systems used

networked electronic health management practices that integrated

with clinical imaging systems to assist doctors to obtain more se-

cure, accurate and timely access to patient data. 

The advent of Healthcare 3.0 coincided with the concept of Web

3.0, enabling user-customization of how patient healthcare records

were delivered. User interfaces became simpler and more bespoke,

allowing for optimized and personalized experiences. Electronic

Healthcare Records (EHRs) were also introduced, along with wear-

able and implantable systems, enabling real-time, ubiquitous track-

ing of patients’ healthcare. Similarly, EHR systems [2] began to

emerge which integrated stand-alone non-networked systems, in-

cluding social media channels, to store patient information; this

made the sharing of health data over networked channels, includ-

ing social media, or between clinicians, using EHR systems, sim-

pler. Interaction and communication between healthcare providers

and patients was also enhanced. 

From 2016 to the present day, we have experienced the Health-

care 4.0 era. This era was derived from the concept of Industry

4.0, where Hi-tech and Hi-touch systems are being introduced, us-

ing cloud computing, fog and edge computing, big data analytics,

AI and machine learning, to build blockchains to support real-time

access to patients’ clinical data [3] . The main aim of this era is

to enhance virtualization, enabling personalized healthcare in real-

time. The focus is now on collaboration, coherence, and conver-

gence, which can make healthcare more predictive and personal-

ized. 

1.1. Security in healthcare 

Healthcare data requires a high-level of security and privacy.

Privacy refers to persons having the correct rights to allow or

disclose personal information to others. This demands consensus

among healthcare providers and regulators, and the creation of

agreed policies and procedures. Privacy is the starting point to de-

termining who and whom should be allowed to access personal

patient information [4] . In line with this issue, numerous security

standards have been developed, such as HIPAA, COBIT, and DISHA,

which have been applied to protect patients’ health information.

Healthcare security is also of paramount importance to healthcare

providers to help safeguard the privacy of patients health informa-

tion. This includes managing access control of patient information,

security of patient data from unauthorized users, and the modi-

fication and destruction of stored data, etc [5] . As sizes of health-

care data increases, then there is need of security mechanisms

to protect the data. Hence, the United States and other countries

have developed security standards and regulations to protect their

healthcare information. 

1.2. Why security is important in healthcare? 

Since the dawn of the Healthcare 4.0 era, healthcare providers

have become evermore dependent on smart technologies. Such
echnologies assist in the management and diagnosis of patient ill-

esses, and help transmit, receive, and collect patient information

or health record management. The fitness of data stored on EHR

ystems plays a critical role in the success of a healthcare provider

6] . Therefore, data must always be free of threats and secure at all

imes. If these conditions are not met, the technologies used may

ot function correctly or be deemed reliable. 

With the advent of big data, the size and complexity of health-

are records is increasing and is still not optimized. Records are

ften duplicated, mismatched using different identifiers / naming

onventions, and are made available on different networks and di-

ectories of healthcare systems. The security of healthcare records

s becoming increasingly important for keeping data safe from se-

urity breaches and criminal activity. If unauthorized users are able

o gain access to patient data, it can be sold or leaked to the mar-

et, with patients’ personal information being revealed to anyone

ith access. This information may include addresses, telephone

umbers, full names, etc. The privacy of patients’ data is essen-

ial in successful healthcare management [7] . In light of these chal-

enges, various countries have proposed or created regulated stan-

ards for healthcare systems, to prevent cyber threats, which helps

mprove confidentiality of patient information and confidence in

he provider-patient relationship. At present, most healthcare sys-

ems use centralized client-server based architectures, where a

entral authority has full-access to the system. In this scenario,

ack of privacy or security flaws may lead to failures in the sys-

em, resulting in cyber intruders potentially gaining access to pa-

ient data. 

.3. Blockchain technology 

In recent years, research relating to blockchain and smart

edgers has gained in popularity due to the emergence of cryp-

ocurrencies, such as Bitcoin and Ethereum. Blockchain stores and

hares data in a distributed, trusted and immutable manner, re-

oving intermediaries, and not requiring a centralized dependency

or checking transactions [8,9] . Transparency in blockchain pro-

ides a less complicated method for accessing ledger-based trans-

ctions over networks; it connects with different computing pow-

rs from multiple nodes in the blockchain network, making it ex-

remely powerful with respect to calculation speed [10] . Blockchain

omprises various techniques and services, including Consensus

rotocol, Hash Cryptography, Immutable Ledger, Distributed P2P

etworking, and mining, which are now introduced in more de-

ail: 

• Consensus protocol: In a blockchain network, certain users have

individual access rights to grant transactions that are updated

in the system, known as consensus protocol; 

• Hash cryptography: A blockchain uses SHA256 hash for adding

transactions. This is developed by the NSA and is 64 charac-

ters long. Hash algorithms include features, such as one-way

cryptography, deterministic, faster computation, the avalanche

effect, and must withstand collisions; 

• Immutable ledger: All transactions in a blockchain network are

recorded, while the shared ledger cannot be modified or tam-

pered with; 

• Distributed P2P network: All transactions are broadcast over

the network to different users to distribute and update the

data; and 

• Mining: Miners use blocks of nonce values to achieve hash val-

ues in the network. This requires high computation speed to

achieve and obtain the reward. 

It is possible to duplicate a blockchain network to another

ocation e.g., within the same facility or healthcare delivery

etwork, or as part of a national or international data sharing
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rogram. This ability makes it possible to share healthcare data

ith researchers, partner facilities, or other interested parties

.g., insurance providers. Blockchain is linked within a network,

hich shares data and ensures that the data within the network

s accurate, reliable and consistent. We can, therefore, add data to

 blockchain at one location and distribute it to one or more loca-

ions within the same network. The new locations also share the

ata within the network, eventually distributing the new data to

he entire network, and allowing location access to the latest data.

.4. Advantages of blockchain technology 

Blockchain technology uses a distributed network, containing

ata in tamper-resistant forms. Blockchain transactions are only

pdated or added through the creation of new hash values and,

herefore, existing transactions cannot be modified. To understand

his, the potential use of blockchain technology needs to be de-

cribed against all features which make the blockchain unique

rom others: 

• Distributed ledger: Transactions are appended in a distributed

system on the network, which creates system recovery by elim-

inating a single point of failure or centralized entity; 

• Consensus mechanism: Transactions are only updated when all

verified users in the network agree to the condition of the

transaction; 

• Provenance: The complete data or asset’s history is available on

the blockchain network; 

• Immutability: Records on the network cannot be modified or

tampered with; thus, all information is secure and trusted; 

• Finality: When a transaction is committed on a blockchain, it

cannot be modified or reversed; and 

• Smart contract: The codes are created on a blockchain network,

and the computer and nodes execute on a triggered event.

Hence, The codes are auto-executed within the time frame. 

To this end, Blockchain has the potential to reduce transparency

nd security issues, such as trust of third parties at any stage of a

ransaction; this means that all intermediaries or third parties are

liminated with the advent of blockchain technology. 

.5. How transactions are created in a blockchain? 

Blockchain has a complicated working sequence for verifying

nd validating transactions via a distributed ledger network, cre-

ting immutable, secure and consensus-based ledger technology.

here are various steps required to complete a blockchain trans-

ction. In the first step, the network node requests the transaction.

he transaction is then broadcast to peer nodes of the network, in-

luding all PC nodes. The blockchain network then uses the SHA-

56 algorithm to create a unique hash. All hashes are then linked

hrough a previous hash; this makes an unbreakable network of

ransactions. If someone attempts to append a transaction, then it

ould be validated by the network node or by a smart contract,

onsensus. This immutable ledger, therefore, cannot be modified

11] ; it can only be appended to the transaction of blocks. This pro-

ess produces a secure and reliable decentralized system. By using

n algorithm, it verifies whether the user is genuine. Examples of

onfirmed transactions include cryptocurrencies, contracts, patient

ealthcare records, and clinical data. After a transaction is verified,

t is appended in the ledger for the creation of a new block in the

etwork. The block has a structure that includes an Index, Time

tamp, Data, Previous hash, and Current block hash. A new block is

hen appended to the blockchain, making it secure and free from

hange or modification. In the last step, the transaction is com-

leted or committed to the network. 
.6. A scenario in the healthcare industry 

Let’s take an example of a clinician, who has six patients that

equire medical treatment. Patients arrive at the clinician with var-

ous symptoms, such as chest pain, constipation or headaches, and

re evaluated in the accident and emergency department where

hey undergo necessary examination before treatment commences.

ne patient mentions that they have a primary care doctor, but

hat they do not use the same healthcare system, hence, the clin-

cian has to access their EHRs to obtain previous records from

hat patient’s primary care provider. The clinician receives some

est data and identifies that the patient previously attended a care

linic, a few weeks ago, for chest pain. The clinician has to, there-

ore, log in to a third party healthcare record to obtain the patient’s

ecords from the care provider. 

After reviewing this information, the clinician gets a better pic-

ure of the patient’s prior medical history and previous treatment.

t should be noted that, at this point, this would not be possible

nless the patient informs the clinician of previous healthcare vis-

ts. After the careful review of the care clinic’s notes, the doctor

nds that the patient was referred to a specialist physician in an-

ther city. The clinician has to now identify the physician’s name

nd their specialty, but does not have access to those healthcare

ecords. After sending a request to the physician’s office to obtain

he EHR data, it takes several days to receive the data, which of-

en may be complex and incomplete. The patient may also have

ealthcare data stored elsewhere, unknown to the clinician. 

In this situation, if there is a blockchain registry where the pa-

ient’s data is stored, the clinician can easily identify if the patient

as seen at other clinics or another immediate care clinic. They

an also view whether the patient had received treatment for the

ame conditions in another hospital. If the clinician had all of this

nformation readily available, they would have had a better under-

tanding of the overall health of the patient, and what previous

reatment and investigations they had undergone, which would

elp reduce duplication and avoid unnecessary avenues of inves-

igation; this would result in time and cost savings, increased ef-

ciency, and enhanced patient-centered healthcare. These abilities

re what gives blockchain the potential to dramatically impact the

fficiency and costs of healthcare delivery. Fundamental problems

xperienced in healthcare delivery include lack of management of

ata, and how data can be made verifiable, immutable, and dis-

ributed. Blockchain technology, therefore, can be used to provide

utomated database services for aggregated and secure data. 

.7. Assessment of blockchain technology in healthcare 

It is commonly understood that healthcare providers generate

normous amounts of data in various formats, including reports,

nancial documents, laboratory test results, imaging studies, such

s x-rays and CAD scans, and measurements of vital signs etc. The

xtensive database being generated in healthcare settings is ex-

anding at a rapid rate, with healthcare data suffering from var-

ous challenges, including access to data and how that data can

e accessed outside of the healthcare facility. Blockchain offers the

otential to improve the verification and integrity of such data. It

lso helps with the distribution of data within the network or fa-

ilities. These features create an impact to cost, data quality, and

alue of healthcare delivery within the system. Blockchain is an

pen, decentralized system that eliminates the ’middleman’ [12] .

lockchain healthcare systems do not require multiple levels of au-

hentication and provide access to data to everyone who is part

f the blockchain architecture. Data is made visible and transpar-

nt for users. These features can help solve the various challenges

aced by the healthcare industry today. 
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1.8. Adding blockchain to the healthcare ecosystem 

The inclusion of blockchain in the healthcare industry is divided

into four stages. In the first stage, healthcare providers have direct

connection to the blockchain; all clinical data is tracked and stored

in the existing health IT systems. Various data related to patients,

using Patient IDs, is transmitted to the blockchain network via API.

In the blockchain system, a smart contract is then used to exe-

cute the inward transactions. All transactions are committed in the

blockchain network using patient public IDs that do not contain

personal information. The blocks are created and chained through

the immutable ledger. All transactions are then committed and

uniquely identifiable. Consequently, reverse mining or query pro-

cessing begins with the health provider via the APIs. The database

of blocks stores only non-identifiable patient data, such as gender,

age, and illnesses, etc. Clinical data is analyzed to uncover new in-

sights. Finally, if the patient wishes to share his/her identity with

the healthcare provider, they can share their private key. This is

how the provider can then access the patient’s data and provide

solutions or care for identified symptoms. Obviously, the data re-

mains confidential to those who do not have the private key of the

patient. 

1.9. Research contributions 

The main contributions of this paper are described as follows.

Firstly, using distributed ledger technology, we propose a system

architecture and algorithm for a patient-centered approach to pro-

vide an access control policy with symmetric key cryptography to

a different healthcare provider. We propose a blockchain-based ap-

proach for implementing a permission-based EHR sharing system

with the use of the chaincode concept. Then, the proposed sys-

tem is analyzed to establish how it fulfills the needs of patients,

healthcare providers and other interested parties. Finally, we de-

termine the best approach for performance optimization metrics

of the blockchain system, in terms of latency and throughput, net-

work scalability, and security. 

1.10. Organization 

The rest of the paper is organized as follows: Section 2 ex-

amines related works. Section 3 presents the system architecture

and the problem formulation followed by the proposed algorithms.

Section 4 describes the results obtained using various performance

metrics and, finally, Section 5 provides conclusions and suggestions

for future research. 

2. Related work 

Yup et al. [13] explored the blockchain approach for healthcare

intelligence with regard to privacy of users. They proposed a data

access control for privacy and designed the healthcare data gate-

way. Zhang et al. [14] proposed PSN-based healthcare to secure the

system, designing two protocols for authentication and sharing of

healthcare data within a blockchain network. Xia et al. [15] de-

signed a blockchain-based approach for healthcare data sharing

using cloud-based services. They proposed the Medshare system

for access control, provenance and security of medical records.

Liang et al. [16] designed a mobile-based healthcare record shar-

ing system using blockchain, proposing a secure user-centric ap-

proach to provide access control and privacy using channel forma-

tion scheme. Jiang et al. [17] proposed a medical data exchange

system using blockchain, consequently developing off-chain and

on-chain verification for the security of the system’s storage. Li

et al. [18] explored data protection systems for healthcare, propos-

ing algorithms for memory management that assist in data man-
gement. Fan et al. [19] proposed blockchain-based medical infor-

ation of patients, improving consensus mechanisms to achieve

nhanced security and privacy of data within system. Wang and

ong [20] proposed a secure medical record sharing system us-

ng an attribute-based encryption mechanism. They used smart

ontracts to ensure the integrity and traceability of the health

ata. Guo et al. [21] presented an attribute-based signature scheme

or multiple users in electronic health record management, using

lockchain. In this attribute-based mathematical formulation, they

imed to achieve improved security of the system, using a decen-

ralized approach for enhanced privacy. 

Uddin et al. [22] designed a system architecture based on a con-

inuous patient monitoring system, using a patient centric agent

n the main module; they enhanced the security and privacy of

he proposed system with taken simulations. Sun et al. [23] intro-

uced a distributed attribute-based signature scheme for medical

ystems based on blockchain, while also proposing a blockchain-

ased records sharing protocol with supporting algorithms. Poslad

nd Poslad [24] discussed current issues and proposed an access

ontrol policy for electronic medical records with finer granu-

ar access within the system. Yang and Li [25] designed architec-

ure for securing electronic healthcare records based on distributed

edger technology and also improved the interoperability of health

ecords between different organizations. Thakkar et al. [26] ex-

lored two approaches for performance evaluation of the system

f blockchain framework, optimizing performance with aggressive

aching and configuration endorsement policy. Sukhwani et al.

27] analyzed the performance metrics of the hyperledger fabric

ramework. Gorenflo et al. [28] proposed the optimization for per-

ormance for blockchain framework and design architecture, con-

guring it to reduce input/output, and computation for enhanced

erformance. Finally, Chen et al. [5] proposed the searchable en-

ryption scheme for electronic healthcare records using blockchain.

hey designed an algorithm for indexing healthcare records and a

wo-part evaluation scheme. The relative comparison of the state-

f-the-art blockchain-based approaches to secure EHR systems is

iven in Table 1 . 

. Proposed approach 

In this section, the proposed approach for electronic health

ecord sharing, based on blockchain network, is introduced. Con-

equently, the blockchain-based EHR sharing system architecture is

roposed. Various methods and configurations for the block trans-

ction in the network are deployed. In the proposed system, a

hared symmetric key and private key enable the EHR to be dis-

ributed to other participants in the blockchain network. The most

ppropriate EHR sharing algorithms for the smooth operation and

ess communication time are also discussed in Table 1 . 

.1. System architecture 

The blockchain based EHR system architecture is described in

his section. There are four participants in the propoed system as

hown in Fig. 1 : Patient, Clinician, Lab and System admin. In this

ystem, various assets or smart contracts are defined, including,

ut not limited to: CreateMedicalRecord, GrantAccessToClinician,

rantAccessToLab, RevokeAccess, RevokeAccessToLab as shown in

ig. 1 . 

The system workflow is simple to use. Participants register

hrough the client application or SDK, requesting an enrolment

ertificate via a Membership Service Provider (MSP) to the cer-

ificate authority. Then, the certificate authority issues the certifi-

ate and private key with a new ID to enrol the participant. All

ransactions are distributed over the hyperledger fabric blockchain

etwork. Participants have different roles in the system and can
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Table 1 

State-of-the-art blockchain-based approaches to secure EHR systems. 

Author Year Objective 1 2 3 4 5 6 7 Pros Cons 

Yup et al. [13] 2016 To discover blockchain-based 

healthcare intelligence with 

privacy. 

√ √ 

✗ 
√ 

✗ 
√ 

✗ Records controlled by 

patients. 

Design illustration 

only. 

Zhang et al. [14] 2017 To develop a secure health system 

for an extensive network. 

√ 

✗ 
√ √ 

✗ ✗ 
√ 

Share load of network. No mature schemes. 

Xia et al. [15] 2017 To design blockchain-based health 

sharing with cloud-based 

services. 

√ √ √ √ √ 

✗ 
√ 

Access control 

mechanism 

Scalability, key 

management. 

Liang et al. [16] 2017 To use blockchain for the sharing 

of healthcare records and 

collaboration in mobile health 

usage 

√ √ 

✗ ✗ 
√ 

✗ ✗ Secure merkle root 

tree for transactions, 

data Sharing and 

healthcare 

Collaboration. 

Interoperability 

Jiang et al. [17] 2018 To develop a blockchain-based 

system for medical data 

exchange. 

√ √ √ √ 

✗ 
√ √ 

Joins the approach of 

off-chain storage and 

on-chain verification 

for privacy and 

authenticity. 

System performance 

and fairness, and 

complex access 

control. 

Li et al. [18] 2018 To review data protection systems 

for health data 

√ 

✗ 
√ √ √ √ √ 

Immutable, 

cryptographic 

algorithms and 

memory 

management helps 

manage leaked data. 

Paper-based records 

are easily lost, slow 

rate, low memory. 

Fan et al. [19] 2018 To strengthen efficient and 

secured health record sharing 

with a blockchain network. 

√ √ √ √ √ √ √ 

Record management 

and sharing from 

EMR systems, and 

access mechanism. 

Miners higher 

computation power 

leads to down 

system. 

Wang and Song 

[20] 

2018 To provide a secured EHR system 

with cloud-based help of 

attribute-based cryptosystem 

and blockchain. 

✗ 
√ √ √ √ √ 

✗ Identity-based 

encryption to 

encrypt database, 

ensures integrity and 

traceability. 

Deployment is yet to 

be complete. 

Guo et al. [21] 2018 To propose a secure ABE scheme 

with multiple authorities for 

blockchain in EHRs 

✗ 
√ √ √ √ √ √ 

Immutability of the 

information ledger. 

Interoperability, 

privacy. 

Uddin et al. [22] 2018 To explore continuous patient 

monitoring with a patient 

centric agent. 

√ √ √ √ √ √ √ 

Lightweight encryption 

and authentication, 

tamper proof, and 

protection against 

single point of 

failure. 

End-to-end delay. 

Sun et al. [23] 2018 To propose a decentralizing 

attribute-based signature for 

healthcare using blockchain. 

✗ 
√ √ √ 

✗ 
√ √ 

Verifiable, secure 

sharing of 

large-scale and 

distributed EHR, 

anonymity, and 

non-repudiation. 

Attribute certificates, 

storage capacity. 

Poslad and Poslad 

[24] 

2018 To suggest access policy to EMR 

based systems using blockchain. 

√ √ 

✗ 
√ 

✗ ✗ ✗ Finer granular control Theoretically proven. 

Yang and Li [25] 2018 To design architecture for secure 

EHR based on blockchain. 

√ √ 

✗ 
√ 

✗ ✗ ✗ Secure records model. Implementation. 

Thakkar et al. [26] 2018 To evaluate blockchain platform 

performance and optimization. 

✗ 
√ 

✗ ✗ ✗ 
√ √ 

Ability to simulate 

network 

performance. 

Scalability. 

Sukhwani et al. [27] 2018 To develop a permission-based 

blockchain platform. 

√ √ 

✗ 
√ 

✗ 
√ √ 

Identified permission 

blockchain integrity. 

Scalability. 

Gorenflo et al. [28] 2018 To scale a blockchain network 

using fabric. 

√ √ 

✗ 
√ 

✗ 
√ √ 

Demonstrable 

capability of 

blockchain network. 

Increased computing 

power needed. 

Chen et al. [5] 2019 To design a searchable encryption 

for EHR using blockchain. 

√ √ √ √ √ √ √ 

Security analysis with 

searchable 

encryption 

algorithm. 

Scalability. 

Proposed approach 2019 To design and propose an efficient 

blockchain-based EHR sharing 

system with enhanced security 

and privacy. 

√ √ √ √ √ √ √ 

Permission-based EHR 

system with 

cryptography key, 

Design access 

control policy 

algorithm with 

smart contract, 

Achieves 

performance 

optimization of the 

system. 

- 

1 : Architecture 2 : Access control policy 3 : Algorithms 4 : Encryption key 5 : EHR sharing system 6 : Framework 7 : Performance evaluation. 
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Fig. 1. System architecture. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm 1 Algorithm on Admin Working. 

Input: Enrolment Certificate ( E C ) requested from Certification Authority ( C A ) 
Output: Access to P HL , C HL and L HL transactions for all ( P HL , C HL , L HL ) ε B N 
Initialization: N Admin should be valid node. N Admin can 
Write/Read/Update/Remove nodes C ID , P ID , L ID 

1: procedure Admin ( P ID , C ID , L ID ) 
2: while (True) do 
3: if ( C ID is valid) then 
4: Add_Clinician to the blockchain Network 
5: Add_Clinician( B N , C ID ) 
6: Grant_access( C ID , U Name , P K ) 
7: else 
8: Not_exist( C ID ) 
9: end if 

10: if ( P ID is valid) then 
11: Add Patient to the blockchain Network 
12: Add_Patient( B N , P ID ) 
13: grant_access( P ID , U Name , P K ) 
14: else 
15: Not_exist( P ID ) 
16: end if 
17: if ( L ID is valid) then 
18: Add Lab to the blockchain Network 
19: Add_Lab( B N , L ID ) 
20: grant_access( L ID , U Name , P K ) 
21: else 
22: Not_exist( L ID ) 
23: end if 
24: end while 
25: int N; {0 means bad behaviour, 1 means good behaviour} 
26: for all („) do 
27: if (behaviour_node( N) then 
28: Not update( C ID , P ID , L ID ) 
29: else 
30: Remove_update( C ID , P ID , L ID ) 
31: end if 
32: end for 
33: end procedure 

t

r  

a  

c  
only access records that they have been granted access. Patients

can add records using the client application, which invokes the

chaincode for committing a transaction to the network. After com-

mitting the transaction into the blockchain network, the updated

transactions are distributed over the network; this ensures that

every transaction over the network is distributed to every partic-

ipant in the system and that each transaction cannot be modi-

fied or deleted by unauthorized users. Transactions are only added

to the previous hash with a timestamp, so the network is fully

secure. 

Records are updated and visible to every user in the blockchain

network. The providers, like clinicians and laboratory staff, can

query required data over the network. If the patient grants access

to view and update their records into the EHR ledger network,

then the clinician or laboratory participant can view and update

whenever needed for permission records of the patients. 

3.2. Proposed algorithms 

The EHR sharing system has four types of participants, includ-

ing admin, patients, clinicians, and laboratory staff. The precise ex-

ecution of admin in a blockchain network is shown in Algorithm 1 .

The enrolment certificate of admin is requested from the certifica-

tion authority. The admin has full access to the system, including

write, read, update, and removal of participants. If clinicians, pa-

tients or laboratory staff are valid, then admin is able to issue a rel-

evant ID to each participant for enabling access to the blockchain

network. If the behavior of the participant is found to be inap-

propriate, then admin can remove that participant with a remark

over the hyperledger blockchain network. Table 2 lists all acronyms

used in the algorithm. 

The systematic execution of the patient module is shown in

Algorithm 2 . In this, the patient node requests a private key for

login to the network administration. After being granted access

to the blockchain network, the patient has various rights, such as

read, write, and revoke EHR records. This procedure for the patient

node uses its identification to the blockchain network. If the pa-
ient has a valid node, then patient, clinician, and laboratory staff

ecords can be viewed or searched over the network. If M PID is in

 patient’s hyperledger network, then M PID can grant access to the

linician node for reading and updating the medical records in the
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Table 2 

Abbreviations. 

P HL Patient hyperledger 

C HL Clinician hyperledger 

L HL Lab hyperledger 

N Admin Network admin 

B N Blockchain network 

C ID Clinician ID 

P ID Patient ID 

L ID Lab ID 

P K Private key 

U Name Username 

P REC _ I Patient records 

M PID Medical records of patient 

Algorithm 2 Algorithm on Patient Working. 

Input: I D and key requested from N admin 

Output: Get access to P HL transactions 
Initialization: P HL should be valid node. P HL can Read/Write/Grant/Revoke 
EHR records. 

1: procedure Patient ( P ID ) 
2: while (True) do 
3: if ( P ID ε B N ) then 
4: if ( P REC_I not B N ) then 
5: Create_records( P ID , P REC_I , B N ) 
6: else 
7: Update_records( P ID , P REC_I , B N ) 
8: Read_records(P ID , P REC_I , C ID , L ID , B N ) 
9: end if 

10: else 
11: Not_exist( P ID ) 
12: end if 
13: if Visit( P ID , C ID , L ID , B N ) then 
14: M PID = Med record (P ID ) 
15: if then M PID ε P HL (B N ) 
16: Grant_records( M PID , C ID , L ID , B N ) 
17: else 
18: ( C ID , L ID ) ← NOTIFY(”Medical record does not exist”) 
19: end if 
20: if ( M PID ε C ID , L ID Treatment_completed(P ID )) then 
21: Revoke_records( M PID , P REC_I , C ID , L ID ,B N ) 
22: else 
23: ( C ID , L ID ) ← NOTIFY(”P ID voluntary revoke M PID ”) 
24: Revoke_records( M PID , P REC_I , C ID , L ID ,B N ) 
25: end if 
26: else 
27: Not Visit 
28: end if 
29: end while 
30: end procedure 

b  

a  

t  

t  

c  

t  

i  

t  

i  

c  

u

 

A  

n  

i  

s  

t  

i  

s  

t  

Algorithm 3 Algorithm on Clinician Working. 

Input: I D and key requested from N admin 

Output: Get access to C HL transactions 
Initialization: C HL should be valid node. C HL can Read/Write Permissioned 
EHR records by the patients and write medical records of the patients. 

1: procedure Clinician ( C ID ) 
2: while (True) do 
3: if C ID ε B N ) then 
4: if (Granted M PID ε C ID then 
5: Read_records( C ID , P REC_I , M PID , B N ) 
6: Update_records( C ID , P REC_I , M PID , B N ) 
7: else 
8: Write_records( C ID , M PID , B N ) 
9: Read_records( C ID , L ID , B N ) 

10: end if 
11: else 
12: Not_exist( C ID ) 
13: end if 
14: end while 
15: end procedure 

c  

t

 

A  

A

I
O
I  

E

1

1
1

1
1

t  

i  

n  

n  

o  

p

a

3

 

i  

p  

t  

(  

s  

i  

w  

s  

m  

e  

f  

N  
lockchain network. Step 17 suggests that if the medical records

re not available, then the system should notify the clinician that

he medical history of such patient is not found. After that, the pa-

ient can revoke access from the laboratory staff member or clini-

ian in the network after the treatment is completed or if the pa-

ient does not want their data to be shared. Step 20 suggests that

f M PID is in the clinician or laboratory staff hyperledger network,

hen the patient can revoke access using calling method to revoke

n the blockchain network. Otherwise, the patient can notify the

linician or laboratory staff by voluntary revoking access and then

sing calling method to revoke. 

The precise working of the clinician module is depicted in

lgorithm 3 . In the input step, the clinician requests a key from the

etwork admin to enable login. In the output phase, the clinician

s granted access for clinician hyperledger transactions. The node

hould be a valid node. If C ID belongs to the blockchain network,

hen patient ́s medical records are granted to the clinician. The clin-

cian is then able to read and update the permissioned EHR in the

ystem. If the clinician does not have accessed to the patient ́s IDs

hen they can write records in the hyperledger network. A clini-
ian can also search available clinicians and laboratory staff over

he network. 

The systematic execution of lab working is shown in

lgorithm 4 . In this, laboratory staff request the private key from

lgorithm 4 Algorithm on Lab Working. 

nput: I D and key requested from N admin 

utput: Get access to L HL transactions 
nitialization: L HL should be valid node. L HL can Read/Write Permissioned
HR records by the patients. 

1: procedure Lab ( L ID ) 
2: while (True) do 
3: if L ID ε B N ) then 
4: if (Granted M PID ε L ID then 
5: Read_records( L ID , P REC_I , M PID , B N ) 
6: Write_reports( L ID , P REC_I , M PID , B N ) 
7: else 
8: Read_records( L ID , L ID , B N ) 
9: end if 
0: else 
1: Not_exist( L ID ) 
2: end if 
3: end while 
4: end procedure 

he network admin. In the output of the input request, if the node

s found to be valid, then access is granted over the hyperledger

etwork. The working of the lab node is similar to the clinician

ode. The lab node can read medical records and write a report

n the results from patient ́s testing, such as blood or immunity re-

orts, etc. This node can also search all available laboratory staff

nd clinicians over the network. 

.3. Deployment phase 

The blockchain-based framework, called hyperledger fabric, and

ts sandbox, called hyperledger composer, are used to develop the

roposed electronic health record system. Hyperledger project is

he open source permission based Distributed Ledger Technology

DLT). It was developed by Linux foundation to support various

mart contracts and logic for implementing multiple applications

n the blockchain network. Hyperledger composer is a sandbox in

hich the smart contract can be performed and tested through vi-

ualization of the network. It is a permissioned and consortium-

anaged blockchain, meaning that all participants are known to

ach other, so that the network is fully trusted and secure. This

ramework is not domain specific and hence, supports Java, Go,

ode.js, etc. for developing contracts and business networks. It also
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Fig. 2. Framework workflow. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Network structure. 
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provides secure interaction between different participants and or-

ganizations that use the Crase Fault Tolerance (CFT) and Byzantine

Fault Tolerance (BFT) consensus mechanism that do not require

more cost for mining. 

To work with hyperledger fabric and composer, “Docker” is uti-

lized for setup and initialization. Docker is an operating system

level container, which can be used by a developer and/or sys-

tem administrator. It is useful for creating, deploying and running

hyperledger-based applications or business networks in the con-

tainer. It allows the developer to package-up all dependencies and

functionalities into one container. By using docker, the hyperledger

fabric and composer network can run inside the container. 

3.4. Measurement phase 

In this phase, the whole framework is organized into a net-

work. Fig. 2 depicts that the main host has a flow of installation

of the developed or experimental system with hyperledger depen-

dencies. During preparation, the host’s role is to execute the EHR

system that is connected to the caliper tool hyperledger environ-

ments. During the second phase, the primary host setup of the ex-

periment takes place with the caliper framework. After that, the

setup of measurement is held to the caliper and hyperledger hosts.

During measurement, all nodes are monitored by installing Wire-

shark that captures the packets with tcpdump and synchronized

local loopback server of the docker container. Through use of the

Wireshark network performance tool, the response trip time of the

network, TCP pcap file, etc. are measured and monitored. By gen-

erating the pcap file, all the visibility of the packets and network

nodes are complete. Hyperledger fabric consists of peers, orderers

and Certificate Authority (CA). 

After the measurement is completed, an experiment execution

has taken place with caliper and hyperledger environments exe-

cuted in virtualization of the node using Docker. With the config-

uring of the pre-measurement script, the various experiments are

performed in the caliper. The measurement collection is retrieved

from the hyperledger caliper, including all transaction data. After

all these steps are complete, the evaluation of the system takes

place. 
.5. Evaluation phase 

.5.1. Pre-processing 

Evaluation is critical to check system performance and scala-

ility in a directed way. It begins with the pre-processing stage.

ll network traffic can be obtained with the help of the Wire-

hark pcap file. This analyzes all network traffic that filters only

or TCP messages that are transmitted with hyperledger fabric. In

he framework, all communication is done via a gRPC protocol -

his runs on the top of the TCP. 

.5.2. Reporting 

Evaluation is achieved using spyder IDE which runs on ana-

onda navigator. It uses matlablib which allows the drawing of

tatistical data. It also imports pandas3 that offers data analysis

nd transformation of data. The python3 programming language is

sed for creating graphs in the evaluation phase. Network data is

lso taken into account via the Wireshark tool and saved in the

cap file, which reads all TCP packets, sending times, source port

nd destination port. All the network IPs are replaced with the

ode naming of the hyperledger caliper and peer organization for

etter visualization. The caliper report file of HTML contains all the

ransactions that are performed during evaluation, such as transac-

ion send rate, throughput, latency, organizations, peers, max CPU

sage, and memory usage, which are extracted and then processed

or transformation. Data is then visualized via matlablib in various

iewpoints. 

For the evaluation of the system, various experiments are de-

cribed to demonstrate the capability of the EHR system, provid-

ng insights into the benchmarks of the Hyperledger Fabric. In this

tudy, multiple use cases are simulated, including one organization

 one peer, two organizations - one peer, three organizations - one

eer, two organizations - two peers and three organizations - two

eers. Each organization has various ledger peers in the network

hich are used for carrying a copy of the ledger. A single orderer

ost is responsible for the creation of blocks, while the Caliper host

xecutes the workloads. Thus, every host is a part of the star topol-

gy and carries out the following measurements and evaluation, as

hown in Fig. 3 . 

. Performance analysis 

In this section, the evaluation of the proposed system is de-

cribed with simulation settings and evaluation metrics. The dis-
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Fig. 4. (a) Transactions commit time, (b) Transactions average latencies (c) Trans- 

actions throughput. 

c  

t  

o  

i  

a  
ussion on obtained results by varying parameters like block size,

ndorsement policy, block creation time, etc. is also presented. Re-

ults are shown concerning performance latency, throughput, by

etwork capturing, etc. Different scenarios with varying configu-

ation are visualized through graph plot. 

.1. Simulation settings 

Hyperledger caliper is a benchmarking tool that is used for the

lockchain network. It supports various hyperledger frameworks,

uch as fabric, composer, sawtooth, iroha, etc. In this paper, caliper

ool is used to verify and execute the performance of the system

nd its various parameters, including latency, throughput, CPU us-

ge, memory consumption, disk write/read, network I/O, etc., and

etrics for the evaluation of the system. The configuration param-

ters are modified as per assessment, such as block size, block

ime, endorsement policy, channel, resource allocation, and ledger

atabase etc. The simulation PCs have the following configurations:

• 2 Core CPU (Intel Core i5 1.3GHz (Turbo Boost up to 2.6GHz)

with 3MB shared L3 cache) 

• 4GB memory 

• 1 Gbit/s network 

• 120GB SSD 

.2. Scenario 1: Basic experiment 

Various observations are taken into account for understanding

nd evaluating the hyperledger platform of blockchain technology.

he first experiment is conducted under different measurements

nd executed in five rounds of writing the transaction into the net-

ork of the ledger with 10 0 0 transactions in each round at few

ates of 50, 100, 150, 200, 250 transactions per second. 

The transaction time gives the performance of the blockchain

etwork. Fig. 4 (a) shows different lines that contain the time taken

o successfully complete the transactions in the unusual configura-

ion of the network. 

1org1peer, 2org1peer, 2org2peer depict different performances

f transactions. The results are taken on five rounds and

ach round has 10 0 0 transactions with different rates tps.

he 1org1peer takes 140s to reach 50 0 0 transactions. Similarly,

org1peer reaches 30 0 0 transactions, and 2org2peer reaches only

0 0 0 transactions in 140s. It is, therefore, clear that with the in-

rease in organizations and peers, the time needed to execute

ransactions increases. 

In the mathematical formula of transaction latency. Suppose, T L 
s transaction latency that is time taken for using the network. C T 

s the confirmation time for the transaction, and changes with net-

ork threshold N T . S T is submit time for the transaction in the

lockchain network as given in Table 3 . 

ransaction latency T L = (C T ∗ N T ) − S T 

The average latency of the performance testing using caliper re-

ort is shown in Fig. 4 (b). In this figure, latency is measured in

econds. It depicts the latency of the communication and writing

ransactions success rate. 1org and 1peer have much less latency as
Table 3 

Basic measurement. 

Parameter Configuration 

Rounds 5 

Transactions 1000 per round 

Transactions mode Write 

Rate 50 to 250 tps 

Varied Factor –

t  

c  

c  

a  

n

T

 

t  

T  
ompared to 2org1peer and 2org2peers. In various rounds, when

ransaction rate increases, then latency time also increases. More

rganizations and more peers show higher latency. The low latency

s a result of higher throughput. Therefore, latency and throughput

re inversely proportional. In the mathematical formula of transac-

ion throughput, suppose, T T is transaction throughput that is suc-

ess rate of the transaction with defined tps. T CT is the transaction

ommitted on the entire network. The invalid or failed transactions

re subtracted with total transactions time T TS at many committed

odes N CN . 

 T = T CT / T TS ∗ N CN 

Fig. 4 (c) depicts the throughput against transaction rates. The

hroughput is taken against 1org 1peer, 2org 1peer, 2org 2peers.

he throughput reaches the highest 70 tps in 1org 1peer network
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Table 4 

Calculation with varied transaction mode. 

Parameter Configuration 

Rounds 3 

Transactions 1000 per round 

Transactions mode Read 

Rate 100, 200, 250 tps 

Varied Factor –

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. (a) Calculations with querying transaction latencies, (b) Calculations with 

querying transaction throughput. 

Fig. 6. Resource consumption. 
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settings, while 2org 1peer and 2org 2peer decreases the through-

put to 20 tps, and 10 tps, respectively. This shows higher latency

and gives the communication gaps to achieve better performance. 

4.2.1. Measurements with varying transaction mode of querying the 

transactions are as follows 

In this measurement of the hyperledger caliper, there are three

rounds taken to perform a test. In the configuration file, the trans-

action mode is changed to read state with 100, 200, 250 tps rate. 

In the mathematical formula of reading transaction latency,

suppose, R L is reading latency; that is time taken for a reading re-

quest submitted and its reply on the network. S T is submit time

and R R is a time when the response is received as shown in

Table 4 . 

Read latency R L = R R − S T 

In the mathematical formula of reading transaction throughput,

suppose, R T is reading throughput. This is measured as the total

number of reading operations achieved in various time intervals or

seconds. R O is the total number of reading operations, and T T is

the total time in the second format. 

Read throughput R T = R O − T T 

After measuring the writing of transactions, querying of the

transactions with different network sizes are shown in Fig. 5 (a).

In this, as compared to the writing of transactions, querying of

the transaction is much faster. Fig. 5 (a) shows lower transaction

latency. In this, for higher network size simulation of 2org 2peer,

the average latency is maximum only 12s, as compared to the writ-

ing of transaction having a maximum of 50s in various rounds. It

is therefore clear that querying the transaction on the blockchain

network is much faster than writing a transaction. 

Fig. 5 (b) shows a higher throughput compared to previous

writing transaction throughput. The querying transaction, mode

achieves the near about 50% of higher throughput compared to

writing mode. 

4.2.2. Evaluation of resource consumption on various nodes 

For resource consumption, when executing caliper testing for

the network, various parameters are measured such as average

CPU consumption, memory, incoming traffic, outgoing traffic, disc

read/write, etc. Fig. 6 depicts various peers, while orderer CPU con-

sumption is shown. In this, the 2org 1peer network size is used for

evaluation. Here, orderer has the minimum CPU consumption, but

the outgoing traffic from the node is about 15MB per second in

different rounds of the test. 

Multiple peer nodes having different traffic and consumption of

memory and CPU are shown in Table 5 . 

4.2.3. Wireshark tcpdump network traffic statistics 

The network traffic and its statistics are captured during the

execution of the caliper on the EHR system using the Wireshark

tcpdump. In this, during execution, the packets are captured using

Wireshark and saved in a pcap file. The outgoing network traffic

is shown in Fig. 7 with the execution time of the evaluation. The

max packets per second are achieved at 800 packets/s. 
The measured network statistics are shown in Table 6 . In this,

arious measurements such as packets, time span, average pps,

ize, etc. are taken into account. There are 49,275 packets captured

n the execution of the 2 org 1 peer scenario. 

.3. Scenario 2 : Experiment with varying block time 

In this experiment, the optimization of the network is per-

ormed. Varying the measurement of block creation time in config-

ration of the hyperledger caliper for EHR system achieves varying

esults. Table 7 shows the configuration of the caliper that is used

or the experiment. 

Fig. 8 (a) shows the transaction latency of the 2 org 2peer net-

ork configuration. Here, for achieving minimum latency, the op-

imization metrics were considered. After increasing the endorse-
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Table 5 

Resource consumption of various parameters. 

Type Name Memory(avg) CPU(avg) Traffic In Traffic Out Disc Write 

Docker peer1.org1.example.com 276.0MB 15.70% 4.3MB 440.4KB 6.2MB 

Docker peer0.org1.example.com 207.5MB 27.70% 6.6MB 3.5MB 6.2MB 

Docker peer0.org2.example.com 206.0MB 28.93% 6.6MB 3.6MB 6.2MB 

Docker peer1.org2.example.com 224.1MB 16.10% 4.3MB 439.0KB 6.2MB 

Docker orderer.example.com 59.9MB 5.07% 3.9MB 15.5MB 4.6MB 

Table 6 

Network statistics of 2org 2peer. 

Measurement Captured 

Packets 49,275 

Time span, s 286.907 

Average pps 171.7 

Average packet size, B 1202 

Bytes 59,231,147 

Average bytes/s 206 k 

Average bits/s 1651 k 

Table 7 

Varied block time measurement. 

Parameter Configuration 

Rounds 5 

Transactions 1000 per round 

Transactions mode Write 

Rate 50 to 250 tps 

Network size 2Org 2Peer 

Varied Factor Block Time 

Endorsement Policy 2 of : {signed-by: {0, 1}} 

m  

b  

n  

t  

a  

w  

m  

r

Table 8 

Varied block time measurement with reading mode. 

Parameter Configuration 

Rounds 3 

Transactions 1000 per round 

Transactions mode Read 

Rate 100, 200, 250 tps 

Network size 2Org 2Peer 

Varied Factor Block Time 

Endorsement Policy 2 of : {signed-by: {0, 1}} 

 

v  

t  

s  

t

4

 

t  

o  

s  

a

 

c  

T  

r  

s  

o  

b  

o  
ent policy block creation time, the caliper results default into

lock time. The result shows 1.5x decrease in the latency of the

etwork, which helps to increase the performance of the EHR sys-

em. For transaction rate of 50 having the minimum latency of

bout 27s which is down from about 52s. For 250 tps having 37s

hich is also down from the 50s. This is an achievable perfor-

ance of the system by modifying the default network configu-

ation of the hyperledger. 
Fig. 7. Networ
The transaction throughput is shown in Fig. 8 (b). It depicts the

arying block time with the policy of the network giving better

hroughput and performance with respect to committing time and

uccess rate of the transaction. By combining optimization overall

hroughput, it improved by 1.75x for 50 to 250 tps. 

.3.1. Read transactions with varying block time 

The read transaction mode is used to read the received transac-

ion with a defined time interval. Table 8 shows the configuration

f the read transaction. For achieving the better performance of the

ystem, endorsement policy and block time for transaction reading

re modified in the network. 

The optimization of the blockchain with varying block times for

reation is beneficial in the reading or querying of transactions.

he optimized performance is shown in Fig. 9 (a) with transaction

ate and its latency. In terms of optimization, the latency of the

ystem is decreased by 40%, which are achievable results for the

verall network performance. The average latency of default 250ms

lock time is 9s and modifying policy and block time by 2s has

nly a 4s latency. For max tps of 250 having a default block time
k traffic. 
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Fig. 8. (a) Transaction latencies with varying block time, (b) Transaction throughput 

with varying block time. 

Table 9 

Varied block size measurement with reading mode. 

Parameter Configuration 

Rounds 5 

Transactions 1000 per round 

Transactions mode Write 

Rate 50 to 250 tps 

Network size 2Org 2Peer 

Varied Factor Block size with transaction rate 

Endorsement Policy 2 of : {signed-by: {0, 1}} 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 9. (a) Querying transaction latencies with varying block time, (b) Querying 

transaction throughput with varying block times. 

Fig. 10. (a) Transaction latencies with varying block size for higher TPS, (b) Trans- 
is 13s and with the updated configuration it decreases to 6s of the

read latency. 

As commonly understood, latency is inversely proportional to

throughput and hence, the read throughput is increased with up-

dating configuration of the block time and policy. Fig. 9 (b) shows

that for 100 tps, transaction throughput is increased from 52 to 78

and also for max tps of 250 having achieved performance from 50

to 73 throughput for the transaction over the blockchain network.

We can therefore conclude that the read throughput is improved

by 1.5x. 

4.4. Scenario 3: Experiment with varying block sizes 

In this third scenario, varying max transaction limits per block

size in the caliper configuration file is shown to affect the endorse-

ment policy with different transaction rates. In this analysis, vary-

ing block sizes into half of its default size and its different transac-

tion rates are taken into account for achieving optimization in the

blockchain network. 

action latencies with varying block size for lower TPS. 
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In the blockchain network, the block size is an important pa-

ameter for the performance of the system. For the first experi-

ent with modifying size of block, this is shown in Fig. 10 (a). Here,

he maximum transaction per second rate is taken, such as 50, 100,

50, 200, 250. The evaluation is done on block size 10 and 5. The

esult of the evaluation does not affect the latency of the commit-

ed transaction. Block size 10 has a marginally lower latency than

lock size 5 as shown in Table 9 . 

After modifying the block size in the previous experiment, con-

guring block size with a lower transaction rate shows more im-

roved results, as shown in Fig. 10 (b). Here, the minimum transac-

ion per second rates are taken with 25, 50, 75, 100, 125. By using

his configuration, block size 5 has improved results by about 1.75x

f lower latency time. Similarly, an improved transaction through-

ut of nearly 1.75x is observed. 

Through experimentation, it is observed that lower Transac-

ions Per Second (TPS) on smaller block sizes result in improved

erformance of the system. Similarly, a higher Transaction Rate

TPS) on a larger block size results in enhanced performance of the

lockchain system. 

. Conclusion 

The use of blockchain in healthcare systems plays a critical role

n the current healthcare market. It can result in automated data

ollection and verification processes, correct and aggregated data

rom various sources which are immutable, tamper resistant and

rovide secured data, with reduced probability of cyber crime. It

lso supports distributed data, with redundancy and fault tolerance

f the system. In this paper, current challenges faced by the health-

are industry are discussed. We propose a system architecture and

lgorithm for access control policy for participants to achieve pri-

acy and security for patient data in the EHR system. Also, the

mplementation of a EHR sharing system, based on the blockchain

etwork is given. The proposed work eliminates the central author-

ty and a single point of failure in the system. System security is

chieved through immutable ledger technology as any user cannot

odify the ledger. Performance evaluation of the proposed system

s completed using the caliper for various scenarios by configuring

lock size, block creation time, endorsement policy and proposed

ptimization for evaluation metrics, such as latency, throughput,

nd network security for obtaining better results. By optimizing

he performance of the proposed system, it is improved by 1.75x

nd latency is decreased by 1.5x. This shows the blockchain capa-

ility and importance in various areas and proves that it could be

he next revolutionary technology for replacing current healthcare

ystems. 
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