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A B S T R A C T

Recently, the evolving of 5G networks is foreseen as a major driver of future mobile vehicular social networks
(VSNs), which can provide a novel method of code disseminations. Based on this concept, vehicles can be used
as code disseminators. That is, infrastructures of a smart city can be upgraded by receiving updated program
codes that are disseminated by vehicles in the VSNs. Specifically, vehicles in the 5G network are hard to be
managed. Under this domain, safety of program codes is a key challenge. Meanwhile, improving coverage of
program codes is also challenging. However, arranging plenty of vehicles as code disseminators will incur large
costs of the ground control station (GCS). Therefore, by utilizing machine learning methods, this paper proposes
a ‘‘Machine Learning based Code Dissemination by Selecting Reliability Mobile Vehicles in 5G Networks’’
(MLCD) scheme to choose vehicles with higher reliable degree and coverage ratio as code disseminators to
deliver code with lower costs. Firstly, reliable degrees of vehicles are calculated and selected to improve safety
degree of code disseminations. Secondly, vehicles with higher coverage ratio are preferred to promise code
coverage. Thirdly, machine learning methods are utilized to select vehicles with both higher coverage ratios
and reliable degrees as code disseminators with limited costs. Compared to random-selection and coverage-only
scheme respectively, the MLCD scheme can improve safety degree of code dissemination process by 83.6% and
18.86% in 5G networks, and can improve coverage ratio of updated information by 23.16%. Comprehensive
performances of the proposed scheme can be improved by 80.56% and 17.25% respectively. Future works
focus on improving code security in 5G networks by more advanced and suitable machine learning methods.

1. Introduction

Recently, the increasing demands and requirements of vehicular
social networks (VSNs) poses challenges for the 5G networks [1,2]. The
5G mobile system is complex and is hard to be managed. Therefore, a
hot research aspect where a VSNs systems’ reliability to enhance and
promise a safety environment via the machine learning schemes (ML)
becomes more prudent and significant. In the 5G mobile networks, be-
cause of the characteristics of large-number and mobility, the vehicles
have been widely utilized in varies of situations in smart city. Large
number of vehicles can act as mobile data mules to deliver data or to
collect data from plenty of sensors that spread across virtually every
smart city streets (garbage cans, streetlamps, bus stations, etc., with
low costs [3]. Moreover, it is convenient for those mobile vehicle to
transmit codes to hundreds of thousands of sensor derives in a smart
city, especially in dynamic city networks, where there are plenty of
temporarily deployed sensing devices that are not connected to the
Internet. [4,5]. Researches above have developed and provided more
convenient services to the social life.
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The sensing devices, which are applied to public infrastructures
such as streetlamps, garbage cans, advertising panels, etc., are wildly
deployed in the 5G networks. Large amount of sensing devices can
be upgraded through updating their program code by using software-
defined technology and can radiate a new life. Therefore, updating
program codes of those devices is an urgent but challenging issue. With
expansions of mobile and sensing technologies, there is a tendency
that vehicles are utilized as code disseminators, which can update
program codes of sensing devices in the 5G mobile networks. Over
code dissemination scenarios, vehicles have gained attentions because
of the mobility feature. However, many issues raised in this process,
such as the coverage issue [6,7], the safety issue [8,9], the reliability
issue [10–12] and the cost saving issue [13–15], etc. Among those
issues, both safety and coverage of vehicular disseminators are of great
importance in the 5G mobile networks. Firstly, the safety issue occurs
because of participations of malicious vehicles; malicious vehicles will
lead to the phenomena such as code tampering, code losses, etc [16].
Secondly, coverage issue influences the performances of program code
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disseminations, because the program codes of infrastructures in the
uncovered regions cannot be updated. That will have direct influences
on the results of the sensing devices. Therefore, selecting suitable
vehicles that can improve both safety factor and coverage factor is the
main target that has been investigated in this paper.

In practice, ML schemes are the processes that can automatically
learn from previous experiences and studies, and reach unpredicted re-
sults with high precisions [17,18]. With popularizations of ML schemes,
large number of modern fields [19] such as automotive and networks
are exploiting machine learning to improve and enhance safety envi-
ronment [20,21], which improves result precisions. Therefore, in this
paper, the ML schemes are deployed in vehicular selection process to
optimize both safety degree and coverage ratio of code disseminators
in the 5G mobile networks.

In this paper, we propose an efficient code dissemination scheme
named ‘‘Machine Learning based Code Dissemination by Selecting Re-
liability Mobile Vehicles in 5G Networks’’ (MLCD scheme), which can
improve both safety ratio and coverage ratio via utilizing ML schemes
in the 5G mobile networks. The researches of this paper mainly target
on two aspects: (1) The methods to optimize safety factor in the
dissemination processes of updated program codes and (2) The methods
to improve the coverage factor of the vehicular disseminators. Mali-
cious vehicles as code disseminators will affect code security. Coverage
represents the area that the update code can cover. Larger coverage
ratio means that more infrastructures can receive updated program
codes. Infrastructures with sensing devices are distributed uniformly in
a smart city, therefore, some in the suburb regions may cannot receive
updated codes if vehicular disseminators do not pass those regions,
which affects sensing results.

Therefore, the main contributions of the MLCD scheme are listed as
follows:

(1) Based on historical trajectory datasets, the MLCD scheme selects
vehicles as code disseminators by analyzing both trust ratio and cov-
erage ratio mainly via the Genetic Algorithms (GA) in the machine
learning schemes. In previous schemes, vehicular disseminators are
selected randomly, which cannot promise security degree of program
codes, and coverage ratio may not be satisfied. Thus, in this paper, with
historical geographical data, GA is utilized in the MLCD scheme, which
targets to select reliability-based vehicular disseminators to obtain
larger coverage regions with higher accuracy rate.

(2) The MLCD scheme also evaluates costs of vehicular dissemina-
tors. In previous schemes, randomly selections of vehicular dissemina-
tors may generate unnecessary costs. Therefore, the MLCD scheme also
take costs factor into considerations to optimize performances of code
disseminations within limited costs.

(3) Performances of the MLCD scheme are evaluated by both the-
oretical analysis and experimental studies. Compared with previous
approaches, the MLCD scheme can improve coverage ratio of code
disseminators by 23.16%, and can improve data safety degree by 83.6%
and 18.86% with limited costs. In general, performances of the MLCD
scheme can be optimized by 80.65% and 17.25% approximately.

The remaining of this paper are organized as follows: in Section 2,
related works are reviewed and presented. The system model and
problem statements are introduced in Section 3. Detail designs of the
MLCD scheme are presented in Section 4; experimental analysis and
comparisons are shown in Section 5. Finally, we conclude this paper in
Section 6.

2. Related works

In this section, the related works are presented. There are a number
of manuscripts that research vehicular selection algorithm in VSNs [15,
22,23] and usage of machine learning methods in VSNs [24,25]. There
common goals are to improve coverage regions of selected code dis-
seminators or to improve safety degree in code dissemination process.

In general, Siegel et al. [26] summarized current state of tech-
nologies in VSNs and introduced challenges and opportunities in the
future. With connectivity improvements, vehicles could be used as
development platform. Disseminating data to infrastructures is one
usage of future VSNs. Over all challenges, privacy and safety have
attracted plenty of attentions.

Braga et al. [27] proposed a scheme that used parked vehicles as
alternatives to deployments of fixed units/applications in a smart city.
Their paper introduced a method to park vehicles to form efficient
vehicular networks, which could enhance the coverage ratio of infor-
mation collections. Simulation results reflected that the parked vehicles
could serve as alternatives to fixed units, which inspired us. However,
the researchers did not consider the information security issue.

The research by Zhou et al. [28] combined both the social and
physical layer information for realizing rapid dissemination in the
VSNs. This paper proposed a price-rising-based algorithm that could
solve problem in physical layer. Experimental results proved efficiency.
However, this method did not consider security issue. Vehicles might
be malicious, which have bad influences.

Then, Liu et al. [29] proposed a reliable and stable communication
scheme by using clustering and probabilistic broadcasting. This scheme
was based on multi-vehicle communications. With this method, a vehi-
cle could disseminate data to other vehicles within connection time.
Moreover, this scheme could also improve coverage ratio. However,
during vehicle-to-vehicle communications, this scheme could not figure
out malicious vehicles, which might lead to data insecurity.

Kaewpuang et al. [30] introduced a method that could improve
efficiency and reduce costs by sharing problem in the cooperative
logistics environment. Considering cost factor, vehicles could choose
whether to cooperate with others or not. With routing method and
cooperation among vehicles, simulation indicated that the coverage
could be improved and costs could be reduced. In this scheme, vehicles
in a vehicle pool were assumed to be reliable and trusted. Therefore, it
could not figure out whether a vehicle is malicious or not.

Recently, there is a tendency that machine learning methods are
widely used in the VSNs. Radhakrishna et al. [31] proposed an ap-
proach for temporal association pattern prevalence values and a tempo-
ral fuzzy similarity measure. With the data mining algorithm proposed
in this paper, data could be analyzed with lower complexity.

The research by Anjomshoaa et al. [32] utilized vehicles to monitor
the urban environment efficiently. It discussed and researched drive-by
approach and coverage performances of vehicles with scheduled tra-
jectories. Moreover, sensor devices were applied to garbage trucks and
collected drive-by data. Based on real datasets, it presented potential of
using vehicles to optimize data collections, which is a theoretical basis
of the MLCD scheme proposed in this paper. All these works did not
consider both security degree and coverage ratio.

In our paper, we investigate the vehicular selection problem in the
VSNs based by using machine learning algorithm that fully takes into
account the influences of coverage and safety of vehicular dissemina-
tors. Based on previous studies, the VSNs have brought a novel method
in disseminating program codes (a kind of data).

3. System model and problem statements

In this section, system model of the MLCD scheme is described and
problem statements are introduced.

3.1. System model

Infrastructures (such as streetlamps and garbage cans) with sensing
devices are randomly distributed in a smart city, which are utilized
to sense surrounding information. Infrastructures can be upgraded by
updating their program codes and have new functions. The ground
control station (GCS) is in the center of a smart city, which is re-
sponsible for selecting reliability-based and coverage-based vehicles as
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Fig. 1. Dissemination processes of updated program codes.

Table 1
Main parameters and notations.

Parameter Descriptions

C𝑖 Costs of a vehicle 𝑣𝑖
Vs Set of vehicular code disseminators
V Vehicular set in a city
𝜉 Vehicular costs of an hour
C Costs of set Vs

S𝑖 The coverage ratio of 𝑣𝑖
l Number of landmarks
r𝑖 Reliable degree of vehicle 𝑣𝑖
𝜙𝑖 Comprehensive evaluation of vehicle 𝑣𝑖
𝐺h A gene set of vehicular code disseminators
𝑛 The number of vehicles
𝐷
(

𝑣𝑖
)

Total days in the dataset of vehicle 𝑣𝑖
𝛼 Influence factor of coverage ratio
F𝐺h

Value of gene set 𝐺h

disseminators, as well as transmitting updated program codes to the
selected vehicular disseminators by using unmanned aerial vehicles
(UAVs).

After the GCS decided a set of vehicular code disseminators, it needs
to pay for them. The GCS wants pay less and reach more coverage
ratio. Then, vehicular disseminators will transmit program codes to
infrastructures. In this way, program codes of infrastructures can be up-
dated. In general, Fig. 1 shows the dissemination processes of updated
program codes in the VSNs.

Assume that the size of a set of updated program codes is small,
thus, a reliable vehicular disseminator can transmit it to an infrastruc-
ture at once, instead of multiple transmissions. In the VSNs, program
codes are transmitted by opportunistic communications of reliable
vehicles. Therefore, some infrastructures in suburban regions cannot
be covered by reliable vehicles, and they cannot update their program
codes. According to analysis, infrastructures in downtown regions can
easily receive updated program codes that are disseminated by reliable
vehicles.

In order to ease understanding of our concept, main parameters and
notations are shown in Table 1.

3.2. Problem statements

In the VSNs, malicious code disseminators influence the safety
degree of code transmission processes. They can tamper or even capture

program codes, which has a bad impact on dissemination processes of
program codes. Reliable vehicles as code disseminators can improve se-
curity degree of program codes, thus can enhance safety dissemination
environment. Therefore, the way to select reliability-based vehicles as
code disseminators is a significant problem to be solved in the VSNs.

Moreover, due to uneven distributions of infrastructures with sens-
ing devices, some infrastructures in the suburban regions cannot reach
updated program codes that are transmitted by vehicular disseminators,
which will affect code updating of those infrastructures. Therefore,
based on reliability factor, it is important to select vehicles with high
coverage ratio as code disseminators to guarantee code updating of
infrastructures in suburban regions in the VSNs.

Therefore, the main idea of this paper is to design a new effective
MLCD scheme to improve coverage ratio of vehicular disseminators, as
well as improve safety degree in code dissemination processes. The goal
of the MLCD scheme can be categorized in following aspects:

(1) Improve safety degree of code disseminations
Selection of reliable vehicular disseminators is an effective method

in improving safety degree of updated program codes, which can
also be regarded as improving safety degree of code dissemination
processes. Safety degree improvements can be evaluated by number of
reliable vehicular disseminators, which is calculated by Eq. (1). The
more reliable vehicular disseminators there are, the higher the safety
degree of code dissemination processes will be.

S =
N𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠 − N𝑝𝑟𝑒

N𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠
(1)

where N𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠 represents the number of reliable vehicular dis-
seminators based on the MLCD scheme, and N𝑝𝑟𝑒 represents the number
of reliable vehicular disseminators based on other schemes. Our target
is to improve the safety degree in code dissemination process, which is
to improve value of S in Eq. (1).

(2) Improve coverage ratio of program codes
In the VSNs, distributions of infrastructures are uneven. Accord-

ing to analysis, compared to infrastructures in the suburban regions,
infrastructures in the downtown regions are more likely to receive
updated program codes. And some infrastructures in the suburban
regions may cannot receive updated codes, which affects dissemination
performances. Therefore, it is significant to improve coverage ratio of
updated program codes (also known as coverage ratio of vehicular
disseminators), especially in the suburban regions. Compare to other
schemes, improvements of coverage ratio can be derived by Eq. (2).

C =
𝐶𝑜𝑣𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠 − 𝐶𝑜𝑣𝑝𝑟𝑒

𝐶𝑜𝑣𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠
(2)

In this equation, 𝐶𝑜𝑣𝑂𝐶𝑅𝑉 −𝑀𝐿𝑀𝑠 is the coverage ratio of program
codes based on the MLCD scheme and 𝐶𝑜𝑣𝑝𝑟𝑒 is coverage ratio of pro-
gram codes based on other schemes. Our target is to improve coverage
ratio of updated program codes, which is to improve the value of C in
Eq. (2).

(3) Comprehensive evaluations
Based on above evaluations (both safety degree and coverage ra-

tio), E is defined to evaluate performances of the MLCD scheme
comprehensively, defined by Eq. (3).

E = 2 ×S ×C
S +C

(3)

With this equation, performance of the MLCD scheme can be eval-
uated. Compared with previous schemes, value of E shows advance-
ments of the proposed scheme.

4. Design of the MLCD scheme

In this section, detail designs of the MLCD scheme are introduced.
Targets of the MLCD scheme are to build a safety-based environment
of code disseminations, as well as improve coverage ratio of updated
program codes within limited vehicular costs.
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The MLCD scheme consists three main steps: firstly, function of
vehicular costs is built to calculate the costs of gene sets; secondly, both
coverage ratios and reliable degrees of vehicular code disseminators are
derived to calculate the value of gene sets; finally, genetic algorithm
is utilized to select reliability-based and coverage-based vehicles as
vehicular code disseminators in the VSNs.

4.1. Calculation methods of vehicular costs

In this subsection, calculation methods of costs for vehicular code
disseminators are determined. In the VSNs, set of vehicles is defined
as V =

(

𝑣1, 𝑣2,…… , 𝑣𝑛−1, 𝑣𝑛
)

, where 𝑛 is number of vehicles. Set of
vehicular code disseminators is defined as Vs =

(

𝑣s1, 𝑣
s
2,…… , 𝑣s𝑚−1, 𝑣

s
𝑚
)

,
where 𝑚 represents number of vehicular code disseminators and 𝑚 < 𝑛.
In the VSNs, the GCS need to pay them. The rewards of vehicles are
costs of GCS. In the MLCD scheme, we define that costs of a vehicle
are related to the time it can serve. Thus, costs of a vehicle 𝑣𝑖 can be
derived by Eq. (4).

C𝑖 = 𝜉 ×
(

𝐿𝑖 − 𝐹𝑖
)

, 1 ≤ 𝑖 ≤ 𝑛 (4)

Here, 𝐿𝑖 represents the termination time of 𝑣𝑖 services and 𝐹𝑖 is the
start time of 𝑣𝑖 services. 𝜉 is the costs of an hour, which is a constant
value. C𝑖 is the costs of 𝑣𝑖, which is used in Section 4.3. Thus, costs of
set Vs can be obtained, shown in Eq. (5).

C =
∑

𝑗∈[1,𝑚]
C𝑗 =

∑

𝑗∈[1,𝑚]
𝜉 ×

(

𝐿𝑗 − 𝐹𝑗
)

(5)

After determining vehicular code disseminators, costs calculation of
set Vs can be derived, shown in Eq. (5).

In general, calculations of vehicular costs are shown in Algorithm
1.

4.2. Calculation methods of vehicular coverage ratio and reliable degree

In this subsection, calculation methods of both coverage ratio and
reliable degree of each vehicle are introduced. Firstly, calculation of
vehicular coverage ratio is described; secondly, calculation of vehicular
reliability degree is introduced.

Obviously, the GCS needs vehicles with higher coverage ratio to
disseminate updated program codes. The higher, the better. There,
several GPS points are randomly selected, which are utilized to evaluate
the coverage number of each vehicle. Those GPS points are called
‘‘landmarks’’. The vehicle that can cover more landmarks has a greater
coverage ratio. The number of landmarks is defined as l. In the MLCD
scheme, coverage ratio of a vehicle 𝑣𝑖 is evaluated according to the
number of landmarks it covers, which is shown in Eq. (6).

S𝑖 =
𝑁

(

𝑣𝑖
)

l
, 1 ≤ 𝑖 ≤ 𝑛 𝑎𝑛𝑑 S𝑖 ∈ [0, 1] (6)

whereby, 𝑁
(

𝑣𝑖
)

represents the number of landmarks that vehicle 𝑣𝑖
covers. S𝑖 is the coverage ratio of 𝑣𝑖. With Eq. (6), coverage ratio
of each vehicle can be obtained in the VSNs, which is utilized in
following subsection. Obviously, the higher the value of S𝑖 is, the better.

Generally speaking, the vehicles with higher costs have long traveling
distances. Therefore, they can reach more regions, which have a greater
coverage ratio.

To reduce participants of malicious vehicles, reliable degrees of
vehicles are evaluated by analyzing historical trajectory datasets. Ac-
cording to analysis, compared to vehicles with uncertain trajectories,
vehicles with regular trajectories are more reliable. Selections of re-
liable code disseminators can improve safety degree of code dissem-
ination processes. One feature of regular vehicular trajectories of a
vehicle 𝑣𝑖 is whether it has a regular parking space or not. By analyzing
historical datasets, when vehicle 𝑣𝑖 is driving, GPS points of it always
change. And when 𝑣𝑖 parks in a parking space, the GPS points of it are
static. That is, based on time interval of GPS collection is the same,
whether a vehicle 𝑣𝑖 has a regular parking space or not can be derived
by finding the maximum number of GPS points, which is defined by
𝑀𝑎𝑥𝑣𝑖 . The coordinate of 𝑀𝑎𝑥𝑣𝑖 is defined by (𝑥𝑚𝑎𝑥𝑣𝑖

, 𝑦𝑚𝑎𝑥𝑣𝑖
).

Therefore, reliable degree of 𝑣𝑖 can be obtained by calculating
number of times that vehicle 𝑣𝑖 parked in the same parking lot, which is
the spaces around (𝑥𝑚𝑎𝑥𝑣𝑖

, 𝑦𝑚𝑎𝑥𝑣𝑖
). Therefore, in the MLCD scheme, reliable

degree of a vehicle 𝑣𝑖 can be calculated, shown in Eq. (7).

r𝑖 =
𝑁(𝐼𝑀𝑎𝑥𝑣𝑖

)

𝐷
(

𝑣𝑖
) , r𝑖 ∈ (0, 1] (7)

Here, 𝐼𝑀𝑎𝑥𝑣𝑖
represents a time interval that vehicle 𝑣𝑖 stops in a

parking space 𝑀𝑎𝑥𝑣𝑖 , for example, from 11:00 pm to 6: 00 am. And
𝑁(𝐼𝑀𝑎𝑥𝑣𝑖

) is number of time interval. 𝐷
(

𝑣𝑖
)

represents day number in
the historical datasets of 𝑣𝑖. With Eq. (7), reliable degree of vehicles in
set V can be derived.

Both calculations of reliable degree and coverage ratio are presented
in Algorithm 2.

4.3. Selection methods of both reliability-based and coverage-based code
disseminators

Based on our above calculation methods, our targets are to find
vehicles with higher reliability and larger coverage ratio to be code
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disseminators in the VSNs, within limited costs. In the MLCD scheme,
genetic algorithm is used to select reliability-based and coverage-
based vehicles to disseminate updated program codes to infrastructures,
which is introduced as follows.

There, selections of vehicular code disseminators are a NP complete
problem of combinatorial optimizations and can be analogize to the
knapsack problem. That is, vehicles in set V are items in the knap-
sack problem. Costs of vehicles are weights of items in the knapsack
problem. Comprehensive evaluations of coverage ratio and reliable
degree for vehicles are values of items in the knapsack problem. Based
on reliable degrees and coverage ratios, comprehensive evaluations of
vehicle 𝑣𝑖 are derived by Eq. (8).

𝜙𝑖 = 𝛼 × S𝑖 + (1 − 𝛼) × r𝑖, 𝜙𝑖 ∈ (0, 1] (8)

whereby, 𝜙𝑖 represents comprehensive evaluation of vehicle 𝑣𝑖, which
considers reliable degree and coverage ratio comprehensively. 𝛼 is a
influence factor, ranges from 0 to 1. With Eq. (8), comprehensive
evaluations of vehicles in set V can be obtained, which can be regarded
as item values.

According to above definitions, length of set V is 𝑛, which means
that length of gene is 𝑛 in the knapsack problem. Number of original
genes is defined as 𝜔. For the 𝑖th sequence I𝑖 of a gene set 𝐺h, 0
represents that this vehicle 𝑣𝑖 is not selected as a code disseminator
and 1 represents that 𝑣𝑖 is selected as a code disseminator, which is
described in Eq. (9). Meanwhile, because the value of 𝑛 will be very
large in the VSNs, therefore, number of 1 need to be limited for a set
of original gene, which is defined as 𝑘.

I𝑖 =

{

1, 𝑣𝑖 𝑖𝑠 𝑎 𝑐𝑜𝑑𝑒 𝑑𝑖𝑠𝑠𝑒𝑚𝑖𝑛𝑎𝑡𝑜𝑟
0, 𝑣𝑖 𝑖𝑠 𝑛𝑜𝑡 𝑎 𝑐𝑜𝑑𝑒 𝑑𝑖𝑠𝑠𝑒𝑚𝑖𝑛𝑎𝑡𝑜𝑟

(9)

Fitness calculations require a fitness function as ruler. There, total
value of a gene set 𝐺h is defined as the first fitness function, which is
defined in Eq. (10).

F𝐺h
=

∑

𝑖∈0→𝑛
𝜙𝑖 × I𝑖 (10)

Here, F𝐺h
is individual fitness of gene set 𝐺h. Eq. (10) is used to

calculate the value of each gene set (each vehicular set). The bigger the
value of F𝐺h

is, the better.
Then, vehicular costs can be regarded as item weights in the knap-

sack problem. For each gene set like 𝐺h, total costs of items are
calculated by the second fitness function, which is defined by Eq. (11).

⎧

⎪

⎨

⎪

⎩

𝑖𝑓 K𝐺h
≤ E, K𝐺h

=
∑

𝑖∈0→𝑛
C𝑖 × I𝑖

𝑖𝑓 K𝐺h
> E, 𝑎𝑏𝑎𝑛𝑑𝑜𝑛 𝑔𝑒𝑛𝑒 𝑠𝑒𝑡𝐺h

(11)

wherein, K𝐺h
represents total costs of vehicular disseminators (total

weight of items) for a gene set. And E represents vehicular cost lim-
itation, which is a threshold of total costs. If costs of a gene set are
less than E, then this gene set can be extended to the next generation.
Otherwise, this gene set will be abandoned. Along with the value, the
costs of each gene set can be obtained by the Eq. (11).

Suppose that a generation G𝜏 has N gene sets, and there are 𝜇
number of gene sets that satisfy the Eq. (11), then total costs of G𝜏 can
be derived by Eq. (12).

𝐶G𝜏
=

∑

0<h≤𝜇
K𝐺h

(12)

Based on the Eqs. (10) and (12), the probability that a gene set 𝐺h

in a generation G𝜏 can be extended to next generation G𝜏+1 is derived
by Eq. (13), according to individual differences.

𝑃𝐺h
=

F𝐺h

𝐶G𝜏

=
∑

𝑖∈0→𝑛 𝜙𝑖 × I𝑖
∑

0<h≤𝜇 K𝐺h

(13)

Obviously, if the value of F𝐺h
is larger, gene set 𝐺h has more

probability to be extended to the next generation. Through gene recom-
bination and mutations of gene set in generation G𝜏 , number of gene
sets in next G𝜏+1 is generated randomly. There, mutation probability
is defined as 𝜌. Then repeat Eqs. (9) to (13) and find the gene set
𝐺𝜓 with the maximum individual fitness value 𝑀𝐴𝑋(K𝐺𝜓 ), based on
limited costs E. In gene sequence of 𝐺𝜓 , 1 represents that vehicle in
this position is selected as a code disseminator and 0 represents that
vehicle in this position is not a code disseminator. With the iteration
processes of Eqs. (9) to (13), values of individual fitness in generation
G𝜏+1 are better than those in generation G𝜏 in general. During iteration
processes, if fitness function values of successive generations do not
increase or even decrease, then the function has converged. Finally, by
using genetic algorithm, the MLCD scheme can find vehicles with high
reliability degrees and coverage ratios to be code disseminators.

In general, based on genetic algorithm, selections of reliability-
based and coverage-based code disseminators are introduced in Algo-
rithm 3.

5. Experiments and simulations

In this section, firstly, experimental settings are introduced; sec-
ondly, to evaluated the performance of our proposed scheme, simula-
tion results of the MLCD scheme are conducted.

Experiments are conducted based on C++ and MATLAB platform.
Historical datasets of T-Driver provided by MSRA are used to evaluate
performances of the MLCD scheme. The datasets that are recorded by
GPS include 10,357 vehicles, which is suitable platform for making
simulations. Periods of the dataset ranges from Feb.2 to Feb. 8. Total
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Fig. 2. Total trajectories of vehicular datasets.

length of trajectories reaches 9 million kilometers approximately. Fig. 2
shows the total trajectories of this T-Driver dataset. After processing
this dataset, there are 1126 vehicles that do not have historical GPS
data in the datasets. Therefore, the rest of vehicles are used to do the
following experiments.

To verify performances of the MLCD scheme, both safety degree and
coverage ratio need to be evaluated. With the MLCD scheme, vehicles
with higher reliable degree and coverage ratio are chosen as code
disseminators whose number is defined as 𝜚. Therefore, improvements
of safety degree can be derived by calculating number of vehicles with
higher reliable ratios. There, we set a threshold value 𝜃.

Number of vehicles whose reliable degrees are greater than 𝜃 or
equal to 𝜃 is defined as 𝛾 in the MLCD scheme. Based on previous
scheme, it is defined as 𝜛. Improvement calculations of safety degree
are evaluated in Eq. (14).

X𝑠(𝜃) =
𝛾 (𝜃) −𝜛 (𝜃)

𝛾 (𝜃)
(14)

Different value of 𝜃 will result in different value of X𝑠, which is
introduced in the following comparisons.

Then to evaluate improvements of coverage degree, within limited
costs, the performances of total coverage ratio for code disseminator
set are calculated by Eq. (15).

y 𝑐 =
S𝑂𝐶𝑅𝑉
Vs

− S
𝑝𝑟𝑒
Vs

S𝑂𝐶𝑅𝑉
Vs

(15)

Here, within limited costs E of the GCS, S𝑂𝐶𝑅𝑉
Vs

is the coverage
ratio of Vs in the MLCD scheme and S

𝑝𝑟𝑒
Vs

is the coverage ratio of Vs

in previous scheme. Value of y 𝑐 reflects improvement coverage ratio
based on MLCD scheme. Cost limitation E of code disseminator set can
affect total coverage ratio, which is discussed in the followings.

To evaluate performances of the MLCD scheme comprehensively, Z
is set based on safety degree in Eq. (14) and coverage ratio in Eq. (15).
Calculation of Z is defined in Eq. (16).

Z =
2 × U (𝜃) × SVs

U (𝜃) + SVs

(16)

Consider both coverage ratio and reliable degree, Eq. (16) can be
used to evaluate performances of the MLCD scheme comprehensively.
In Eq. (16), U (𝜃) is the safety degree of a code disseminator set,
which is U (𝜃) = 𝛾(𝜃)∕𝜚. And SVs

represents the coverage ratio of code
disseminator set Vs. Value of Z can reflect performances of the MLCD
scheme comprehensively.

In our simulations, 180 GPS points are randomly chosen as land-
marks, which is l= 180. Coordinates of part of the 180 landmarks are
shown in Table 2.

Table 2
Coordinates of landmarks.

Number X value Y value

1 116.4003 39.91668
2 116.3931 39.92692
3 116.3898 39.93863
4 116.3466 39.97332
5 116.34827 39.93638
6 116.2257 39.87014
7 116.215 39.84733
8 116.15339 39.761
9 116.1 39.94
. . . . . . . . .
171 116.613 40.11841
172 116.6 40.144977
173 116.63821 40.21988
174 116.47608 40.04116
175 116.38014 39.85706
176 116.34001 39.8501
177 116.26823 39.94867
178 116.52281 39.95845
179 116.34857 40.21004
180 116.11034 39.84356

With coordinates in Table 2, coverage ratio of vehicles can be
derived.

Then, experimental results are evaluated in the following. Firstly,
vehicular costs are calculated, which is shown in Fig. 3(a).

In simulations, vehicles with empty historical datasets are filtered
out. Thus, vehicular number is 9231. Costs of the 9231 vehicles are
derived according to Eq. (4), which are used in the following genetic
algorithms. Costs of a gene set are the second fitness function in genetic
algorithm. In the simulations, threshold of costs is set as 25 000.

Secondly, reliable degrees of the 9231 vehicles are evaluated, which
is shown in Fig. 3(b).

In Fig. 3(b), values of vehicular reliable degrees are calculated
according to Eq. (7). Thirdly, based on above analysis, number of
landmarks covered by each vehicle is shown in the Fig. 3(c).

Based on the 180 landmarks in the Table 2, Fig. 3(c) shows the
number of landmarks covered by each vehicle. Then, coverage ratios
of vehicles can be evaluated, which is shown in Fig. 3(d).

With Eq. (6), coverage ratio of each vehicle can be derived, the
tendency of Fig. 3(d) is the same as that of the Fig. 3(c). Coverage ratios
of vehicles in Fig. 3(d) are utilized in the following vehicular selections.

According to Eqs. (8) to (10), value of 𝜙𝑖 is calculated based on both
coverage ratio and reliable degree, which is utilized in the first fitness
function. There, value of 𝛼 is set as 0.5. Based on Eq. (8), value of 𝜙𝑖
for a vehicle 𝑣𝑖 is evaluated comprehensively in Fig. 3(e).

Fig. 3(e) shows the value of 𝜙𝑖 for vehicle 𝑣𝑖 in the simulation
set, which is used in the first fitness function. Based on value of 𝜙𝑖
and value of C𝑖, genetic algorithm is utilized to select vehicles as code
disseminators.

In simulations, the size of population is defined as 100 and the
probability of crossover is 0.618. We also consider the mutation sit-
uation in real environments. The probability of mutation is set as 3𝑒−4.
Length of the chromosome is set as 9231 and number of generations is
set as 1000. With analysis above, simulations are made to select both
coverage-based and reliability-based code disseminators.

With method of genetic algorithm, simulation results show that the
population’s max fitness reaches to 16 941 in the 960th generation 𝐺960.
Total costs of this gene set are 24 994, which is in the threshold 25 000.
Based on above analysis, in the gene 𝐺960, sequences where value are
1 are selected as code disseminators. 𝐺960 selects 167 vehicles as code
disseminators. Number of landmarks that 𝐺960 covers is 171. According
to Eq. (6), coverage ratio of the 𝐺960 set is 171

180×100% = 95%. To evaluate
performances of the proposed scheme, coverage regions of the code
disseminators based on MLCD scheme are compared to that based on
previous scheme, which is shown in Fig. 4(a).
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Fig. 3. (a) Vehicular costs; (b) Reliable degree of vehicles; (c) Number of landmarks covered by vehicles; (d) Coverage ratio of vehicles; (e) Value of comprehensive evaluation 𝜙𝑖.

Fig. 4. (a) Coverage regions of code disseminators based on MLCD scheme; (b) Coverage regions of code disseminators based on random-selection scheme; (c) Coverage regions
of code disseminators based on coverage-only scheme;.

And the coverage regions based on random selection scheme are
shown in Fig. 4(b). In the random selection scheme, 167 vehicles are
randomly chosen as code disseminators.

Clearly, coverage regions in Fig. 4(b) are smaller than those in
Fig. 4(a). With evaluation, vehicles in Fig. 4(b) cover 132 regions.
According to Eq. (6), coverage ratio of the random selection scheme
is 73.3%. Therefore, based on the MLCD scheme, coverage ratio can be
improved by 23.16%, which shows efficiency of the proposed scheme.
It is because that the MLCD scheme considers coverage factor in ve-
hicular selection processes by using genetic algorithm. Compared to
MLCD scheme, coverage regions of each code disseminator based on
the random-selection scheme are shown in Fig. 5. Fig. 5 reflects that the
number of coverage regions for each vehicle based on the MLCD scheme
is larger than that in the random-selection scheme. The coverage of
vehicles is sorted from large to small. With genetic algorithm, the
vehicles can cover more landmarks and reach a greater coverage ratio.

Then, to further evaluate performances of coverage ratio, coverage
ratio of the MLCD scheme is compared to that of the coverage-only
scheme, which is shown in Fig. 4(c).

Compared to Fig. 4(a), coverage regions based on coverage-only
scheme are similar to those based on MLCD scheme. With evaluation, in
Fig. 4 (c), the code disseminators can cover 177 landmarks of Table 2.
Therefore, coverage ratio of coverage-only scheme is 98.3%. Coverage

Fig. 5. Coverage regions of vehicles based on MLCD.

ratio based on the MLCD scheme is decreased to 3.39% approximately,

which has little impact on the whole performances.
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Fig. 6. (a) Comparisons of vehicular reliable degree based on MLCD scheme and random-selection scheme; (b) Comparisons of vehicular reliable degree based on MLCD scheme
and coverage-only scheme; (c) Compared to random-selection scheme, number of vehicles with high reliable degrees based on 𝜃 = 0.5, 0.55, 0.6, 0.65 and 0.7.

Fig. 7. (a) Compared to random-selection scheme, improvements of safety degrees based on 𝜃 = 0.5, 0.55, 0.6, 0.65 and 0.7; (b) Compared to coverage-only scheme, number of
vehicles with high reliable degrees based on 𝜃 = 0.5, 0.55, 0.6, 0.65 and 0.7; (c) Compared to coverage-only scheme, improvements of safety degrees based on 𝜃 = 0.5, 0.55, 0.6,
0.65 and 0.7; (d) Compared to random-selection scheme, value of Z based on 𝜃 = 0.5, 0.55, 0.6, 0.65 and 0.7; (e) Compared to coverage-only scheme, value of Z based on 𝜃 = 0.5,
0.55, 0.6, 0.65 and 0.7.

The MLCD scheme not only consider coverage factor, but also reli-
able degrees of code disseminators. Therefore, with the two influence
factors, coverage ratio of the MLCD scheme is decreased minimally, but
do not have much effect on the whole performances.

After evaluating performances of coverage ratio based on the MLCD
scheme, we then evaluate the safety degree of code disseminations by
evaluating reliable degrees of vehicles, and compare them to random-
selection scheme and coverage-only scheme respectively. Firstly, re-
liable degrees of vehicles based on proposed scheme is compared to
those based on random-selection scheme, which is shown in Fig. 6(a).
Fig. 6(a) shows comparisons of reliable degree based on two schemes.
Clearly, reliable degrees of code disseminators in the MLCD scheme
are higher than those in the random-selection scheme. With selections
of reliability, the proposed scheme can choose vehicles with higher
reliable degrees as code disseminators, which enhances safety of code
disseminations to a large scale.

To evaluate reliability performances, we then compare reliable
degrees of code disseminators in the MLCD scheme to those in the
coverage-only scheme. Comparisons are shown in Fig. 6(b).

In Fig. 6(b), compared to the MLCD scheme, values of reliable
degrees in the coverage-only scheme decline faster. Clearly, there are
more vehicles with higher reliable degrees in the MLCD scheme. With
reliability-based selection method, the MLCD scheme can improve
safety degree of code disseminations by increasing number of reliable
vehicles as code disseminators, compared to the coverage-only scheme.
Both Fig. 6(a) and (b) show advancements of the proposed scheme.

In the above analysis, to evaluate performances of safety degrees,
we need to calculate number of code disseminators whose reliable
degrees are bigger than threshold 𝜃. Therefore, value of 𝜃 can in-
fluence improvements of safety degree. With Eq. (14), compared to
random-selection scheme, number of vehicles with high reliable de-
grees are evaluated based on value of 𝜃 = 0.5, 0.55, 0.6, 0.65 and 0.7
respectively, which are shown in Fig. 6(c).

In Fig. 7(a), clearly, compared to random selections scheme, there
are more reliability-based vehicles in the MLCD scheme based on
different value of threshold 𝜃. It is because that the proposed scheme
takes reliable degree of vehicles into considerations. Compared to
random-selection scheme, the MLCD scheme can improve safety degree
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by 80.95% to 89.47%. In general, safety degree can be improved by
83.6%. The improvements of safety degrees are shown in Fig. 7(a).

Then, to further evaluate safety performances of the proposed
scheme, compared to coverage-only scheme, number of vehicles with
high reliable degrees are evaluated based on value of 𝜃 = 0.5, 0.55, 0.6,
0.65 and 0.7 respectively, which is shown in Fig. 7(b).

In Fig. 7(b), compared to coverage-only scheme, number of vehi-
cles with high reliable degrees is bigger in the MLCD scheme, which
improves safety degrees of code disseminations. Compared to coverage-
only scheme, improvements of safety degrees are shown in Fig. 7(c).

Based on different value of 𝜃, compared to coverage-only scheme,
safety improvements ranges from 10.53% to 28.57% in Fig. 7(c). In
general, the MLCD scheme can improve safety degree by 18.86%
comprehensively.

After evaluating coverage ratio and reliable degree of code dissem-
inators in the three schemes respectively, performances of the MLCD
scheme are evaluated comprehensively by utilizing Eq. (16). Firstly,
considering both coverage ratio and safety degree, based on different
value of 𝜃, value of Z can be derived by Eq. (16). Comparisons between
MLCD scheme and random-selection scheme are shown in Fig. 7(d).

Clearly, performances of the MLCD scheme are better than those
of the random-selection scheme. Based on value of 𝜃 = 0.5, 0.55, 0.6,
0.65 and 0.7, compared to random-selection scheme, comprehensive
evaluation Z can be improved to 77.39% to 88.4% approximately. With
evaluation in Fig. 7(d), average improvement is 80.65%.

Based on different value of 𝜃, comparisons of Z between the MLCD
scheme and coverage-only scheme are shown in Fig. 7(e).

In Fig. 7(e), based on different value of 𝜃, compared to coverage-
only scheme, improvements of comprehensive evaluation Z can reach
to 23.66%. In general, the improvements of Z is 17.25%, which shows
efficiency of the proposed scheme.

Based on above evaluations, compared to two previous schemes,
the MLCD scheme can improve both coverage ratio and safety degree.
Value of Z shows the efficiencies and advancements of the proposed
scheme.

6. Conclusions

In this paper, we propose the MLCD scheme that aims to improve
safety degree of code disseminations by calculating vehicular reliabil-
ity, and to improve coverage ratio of program codes by calculating
vehicular coverage. Firstly, vehicular reliability is evaluated by its
historical trajectory dataset. Specifically, the vehicle with a regular
trajectory is more reliable compared to vehicle without a regular tra-
jectory. Secondly, the vehicle with higher coverage ratio is preferred to
be code disseminators. Thirdly, considering vehicular costs of the GCS,
based on those two factors (reliability and coverage) and limited costs,
vehicular code disseminators are selected by using genetic algorithm.
Simulations and experiments are made based on trajectory datasets
of a real city. In addition, compared to two previous schemes, safety
degree of code disseminations can be improved by 83.6% and 18.86%,
and coverage ratio of updated program codes can be improved by
23.16%. In general, performances of the MLCD scheme can be im-
proved by 80.65% and 17.25% respectively, which shows advancement
and efficiency. Our future research will focus on improving information
security of IoT in the 5G networks by utilizing more advanced machine
learning models.
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