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Graphic abstract

Fig.1. The organization framework of this paper

With the development of cloud computing, the privacy security issues become more and more
prominent, which have been widely concerned by the industry and academia. We review the research
progress from the perspective of privacy security protection technology in the cloud computing. Firstly,
we introduce some privacy security risks of cloud computing, propose a comprehensive privacy
security protection framework; secondly, we describe the research progress of several technologies, for
example, access control, ciphertext policy attribute-based encryption (CP-ABE), key policy
attribute-based encryption (KP-ABE), fine-grain, multi-authority, revocation mechanism, trace
mechanism, proxy re-encryption(PRE), hierarchical encryption, searchable encryption (SE),
multi-tenant, trust, and combination of multiple technologies and so on, then compare and analyze the



characteristics and application scope of typical schemes; finally, we discuss the current challenges, and
point out possible research directions in the future.



 1

Security and Privacy Protection in Cloud Computing: 
Discussions and Challenges 

Pan Jun Sun  

School of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University, 800 Dongchuan RD, Minhang, Shanghai, China 

ABSTRACT: With the development of cloud computing, privacy security issues have become increasingly prominent, which is of 
concern to industry and academia. We review the research progress on privacy security issues from the perspective of several 
privacy security protection technologies in cloud computing. First, we introduce some privacy security risks of cloud computing 
and propose a comprehensive privacy security protection framework. Second, we show and discuss the research progress of 
several technologies, such as access control; ciphertext policy attribute-based encryption (CP-ABE); key policy attribute-based 
encryption (KP-ABE); the fine-grain, multi-authority, revocation mechanism; the trace mechanism; proxy re-encryption (PRE); 
hierarchical encryption; searchable encryption (SE); and multi-tenant, trust, and a combination of multiple technologies, and then 
compare and analyze the characteristics and application scope of typical schemes. Last, we discuss current challenges and 
highlight possible future research directions. 
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1. Introduction 

Cloud computing connects many computing resources, storage 
resources, and software resources to form a vast shared virtual 
resource pool, from which users can purchase corresponding 
services, such as hydropower. With the rapid popularization of 
cloud computing applications, cloud computing has penetrated 
various fields, such as scientific research, production, 
education, consumption, entertainment, etc. 
(http://www.cloudsecurityalliance.org/). 

1.1. Basic concepts of cloud computing 

The technology of cloud computing virtualization provides 
efficient resources for end users. The characteristics of cloud 
computing include manageability, scalability and availability. 
In addition, cloud computing has the advantages of economy, 
on-demand service, convenience, universality, multi tenancy, 
flexibility and stability. Cloud computing mainly provides 
three service delivery models and four development patterns 
(http://www.cloudsecurityalliance.org/): infrastructure as a 
service (IaaS), platform as a service (PaaS) and software as a 
service (SaaS), public cloud, private cloud, hybrid cloud, 
community cloud and virtual private cloud (Fig 1.). 
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Fig 1. Cloud computing framework 

IaaS treats computer hardware (network storage, virtual 
server/computer, data center, processor and memory) as a 
service and provides infrastructure scalability and 
provisioning issues without requiring significant capital and 
time. IaaS also focuses on firewall, intrusion detection, virtual 
machine monitoring and other security areas.   
PaaS locates in the middleware of the service model and 
provides services in the form of development tools, 
frameworks, architectures, programs and integrated 
development environments. PaaS faces many challenges, such 
as third-party relationships, lifecycle development, and 
underlying infrastructure security. 
SaaS is a collection of remote computing services that enables 
third-party vendors to remotely deploy applications. A 
customer can use the Internet for applications of cloud service 
providers on the cloud infrastructure. 
Private Cloud: cloud computing is runs and managed within 
the data center of an organization, which is referred to as a 
private cloud. In a private cloud, customer and supplier 
relationships are easier to identify because the infrastructure is 
owned and operated by the same organization.  
Public cloud: enterprises, academia or government 
organizations have a public cloud environment, which can 
cause many problems because users do not know the locations 
or owners of resources, which increases the difficulty of 
protecting resources from attacks. 
Community cloud: an organization's cloud infrastructure has 
common concerns with consumers (tasks, security needs, 
policies and compliance considerations). This cloud is driven 
by one or more organizations that own and manage 
community organizations or third parties. 
Hybrid cloud: it is a combination of two or more clouds 
(public, private, community). A hybrid cloud provides the 
advantages of different cloud deployment models. However, 
when accessing entities via the Internet, a hybrid cloud is 
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better organized and more secure than a public cloud.   
Virtual private cloud: it is a semi private cloud with less 
resources that is composed of a virtual private network (VPN). 
This cloud is the shared resource pool allocated in the cloud 
environment. 
Virtualization: it has an important role in deploying a cloud. 
Virtualization creates virtual instances of resources or devices, 
such as operating systems, servers, network resources, and 
storage devices, where the framework leverages resources in 
multiple execution environments. 
Multi-tenant: a multi-tenant environment can have multiple 
customers or users who cannot see or share each other's data 
but can share resources or applications even if they may not 
belong to the same organization. 
Cloud storage: it is a component that can be maintained, 
managed and backed up via the network. 
Hypervisor: It enables multiple virtual machines (VMS) to run 
on a single hardware host. A hypervisor manages and 
monitors the various operating systems in a shared system. 
Cloud network: it can operate multiple traditional data centers; 
a data center can contain many servers. A cloud network 
needs an Internet connection and a virtual private network to 
ensure that users can safely access webs, documents, etc. 
In cloud computing, a vast amount of data needs to be 
uploaded to a cloud computing center. Because of the loss of 
full control of resources, users are more concerned about 
privacy security (Shareeful and Moussa, 2018). Due to the 
complexity and real-time nature of the cloud computing 
service model, multi-source heterogeneity and perception of 
data, as well as the limited resources of terminals, the 
traditional data security and privacy protection mechanism is 
not suitable for the protection of massive data generated by 

cloud computing (Muhammad et al, 2017).  
Therefore, various security problems must be 
comprehensively analyzed and solved by cloud computing. 
1) New requirements for lightweight data encryption and 
fine-grained data sharing based on multi-authorized parties in 
cloud computing. Because cloud computing integrates 
multi-trust domains with authorized entities, the traditional 
data encryption and sharing policy is not applicable. Therefore, 
the design of a new encryption method for multiple 
authorization centers.  
2)  Multi-source data transmission and service management in 
cloud computing. Due to the outsourcing characteristics of 
data, both ownership and control are separated, so an effective 
security scheme is necessary to ensure integrity. 
3)  Security privacy challenges between large scale internet 
services and resource-constrained terminals in cloud 
computing. Due to the multi-source data fusion characteristics, 
the superposition of mobile and Internet networks, and the 
resource limitations of terminal storage, both traditional 
encryption algorithms and access control and privacy 
protection methods cannot be applied in cloud computing. 
4)  New requirements of cloud computing privacy protection. 
How to combine traditional privacy schemes in cloud 
computing and how to realize user privacy protection in a 
diversified service environment are urgent problems. 

1.2. Related works 

This section focuses on the privacy and security issues of 
cloud computing and the corresponding technical solutions. To 
show the characteristics of this article, we compared it with 
some articles in Table 1.

Table 1. Contrast of several survey papers 

The privacy security of cloud computing has always been a 
hot topic in academic circles. Xiao and Xiao et al. (2013) 
discussed five security and privacy attributes (confidentiality, 
privacy protection, integrity, availability and accountability) 
and showed security vulnerabilities, threat models and 
defense strategies but lacked specific performance contrast 
description. Johanna and Tanja (2017) investigated various 
methods of secret communication, such as secret channel, 
bypass and fuzzy technology. However, these methods 
comprise a kind of non-mainstream technology and 
application, and the application scope is very narrow. Medical 
records in cloud computing are likely to be leaked. SHEKHA 
and KHANDAKAR et al.(2019) discussed and investigated  
 

the following aspects: 1) Electronic Health Record (EHR) 
security and privacy; and 2) security and privacy 
requirements of health data in a cloud environment; 3) EHR 
cloud architecture; and 4) different EHR encryption and 
non-encryption schemes. 
Zhang and Xue (2018) summarized several SE technologies: 
searchable symmetric encryption (SSE), public key 
encryption keyword search (PEKS), attribute-based 
encryption keyword search (ABKS) and proxy re-encryption 
keyword search (PRES). However, they only gave a technical 
overview of the searchable encryption model, which lacked 
relevant algorithms and performance contrast analysis. 
Liu and Yan et al. (2019) introduced the concept and 
characteristics of edge computing and proposed some 

Article Year Application Technology Compare complexity Review  
Ours 2019 Cloud computing Access control, encryption, trust Yes Yes 
(Xiao and Xiao et al, 2013) 2013 Cloud computing Trust, encryption No No 
(Johanna and Tanja, 2017) 2017 Cloud computing Secret communication No Yes 
(SHEKHA et al, 2019) 2015 Cloud medical Encryption, EHR, non-encryption No Yes 
(Zhang and Xue, 2018) 2019 Healthcare cloud Searchable encryption Yes Yes 
(Liu and Yan, 2019) 2019 Edge computing Encryption Yes Yes 
(Tara and Maede,2019) 2019 Blockchain Access control, PKI No Yes 
(Ni and Zhang, 2018) 2019 IOT, fog computing Access control, authentication No Yes 
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requirements by analyzing the potential security threats of 
edge computing based on encryption. Tara and Maede (2019) 
investigated several security service methods based on 
blockchain, such as authentication, confidentiality, access 
control list, resource sources and integrity assurance, and 
discussed the challenges of security services. 
Ni and Zhang (2018) showed the potential challenges of fog 
protection and summarized the latest solutions to security and 
privacy problems. However, the paper mainly explored the 
development of the Internet of Things, rarely discussed the 
research progression of privacy security protection, and 
lacked systematic discussion. 
1.3. Contributions 

In cloud computing, researchers have made numerous 
privacy protection achievements, such as access control, 
encryption and trust, but they are dispersive and lack overall 
logic (RajaniKanth and Lakshm 2015, SUN et al.2019) 
Therefore, systematically summarizing, analyzing and 
discussing relevant research progress is necessary to 
understand cloud computing privacy protection from a more 
comprehensive perspective. 
This paper focuses on several important technologies, such as 
access control, attribute-based encryption, trust, and search 
encryption, and highlights the future development 
direction. The main innovations are presented as follows: 
� We discuss the privacy security risks of cloud computing 

and propose a comprehensive privacy protection 
framework. 

� We analyze the characteristics of several access control 
models and highlight their advantages and disadvantages 
based on various factors. 

� We summarize the algorithm flow and development of 
ABE, and discuss several important achievements in cloud 
privacy protection, such as fine-grained, revocation 
mechanism, multi-authority, trace mechanism, proxy 
re-encryption and hierarchical encryption.  

� We discuss and compare two searchable encryption 
schemes, such as searchable asymmetric encryption (SAE) 
and searchable symmetric encryption (SSE). 

� We discuss and analyze the integration technology scheme 
of access control, trust and encryption and discuss the 
challenges and future research directions. 

The organization of this article is arranged as follows: In 
section 2, we describe the risk of privacy security in cloud 
computing and propose a comprehensive framework. In 
section 3, we discuss the characteristics and future direction 
of access control. In section 4, we discuss several ABEs, such 
as the fine-grain, multi-authority, revocation mechanism; 
trace mechanism; proxy re-encryption and hierarchical 
encryption. In section 5, we analyze two searchable 
encryption schemes of cloud computing for several 
conditions. In section 6, we analyze the integration of access 
control, trust and encryption to implement privacy protection. 
In section 7, we discuss privacy security issues and future 
directions of cloud computing. In section 8, we consider that 
privacy protection needs not only technology but also 

corresponding laws. To understand this paper, a structural 
framework is given in Fig. 2. 
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Fig. 2. Organization framework of this paper 

2. Privacy security of cloud computing 

The structural characteristics of the cloud computing 
environment are the main causes of security problems. First, 
the nodes involved in computing are diverse, sparsely 
distributed and often unable to be effectively controlled. 
Second, the cloud service provider (CSP) has the risk of 
disclosing privacy in the process of transmission, processing 
and storage. Because cloud computing is based on technology, 
the security vulnerabilities of existing technologies will be 
directly transferred to a cloud computing platform and have 
even greater security threats. 

2.1. Privacy security risk 

From information security, network security to cloud 
computing security, the constant requirement of security is 
the confidentiality and privacy protection of information. 
According to the annual report of the Cloud Security Alliance 
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(CSA) and the research results of relevant scholars in 
literature, we can conclude several threats to privacy security 
risk (Fig. 3) (Reza and Satyajayant 2018). 
(1) Privacy data security: Due to the service outsourcing 
mode, the security risk of cloud privacy, such as data 
disclosure, privacy disclosure, access rights management, and 
data destruction difficulties, is particularly prominent. 
(2) Access control and identity authentication: Cloud 
computing involves massive resources; the management 
complexity of access control and identity authentication 
expands dramatically.  
(3) Virtualization security: Although service providers have 
designed and implemented isolation strategies for virtual 
machines, the attacks among virtual machines cannot be 
completely avoided; virtual machine migration will also 
produce changes in the security domain.  
(4) Multi-tenant and cross-domain sharing: Multi-tenant 
isolation and multi-user security need to be guaranteed. A 
cross-domain makes service authorization and access control 
more complex, and trust transfer between two cloud 

computing entities needs to be reexamined. 
(5) Advanced Persistent Threat (APT): APT is a planned 
intrusion and attack on a cloud computing system that has 
formed some underground interest chains. 
(6) System security vulnerability: Due to the complexity of a 
cloud computing system, many service providers have 
different management and service levels; so security 
vulnerabilities will increase the danger in the cloud. 
(7) Insider threat: The unintentional or intentional 
information leakage of the service provider's insiders often 
makes the security policy invalid, which has become an 
important issue of cloud computing security. 
(8) Wrong application of cloud service: The misuse of cloud 
computing will cause troubles for users, service providers or 
third parties, and the illegal use of cloud service will cause 
serious consequences. 
(9) Service availability: Many security events are manifested 
as the unavailability of cloud computing services, and the 
denial of service attacks has become an important security 
target for cloud service providers.

Fig .3. Privacy security risk in cloud computing 

2.2. Privacy protection framework 

Due to the higher resource concentration and architecture 
complexity of a cloud computing system, these security 
issues pose a greater threat to the cloud computing system 
(SUN et al.2019, RajaniKanth and Lakshm 2015). In a 

complex situation, this paper proposes a comprehensive cloud 
computing privacy protection security system based on a 
variety of technologies, such as access control, trust, 
attribute-based encryption, search encryption and other 
technologies, as shown in Fig. 4.  

 

  Fig. 4. Privacy protection framework of cloud computing system 
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In the infrastructure layer, physical isolation and 
corresponding policy management rules are generally 
employed. In the platform layer and software application 
layer, encryption, trust and privacy policies are mostly 
applied. Of course, these technologies do not have strict 
application restrictions but need specific analysis 

.3. Access control in cloud computing 

In the era of cloud computing, both the computing and 
storage mode have changed substantially, which creates new 
challenges to access control research: how to develop 
traditional access control technology to solve new cloud 
computing security problems (Reza and Satyajayant, 2018). 

3.1. Tradition access control 

Access control has an important role in: (1) preventing illegal 
users from accessing information resources; (2) allowing 

legal users to access information resources; and (3) 
preventing legal users from accessing information resources 
(RajaniKanth and Lakshm 2015). In cloud computing, 
according to the different functions of the access control 
model, the research content and methods are also different 
(SUN et al. 2019). With the continuous development of 
network technology, researchers have proposed many 
extended models, such as discretionary access control (DAC), 
mandatory access control (MAC), role based access control 
(RBAC, Fig. 5) (Ferraiolo and Sandhu, 2001), attribute based 
access control (ABAC, Fig. 6), reference monitoring access 
control (RMAC), task based access control (TBAC), and 
usage control (UCON, Fig. 7). These models can solve the 
problem of access control in a system from different levels 
and ensure the legitimacy, security and controllability of 
information access (Fig. 8).  

Table 2. Contrast results of common access control models 

Users Roles

Sessions

User_sessions

User Assignment
(UA)

Permission 
Assignment(PA)

OPS OBS

PRMS

Session_roles

Role Hierarchy

Constraints  

Fig. 5. Basic RBAC model 
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Fig. 6. Basic ABAC model 

 

Fig. 7. Basic UCON model 

Right
（R）

Object
(O)

Conditions
(C)

Subjects
(S)

Obligation
(B)

Authorization
(A)

Usage
Decision

Object Attributes
(ATT(O))

 MAC DAC RBAC TBAC ABAC RMAC UCON 
Security √ - - - - √ √ 
Confidentiality √ √ - - - √ - 
Flexibility - √ √ √ √ √ √ 
Minimum privilege √ - √ √ √ - √ 
Duty separation √ - √ √ √ - - 
Description √ √ √ √ √ - - 
Granularity √ √ - √ √ √ √ 
Constraint √ - √ - √ √ √ 
Dynamic  - √ - √ √ √ √ 
Compatibility - √ √ - √ - √ 
Expansibility - √ - √ √ - √ 
Management √ - √ - - - - 
Modeling  √ √ √ - √ - - 
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Fig. 8. Relationship of multiple access control models 

To analyze and compare the capability, performance and 
security of each access control model more intuitively and 
concisely, we give 13 factors: security, confidentiality, 
flexibility, minimum privilege, duty separation, description 
ability, granularity control, constraint description, dynamics, 
compatibility, expansibility, management difficulty and 
modeling difficulty. In Table 2, the symbol "√" indicates that 
the factor has suitable performance, and the symbol "-" 
indicates that the factor is poor or does not have index 
characteristics.   

3.2 Discussion of access control 

According to the characteristics and specific needs of cloud 
computing, an excellent access control mechanism must be 
flexible, scalable and network independent (Ning and Elisa, 
2013). We suggest that the future access control technology in 
cloud computing should focus on the following aspects: 
(1)  Research on access control based on virtualization 
technology. Because virtual machines of different 
organizations or departments often run on the same physical 
host, although virtual technology has excellent isolation, 
communication among virtual machines in many applications 
is necessary, and the frequent interaction among virtual 
machines introduces new security challenges. 
(2)  Research on the impact of virtual machine dynamic 
migration on access control. With the migration of a virtual 
machine, the policy cannot be changed; if it is virtual 
machine storage, the data are likely to be migrated to other 
networks, and the access rights may also change. Therefore, 
how to ensure the impact of a network and permission 
changes on data access control is very important. 
(3)  Research on access control based on information 
resource attributes. The traditional access control model can 
be better combined with cloud computing, which greatly 
reduces problems that may occur in the access control process 
of various resources, and conforms to the real model of cloud 
computing. 
(4) Research on access control model of space-time 
awareness. When the cloud computing environment is 
expanded to a certain scale, the user's location is very 
important, which can determine what kind of resources the 
user can obtain, and the user can be judged by location 
information. 
(5)  Research on access control technology based on trust 

relationship. With the development of research on the trust 
model, the trust relationship among the data provider, cloud 
platform and user in a cloud computing system is different.  
(6)  Research and implement a cross-domain, cross group, 
hierarchical dynamic fine-grained access control system. 
Many problems in the cross-domain access control, such as 
unauthorized access, access conflict, key management, policy 
management, and attribute management. 
Many cloud access control schemes have different 
descriptions of rules, which cannot satisfy the application 
requirements due to many shortcomings. Therefore, the 
development of a unified, easy-to-use, clear and efficient 
access control rule description method is necessary. 
Attribute-based encryption is an attractive research topic 
because it provides a fine-grained, non-interactive access 
control mechanism for encrypted data and has great 
application potential in many fields (Ning and Elisa, 2013).  

4. ABE in cloud computing 

ABE is an encryption mechanism that is suitable for cloud 
computing (Xu and Yang, 2018) and can also realize privacy 
protection during data sharing (He and Li, 2014). To protect 
users' privacy sensitive data, researchers have proposed many 
ABEs for different participating entities in a cloud computing 
system (Fig. 9). 
ABE can realize not only the encryption of cloud storage data 
(Wang and Liang, 2016) but also the fine-grained access 
control of data. Attribute encryption has the following four 
advantages: 
1 The data owner needs to encrypt according to the attributes 
and does not need to pay attention to the number and 
identities of users; 
2 Users can decrypt ciphertext when they satisfy the attribute 
requirements; 
3 The key of ABE is related to a random number, which can 
prevent the collusion attack of users; 
4 Support flexible fine-grained access control. 

User

Cloud Server

Owner

Trust authority

 

Fig. 9. Architecture of attribute-based encryption 

4.1. Related knowledge 

When encrypting information, the encryptor does not need to 
know who decrypts ciphertext, and the decryptor party only 
needs to satisfy the corresponding attribute conditions to 
decrypt it (Brent et al, 2011). Moreover, ABE contains the 
related rules in the encryption algorithm (Huang and Yang, 
2017), which can avoid the frequent key distribution cost in 
the access control of ciphertext (Beime et al, 1996). 

4.1.1. Category of ABE 
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Currently, ABE is mainly investigated from the following 
aspects in the cloud computing environment: fine-grained, 
multi-authority, revocation mechanism, hierarchical 
architecture, trace mechanism, and proxy-encryption (Amit 
and Brent, 2005), as shown in Fig. 10. 
ABE uses the combination of attributes as the public key of 
the group, and all users send data to the group by using the 

phase public key (Goyal and Pandey, 2006). In the following 
example, {computer, college, undergraduate} is the public 
key to send cryptography to undergraduates of a computer 
college (Mihir and Dennis, 2015). The private key is 
calculated and distributed to individuals by the attribute 
authority (Joon and Willy, 2007). 

Attribute-Based Encryption
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encryption
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Fig. 10. Main content of ABE in this paper

4.1.2. Several definitions 

The ABE mechanism employs an access structure 
representation policy, considers bilinear pairing as the 
technical basis, and constructs security based on various 
mathematical problems and assumptions. In (Beime et al, 
1996), several basic concepts exist. 
Lagrange interpolation polynomial: For a set of 1+k  given 
data points, ),(,),,(,),,( 00 kkjj yxyxyx LL

.
 

jx  has different values, and the function)(xf can satisfy all 

1+k data points on the curve of )(xF , which can be generated 
by the Lagrange polynomial formula: 

)()()()()( 1100 xfyxfyxfyxfyxF kkjj +++++= LL  

)(xF  is a combination of the basis polynomial )(xf , and 
)(xf j  is expressed as follows: 
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When jxx = , the value of )(xf j  is 1; otherwise, )( jixx i ≠≠ , 

and the value of )(xf j  is 0. 

Definition 1. (Access structure:Α ) (Beime et al, 1996). 

Assuming that },,,{ 21 nPPP L  is a collection of participants, 
},,2,1{2 nPPPP L= . Α  is a non-empty subset of },,,{ 21 nPPP L , and

}{\ ∅⊆Α P . If Α is monotonous, CB,∀ ; if Α∈B  and CB ⊆ , 
then Α∈C .  
An access tree is an expression of access structure, which 
supports not only supports the access policy of threshold mode 
but also logical operations such as "and"\"or". In Amit and 
Brent (2005), node x  in the access tree is defined as follows: 

)(xParent : The parent node of node x  is valid for all nodes 
except the root . 

)(xChildren : The set of children of node x . 

)(xNum : The number of children of node x . 
)(xindex : The sequence number of node x  on the same node 

level. 
)(xattr : The attribute of node x . 

Each node in the access tree represents a threshold, and the 
value of xn

 
satisfies )(1 xNumnx ≤≤ . The value of "or" is

1=xn , and the value of "and" is )(xNumnx = . 
Amit and Brent (2005) proposed the threshold ),( nk  that 
divides the secret information s  into n  sections by the 
Lagrange interpolation theorem. In Fig. 11, xk  denotes the 

threshold requirement for recovering secret information.; 
When 1=xk , the threshold policy is ("OR"); when nkx = , the 

threshold policy is ("AND")． 

 

Fig. 11. Threshold access structure 

The basic ABE has only a "threshold" operation; so the 
flexibility is severely limited. However, many applications 
need to support a flexible access control policy to realize the 
encryption target of the sender. As shown in Fig. 12, the tree 
structure contains "and", "or" and "threshold" operations to 
represent more complex logical relationships.  
Linear Secret-Sharing Schemes (LSSS), Amos and Aner 2014) 
can protect the key, resist malicious attacks, and reduce the 
risk of secret disclosure.  
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          Fig. 12. Tree access structure 

Assume that ),( ρM  expresses the access structure A , M  is a 

Kl ×  matrix, and function ρ  maps },,2,1{ lL  of matrix M  

to the secret sharing participant P．The process of LSSS 
includes the following steps:  
(1) Secret sharing algorithms. Randomly choose 121 ,,, −kvvv L

from pZ , and merge the secret s  to constitute the vector

),,,,( 121 −= kvvvsv L . If iA  is the ith  line element of M , the 

secret shared element of participant )(iρ  can be expressed as 

vAii •=σ ．  

(2) Secret recovery algorithms．If the set of attributes is A∈ω , 
})(|{ ωρ ∈= iiL

, 
and the set of recovery coefficients Lii ∈}{ µ  can 

be computed byA , s
Li

ii =•∑
∈

σµ ． 

(3) Although LSSS can alleviate the initial needs of the system 
for attribute and user space, the complex access structure 
increases the difficulty of public key design and the 
calculation cost of the system (Shamir et al, 1979). 
Definition 2. (Bilinear pairings, Boneh and Franklin 2001). 
Map: 211: GGGe →× . This definition has three features: (1) 

Bilinear: 1,,, GhfZba q ∈∀∈∀ , if abba hfehfe ),(),( = , then

211: GGGe →×  is bilinear; (2) Non-degenerate: if 1Gf ∈∃ , then
1),( ≠ffe ; and (3) Computable: if 1, Ghf ∈∀ , we have an 

efficient computing algorithm of ),( hfe , 

),(),(),( ababba hfehfehfe == , and ),( ∗∗e  is a symmetric 

operation.  
Definition 3. (Computation Diffie-Hellman Assumption, Shao 
et al, 2009). Randomly choose ∗∈ qZba, , compute abg  by a 

triple couple ),,( ba ggg .  
Definition 4. (Decision Bilinear Diffie-Hellman (DBDH), 
Shao et al, 2009). Randomly choose 2,,, GRZcba q ∈∈ ∗ , and 

determine whether equation Rgge abc =),(  is effective by the 

triple couple ),,,,( Rgggg cba . 
Definition 5. (Decisional Linear (D-Linear), Lewko and Sahai, 
2010). Randomly choose generator vfg ,,  of group G  with 

q  order and random select element GRZba q ∈∈ ,, , and assess 

whether Rv ba =+  is effective by ),,,,,( Rggvfg ba .  
Definition 6. (Indistinguishability under Chosen Ciphertext 
Attack (IND-CCA), Mihir and Dennis, 2015). The process 
among challenger and opponent is expressed as five steps:  
(1) The challenger systematically establishes the encryption 
scheme, outputs the public-private key pair and delivers the 
public key to the opponent.  
(2) The opponent can decrypt part of the ciphertext and return 
the result to the challenger for some decryption queries.  
(3) The opponent chooses plaintext 0M  and 1M  and 

transmits them to the challenger. Based on the fair coin }1,0{b , 

the challenger chooses to encrypt bM , obtains ciphertext *C  

and transmits it to the opponent. 
(4) In addition to ciphertext *C , the opponent can continue to 

ask the challenger for decryption operation. 
(5) The challenger must reply 1 or 0 (expressed as'b ) as a 

ciphertext guess. If bb =' , the opponent gains the game. The 
advantage of the opponent in the game can be expressed as 

2/1]'Pr[ −= bb . If the opponent has the advantage of probability 
polynomial time, which cannot be disregarded in this game, 
the encryption scheme has IND-CCA security (Mihir and 
Dennis, 2015). For the convenience of reading this article, we 
give some important symbols in Table 3.

Table 3. Related symbols and meanings 
Symbol Meanings Symbol Meanings 

iG
 

Operation in set, g  is a generator of 1G , 2,1=i  Pub  Public parameter 

eC
 

e denotes bilinear pairing  n  Number of attributes in system 

∗Γω  Access policy R  Attribute revocation information 

Γ  Attribute set T  Accountability list 
MK  Master key 

uA
 

Attributes of user u  

λ  Security parameter SK  Private key 
ω  Keyword q  Prime number 

I  Index id  User's identity 

)(ωD  File identifier |G|  Element size of G  

K  Key A Access structure 
PK  Public key || A  Access structure size of A  

CT  Ciphertext l  Size of keyword set 

ωT  Trapdoor  D  Plaintext information 

4.1.3. Several types of ABE  

Presently, three types of ABES exist: basic ABE (Amit and 
Brent, 2005), key-policy attribute-based encryption (KP-ABE, 
Fig. 12) (Goyal and Pandey, 2006) and ciphertext-policy 

attribute-based encryption (CP-ABE, Fig. 13) (Chen and Hui, 
2014). 
The basic ABE mechanism has four algorithms (Susan and 
Brent, 2013): Setup, Extract, Encrypt and Decrypt. During 

AND

OR OR

Dept:DOD
Agency:

NSA
Position：
Director

Level>5
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initialization, the system runs according to the public 
parameters and generates two groups 21,GG by prime number
q  and bilinear pairs 211: GGGe →× , and d is the threshold 
parameter. 
(1) Setup: The authorize agency selects qn Zttty ∈,,,, 21 L , public 

key PK  is )),(,,,( 1
1

ynt
n

t ggeYgTgT === L , and ),,,( 1 ntty L  is 

the master key MK . 
(2) KeyGen: The authorize institute generates the private key 
SK  of useru  and selects polynomial p  with degree )1( −d . 
If yp =)0( , the private key SK  is 

CAi
itip

i gD ∈∀= }{ /)(

.
 

(3) Encrypt: The sender executes encryption with CA  and 

randomly selects qZs ∈ , and the ciphertext is 

)}{,),(,(
CAi

sit
i

yss
C gEMggeMYEA ∈∀=== 2GM ∈ . 

(4) Decrypt: If dAA Cu >|| I , the receiver chooses d  number 

of attributes. If Cu AAi I∈  and calculates sipggeDEe ii )(),(),( = , 
sYEM /=  when yssps ggeggeY ),(),( )0( ==  with the Lagrange 

interpolation polynomial.  
In an ABE system, decryption is possible only if the set of key 
attributes of a user matches the attributes of the ciphertext. 
KP-ABE: As shown in Fig. 13, a user’s keys adopt a tree 
structure to describe the access policy KPuA − , and the set of 

leaf nodes of a tree is uA . Ciphertext is related to the attribute 

set CA . When CA  satisfies KPuA − , users can decrypt 

ciphertext. 
The differences between KP-ABE and the basic ABE 
mechanism are the KeyGen and Decrypt algorithms. The 
KeyGen algorithm employs a secret sharing mechanism and 

adopts a top-down method to define the polynomial xp , 

whose number of times is less than the threshold value of the 
node x . 
If ))(()0( )( xindexppx xparent=  and )(xparent  represents the parent 

node of x , )(xindex  represents the number index of x . 
When r  is the root note, then ypr =)0( , and the master key 

y  is dispersed in the private key componentiD , which 

corresponds to the leaf node. 
The decryption algorithm decrypts each node by a recursive 
process from bottom to top and obtains the secret value that is 
needed to recover plaintext. In Fig. 13, CA  satisfies the 

policy KPuA − , S  is }{ AND  in the decryption tree, and the 

ciphertext adopts a tree structure to describe the access policy

KPuA −  and achieve relevant policies by the sender. 

In CP-ABE, the user’s key is related to the attribute set CA
.
 

When uA  satisfies CPuA − , the user can decrypt the ciphertext, 

and the lengths of PK  and MK  are independent of the 
number of system attributes. In the encryption algorithm, the 
implementation of an access tree is similar to the KeyGen 
algorithm of KP-ABE, and the leaf node corresponds to the 
ciphertext component iE . In Fig. 14, uA  satisfies CPuA − , and 

the set of internal nodes s  in the tree is decrypted 
AND}3,-of-2{or， . 

In ABE, the access policy is associated with the password tree, 
and the decryption key is bound by a set of describable 
attributes (Susan and Brent, 2013). When the decryption party 
has a matching policy, the decryption key can be obtained. 
The specific contents and details of the three ABE schemes are 
quite different (Qin and Wu 2012, Bethencourt and Saha 
2007). Please refer to Tables 4 and 5 for the similarities, 
differences and processes. 

CT AC

PK

AU-KP

Trusted Authority

Data Owner

Plaintext

Encrypt: (PT, PK, AC)

AC (A, B, C)

AC satisfies
AU-KP?

AU-KP

Decrypt: CT

Data User

(2,2)

A C

PK, SK

    

 Fig. 13. KP-ABE mechanism 

   

CT
AU-

CP

Trusted 
Authority

Data 
Owner

Plaint
ext PK

Encrypt: (PT, 
PK, AU-CP)

(2,3)

A CB

AT-

CP:

AC satisfies
AU-CP?

Decrypt: 
CT

Data 
User

AC: (A,C)

PK, SK

AC

 

       Fig. 14. CP-ABE mechanism  

Table 4. Process step of KP-ABE and CP-ABE 
  KP-ABE CP-ABE 
 

),( USetup λ  
 

Input 
Safe parameters Safe parameters 
Attribute Space Attribute Space 

User Space User Space 
Output Public key PK  Public key PK  

 
 

),,( AMPKEncrypt  

 
Input 

Master key MK  Master key MK  
Public key PK  Public key PK  
Plaintext M  Plaintext M  

Attribute Set γ  Access structure A  
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Output Ciphertext CT  Ciphertext CT  
 

),( SMKKeyGen  
 

Input 
Master key PK  Master key PK  

Access structure A  Attribute Set γ  

Public key PK  NA  
Output Decrypt Key K  Private Key SK  

 
),,( SKCTPKDecrypt  

 
Input 

Public key PK  Public key PK  
Ciphertext CT  Ciphertext CT  
Decrypt Key K  Private Key SK  

Output Plaintext M  Plaintext M  

Table 5. Contrast cost of basic ABE, KP-ABE and CP-ABE 
System Ciphertext Private key Encrypt Decrypt Policy 
Basic ABE 

21
|| GGC LLA +  

1
|| GC LA  21 2|| GGAC +  22dGdCe +  Threshold 

KP-ABE 
21

|| GGC LLA +  
1

|| Gu LA  21 2|| GGAC +  2eC ||2C|A| GS+  Threshold, AND, OR  

CP-ABE 
21

)1||2( GGC LLA ++  
1

)1||2( Gu LA +  21 2|| GGAC +  2eu )2||2(C|A|2 GS ++  Threshold, AND, OR 

4.2 Fine grain 

ABE integrates flexible access control with encryption 
functionality; every file can be encrypted with a flexible 
access policy. Fig. 15 presents the basic process of ABE. 

User

Cloud Server

Owner

Trust authority

 

Fig. 15. The framework of attribute-based encryption 

Li and Huang (2014) proposed a new security outsourcing 
ABE system, which can delegate many operations to a third 
party and substantially reduce the burden. Zhang and Ma 
(2017) proposed an ABE scheme for completely outsourcing 
ciphertext policy, which realized the generation, encryption 
and decryption of an outsourcing key and optimized the 
communication cost.  

Shao and Lu (2015) proposed a new cloud computing data 
sharing protocol, which employed a new encryption primitive 
online /offline attribute agent re-encryption and key 
conversion technology. Ma and Zhang (2018) proposed a 
novel fine-grained access control model and data sharing 
mechanism, in which both the sender and the receiver did not 
have complex computing, and optimized the communication 
cost. The contrasts of these contents are shown in Table 6. 

Table 6. Contrast of several fine-grained access control scheme 

4.3. Multi-authority attribute based encryption  

In the ABE mechanism, many attributes exist in the encryption 
process, and each attribute of a user needs to obtain a private 
key (Han and Mu, 2015), which requires multiple permission 
centers (Fig. 16). Each attribute generates an encrypted private 
key to prevent the authority center from stealing the private 
key, which effectively ensures data privacy security. 

Owner

UserCloud Server

Attribute Authority

Control Authority

Data  Access

Public Key Set Up

 

Fig. 16  Multi-authority attribute encryption (MA-ABE) 

Table 7. Storage contrast of several multi-authority schemes 
Scheme Decryption  Ciphertext Sign encryption  Decryption (user side) 
(Han and Mu, 
2015) 

||)6( max GUN d+  ||||)23( max, Te GGNlN ++  e
G

e

TG TNleNNT max),33( ++  e

TG
p TNleTNleN max,max),24( ++  

(Jiang and Wu, 
2016) 

||

||)62( max

T

d

GN

GUN

+
++

 
||||)32( max, Te GGNl ++  e

G
e

TG TNleNNT max),43(2 +++  e

TGT  

(Lewko et al, 
2011) 

||max GU d  ||2||)1( max,max, GNlGNl eTe ++  e

TG
e

G TNleTNle max),21(max,3 ++  e

TG
p TNleTNle max,max,2 +  

         Scheme KeyGen Enc.user KeyGen.user Dec.user for CT Dec.user for RCT 
(Li and Huang, 2014) Exp3  PExpl 1)3( ++  - Exp1  - 

(Zhang and Ma,2017) 0 Exp1  - Exp1  - 

(Shao and Lu, 2015) Expy)43( +  Exp0  Exp0  PIExpI |)|32()1||2( +++  PIExpI |)|33()1||2( +++  

(Ma and Zhang,2018) 0 0 0 Exp1  PExp 12 +  
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(Ruj et al, 
2014) 

||max GU d  

||2

22(||)1(

max,

max,max,

GNl

NlGNl

s

eTe

）+
+++

 
e

TG
e

G TNleTNle max),21(max,3 ++  pTNle max,2  

(Sourya and. 
Ruj, 2017) 

|||)|1( max GGU d+  ||4||)13( max,max, GNlGNl eTe ++  e

TG
e

G TNleTNle max),21(max,5 ++  e

TGT2  

(Yang and Jia, 
2013) 

|||)|2( max GGUN d+  ||||)32( max, Te GGNl ++  e
G

e

TG TNleNT max),51( ++  e

TGT  

(XU and TAN, 
2018) 

||)9( max GUN d+  ||34(|| max,max, GNlNlNG seT ）+++  e
G

e

TG TNleNNT max),54( ++  e
G

e

TG
p TNleNTT max),33( ++++  

(Han and Mu 2015, Jiang and Wu 2016) proposed a 
decentralized CP-ABE to protect the privacy of users, in 
which each permission can work independently without any 
collaboration to initialize the system and deliver the key to 
users. Jiang and Wu (2016) constructed a secure data sharing 
scheme, which realized fine-grained access control and 
efficient decryption, and supported immediate revocation of 
user attributes (XU and TAN, 2018). Lewko and Waters 
(2011) proposed an encryption system that is based on 
multi-authority, in which any party can be an authority and no 
global coordination is needed except for creating a set of 
initial public reference parameters. Ruj and Stojmenovic 
(2014) proposed a distributed access control scheme in the 
cloud storage, which prevented replay attacks and supported 
creation and modification of cloud data (Sourya and. Ruj, 
2017). The contrasting results of several articles are shown in 
Table 7. 

4.4. Revocation mechanism 

Because each attribute in ABE can be shared by multiple 
users, the revocation of any attribute may affect other users 
with the same attribute in the system. Therefore, how to 
effectively revoke attributes is an important and challenging 
problem in an ABE scheme (Boldyreva and Goyal, 2008). 

In ABE, the ciphertext is associated with an assertion 
),( termΓ , where Γ  represents the attribute set, and Φ  

represents the non-empty subset of the Γ  satisfying term . 
Assume that ω  is the attribute set of the decryptor who can 
successfully decrypt the ciphertext, only if Φ∈'ω  exists to 
ensure that ωω ⊆' . 

The CP-ABE scheme involves three entities—system center, 
attribute authority and user—which consist of the following 
six algorithms (Qin and Zhao, 2017). 
(1) ),()1( MKPKSetup →λ : The probabilistic random algorithm 

is run by the system center, which inputs the security 
parameter λ1 , output public key PK and the master key MK ; 
(2) ωω ,),,( IDSKMKIDKeyGen → : The probabilistic random 

algorithm is run by the attribute authority, which inputs MK , 
user's identity ID  and attribute set ω  and outputs the 
private key ω,IDSK ; 

(3) CTPKRDEncrypt →Γ ),,,( *ω : The probabilistic random 

algorithm is run by the data owner, which inputs the public 
key PK , plaintext message D , access policy ∗Γω  and 

attribute revocation information R  and outputs the 
ciphertext CT . 

(4) CTPKRDEncrypt →Γ ),,,(Re *ω : The probabilistic random 

algorithm is run by the system center, which inputs the public 
key PK , ciphertext CT , access policy ∗Γω  and attribute 

revocation information R  and outputs the new ciphertext 
CT . 

(5) DRCTSKDecrypt ID →Γ ),,,( ,* ωω : The deterministic algorithm 

is run by the decryptor, which inputs the private key ω,IDSK , 

ciphertext CT  of the policy ∗Γω , and the attribute 

revocation information R . If 1)( =Γ ∗ ωω , and ω,IDSK  does not 

involve the revocation event in R , then output the plaintext 
message D ; otherwise, output the error symbol ⊥ . 
(6) RjattriIDMKvocation kk →))(,,,(Re λ : The deterministic 

algorithm is run by the attribute authority, which inputs the 
attribute )( jattr  and user kID  and outputs the revocation 

information R . 

Based on the idea of the fuzzy IBE primitive and binary tree 
data structure, Boldyreva and Goyal (2008) proposed an IBE 
scheme, which can significantly improve the key update 
efficiency of the trusted party. Qin and Zhao (2017) 
established a server assisted revocable ABE and maintained 
the features of attribute revocation, short ciphertext and fast 
decryption. Cui and Deng (2016) proposed a revocable ABE 
concept, in which the workload of user revocation can be 
delegated to a server, and each data user only needed to store 
a fixed size key, which greatly reduced the operating burden 
of the client. Based on the direct and indirect revocation 
methods, Attrapadung and Imai (2009) proposed a mixed and 
revocable ABE scheme, which enabled the sender to 
dynamically choose whether to use a direct revocation or 
indirect revocation mode.  
Sahai and Seyalioglu (2012) proposed a new method to 
revoke the stored data, which enables the storage server to 
update the stored ciphertext to disqualify the revoked user 
from accessing the encrypted data. Yang and Liu (2015) 
proposed an extended proxy assisted method, which bound 
the private key to the data decryption operation and 
effectively prevented collusion. Ma and Zhang (2015) 
proposed a practical revocable access control mechanism, 
which not only realized efficient fine-grained access control 
but also provided fast and robust user revocation. Several 
revocation mechanisms are presented in Table 8. 

Table 8. Contrast results of several revocation schemes 
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4.5. Trace mechanism  

In the ABE mechanism, improving the security of attribute 
management and tracing the direction of each attribute is 
necessary. According to different requirements of the 
algorithm, traceability research can be divided into a white 
box and a black box (Liu and Cao 2013). The white box uses a 
key to track the user's attribute. The black box mechanism 
provides ciphertext for the device and obtains the decrypted 
plaintext to ensure that at least one user can be traced. 
An online/offline traceable mechanism includes six algorithms 
(Liu and Cao 2013): Setup, KeyGen, offline encryption and 
online encryption, decryption and trace.  
1) ),( USetup λ ． The algorithm inputs the security parameter 
λ  and attribute set U  and outputs the public key PK  and 
the master key MK . The algorithm initializes the 
accountability list ∅=T . 
2) ),,,( SidPKMKKeyGen ． The algorithm inputs the master key 
MK , public key PK , user's identity id  and attribute set 

US ⊆ , outputs the user's private key idSK  of ),( Sid , and adds 

id  to the list T . 
3) )(PKEncryptOffline − ． The algorithm inputs the public key 
PK  and outputs the indirect ciphertext IT .  
4) )),(,,( ρMITPKEncryptOnine − . The algorithm inputs the public 
key PK , indirect ciphertext IT  and an access policy ),( ρM  
and outputs the session key key  and ciphertext CT . 

5) ),,( , CTPKSKDecrypt sid . The algorithm inputs the public key 

PK , private key SidSK ,  of the attribute set S , and ciphertext 

CT  of the access policy ),( ρM . If the attribute set S  does 

not satisfy the access policy ),( ρM , and the output ⊥  
indicates that the decryption fails; otherwise, the output is the 
session key key . 

６) ),,( SKTPKTrace ． The algorithm inputs the public key PK , 
accountability list T  and private key SK . First, the 
algorithm checks whether SK  is a reasonable private key to 
determine whether accountability should be pursued. If SK  is 
a reasonable private key, the corresponding identity id  of 
SK  is output; otherwise, the symbol ∧  indicates that SK  is 
not a reasonable private key. 
Liu and Cao (2013) proposed a new CP-ABE to support the 
representation policy in any monotonic access structure, which 
improved the traceability and expression without 
compromising security or performance. Liu and Wong (2013) 
can identify the users whose keys have been used to establish 
the decryption device from multiple keys and the superset 
attribute but must be utilized to build the underlying 
decryption device. Ning and Cao (2014) presented a practical 
CP-ABE system that supports white box tracking, which is 
suitable for commercial applications. The scheme included 
three advantages: (1) the number of attributes is not 
polynomial bounded; (2) it can track malicious users who leak 
the decryption key; and (3) the storage cost of the trace 
mechanism is constant (Ning and Dong, 2015). Ning and Cao 
(2018) proposed two non-interactive traitor tracing 

commitments and constructed a fully secure and traceable 
cloud storage service CP-ABE system, which can effectively 
capture users with compromised access credentials. The 
relevant results of the trace schemes are shown in Table 9. 

Table 9. Contrast of several trace schemes

|u|  is the size of the attribute universe, ||s  is the size of the attribute set of a private key, l  is the size of an access policy, and

||I  is the number of attributes.  

4.6. Proxy Re-encryption (PRE)  The calculation of encryption and decryption needs numerous 
hardware facilities, which will cause a great burden to 
personal computing. Therefore, users usually choose a third 

 (Boldyreva and 
Goyal, 2008) 

(Qin and Zhao, 
2017) 

(Cui and Deng, 
2016) 

(Attrapadung and 
Imai, 2009) 

(Sahai and 
Seyalioglu, 2012) 

(Yang and 
Liu, 2015) 

(Ma and 
Zhang, 2015) 

Rev Indirect Indirect/Direct Indirect Indirect Indirect Direct Direct 
ABE KP KP KP CP CP CP CP 
Key size 

))log((
R

N
RO  ))log((

R

N
RO  ))log((

R

N
RO  ))log((

R

N
RO  ))log((

R

N
RO  

_ )1(O  

Key  )log( NlO  )log( NlO  )log( NlO  )1(O  )1(O  )1(O  )1(O  

Communication |)12(|| GkGT ++
 

||)1(|| GkGT ++  ||)1(|| GkGT ++
 

||2 TG  ||2|| GGT +  ||2 TG  ||2 TG  

Computation PIEI ||4||2 +
 

PIEI ||4||3 +  PIEI ||2||2 +
 

E1  P2  E1  E1  

Scheme Public key Private key Ciphertext size Pairing  Storage cost  
(Liu and Cao, 2013) 4|| +u  4|| +s  32 +l  1||2 +I  N  

(Liu and Wong, 2013) Nu 43|| ++  4|| +s  Nl 172 +  10||2 +I  N  

Ning and Cao (2014) 7 4||2 +s  33 +l  1||3 +I  ),( ntINS  

(Ning and Dong, 2015) 7 4||2 +s  33 +l  1||3 +I  ),( ntINS  

(Ning and Cao, 2018) 5|| +u  7|| +s  42 +l  2||2 +I  0 
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proxy party to execute encryption and decryption. With the 
premise of ensuring security and safety, the attribute-based 
proxy re-encryption (ABPRE) scheme combines proxy 
re-encryption with ABE, and users can decrypt the 
re-encrypted ciphertext using relevant attributes (Fig. 17). 

 

Fig. 17. Proxy re-encryption 

Based on the Diffie Hellman (DDH) hypothesis, Shao and Cao 
(2009) proposed a non-pairing proxy re-encryption scheme, 

which was secure against the chosen ciphertext attack and 
collusion attack in the random oracle model. Lin and Lu (2016) 
investigated the verifiability of the re-encryption process, 
formalized the proxy encryption security model, proposed an 
authentication scheme, and gave the security proof.  

Guo and Zhang (2014) defined the concept of the 
unforgeability of a re-encryption key to capture the previously 
described attacks and proposed a non-interactive security 
scheme, which can resist a collusion attack when forging a 
re-encryption key. Zhan and Wang (2019) proposed a more 
secure re-encryption scheme to prevent attackers from forging 
effective ciphertext and signatures and resist a selective 
ciphertext attack. The contrasts of PRE are shown in Table 10. 
Shao and Cao (2009) needed a constant number of pairing 
operations in re-encryption and decryption compared with Lin 
and Lu (2016), Guo and Zhang (2014) and Zhan and Wang 
(2019); the computation burden is substantially lower. 

 
 

Table 10. Contrast of several PRE schemes 
Paper Computation cost 

keygen Enc1 Enc1 Re-enc Dec1 Dec1 
(Shao and Cao,2009) 
 

em 2+  em 32 +  em 32 +  pe +  em 97 +  epm 54 ++  

(Lin and Lu, 2016) 
 

e3  bem ++ 63  em 82 +  bem 1053 ++  ebm 433 ++  ebm 492 ++  

(Guo and Zhang, 2014) 
 

pe 2+  pem 273 ++  pem ++ 42  peb ++ 42  bpem 4232 +++  pebm +++ 43  

(Zhan and Wang, 2019) 
 

pe +3  bpem +++ 93  em 82 +  bpem 1053 +++  bpem 544 +++  ebm 492 ++  

4.7. Hierarchical encryption 

 

Fig. 18. Hierarchical attribute-based encryption scheme  

In practical applications of a cloud computing service, such as 
hierarchical identity-based encryption (HIBE), hierarchical 
attribute-based encryption (HABE, Fig. 18) and hierarchical 
attribute-set-based encryption (HASBE), a hierarchical 
management mode is usually employed. 
The HIBE is comprised of five algorithms (Okamoto and 
Takashima, 2012): root set-up, key extraction, delegation, 
encryption and decryption. 

)(λsetupRoot : During the setup phase, the PKG takes the 
security parameter λ  and computes the system public 
parameters Pub  and generates the master key MK . 

),,( MKPubIextractionKey : The key extraction algorithm uses 
the master key MK  and public parameters PP  to compute 
the private key for identity vector I  at depth j ; Lj ≤ ; L  
is the maximum hierarchy depth; and the private key for I  is 

denoted as ISK . 
),',,( ISKIPubIDelegation : Identity I  at depth j  generates 

the private key for identity 'I  at depth 1+j  using the public 
parameters Pub  and private key ISK , and Lj ≤+1 . L  is 
the maximum depth of the hierarchy; the public key for 'I  is 
denoted as ': II , and the private key is ':IISK

.
 

),,( IPubDEncryption : To encrypt a message for a recipient 
with the identity vector I , the sender uses the public 
parameters Pub  and public key PK  to generate the 
ciphertext CT . 

),,( ISKPubCTDecryption : The intended recipient with the 

identity vector I  decrypted the ciphertext CT  to obtain the 
message D  by using the public parameters Pub  and private 
key ISK .  

4.7.1. HIBE 

The identity-based encryption (IBE) system is a simple, 
certificate-free public key infrastructure model. HIBE 
improves the scalability of IBE by sharing the workload of 
PKG, which can be deployed in cloud computing, pervasive 
computing systems, and wireless sensor networks to provide 
access right.  
Okamoto and Takashima (2011) proposed two schemes of 
zero inner product encryption: the first schemeone is a 
full-attribute hidden scheme with a constant size key, and the 
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second scheme is a layered scheme with a constant size 
ciphertext. Ducas et al (2010) discussed how to use 
asymmetric pairs to transform a large class of IBE and HIBE 
structures into anonymous IBE and HIBE systems. Okamoto 
and Takashima (2012) proposed a hierarchical inner product 
encryption scheme, which can realize a shorter public key and 

add a new form of ciphertext and key. Lee and Park (2015) 
proposed an efficient anonymous HIBE scheme with short 
ciphertext in prime order bilinear groups and gave an effective 
reduction. The contrasts of the HIBE schemes are shown in 
Table 11.

Table 11. Contrast of several HIBE schemes 

4.7.2. HABE  
The Hierarchical attribute-based encryption (HABE) offers 
fine-grained access control, scalability, and full delegation by 
combining HIBE and ABE. HABE works in a disjunctive 

clause manner and assumes that all attributes are 
administered by the same domain master.  

Li and Yu (2019) gave the formal definition and security 
model of hierarchical attribute encryption (HABE) with 

continuous recovery capability, and proposed a scheme with 
continuous leak elasticity. Deng and Wu (2014) proposed a 
formal definition and security model of hierarchical attribute 
encryption (HABE) with continuous leak recovery capability. 

The security of the scheme is proved with the assumption of a 
compound order bilinear group. The contrasts of several 
HABE schemes are in presented in Table 12. 

Table 12. Contrast of several HABE schemes 
Schemes Size of MK Size of SK Leakage of MK Leakage of SK 
(Li and Yu, 2019) λ)2|(|3 +U  λ)2|(|3 ++lS  No No 
(Deng and Hu, 2014) λ)2|(|3 nU ++  )2|(|3 nlS +++λ  λ)12( −Λ−n  λ)12( −Λ−n  

4.7.3. HASBE 
Hierarchical attribute set based encryption (HASBE) 
combines an attribute set based on encryption and HIBE. 
HASBE has better privacy performance, flexibility and 
application range but the operation is more complex. 
Wang and Zhou (2016) proposed an encryption scheme that is 
based on file hierarchy, integrated the hierarchical access 
structure into a single access structure, and then utilized the 
integrated access structure to encrypt the hierarchical files. Li 

and Chen (2019) proposed the efficient hierarchy CP-ABE, 
which can encrypt multiple files at the same access level, 
especially for large organizations. The contrast results of 
these several HASBE schemes are shown in Table 13. 

Table 13. Contrast of several HASBE schemes 
4.8. Discussion and analysis of ABE 

Attribute encryption algorithm is particularly suitable for the 
distributed architecture of cloud computing, which can reduce 

the cost of network communication and facilitate the 
combination with other security technologies. We summarize 

the characteristics of several ABE models in Table 14. 

Table 14. Contrast of several ABE schemes 

Scheme Reduction loss Public prime Secret key Ciphertext 
(Okamoto and Takashima,2011) )(qΩ  )( 4λlO  )( 4λlO  Tkk +133  

(Ducas et al,2010) )2( lλΩ  )( 4λlO  )( 4λlO  Tkk +3  

(Okamoto and Takashima, 2012) )(lqΩ  )( 2λlO  )( 2λlO  )( λlO  

(Lee and Park, 2015) )(qΩ  )( λlO  )( λlO  Tkk +6  

 (Wang and Zhou, 2016) (Li and Chen, 2019) 
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The ABE mechanism employs an access structure to express 
the access policy, and the flexibility of the policy will 
increase the complexity of access structure. Large-scale 
distributed applications need an ABE mechanism to support a 
multi-authorization center to satisfy the needs of scalability 
and fault tolerance. These factors introduce challenges to 
ABE research, including the following aspects: 
1 Designing the access structure of the CP-ABE mechanism 
is difficult. The public key of the CP-ABE system is 
generated by the authority; the access structure is designed by 
the encryptor and the decryption is controlled by the authority. 
Therefore, in CP-ABE, the complexity of the access structure 
increases the complexity of the public key and limits the 
design of the access structure. 
2 Attribute key revocation is a heavy burden. In ABE, the 
user key is related to the attribute, and the dynamic change of 
the system often causes attribute invalidation. Therefore, the 
revocation of ABE becomes the research focus. 
3 Key abuse of ABE. When a pirated key exists, determining 
whether users or authorized institutions have disclosed the 
private keys is difficult. Preventing and defining the 
responsibility of the private key is difficult, which causes a 
key abuse problem in ABE. 
4 Trust of authorized institutions. In an ABE system, an 
authorized organization may cause security risks to the 
system. Once the authorized organization is destroyed, the 
attacker can obtain the key of any user and decrypt all 
ciphertext. 

5 Research on a revocable CP-ABE mechanism that can 
identify user responsibility. Current research has realized the 
flexible CP-ABE mechanism with the standard assumption. 
However, this mechanism does not solve the responsibility 
identification of a user.  
6 Hierarchical ABE. In a practical application, a hierarchical 
relationship between authorized institutions and attributes 
exist; so an investigation of hierarchical ABE is necessary. 
7 The applicability and practicability of ABE: Due to the 
efficiency shortcomings, proposing a more practical ABE 
scheme in a cloud environment by combining PRE, 
anonymous authentication, access control, keyword search 
and other technical means has great significance.  
8 Dual policy ABE. The policies in KP - ABE and CP - ABE 
can only control access to a user key or ciphertext. Improving 
the efficiency and flexibility of the double policy ABE 
mechanism, which can effectively protect privacy 
information, is an important direction.  

5. Searchable encryption  

Data in a cloud service often exists in the form of ciphertext. 
How to ensure the privacy security of a cloud service without 
reducing the efficiency of a cloud service is an important 
issue. Because searchable encryption (SE) technology can 
provide keyword-based retrieval of ciphertext, it is very 
suitable for the protection of cloud privacy data (Kamara and 
Papamanthou, 2012). As an important network security 
method, both symmetric and asymmetric searchable 
encryption can be combined with other technologies to solve 
various forms of keyword retrieval problems in various 
scenarios (Fig. 19). Currently, many research results have 
been achieved. 

User

Cloud Server

Owner

Search control （trapdoor)

Access control (data decryption keys)

 

Fig. 19. Process of searchable encryption 

Algorithm Fine-grained  Computation overhead Revocation efficiency Efficiency Collision resistance Association attributes Access policy 

ABE Poor Common  Common Common Common Cipher Key 
KP-ABE  Poor Good Poor  Common  Common Cipher Key 
CP-ABE Common Common Poor Common Good  Key Cipher 
CCP-CABE  Poor Poor  Good Good  Good  Key   Cipher 
MA-ABE Common Good Common Good Common Cipher / key Cipher / key 
PRE Poor Poor Common Good Common Cipher/ key Cipher / key 
HIBE  Poor Good Good Good Good  Key   Cipher 
HABE  Good Common Common Good Good Key   Cipher 
HASBE  Good Common Common Good Good  Key   Cipher 
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Fig. 20. Categories of searchable encryption 

Searchable encryption schemes can be divided into two main 
types (Fig. 20): searchable symmetric encryption (SSE) and 
searchable asymmetric encryption (SAE), which mainly 
includes four algorithms: setup, token, index and query 
(Kamara and Papamanthou, 2012). 
(1)  Setup: In the SAE, the algorithm will generate the public 
key and private key according to the input security parameter; 
in the SSE, the algorithm will generate some private keys, 
such as the key of pseudo-random function. 
(2)  Trapdoor: According to the keywords of users, the 
algorithm generates the corresponding search credentials. The 
executor of algorithm is mainly determined by the application 
scenario and can be executed by the data owner, user or 
authority. 
(3) Index: In this algorithm, the data owner will select the 
corresponding keyword set according to the file and use the 
searchable encryption mechanism to build the index table. In 
SAE, the data owner encrypts the file with the public key; in 
SSE, the data owner encrypts the key set with the symmetric 
key.  
(4) Query: The algorithm is performed by the server. The 
server considers the search voucher and index table as input 
to calculate the protocol preset. The algorithm determines 
whether the file satisfies the search request by determining 
whether the output result is the same as the preset result. The 
server returns the search result. 

5.1. Searchable symmetric encryption (SSE) 

In the dictionary },,{ 21 dD ωωω L= , a symmetric searchable 

encryption algorithm can be described as a quintuple 
(Kamara and Papamanthou, 2013): 

),,,,( DecryptSearchTrapdoorEncryptKeyGenSSE =  

1) )(λKeyGenK = : Input the security parameter λ , and output 

the key K . 
2) ),(),( DKEncryptCI = : Input the symmetric key K  and 

plaintext file set ),,,( 21 nDDDD L= , ∆∈2iD , and the output 

index I  and ciphertext file set ),,( 21 nCCCC L= . If the SSE 

scheme is without index construction, ∅=I . 
3) ),( ωω KTrapdoorT = : Input the symmetric key K  and 

keyword ω  and output the trapdoor ωT ; 

4) ),()( ωω TISearchD = : Input the index I  and trapdoor ωT  

and output the set )(ωD , which is composed of the identifier 
of file ω ; 
5) ),( ii CKDecryptD = : Input the symmetric key K  and 

keyword iω , and output the corresponding plaintext file iD . 

If symmetric searchable encryption SSE  is correct, then for 
),,(,, 21 nDDDDNn L=∆∈∈∀ ω , )(λKeyGen  and output K  and

),( CI  of ),( DKEncrypt , )()),(,( ωω DKTrapdoorISearch = and 

),( ii CKDecryptD = , niCCi L,2,1, =∈  exists. 

Therefore, the symmetric searchable encryption process is 
described as follows: in the encryption process, the user 
executes the KeyGen  algorithm to generate the symmetric 

key K , encrypts plaintext D  with K , and uploads the 
ciphertext to the server. In the retrieval process, the user 
executes the Trapdoor  algorithm to generate the trap ωT  of 

the keyword ω . The server uses ωT to retrieve the file 

identifier )(ωD  and extracts the secret according to )(ωD . 

The user decrypts the returned files with K  to obtain the 
target file. 
5.1.1. Single-keyword search 

Because of its simple and fast operation, a single keyword 
search is a common method of ciphertext retrieval. 
To resist an attack of adaptive keyword selection, Kamara 
and Papamanthou (2012) proposed a dynamic SSE scheme, 
which not only supports dynamic update but also satisfies the 
sub-linear search time. Kamara and Papamanthou (2013) 
employed the data structure of a red black tree to search 
ciphertext, which did not need to access a series of memory 
locations and can be applied in multi-core architecture. Wang 
and Cao (2012) proposed a secure and efficient ranking 
keyword search method that is based on outsourcing cloud 
data. The scheme can calculate correlation scores but only 
supports a static single keyword search. 
5.1.2. Ranked multi-keyword search 

Due to the different frequencies of keywords, the keyword 
search scheme improves the applicability of the system based 
on the feedback results of the relevant ranking system. 
Fu and Sun (2015) proposed a practical, efficient and flexible 
searchable encryption scheme, which supports both a 
multi-keyword ordered search and a parallel search. Xia and 
Wang (2015) proposed a secure, efficient and dynamic search 
scheme, which constructed a special keyword-balanced 
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binary tree as an index, and a greedy depth first search 
algorithm to achieve better efficiency. 
Using semantic ontology, Fu and Ren (2016) investigated a 
multi-keyword search, and the user interest is expressed 
intelligently by the scoring mechanism. Based on the 
keyword weight, Fu and Wu (2016) proposed an efficient 
multi-keyword search scheme, developed a new keyword 
conversion method, and corrected several spelling errors. 

5.1.3. Conjunctive keyword search 

To overcome the shortcomings of a single keyword and 
multi-keyword search, a conjunctive keyword search scheme 
is proposed.  
To improve the efficiency of searching encrypted data, Bösch 
and Brinkman (2011) provided a wildcard search scheme by 
the pseudo-random functions and filters. Cash et al. (2013) 
designed a searchable symmetric encryption protocol, which 
supported a joint search of symmetric encrypted data and a 
general Boolean query and provided a realistic and practical 
trade-off solution between performance and privacy in the 
databases. For extensive application, Jarecki and Jutla (2013) 
proposed a model to support Boolean queries and resist 
hostile non-collusive servers and arbitrary malicious clients. 

5.1.4. Fuzzy keyword search 

Based on the similar semantics of keywords, a fuzzy keyword 
search provides users with possible files, protects users' 
privacy information, and improves the efficiency of each 
search. 
Li and Wang (2014) formalized the fuzzy keyword search 
problem of encrypted cloud data, effectively search the fuzzy 
keyword of encrypted cloud data, and greatly improve the 
availability of the system by returning matching files. Wang 
et al. (2013) proposed a new verifiable fuzzy keyword search 
scheme based on a symbol tree, which not only supports 
fuzzy keyword search but also has verifiability. Zhu and Liu 
(2017) proposed a dynamic fuzzy keyword search scheme to 
provide a secure fuzzy keyword search and verified the 
authenticity of the search results. To reduce the computation 
and storage space, GE and YU (2018) proposed an index 
vector for each fuzzy key set to verify the authenticity of the 
ciphertext. The results of these schemes are listed in Table 15.

Table 15. Efficiency contrast of fuzzy keyword search 

5.1.5. Verifiable searchable 

Some SSE schemes also provide additional functions, such as 
detecting the behaviors of malicious servers (i.e., verifiability) 
and allowing the update of documents on servers. Kaoru and 
Yasuhiro (2013) showed you how to update (modify, delete, 
and add) documents in a verifiable way to enable the client to 
detect any cheating behavior of the malicious server. Chai 
and Gong (2012) proposed a verifiable SSE scheme, which 
effectively solves the conflict between data availability and 
data privacy. Liu and Yang (2018) proposed a multi-user 
verifiable scheme, which implemented the ideal features of 
verifiable SSE, that enables multiple users to perform a 

search. The contrasts of these schemes are listed in Table 16. 

Table 16. Performance contrast 
 Trapdoor Index Search Verifiability 
(Kaoru et al, 2013) )1(O  )(mO  )1(O  )(nO  

(Chai and Gong,2012) )1(O  )|(| lO ε
 

)1(O  +))(( wRO  

(Liu and Yang, 2018) )1(O  )( 2mO  )1(O  )(nO  

 m is the number of all keywords, )(wR is the number of 

documents that contain the keyword w , n  is the number of 
stored documents, l  is the word length of the keyword in 

the current search, and ||ε  is the size of the attribute set 

whose characters are organized to construct each word. 

5.1.6. Fully secure keyword search 

SSE has powerful and rich functions; it is always plagued by 
information disclosure. Recent literature has highlighted that 
the basic requirement of SSE is to allow update operations to 
disclose privacy. 

After the formal definition of different types of backward 
privacy, Garg and Mohassel (2016) proposed a scheme to 
achieve both forward privacy and backward privacy and used 
some advanced encryption primitives for fine-grained control 

(Bost and Minaudy, 2017). From the point of view of 
computation and communication, Kim and Kim (2017) 
designed and implemented a forward security scheme with 
optimal search and update complexity, which can utilize both 
a reverse index and a forward index and greatly improve 
efficiency. Li and Huang (2019) extended the definition of 
forward privacy, proposed the concept of "forward search 
privacy", and developed a new SSE scheme by the concept of 
forward privacy. The contrasts of these SSE schemes are 
shown in Table 17. 

Properties (Li and Wang, 2014) (Wang et al.,2013) 
 

(Zhu and Liu, 2017) 
 

(GE and YU, 2018) 
 

Index building cost )(nMO  )(nMO  )(mO  )(nO  

Trapdoor generation cost )(MO  )(MO  )(MO  )1(O  

Search cost )'( hMO  )'( hMO  )'( hMO  )(mO  

verification __ )1(O  )1(O  )1(O  
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Table 17. Contrast of several SSE schemes 

K  is the number of sub keywords, m  is the number of sub keywords, D  is the number of the documents in the database. wn  

is the search result of keyword w , wa  is the total number of entries of keyword w , and wd  is the number of the cleared 

entries of w . 

5.1.7. Dynamic update 

Due to the dynamics of application in a search encryption 
scheme, when deleting or adding new ciphertext, data must be 
updated in time. 
Emil and Charalampos (2014) proposed a dynamic searchable 
symmetric encryption scheme (DSSE), which can achieve 
small leakage and high efficiency, support a sub-linear time 
update in the worst case, and retain the data structure of only 

linear size. Using a very simple data structure, Asila and Jorge 
(2015) proposed a new decision support system to achieve low 
information disclosure and achieve an efficient and safe 
search/operation. Bost et al. (2016) proposed a new forward 
private SSE scheme, which only relied on a trapdoor 
arrangement. With the premise of security, it greatly improved 
the search efficiency. The contrasts of these DSSE schemes 
are listed in Table 18. 

Table 18. Contrast of several DSSE schemes 
The complexity is based on the keyword w  or the unique keyword k . N  is the total number of keyword pairs in the database, 
m  is the number of times the queried keyword w  was added to the database. wn  is the size of the search result set for the 

keyword w . wa  (resp. wd ) is the number of times the queried keyword w . +N  is the total number of keyword pairs 

historically in the database ∑
+ += w ww daN )( . The O  hides the Nloglog  factors. 

5.2. SAE (Searchable asymmetric encryption)  

In this section, we will discuss public key encryption with 
keyword search (PEKS), attribute-based encryption with 
keyword search (ABKS), and proxy re-encryption with 
keyword search (PRKS) (Rhee and Park, 2010).  

5.2.1. PEKS 

PEKS introduces the concept of attribute, in which users who 
satisfy the relevant properties can query the encrypted data. A 
public encryption key search algorithm consists of five 
polynomial time random algorithms (HU and LIU, 2019) 
: Setup, KeyGen, PEKS, Trapdoor and Test: 
(1) )1( λSetup : )1(),( λSetupMKPub ← , where λ is the system 

parameter, Setup  is the probability polynomial algorithm for 

generating the public parameter Pub and the master keyMK . 
(2) ),(Pr:),( AMKKeyGenivAMKKeyGen A ← . The key generation 

center KGC  generates the user's private key AivPr  according 

to the access structure A  and the system master key MK , 
where KeyGen  is a probability polynomial algorithm; 

(3) ),,(:),,( γωγω PubPEKSCPubPEKS ← . The sender encrypts the 

keyword ω  to generate the ciphertext CT  with the 
parameter Pub  and attribute r . Only the user’s attribute 
satisfies the access structure, who can decrypt the keyword 
ciphertext. PEKS  is the probability polynomial algorithm, 
which generates the ciphertext from the system public 

parameter Pub , keyword ω  and attribute r . 

(4) ),(Pr:),(Pr ωω ω AA ivTrapdoorTivTrapdoor ← . The receiver uses 

the personal private key AivPr  to calculate the threshold 

value ωT of the query key *}1,0{∈ω  and send it to the gateway 

server, Trapdoor  is the probability polynomial algorithm for 

the threshold ωT  of the private key AivPr and the keyword ω . 

(5) ),,(:),,( CTTPubTestbCTTPubTest ωω ← . In the public parameter

Pub , the ciphertext ),',( γωPubPEKSCT =  of the keyword ω  

and the threshold ),(Pr ωω AivTrapdoorT =  of the keyword ω . If 

ωω =' , the output 1=b ; otherwise 0=b , Test is the 
probability polynomial algorithm to determine whether the 
CT corresponds to the ω  of the threshold ωT . 

Scheme Computation  Communication  Client storage 
 Search  Update Search  Update 
(Garg and Mohassel,2016) 
 

)loglog( 3 NNaO w +  )(log2 NO  )( wnO  )1(O  )log( DKO  

(Bost and Minaudy,2017) 
 

)( waO  )1(O  )( wnO  )1(O  )log( DKO  

(Kim and Kim, 2017) )( ww daO −  )1(O  )( wnO  )1(O  )log( DKO  

(Li and Huang,2019) 
 

)( wnO  )1(O  )( wnO  )1(O  )loglog( KDDmO +  

Paper Data  Communication Computation 
(Emil and Charalampos,2014) 
 

10)( << aNO a
，  )( +NO  )log( ++ NnO w  

)(log +NO  })log,log(min{ 3 +++ NnNaO ww  
)(log2 +NO  

(Asila and Jorg,2015) )( nmO +  )( nmO ×
 

)( wNO  )( nmO ×  )(nO  )(mO  

(Bost et al, 2016) 
 

)(mO  )( +NO  )( wNO  )(kO  )( ww daO +  )(kO  
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In this algorithm, N∈λ , for all attributes S  and *}1,0{∈ω , 

and 1]1)),,(),,(Pr,(Pr[ ==γωω PubPEKSivTrapdoorPubTest A . 
The probability function considers all the public parameters 
Pub , master key MK , all the probability algorithms and the 
random oracle models. The key center generates the private 
key AivPr  for the user by the algorithmKeyGen  according to 
the access structure A , and the user generates the threshold 

ωT  of the keyword ω  by the private key AivPr  and function 

Trapdoor . The server can obtain the ciphertext of the keyword 
ω  according to the thresholdωT . 

The server uses the given threshold ωT  as the input of the 

algorithm Test  to determine whether the file contains the 
ciphertext of the keyword ω . Moreover, the server does not 
know the plaintext of the keyword ω , which hides the 
sensitivity of the query information. Because the key SivPr  is 

related to the attribute, the user with the same attribute key can 

query the same information. 

Based on the existing security model, Rhee and Park (2010) 
introduced the concept of "trap door cannot distinguish", and 
constructed a secure searchable public key encryption scheme 
to prevent a keyword guessing attack. Fang and Susilo (2013) 
proposed two important security concepts: IND-CKCA and 
IND-KGA. The former is to capture an internal enemy, 
whereas the latter is to capture an external enemy.  
Chen et al. (2015) and Huang and Li (2017) analyzed the 
weakness of public key encryption and keyword search and 
proposed a new public key encryption framework that is based 
on keyword search. The encrypted keyword can only be 
generated by the sender. Based on different input obfuscation, 
HU and LIU (2019) provided a simple contrast method to the 
cloud server to support the ciphertext search. The contrasts of 
these PEKS schemes are listed in Table 19. 

Table 19. Contrast of several PEKS schemes 
 n  denotes the number of files, and r  denotes the number of the retrieving file

5.2.2. ABKS 

ABKS encrypts the data by ABE. When the user's attributes 
satisfy the access policy, the technology enables the user to 
search the keywords used to encode cloud data. 
Qiu and Liu (2017) proposed keyword search encryption that 
is based on hidden policy ciphertext. If the user's credentials 
cannot satisfy the access control policy of the data owner, they 
cannot search the encrypted data. Sun and Yu (2016) proposed 

a keyword search scheme, which can implement a 
fine-grained search and formalize the definition of security. 
Wan and Yu (2016) constructed an attribute encryption 
keyword search scheme that contains two independent 
attribute revocation lists. However, the calculation burden of 
the scheme is large. The contrasts of these ABKS schemes is 
presented in Tables 20 and 21.

Table 20. Contrast storage of ABKS schemes 
 

Table 21. Contrast calculation cost of ABKS schemes 

Scheme Computation Communication Cost Functionality 
Trapdoor Test 

(Rhee and Park, 2010) )1(O  )(nO  )(rO  single 

(Fang and Susilo, 2013) )1(O  )(nO  )(rO  single 

(Chen et al(2015) )1(O  )(nO  )(rO  single 

Huang and li (2017) )1(O  )(nO  )(rO  single 

HU and LIU (2019) )1(O  )(nO  )(rO  Can extended 

scheme (Qiu and Liu, 2017) 
 

(Sun and Yu, 2016) 
 

(Wan and Yu, 2016) 
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5.2.3. PRKS 

PRKS uses a proxy re-encryption system to search encrypted 
data, which enables authenticated data users to re-encrypt the 
source data and grant the search function to other users. Shao 
and Cao (2010) proposed proxy re-encryption with a keyword 
search and a new cipher primitive, which is proved to be 
secure in the random oracle model (wang and huang, 2012). 
Yau and Heng (2010) proposed a search agent re-encryption 

scheme and gave the specific construction of security and 
re-encryption scheme in the random oracle model. 
Fang and susio (2012) proposed a new conditional proxy re 
encryption and keyword search, which combined PRE and 
PEKS, and resisted the chosen ciphertext attack. Yang and 
Ma (2016) introduced a new time-dependent scheme, which 
enabled patients to delegate part of their access rights in a 
limited time to search related records. The contrasts of these 
ABKS schemes are shown in Table 22

Table 22. Communication and computation overhead of PRKS schemes 
l the size of keyword set,N the number of conjunctive keywords in the access structure, EXPt : execution time for exponentiation 

operation,Pairt : execution time for bilinear paring operation 

5.3. Discussion of SE 

In this paper, we introduce the research mechanism of 
searchable encryption and analyze the research progress from 
two aspects: symmetric searchable encryption and 
asymmetric searchable encryption. The following problems in 
searchable encryption mechanism warrant further study: 
1 Research on flexible and efficient query statement. In the 
existing searchable encryption scheme, the research focuses 
on fuzzy retrieval or conditional retrieval. Many 
shortcomings, such as keyword sorting, multi-keyword 
retrieval, and keyword retrieval results verifiability, exist. 
2 Research on searchable encryption technology with 
semantic reservation. The encryption scheme will require that 
keywords have semantic relations that cannot be obtained by 
a server after encryption. The scheme can not only achieve 
accurate query but also accurately obtain the files of users. 
3 Research on the expression ability of a ciphertext search 
sentence．A flexible ciphertext search statement can enable 
users to accurately locate the encrypted data files and increase 
the flexibility of expressing the search requirements.  
4 Research on the efficiency of a searchable encryption 
scheme. To achieve a secure search, efficiency is a major 
factor in the process of ABE from theory to practice.  
5 Research on an attribute-based encryption scheme with rich 
expression ability. This content is an important content of 
researching the searchable mechanism and the cornerstone of 

high efficiency and searchability for supporting any language 
and satisfying more expressive ability． 
6 Research on search encryption keyword in a multi-server 
system model. Multi-party computing enables multiple 
entities to jointly calculate and obtain results. However, the 
application to multi-server keyword retrieval scenarios is 
difficult. Therefore, solving the keywords retrieval problem 
using the multi-server model is an urgent need. 
7 Research on efficient decryption scheme and encryption 
outsourcing scheme. Pairing calculations will be time 
consuming; so reducing the use of pairing, which will 
improve the efficiency of encryption and decryption, and 
obtaining a fast decryption scheme are necessary． 
8 Research on simple puzzle assumptions. For the condition 
of the same security level, this research is expected to have a 
very important role in promoting secure and searchable 
applications by seeking a simpler hypothesis. 
9 Research on searchable encryption mechanism of relational 
operation (>, <, = etc.). Although some of the existing work 
can realize range and subset queries, they are not ideal 
regarding the effect of supporting the relational operation. 
10 Research on potential key leakage in multi-user sharing 
mode. Although existing schemes have been capable of 
solving the keyword retrieval problem, they are based on 
higher system model assumptions or lower security objectives 
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or low efficiency due to server re encryption or other 
complex operations. 

6. Combination technologies in cloud privacy 

In the previous sections, we discussed and analyzed the 
research on cloud computing privacy protection based on 
access control, attribute encryption and search encryption. 
Due to the complex and changeable environment and massive 
information aggregation and advancements in research, ABE, 
trust, access control and many related technologies are 
integrated to achieve better privacy security protection in 
cloud computing (Eugenia and Maria,2013). 

6. 1. Access control, encryption and trust 

Trust, access control and encryption are important technical 
means of cloud computing. Many researchers have obtained 
important results from these aspects (Fig. 21). 

Authorization center

Data owner
Cloud service 

provider
User

Ciphertext

Access policy

Access request

Ciphertext     

Fig. 21. Trust access control authority based on ABE 

Eugenia and Maria (2013) introduced an access control 
model that is based on rich expression information, which can 
standardize context authorization policy and promote the 
realization of privacy protection by visualization technology. 
Lan and Vijay (2015) designed a cloud storage system that is 
based on encrypted RBAC and showed how to use trust 

assessment to reduce risk and improve the decision quality of 
data owners and cloud storage service roles. Xu and jiang 
(2019) proposed a trust-based mechanism to achieve 
collaborative privacy management, in which users can 
balance data sharing and privacy protection by adjusting the 
parameters of the proposed mechanism. 
WANG and WANG (2019) proposed a framework of cloud 
storage security access control based on blockchain 
technology, in which the data owner can store the ciphertext 
of the data in the blockchain network via smart contract and 
establish an effective access period. Waqas et al. (2018) 
proposed a hybrid policy tree mechanism for dynamic 
attribute selection for security solutions and key management, 
which further utilized encryption and decryption service 
providers for complex operations. 
Xu and Fu (2017) designed a privacy protection model to 
ensure the security of encryption card dynamic scheduling 
and provided a series of security protocols to establish the 
trust chain between users and encryption card. Liu and Wang 
(2018) proposed a privacy protection framework to improve 
the willingness of data owners and untrusted enterprises to 
share data, which can effectively protect the private data of 
related participants. Yang and Li (2015) proposed a practical 
privacy protection and sharing scheme for medical records, 
which realized the consideration of differentmedical data. 
6.2. Multi-tenant 

Due to the sharing nature of cloud computing and application 
of virtualization technology, cloud computing service 
providers need to carefully address multi-tenant security and 
virtualization security threats. 

Table 23. Contrast of several multi- tenant schemes 

Rémi and Guillaume (2018) proposed a robust and 
cost-effective solution to detect malicious activities in the 
public virtualization environment: 1) estimate the workload 
of virtual hosts; 2) provide a detection algorithm to 
distinguish the infected hosts, and evaluate the efficiency 
using a real data set. To solve the scheduling problem of 

multiple directed acyclic graphs in cloud computing, LIU and 
SHAO (2015) proposed a scheduling policy to satisfy the 
requirements of resources and protect privacy security. 
Detecting attacks among tenants is a key security requirement. 
Mohamed and Chamseddine (2019) proposed a cross-tenant 
attack detection and prevention framework based on SQL 
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syntax analysis, which can satisfy the requirements of 
accuracy, portability and compatibility. Ghassan and 
Matthiasr (2017) analyzed the challenges of coordinating the 
security and functional requirements of an existing 
multi-tenant cloud and effectively improved the security of 
cloud storage services. The contrasts of these schemes are 
shown in Table 23. 
6.3. Extension of access control privacy protection 

Based on the characteristics of access control and cloud 
computing, many researchers have adopted extension ideas to 
protect privacy, and achieved many research results. 
Qi and Ravi (2017) proposed a mechanism of mandatory 
content access control (MCAC), which is a distributed 
information flow control mechanism that enables content 
providers to control which network nodes cache content. Na 
and Kim (2016) proposed a macdroid, in which a platform 
can be controlled to access the installed applications and 
users can control the behaviors of the applications via policies. 
Fahim and Khan (2016) proposed a public key cryptography 
protocol for security entity authentication and to grant 
permission to an authorized person by the token in a smart 
card. Xin and Ram (2012) constructed an ABAC, which had 
the characteristics of "just enough", and can be configured as 
DAC, MAC and RBAC. 
Michael and Gabriel (2012) proposed a new trust protocol 
framework, in which users provide role and location tokens 
and requests to service providers and service providers 
negotiate with role and location permissions to verify tokens 
and evaluate policies. Based on the rich algebraic structure of 
the elliptic curve, Zhu and Ahn (2013) proposed a unified 

role-based cryptosystem structure and implemented several 
functions, such as role revocation and anonymity, to verify 
the rationality and effectiveness. JASON et al. (2018) 
employed the smart contract and blockchain technology as 
general infrastructure to express the basic trust and 
identification relationship, realized the utilization of 
cross-organization, and implemented a challenge response 
authentication protocol to verify the ownership of user roles. 
By order bilinear groups, Zhu and Huang (2015) proposed a 
practical construction method of ABE based on forward and 
backward derivative functions and provided a compact policy 
representation method to reduce the size of private key and 
ciphertext. In an information center network (ICN), Li and 
Huang (2018) proposed a privacy protection attribute 
management access control scheme, which can be compatible 
with the ICN architecture. Based on the combination of 
attribute and purpose, Morteza and Farnaz (2019) proposed a 
privacy protection access control framework. If the privacy 
preference of the requester is compatible with the privacy 
policy, the access request to the service is allowed. DING and 
CAO (2019) proposed an attribute-based access control 
scheme for the Internet of Things, which employed 
blockchain technology to record the distribution of attributes 
and satisfy the needs of efficient and lightweight computing. 
Authorization exceptions may occur during continuous 
reassessment. Arlindo and Altair (2014) proposed addressing 
the flexibility of continuous authorization reassessment by 
maintaining appropriate access control. The contrast results 
of these schemes are listed in Table 24.

Table 24. Contrast of several extension access control models 

6.4. Discussion and analysis 

These privacy protection mechanisms cannot completely 
avoid privacy risks, such as access control, encryption, trust, 
and search encryption, which are some key issues to be 
explored. 
1 With continuous changes in the application environment, a 
simple access structure has been unable to satisfy the security 
requirements of an access control system. The design of 
access structure with a rich expression ability is the future 
research focus of access control． 
2 Integrating the trust model in ABE. When using the ABE 
mechanism for access control, the relationship among the 
data provider, cloud platform and user can be determined by 

the trust value. Further, complex key management and 
encryption and decryption calculations can be carried out on 
the cloud server, which not only ensures the security but also 
reduces the computing burden of the whole system. 
3 Research of the multi-domain cooperation mechanism in 
access control. How to accurately understand the semantics of 
the original policy and overcome the differences of 
expression ability is an important guarantee of policy fusion 
and system security with multi-domain cooperation. 
4 The combination of attribute encryption and other 
encryption mechanisms. The homomorphic encryption 
mechanism can realize ciphertext computation and protect 
outsourced privacy content. Both asymmetric encryption and 
symmetric encryption can realize the low-cost privacy 

Literature Classification Scheme Technical approach Application  Scalability 
(Qi and Ravi, 2017)  MAC Mandatory content access control  Information flow Network cache Common 
(Na and Kim, 2016) MAC Mandatory access control Access policies Android security Common 
Fahim and Khan (2016) RBAC Public key cryptography protocol Encrypt, access control Smart card. Common 
(Michael and Gabriel, 2012) RBAC New trust protocol framework Privacy aware RBAC Spatially privacy Good 

(JASON et al.,2018)  RBAC Smart authentication protocol Blockchain, trust Blockchain  Common 
(Li and Huang, 2018)  ABAC Attribute management scheme Access control policy ICN Good 
(Morteza and Farnaz,2019)  RBAC Purpose privacy access control Purpose policy Secure service  Good 
(DING and CAO, 2019)  ABAC Lightweight access control  Blockchain Internet of things Good 
(Arlindo and Altair, 2014) UCON Authorization reassessment Access control Cloud computing Good 
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protection mechanism. Therefore, the combination of 
multiple encryption mechanisms is a controversial issue in 
future research. 

7. Challenges and future directions 

This paper focuses on the latest research results of cloud 
security privacy protection and introduces representative 
security threats and protection technologies, such as access 
control, ABE, and searchable encryption. Our analysis reveals 
some deficiencies in cloud security protection schemes. As a 
result, future research work should mitigate these 
deficiencies. 

7.1. Challenges  

Via analysis and contrast, we observe that cloud computing 
security protection work has achieved satisfactory research 
results. However, many problems remain, which prompt the 
consideration of a variety of security factors and continuous 
improvements in defense technology and security strategies. 
1 All kinds of attacks are generally based on the defects of 
cloud infrastructure in a system management program. 
Different attack methods are adopted to enhance the 
operation authority or steal sensitive data. 
2 To better defend cross-virtual machine side channel attacks, 
researchers should pay more attention to the forms of virtual 
machine attacks in the process of cloud migration, such as 
malicious theft of privacy information. 
3 Design a security defense policy that can be independent of 
CSP to effectively limit the abuse of rights. In the process of 
security defense, researchers should also pay attention to the 
negative impact of defense schemes on the performance of 
public clouds. 
4 The protection degree of sharing algorithms to a user's 
identity privacy needs improvement. The unidirectional and 
transitive characteristics of the proxy re-encryption algorithm 
need to be further investigated, while the efficiency of an 
attribute encryption algorithm in dynamic permission 
management is usually poor. 
5 Recyclability proves that prevention of the illegal deletion 
of file level or block level cloud data and improved audit 
efficiency in the case of data updates are urgent.  
6 Privacy requirements and service level agreements (SLAs). 
Hidden dangers of unintentional or malicious disclosure of 
user privacy exist in an SLA. Therefore, privacy modeling 
and verification, consistency detection, privacy description, 
and implementation are the key issues to be solved. 
7 The privacy feedback mechanism contains risk of 
disclosure. In the privacy feedback mechanism, users can 
learn different privacy operations and understand potential 
risks that may damage confidentiality. The use of a third party 
to audit a privacy record is a key issue in the privacy 
feedback mechanism.  
8 The conflict between the convenience and accountability of 
services and privacy protection. Risk assessment is not a new 
topic but privacy risk assessment remains an important 

challenge, which requires an evaluation of the trust level of 
cloud service providers and tenants. 

7.2. Future directions 

Many defense technologies and security mechanisms exist in 
cloud computing. We propose a future development 
framework, as shown in Fig. 22, which is divided into three 
parts: principle & model, methodology, and design 
&application. A cloud user can utilize various 
policies/technologies and quickly achieve target security and 
personalized privacy protection. 
1 Secure search technology for protecting users' purposes. 
The mapping relationship is analyzed by frequent pattern 
mining to detect the privacy information hidden in the user's 
search intention and provide real-time warnings of behavior 
privacy, identity privacy and location privacy. 
2 Integrate unified privacy metrics. From the life cycle of 
cloud data, the period includes multi-source data fusion, user 
behavior, and fine-grained access control in the search 
process. Because these privacy protection technologies have 
evaluation indicators, building an evaluation system that 
integrates multi-dimensional privacy protection, search 
accuracy and timeliness is necessary. 
3 Information fusion and knowledge extraction technology 
for cloud computing big data. Given the multi-dimensional 
and multi-granularity characteristics of cloud data 
information and the diversity of users' search needs, 
extracting information to generate knowledge aggregates is 
necessary. 
4 Coordinate the trust and interest relationship of multiple 
participants in cloud computing. The participation of different 
parties complicates the security/privacy issue in cloud 
computing because the security objectives of different parties 
may be very different and may even conflict with each other.  
5 Big data and cloud computing. The real-time big data 
processing must continuously input, analyze and output the 
high-performance data stream in a short time. To ensure 
security and confidentiality, an efficient and lightweight 
cryptographic algorithm can reduce the computing cost. 
6 Multiple cloud computing compatible integration. Because 
different cloud computing can be regarded as an independent 
field, these mechanisms are compatible. People should 
consider how to solve the compatibility problems in different 
countries. 
7 Integration of various new network technology paradigms. 
The security layer among cloud computing, fog computing 
and Internet of Things devices can be built via blockchain. 
Cloud computing will become a reliable, credible and 
powerful architecture. 
8 Privacy protection based on trusted cloud platform. Privacy 
protection in a trusted cloud platform involves the whole life 
cycle of data processing in a cloud.  
9 Research on unified secure cross-platform mobile operating 
system. Different platforms and equipment of cloud providers 
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have similar functions and safety concepts, which can reduce 
costs and improve efficiency by multi-party unification. 
10 Relevant government policies and regulations 
management. Cloud computing may sell the collected 

information to a third party without the permission of 
residents. Therefore, cloud computing requires new 
government policies to balance interests and privacy security 
risks. 
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Fig. 22. Future development of cloud computing

8. Summary 

Although cloud computing has a broad development prospect, 
it faces substantial privacy security challenges. We discuss 
and analyze the research progress of several technologies, 
such as access control, ABE and trust, and the associated 
challenges and research directions. Another problem that 
cannot be disregarded is that the security of network 
infrastructure has a key role, for example, the use of firewalls 
can protect the resources in the cloud from the bottom. 
Therefore, building a secure network infrastructure 
environment is the foundation of a cloud computing 
environment. 
Note that the privacy protection and data security issues of 
cloud computing are not only technical issues but also 
involve standardization, laws and regulations, such as the 
Health Insurance Portability and Accountability Act (HIPAA) 
(Greg Porter Heinz College, 2018) and Financial Agency 
Privacy Act (FAPA) (Karen and Bryan, 2016). In addition to 
the development of technology, academic, industrial and 
relevant management departments need to collaborate to 

create a secure efficient cloud environment. 
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� We discuss the privacy security risks of cloud computing and propose a comprehensive privacy 

protection framework. 

� We analyze the characteristics of several access control models and highlight their advantages and 

disadvantages based on various factors. 

� We summarize the algorithm flow and development of ABE, and discuss several important achievements 

in cloud privacy protection, such as fine-grained, revocation mechanism, multi-authority, trace 
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� We discuss and compare two searchable encryption schemes, such as searchable asymmetric encryption 

(SAE) and searchable symmetric encryption (SSE). 

� We discuss and analyze the integration technology scheme of access control, trust and encryption and 

discuss the challenges and future research directions. 
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