Journal Pre-proof

COMPUTER
APPLICATIONS

Security and privacy protection in cloud computing: Discussions and challenges

il 32
Pan Jun Sun | S

PII: S1084-8045(20)30116-8
DOI: https://doi.org/10.1016/j.jnca.2020.102642
Reference: YJNCA 102642

To appearin:  Journal of Network and Computer Applications

Received Date: 1 August 2019
Revised Date: 11 March 2020
Accepted Date: 20 March 2020

Please cite this article as: Sun, P.J., Security and privacy protection in cloud computing: Discussions
and challenges, Journal of Network and Computer Applications (2020), doi: https://doi.org/10.1016/
jjnca.2020.102642.

This is a PDF file of an article that has undergone enhancements after acceptance, such as the addition
of a cover page and metadata, and formatting for readability, but it is not yet the definitive version of
record. This version will undergo additional copyediting, typesetting and review before it is published

in its final form, but we are providing this version to give early visibility of the article. Please note that,
during the production process, errors may be discovered which could affect the content, and all legal
disclaimers that apply to the journal pertain.

© 2020 Published by Elsevier Ltd.


https://doi.org/10.1016/j.jnca.2020.102642
https://doi.org/10.1016/j.jnca.2020.102642
https://doi.org/10.1016/j.jnca.2020.102642

Graphic abstract

Related work
1. Introduction
Contribution
_| Privacy security risk
| | 2Privacy security
prot/;lt:lm:l:);cloud Privacy protection
puting framework
1 Tradition access
|| 3. Access controlin control
the cloud computing
Future research
— Related knowledge
Fine grain
Multi-authority
attribute
4. ABE in the cloud Revocation mechanism
Sezl:;ty computing
-
privacy
computing Y encryp!
Hierarchical
N encryption
__| Searchable symmetric
5. Searchable encryption
encryption ]
L] Searchable
Asymmetric
encryption
Access control trust
and encryption
|l—!  6.Combination
technologies Multi-tetant
| | Extension access
control
| Challenges
1 7. Challenges and
future directions
— Future directions
8. Summary

Fig.1. The organization framework of this paper

With the development of cloud computing, the privacy security issues become more and more
prominent, which have been widely concerned by the industry and academia. We review the research
progress from the perspective of privacy security protection technology in the cloud computing. Firstly,
we introduce some privacy security risks of cloud computing, propose a comprehensive privacy
security protection framework; secondly, we describe the research progress of several technologies, for
example, access control, ciphertext policy attribute-based encryption (CP-ABE), key policy
attribute-based encryption (KP-ABE), fine-grain, multi-authority, revocation mechanism, trace
mechanism, proxy re-encryption(PRE), hierarchical encryption, searchable encryption (SE),

multi-tenant, trust, and combination of multiple technologies and so on, then compare and analyze the



characteristics and application scope of typical schemes; finally, we discuss the current challenges, and

point out possible research directions in the future.



Security and Privacy Protection in Cloud Computing:
Discussions and Challenges

Pan Jun Sun
School of Electronic Information and Electrical Emepring, Shanghai Jiao Tong University, 800 DongechRD, Minhang, Shanghai, China

ABSTRACT: With the development of cloud computing, privaegcurity issues have become increasingly promindrith is of
concern to industry and academia. We review theares progress on privacy security issues fromptrepective of several
privacy security protection technologies in clownputing. First, we introduce some privacy secuigis of cloud computing
and propose a comprehensive privacy security piioteéramework. Second, we show and discuss thearel progress of
several technologies, such as access control; gtigolicy attribute-based encryption (CP-ABEgykpolicy attribute-based
encryption (KP-ABE); the fine-grain, multi-authggitrevocation mechanism; the trace mechanism; prexgncryption (PRE);
hierarchical encryption; searchable encryption (8Bj multi-tenant, trust, and a combination oftiplé technologies, and then
compare and analyze the characteristics and apiplicacope of typical schemes. Last, we discussentirchallenges and
highlight possible future research directions.

Keywords: cloud computing, privacy security, acoemstrol, attribute-based encryption, trust.

1. Introduction laaS treats computer hardware (network storagetualir
server/computer, data center, processor and menasyx
service and provides infrastructure scalability and
provisioning issues without requiring significardpétal and
time. laaS also focuses on firewall, intrusion deétm, virtual
machine monitoring and other security areas.
PaaS locates in the middleware of the service model
provides services in the form of development tools,
emframeworks, architectures, programs and integrated
development environments. PaaS faces many chafiesgeh
as third-party relationships, lifecycle developmerdnd
underlying infrastructure security.
SaaS is a collection of remote computing servibas énables
third-party vendors to remotely deploy application&

Cloud computing connects many computing resoustesage
resources, and software resources to form a vasedglvirtual
resource pool, from which users can purchase quureing
services, such as hydropower. With the rapid poaaton of
cloud computing applications, cloud computing hesgtrated
various fields, such as scientific research, prtdog
education, consumption, entertainment,
(http://www.cloudsecurityalliance.org/).

1.1. Basic concepts of cloud computing

The technology of cloud computing virtualizationopides
efficient resources for end users. The charactesistf cloud

computing include manageability, scalability andi&bility.

In addition, cloud computing has the advantagescohomy,
on-demand service, convenience, universality, makiancy,
flexibility and stability. Cloud computing mainlyrgvides
three service delivery models and four developnpatterns
(http://www.cloudsecurityalliance.org/): infrasttuce as a
service (laaS), platform as a service (PaaS) aftdva® as a
service (SaaS), public cloud, private cloud, hybcddud,
community cloud and virtual private clouelg1).

Cloud service models Cloud privacy
it
[ laaS ] [ PaaS ] [ laaS ] securty
Software
Cloud deployed models Privacy
security
‘ Public CIoudH Private cIouc{ ‘ Hybrid cloud ‘
Infrastructure
‘ Community cloud‘ ‘ Virtual private cloud‘ security
Storage
Cloud basic components privacy
security
’ virtualization ‘ ’ hypervisor‘ storage Network
; rivac
Cloud network Multi-tanancy gecurit);/

Fig 1. Cloud computing framework

customer can use the Internet for applicationdafd service
providers on the cloud infrastructure.

Private Cloud: cloud computing is runs and managétin
the data center of an organization, which is reféro as a
private cloud. In a private cloud, customer and psep
relationships are easier to identify because tfrastructure is
owned and operated by the same organization.

Public cloud: enterprises, academia or government
organizations have a public cloud environment, Wwhioan
cause many problems because users do not knowdadatons
or owners of resources, which increases the difficof
protecting resources from attacks.

Community cloud: an organization's cloud infrastuue has
common concerns with consumers (tasks, securitydsiee
policies and compliance considerations). This cl@udriven
by one or more organizations that own and manage
community organizations or third parties.

Hybrid cloud: it is a combination of two or moreoats
(public, private, community). A hybrid cloud proes the
advantages of different cloud deployment modelswéier,
when accessing entities via the Internet, a hyltald is



better organized and more secure than a publidclou
Virtual private cloud: it is a semi private cloudithv less
resources that is composed of a virtual privatevagt (VPN).
This cloud is the shared resource pool allocatethéncloud
environment.

Virtualization: it has an important role in deplogia cloud.
Virtualization creates virtual instances of resesror devices,
such as operating systems, servers, network resguend
storage devices, where the framework leveragesuress in
multiple execution environments.

Multi-tenant: a multi-tenant environment can havaltiple
customers or users who cannot see or share eaehsodata
but can share resources or applications even ¥ thay not
belong to the same organization.

Cloud storage: it is a component that can be miaieda
managed and backed up via the network.

Hypervisor: It enables multiple virtual machined$) to run

cloud computing (Muhammad et al, 2017).

Therefore, various  security problems  must
comprehensively analyzed and solved by cloud coimgut
1) New requirements for lightweight data encryptiand
fine-grained data sharing based on multi-authoradies in
cloud computing. Because cloud computing integrates
multi-trust domains with authorized entities, thaditional
data encryption and sharing policy is not applieafherefore,
the design of a new encryption method for multiple
authorization centers.

2) Multi-source data transmission and service managein
cloud computing. Due to the outsourcing charadiesisof
data, both ownership and control are separatedn sdfective
security scheme is necessary to ensure integrity.

3) Security privacy challenges between large scalernet
services and resource-constrained terminals in dclou
computing. Due to the multi-source data fusion abtaristics,

be

on a single hardware host. A hypervisor manages atige superposition of mobile and Internet networdksd the

monitors the various operating systems in a shsystém.

Cloud network: it can operate multiple traditiodata centers;
a data center can contain many servers. A cloudankt
needs an Internet connection and a virtual privestsvork to
ensure that users can safely access webs, docyraents

In cloud computing, a vast amount of data needsbe¢o
uploaded to a cloud computing center. Because eotdbs of
full control of resources, users are more concerabdut
privacy security (Shareeful and Moussa, 2018). Duehe
complexity and real-time nature of the cloud conmmt
service model, multi-source heterogeneity and pice of
data, as well as the limited resources of termjndte
traditional data security and privacy protectionchemism is
not suitable for the protection of massive dataegated by

resource limitations of terminal storage, both itradal
encryption algorithms and access control and pyivac
protection methods cannot be applied in cloud camgu

4) New requirements of cloud computing privacy prttec
How to combine traditional privacy schemes in cloud
computing and how to realize user privacy protectio a
diversified service environment are urgent problems

1.2. Related works

This section focuses on the privacy and securiiyes of
cloud computing and the corresponding technicaltawis. To
show the characteristics of this article, we coragat with
some articles in Table 1.

Table 1. Contrast of several survey papers

Article Year Application Technology Compare compigx Review
Ours 2019 Cloud computing Access control, encryptinust Yes Yes
(Xiao and Xiao et al, 2013) 2013 Cloud computing Trust, encryption No No
(Johanna and Tanja, 2017) 2017 Cloud computing Secret communication No Yes
(SHEKHA et al, 2019) 2015 Cloud medical Encryption, EHR, non-encryption No Yes
(Zhang and Xue, 2018) 2019 Healthcare cloud Searchable encryption Yes Yeps
(Liu and Yan, 2019) 2019 Edge computing Encryption Yes Yes
(Tara and Maede,2019) 2019 Blockchain Access control, PKI No Yes
(Ni and Zhang, 2018) 2019 10T, fog computing Access control, autheniicat No Yes

The privacy security of cloud computing has alwagen a
hot topic in academic circles. Xiao and Xiao et (@013)
discussed five security and privacy attributes fidemtiality,
privacy protection, integrity, availability and acmtability)
and showed security vulnerabilities, threat modalsd
defense strategies but lacked specific performaiuerast
description. Johanna and Tanja (2017) investigataibus
methods of secret communication, such as secraineha

the following aspects: 1) Electronic Health Rec¢dEHR)
security and privacy; and 2) security and privacy
requirements of health data in a cloud environm8nhtEHR
cloud architecture; and 4) different EHR encryptiand
non-encryption schemes.

Zhang and Xue (2018) summarized several SE techmso
searchable symmetric encryption (SSE), public key
encryption keyword search (PEKS), attribute-based

bypass and fuzzy technology. However, these methodgncryption keyword search (ABKS) and proxy re-epton

comprise a kind of non-mainstream
application, and the application scope is veryaarMedical
records in cloud computing are likely to be leakeHEKHA
and KHANDAKAR et al.(2019) discussed and investight

technology andkeyword search (PRES). However, they only gavechrtieal

overview of the searchable encryption model, wHatked
relevant algorithms and performance contrast aigalys

Liu and Yan et al. (2019) introduced the conceptl an
characteristics of edge computing and proposed some



requirements by analyzing the potential securitredts of
edge computing based on encryption. Tara and M@&i9)
investigated several security service methods baged
blockchain, such as authentication, confidentialigcess
control list, resource sources and integrity aswea and
discussed the challenges of security services.

Ni and Zhang (2018) showed the potential challerajefeg
protection and summarized the latest solution®taisty and
privacy problems. However, the paper mainly explotiee
development of the Internet of Things, rarely dssad the
research progression of privacy security protectiand
lacked systematic discussion.

1.3. Contributions

In cloud computing, researchers have made numerou

privacy protection achievements, such as acecestrol,
encryption and trust, but they are dispersive ao#ét bverall
logic (RajaniKanth and Lakshm 2015, SUN et al.2019)
Therefore, systematically summarizing, analyzingd an
discussing relevant research progress is necessary
understand cloud computing privacy protection frarmore
comprehensive perspective.

This paper focuses on several important technadogigch as
access control, attribute-based encryption, trast search
encryption, and highlights the future development
direction The main innovations are presented as follows:

e We discuss the privacy security risks of cloud cotimy

and propose a comprehensive privacy protection

framework.

We analyze the characteristics of several acceafrato
models and highlight their advantages and disadgest
based on various factors.

We summarize the algorithm flow and development of
ABE, and discuss several important achievementoind
privacy protection, such as fine-grained, revocatio
mechanism, multi-authority, trace mechanism, proxy
re-encryption and hierarchical encryption.

We discuss and compare two searchable encryptio
schemes, such as searchable asymmetric encry®Ads)
and searchable symmetric encryption (SSE).

We discuss and analyze the integration technolobgrae
of access control, trust and encryption and disdhss
challenges and future research directions.

The organization of this article is arranged adofes: In
section 2, we describe the risk of privacy secuirtycloud
computing and propose a comprehensive framework.
section 3, we discuss the characteristics and dutlinection
of access control. In section 4, we discuss sevdBals, such
as the fine-grain, multi-authority, revocation mawgtsm;
trace mechanism; proxy re-encryption and hieraathic
encryption.
encryption schemes of cloud computing for several
conditions. In section 6, we analyze the integratib access
control, trust and encryption to implement privacgtection.

In section 7, we discuss privacy security issued faure
directions of cloud computing. In section 8, we sider that
privacy protection needs not only technology busoal

corresponding laws. To understand this paper, actstral
framework is given in Fig. 2.
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2. Privacy security of cloud computing

The structural characteristics of the cloud commuuti
environment are the main causes of security prokléfnst,
the nodes involved in computing are diverse, sparse
distributed and often unable to be effectively colted.

Isecond, the cloud service provider (CSP) has tle of

disclosing privacy in the process of transmissimocessing
and storage. Because cloud computing is basedcbndogy,
the security vulnerabilities of existing technolegjiwill be
directly transferred to a cloud computing platfoamd have

In section 5, we analyze two searchableeven greater security threats.

2.1. Privacy security risk

From information security, network security to dlou
computing security, the constant requirement ofusgcis
the confidentiality and privacy protection of infeation.
According to the annual report of the Cloud Seguiliance



(CSA) and the research results of relevant schoiars
literature, we can conclude several threats toaggivsecurity
risk (Fig. 3) (Reza and Satyajayant 2018).

(1) Privacy data security: Due to the service autsing
mode, the security risk of cloud privacy, such eatad
disclosure, privacy disclosure, access rights memagt, and
data destruction difficulties, is particularly provent.

(2) Access control and identity authentication: (o
computing involves massive resources;
complexity of access control and identity autheation
expands dramatically.

(3) Virtualization security: Although service prders have
designed and implemented isolation strategies fowal
machines, the attacks among virtual machines cabeot
completely avoided; virtual machine migration wallso
produce changes in the security domain.

(4) Multi-tenant and cross-domain sharing: Multidet
isolation and multi-user security need to be gu@ech A
cross-domain makes service authorization and acuegsol
more complex, and trust transfer between two cloud

the managemen(7)

computing entities needs to be reexamined.

(5) Advanced Persistent Threat (APT): APT is a pkh
intrusion and attack on a cloud computing systeat tras
formed some underground interest chains.

(6) System security vulnerability: Due to the coexity of a
cloud computing system, many service providers have

different management and service levels; so securit
vulnerabilities will increase the danger in theutlo
Insider threat: The unintentional or intentibna

information leakage of the service provider's iessdoften
makes the security policy invalid, which has becoare
important issue of cloud computing security.

(8) Wrong application of cloud service: The misadecloud
computing will cause troubles for users, servicevjters or
third parties, and the illegal use of cloud serwd# cause
serious consequences.

(9) Service availability: Many security events ananifested
as the unavailability of cloud computing servicasd the
denial of service attacks has become an importecargy
target for cloud service providers.

Privacy data VWrong

security

application of
cloud service

Insider threat
disclosure

Service
availability

Access control
ide ntity
authentication

/7

-
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Fig .3. Privacy security ri
2.2. Privacy protection framework

Due to the higher resource concentration and arctoite
complexity of a cloud computing system, these sgcur
issues pose a greater threat to the cloud compstetem
(SUN et al.2019, RajaniKanth and Lakshm 2015). In a

isk in cloud computing

complex situation, this paper proposes a compréectoud
computing privacy protection security system baseda
variety of technologies, such as access contralst,tr
attribute-based encryption, search encryption anidero
technologies, as shown in Fig. 4.
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Fig. 4. Privacy protection framework of cloud qarting system
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In the infrastructure layer, physical isolation and legal users to access information resources; and (3
corresponding policy management rules are generallypreventing legal users from accessing informatiesources
employed. In the platform layer and software amgian  (RajaniKanth and Lakshm 2015). In cloud computing,
applied. Of course, these technologies do not reiet ~ Model, the research content and methods are affavedit
(SUN et al. 2019). With the continuous development
network technology, researchers have proposed many
.3. Access control in cloud computing extended models, such as discretionary accessot¢D#C),
mandatory access control (MAC), role based accesfral
In the era of cloud computing, both the computingd a (RBAC, Fig. 5) (Ferraiolo and Sandhu, 2001), atttébbased
storage mode have changed substantially, whichegesew  access control (ABAC, Fig. 6), reference monitoraxgess
challenges to access control research: how to dgvel control (RMAC), task based access control (TBAQ)d a
traditional access control technology to solve neloud  usage control (UCON, Fig. 7). These models canestthe

application restrictions but need specific analysis

computing security problems (Reza and SatyajaRaits). problem of access control in a system from diffedenels
and ensure the legitimacy, security and contrditsbiof
3.1. Tradition access control information access (Fig. 8).

Access control has an important role in: (1) préwenillegal
users from accessing information resources; (2)wétig

MAC DAC RBAC TBAC ABAC RMAC UCON
Security N - - - B N N
Confidentiality N N - - B ) _
Flexibility - N N| N N | N
Minimum privilege \ - N B N . N
Duty separation N - N N R N
Description N N N N N - B
Granularity N N - N N 3 N
Constrain N - B B N 3 N]
Dynamic - N y N N | N
Compatibility - N N B N _ 7
Expansibility - N B N N _ N
Management N - N - B B N
Modeling N N N B v _ _
Table 2. Contrast results of common access comtoolels
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Administraton  piseretionary access Mandatory access
Driven control (DAC) 1970 control (MAC) 1970
Relationship based acces Provenance based access

control (ReBAC)  Role hased access control control (PRAC)

(RBAC) 1995
Attribute hased access ‘ Born late 2000s

adaptive control (ABAC) |
Automated  after 2000

2010 until now

Fig. 8. Relationship of multiple access control eisd

To analyze and compare the capability, performaacd
security of each access control model more intiigivand
concisely, we give 13 factors: security, confidelity,
flexibility, minimum privilege, duty separation, skiption
ability, granularity control, constraint descriptjodynamics,
compatibility, expansibility, management difficultyand
modeling difficulty. In Table 2, the symbol™ indicates that
the factor has suitable performance, and the symibol
indicates that the factor is poor or does not haaex
characteristics.

3.2 Discussion of access control

According to the characteristics and specific neafdsloud
computing, an excellent access control mechanisrst el
flexible, scalable and network independent (Ning &tisa,
2013). We suggest that the future access conttbhtdogy in
cloud computing should focus on the following aspec

(1) Research on access control based on virtualizatio
different

technology. Because virtual machines of
organizations or departments often run on the galnysical
host, although virtual technology has excellentlason,
communication among virtual machines in many apgibns
is necessary, and the frequent interaction amomtuaVi
machines introduces new security challenges.

(2) Research on the impact of virtual machine dynamic \J,/,

migration on access control. With the migrationao¥irtual
machine, the policy cannot be changed; if it istuaf
machine storage, the data are likely to be migrépedther
networks, and the access rights may also changerefidre,

how to ensure the impact of a network and pernmissio

changes on data access control is very important.
(3) Research on access control based on
resource attributes. The traditional access commdiel can

be better combined with cloud computing, which tyea

reduces problems that may occur in the accessatqmbcess
of various resources, and conforms to the real inafdeloud
computing.

(4) Research on access control model
expanded to a certain scale, the user's locatiowery
important, which can determine what kind of researthe

user can obtain, and the user can be judged byidoca

information.

(5) Research on access control technology based sh tru

of space-time

awareness. When the cloud computing environment is

relationship. With the development of research fom trust
model, the trust relationship among the data peyidloud
platform and user in a cloud computing systemfieidint.

(6) Research and implement a cross-domain, cross group
hierarchical dynamic fine-grained access controstew.
Many problems in the cross-domain access contuah ®1s
unauthorized access, access conflict, key managepwlity
management, and attribute management.

Many cloud access control schemes have different
descriptions of rules, which cannot satisfy the ligption
requirements due to many shortcomings. Therefohne, t
development of a unified, easy-to-use, clear arfitierfit
access control rule description method is necessary
Attribute-based encryption is an attractive redeataopic
because it provides a fine-grained, non-interactoeess
control mechanism for encrypted data and has great
application potential in many fields (Ning and Bli2013).

4. ABE in cloud computing

ABE is an encryption mechanism that is suitable dimud
computing (Xu and Yang, 2018) and can also regipeacy
protection during data sharing (He and Li, 2014).pfotect
users' privacy sensitive data, researchers haymped many
ABEs for different participating entities in a ckheomputing
system (Fig. 9).

ABE can realize not only the encryption of cloudrage data
(Wang and Liang, 2016) but also the fine-grainedeas
control of data. Attribute encryption has the fallog four
advantages:

1 The data owner needs to encrypt according tattnébutes
and does not need to pay attention to the number an
identities of users;

2 Users can decrypt ciphertext when they satisdyattribute

r}equirements;

3 The key of ABE is related to a random number,civigan
prevent the collusion attack of users;
4 Support flexible fine-grained access control.

Owner User

Cloud Server

informatiorfrig. 9. Architecture of attribute-based encryption

4.1. Related knowledge

When encrypting information, the encryptor does meed to
know who decrypts ciphertext, and the decryptotypanly
needs to satisfy the corresponding attribute comdit to
decrypt it (Brent et al, 2011). Moreover, ABE cantathe
related rules in the encryption algorithm (Huangl afang,
2017), which can avoid the frequent key distriboitaost in
the access control of ciphertext (Beime et al, 1996

4.1.1. Category of ABE



Currently, ABE is mainly investigated from the foling phase public key (Goyal and Pandey, 2006). In ¢fleviing
aspects in the cloud computing environment: fireirgd, example, {computer, college, undergraduate} is public
multi-authority,  revocation  mechanism, hierarchical key to send cryptography to undergraduates of apoten
architecture, trace mechanism, and proxy-encryp(imit college (Mihir and Dennis, 2015). The private key i
and Brent, 2005), as shown in Fig. 10. calculated and distributed to individuals by thdrilatite
ABE uses the combination of attributes as the pulkdiy of authority (Joon and Willy, 2007).

the group, and all users send data to the groupsing the

Attribute-Based Encryption

I

, . . . Hierarchical Extengion of Multi- -
Type of ABE Architecture | | Type of Revocation Policy expressive encryption ABE authoriztion Tracemechaniam
— CP-ABE . i — . .
| Cantralized || Attribute | | H HBE || Finegain | |— WithCA —  White hox
Revocation LSSSMatrix
| KP-ABE Decartelized Usr ~  HABE Proxy — Without CA|  — Black hox
L ™ Revocation — Threshold — enaytpion
, . . . Hybrid . ili
— BasicABE - Hierarchicd | ' Hybridmode | L Tree L HASBE | L— enc?/yption L Hybrid mode, L— Aocoul?éabnny
Fig. 10. Main content of ABE in this paper
4.1.2. Several definitions Num(x) : The number of children of nodé&.

. indexXX) : The sequence number of node on the same node
The ABE mechanism employs an access structujg q|

representation policy, considers bilinear pairing the attr(x) - The attribute of nodex
technical basis, and constructs security based amous E h- de in th i ) i threstraldth
mathematical problems and assumptions. In (Beimalet ach node in the access tree represents a thre €

1996), several basic concepts exist. value of n, satisfies 1sn,<Num(x) . The value of "or" is
Lagrange interpolation polynomial: For a set lof1 given ™ =1, and the value of "and" igk = Num(x)
data points, (Yo ) (.Y, )+ (% i) Amit and Brent (2005) proposed the threshaldn) that

x, has different values, and the functiqm)can satisfy all divides thg secret .|nformat|ons into n sections by the
] i Lagrange interpolation theorem. In Fig. 14, denotes the
k +1data points on the curve of(x) , which can be generated . . C
by the L | ial la- threshold requirement for recovering secret infdromg;
y the Lagrange polynomial formuia. When k, =1, the threshold policy is ("OR"); whep=n, the

F(¥) = Yofo(X¥) + ¥ f,00 +--- + y; £;(3) +- + y £, (%) o .
F(x) is a combination of the basis polynomialx), and threshold policy is ("AND")

f,(x) is expressed as follows: T o/1

o= X)) (xm) | (xmx) — I

! (% =%) (X = %) (X =Xj0) (X = %) =
When x=x;, the value of f,(x) is 1; otherwisexzx(i#j), A -
and the value off,(x is 0. o/1 O 0o/1

o . 0/1

Definition 1. (Access structure) (Beime et al, 1996).
Assuming that{p,P,-- P} is a collection of participants, Fig. 11. Threshold access structure

p=2R"=M A is a non-empty subset @, p,--, R}, and The basic ABE has only a "threshold" operation; tee

ADR{O}. If Ais monotonous,0B,C; if BOA and Boc, flexibility is severely limited. However, many apgitions
then cOA . need to support a flexible access control policye@mlize the
An access tree is an expression of access struattirieh encryption target oflthe"se"ndfr. As fhown in ,',:Rj't.he tree
supports not only supports the access policy @fstold mode structure contains “and", or and _thres_hold @ens to
but also logical operations such as "and"\"or".Amit and re_,-present more complex logical relationships.

Brent (2005), nodex in the access tree is defined as foIIOWS'LInear Secret-Sharing Schemes (LSSS), Amos and 2014)

Parent(X) : The parent node of node is valid for all nodes can protect th? key, resist malicious attacks, wutiice the
risk of secret disclosure.
except theroot ,

Children(x) : The set of children of node.



operation.
Definition 3. (Computation Diffie-Hellman AssumptipShao
et al, 2009). Randomly choosgbOz,, compute g® by a

AND

triple couple (g,g%.g¢") .
Definition 4. (Decision Bilinear Diffie-Hellman (DBH),
Shao et al, 2009). Randomly choose,cOz; ROG,, and

Position: determine whether equation(g,g)® =R is effective by the
triple couple (g,9%,9°,¢%R).

Definition 5. (Decisional Linear (D-Linear), Lewkand Sahai,

2010). Randomly choose generatgrf,v of group G with

Assume that(M,p) expresses the access structweM isa ¢ order and random select elemenbOz,,ROG, and assess

IxK matrix, and functionp maps {121} of matrix M

Fig. 12. Tree access structure

. ~ whether v*** =R is effective byg,f,v.g%¢°R).

to the secret sharing participamt. The process of LSSS pefinition 6. (Indistinguishability under Chosen pBertext
includes the following steps: Attack (IND-CCA), Mihir and Dennis, 2015). The pess
(1) Secret sharing algorithms. Randomly choese,.vi.  among challenger and opponent is expressed astéips:
from z,, and merge the secrét to constitute the vector (1) The challenger systematically establishes theryption
V= (swvyviy) . If A is the ith line element ofm , the Scheme, outputs the public-private key pair andveled the
public key to the opponent.

(2) The opponent can decrypt part of the cipherdext return
g =A-v. the result to the challenger for some decryptioerigs.

(2) Secret recovery algorithmis the set of attributes isvoA, (3) The opponent chooses plaintext, and M, and
L={ilp()Dat and the set of recovery coefficiefig,.. can  transmits them to the challenger. Based on thectir bz,

be computed by, s 40 =s. the challenger chooses to encrygt , obtains ciphertextc’
ioL

(3) Although LSSS can alleviate the initial neefithe system and transr.n'lts itto Fhe oppon*ent. )
for attribute and user space, the complex accesstste (4) In addition to ciphertextC’ the opponent can continue to

increases the difficulty of public key design antlet ask the challenger for decryption operation.

calculation cost of the system (Shamir et al, 1979) (5) The challenger must reply 1 or O (expressed)aas a
Definition 2. (Bilinear .pairings.,'Boneh and Framki001). ciphertext guess. I =b, the opponent gains the game. The
Map: e:GxG -G, This definition has three features: (1)advantage of the opponent in the game can be equtess
Bilinear: 0Oab0Zz,0f .hOG, , if e(f*h’)=e(f,n® , then prp=b]-1/2. If the opponent has the advantage of probability
e:G, xG, - G, is bilinear; (2) Non-degenerate: iff 0G,, then polynomial time, which cannot be disregarded irs thame,
e(f,f)z1; and (3) Computable: if0f,h0G,, we have an the encryption scheme has IND-CCA security (Mihitda
efficient computing algorithm of et,n , Dennis, 2015). For the convenience of readingattisle, we

¢ 9Yive some important symbols in Table 3.

secret shared element of participgnt) can be expressed as

e(f?,h°)=e(f,h)®=e(f*h*) , and e@) Iis a symmetri
Table 3. Related symbols and meanings

Symbol Meanings Symbol Meanings

G Operation in set,g is a generator ofG, i =12 Pub Public parameter

Ce € denotes bilinear pairing n Number of attributes in System
[ Access policy R Attribute revocation information
r Attribute set T Accountability list

MK Master key A Attributes of useru

A Security parameter XK Private key

2 Keyword q Prime number

| Index id User's identity

D(w) File identifier |G| Element size of G

K Key A Access structure

PK Public key |A] Access structure size oA

CT Ciphertext | Size of keyword set

T, Trapdoor D Plaintext information

4.1.3. Several types of ABE attribute-based encryption (CP-ABE, Fig. 13) (Clagxl Hui,

, . 2014).
Presently, three types of ABES exist: basic ABE {Aemd  The pasic ABE mechanism has four algorithms (Stesath

Brent, 2005), key-policy attribute-based encrypf§®-ABE,  Brent, 2013): Setup, Extract, Encrypt and Decryptiring
Fig. 12) (Goyal and Pandey, 2006) and ciphertektpo
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initialization, the system runs according to theblpu
parameters and generates two grouRss, by prime number
9 and bilinear pairse:G,xG, - G,, and dis the threshold
parameter.

(1) Setup: The authorize agency selegtg t,,--,t,0Z,, public
key PK is (T,=g%,--,T,=g",Y=¢(g,09)"), and (yt,-t) is

the master keymK .
(2) KeyGen: The authorize institute generates tineafe key
s« of usern and selects polynomiap with degree(d-1).

If p©)=y, the private keys< is {D, =g""""} .

(3) Encrypt: The sender executes encryption with and
randomly selects sOoz, , and the ciphertext

(A E=Y*M =e(9,9)"M,{E =9"}y0s.) MOG,

(4) Decrypt: If |A,NA.|>d, the receiver chooses number

of attributes. If inA, NA. and calculatese(E,,D;) =e(g,9) p(i)s ,

M =E/Y® when Ys=¢e(g,g)’@ =e(g,g)* with the Lagrange
interpolation polynomial.

In an ABE system, decryption is possible only i get of key
attributes of a user matches the attributes ofcipbertext.

KP-ABE: As shown in Fig. 13, a user’s keys adoptree

structure to describe the access poligy,,, and the set of

leaf nodes of a tree i\, . Ciphertext is related to the attribute
set A. . When A, satisfies A_,, , users can decrypt
ciphertext.

is

and the lengths ofPk and MK are independent of the
number of system attributes. In the encryption @aigm, the
implementation of an access tree is similar to keyGen
algorithm of KP-ABE, and the leaf node correspotmshe
ciphertext component, . In Fig. 14, A, satisfies A, and
the set of internal nodess in the tree is decrypted
{or,2-of -3,AND} .

In ABE, the access policy is associated with thesperd tree,
and the decryption key is bound by a set of deabté
attributes (Susan and Brent, 2013). When the ddoryparty
has a matching policy, the decryption key can beiobd.
The specific contents and details of the three ABEemes are
quite different (Qin and Wu 2012, Bethencourt areh&
2007). Please refer to Tables 4 and 5 for the aiitids,
differences and processes.

Auxp

A
v

¥

Data User

Ac satisfies

PK, SK Aukp?

Trusted Authority

Plai ntextl PK

b
i

Data Owner

Auxp

Ac(A, B, C)

Encrypt: (PT, PK, 4)

Decrypt: CT

The differences between KP-ABE and the basic ABE

mechanism are the KeyGen and Decrypt algorithmse Th

KeyGen algorithm employs a secret sharing mechaisch

adopts a top-down method to define the polynompal
whose number of times is less than the threshdigevaf the
node x.

If px(0) = Ppaenn(index(x) and parent(x) represents the parent
node of x, index(x) represents the number index df.
When r is the root note, them, (0)=y’ and the master key

y is dispersed in the private key component which

corresponds to the leaf node.

The decryption algorithm decrypts each node bycarsive
process from bottom to top and obtains the sealetevthat is
needed to recover plaintext. In Fig. 13, satisfies the

policy A_ ., S is {AND} in the decryption tree, and the

ciphertext adopts a tree structure to describextivess policy
A and achieve relevant policies by the sender.

In CP-ABE, the user’s key is related to the attigbget A

When A, satisfies A, , the user can decrypt the ciphertext

Fig. 13. KP-ABE mechanism

Ac
PK, SK
Trusted
Authority | AT
Plaint CP: @

ext

.

: Encrypt: (PT,
PK, Au.cp)

v

Decrypt:
CT

Data
Owner

Fig. 14. CP-ABE mechanism

Table 4. Process step of KP-ABE and CP-ABE

KP-ABE CF-ABE
Safe parameters Safe parameters
Setup(A,U) Input Attribute Space Attribute Space
User Space User Space
Output Public key PK Public key PK
Master key MK Master key MK
Input Public key PK Public key PK
Encrypt(PK,M, A) Plaintext M Plaintext M
Attribute Set y Access structureA




Output Ciphertext CT Ciphertext CT
Master key PK Master key PK
KeyGen(MK, S) Input Access structureA Attribute Set y
Public key PK NA
Output Decrypt Key K Private Key K
Public key PK Public key PK
Decrypt(PK,CT, SK) Input Ciphertext CT Ciphertext CT
Decrypt Key K Private Key XK
Output Plaintext M Plaintext M
Table 5. Contrast cost of basic ABE, KP-ABE and CFEAB
System Ciphertext Private key Encrypt Decrypt Policy
Basic ABE [AcILg, + Lo, |A Lo, |A. |G, +2G, | dC,+2dG, Threshold
KP-ABE | |A |Lg, + L, 1A L, |Ac1G+2G, | |AcIC,+2IS|G, Threshold, AND, OR
CP-ABE | (2IA. |+DLg, +Ls, | (IA 1+DLg | IA1G+2G, | 2|A,|C,+ (2IS]|+2)G, | Threshold, AND, OR
4.2 Fine grain Li and Huang (2014) proposed a new security outsogr

ABE integrates flexible access control with encigpt
functionality; every file can be encrypted with kEexible

access policy. Fig. 15 presents the basic prodesBI6.

ABE system, which can delegate many operations tiirel
party and substantially reduce the burden. Zhang lda
(2017) proposed an ABE scheme for completely outiog
ciphertext policy, which realized the generationcrgption
and decryption of an outsourcing key and optimizbkd
communication cost.

Scheme KeyGen Enc.user KeyGen.usger Dec.user for CT ec.uBer for RCT
(Li and Huang, 2014) 3Exp (3+1)Exp+1P - 1Exp -
(Zhang and Ma,2017) 0 1Exp - 1Exp -
(Shao and Lu, 2015) (3+4y)Exp OExp OExp @l |[+)Exp+ (2+ 3|1 )P @l |+)Exp+ 3+ 3|1 |)P
(Ma and Zhang,2018) 0 0 0 1Exp 2Exp+1P

Trust authority

Cloud Server

Fig. 15. The framework of attribute-based encryption

Shao and Lu (2015) proposed a new cloud computatg d
sharing protocol, which employed a new encryptiomitive
online /offline attribute agent re-encryption andeyk
conversion technology. Ma and Zhang (2018) propoased
novel fine-grained access control model and datarirsg
mechanism, in which both the sender and the receidenot
have complex computing, and optimized the commitioica
cost. The contrasts of these contents are shovalite 6.

Table 6. Contrast of several fine-grained accesfraloscheme

4.3. Multi-authority attribute based encryption

In the ABE mechanism, many attributes exist ingheryption
process, and each attribute of a user needs tinabtarivate
key (Han and Mu, 2015), which requires multiplerpission
centers (Fig. 16). Each attribute generates arypteat private
key to prevent the authority center from stealihg private

key, which effectively ensures data privacy segurit

Control Authority

Public Key Set Up

‘&,
2,
- =
Cloud Server User

Fig. 16 Multi-authority attribute encryption (MABE)

Table 7. Storage contrast of several multi-auth@themes

Scheme Decryption Ciphertext Sign encryption BDeion (user side)
(zHoig) and Mu,| 6N +UL |G| BN + 2Nl 0 ) IG [+ Gy | NTE, + (3N +3Nle,max)T¢ (4N + 2Nle, max)T * + Nle maxT¢,
gigg and Wul - 2+ 6N +U2,)IG| | (2+3Nl,,,)IG [+1G; | 2NTZ. +(3+ N + 4Nle,maxT e
+NIG|
(Zlbelvil;o et all ye |G| @+ Nlgmax ) IGr [+2Nlg oy [G | 3Nle,maxTg + (L+ 2Nle max)lg, | 2NlemaxT” + NlemaxTs,

1C



(z%lijzl) et al| yd |G| @+ Nl )G [+(2+ 2N, 0 3Nle,maxTg + (L+ 2Nle max)ls, | 2Nle,maxT”
+ 2Nl 00 |G
éiﬁ}l;ﬁﬂ) and. a+ul_ G IG| (BNIg ax + DGy [+4NI oy IG | 5Nie maxTs + (1+2Nle max)lg, | 2Tg;
(2\c()a1n39) and Jia| oN+US [GDIG| | (2+3Nlgpa)IG [+1G; | NTS, + (L+5Nle,max)T¢ TS
g(()LlJS?nd TAN, ©ON +U¢ )|G| [Gr [+(@4N + 3Nl o + NI 00 |G NTS, + (4N +5Nle, max)Ts TP ++T5 + (3N +3Nle, max)Tg

(Han and Mu 2015, Jiang and Wu 2016) proposed aattribute

decentralized CP-ABE to protect the privacy of asén
which each permission can work independently withemy
collaboration to initialize the system and delitke key to
users. Jiang and Wu (2016) constructed a secuaestiating
scheme, which realized fine-grained access condmud
efficient decryption, and supported immediate retion of
user attributes (XU and TAN, 2018). Lewko and Water
(2011) proposed an encryption system that is based
multi-authority, in which any party can be an auityoand no
global coordination is needed except for creatingea of
initial public reference parameters. Ruj and Stojowic
(2014) proposed a distributed access control schantbe
cloud storage, which prevented replay attacks apgarted
creation and modification of cloud data (Sourya .aRdj,
2017). The contrasting results of several artielessshown in
Table 7.

4.4. Revocation mechanism

Because each attribute in ABE can be shared byipteult
users, the revocation of any attribute may affébeousers
with the same attribute in the system. Therefory hHo
effectively revoke attributes is an important ardltenging
problem in an ABE scheme (Boldyreva and Goyal, 2008

In ABE, the ciphertext is associated with an agsert
(T,term) , where r represents the attribute set, and
represents the non-empty subset of thesatisfying term.
Assume thata is the attribute set of the decryptor who can
successfully decrypt the ciphertext, only df0® exists to
ensure thatwO w

The CP-ABE scheme involves three entities—systentece
attribute authority and user—which consist of tb#ofving
six algorithms (Qin and Zhao, 2017).

(1) setup@’) - (PK,MK): The probabilistic random algorithm
is run by the system center, which inputs the sgcur
parameter1’, output public key Pk and the master ke ;
(2) KeyGen(ID,w,MK) - XK,,,, : The probabilistic random
algorithm is run by the attribute authority, whiciputs mk ,
user's identity i and attribute sete and outputs the
private key K, ,;

(3) Encrypt(r,..D,RPK) -~ CT : The probabilistic
algorithm is run by the data owner, which inputs thublic
key Pk , plaintext messagep , access policyr,, and

random

revocation information r the

ciphertext CT

and outputs

(4) ReEncrypt(r,,,D,RPK) -~ CT : The probabilistic random
algorithm is run by the system center, which inghtspublic
key Pk, ciphertext CT, access policyr,, and attribute

revocation informationr and outputs the new ciphertext
cT

(5) Decrypt(r,,, K, .,,CT,R) ~ D : The deterministic algorithm
is run by the decryptor, which inputs the privagy kx,; ,,,

ciphertext cT of the policy r ,
revocation informationr. If r(w)=1, andx,, does not

involve the revocation event iR, then output the plaintext
messageD ; otherwise, output the error symbal.
(6) Revocation(MK, ID,, A, attri(j)) -~ R The deterministic

algorithm is run by the attribute authority, whiotputs the
attribute attr(j) and userib, and outputs the revocation

information Rr

Based on the idea of the fuzzy IBE primitive andaboy tree
data structure, Boldyreva and Goyal (2008) propasetBE
scheme, which can significantly improve the key ated
efficiency of the trusted party. Qin and Zhao (2017
established a server assisted revocable ABE andtaiaéd
the features of attribute revocation, short cipgdrand fast
decryption. Cui and Deng (2016) proposed a revecABE
concept, in which the workload of user revocati@n de
delegated to a server, and each data user onlyddedstore

a fixed size key, which greatly reduced the opegaburden
of the client. Based on the direct and indirectomation
methods, Attrapadung and Imai (2009) proposed @&dnand
revocable ABE scheme, which enabled the sender to
dynamically choose whether to use a direct revonatr
indirect revocation mode.

Sahai and Seyalioglu (2012) proposed a new metiod t
revoke the stored data, which enables the storageersto
update the stored ciphertext to disqualify the kexbuser
from accessing the encrypted data. Yang and Liul%p0
proposed an extended proxy assisted method, wtocimd
the private key to the data decryption operatiord an
effectively prevented collusion. Ma and Zhang (2015
proposed a practical revocable access control méaha
which not only realized efficient fine-grained assecontrol
but also provided fast and robust user revocat®everal
revocation mechanisms are presented in Table 8.

and the attribute

Table 8. Contrast results of several revocatiors&s
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4.5. Trace mechanism not satisfy the access policyM,p) , and the outputo

indicates that the decryption fails; otherwise, thwput is the

In the ABE mechanism, improving the security ofribtite session keykey .

management and tracing the direction of each attils . . .
necessary. According to different requirements of t ©)TracePK.T,s<). The algorithm inputs the public kepx ,
algorithm, traceability research can be divided iat white ~accountability list T and private key s< . First, the
box and a black box (Liu and Cao 2013). The white ises a algorithm checks whethes< is a reasonable private key to
key to track the user's attribute. The black boxmaism determine whether accountability should be pursifedk is
provides ciphertext for the device and obtains deerypted a reasonable private key, the corresponding identit of
plaintext to ensure that at least one user careleed.  is output; otherwise, the symbdl indicates thatsk is

An online/offline traceable mechanism includesagorithms  not a reasonable private key.

(Liu and Cao 2013): Setup, KeyGen, offline encrgptiand  Lju and Cao (2013) proposed a new CP-ABE to supiprt
online encryption, decryption and trace. representation policy in any monotonic access stragwhich

1) Sewp(AU). The algorithm inputs the security parametejmproved the traceability and expression  without
A and attribute seu and outputs the public keyk and  compromising security or performance. Liu and W¢2@13)
the master key mk . The algorithm initializes the can identify the users whose keys have been usestablish
accountability list T=0. the decryption device from multiple keys and theesaet
2) KeyGen(MK,PK,id,S).  The algorithm inputs the master keyattribute but must be utilized to build the undemny
MK , public key Pk, user's identityid and attribute set decryption device. Ning and Cao (2014) presentpdaatical
sOu, outputs the user's private ke, of (d,s), and adds CP-ABE system that supports white box tracking, alhis

id tothelist 7. suitable for commercial applications. The schemduihed
3)offline- Encrypt(PK) . The algorithm inputs the public key three advantages: (1) the number of attributes @ n
Pk and outputs the indirect ciphertext . polynomial bounded; (2) it can track malicious sseho leak

4) Onine- Encrypt(PK, IT,(M, 0)) . The algorithm inputs the public the decryption key; and (3) the storage cost of tfaee
key pk , indirect ciphertextit and an access poligy,p) ~ Mechanism is constant (Ning and Dong, 2015). Nimgj @ao

and outputs the session keyy and ciphertextcT . (2018) proposed two non-interactive traitor tracing
Scheme Public key Private key Ciphertext size Rauri Storage cost
(Liu and Cao, 2013) lu|+4 [s|+4 2+3 2|1 |+1 N
(Liu and Wong, 2013) u [+3+ 4N |s|+4 2 +17N 2|l |+10 IN
Ning and Cao (2014) 7 2|s|+4 3+3 3|1 [+1 INS(t, n)
(Ning and Dong, 2015) | 7 2|s|+4 3+3 3|1 [+1 INS(t, n)
(Ning and Cao, 2018) | |u|+5 Is|+7 2 +4 2|1 |+2 0

5) Decrypt(SK,4 ., PK,CT) . The algorithm inputs the public key commitments and constructed a fully secure andeétale
PK , private key s, of the attribute sets, and ciphertext cloud storage service CP-ABE system, which canceffely

cT of the access policyM, p) . If the attribute sets does capture users with compromised access crgdentilétha
relevant results of the trace schemes are showaltile 9.

Table 9. Contrast of several trace schemes

lu] is the size of the attribute universgs| is the size of the attribute set of a private keyjs the size of an access policy, and

(Boldyreva and| (Qin and Zhao,| (Cui and Deng,| (Attrapadung and (Sahai and| (Yang and| (Ma and
Goyal, 2008) 2017) 2016) Imai, 2009) Seyalioglu, 2012) | Liu, 2015) Zhang, 2015)
Rev Indirect Indirect/Direct Indirect Indirect Indict Direct Direct
ABE KP KP KP CP CP CP CP
Key size N N N N N - o®
O(Rlog()) O(Rlog()) O(Rlog()) O(Rlog()) O(Rlog())
R R R R R
Key O(llogN) O(llogN) O(llogN) (0]4)] (0]4)] o o
Communication | |G, |+(2k +1)|G| |G, |+(k+1)|G| [Gr [+(k+ DG 2|G;| Gr 1+2(G]| 2|G; | 2|G; |
Computation 21L|E+4|1|P | 3|I|E+4|I|P 21 [E+2]I|P| 1E 2P 1E 1E

|1l is the number of attributes.

4.6. Proxy Re-encryption (PRE) The calculation of encryption and decryption needsierous
hardware facilities, which will cause a great burd®
personal computing. Therefore, users usually ch@oseird
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proxy party to execute encryption and decryptiorithtthe which was secure against the chosen ciphertextkatad
premise of ensuring security and safety, the afedbased collusion attack in the random oracle model. Lid &n (2016)
proxy re-encryption (ABPRE) scheme combines proxinvestigated the verifiability of the re-encryptigorocess,
re-encryption with ABE, and users can decrypt théormalized the proxy encryption security model, gieed an
re-encrypted ciphertext using relevant attributgg.(17). authentication scheme, and gave the security proof.

(3) Obtain key Eof sender Guo and Zhang (2014) defined the concept of the
0 unforgeability of a re-encryption key to capture freviously
‘ described attacks and proposed a non-interactivelrigge
d scheme, which can resist a collusion attack whegirfg a
(5)Send reencryptkeytocp&i&i re-encryption key. Zhan and Wang (2019) proposedose
Cloud Server
Provider

A

(7) Send reencrypt
data to CSP

JJ l (2) Send ciphertext to C.

—
secure re-encryption scheme to prevent attackens forging
effective ciphertext and signatures and resist kectee
ciphertext attack. The contrasts of PRE are showrable 10.
Shao and Cao (2009) needed a constant number whgai
operations in re-encryption and decryption compavid Lin
and Lu (2016), Guo and Zhang (2014) and Zhan andgWa
(2019); the computation burden is substantiallydow

Owner

(1) Encrypt data with key £ User

(4) Generate Reencrypt keyE (6)Reencrypt data with key,E (8) Encrypt data with key,S

Fig. 17. Proxy re-encryption

Based on the Diffie Hellman (DDH) hypothesis, Shad Cao
(2009) proposed a non-pairing proxy re-encryptichesne,

Table 10. Contrast of several PRE schemes

Paper Computation cost
keygen Encl Encl Re-enc Decl Decl

(Shao and Cao,2009) m+ 2e 2m+ 3e 2m+3e e+p 7m+9e 4m+ p +5e

(Lin and Lu, 2016) 3e 3m+6e+b 2m+8e 3m+5e+10b 3m+3b+4e 2m+9b + 4e

(Guo and Zhang, 2014) | e+2p 3m+7e+2p 2m+4e+ p 2b+4e+p 2m+3e+2p+4b m+3b+4e+p
(Zhan and Wang, 2019) 3e+p 3m+9%+ p+b 2m+8e 3m+5e+ p+1M Am+4e+p+5b 2m+9 + 4e

4.7. Hierarchical encryption denoted as, .
Delegation (I,Pub,1',SK,) : ldentity | at depth j generates

Domain
Authority

the private key for identityi* at depth j+1 using the public
parametersPub and private keysk,, and j+1sL. L is

the maximum depth of the hierarchy; the public f@y 1’ is
denoted asi:1' and the private key i,

Domain
Authority
Domain Domain
Authority Authority

Fig. 18. Hierarchical attribute-based encryptionesne

Encryption (D,Pub,1): To encrypt a message for a recipient
with the identity vectori , the sender uses the public
parameters pub and public key pk to generate the

ciphertext CT .

Decryption (CT,Pub,5K,) : The intended recipient with the

User2

Userl

In practical applications of a cloud computing $egysuch as
hierarchical identity-based encryption (HIBE), lierhical
attribute-based encryption (HABE, Fig. 18) and &iehical
attribute-set-based encryption (HASBE), a hieraahi
management mode is usually employed.

The HIBE is comprised of five algorithms (Okamotoda
Takashima, 2012): root set-up, key extraction, gkien,
encryption and decryption.

Root setup (A): During the setup phase, the PKG takes thg

identity vector 1 decrypted the ciphertextT to obtain the
messageDp by using the public parametemub and private
key .

4.7.1. HIBE

The identity-based encryption (IBE) system is a pgen
certificate-free public key infrastructure model. IBE
improves the scalability of IBE by sharing the wodd of
KG, which can be deployed in cloud computing, psive

security parameter4 and computes the system publicogmy ting systems, and wireless sensor networksdvide

parameterspPub and generates the master key .

Key extraction (I,Pub,MK): The key extraction algorithm USES ykamoto and Takashima (2011) proposed two scherfies o

the master keymk and public parametersp to compute
the private key for identity vector at depth j; j<L; L
is the maximum hierarchy depth; and the privatefeey| is

13

access right.

zero inner product encryption: the first schemedsea
full-attribute hidden scheme with a constant sieg, kand the



second scheme is a layered scheme with a consiamt sadd a new form of ciphertext and key. Lee and Raék5)
ciphertext. Ducas et al (2010) discussed how to ugmoposed an efficient anonymous HIBE scheme witbrtsh
asymmetric pairs to transform a large class of 8 HIBE ciphertext in prime order bilinear groups and gameeffective
structures into anonymous IBE and HIBE systems.n@ka reduction. The contrasts of theBe schemes are shown in
and Takashima (2012) proposed a hierarchical ipneduct Table 11.
encryption scheme, which can realize a shorteripkkly and

Table 11. Contrast of several HIBE schemes

4.7.2. HABE continuous recovery capability, and proposed arsehwith
The Hierarchical attribute-based encryption (HABd&jers continuous leak elasticity. Deng and Wu (2014) psgul a
fine-grained access control, scalability, and fidlegation by ~ formal definition and security model of hierarcHiedtribute
combining HIBE and ABE. HABE works in a disjunctive encryption (HABE) with continuous leak recovery ahjlity.

(Wang and Zhou, 2016) (Li and Chen, 2019)
Encryption time (k+ 2|Ae DEgy + (2] | Ay [+K)Eg + A Ay, (k+ 2|Ae DEgy + (2) | Ay [+K)Eg + A Ay,
+ A By, + (K + 1A DM, + 1A By, + K+ A DM,
Decryption time (k+ 2|Ae et | Ae | Eop + A | Bpy (k+ 2|A e+ (k+|A, NEg, +KA, +|A Ay,
A By, + (| Ae [+2k+ [ | Ay DM, 1A By + (A Ik + ] [A DMg,
Size of PK 3lg, * Lo, 3le, * Lo,
Size of MSK Leo * Lzp Leo * Lzp
Size of SK Le, (2IS|+2) Le, (2IS+2)
Size of CT (k+2[Ag Dlgy + (K + | Ay Doy (K+ 2|Aq [+] [ Ay Dlgy + 1Ay Dley +K
clause manner and assumes that all attributes ar&he security of the scheme is proved with the agsiom of a
administered by the same domain master. compound order bilinear group. The contrasts ofesdv

) o . HABE schemes are in presented in Table 12.
Li and Yu (2019) gave the formal definition and ety

model of hierarchical attribute encryption (HABE)ithv
Table 12. Contrast of several HABE schemes

Schemes Size of MK Size of SK Leakage of MK Leakage of SK
(Li and Yu, 2019) U |+2)4 S|+ +2)A No No
(Deng and Hu, 2014) JU |+2+n)A 31(|S|+ +2+n) (n-2A-1A (n-2A-1)A
4.7.3. HASBE and Chen (2019) proposed the efficient hierarchyABIE,

Hierarchical attribute set based encryption (HASBE) which can encrypt multiple files at the same acdessl,
combines an attribute set based on encryption alBEH  especially for large organizations. The contrastuits of
HASBE has better privacy performance, flexibilitynda  these several HASBE schemes are shown in Table 13.
application range but the operation is more complex
Wang and Zhou (2016) proposed an encryption schieatés
based on file hierarchy, integrated the hierardhaacess
structure into a single access structure, and thidimed the
integrated access structure to encrypt the hieicaicfiles. Li

Table 13. Contrast of several HASBE schemes

4.8. Discussion and analysis of ABE the cost of network communication and facilitatee th
combination with other security technologies. Wenmarize
Scheme Reduction loss Public prime Secret key Clipkie
(Okamoto and Takashima,2011) Q(q) o(I*A) o(1*)) 13% + k;
(Ducas et al,2010) Q(z/") o(*A) o(*1) 3k +k;
(Okamoto and Takashima, 2012) Q(lq) o(124) 0(121) o(A)
(Lee and Park, 2015) Q(g) o(lA) o(lA) 6k + k;

Attribute encryption algorithm is particularly salfle for the  the characteristics of several ABE models in Tddle
distributed architecture of cloud computing, whazn reduce
Table 14. Contrast of several ABE schemes
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The ABE mechanism employs an access structurefdmesx
the access policy, and the flexibility of the pwgliavill
increase the complexity of access structure. Laogde
distributed applications need an ABE mechanisnufipert a
multi-authorization center to satisfy the needsscélability
and fault tolerance. These factors introduce chg#le to
ABE research, including the following aspects:

1 Designing the access structure of the CP-ABE m@ism
is difficult. The public key of the CP-ABE systens i
generated by the authority; the access structwtesgned by
the encryptor and the decryption is controlled Hy authority.
Therefore, in CP-ABE, the complexity of the accsgacture
increases the complexity of the public key and tnthe
design of the access structure.

2 Attribute key revocation is a heavy burden. InEABhe
user key is related to the attribute, and the dyoafmange of
the system often causes attribute invalidation.r&foee, the
revocation of ABE becomes the research focus.

3 Key abuse of ABE. When a pirated key exists, rid@téng
whether users or authorized institutions have disd the
private keys is difficult. Preventing and defininthe
responsibility of the private key is difficult, wdti causes a
key abuse problem in ABE.

4 Trust of authorized institutions. In an ABE systean
authorized organization may cause security risksthe
system. Once the authorized organization is destiothe
attacker can obtain the key of any user and decajpt

5. Sear chable encryption

Data in a cloud service often exists in the forntiphertext.
How to ensure the privacy security of a cloud smrwvithout
reducing the efficiency of a cloud service is arpamant
issue. Because searchable encryption (SE) techynaiag
provide keyword-based retrieval of ciphertext, st very
suitable for the protection of cloud privacy datafara and
Papamanthou, 2012). As an important network securit
method, both symmetric and asymmetric searchable
encryption can be combined with other technolotiesolve
various forms of keyword retrieval problems in oas
scenarios (Fig. 19). Currently, many research tesohve
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Fig. 19. Process of searchable encryption

ciphertext.
Algorithm Fine-grained] Computation overheafl Revocation efficiercy  Efficier] Collision resistancé  Association attributes  Asscpolicy
ABE Poor Common Common Commo Common Cipher Key
KP-ABE Poor Good Poor Commor] Common Cipher Key
CP-ABE Common Common Poor Common Good Key Cipher
CCP-CABE | Poor Poor Good Good Good Key Cipher
MA-ABE Common Good Common Good Common Cipher / key Cipher / key
PRE Pool Pool Commor Gooc Commor Cipher/ ke Cipher / ke'
HIBE Poor Good Good Good Good Key Cipher
HABE Good Common Common Good Good Key Cipher
HASBE Good Common Common Good Good Key Cipher

5 Research on a revocable CP-ABE mechanism that can

identify user responsibility. Current research hedized the

flexible CP-ABE mechanism with the standard assionpt
However, this mechanism does not solve the resbitibsi
identification of a user.

6 Hierarchical ABE. In a practical application, i@rarchical
relationship between authorized institutions anttibattes
exist; so an investigation of hierarchical ABE exassary.

7 The applicability and practicability of ABE: Due the
efficiency shortcomings, proposing a more practié&8iE
scheme in a cloud environment by combining PRE,
anonymous authentication, access control, keyweach
and other technical means has great significance.

8 Dual policy ABE. The policies in KP - ABE and GRBE
can only control access to a user key or cipherteyiroving
the efficiency and flexibility of the double policABE
mechanism, which can effectively protect privacy
information, is an important direction.
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Searchable encryption schemes can be dividedwaanain
types (Fig. 20): searchable symmetric encryptioBESand
searchable asymmetric encryption (SAE), which nyainl
includes four algorithms: setup, token, index angerg
(Kamara and Papamanthou, 2012).

(1) Setup: In the SAE, the algorithm will generate plblic
key and private key according to the input secypédyameter;
in the SSE, the algorithm will generate some péavieys,
such as the key of pseudo-random function.

1) K=KeyGen(1): Input the security parameter, and output
the key K.

2) (1,C)=Encrypt(K,D) : Input the symmetric keyk and
plaintext file setpb=(,,D,,--,D,), D 02*, and the output
index ! and ciphertext file sec=(,cC,,--C,) . If the SSE
scheme is without index constructiom=0 .

3) T,=Trapdoor(K,w) : Input the symmetric keyk and
keyword ¢ and output the trapdoor,;
4) D(w)=Search(l,T,): Input the index
and output the seb(w), which is composed of the identifier
of file &;

5) D =Decrypt(K,C) : Input the symmetric keyK and
keyword « , and output the corresponding plaintext fite.

If symmetric searchable encryptiogse is correct, then for
OnON,wOA,D = (D,,D,,--D,) , KeyGend) and output K and
(1,c) of Encrypt(K,D) , Search(l,Trapdoor(K,a))=D(«w) and

D, = Decrypt(K,C;), C OCji=12..-n €EXists.

Therefore, the symmetric searchable encryption ggeds
described as follows: in the encryption procesg tser
executes thekeyGen algorithm to generate the symmetric
key Kk, encrypts plaintextD with K, and uploads the
ciphertext to the server. In the retrieval procebg user
executes theTrapdoor algorithm to generate the trap, of
the keyword ¢ . The server uses,to retrieve the file
identifier D(w) and extracts the secret according ) .

The user decrypts the returned files with to obtain the
target file.

and trapdoorT,

(2) Trapdoor: According to the keywords of users, the5.1.1. Single-keyword search

algorithm generates the corresponding search ctietemhe
executor of algorithm is mainly determined by tipplecation
scenario and can be executed by the data owner, aise
authority.

(3) Index: In this algorithm, the data owner willeact the
corresponding keyword set according to the file asd the
searchable encryption mechanism to build the indble. In
SAE, the data owner encrypts the file with the pukéy; in
SSE, the data owner encrypts the key set with yhereetric
key.

(4) Query: The algorithm is performed by the servEne
server considers the search voucher and index &sblaput
to calculate the protocol preset. The algorithmedaines
whether the file satisfies the search request hgrdening
whether the output result is the same as the preselt. The
server returns the search result.

5.1. Searchable symmetric encryption (SSE)

In the dictionary D={w,w, @}, a symmetric searchable

encryption algorithm can be described as a quietupl
(Kamara and Papamanthou, 2013):
SSE = (KeyGen Encrypt, Trapdoor, Search Decrypt)

1€

Because of its simple and fast operation, a sikgkvord
search is a common method of ciphertext retrieval.

To resist an attack of adaptive keyword selectidarnara
and Papamanthou (2012) proposed a dynamic SSE schem
which not only supports dynamic update but alssias the
sub-linear search time. Kamara and Papamanthou3)201
employed the data structure of a red black treesearch
ciphertext, which did not need to access a seffiesamory
locations and can be applied in multi-core architex Wang
and Cao (2012) proposed a secure and efficientimgnk
keyword search method that is based on outsourdiogd
data. The scheme can calculate correlation scanely
supports a static single keyword search.

5.1.2. Ranked multi-keyword search

Due to the different frequencies of keywords, thegvkord
search scheme improves the applicability of theéesyhased

on the feedback results of the relevant rankingesys

Fu and Sun (2015) proposed a practical, efficieat fiexible
searchable encryption scheme, which supports both a
multi-keyword ordered search and a parallel seaxe.and
Wang (2015) proposed a secure, efficient and dynaesarch
scheme, which constructed a special keyword-bathnce



binary tree as an index, and a greedy depth fiestrch
algorithm to achieve better efficiency.

Using semantic ontology, Fu and Ren (2016) invastig a
multi-keyword search, and the user interest is esged
intelligently by the scoring mechanism. Based ore th
keyword weight, Fu and Wu (2016) proposed an effiti

5.1.4. Fuzzy keyword search

Based on the similar semantics of keywords, a flkezyvord
search provides users with possible files, protagers’
privacy information, and improves the efficiency eéch
search.

Li and Wang (2014) formalized the fuzzy keyword reba

multi-keyword search scheme, developed a new keywor nroplem of encrypted cloud data, effectively seatehfuzzy

conversion method, and corrected several spellirgyse

5.1.3. Conjunctive keyword search

To overcome the shortcomings of a single keyword an

multi-keyword search, a conjunctive keyword seacheme
is proposed.

To improve the efficiency of searching encryptethd8dsch
and Brinkman (2011) provided a wildcard search sehéy
the pseudo-random functions and filters. Cash .e{28l13)
designed a searchable symmetric encryption pratedakch
supported a joint search of symmetric encrypted detd a
general Boolean query and provided a realistic @radtical
trade-off solution between performance and privatythe
databases. For extensive application, Jarecki atha (2013)

proposed a model to support Boolean queries anidtres

hostile non-collusive servers and arbitrary malisialients.

keyword of encrypted cloud data, and greatly imprake
availability of the system by returning matchintedi. Wang
et al. (2013) proposed a new verifiable fuzzy kesdveearch
scheme based on a symbol tree, which not only stgpo
fuzzy keyword search but also has verifiability.uzéand Liu
(2017) proposed a dynamic fuzzy keyword searchraeh®
provide a secure fuzzy keyword search and verifieg
authenticity of the search results. To reduce thraputation
and storage space, GE and YU (2018) proposed axind
vector for each fuzzy key set to verify the authmtyt of the
ciphertext. The results of these schemes are listédble 15.

Table 15. Efficiency contrast of fuzzy keyword szar

5.1.5. Verifiable searchable

Some SSE schemes also provide additional functgre) as
detecting the behaviors of malicious servers (iexifiability)
and allowing the update of documents on serversrikand
Yasuhiro (2013) showed you how to update (modiélete,
and add) documents in a verifiable way to enafgecttent to
detect any cheating behavior of the malicious ser@aai
and Gong (2012) proposed a verifiable SSE scherh&hw
effectively solves the conflict between data avaiity and
data privacy. Liu and Yang (2018) proposed a nusts
verifiable scheme, which implemented the ideal et of
verifiable SSE, that enables multiple users to grerf a

the current search, ang| is the size of the attribute set
whose characters are organized to construct eaath wo

5.1.6. Fully secure keyword search

SSE has powerful and rich functions; it is alwalagped by
information disclosure. Recent literature has hgitied that
the basic requirement of SSE is to allow updategaifmns to
disclose privacy.

After the formal definition of different types ofabkward
privacy, Garg and Mohassel (2016) proposed a scheme
achieve both forward privacy and backward privaeg ased
some advanced encryption primitives for fine-grdicentrol

Properties (Li and Wang, 2014) (Wang et al.,2013) (Zhu and Liu, 2017) (GE and YU, 2018)
Index building cost Oo(nM) O(nM) O(m) Oo(n)
Trapdoor generation cost o(M) o(M) Oo(M) o®
Search cost O(M'h) O(M'h) O(M'h) O(m)
verification _ oQ (o]()) o®

search. The contrasts of these schemes are Iistieble 16.

Table 16. Performance contrast

Trapdoor| Index Search Verifiabilit
(Kaoru et al, 2013) o) Oo(m) oQ o(n)
(Chai and Gong,2012) O(1) o(lel) | OO O(R(wW)) +
(Liu and Yang, 2018) | O(1) o(m?) oQ o(n)

mis the number of all keywordsrw)is the number of
documents that contain the keywokd, n is the number of
stored documents| is the word length of the keyword in

17

(Bost and Minaudy, 2017). From the point of view of
computation and communication, Kim and Kim (2017)
designed and implemented a forward security schertte
optimal search and update complexity, which calizatboth

a reverse index and a forward index and greatlyrdowg
efficiency. Li and Huang (2019) extended the dé&fni of
forward privacy, proposed the concept of "forwaehrsh
privacy", and developed a new SSE scheme by theepoof
forward privacy. The contrasts of these SSE scheanes
shown in Table 17.



Table 17. Contrast of several SSE schemes
K is the number of sub keyword$] is the number of sub keywords is the number of the documents in the databage.

is the search result of keywordl, a, is the total number of entries of keywoM, and d, is the number of the cleared
entries of W.

5.1.7. Dynamic update linear size. Using a very simple data structurélafand Jorge

. o ] (2015) proposed a new decision support systemtieee low
Due to the dynamics of application in a search ¥I@N  jnformation disclosure and achieve an efficient asafe
scheme, when deleting or adding new ciphertexh daist be search/operation. Bost et al. (2016) proposed a fioeward
updated in time. _ private SSE scheme, which only relied on a trapdoor
Emil and Charalampos (2014) proposed a dynamickele  5rrangement. With the premise of security, it dysatproved

symmetric encryption scheme (DSSE), which can aehiethe search efficiency. The contrasts of these DS&®mes
small leakage and high efficiency, support a sobdr time zre listed in Table 18.

update in the worst case, and retain the datatateiof only

Scheme Computation Communication Client storage
Search Update Search Update

(Garg and Mohassel,2016) O(a, logN +log® N) O(log® N) o(n,) oQ O(K logD)

(Bost and Minaudy,2017) o(a,) o) o(n,) oQ O(K logD)

(Kim and Kim, 2017) O(a, - d,) oQ o(n,) o@ O(K logD)

(Li and Huang,2019) o(n,) oQ o(n,) owm O(mlogD + DlogK)

Table 18. Contrast of several DSSE schemes
The complexity is based on the keyword or the unique keyworck. N is the total number of keyword pairs in the dasaha

m is the number of times the queried keyword was added to the database, is the size of the search result set for the
keyword w. a, (resp.d,) is the number of times the queried keyword N* is the total number of keyword pairs
historically in the databasel* =su(a, +d,) . The 0 hides the loglogN factors.

5.2. SAE (Searchable asymmetric encryption) (3) PEKS(Pub,w )):C — PEKS(Pub,w,y) . The sender encrypts the

In this section, we will discuss public key encigpt with keyword « to generate the ciphertexct with the

keyword search (PEKS), attribute-based encryptioith w parameter pub and attributer . Only the user’s attribute

keyword search (ABKS), and proxy re-encryption Withsatisfies the access structure, who can decrypkéya/ord
keyword search (PRKS) (Rhee and Park, 2010). ciphertext. PEKS is the probability polynomial algorithm,
which generates the ciphertext from the system ipubl

Paper Data Communication Computation

(Emiland Charalampos,2014) g(N2)0<a<1 | O(N*) o(n, +logN*) | O(logN*) | O(min{a, +logN*,n,log®N*}) | O(log?N*)

(Asila and Jorg,2015) O(m+n) O(mxn) O(N,) O(mxn) O(n) o(m)

(Bost et al, 2016) o(m) O(N) | O(N,) O(K) O(a, +d,) O(k)
5.2.1. PEKS parameter pub, keyword ¢ and attributer .

PEKS introduces the concept of attribute, in whislers who (4) Trapdoor (Priv,,@) T, - Trapdoor(Priv,, ) . The receiver uses

satisfy the relevant properties can query the guiedydata. A the personal private keyriv, to calculate the threshold
public encryption key search algorithm consists fofe  value T,0f the query keywO{o1}” and send it to the gateway
polynomial time random algorithms (HU and LIU, 2019 server, Trapdoor is the probability polynomial algorithm for
: Setup, KeyGen, PEKS, Trapdoor and Test: the thresholdT, of the private keyPriv, and the keyworde. .

Ay - A H
(1) Setup’) - (Pub,MK) - Setup(®") where 4 'S the SYSIEM (5) Test(Pub,T,,,CT):b . Test(Pub.T,.CT) . In the public parameter
parameter, Setup is the probability polynomial algorithm for .

) ) Pub, the ciphertextCT =PEKS(Pub,«,y) Of the keyword
generating the public parameteub and the master key . d the thresholdr = _ f the ki do. If
(2) KeyGen(MK,A):Priv, — KeyGen(MK,A) . The key generation an € thresholdr, =Trapdoor (Priv,,«) - OF the keyword a .

w=w , the output b=1; otherwise b=0, Test is the

center KGC generates the user's private keyv, according . ) i i

probability polynomial algorithm to determine wheththe
to the access structuré and the system master keayk ,

CT corresponds to the* of the thresholdT, .

where KeyGen is a probability polynomial algorithm;
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In this algorithm, a0N, for all attributess and «{01} *, query the same information.

Scheme (Qiu and Liu,2017) (Sun and Yu, 2016) (Wan and 806

and Pr[Test(Pub, Trapdoor (Priv,,«), PEKS(Pub,w,y)) =1 =1. Based on the existing security model, Rhee and 20%k0)
The probability function considers all the publiarameters introduced the concept of "trap door cannot distisly’, and
Pub, master keywmk , all the probability algorithms and the constructed a secure searchable public key enoryjsgheme
random oracle models. The key center generatepriiate  t0 prevent a keyword guessing attack. Fang anddS(013)
key Priv, for the user by the algorithreyGen according to proposed two important_security concepts:_ IND-CK&Ad
the access structura, and the user generates the thresholfVD-KGA. The former is to capture an internal enemy
T, of the keyword ¢ by the private keypriv, and function whereas the latter is to capture an external enemy.

. . Chen et al. (2015) and Huang and Li (2017) analyded
Trapdoor . The server can obtain the ciphertext of the kegwo weakness of public key encryption and keyword sead
& according to the threshaig.

proposed a new public key encryption framework thétased
The server uses the given threshalgd as the input of the on keyword search. The encrypted keyword can ordy b
algorithm Tes to determine whether the file contains thedenerated by the sender. Based on different inplutseation,
ciphertext of the keyword®. Moreover, the server does notHU and LIU (2019) provided a simple contrast methodhe
know the plaintext of the keyword., which hides the cloud server to support 'Fhe ciphertext search. ddwerasts of
sensitivity of the query information. Because tleg keriv, is thesepEksschemes are listed in Table 19.

related to the attribute, the user with the sartrébate key can
Table 19. Contrast of several PEKS schemes
N denotes the number of files, arid denotes the number of the retrieving file

Scheme Computation Communication Cost Functionality
Trapdoor Test
(Rhee and Park, 2010) o®m o(n) o(r) single
(Fang and Susilo, 2013) o o(n) o(r) single
(Chen et al(2015) o® o(n) o(r) single
Huang and li (2017) o® o(n) o(r) single
HU and LIU (2019) o® o(n) o(r) Can extended
5.2.2. ABKS

ABKS encrypts the data by ABE. When the user'sbattes a keyword search scheme, which can implement a
satisfy the access policy, the technology enalilesuser to fine-grained search and formalize the definitionseturity.
search the keywords used to encode cloud data. Wan and Yu (2016) constructed an attribute enacoypti
Qiu and Liu (2017) proposed keyword search enooypthat keyword search scheme that contains two independent
is based on hidden policy ciphertext. If the user&dentials attribute revocation lists. However, the calculatlourden of
cannot satisfy the access control policy of thadatner, they the scheme is large. The contrasts of theses schemes is
cannot search the encrypted data. Sun and Yu (20b6psed presented in Tables 20 and 21.

Table 20. Contrast storage of ABKS schemes

scheme (Qiu and Liu, 2017) (Sun and Yu, 2016) (Wan and Yu, 2016)
Setup (@+En)IG [+(2+ n)1Z, | @ 8,)6 I+ @+ 3,)|Z, | @+n,)6 2+ 3,)1Zp |
KeyGen @+ n,)|G| 2+ 1,)IG |+1Zp | @+3n,,)IG [+1Z; |
IndexGen (2+ 2,)IG| @2+n,,)IG] 3|G|

Encryption -- - 2+ ,)|G|

Token 2+ 1,)IG |+1Zp | @+2n, )G [+1Zp | 2G|

Table 21. Contrast calculation cost of ABKS schemes

1¢



Setup 2+ fflni )IE] (1+3n,)E+P (2+2n)E+P

Keygen (2+2n,)E (3+2n,)E (2+3n,,)E

Token (+2n,)E @+2n,,)E E+2P

Search @+2n,)P+E @+n)P+E E+2P

Update -- @+n,,)E nE

Verification - -
5.2.3. PRKS scheme and gave the specific construction of sgcand

re-encryption scheme in the random oracle model.
Fang and susio (2012) proposed a new conditioradypre
encryption and keyword search, which combined PR& a
PEKS, and resisted the chosen ciphertext attackgYend
Ma (2016) introduced a new time-dependent scherhéhw
enabled patients to delegate part of their acagsgsrin a
limited time to search related records. The cotdra$ these
ABKS schemes are shown in Table 22

Table 22. Communication and computation overhed®RKS schemes
I the size of keyword set,the number of conjunctive keywords in the accessgctire, t.,, : execution time for exponentiation

operationt,,, : execution time for bilinear paring operation

PRKS uses a proxy re-encryption system to searctyjeted
data, which enables authenticated data usersaoagmpt the
source data and grant the search function to athers. Shao
and Cao (2010) proposed proxy re-encryption wikieyawvord
search and a new cipher primitive, which is provedbe
secure in the random oracle model (wang and hu20iR).
Yau and Heng (2010) proposed a search agent regggioer

Paper Communication Computation

Pub key Prikey| CT Tradpoor Re-encryption KeyGen | Encryption Re-encryption
(Shao and cao, 2010) 1 1 7 1 7 toe 2y + (2 + Dt toe
(Yau and Hen, 2010) 1 2 2 2 e toair + e e
(Fang and susilo, 2012) | 5 5 7 4 4 Btoe e + Ao oo + 2o
(Wang and Huang, 2012) | +3 3 2+4 |3 I+3 (2 +3tep @ +teye 2t i
(Yang and Ma, 2016) 1 1 1 +3 I+3 I+6 texe (I + Dty (I +5)teye

5.3. Discussion of SE high efficiency and searchability for supportingydanguage

and satisfying more expressive ability

6 Research on search encryption keyword in a reattier
andsystem model. Multi-party computing enables mugtipl
entities to jointly calculate and obtain resultowéver, the
application to multi-server keyword retrieval sceos is
difficult. Therefore, solving the keywords retriéyaroblem
using the multi-server model is an urgent need.

7 Research on efficient decryption scheme and etiory

In this paper, we introduce the research mechangm
searchable encryption and analyze the researchga®from
two aspects: symmetric searchable encryption
asymmetric searchable encryption. The followindopgms in
searchable encryption mechanism warrant furthelystu

1 Research on flexible and efficient query statementhe
existing searchable encryption scheme, the resdamtises

on fuzzy retrieval or conditional retrieval. Many . o . . .
; . . outsourcing scheme. Pairing calculations will beneti
shortcomings, such as keyword sorting, multi-keydvor o . o . .
consuming; so reducing the use of pairing, whicHl wi

retrieval, and keyword retrieval results verifidyjlexist. improve the efficiency of encryption and decrypicand
2 Research on searchable encryption technology with P y P P

semantic reservation. The encryption scheme wdjliire that obtaining a fast dgcryptlon scheme are necessary -
keywords have semantic relations that cannot bairdd by 8 Research on smple puzzlg assumptlor\s. For theitam
a server after encryption. The scheme can not aahjeve of the.same security Igvel, this rfesearch is exuetd have a
accurate query but also accurately obtain the &fassers. very. |m_portant role_ in pr_omotlng secure and seatena
3 Research on the expression ability of a ciphérsearch applications by seeking a simpler h.ypothe3|s. . .
sentence A flexible ciphertext search statement can enable9 Rest_earch on searchable encryption mechams_mfambrml
users to accurately locate the encrypted dataditelsincrease operatlon_ (>, <, = etc.). Although som_e of the tmgsyvork
the flexibility of expressing the search requiretsen can realize range and subset queries, they areideal
4 Research on the efficiency of a searchable etioryp regarding the effect of supporting the relatior@gmtion.
scheme. To achieve a secure search, efficiencyrisajar 10 Research on potential key leakage in multi-ussering
factor in the process of ABE from theory to pragtic mode. Although existing schemes have been capable o
5 Research on an attribute-based encryption schétheich ~ solving the keyword retrieval problem, they are dshon
expression ability. This content is an importannteot of  higher system model assumptions or lower secubjgatives
researching the searchable mechanism and the stonerof
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or low efficiency due to server re encryption orheat
complex operations.

6. Combination technologiesin cloud privacy

In the previous sections, we discussed and analyhed
research on cloud computing privacy protection base
access control, attribute encryption and searchyption.
Due to the complex and changeable environment aassive
information aggregation and advancements in rebe&BE,
trust, access control and many related technologies
integrated to achieve better privacy security mtde in
cloud computing (Eugenia and Maria,2013).

6. 1. Access control, encryption and trust

Trust, access control and encryption are importactnical
means of cloud computing. Many researchers havairaut
important results from these aspects (Fig. 21).

Authorization center

Ciphertext

Fig. 21. Trust access control authority based ok AB

Eugenia and Maria (2013) introduced an access aontr

model that is based on rich expression informatidrich can
standardize context authorization policy and pramtie
realization of privacy protection by visualizatitechnology.
Lan and Vijay (2015) designed a cloud storage gydtet is

assessment to reduce risk and improve the dedigiality of
data owners and cloud storage service roles. Xu jiamd
(2019) proposed a trust-based mechanism to achieve
collaborative privacy management, in which users ca
balance data sharing and privacy protection bystatig the
parameters of the proposed mechanism.

WANG and WANG (2019) proposed a framework of cloud
storage security access control based on blockchain
technology, in which the data owner can store iphertext

of the data in the blockchain network via smarttcact and
establish an effective access period. Wagas e{(28118)
proposed a hybrid policy tree mechanism for dynamic
attribute selection for security solutions and kegnagement,
which further utilized encryption and decryptionnsee
providers for complex operations.

Xu and Fu (2017) designed a privacy protection rhade
ensure the security of encryption card dynamic dalieg
and provided a series of security protocols to bdista the
trust chain between users and encryption cardahuli Wang
(2018) proposed a privacy protection frameworknpriove
the willingness of data owners and untrusted erit&g to
share data, which can effectively protect the pevdata of
related participants. Yang and Li (2015) proposgataetical
privacy protection and sharing scheme for medieabrds,
which realized the consideration of differentmetit=ta.

6.2. Multi-tenant

Due to the sharing nature of cloud computing arpliegtion
of virtualization technology, cloud computing seei
providers need to carefully address multi-tenactigty and
virtualization security threats.

based on encrypted RBAC and showed how to use trust
Table 23. Contrast of several multi- tenant schemes

Literature Classification Scheme Technical approach Application Scalability
(Eugenia and Maria, Access control model with rich expression | Visualization technology, | Privacy Common
2013) policy policy protection
(Lan and Vijay (2015) RBAC-based encryption for cloud storage Trust, risk evaluation, | Cloud storage Common
encryption, RBAC

(WANG and | Trust, access | Cloud storage security framework Access control, blockchain | Blockchain Common
WANG,2019) control technology network
(Wagas et al.,2018) and encryption Attribute selection for security solutions | Hybrid policy tree, trust, | Mobile cloud | Good

and key management encryption computing
(Liu and Wang,2018) Privacy protection framework Trust, encryption Internet of thing Common
(Rémi and Guillaume, | Multi-tenant, Robust solution to detect malicious | Virtualization safety Cloud Common
2018) virtualization activities computing
(LIU and SHAO, Scheduling scheme of multiple directed | Scheduling policy Personal privacy | Good
2015) acyclic graphs security.

Rémi and Guillaume (2018) proposed a robust andmultiple directed acyclic graphs in cloud computihtl) and

cost-effective solution to detect malicious aciest in the
public virtualization environment: 1) estimate tverkload
of virtual hosts; 2) provide a detection algorithto
distinguish the infected hosts, and evaluate tHiigfcy
using a real data set. To solve the scheduling |nokof
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SHAO (2015) proposed a scheduling policy to satisfy
requirements of resources and protect privacy #gcur
Detecting attacks among tenants is a key secugiiyirement.
Mohamed and Chamseddine (2019) proposed a croastten
attack detection and prevention framework basedSQi



syntax analysis, which can satisfy the requiremeofts
accuracy, portability and compatibility. Ghassan d an
Matthiasr (2017) analyzed the challenges of coaititig the

role-based cryptosystem structure and implemengs@ral
functions, such as role revocation and anonymdyyerify
the rationality and effectiveness. JASON et al. 180

security and functional requirements of an existing employed the smart contract and blockchain techyyokas

multi-tenant cloud and effectively improved the gty of
cloud storage services. The contrasts of thesensheare
shown in Table 23.

6.3. Extension of access control privacy protection

Based on the characteristics of access control codd
computing, many researchers have adopted exteitas to
protect privacy, and achieved many research results

general infrastructure to express the basic trust a
identification relationship, realized the utilizati of
cross-organization, and implemented a challenggorese
authentication protocol to verify the ownershipusér roles.
By order bilinear groups, Zhu and Huang (2015) pegg a
practical construction method of ABE based on faodvand
backward derivative functions and provided a cormpaticy

Qi and Ravi (2017) proposed a mechanism of mangator representation method to reduce the size of prikateand

content access control (MCAC), which is a distrdalt
information flow control mechanism that enables teah
providers to control which network nodes cache eontNa
and Kim (2016) proposed a macdroid, in which afptat
can be controlled to access the installed apptinatiand
users can control the behaviors of the applicatiagapolicies.
Fahim and Khan (2016) proposed a public key cryioigy
protocol for security entity authentication and gwant
permission to an authorized person by the tokea smart
card. Xin and Ram (2012) constructed an ABAC, whield
the characteristics of "just enough”, and can bdigored as
DAC, MAC and RBAC.

Michael and Gabriel (2012) proposed a new trustooa
framework, in which users provide role and locattokens
and requests to service providers and service qeovi
negotiate with role and location permissions tafyeokens
and evaluate policies. Based on the rich algelstaircture of
the elliptic curve, Zhu and Ahn (2013) proposed réfied

ciphertext. In an information center network (ICNJ, and
Huang (2018) proposed a privacy protection attabut
management access control scheme, which can beatibiep
with the ICN architecture. Based on the combinatadn
attribute and purpose, Morteza and Farnaz (2019)gzed a
privacy protection access control framework. If @révacy
preference of the requester is compatible with ghgacy
policy, the access request to the service is alioWdNG and
CAO (2019) proposed an attribute-based access atontr
scheme for the Internet of Things, which employed
blockchain technology to record the distributionattributes
and satisfy the needs of efficient and lightweigbinputing.
Authorization exceptions may occur during contirgiou
reassessment. Arlindo and Altair (2014) proposedtessing
the flexibility of continuous authorization reasse&nt by
maintaining appropriate access control. The contresults

of these schemes are listed in Table 24.

Table 24. Contrast of several extension accessatontdels

Literature Classification| Scheme Technical approach | Application Scalability
(Qi and Ravi, 2017) MAC Mandatory content access contriolinformation flow Network cache Common
(Na and Kim, 2016) MAC Mandatory access control Access policies Ardiggicurity Common
Fahim and Khan (2016) RBAC Public key cryptography protocal  Encrypt, accesntrol Smart card. Common
(Michael and Gabriel, 2012) | RBAC New trust protocol framework Privacy aware RBAC | Spatially privacy Good
(JASON et al.,2018) RBAC Smart authentication protocol Blockchain, trust Blockchain Common
(Li and Huang, 2018) ABAC Attribute management scheme Access contratpol ICN Good
(Morteza and Farnaz,2019) | RBAC Purpose privacy access control Purpose policy ecuf® service Good
(DING and CAO, 2019) ABAC Lightweight access control Blockchain Internéthings Good
(Arlindo and Altair, 2014) UCON Authorization reassessment Access control GCoounputing Good

6.4. Discussion and analysis

These privacy protection mechanisms cannot coniplete
avoid privacy risks, such as access control, ericnyptrust,
and search encryption, which are some key issuebeto
explored.

1 With continuous changes in the application emrnent, a
simple access structure has been unable to sHisfyecurity
requirements of an access control system. The nlesig
access structure with a rich expression abilityhis future
research focus of access control

2 Integrating the trust model in ABE. When using thBE
mechanism for access control, the relationship amibre
data provider, cloud platform and user can be detexd by
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the trust value. Further, complex key managemerd an
encryption and decryption calculations can be edrdgut on
the cloud server, which not only ensures the sgchit also
reduces the computing burden of the whole system.

3 Research of the multi-domain cooperation mechariis
access control. How to accurately understand thmasgcs of
the original policy and overcome the differences of
expression ability is an important guarantee ofgyolusion
and system security with multi-domain cooperation.

4 The combination of attribute encryption and other
encryption mechanisms. The homomorphic encryption
mechanism can realize ciphertext computation aralept
outsourced privacy content. Both asymmetric engoypand
symmetric encryption can realize the low-cost miva



protection mechanism. Therefore, the combination
multiple encryption mechanisms is a controversizue in
future research.

7. Challenges and future directions

This paper focuses on the latest research restiltdoad

security privacy protection and introduces represere

security threats and protection technologies, saglaccess
control, ABE, and searchable encryption. Our anglys/eals
some deficiencies in cloud security protection sobe As a
result, future research work should mitigate
deficiencies.

7.1. Challenges

Via analysis and contrast, we observe that cloudptding
security protection work has achieved satisfact@search
results. However, many problems remain, which prothe
consideration of a variety of security factors awohtinuous
improvements in defense technology and securigesjies.

1 All kinds of attacks are generally based on th&eds of

ofchallenge, which requires an evaluation of thettlergel of

cloud service providers and tenants.
7.2. Future directions

Many defense technologies and security mechanisissia
cloud computing. We propose a future development
framework, as shown in Fig. 22, which is dividetbithree
parts: principle & model, methodology, and design
&application. A cloud wuser can utlize various
policies/technologies and quickly achieve targetusiey and

thesepersonalized privacy protection.

1 Secure search technology for protecting userggses.
The mapping relationship is analyzed by frequerttepa
mining to detect the privacy information hiddentle user's
search intention and provide real-time warningdetiavior
privacy, identity privacy and location privacy.

2 Integrate unified privacy metrics. From the Idgcle of
cloud data, the period includes multi-source datioh, user
behavior, and fine-grained access control in tharcte
process. Because these privacy protection techiesidave

cloud infrastructure in a system management programe€valuation indicators, building an evaluation syst¢hat
Different attack methods are adopted to enhance thdtegrates multi-dimensional privacy protection, areh

operation authority or steal sensitive data.

2 To better defend cross-virtual machine side cebattacks,
researchers should pay more attention to the fafwsrtual
machine attacks in the process of cloud migratguth as
malicious theft of privacy information.

3 Design a security defense policy that can begaddent of
CSP to effectively limit the abuse of rights. Iretprocess of
security defense, researchers should also paytiatieto the
negative impact of defense schemes on the perfa®nah
public clouds.

4 The protection degree of sharing algorithms taser's
identity privacy needs improvement. The unidireatiband
transitive characteristics of the proxy re-encryptalgorithm
need to be further investigated, while the efficierof an
attribute encryption algorithm in dynamic permissio
management is usually poor.

5 Recyclability proves that prevention of the ikgleletion
of file level or block level cloud data and improvaudit
efficiency in the case of data updates are urgent.

6 Privacy requirements and service level agreem@&itas).
Hidden dangers of unintentional or malicious disale of
user privacy exist in an SLA. Therefore, privacy deling
and verification, consistency detection, privacysatgtion,
and implementation are the key issues to be solved.

accuracy and timeliness is necessatry.

3 Information fusion and knowledge extraction teabgy
for cloud computing big data. Given the multi-direemal
and multi-granularity characteristics of cloud data
information and the diversity of users' search Bseed
extracting information to generate knowledge aggtesg is
necessary.

4 Coordinate the trust and interest relationshipmuoitiple
participants in cloud computing. The participatafrdifferent
parties complicates the security/privacy issue iouad
computing because the security objectives of difieparties
may be very different and may even conflict witlcleather.

5 Big data and cloud computing. The real-time bagad
processing must continuously input, analyze anguwduthe
high-performance data stream in a short time. Teuen
security and confidentiality, an efficient and ligkight
cryptographic algorithm can reduce the computirgg.co

6 Multiple cloud computing compatible integratiddecause
different cloud computing can be regarded as aapeddent
field, these mechanisms are compatible. People Ighou
consider how to solve the compatibility problemdglifierent
countries.

7 Integration of various new network technologygugms.
The security layer among cloud computing, fog cotimgu

disclosure. In the privacy feedback mechanism, susan
learn different privacy operations and understaotemtial
risks that may damage confidentiality. The use thfir@ party
to audit a privacy record is a key issue in thevamy
feedback mechanism.

8 The conflict between the convenience and accoilityaof
services and privacy protection. Risk assessmanttis new
topic but privacy risk assessment remains an imapbrt
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Cloud computing will become a reliable, credibledan
powerful architecture.

8 Privacy protection based on trusted cloud platfdPrivacy
protection in a trusted cloud platform involves thieole life
cycle of data processing in a cloud.

9 Research on unified secure cross-platform malgkrating
system. Different platforms and equipment of clpudviders



have similar functions and safety concepts, whih i@duce
costs and improve efficiency by multi-party unitice.

information to a third party without the permissiaf
residents. Therefore, cloud computing requires

10 Relevant government policies and regulationsgovernment policies to balance interests and pyigscurity
management. Cloud computing may sell the collectedrisks.
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Fig. 22. Future development of cloud computing

8. Summary

Although cloud computing has a broad developmeosgect,
it faces substantial privacy security challenge® #iscuss
and analyze the research progress of several tegies,
such as access control, ABE and trust, and theciassd
challenges and research directions. Another probikeat
cannot be disregarded is that the security of nétwo
infrastructure has a key role, for example, theafdirewalls
can protect the resources in the cloud from theobut
Therefore, building a secure network

infrastructure  cryptology. 32nd Annual Cryptology Conference, BaBiarbara, CA,

create a secure efficient cloud environment.
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Highlights

We discuss the privacy security risks of cloud computing and propose a comprehensive privacy
protection framework.

We analyze the characteristics of several access control models and highlight their advantages and
disadvantages based on various factors.

We summarize the a gorithm flow and development of ABE, and discuss several important achievements
in cloud privacy protection, such as fine-grained, revocation mechanism, multi-authority, trace
mechanism, proxy re-encryption and hierarchical encryption.

We discuss and compare two searchable encryption schemes, such as searchable asymmetric encryption
(SAE) and searchable symmetric encryption (SSE).

We discuss and analyze the integration technology scheme of access control, trust and encryption and
discuss the challenges and future research directions.
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