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Abstract

The commercial adaptation of Vehicular Ad hoc 1™ Twork (VANET) to achieve
secure Intelligent Transportation System (1.°%) heavily depends on the security
guarantees for the end-users and cons wu.. Current VANET security stan-
dards address most of the security challen_as faced by the vehicular networks.
However, with the emergence of 5th ge “e1..""on (5G) networks, and the demand
for a range of new applications a. 1 sc.._ces through vehicular networks, it is
imperative to integrate 5G and vehicular networks. To achieve a seamless inte-
gration, various design anc impler entation issues related to 5G and VANETSs
must be addressed. We focus, ~n  ecurity issues that need to be considered in
order to enable the se ure ntegration of 5G and VANETSs. More precisely, we

1

conduct in-depth st «dy o1 " current security issues, solutions, and standards
used in vehicular netv. vks and then we identify the security gaps in the ex-
isting VANET sec rity solutions. We investigate the security features of 5G
networks and «. - uss how they can be leveraged in vehicular networks to enable
a seamless anc efficient integration. We also propose a security architecture
for vehicula. ~etv orks wherein the current VANET security standards and 5G

secur’ y feat. ves coexist to support secure VANET applications. Finally, we

discuss ~ome future challenges and research directions for 5G-enabled secure
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vehicular networks.
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1. Introduction

Over the last couple of decades, the automotive ind~*ry ... _een the hotbed
of technological innovation as a result of significant ad- ance 5 in computation,
communication, and storage technologies. The ma.. driv..s behind such inno-
vations stem from the problems faced by the ‘ranspor ation systems. Every
year, thousands of people lose their lives ana “illious of dollars are spent on
medical bills and insurance costs. Thes uuge costs have led to the devel-
opment of a wide range of new transp~rtation .:chnologies which can enable
a safe and comfortable driving experienc ‘.nd provide additional value-added
services to both drivers and passen.e.. 1. In this context, the Intelligent
Transportation System (ITS) pr .~~< a zecure and reliable driving experience
by employing vehicles to communicai. with each other and with the environ-
ment that includes both ir rasu. "cture and the pedestrians. In other words,
ITS is achieved through v “iculasw Ad hoc NETwork (VANET) where vehi-
cles communicate with the :nvironment through Vehicle-to-Everything (V2X)
communication paraig.. '2]. v2X includes Vehicle-to-Vehicle (V2V), Vehicle-
to-Infrastructure /v T, Vehicle-to-Pedestrian (V2P), Vehicle-to-Cloud (V2C)
communications ~d so on [3, 4]. VANET applications include a wide range of
transportatio asp «cts such as driving safety to traffic management, route opti-
mization, ¢ ymfort, v. affic information, fleet management, automation of traffic-
related fu. ~tins (uch as traffic lights), platooning, and entertainment such as
e-adve _c1sements, Internet on the wheels, and so on. Most of these applica-
tions . ~verage :ooperative communication mechanisms among vehicles and with
t' e mfrastructure [5, 6]. To support these aforementioned applications, vehi-
c.~s need to share their current information with their neighbors via different

-~eaages that conform to ITS standards. These messages include Cooperative
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Awareness Messages (CAMs), safety messages, warning alerts, and ¢ on. CAMs
are broadcasted to the neighbors at a high frequency ranging from .~ Hz . 300
Hz depending on the current traffic situation and the underl- ing anplications
[7]. CAM includes current mobility-related and control featurc < .ich as current

position, speed, acceleration, azimuth, brake status, and ceerine angle.

1.1. VANET Applications Requirements

The various categories of VANET applications . .e di erse requirements
such as performance, Quality of Service (QoS), securiy, and privacy. In essence,
safety-related applications exhibit stringent secu.**v rec airements such as mu-
tual authentication, authorization, integrity, re.'ience against attacks, non-
repudiation, and trust management. From « ~erformance perspective, such ap-
plications are sensitive to both latency .. '-'av (i.e., they require a minimum
delay and latency) because the decisions b. sed on the information in such mes-
sages directly affect human lives [8, 9, '0]. Turthermore, these applications also
require context-awareness and mu * pe . cure against security attacks. In con-
trast, entertainment and other value-aaded VANET applications and services
are comparatively delay-to :rant a d have less stringent security requirements.
For instance, the frequertly-n. ~ad asted CAMs use relatively less-sophisticated
cryptographic primitiv s tF an emergency alarm messages [11]. Other important
security requiremer s for v *T.ET applications include resilience against profil-
ing where attack: cs u. location data to profile different users based on their
movements, sy’ 1l « ‘tacks where attackers create fake nodes that may cause il-
lusion for the -~ .sion-support system of the VANET application, and so on
[12, 13]. Fowe er, non-safety applications tend to be bandwidth-intensive and
need more ¢. puv ation resources. For instance, video-on-demand, Internet-on-
the-w 1eels, a. 4 other such services on the road need higher bandwidth and speed
to be &' le te provide the required QoS. Many of these aforementioned applica-
t ons ge. “rate a massive amount of data that needs to be gathered, processed,
an ' ther acted upon [14]. VANET uses On-Board Unit (OBU), Road-Side Unit

(b >, and back-end servers to perform these tasks.
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1.2. VANET Communication Standard and Related Challenges

Since early on, VANET has been using Dedicated Short-Ra.. = Co. mu-
nication (DSRC) which uses 75 MHz bandwidth (in the 5.9 sh. bhana) [15].
There are different notions used for this standard in the Unite ' ¢ cates and Eu-
rope. In the US, it is referred to as Wireless Access in V .nicule~ Environment
(WAVE-1609) whereas it is called TC-ITS by the Euro, «an T¢ ecommunica-
tions Standards Institute (ETSI). These standards ~aand-'~ a communication
range of 300 meters to 1000 meters for the particinati.g noc :s. However, these
are theoretical limitations whereas in the real-world sc. nario, the transmission
range is affected by many factors such as the geo. ~trv of the surrounding ob-
jects and line-of-sight. Experimental results have ~vealed that the aforemen-
tioned external factors deteriorate the effect:. ~ transmission range [16, 17, 18].
Therefore, the existing VANET standa 1s o . “iadequate for the services and
applications promised by VANET. I this ¢ ‘utext, VANET also supports other
communication standards in addition ‘o L SRC/WAVE that include, cellular
(3G, LTE(A), and 5G), WiFi, Vis'le Light Communication (VLC), WiMax,
and so on [19, 20, 21, 22]. These additional communication technologies expand
the application space of t.e VAN "T and its integration with other enabling
technologies such as th . Inte.. »t of Things (IoT), cloud computing, and so
on [23, 24, 3, 25, 26! D spitr the benefits offered by these technologies for
VANET, they also spen up _erformance and security challenges for the tradi-
tional VANET. Tor ins. nce, cellular networks (3G, 4G) may solve the band-
width problemr ror andwidth-hungry VANET applications, but they adversely
affect the latenc, These networks also incur other overheads (such as hand-off,
authentic ¢ion’, and cellular-specific security attacks that could jeopardize the
entire VANE ™ a- plication space [27]. Additionally, since safety-related appli-
catio’ s need . 1inimum latency, cellular communications might not be suitable
for eme, -, messages in VANET. Integration with IoT, cloud computing, and
¢ ther sin ‘lar technologies faces similar challenges where the inherent security
cha >~ s of these technologies are inherited in VANET [28]. Therefore, we

ne :d « holistic approach to provide high performance and strong security for
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VANET applications.

To date, several research efforts have been made to address he sec irity
issues in VANET from different perspectives such as mutue au hentication,
authorization, defense against different attacks, secrecy, info. ~¢.on integrity,
confidentiality, conditional anonymity, availability, audib’ ity, fa’*ness, commu-
nication security, and so on [29, 12, 30, 31]. Attacks o.. VANF [ often focus
on the vulnerabilities of these communication fram: work- Besides, extensive
research has also been conducted in both traditiona. vANT.T (through DSR-
C/WAVE) and integrated VANET (through cellular . nd other technologies)
[32, 2, 33, 34, 35]. Although DSRC and cellvlar . ~hnr .ogies support different
functional requirements of VANET applications, ti. ~ have their own shortcom-
ings. DSRC/WAVE-based communication 1. more reliable when the message
needs to be delivered in a close proxim.*v w .. “ight latency requirements and
optionally stringent security primit’ ~s. Ii contrast, cellular networks provide
high network bandwidth. Furthermore, ~eli.lar networks also increase the trans-
mission range of the VANET noa. - From the preceding discussion, we note
that DSRC suffers from low bandwidth and transmission range, whereas cel-
lular networks (3G, LTE, and L1 7-A) suffer high latency which is challenge
for safety and real-time apphc *ons (such as communication in autonomous
cars). Additionally, s -cur’,y is also a crucial shortcoming in the cellular net-
works because of v’ rious re. ons: the cellular architecture at its core is based
on Internet Protucol (. which exposes it to the IP-based attacks such as
false informati n ir ection, Distributed Denial of Service (DDoS), spoofing, and
others. Furthei.. e, the ephemeral nature of VANET nodes also poses seri-
ous challe .ges .or cellular communications where handover, (re)authentication
and network ’<c’ nnection put the security and performance of the applications
at jec pardy |. 7]. Moreover, cellular networks not only support vehicular net-
works L “ +F _y also help in integrating other enabling technologies with VANET.
" Vhilst t. is integration increases the applicability of VANET, it also increases
the **- _k surface for VANET. User privacy is another serious concern with the

L ag- ferm Evolution/Long-Term Evolution Advanced (LTE/LTE-A) where at-
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tackers could launch identity-theft attacks on the cellular architect re t rough
vulnerable Mobile Management Entity (MME). In addition to t.. afor. nen-
tioned security issues, there are several other issues that need to e adaressed
while using 3G and LTE/LTE-A as communication technolog.. - *1 VANET. To
this end, we need a new communication paradigm in V .NET +thav addresses
scalability, flexibility for different applications, quality ot ‘ervice security, con-
nectivity, and adaptability.

Among other disruptive technologies developed wuring  he past couple of
decades, industry and academia have focused on the de ~lopment of 5th Gener-
ation (5G) communication to address the shortco.. ngs of existing communica-
tion technologies as well as meet the requirements « “ srowing demands for high-
bandwidth, low-latency, and secure applicatic ~s [36]. In this context, VANET
can also leverage the distinctive featurc * o1 - O “long with cloud computing to
handle the large amount of data ger ratea Yy vehicular nodes through vehicu-
lar clouds [37]. Furthermore, the integ. vt of VANET and IoT has also been
envisioned and researched to broacw. m the application domain of both VANET
and IoT. Since VANET applications and services exhibit different performance
and security requirements. DOSRC c¢ - cellular (3G and LTE/-A) alone would not
be able to fulfill all the equu. ~ ats seamlessly. Therefore, it is a reasonable
choice for VANET to 'dor . 5C communication technology to maintain secure,

flexible and QoS-er .bled co. munication architecture.

1.8. Is 5G a P .c. *ial Player in VANET?

Without lo.. . generality, cellular networks are currently emerging as pre-
ferred cho’:es fr ITS connectivity services, at least in part, due to their global
deploymeny  nd - vide coverage. Specifically, the 3rd Generation Partnership
Proje t (3Gi P) standardization body has specified V2X services in the LTE
networ. (rel-use 14,15) and enhanced V2X (eV2X) in 5G network (release 6)
[8]. 5C is the fifth-generation wireless technology and it is the latest cellu-
la. metw rking technology developed. It is specifically designed to achieve high

de o .ates (up to 20 Gbps) and promises a latency of 1 ms for real-time ap-
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plications [39] because the architecture supports other emerging ~chy slogies
that include Heterogeneous Networks (HetNet), Network Function. Virtu. liza-
tion (NFV) and networking slicing, massive Multiple-Input vlw ;inle-Output
(MIMO), Device-to-Device (D2D) communications, millimeter - ve (mmWave)
and Software Defined Network (SDN) [40]. Empowered with these advanced
technologies, 5G can achieve a higher capacity, ultra-lo.- end-t ~end latency,
higher data rate, massive device connectivity and co .siste~ " Quality of Experi-
ence (QoE) provision [41].

In addition to enhanced capacity and reduced laten. - network management
is another salient feature of 5G technology. This = ~twr .k management is sup-
ported by network slicing and can have multiple -“rtual network connections
based on the type of required service. For ex« ~vple, alarm messages and related
security services require a fast, low later. v ue .k connection, while non-safety
or multimedia application require ' ~her « “pacity instead of high rate, while
CAMs use only secure and data-only -oni.cctions [22]. As discussed already,
currently available standards for v." NE1 (IEEE 802.11p/DSRC) have intrinsic
shortcomings in terms of inefficient 5.9 GHz band utilization, short communi-
cation range, overhead/de’ vy due « »ntralized security and inefficient broadcast
and acknowledgement p otoco..  Tsevice-to-Device (D2D) communications [42],
the enabler technolog: of F 4, ar dresses these shortcomings. D2D enables direct
discovery of service: and con. aunication among users present in close proximity.
Therefore, it can vnable “rect V2V and V2I communications without traversing
through the ce iula infrastructure and traditional cellular (i.e. uplink / down-
link) commmnnic..” on. Hence, D2D-based vehicular broadcasting can be useful
in missior crit cal vehicular applications because it can achieve high spectral
efficiencv. hig' d- ca rate, low transmission power and low latency [43].

F1 bm a sec ity perspective, 5G inherently provides flexible security benefits.
Virtnar 2o+ ork Functions (VNFs) and SoftwareDefined Network (SDN) con-
1ol are 1 7o prominent technologies that play a pivotal role in 5G-based flexible
sec.. **= Therefore, 5G supports both data encryption through the user plane

ar d network slicing which enables the adjustment of security parameters. NFV
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implements/deploys VNFs on cloud platforms and can be access 1 fr m the
cloud, eliminating the need for specific hardware to run different ve. dor-s. cific
services and applications. Additionally SDN enables better ne .wo. k comrol by
separating the network control plane from the data forwardu,, r.ane. As a re-
sult, both NFV and SDN provide dynamic and need-baser securi‘y by using the
characteristics of underlying networks [44]. To this end, due to SDNs unique
capabilities of handling a large number of heterogen ous - ~ices, different net-
work conditions, better security, and network flexihilivy, 5G } s strong potential
for the commercialization of VANET.

In addition to other revolutionary features. bt ~ddr sses the problem of ac-
commodating a large number of nodes (such as 1. "2T). Furthermore, wireless
network operations and applications are too .'nsely coupled to deal with them
separately. Therefore, it is imperative o 10. .. on a communication paradigm
that both complements and integrat ~ witi. the existing technologies as well as
fulfills different application requiremei. s 1. a scalable, efficient, and heteroge-
neous way. In this context, 5G is a ~nod candidate for heterogeneous scenarios.
VANET is no exception and leverages not only vehicles on the road, but also
other networks, such as W' celess S nsor Networks (WSN), IoT, CC, and so on.
Therefore, the features f 5G « » be harnessed with the above mentioned ad-
vances in computatior co’ imu- ication, processing and storage technologies. It
can support massiv. numbe. of simultaneous communication links in VANETSs

or among so called Inte. ~at of vehicle (IoV) [45].

1.4. Contribu. »n  of this work

As we iave discussed earlier, 5G is a strong enabling communication tech-
nology for v. NE™ applications. However, it is equally important to investigate
both ne req. ‘rements of VANET and the capabilities of 5G in order to support
secure "ANF (" applications. In this context, we focus on the security features
¢ 5G a1 1 their applicability to VANET. In this paper, we investigate the role
ot " te anology in VANET security. We summarize the main contributions of

th 5> puper as follows:
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e We investigate the security features, requirements, and stanc *rds .or ve-
hicular networks. We also identify security weaknesses in v. “icula. net-

works and the shortcomings of the current VANET secuv ity standards.
e We present the salient security features provided by the 5 “echnology.

e To address the security weaknesses in current VANE s, we p opose a high-
level 5G-based security architecture for vehicv ar networks that comple-

ments the security features supported by currc. . VAN ET security stan-

dards.

1

e We discuss future challenges and resea..™ opp _.unities in 5G-based se-

curity for VANETS.

The rest of the paper is organized . " "~ws. In Section 2, we discuss the
security features of 5G and Section 3 pre. nts the VANET security which in-
cludes requirements, attacks, standara . «. 1 solutions. In Section 4, we discuss
the integration of the security fe. “'uc, - 5G and VANET. We discuss future
challenges and research opportunities 1n Section 5. Finally, we conclude the

paper in Section 6.

2. 5G Security

5@G is poised to e an important communication technology in today’s cyber
world. 5G is envisioned .» serve diverse use-cases such as massive IoT appli-
cations, VANT T, r obile broadband, and mission-critical applications, to name
a few. This scala.’~ and energy-efficient cellular technology has extended cov-
erage anc imr cove . latency, and it will play a vital role in the development of
future - __art sy. ' ems. Table 1 presents several features of 5G architecture along
with unabling sechnologies. These technologies also diversify the threat domain

of 15 tecuuology (as shown in Figure 4 which we discuss in detail in section

< 4).




Table 1: 5G Features, corresponding design principle. ~nr enabling

technologies

5G features

Enabling technu’ ~r .es/design principles

Improved data rate

Massive vIIMQ and enhanced air interface and

multiple access  echniques

Prcvisi 1 o, optical transmission/switching
Dev.. >-to-Device (D2D) communication
Usc . high frequency spectrum

Separation of control and data plane

Small cell area network

Reduced latency

Optical transmission/switching
Device to device (D2D) communication
Caching and prefetching techniques

Innovative air interface hardware and protocol

stack. Shorter Time Intervals (STT)

Enhanced QoS pre -isio.

Use an intelligent agent to manage QoE, routing, mo-

bility and resource allocation. Redesign NAS proto-

cols, services and service complexity.

10




Massive number of concurrent connec-

tions

Local offload (e ~. D> enhanced local area)
Caching/pre’tch =~

Advanced —ultip > access techniques and bet-

ter air i werfaces

e NF'/ an” "DN cloud
e v, imi. .g energy efficiency at various points
at netw rrk
Capacity and coverage improvement Opuunum spectrum management by employing
‘ pooling, aggregation and so on
‘ - Separation of control and data plane
‘ e Small cell area networks
e Massive MIMO techniques and inclusion of
new air interface
e Optical switching increases capacity require-
ments in various network locations in backbone
and backhaul/fronthaul
e Device to device (D2D) communication
Better securit <. atrol e Security at physical layer
e Security control
e Per user and per application security
e Security management

Next, we discuss the specific 5G security architecture with a special emphasis

1

on “e - .pported security features and potential security challenges [46, 47, 48].

11
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Application layer
security
Cryptographic
Security solutions
management (SSL,HTTPS...)
Self-adaptive
intelligent
security control

Security
negotiation
Enhanced control
plane-enhanced
user privacy

Physical layer
security
Bit encryption

Figure 1: 5G = ~urity \rchitecture

2.1. 5G Security Architecture

We discuss the 5G securitv architecture at various layers [49, 50, 51, 40] in

this section. Figure 1 presr ats a hig h-level overview of 5G security architecture.

2.1.1. Physical layer s cur’y provision

Information secr ity «. 1 - ata confidentiality are essential requirements for
any communicatic a te."nology and the same is true for 5G technology. Physical
Layer Security . 3) is a promising solution for information security due to its
competitive us - entric benefits and flexible security provision. PLS provides
keyless sec ure <ignal design and transmission by exploiting channel character-
istics and v, usir ; simple signal processing techniques, PLS avoids the use of
comp .te-intc “sive cryptographic techniques and encryption/decryption meth-
ods. 'y herefe e, it is well suited for the heterogeneous nature of 5G users and
¢ avices | .g., IoT devices) which are typically low-power and have low computa-
t1c ~al co Jabilities. 5G networks are also distributed and decentralized in nature,

¢u .. terized by dynamic changes in topology due 5G devices joining/leaving

12
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the network. In this case, if cryptographic techniques are used, key ‘istr oution
and management become a challenge. Above all, 5G technology ~rom.. s to
provide diverse services with versatile security requirements. For 11stance, sen-
sitive online payment applications require sophisticated secui. - .n contrast to
simple Voice over IP (VoIP) services. Simple encryption/ .ecryp*ion techniques
cannot provide varying level of service-oriented security. 1 ather, hey only pro-
vide binary-featured security (fully protected or full exp~ ~d if the secret key
is exposed) [52]. However, most of the future 5G-cu.abled communication is
expected to be among low-cost machine-type devices -ith limited computing
and processing capabilities. Thus, existing PLS . ~hni jues cannot be directly
utilized. Therefore, there is need for innovative T.S solutions to match the
unique features (versatile QoS requirement, f 5G networks. Moreover, cur-
rent PLS techniques consider only link . ver . _erties such as fading and noise
and hardly take into consideration r *work 'evel properties including feedback,
cooperation and cognition [53].

In this context, various Low-De. ~ity rarity-Check (LDPC) codes, polar and
lattice codes are used for secnire data transmission and are recommended for

7

5G networks. Moreover, ’achnolo, ies such as massive MIMO and millimeter
Wave (mmWave) consti’ ate ti.. ¥ undation for 5G and provide secure commu-
nication at the physic ' lay or. M assive MIMO provides high spectral and power
efficiency by using rrays o. atennas. Transmit power is considerably reduced
in these MIMO system. resulting in reduced Signal to Noise Ratio (SNR) at
the eavesdropr :r’s hannel. These systems use Artificial Noise (AN)-based data
transmission wi. 1 further degrades the signal received by eavesdropper.
mmW- ve i another enabling technology for 5G wherein high frequency sig-
nals are nsea [>r ! igh directional and secure transmission. These high frequency
signa s increa. = free space path losses and only eavesdroppers in close proximity
are able “~ - verhear the signal. Thus it decreases the probability of overhear-
iig signa s by the remote eavesdroppers. mmWaves are highly directional and

R PN

con. 7 ably reduce SNR received by eavesdropper thereby making it difficult

tc exuract useful information from the received signal [54].

13
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2.1.2. Network slicing

Network slicing is used to support virtual networks over the s.. ~e pu, sical
infrastructure to enable flexibility and QoS provision for sma- . aj rlications in
5G networks. NFV, SDN, cloud-RAN with centralization a. 1 virtualization
processes are key enablers for network slicing. Networ! servic-s are virtual-
ized in contrast to the traditional systems wherein dedic ‘ted ar d proprietary
hardware is reserved for each network. NFV and SD"v are  -uplementary tech-
nologies where NFV moves functions and services to a virtu . environment and
SDN uses/makes policies for the automation and conu. 0l of these virtual net-
works. Additionally, multi-tenancy is supported . - N7V and SDN where the
infrastructure is accessed through virtual network ‘ices on an on-demand ba-
sis. Various network functions such as firewa.. routing and load balancing are
available through Virtual Machines (V1's).

These network slices are indeper "t a1 1 autonomous in nature. Therefore
security configuration and policies can . e muplemented on each virtual network
according to the functional requiic ments of the network. These policies can
include access control, authentication and authorization in individual slices as
well as mutual authentice ion am: ng various virtual networks when network
functions are shared by aore t.. * one slice [55]. Moreover, SDN and NFV also
provide SECurity as  Se vice SECaaS) and incorporate security Virtualized
Network Functions VNFs) . r various network slices. These functions not only
provide optimal .esourc sharing but also enable service-oriented agreements
and policies. T aese features also provide predictive auto-scaling function along

with the moenito. ¢ and flow control mechanisms.

2.1.8. App.. itior layer security features

In essenc. 5G complements the security mechanisms applied at the appli-
cation "~ver. {ormally the application layer security is transparent to the lower
| ;yers; 1. wever, in case of 5G, we need to exchange the context information of
th app! cation among different entities for better security provision. Arfaoui

ev .. (0] introduced the terms stratum and security realm in their 5G archi-

14
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tecture where stratum refers to the collection of protocols, functio: - ar d data
that are related to similar services and the security realm defines "he sec irity
needs of these strata. At the application layer, the existing sec ity mecha-
nisms such as HTTPS and Secure Sockets Layer (SSL) are us. 1 However, the
applications may need additional provisions for security vhich ‘nclude mutual
authentication, auditing, billing, and so on. Therefore, ti. »~ 5G a chitecture in-
corporates the context of the application at the applir atior '~ver as well to know
the security requirements of the application and orov.de t) : required level of

security.

2.1.4. Security management using SDN
SDN is a key technology that enables .. ~xible and re-configurable network
management in 5G networks. The SDN . “itecture is divided into three planes:

application, control and infrastructure [57 as shown in Fig. 2. We can see
that various network functions such -s . ~twork management, network inter-
face management and QoS mane_=uw.c..* an be achieved using software-based
applications. Similarly, security management functions are implemented as an
application in the SDN ar plicati n plane. The decoupling between network
security functions and vendo.’= he dware can be achieved in SDN. Flexible se-
curity management or crat’ons in SDN do not require modifying the firmware
of various types of } ardwe ~ * sed for security functions.

The SDN arch’cec. e can provide reactive as well as proactive security mon-
itoring, analysi a. 1 the implementation of security policies. Due to the cen-
tralized naturc ~f DN, the global view of the network facilitates instant threat
identificat’ m, s ate wnd flow analysis followed by policy updates and network
flows modu. - «tior (if required). This automation addresses any inconsistencies
in cor agurat »n and policy conflicts across the network.

Th comb aed features of NF'V and SDN further enhance the flexible security
r.anage. ent in 5G such that the network security function can be placed and
pr coramr aed in real-time at any network entity without altering the underlying

ne _ mare configuration. For instance, if an intrusion detection security function
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implemented as an application, all the packets can be checked at the applica-
us  tion plane and then forwarc :d th, ugh the control plane to the data forwarding
plane. After performance a. ~lysis at the application plane, these packets are
either dropped (if corr .pte ) or forwarded to a specific port (depending on the
network policy). Ad ance ' ser arity analysis can be performed by adding a secu-
rity middle-box a’ ti.. nort performing the forwarding functions. Furthermore,
0 SDN enables 5C .. implement Software-Defined Security (SDS). Similarly, NFV
also provides . ~ur ty services such as trusted computing and remote verification
for virtual -nvironments that are leveraged by 5G. Moreover, a chain of trust is
also estab.. ¥ :d b ¢ween communicating entities in NFV. Both NFV and SDN
offer - irtual security service functions for monitoring the network slices and
35 correlc ‘e rele” ant data and events for detecting anomalies [57]. These network
¢ curity functions are abstracted when needed and are delivered as a service.
S. ~urity as a service can be applied to any application area and is a strong

w. ~se of 5G technology. In a nutshell, 5G provides security both through its
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core architecture and through enabling technologies.

2.1.5. Security negotiations

Security negotiation is an important element of the 5G se nrit- arcuitecture
due to the large number of heterogeneous devices in 5G. ™" .e 5 rchitecture
differs from the legacy 3G and 4G in the way security s negot ited between
the user and the network. The one-size-fits-all appr...ch 1s wut applicable in
5G because of the large number of applications witl t* _.ir ov n unique security

h application as we have

requirements. Thus 5G uses network slicing for ea
mentioned earlier. 5G is more flexible than 3G ~r 4G fr r security negotiation.
One example scenario could be IoT, where tradi,’~nal cryptographic algorithms
might not work and more optimized, lightw. ~ht, and energy-efficient algorithms

must be used.

2.1.6. Data security

Data confidentiality is one of the in.~ortant aspects in the 5G security ar-
chitecture. Data confidentiality is co. ~erned with allowing data access only to
legitimate users who have +'.. “~quired access rights for the particular data.
Similarly, privacy is also ¢ ~ential i 1 5G because a lot of data is shared among
nodes which could be - sed to n.d patterns (e.g., in the case of VANET, the
mobility information) .. = are .inkable to individual users [39, 58]. To mitigate
attacks against dat security, encryption is the traditional mechanism to secure
data against different atuv.cks. It is also worth mentioning that applications
implement thr.r ov a data security mechanisms at upper layers but these mech-
anisms may not w. “stand the attacks (such as jamming and eavesdropping) at
lower lay ~s. "G o ers strong PLS mechanisms that can mitigate such attacks

[59, 5

2.2. Sc ~rite Enhancement and Features

5G ey ables flexible inter and intra-networking among various network en-
titi. 7. provides a service-based architecture such that one network function

ce 1 provide services to another network function. Next, we discuss some of the

17




390

395

400

410

415

features (not supported in previous 3G and 4G cellular generations the , make

5G well suited for today’s smart systems including ITS [60, 61].

2.2.1. Network slicing security

The 5G network provides end-to-end security for loc ..l net.. orks which
includes access network security, core network security, “ermina security and
sliced network management security. The significanc . oi network slices is best
illustrated by comparing applications with different =~ ,uire’ 1ents. A network
of sensors for example, requires the capability to ¢ ~ture data from a large
number of devices. In this case, the need fo. ~apaci’y and mobility is not
significant. Media distribution in vehicular netwe s on the other hand, is chal-
lenged by large network bandwidth requirc ~ents which can be eased through
distributed caching. Similarly, critical . “~*v-related information exchange in
VANET requires low latency, reliahility, . thentication, and other important

security guarantees.

2.2.2. Separation of control and user , lane

The Control and Data S pa.. “ion Architecture (CDSA) is a key design fea-
ture in 5G. The control pi.. » func! ons are deployed on the edge or cloud plat-
forms as a software wb ie t! e dava plane functions are deployed on high speed
hardware devices (p=tw. < cc mections, interfaces etc.). These functions not
only support flexi’ .. scaling of control functions but also optimize packet for-
warding and swi*~hing tasks for traffic which varies in terms of the amount,
type, velocity and arrival pattern. The common data plane is used by various
logical netv orks (1v'V) and provides ease of service provisioning and manage-
ment. T. s ¢ par-¢ion of planes is further complemented by the use of SDN
which eparates control action enforcement elements and control decision en-
tities. CDSA and SDN are two different concepts complementing each other.
V aue the control plane in CSDA also includes decision making entities along
v ‘th netv ork and control signaling used for service requested/provided by/to the

davices. This includes connection establishment and maintenance commands,
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scheduling and channel access inform.*i6. to support seamless data transmis-

sion. Figure 3 illustrates the con. nuv oI - paration of control and data planes.

2.2.83. Diversified and scala’ .c .. ntity management

5G supports the provis.. ning t! e management of various devices under the
same user ID. For inst mce for an IoT Body Area Network (BAN) wherein a
user wants to manase . -lous wearable IoT devices (that may be embedded
inside the body, i ., 'anted, or wearable on the body in a fixed position), 5G
enables flexible » ~nagement of all wearable devices within a specific scope (e.g.,
network accer . se vice attribute). The user identity across various devices is
inter-relate . and au horization, identification and management of these devices
is done tl. v a a ¢ ngle identity. In another example, an in-vehicle network uses
differe . devices chat communicate with each other and with the core vehicular
netwc 'k, 5G an flexibly manage these devices through identity management
a.d provide the necessary security provisions.

Artifi ial Intelligence (AI) based proactive approaches along with the tra-

“*+innal and manual security methods have been proposed for proactive threat
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analysis and response. For example, Machine Learning (ML) a1 A tech-
niques are being explored for malicious code and anomaly detec.’~n 1. zode
and network traffic [63, 64]. ML is being used for collaboratior an. me multiple
security functions which include vulnerability scanning, mau. ~.s code detec-
tion, security hardening for automated security, monitor’ g, an” agile security

management.

2.2.4. Addition of new functions and identities
The 5G security architecture incorporates the ™llow.ug functions (which

were not present in previous cellular generati. »s, i.e. 3G and 4G (LTE/-A)

(65, 49, 61]:

e The Security Anchor Function (SEAr, ‘s co-located with the authentica-
tion management function and is >. '~ @enerate primary authentication
and the unified anchor key, kn~wn a. KSEAF, which is used for user au-

thentication across various point. in “he network.

The AUthentication Server .”nction (AUSF) is provided by Extensible
Authentication Protocol (EAP) server and takes requests from SEAF con-

nect and interacts w’.h the a ‘thentication processing function.

e The Authenticati m Crede.cial Repository (ACRP) and the Processing
Function (ARPF, = _olle .ated with the Unified Data Management (UDM)
and is used = keep long term security credentials such as keys. These
functions anoly crypcographic algorithms on the security credentials and

create o .ther jication vectors.

e The "ecu-ity Context Management Function (SCMF) is co-located with
SEA." nd - erives access network specific keys by retrieving other keys

rom STAF.

e 1, @ _urity Policy Control Function (SPCF) is used to provide security
pou -ies to various network entities such as SMF and AMF. This policy de-
~* ,a might include the authentication function, key length, confidentiality,

and integrity protection rules.
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2.83. Security Services Provided in 5G

5G offers security services in 2 stages, i.e. through the archi. ~ture and
through enabling technologies [40, 66, 67] such as SDN and I V. Through its
core architecture, 5G offers services such as authentication, con.. antiality, data
integrity, and availability. The authentication service is provid. 1 between the
User Equipment (UE)! and the 5G network entities such < Mo'.ility Manage-
ment Entity (MME) and other service providers. ™ his *. e main difference
between the traditional cellular networks (3G an? 4G) an” 5G. However, the
frequent handover, efficient and ultra-fast authenticati. 1 mechanisms are still
subject to further research in 5G. Similarly, ~onn * ality and data security
is also provided by 5G. As we have mentioned eari - 5G focuses on the lower
communication layers that are prone to notor. s attacks and need to be pro-
tected against such attacks. The data i1 “egr ¢y vervice is inherited by 5G from
the upper layers and is not provideq .'ditic ally by 5G. However, the informa-
tion related to data integrity is protec.~d at the lower layers through the 5G
architecture. 5G also mitigates atta.'"s such as DoS and jamming at the lower
communication layers throus™ Direct-Sequence Spread Spectrum (DSSS) and

Frequency-Hopping Sprea Spectrt m (FHSS).

2.4. Threat Landscapr 5G

5G is envisioner as a pi. aising technology for serving multiple sectors in-
cluding social ne.works, <society, public safety, industries, interconnecting in-
frastructures a .d 1« T applications. 5G is under higher threats and attacks than
previous genera.” ms (3G and 4G), starting from physical layer to application
layers spe anir ; network interfaces, cloud RAN and user management. The
5G platform ~tr ,duces the most sophisticated, persistent (ability to evolve),
comp ex (mix of various attack vectors), obfuscatory (spanning across multiple
layers) « = - ,asive (ability to disguise) threats in the future technological world

[16]. The threat landscape of 5G is wide because of the following reasons:

1 Jhis paper, we use the terms 'UE’, ’smart device’, and ’user’ interchangeably.
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490 e 5G is envisioned to support new v e-c ses and smart applications, in which
most of the computing and s. ~rage . 2lated functions are carried out at the
network’s edge (to reduce latency) and therefore, a considerable change in

network structure is  xpecte.

e All the networkin | furctior., have changed from physical to virtual imple-
495 mentations. The. > “anct ons and related virtual services are distributed

across and ar  accessibie from the edge and cloud.

e 5G has a .c..'ble software-based access and networking architecture com-
prising vo hr ologies such as SDN, Software-Define Access (SDA) and Software-
Defir od Fadio \SDR).

500 Fig- ._ 4 an’ lable 2 further illustrate the threats in various domains/mod-

ules.

Table 2: 5G Threat Landscape

| G Domains Threat analysis
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5G core network security

Critical infrastructure ~nd sc. 7ice attacks
DDoS on centralize 1 co **~nl elements

TCP Level atte~'5 on .= communication be-

tween SDN cc troller . nd the application

Saturatio. att- s on SDN controller and

switches

Con“ouration attacks on SDN (virtual)

swiu "es aud routers
51 aling attacks on 5G core elements

M an-mn-the-Middle (MITM) targeting the SDN

cc itrollers communication

Hijacking attacks targeting the SDN controller

and hypervisors

5G cloud RAN security

Penetration attacks on virtual resources and

clouds
DoS for controlling elements

User identity theft from wuser information

database

Timing attack
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End user/device Threats o User identity theft (Usc~ into. ~ation databases
affected)

o Advanced malware
e Firmware hac. s

e Device te  iperi- _

e Spywarc
e DDob
e ™ T _.ogets due to IoT/mobile de-

vices, ~ceiving and transmitting to a remote

s stem) can lead to active and passive attacks

e “emantic information and boundary attacks on

subscriber location

Business application threats e TCP sync attack
e Billing evasion
e IP port scan

e Download unauthorized applications which are
not verified and checked can be potential source

of threat

e Insecure application can leak un-encrypted

sensitive personal/sensitive data

2.4.1. 5G cor . network security threats
SDN and NFV network slicing simplify the network management by sepa-
r“ing ar | programming various logical planes and virtualizing various network

.. 1. “‘~ns. However, it opens up doors for a plethora of security challenges in

24



510

515

520

525

530

various network slices and may cause mis-configuration of NFVs. F rthr smore,
inter-federated conflicts among SDN controllers can jeopardize 1. > enti. 5G
network. Furthermore, due to the centralized network contrr ., t. ¢ SDIN con-
troller is under potential saturation attacks and can make . ™ ¢ controller a
bottleneck for the entire network. In addition to this, v ith th~ separation of
traffic flows in the data and the control planes by using S.*N con’ -oller, control
information is a visible entity and is prone to DoS .ttac> A DoS attack can
affect user and management planes, signaling planes a- well 7 ;5 logical and phys-
ical resources. Thus a very strong authentication and « thorization mechanism
is required to avoid the misuse of control planes .. ~our 1 APIs and critical ap-
plications [40]. We would expect a rise in signaling. "ased threats because of the
inclusion of IP protocols in user and control .. >nes. These signaling threats can
affect authentication and attached/det. ~ne. . vices, device location updates

and bearer activation [56].

2.4.2. 5G cloud RAN security ti. ~uw.

Cloud and edge computing enable victualization of resources and infrastruc-
ture. However, they lead t, pote. tial security threats for storage, processing,
and scheduling of data. It . ~luc.s data misplacement (loss or leakage), in-
sider attacks, abuse ar d ne arious use of cloud/edge, anonymous access due to
insecure APIs and r stwoi. iv erfaces, and DoS attack [68, 69].

Intrusion into 4sv. huted clouds adversely affects the availability and confi-
dentiality of clc uu -esources and can jeopardize the integrity of data and secu-
rity of networ.. in'rastructures. Traditional access control involves authorizing
users to ar cess data; network resources as well as monitoring/recording access
attempts b, mav horized users. These are based on only user identity and do
not s pport “exible control of various domains and policies, and dynamic acti-
vation ~f accr s privileges. Furthermore, cloud RAN is prone to various threats
s 1ch as NoS, man-in-the-middle, malicious node problems, and inconsistent se-

cu ity pricies [70].
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2.4.3. End user and device threats

In 5G technology, the security of user plane is not complew.'~ ma.ared
as there is no specialized cryptographic mechanism availab! . fo =nd device
protection, security of the user applications, operating systen.. - ad data secu-
rity. These devices are prone to eavesdropping, (D)DoS, otnet: and Spyware.
(D)DoS attack can target battery, memory, sensors, actu ~tors ¢ i1d even radio
links of these devices/users [40]. Cryptographic mrchod- re used to protect
user/devices depending on the strength and comnutiug ca- ability of the end
devices. Since most of these devices are low-power anu have limited computa-

tional capabilities, therefore they cannot exerite ¢ mnr’ :x algorithms.

3. VANET Security: Requirements, Th. ~ats, Attacks, and Standards

The features of connected car technoiw = enjoyed by consumers are numer-
ous. However, these features expose .'a. %1 to unprecedented security threats
ranging from typical network att .. *~ s »histicated malware and hacking [12].
These attacks can have dire consequenc. 3 for both service providers (in the form
of loss in business) and for ¢ asuw. ~ts (human lives could be endangered). Apart
from these consequences, ti. comr .ercialization of connected car technology is
also, at least in part, i ape’ ed by the security issues faced by this technology.
To date, extensive reseai. * ha been carried out both by industry and academia
to develop efficier , . ~alable and viable security solutions for VANET?2. Never-
theless, the incr  -ing number of smart services introduced in vehicles open up
new security “rves s, such as hacker attacks, intrusion, and physical abuse. It
is also imy ortant to mention that there are mainly two types of communica-
tions inve. = in ¥ ANET, inter-vehicle communication where vehicular nodes
are cc unected to other entities (including vehicles, pedestrians, and manage-
ment utities® and intra-vehicle communication where different components of

t'.e car ~re connected through a network and to the Internet. These types of

2In this paper, we use the terms "VANET’ and ’connected car’ interchangeably.
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communications increase the risk for remote access attacks and dat me .pula-
tion attacks on VANET applications. Recent studies have shown ti. * in-v. hicle
network through Controller Area Network (CAN) is vulnerable - o se “ious attacks
where an attacker, by exploiting the vulnerabilities in diagnc. “i  applications,
can take the control of a car remotely [71]. In this contr <t, the fact that cur-
rent VANET use existing networking infrastructure (whic - is pre .e to plethora
of attacks) put a question mark on its adaptation i the - nsumers as well as
industry. In this section, we present the security requu.cment , of VANET appli-
cations and services and different security attacks that . ve possible on VANET.
We also describe current standards for VANET tn. “ des . with different security
aspects of VANET and then we identify the secur.. - weaknesses in VANET.

3.1. Security Requirements in VANET

The safety-related applications of VAN. [ require efficient and reliable secu-
rity mechanisms to mitigate different « “ta.'-s. The messages exchanged in such
applications must not be altered, i “oeu, ..d/or abused by the attackers because
the compromise of such messages could create life-threatening consequences for
both drivers and passenger [29]. 1 the literature, few papers identify different
security requirements of VAT 29, 12, 15, 31, 72]. Table 3 summarizes the
major security require aent . in VANET and its breeds with their implications on
the network. If thes . secui. - cequirements are not met, they can have different

implications that .nclu '~ financial, operational, safety, and privacy.

lable 3: Security Requirements in VANET

Security ¥ .e- | Communication Impact

qui’ cment Paradigm

Autl nticat on V2X e Operational
e Privacy

Continued on next page
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Table 3 — continued from previous page

Data confidential- e In-vehicle e Financia.
ity and liability . V2X o Prvacs
Key distribution V2I « Oper: "ional
» Saucvy
e P vacy
Trust management | V2V » Safety
e Privacy
Misbehavior o V2V e Safety
o V2I e Financial
Availability V2X N e Operational
e Financial
e Safety
Integrity VX e Operational
e Financial
e Safety
Access cc atro! o V2I e Financial
o V2V e Safety
e Operational

Continued on next page
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Table 3 — continued from previous page

Privacy o V2V e Financia.
e V2P e Se ety
e V2C
Location privacy o V2V e Finanr.al
e V2C . Sa ety
Flexibility e V2I 7\ Operational
e V2C e Safety

3.2. Security Threats and Attacks in V. Nk

Attackers can be broadly dividea . “o tw » categories, insiders and outsiders
[73]. Insiders are the benign and =uthen.'cated VANET users whereas outsiders
are the entities that are not authenu. ~ted and do not have legal access to the
network. In principle, inside: .’ “ackers pose more serious threats because they
have legitimate access to r. ~st of th network resources. The attackers’ behavior
is also an important e] mert to .onsider in VANET. The motives behind the
attack could vary and . = inc'uade monetary, fun, and other malicious reasons.
Furthermore, the - tackers also differ in their scope and strategy. The scope
could be either local or g'obal whereas the strategy could be either active or
passive. In th's su! section, we present some of the security threats and attack
in VANET Com.. ~n threats to VANET include: bogus information, imper-
sonation, llus’on, ¢ avesdropping, profiling, message suspension, and tampering.
Other - _ histic. ed threats include malware, DDoS, location theft, and so on.
In th followi g sections, we discuss different categories of attacks on VANET

ar . preseus a summary of these attacks in Table 4.
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3.2.1. Intra-vehicular attacks

Vehicular nodes in VANET are hosts to large number of sensc. - ana Clec-
tronic/Engine Control Units (ECUs). These sensors commu iica e with each
other, central control unit, and with the external entities suc < passengers or
other hand-held devices forming an in-vehicle network. F ccent » ~searches have
shown that in-vehicle networks are prone to serious cyber « “tacks hat could not
only disrupt the normal function of a vehicle but ¢ uld -7 ~» endanger human
lives. Vehicular nodes also use in-vehicle infotainmeny (info' mation and enter-
tainment) system which is connected to the external dev -es such as smartphone
through Bluetooth technology. On one hand, ~1ich . fot<.nment system provides
the drivers and/or passengers with more added vai. ~ services, but on the other
hand increases vulnerability to cyber attacks. Moreover, the external links to
the vehicular node are also used for dic *nos ... (wired through On-Board Di-
agnostics - OBD and wireless thro " Blu tooth and WiFi). These external
links to vehicular nodes can lure the a taciers to launch cyber attacks on the
car. For instance, rouge android a, ~lications, bugs in the Bluetooth software
and other enabling technologies could be used to target the CAN. Woo et al.
carried out a practical att «ck on C AN bus of a high-end car [71]. They used
malicious diagnostic apr idcatio.. ¥ om smartphone to control the entire vehicle.
They also proposed a =cu' e ve sion of the security protocol and a new security
architecture for CA N bus to mitigate such attacks [74]. However, the security
issues of CAN bus are 5.1 prevalent.

Global Pos’¢ion ag System (GPS) is also an essential component for vehic-
ular nodes in VA 'ET and it is used to navigate the vehicle and share location
informati- a w*_h other entities. Sharing wrong location information could have
catastronhic « " equences for the transportation safety (both in case of con-
necte | and at ‘onomous cars [75]). Furthermore, the conventional GPS systems

L

are nron. “~ spoofing and jamming attacks and therefore need special attention
{>r VAN, 'T and autonomous cars [76]. Thus, VANET nodes must incorporate

detc.  nechanisms against such attacks.
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3.2.2. Inter-vehicular attacks
VANET nodes (which communicate based on the existing cor. munic. tion
standards) are prone to different security attacks. Here, we discres ditferent

security attacks on VANET.

Dissemination of wrong information . One of the most ommon ttacks is the
dissemination of fake and/or wrong information to mis~ *de v.’_.r vehicles. This
attack is usually launched by insider attackers and «an "e tl > result of a Sybil
attack [77] or any other attack that leads to identity-.=ft. . nis attack could also
lead to framing attack where benign nodes are “amed v ith wrong information

shared in the network on behalf of the victim 1. e.

Sybil attack . Sybil attack is also referred 1o =s illusion attack where the at-
tacker both generates fake identities an. use ..” rs identities to create illusions
for the network and influence the r *work m decision-making [78, 79, 80, 13].
Such illusion can result in severe cons que.ices for the applications that take
majority-based decisions. Furthern. ~re; 1v can also disrupt the traffic informa-
tion application. In short, Svhil attacks can cause almost all kinds of other
attacks [13]. Strong authe atication and revocation mechanisms might impede
the intensity of the Sybi” attac.. ' owever, different flavors of Sybil attack make

it harder to safeguard *he ietw rk.

Jamming attack. ., mming attacks, the attackers interfere the communication
among entities *' "ough jamming the signals. For VANET applications, avail-
ability is a pr mar concern and it will be adversely affected in the presence of
jamming a’.acks. 1v s also worth mentioning that jamming attack is relatively
easy to la. mc'« in JANET because it does not need sophisticated mechanisms

such ¢, keys cor.promise and so on.

Profilae. ~ [t is an attack on the privacy of the VANET users where the
s batio-te. 1poral information shared by the benign VANET nodes is exploited
to « ~~'.uct movement profiles against the users [11]. For instance, CAMs are

braacasted in the order of milliseconds and contain fine-grained location and
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other information. The attackers use this information to construc mo ement
profiles against individual users. To mitigate this attack, pseu. nyms have
been used in the literature [81]. However, it has been found th .t u ing diderent
pseudonyms for communication by the same nodes may still L. 1 kable to each

other and to a specific node [82, 83].

DDoS . Distributed DoS is launched by attackers by # »din, .i.e network with
a huge volume of irrelevant information. This kinc of atta: k could be either
launched individually by the attacker or by collua. @ w.wu other nodes. The
main reason behind DDoS is to render the VAT'ET una ailable. In the face of
such attack, critical warning messages would no. ~eacn the nodes and may cause

deadly consequences for the benign nodes -«

Replay attacks . Data freshness is esse. “ial . JANET. In the replay attacks,
the attacker reuses the old data at . lifferc °t point in time. The effect of this
attack is similar to the bogus informat. ‘u aissemination. This could also be as
a result of identity-theft and other . “*acks such as Sybil attack. Usually replay
attacks are also used to obtai» cryptographic keys of the victim node(s) [85].

Tampering with hardware . “Tnlik . other attacks, the attackers tamper with
physical hardware to ¢ 2t b .nds on the cryptographic material from On-Board
Unit (OBU) or RSU [86). Wi n sophisticated attackers, tampering attacks are
possible in VANF (; . ~wever, tamper-resistant or tamper-proof hardware can
be used to mitic .. such attacks. Apart from RSU and OBU, sensors and other

devices in vel.. "le .re also prone to such attacks.

Malware  Dr pendng on the intention of the attacker, spam messages are
sprayer “1to .~ network to consume network resources and compromise the
norm 1 funct1 ns of the device. The victim node can then be used as a bot
by e avvacker to use it as a launching pad for other attacks in the network
| 7, 88]. Mitigation of such an attack is challenging in VANET (specially in

V2V, communication due to the absence of the necessary infrastructure.
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3.2.8. Integrated attacks

In addition to the aforementioned attacks, there are attacks t.. * cou.l be
launched directly on the primary VANET infrastructure or tk oug b integrated
technologies such as cloud computing [89, 90], IoT [91], and . ~"sware-Defined
Network (SDN) [92]. These infrastructures could be leve aged t launch noto-
rious attacks such as DDoS, false information injection, . npersc 1ation and so
on [93] on VANET. Vehicular cloud is the extensior of t- 'itional VANET to
expand its service and application space. However, vuis ex ension brings new
security challenges to the core VANET such as data . -eaches through cloud,
Application Programming Interface (API) vulne.. hili* es, escalation of privi-
leges and so on [89, 93]. Similarly, leveraging Io't “hrough vehicular networks
also exposes VANET to attacks that origin.''v target IoT devices. The re-
source constraints of IoT devices can L eas ., :xploited by the attackers and
then through a series of attacks suc’ ~s bu_ exploitation and vulnerabilities in
software, the attackers could control VANLT. In case of SDN, the conceptual
decoupling of data and control pose hallenges for vehicular nodes in VANET by
exposing them to various software-driven attacks such as API security, imple-
mentation bugs and so on [n short the contemporary services provided by the
above-mentioned enabli- g tecu. ~ ogies pose security challenges to the existing
VANET and therefore “hes : chs lenges must be addressed before the integration
of enabling technol gies wit.. traditional VANET.

Table 4: Security attacks in VANET

Attack ,ype | Purpose Target communication type

Continued on next page
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Table 4 — continued from previous pag.

Intra-vehicle at-

tacks

e Attack on CAN bus

Control the car remotely

Inject malicious code

Malicious application-

based access

In-vehicle 1.. “work

Wrong informa-

tion injection

Mislead other vehicles

tacker

Sybil attack

Jamming attack

e In-car network

tion

Clear the road for the ~t- o V2V
e V2P
e Monetary purpose
Create illusic »  through | V2V
non-existe. v . ~de.
e Create . ke uo.es
e L~ ... » other attacks
~ Au -rse’y affect decision-
Fased applications
e ' ct availability o V2V
« Disrupt resource utiliza- e V2I
e V2P

e Affect VANET application

Continued on next page
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Profilation

Abuse privacy

Spy on targeted users for

commercial purpose

Target users with adver-

tisements of interest

DDoS

Drain the resources of vehi- ‘

cles and service provider(s)

Adversely affect the . ~vice

availability

Disrupt  thL o % of
VANET ¢ ~nlica. on

Monet-= pu-poses (for

ransom)

Va2v

[4

Va2v

V2I

Replay

Ir pe.. "nation
Injc * b gus information
stea’ user identity

Launch sybil attack

Va2v

V2I

V2P

Tampering

Physical access to hard-

ware
Launch physical attacks

Steal cryptographic mate-

rial

Inject malware

In-car network (diagnos-

tics, CAN)

V2I

Continued on next page
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Table 4 — continued from previous pag.

o vork
e Steal cryptographic infor-

mation - V2y

e Use the vehicle as a bot

e Perform profiling ‘

e Monetary purposes

Malware e Take control of the vehicle e In-ca, ~ommn.anication net-

Integrated e Attacks through the c..d e V2I

attacks computing architecture

o V2C
e Attacks through Iol

e Attacks through SDN

e Attacke throu-h APIs

3.8. VANET Security Stand ...

Security is going to be ‘he co aerstone for VANET commercialization in
addition to consumer s 1tisf .ction and adaptation in the society. Therefore, it
is important to discriss e st .te of the current standards and in the context
of this work with « ‘“ocus on VANET security. There are two main families
of standards, In=***ute of rlectrical and Electronic Engineers (IEEE) standards
that are mair v us d in United States and ETSI standards are used in (almost)
all of the "Juropea.. countries. There have been extensive efforts from both
standard.. ~ti n br dies to ensure security services in VANET in order to fulfill
differe .v securit, requirements. To be more precise, in Europe the Working
Grouy 5 of F I'SI (ETSI-TC-WGS5) and in the US the IEEE 1609.2 working
g oup have drafted (and have been constantly updating) the security standards
for ITS [ 4]. In this section, we discuss the standardization efforts from both

™TST and IEEE. IEEE 1609 family defines, among other parts, the security
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mechanism for vehicular networks through IEEE 1609.2 standard : * thr upper
layers of the network whereas IEEE 802.11p is used for the lowe: '~vers. The
latest version of 1609.2 standard is the updated version of 1 JY..-2006 and is
known as 1609.2-2016 [95].

IEEE 1609.2 provides 3 basic security services, messag . formests tor security-
related messages used by WAVE-enabled devices (for ins. ‘nce O',Us), security
of management messages and the security of applics cion ~ ~ssages. This stan-
dard takes into account the safety-application requirei.ent (* meliness and min-
imum overhead). As we mentioned before, this stana. »d provides security at
both lower and upper layers. The security at low. " lav rs is provided through
WAVE Internet Security Services (WISS) and to . ~ upper layers it is referred
to as WAVE Higher Layer Security Services "WHLSS). The internal security
services are related to the security func ous .o ¢ are applied to the data com-
ing from upper layers to the lower 'avers. These services are related to the
data itself and define Secure Data Ser -ice (SDS). SDS defines the procedures
for securing the Protocol Data Un. (PuJ) by encrypting and adding security
envelope to the original PDU. Furthermore, WISS also manages the certificates
that are used at the uppe. layers. On the other hand, WHLSS provides the
revocation service throv gh Ce. if cate Revocation List (CRL). The CRLs are
validated by CRL Ver icat on Fatity (CRLVE). It is important to mention that
certificate distribut’on is als. :ssential and a peer-to-peer certificate distribution
in defined by WELSS.

IEEE 1609 2 de nes the general framework of the security-related messages
and methods. . s worth explaining the standardized message set, the data
structures use . in these messages, and data elements. In this context, the
Society of Aw ~ otive Engineers (SAE) defined a standard SAE J27353. SAE
J273% defines he overall structure of the message, data structures elements, and
frames . "~ _n these messages for V2X communication. SAE J2735 defines 17

I [essages 156 Data Frames, 230 Data Elements, and 58 external references for

. .ps://www.sae.org/standards/content/32735_200911/
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data element definition*. The common messages include basic safc v 1 :ssage,
intersection collision avoidance, emergency vehicle alert and so on.

At a higher level, vehicles and vehicular networks are p:rt «f the Cyber
Physical System (CPS). Therefore, the cybersecurity of Vz.. < ,mmunication
framework must take into account the security lifecycle of ¢he CPS. 1n this con-
text, SAE J3061° defines a detailed security framework to ~ddress cybersecurity
issues in V2X communication [96]. The framework iefin- ' in SAE J3061 can
be tailored according to specific application requiren.cats a- d supports cyber-
security by design. It is also worth mentioning thay “AE J3061 is designed
in compliance with the functional safety stardaru “or t'.e automotive industry
(ISO 26262).

Next, we discuss the existing security staw 'ards defined by ETSI in Europe.
ETSI TC ITS WGSH has defined a series « * sva .. “ds to address different security

challenges in the vehicular network ~virow ment.

3.8.1. ETSI TS 102 723-8 V1.1. .22« )

This standard defines the interface vLetween the security entity and interme-
diate upper layers (networ} and 1. nsport layer). The security services defined
by this standard include co..”den’.ality, authentication and integrity, identity
management, and add’ 1ons . services that include logging all the security events,
permissions manage aent, "¢ encapsulating/decapsulating of messages. Iden-
tity management nci. Yes multiple pseudonyms and a strategy for the process

of pseudonym ¢ .a. 7e.

4https:/ www.tra. sportation.institute.ufl.edu/wp-content/uploads/

2017/04/: TB- SAE- >tandards.pdf
Shttps://w .- ae.org/standards/content/3j3061/
Snt ps://vww.etsi.org/deliver/etsi_ts/102700_102799/10272308/01.01.

01_60 'ts_102" 2308v010101p.pdf
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3.8.2. ETSI TS 102 731 V1.1.1 (2010-09)"

In the TS-102-731 standard, ETSI defines a generic secure « 4 pr. acy-
preserving communication mechanism among entities in ITS [n >ther words,
this standard provides the security architecture for the I'TS. It 1.  ses on the cre-
dential management for enrollment and registration to use (TS se “vices, identity
management for privacy preservation and anonymity, dat. integr sy protection,
authentication and authorization. Since this standar « des’ vith the functional
aspects of the ITS, therefore, information flow and fuuction .l entity identifica-

tion are also covered.

3.8.3. ETSI TR 102 893 V1.2.1 (2017-03)8

This standard provides threat, vulnerab. *v and risk analysis in the context
of communication among ITS nodes. .. ~tandard focuses on the 5.9 GHz
radio (which is the primary hardware rad: used for ITS communication) com-
munication. It considers all types of cc mu. “ucations (V2X) and applications in
VANET. The standard focuses . tuc .= ntification and understanding of the
threats and identify the risks.

8.8.4. ETSI TS 102 940 v * 3.1 (2)18-04)°

This standard focur s o . the security architecture of vehicular communica-
tions. It uses the starda. = KT« TS 102 731 as baseline and defines relationships
among the partici . ‘ng entities. At the functional level, this standard defines
security mechar’ ms in terms of the security for shared information. It also
defines the gv deli" es for trust establishment among different entities. Further-
more, this tandarc lefines the Public Key Infrastructure (PKI) processes for

providing *v stog’ uphic security in ITS.

"ht ‘ps://wi w.etsi.org/deliver/etsi_ts/102700_102799/102731/01.01.01_

60/ ~_1lu.~ .v010101lp.pdf
8http. -//www.etsi.org/deliver/etsi_tr/102800_102899/102893/01.02.01_

6 /tr_10 893v010201p.pdf
S pst//www.etsi.org/deliver/etsi_ts/102900_102999/102940/01.03.01_

60 t5_102940v010301p.pdf
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3.8.5. ETSI TS 102 941 V1.2.1 (2018-05)'°

The standard defines trust establishment, management, and p1. ~cy p. :ser-
vation mechanisms. It is based on the services that are alread~ dei r~d in ETSI
TS 102 731 and ETSI TS 102 940 (discussed above). Mo. orecisely, this
standard defines the procedures for trust establishment ¢ .nong - -mmunicating
entities and privacy preservation in ITS. The standard alsc definec the necessary
cryptographic primitives for the aforementioned ser- ices - 7 identity manage-
ment. The hierarchy of the authority is important o est: olish and manage
trust among entities, therefore this standard defines tu. authority hierarchy in
ITS. The standard also defines and complem~nts " = v .vacy attributes for the
nodes in ITS that include anonymity, the use of ps.. *donyms, unlinkability, and

unobservability in all kinds of messages.

3.8.6. ETSI TS 102 942 V1.1.1 (2012-00,"

Access control is an essential compc ner.” of authentication and security. This
standard defines the authenticav. n a.. «thorization mechanisms for proper
access control in ITS. The authentication and authorization depend on the re-
quirements of the ITS app’.catio. The authentication mechanism is different
for different kinds of messag. - in .TS. For instance, CAMs and other safety-
related messages have diffr -'ent requirements of authentication and authoriza-
tion. More preciselv CAl.. 2 e broadcasted and access is granted to all benign
ITS users wherea: auv. ~rized emergency vehicles or public buses may have spe-
cial rights (dep .uu 1g on national legislation). Similarly, the authorization and

access rights 1. < her kinds of messages are defined in this standard.

1Ohttps:,"vw.e si.org/deliver/etsi_ts/102900_102999/102941/01.02.01_

60/ts. .u2941v0.J201p.pdf
Hnt -ps://w w.etsi.org/deliver/etsi_ts/102900_102999/102942/01.01.01_

60/ts_. 12942 010101p.pdf
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3.8.7. ETSI TS 102 943 V1.1.1 (2012-06)'?

This standard defines the confidentiality services in ITS. The st.. dara .akes
into account the confidentiality required for the communicatior am, »»o ditferent
stations based on the security requirements. It is worth not.. ~ that different
applications have different requirements for confidentialit-. For i-stance, CAMs
do not need any confidentiality and similarly static local h. ard v «rning do also
not need confidentiality. On the other hand, signalin- dats -eds confidentiality
to prevent its modification. The standard also defines vconfid atiality services at
different layers (up to the network layer) and the meti. ds/tools/techniques to

achieve these services.

3.8.8. ETSI TS 103 097 V1.3.1 (2017-10,) °

For all the security services mentic .. -~ far, it is important to define the
secure data structures. These date struc' ares include header and certificate
formats. This standard defines the he. de. * and certificate formats for security
services. This standard like TEL"" sva 309.2, defines the headers format in
Abstract Syntax Notation 1 (ASN.1) and it is required to be encoded in the
Canonical Octet Encoding ".ules ('OER). This document is similar to the IEEE

standard for the cross-erviro.. men operations.

3.8.9. ETSI TS 103 Oy, (,2. ) V1.4.1 (2018-08)'41516
These three dc -« nents define the specifications for ITS security in different

ways. The first ~art of vhis standard defines the specifications for protocol

12https:/ www.ec. *.org/deliver/etsi_ts/102900_.102999/102943/01.01.01_

60/ts_107 »43v ,101 " 1p.pdf
13https:/, vw.e .si.org/deliver/etsi_ts/103000_103099/103097/01.03.01_

60/ts +03097v019301p.pdf
Mnt :ps://w w.etsi.org/deliver/etsi_ts/103000_103099/10309601/01.04.

01_60/c 1N0709601v010401p.pdf
“http~://www.etsi.org/deliver/etsi_ts/103000_103099/10309602/01.04.

('_60/ts 10309602v010401p.pdf
=+t~ ://www.etsi.org/deliver/etsi_ts/103000_103099/10309603/01.04.

Ur . 'ts_10309603v010401p.pdf
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implementation in ITS. The second part defines the goals of the test: and tefines
the test suite. These definitions are in accordance with the ETS1 ™S 1u. 097.
The third part of this standard provides the Abstract Test sw e (A1S) for
security in ITS according to the 097 standard document.

3.8.10. ETSI TR 103 061-6 V1.1.1 (2015-09)*"

This document presents the validation report of +’.c above-mentioned stan-
dard (ETSI TS 103 096-1(2,3)) as a result of differen +- ,ts st ch as validation of
the GeoNetworking conformance test. More precise.,” this standard describes
the security code validation of the above staw 'ards. ['wo prototype imple-
mentations of the above-mentioned standards c. ~ied out by the industry, are

considered for conformance tests.

3.8.11. ETSI TS 122 185 V15.0.0 (201 0”7 )*® and SGPP TS 22.185 V14.4.0
(2018-06)*°

This document focuses on the -~~vice equirements of ITS through LTE. The
document describes the 3rd Generati ~ Partnership Project (3GPP) support
for V2X communication thr ,ug.. ".TE. In addition to application requirements
such as latency, reliability, essag: size, and frequency, this document defines
the security requireme’ ¢s t' at include authentication, authorization, integrity
protection, and privacy _ -oter cion through pseudonymity. The standard also
describes the 3GP . ~etwork support for authentication and authorization be-
tween the Mobil~ Network Operator (MNO) and the User Equipment (UE) to
support differ nt V 2X applications.

https //wr w.et ,i.org/deliver/etsi_tr/103000_103099/10306106/01.01.

01_60/tr 105. 17 6v010101p.pdf
8nt ps:// ww.etsi.org/deliver/etsi_ts/122100_122199/122185/14.03.00_

60/ts. 122185 140300p.pdf
vttp.  Lortal.3gpp.org/desktopmodules/Specifications/

¢oecific tionDetails.aspx?specificationId=2989
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3.8.12. ETSI TS 133 185 V15.0.0 (2018-07)*° and 3GPP TS 33. 85 " 14.1.0
(2017-09)*

These two documents define the security aspects of V2X . ¢ UTK envi-
ronment. It is worth mentioning that the documents mentio. "G, but in the
standard, there is no mention for 5G per se. This standar: . specif es the security
architecture, security requirements for different network ntities and the solu-
tions provided as a result of those requirements. In th's spe "“-ation, application
data security requirements are specified where the invegrity «nd confidentiality
(depending on the applications) of the data exchanged . nong V2X entities and
the V2X system must be protected and resilent . rer.ays. Furthermore, the

privacy of the entities must also be protected whe:. “er necessary.

8.8.13. ETSI TS 122 186 V15.4.0 (207 - *0122

This standard specifies the service req wements for V2X through Evolved
Packet System (EPS) and 5G. In order “o . "nport V2X services through 5G, the
document outlines the enhancemc *s uc. 2d in 3GPP. The standard focuses on
the transport layer support for safety and non-safety V2X applications. Among
other requirements, this ste 1dard . »ecifies the application-specific requirements
for different applications suck . ~ pl* cooning, advanced driving, extended sensors,
and remote driving. (his stardard does not particularly focus on security.
However, the future versic. - - [ this standard are expected to take security and

privacy in 5G int' acc -t as well.

20https://w. .e’ si.org/deliver/etsi_ts/133100_133199/133185/14.00.00_

60/ts_1331 5v1400. ».pdf
2lhttps: /pe tal 3gpp.org/desktopmodules/Specifications/

Specificat. ~Det ils.aspx?specificationId=3141
22nt+ Us.//www. atsi.org/deliver/etsi_ts/122100_122199/122186/15.03.00_

60/ts 1221861 150300p.pdf
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3.8.14. ETSI TS 123 285 V15.1.0 (2018-07)*

This standard describes the enhancements to the architecture . ¢ the . 2llu-
lar system (LTE-/A) to support V2X services. These enhanc' mei t< are based
on the standard TS 22.185 (ETSI TS 122 185) as described «’ < ve. The stan-
dard focuses on V2X communication over (LTE-V2X) P*J5 and Uu interfaces.
The architecture includes a roaming architecture over the = inter aces with the
specification of all functional entities that support } 2X ¢ -munications. Fur-
thermore, the authentication and authorization provisioning procedures are de-
fined for different network entities. The standard foc. ses on the upper layer
security provisions for V2X services as well as 1. ~tit management. It also
specifies different options for RSU deployment anc¢. ~ommunication with RSUs

with different interfaces.

3.8.15. ETSI TS 102 867 V1.1.1 (2012-0. 4

This document is a compatibility ~hc * by ETSI and specifies the use of
IEEE 1609.2 standard in the ITs. 't 1., .~ andard focuses on the subset of stan-
dards defined in TS 102 731 that contans security services. This document is
also important because it i entific. the security services that are not defined in
IEEE 1609.2. For instance, .“is - sandard identifies that security association,
confidentiality service or s me messages, replay protection services, plausibility
protection, and remw ste me. 2 ement are not supported by IEEE 1609.2.

Table 5 preser .s a "mmary of the standards presented above.

Table 5: VANET security standards

Standai . Security aspects focused Current status

Continued on next page

2Bhttp. - //www.etsi.org/deliver/etsi_ts/123200_123299/123285/15.01.00_

6. ’ts_12 .,285v150100p.pdf
24hppps://ia6OlOO7.us.archive.org/33/items/etsi_ts_l02_867_V01.Ol.Ol/

te_10£867v010101p.pdf
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Table 5 — continued from previous page

IEEE 1609.2

Message formats

Security of management

messages

Security of applicati n

messages ‘

SAE J2735

Structure of the messages
Data structur -

Data frames

SAE J3061

Late.
sion  '609.2-2016

active ver-

Revised: 2009-11-
19 (J2735.200911)

Security fra.. ~work for ITS
Cyberse 1r ¢y by design

Comy.'ian. with ISO 26262

Latest active ver-

sion: J3061_-201601

ETSI TS 102 723-8

L_"errace between security
entity, network, and trans-

p. 't layer
Jonfidentiality

Authentication and in-

tegrity

Identity management
Logging security events
Permissions management

Encapsulation/ decapsula-

tion

V1.1.1
published

(2016-04),

Continued on next page
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ETSI TS 102 731

Security and privacy of
communication among en-

tities ‘

Credential management

Identity manageme it ar’ ‘

anonymity
Data integrity nrotectic 1

Authentication a. 1 autho-

rization

Functio. al entity identifi-

cati u

V1. (2vl10-09),
pub i~hed

ETSI TR 102 893

Threat identification and

analy s

h sk analysis

" ulnerability analysis

V1.2.1  (2017-03),
published  (update

in preparation)

Continued on next page
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ETSI TS 102 940 e Security architecture V1o." (2ul8-04),
) pub i~hed
e Relationship among enti-
ties |
e Security for shared infc -
mation \
e Guidelines for tru. - est.’ -
lishment
e Public Key Infic *ructure
(PKI) defin. *on
ETSI TS 102 941 e Trust =sve ““ment and | V1.2.1 (2018-05),
ma’ agemu published
e "rivacy nreservation mech-
anisi. -
e ( yptographic primitives
fr  trust establishment
and management
ETSI TS 102 942 e Access control V1.1.1  (2012-06),
o published
e Authentication and autho-
rization
e Access rights definition

Continued on next page
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ETSI TS 102 943

e Confidentiality services

Confidentiality at different
layers (up to the networ!

layer)

Definition of tools, met’ ‘
ods/techniques to acuieve

confidentiality

V1.1 (201--06)

ETSI TS 103 097

Secure data struc. res

Headers -uu  cerdificates

format in ASN..

ETSI TS 103 096-

1(,2,3)

ETSI TR 103 061-/

V1.3.1 (2017-10),
published  (update

in preparation)

Specifica ir as for protocol

imp. ‘u. ntacion

r.mose of the tests and

test suite

Al stract Test Suite (ATS)

or security in ITS

V1.4.1 (2018-08),
published

Validation report of TS

V1.1.1  (2015-09),

103 07 and TS 103 096 published
ETSI TS 122 1°% Service requirements of | V15.0.0 (2018-07),
ITS through LTE published

Security requirements of

ITS

Network support for au-
thentication and autho-

rization

Continued on next page
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ETSI TS 133 185 e Security aspects of V2X | V1b.0 2 (2ul8-07),
through LTE and 5G pub ~hed

e Security structure and re

quirements for network n-

tities |
e Application data security

e Privacy prese: mation

ETSI TS 122 186 e Service requ. ~mews of | V15.4.0 (2018-10),
V2X thrc «u wro published
e Enhan <. ° needed in
3GnP

e rangpt layer support for
safey, and non-safety ap-

~lications

ETSI TS 123 285 e E» hancements to cellular | V15.1.0 (2018-07),
architecture to support | published
V2X

e V2X communication over

PC5 and Uu interfaces

e Upper layer security for

V2X services

ETST 73 102 2,7 e Compatibility of ETSIITS | V1.1.1  (2012-06),
and IEEE 1609.2 published

e Security services that are

not mentioned in 1609.2

Continued on next page
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Table 5 — continued from previous page

3.4. Euxisting Security Inadequacies in VANET

In the previous section, we discussed the existing standar. ~ation efforts
in the context of VANET security. Both ETSI and $AE hav documented
the standards focusing on different security aspects of VA.'W'T  However, it is
important to mention that the current standards lo r ¢ « 1.compass the en-
tire scope of the security requirements in VANET. More ~ ccisely, the existing
standards mandate the use of cryptographic arnroaches for the security primi-
tives such as authentication, authorization, i ~erity, .cust, and privacy at the

~

upper layers. Most of the current standar?- © ___ _.i the applications and ser-
vices. It is also worth mentioning that the e..'~ting standards are based on
both short-range (DSRC/WAVE) and 1 ng range (3G/LTE-(A)) communica-
tion mechanisms. There are still se . *ty g ps which are not fully addressed
by the aforementioned standards For in tance, the existing standards focus on
the core security requirements such .- confidentiality, integrity, identity man-
agement, and authenticatior ... . ~llular network-driven VANET. However, these
standards do not take intc ~count - he attacks that are launched on cellular net-
works through IP-base: barkbown:. These attacks include false data injection,
data modification, IP s, ~ ,fing DDoS, and so on. The authentication becomes
even more compley ~ the case of cellular network due to frequent handovers and
mobility. Research results nave demonstrated that in case of roaming, the users
have to transr .it t} eir network identity in cleartext to the Mobile Management
Entity (MM E) win. h jeopardizes user privacy. Other attacks are discussed in
more det 1 ir |27]

Ap J.er im, ortant gap in the existing standards is the lack of focus on
secur. 'y at th: lower layers (link and physical) [97]. From the core network
pr -opective, lower layers are important for security provisioning in the network.
" hereforc , VANET needs security both at upper and lower layers. Some attacks

anich as jamming, channel distortion, and other lower layer attacks have not
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been extensively explored in VANET and the current VANET se nrit stan-
dards do not address these issues. Furthermore, the proliferatio.. ~f VA NET
services through clouds, IoT, SDN, blockchain and other enal ing technologies
also require new research directions in the security area. M. -e precisely, the
integration of new technologies with VANET will increas . the challenges faced
by existing VANET. For instance, enchanced VANET v. 1l also need efficient
security management and control where context-aw: ;e pe” “ser security provi-
sions will be needed. Such fine-grained security cont.us is v t provided by the
existing security solutions in VANET.

In this context, both enhancements to the 0. sec’ rity solutions and new
emerging solutions are necessary. New security sta. 1ards along with communi-
cation paradigms are needed to address the sec ity issues at the lower layers. To
this end, 5G fills this gap by meeting t1.~ pe, . 1ance requirements of VANET
applications, integration with differc + ena. ling technologies and enhancing se-
curity both at lower and upper layers viti. better management and control of

the security services.

4. Seamless Integratior of VA NET and 5G Security

As we have mentio .ed ! efore, VANET offers both safety applications and
various value-added ~erv. =s. 7 he distinction among these types of applications
is important to inv ).  necessary functions such as security, performance, quality
of service and sc . Some of these applications need higher bandwidth and low
latency, wher s ot aers need sophisticated security (more details are provided in
the next su”sections, Due to the enhanced applications’ and services’ landscape
of vehicuic *n two <s and the inclusion of enabling technologies, the need for new
comm .aication vechnologies is essential. Without loss of generality, this paper
focusc ~ on the 5G communication technology and its security features offered to
VaNETs. However, it is equally important for the security features of the new
¢ mmuni ation paradigm(s) to co-exist with existing VANET security solutions

-~ harness their benefits.
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In the previous sections, we covered the background of the VAN T s curity
in detail and discussed the existing established security standards . well . ; the
gaps that have not been filled yet. We also discussed the securi y te atures of the
5@, security architecture of 5G, enhanced security features of ' .nd the threat
landscape of 5G. In this section, we propose a high-levr. archi*ecture for the
integration of 5G security in VANETSs. Next, we discus. the in egrated secu-
rity architecture of VANET and 5G, including conte .t-aw~ ~ extended security
features introduced by 5G.

4.1. High Level Integrated Security Architecturc

Figure 5 illustrates our proposed security arc..*ecture of VANET with 5G.
The figure includes both the current securiy, features offered by VANET stan-
dards at different layers and the securit, ... —~< (offered by 5G). We model the
vehicular communication network into two " road layers, the upper layer that in-
cludes network and application, and lc ve. 'ayer where physical communication
occurs. In the current VANET se. "rivy .andards, the upper layers provide se-
curity solutions that meet security requirements such as confidentiality, identity
management, non-repudiat on, rou ‘ing, and privacy. At the application layer,
current security standards sup, ort cechniques such as HT'TPS, SSL, TLS, stan-
dard cryptographic pr'miti es, -nd PKI.

These technique ,, at 1c. ** to some extent, fulfill the security requirements
of normal VANE" ap, “cations. However, in the wake of new services such as
real-time servir cs « 1 the road, enhanced security features and better security
control and ma. » ement are needed. Furthermore, in the case of large number
of users, ror v er service provisions would require service providers to imple-
ment flexibic "ecv 1ty mechanisms. On the other hand, different users may have
differ nt secu ity requirements for the same application. Such flexibility is not
offerea ~v th current security standards in VANET. In the network layer, cur-
1:nt sec. -ity standards support identity management, secure routing, interface
se. "ritv and network support for security services. However, the heterogeneity

o1 v..NET and the integration of other enabling technologies such as IoT and
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Figure 5: High level security architc sure of 5G-enabled VANET

cloud computing need enhanced .. -itv. ~ontrol, and management mechanisms
to deal with the large number of use. , versatile network infrastructures and
communication paradigms.

In a nutshell, despite ¢. rent s curity solutions, the management, control,
agile provision and neg stiaton o1 security services that are essential for vehic-
ular networks are missin, ' t'.e current VANET security standards. Similarly,
the decoupling of .« ~ and control planes enables flexible security management
at network level “hich is also missing in the current standards. 5G offers these
features throt rh e .abling technologies such as SDN and NFV, and can co-exist
with the e usting v." NET security solutions. In essence, the security mecha-
nisms arc ‘e oup! .d from the physical resources and are not associated with
specif . sectinn of a network, therefore common security mechanisms can be
applie 1 to an' network unit [98]. These virtualized security solutions are also
b iptul to meet the challenge of variation in traffic load and dynamically scale
t. e secur ty resources, accordingly. This provision of network programmability

<11 also support on-demand, dynamic and flexible security policy adjustment
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according to the change in the network topology, size and attack ty, =. F ather-
more, due to flow-based policy enforcement, suspicious and infecteu "ows «. n be
isolated from rest of the network and can be prevented from } ack haul aevices
to restrict the propagation of security malfunction and netwo.. < sruption. For
instance, malicious traffic generated by a wireless edge fc . mobi'e-based DDoS
attacks can be dropped easily without allowing it to re <h the core network
switches. In addition, sophisticated physical layer s curit- measures are miss-
ing in the current VANET security standards whereas . alo’ g with its enabling
technologies such as MIMO and Filter-Bank Multi-Car. ~»r (FBMC) can address
this limitation. Security at the physical layer is ¢ ~ent’al in VANET. 5G sup-
ports and implements security at the physical laye: “hrough different techniques
such as secure channel design, MIMO techn.. “es, and so on as shown in Fig.
5. Last but not the least, the context .+ v: .7T applications is important in
defining the required security solutis - and tanagement, and 5G is expected to
incorporate context-awareness for spec ic JANET scenarios or use-cases. The
co-existence of current VANET sec. ity solutions and 5G security will need the
context of application. In the following section, we describe the contexts specific

to various applications in " G-enab, 'd VANET.

4.2. Context awarenes

The proliferatio”. of nc.- * ANET applications and services along with the
integration with « cher —abling technologies require context-aware QoS and se-
curity provisior s t1 \t are flexible on a per-user, per-application, and per-service
basis. In this ¢« ~ , the context of the application is of paramount importance
because b’ sed in the context, the required security provision will be invoked.
Context intc. mat’ )n on one hand guarantees the relevant security primitives and
on th other and improves the QoS by invoking the appropriate security func-
tions w“ich ».atch the capabilities of the underlying technology. For instance,
v hen ve. icular network needs information from IoT or cloud, the authentica-
tic © sch me needed for both technologies may be different, wherein sophisti-

ca ow. authentication with IoT nodes may not work well and instead lightweight
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Figure 6: Contexts and their use-cc * s in integrated 5G-VANET

authentication mechanism would »e prei rred. We divide the context into 4 use-
cases namely information, entertainu. ~t, control, and safety for which context
is important when security r .. ~ion is needed. Figure 6 illustrates the context

and security requirements ~r vario s types of VANET applications.

4.2.1. Information ‘xchany. services

In the case of \aform. “ion exchange, VANET nodes request information from
and share info mai on (such as mobility information) not only among vehicu-
lar nodes bnt a..  with the surroundings. When the information is shared in
close proy mitr, both DSRC and PC5 interfaces of 5G could be used when the
security nrov.. ‘or s are different and must be invoked accordingly. On the other
hand sharing information among multiple hops spanning large distances may
use celi '~ HG) or DSRC over multiple hops. This again needs clear context
iformat. m from the application about the performance and security require-
me.. = Jimilarly, smart advertisements could be shared among vehicular nodes

th ut require security assurances. Other applications and services which need

55




1055

1060

1065

1070

1075

1080

information exchange include sharing weather information, traffic nfor aation
at specific locations, restaurant, shopping mall information and so =. lu hese
applications, although the characteristics of the applications .re lifferent, the
context is important for security provisions which can be e. -i ntly achieved
with 5G networking.

4.2.2. Entertainment services

VANET also offers entertainment applications suc’« as J* " ~rnet-on-the-wheels,

music-sharing, pictures on demand [99], online social neowor ng, and other con-
tent sharing services. These applications require uniq. ~ security and network
provisions such as strong authentication, privacy, . ~d ' .gher bandwidth. Con-
tent sharing services usually need higher bandwidti. ~nd low latency with better
access control whereas online social networkin, needs flexible privacy provisions
for different users with location privacy. 'Lur <. itribution by different users to
such applications also require efficie ' and . ~cure incentives mechanisms where
user privacy is essential [83]. Furthermc -e, «pplications such as streaming video
through home-network, controlling . ~me appliances through vehicular networks
and other such services need hetter management of security with respect to the
context of the application. (n such 1se-cases, 5G is well suited to utilize the ex-
isting resources and pro ide the = quired security using both the infrastructure

and enabling technolc -ies

4.2.8. Safety seri ces

Context is » qu. 'ly important for safety-related applications and services in
VANET. Mos. ~f the safety applications in VANET require a minimum la-
tency and aigh integrity. However, even within these requirements, based on
the contexy + ap lication, the priority could be different for different types of
messe Zes suc - as when there is an accident ahead, an ambulance approaching,
fog, di ~rsior and so on. Therefore, to use the correct communication technol-
¢ gy aloi. - with appropriate security provisions, knowledge of the applications
co. *ext ecomes essential. Hence, the context determines for the underlying

CU ... inication mechanism the correct security function to invoke. The con-
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text for these use-cases require the coexistence of heterogeneous cor mur cation

paradigms such as 5G and DSRC.

4.2.4. Control services

In addition to the data associated with entertainmen* nd s« ty services
offered by VANET applications, a lot of control informa ion is a 3o exchanged
among different vehicular nodes and the manageme’ . entiucs. For instance,
in the case of traditional VANET applications, the d- vers of cryptographic
material and other security-sensitive information suc. as vue list of revoked cer-
tificates/nodes, misbehaving vehicles, change ° service 5, and so on, are also
shared with the vehicles on the road through s me communication infrastruc-
ture. These control services have stringe.. security requirements in terms of
confidentiality, integrity, and non-repv "“~+ion. uUne use-case of such scenario
could be the cluster head selection in the « > e of platooning. Therefore, context
is essential for the communication mecha. ‘sms to invoke the right security func-
tions at the right time for the rig. w..- - s discussed earlier, for VANET appli-
cations to work efficiently, we need to ..corporate a context-aware mechanism
where different communice .1on p radigms (both cellular and DSRC/WAVE)
can coexist. The context ot .. » apr idcation could provide a better insight to the

communication paradi m e, well as necessary security primitives needed.

5. Future Chal a1, _~s and Research Opportunities

To achieve sect ‘e 5G-based VANET applications/services, we need to in-
crease investors | terests in the commercialization of VANET, and consumers
to utilize /AN JT services in their daily lives. Furthermore, with the prolifera-
tion of 5G-bu. 1 VANET, consumers will be able to utilize the CPS ecosystem
that "1cludes 'mart home, health-care, transportation, smart office, and so on.
The sec. =i+ services provided by 5G to the VANET are promising and solve
arious 1 sues not previously addressed by traditional VANET security stan-
dai - T.owever, the introduction of 5G to VANET also brings new challenges

w'icn need to be addressed before the commercial roll out of the 5G-based
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VANET. In this section, we highlight and discuss some of the futur - chr .lenges
and research opportunities of 5G and VANET security.

5.1. Optimum Economic Model

Vehicular nodes in VANET produce large amount of d- .a as a re.alt of com-
munication with other nodes and their surroundings. Us ng a ce ular network
such as 5G for such communication will not be free ¢ . cost and consumers may
have to subscribe for the data plans. Furthermore, .. _a the service providers’
perspective, Return on Investment (Rol) should aisc be taken into account.
Hardware cost is also an important factor and .. ~refor . service providers will
need to come up with a concrete economic mode: " hat is attractive for the con-
sumers. It is important because it will dire. “1v affect the proliferation of such
integration and the interest of consun -... ™he possible choices for the con-
sumers could be adapted from current bu. ness models such as pay-as-you-go,
pay-as-you-use, pay-per-service, and s. on. On the other hand, the processing
and storage are also important iss =S ... need to be considered by the service
providers. Acceptable security and privacy guarantees to the consumers are also

essential.

5.2. Handover Managr nen

Mobility is the sinne '= f VANET and the current implementations of
VANET exploit t! ¢ «. mse deployment of RSUs. In the case of 5G, owing to the
cellular networ! .. “hitecture, frequent handovers among different network enti-
ties (e.g., Bas. Tr .nsceiver Station (BTSs)) and different service providers are
common. ".epeading on the type of VANET application and context, security-
related inic ~ .atic . such as cryptographic keys, identities, and certificates might
also r ed to e migrated to the new cells for authentication, confidentiality and
other = ecessa y security functions. Therefore, we need to design efficient han-
¢ uver m nagement mechanisms. One possible solution could be the concept of
w brelle cells used in 5G where one large cell manages small micro-cells and

.~ large area to accommodate node mobility. For high-speed nodes such as
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vehicles and connected rail, the connection might be managed by t ‘e u' ibrella
cell to avoid frequent hand-overs. However, the security manage ~ent «' the
umbrella cell is still subject to further investigation.

Authentication among different entities is also critical for mc + f the VANET
applications and specially for safety-critical applications. wWith *he mntegration
of 5G into VANET, other enabling technologies such as S.™N, clo' d computing,
and NFV will have to re(design) efficient, secure, se anles~ and context-aware
authentication mechanisms. To be more precise, the wuther ication among ve-
hicular nodes and between a vehicular node and an Io. device is different, and
therefore context-switching is essential. More re. ~rch is needed in this area.
One of the possible solutions could be Single Siz ~-On (SSO) authentication
mechanism that is already implemented by 1. ~ny technologies. Another tradi-
tional solution could leverage Flat Dist buv = Zloud (FDC) that uses a cloud
architecture, where the network is "videu into clusters managed by the um-
brella cells. This approach could be vzea Jor vehicular authentication in the
context of 5G; however, more resc. "ch 1s needed to evaluate such approaches.
Furthermore, the storage and communication of the security-related information

and its management is als’ subjeci to further research.

5.3. Identity Manager ent .nd Privacy

Most of the VAN AT ser * :s need accurate location information and the user
identity. Howeve , us. and location privacy is the prime concern of the con-
sumers. For us r 1 'entity, the current VANET security standards recommend
the use of temp. “7 .y identities (pseudonyms) and other cryptographic primitives
whereas 1 .x-z¢ aes and silence periods are used for location privacy [100, 101].
Furthermor., loc: cion-based encryption is also used for location privacy [25].
On t! e othe. hand, in case of cellular networks, a dedicated hardware-based
identit, Subs _riber Identification Module (SIM) is issued to each subscriber for
1 ser ide, “ification. The user privacy with such hardware-based identity man-
ag. ment must be further investigated to preserve user and location privacy. It

1S woo worth mentioning that identity management is supported by 5G where
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more than one device could correspond to the single subscriber (whi 2 wi's come
handy in case of IoT and in-care network); however, the privacy . ~wuire. ents
and solutions must be further investigated. Some existing s tut. ons like [81]
and [102] could be tailored for the VANET applications with 5 < smmunication
paradigm. More precisely, Petit et al. [81] extensively sur eyed the pseudnoym-
based solutions for privacy preservation in VANET. The »seude .ym-exchange
mechanisms can be tailored for privacy preservation n 5C "ased VANET. Fur-
thermore, as proposed in [102], identity-based corditiunal p ivacy preservation

techniques can be tailored for the integrated 5G-basea ~ANET.

5.4. Security Management of Enabling Technoio_es

Through 5G, the network control is virv. alized and softwarized, which en-
ables easy and efficient network manag ... * However, it also provides oppor-
tunities to attackers for launching network ttacks by exploiting vulnerabilities.
Traditional hardware-based solutions 1. v sc ~urity issues are viable and currently
well-adapted. Therefore, the chang~ 1 p.adigm to software-based network con-
trol may adversely affect the network security. The security of software-based
network control through S™UN in . 7 should be further investigated, as human
lives are at stake while rsing . V/ NET safety application. Furthermore, iden-
tity security, privacy, .nd ther security requirements must also be taken into
account as a result of suc. <oftwarization. Malicious applications, DDoS at-
tacks, and other .cces. control vulnerabilities could have severe consequences
on the VANET aj lications and therefore must be further investigated from
the integration -t .adpoint of VANET and 5G. Other attacks include satura-
tion attac’ on he network controller and exploitation of malicious Application
Programmu.._ Int rfaces (APIs). Additionally, the configuration errors in SDN
and D £V co.'d lead to negative consequences in mobile networks and VANET
which ~uld .ffect the auditability, security provisions, and other important
f mction. lities of VANET. Furthermore, NFV is also vulnerable to DoS and
ot. ~ vi- ,ualization and side-channel attacks and hypervisor hijacking [103]. In

or c. o realize the 5G-driven secure VANET, the security threats inherited
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from enabling technologies must be investigated and addressed.

5.5. Trust Management

The scale of information shared among different VANET ¢_ *iti s is huge. All
the applications and services offered by the VANET and t .c enabli.g technolo-
gies through 5G rely on the exchange of trustworthy in ~rmatic 1. Therefore,
both entity and content trust should be guaranteed. in traditional VANET,
various techniques are used to establish and manage  .st ar .ong different net-
work entities using both the cryptographic and non-. ~ptographic techniques.
However, with the inclusion of new types of serv. s suc'. as cloud services, IoT
services, SDN, and so on, traditional trust estab.. hment techniques might not
work. Therefore, new trust and reputation —anagement schemes must be in-
vestigated. The large number of source o.  “rmation and their heterogeneity
create more challenges for establishiro trus in VANET while using 5G network-
ing. Secure data transmission over 5G- na. 'ad VANET has been researched and
cryptographic solutions have been ropu..d in the literature [104, 105, 106]. For
instance, Eiza et al. [104] proposed a system model for secure video transmis-
sion in 5G-enabled VANET. Howe -r establishing trust among different entities
is a challenge and legac sol. ‘on such as recommendation, social, and other
trust establishment te’ anic ies riight not work. It is also important to note that

e 1n trust establishment (entity and content trust)

context also plays e vital 1.
because different conue -ts of applications may have different security require-
ments. Therefc e, . Ficient and adaptive trust mechanisms need to be developed

for 5G-enableu 7' .NET.

5.6. Effic. ey, F7 xibility, and Agility

Se _urity - olutions for VANET applications realized through 5G networking
should be bo n efficient and flexible. From an efficiency perspective, crypto-
g aphic ~pproaches are often both storage and compute-intensive which will

ac verselr affect VANET applications. Furthermore, the integration of other
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enabling technologies will create various challenges such as the nc 4 fr . opti-
mized security solutions in resource-constrained devices [107]. Flex.-ility .. also
important when multiple applications have different security * :qu remencs and
each application and service must be secured according to tu ‘* requirements.
The ultra-low latency promise of 5G increases the range o” new a~d exciting ser-
vices for VANET. However, security solutions must be de "igned .nd optimized
accordingly to achieve the ultra-low latency object’ve ir Adition to guaran-
teed promised security. One solution is to reduce the -ignal’ 1g overhead in 5G
[108, 109]. Therefore, more investigation is needed in .“is area. Safety-critical
applications of VANET need ultra-low latencv wi.~h n kes 5G a suitable can-
didate, but lightweight and efficient cryptographic . ~lutions are needed to meet
the requirement of low latency [100]. A poss.’ le solution for improving the ef-
ficiency could involve efficient control | '‘anc = ign where the control plane is
placed near to the core. From an agi "*v sta. dpoint, security resource provision-

' coutext of the application. Therefore,

ing would depend on both the type an
security management mechanisms .. 'st be agile to meet the varying demands of

different applications and services. More investigation is needed in this context.

5.7. Flash Traffic Manaaem. ~t

Vehicular nodes ge .erat : hure amounts of data as a result of communication
within the vehicle, v .th pec ~ :hicles, and with their surrounding infrastructure.
This data contair s mo *lity traces, control data, personalized data, and so on.
The volume ar . v 'ocity of such data advocates for using big data techniques
for the realizat.. » of VANET applications. For instance, each vehicle in VANET
shares coc yera’ ive awareness messages in the order of milliseconds. Therefore,
in case of u. *se “raffic, a lot of data would be generated by the neighboring
nodes Furth rmore, this data could also be used by other services such as IoT,
e-healv. traf’.c management, and so on. 5G-enabled VANET must have efficient
1 iechani. ms to handle and manage such huge amounts of data and make sure
the ¢ all * ae security requirements such as access control, access rights, integrity,

Pr veoy and similar requirements are met for each consumer. Furthermore, these
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mechanisms must be efficient so that the QoS requirements of diffe: mt ¢ pplica-
tions are met. Optimized big data techniques and in-network caci. ~e cou’d be
used to deal with the large amount of network data generated H. wever, more

research is needed in this area in the future.

6. Conclusion

Efficient, viable, robust, and adaptive security sol itio” , w 'l pave the way for
commercial vehicular network applications. To da.~ pro™i .ng research results
have been produced both by academia through publica ions, and by industry
through practical experiments. However, befo. ~ the . .imercialization of vehic-

1

ular networks, advances in communication *~~~ ' __:s such as emergence of 5th
generation network (5G) have spurred even mo. ~ interest in ITS. The demand
for new and exciting real-time applicatic. s t irough vehicular networks and the
integration with other enabling tech . ~gier such as cloud computing and IoT
will need a communication paradiom tiat meets the requirements of the new
applications. In this context, 5G is . strong candidate and has been studied

by both academia and indv .., to integrate with VANET. In this paper, we

studied VANET security _~cusing pecifically on requirements, solutions, and
current standards, and we noin.:d out existing deficiencies in VANET secu-
rity solutions. We alsc v sent :d the security features offered by 5G and their
adequacy in vehic ‘ar networks. We proposed a high-level security architec-
ture that integrates both VANET and 5G so that we can reap the benefits of

both. Finally we .so identified the challenges and future research directions

for 5G-enal .ed ve.. ~ular networks. We summarize our conclusions as follows:

a. Curren. V7 «NF". security standards focus on the upper layers of the commu-

nic .tion rrodel and there is lack of security solutions at the lower layers.

b. Secu. ™ -, the lower layers of communication in VANET is equally important

to mi ‘gate attacks such as jamming and eavesdropping. More precisely,
.~ = .oy at the physical layer should also be provided in addition to security

at che application and network layers.
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. Merging VANET with other enabling technologies such as IoT, ¢l 'd ¢ mput-

ing, and social networks is essential to support the new service. in VANET
and therefore VANET security must be enhanced to addr :ss he resulting

security challenges.

. G is a strong candidate for VANET but 5G alone is ot a sil =r bullet that

will solve all the problems of VANET.

. The security solutions provided by 5G and the .sting VANET security

solutions should coexist to achieve secure VANET . >»lications. The security
services provided by 5G at the physical lay. - and the management and
control functions at the upper layer should . combined with the current

security standards of VANET.

. The research community should focu. on a nolistic security approach to en-

able a 5G-enabled VANET.

We believe that this work will sex ~ as . ppingstone for further research in the

direction of 5G-enabled vehicular networks.
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