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Agent-based modeling is a useful and effective approach to exploring industrial logistics system, while agent
interaction protocol is a key to support agent-based industrial logistics modeling. Current modeling methods are
mainly developed to face general industrial systems and are in a certain sense difficult to fully meet the need of
modeling military industrial logistics system. In this research, we focus on describing and implementing military
industrial logistics agent interaction protocol by presenting a new command interaction diagram (CID) oriented
paradigm. We not only present the concept and corresponding graphical notation representations of CID for
multi-agent interaction process, but also design and develop the CID modeling tool with a function of logic
verification, thus realizing the mechanism of automatic transformation from conceptual model of CID to its
simulation model. In addition, we provide a case study and perform agent-based military industrial logistics
simulation. The simulation demonstration and corresponding validation show that our method can meet actual
needs and achieve good results, with more advantages than other traditional modeling methods. This fact proves
the feasibility and effectiveness of the proposed method.

1. Introduction

Industrial logistics plays a key role in industrial engineering (Li et al.,
2019). It involves the physical inflow and outflow of goods and corre-
sponding services (Barros, 1997). Of course, it can be further divided
into product support logistics, production support logistics and industry
support logistics (Barros, Riley, & Brown, 2001; Li et al., 2019). With the
evolution of technology, the methods for warfare have also changed. In
modern wars, as the military application field of industrial logistics,
military industrial logistics has an obvious characteristic in logistics
entity interaction based on both command orders and information
sharing, thus forming an integrated system support capability. In view of
this new support mode, it is necessary to conduct more scientific and
reasonable analysis and research by establishing simulation models of
military industrial logistics system. Modeling military industrial logis-
tics entity interaction has become a key bottleneck problem in exploring
the running mechanism of military industrial logistics system.

Although some methods, such as exercise and training, man-in-the-

loop simulation experiment, can be used in simulation for military in-
dustrial logistics system, there are some disadvantages, including
abundant capitals, high cost and inconvenience in operation. As far as
traditional analytical modeling methods are concerned, generally, they
are difficult to describe the intelligent behavior characteristics of mili-
tary industrial logistics system. Intelligent agent is a program that maps
percepts to actions. It acquires information from its environment
(“perceives” the environment) and decides about its actions and per-
forms them (Lesser, 1998; Wooldridge & Jennings, 1999; Shi, 2001).
Obviously, the internal member entities of military industrial logistics
system, such as logistics command vehicles, repair vehicles and rescue
vehicles, can be viewed as intelligent agents. Thus, using agent-based
modeling method to describe military industrial logistics entities is a
feasible and effective solution.

Agent interaction, i.e., interaction between agents, is the important
embodiment of agent swarm intelligence. Modeling agent interaction is
the key to modeling social and military systems through multi-agent
paradigm. Agent interaction protocol is the abstraction and regulation
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of conversation interaction between agents. It reflects the purpose of
interaction between agents. It is closely related to intelligent decision-
making and reasoning mechanism of agents. Modeling military indus-
trial logistics agent interaction is one of cores and difficult problems of
agent-based modeling for military industrial logistics system.

Thus, we focus our research on modeling of military logistics agent
interaction protocol. Based on our previous practice in developing
agent-based models and simulation systems, a novel agent interaction
modeling paradigm, command interaction diagram (CID), is proposed,
and accordingly, military logistics agent interaction protocol model
through CID is constructed. CID oriented conceptual modeling and
automatic mechanism of transforming conceptual model to its simula-
tion model are proposed, with the designed and implemented modeling
tool. As an application, the proposed model and executable simulation
program codes generated directly through the transformation mecha-
nism are embedded in a military simulation system. The simulation re-
sults show that the interaction protocol meets the needs of simulation for
military industrial logistics agents, and verify the feasibility and validity
of the proposed approach.

The remainder of this paper is structured as follows. Current related
work is introduced in Section 2. Construction of conceptual model for
military industrial logistics agent interaction protocol is presented in
Section 3. Transformation from conceptual model to simulation model
by automatic generation of simulation codes is illustrated in details in
Section 4. In Section 5, the proposed approach is applied to a case study
to show its usefulness in modeling tactical military industrial logistics
system. Section 6 summarizes the conclusion and describes some future
work directions.

2. Related work

Industrial logistics plays an important role in our social life. Hof-
mann and Riisch (2017) focused on Industry 4.0 and the current status as
well as future prospects on logistics, and presented a logistics-oriented
Industry 4.0 application model as well as the core components of In-
dustry. Smith and Srinivas (2019) focused on warehouse check-in stra-
tegies for improving inbound logistics operations, and proposed the
corresponding simulation-based evaluation technology. Industrial lo-
gistics system is complex, and activities are highly interactive between
the portions of the system. As a result and from a desire to thoroughly
understand all portions of the system, a series of simulation models have
been developed (Klitz, 1983). Particularly, agent and multi-agent tech-
nologies came out in 1980s. Agent-based models developed by do Nas-
cimento and de Lucena (2017), Gao et al. (2018a, 2018b), Bai, Yoo,
Deng, Kim, and Gao (2016), and Rachid, Mohamed, and Khouaja (2018)
have been proved to be useful and effective to describe social systems
behavior. For instance, the effective and innovative research conducted
by do Nascimento et al. (2018) showed how flexible points of their
agent-based framework were instantiated to generate the Internet of
Things application. Moreover, agent-based modeling has been success-
fully applied to describe organizational routine dynamics and simulate
the evolutionary process of organization capability as well as to identify
the underlying principles (Gao et al. 2018a, 2018b, Bai et al., 2016).
Similarly, Rachid et al. (2018) proposed a bottom-up analysis method
focusing on the characteristics of each agent at a micro-level, and pre-
sented an agent-based modeling approach in the strategic human
resource management.

Agent-based simulation for industrial logistics has attracted the in-
terest of researchers and engineers in this field for decades (Adediran,
Al-Bazi, & dos Santos, 2019; Furtado & Eberhardt, 2016; Mishra, Kumar,
& Chan, 2012; Reddy, Kumar, Fernandes, & Tiwari, 2017; Serrano-
Hernandez, Faulin, Hirsch, & Fikar, 2018). Especially, Serrano-Her-
nandez et al. (2018) developed an agent-based simulation focusing on
the evolution of horizontal cooperation in logistics and transportation
over time in both degree of integration and size. The simulation exper-
iments conducted by them highlight that significant savings can be
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achieved with the degree of cooperation and trust-related issues indi-
cating the highest importance. Moreover, since the concept of agent and
agent functions can help to automate a variety of difficult tasks and
assist decision-making in flow-shop production, Adediran et al. (2019)
proposed an innovative embedded agent-based Production Disruption
Inventory-Replenishment (PDIR) framework and implemented a set of
agent-based simulation experiments with useful results presenting effi-
cient resource utilization and less order shortage. These novel works
reflect the significant progress in the field of agent-based industrial lo-
gistics system simulation.

As mentioned earlier, an important prerequisite for implementing
system modeling through multi-agent paradigm is appropriate agent
interaction protocol. At present, agent interaction protocols mainly
include two types: general protocols and special protocols. General
protocols, including contract net protocol (Li et al., 2012; Panescu &
Pascal, 2016; Gupta & Gallasch, 2016; Lee, Lee, Chen, & Wu, 2012;
Hsieh & Chiang, 2009), have been widely and successfully applied in
agent-based modeling. With good adaptability, these interaction pro-
tocols are highly abstract to human interaction activities and are very
suitable for use in open network environment to realize the interaction
between different agents. In terms of special protocols, Lopez-Ortega
and de la Cruz (2010), Kang and Sim (2012), respectively designed agent
interaction collaboration for data exchange between enterprises and
raster data mining. Unfortunately, in agent-based military industrial
logistics system model, agent interaction is driven by command and
control, meaning interaction behaviors have prominent military com-
mand characteristic. According to the actual requirement of military
modeling, a special protocol model of military industrial logistics agent
interaction should be established.

As for the expression form aspect of agent interaction protocol
modeling, finite state machine (FSM) (Gupta & Gallasch, 2016; Lee
et al., 2012; Winikoff, Yadav, & Padgham, 2018), Agent Unified
Modeling Language (AUML) (Belloni & Marcos, 2004; Lee et al., 2012;
Panescu & Pascal, 2016; Terzidou, Tsiatsos, & Apostolidis, 2018;
Winikoff et al., 2018) and Colored Petri Net (CPN) (Dworzanski &
Lomazova, 2013; Liu & Heiner, 2013; Panescu & Pascal, 2016), are
proved to be appropriate and useful methods. In terms of FSM, the no-
tation is likely to be familiar to software engineers. Also, it is a simple
notation (few constructs, and easy to explain) that is graphical in nature,
and hence likely to be easier to use. This relates to the need to have a
pragmatic notation that is usable by software engineers. Moreover, FSMs
are precisely defined, which relates to the need to be able to provide tool
support (Winikoff et al., 2018). In terms of AUML, the multi-view no-
tations consist of structural type and behavioral type. The former in-
cludes some static diagrams, such as class, object, deployment and
component, while the latter contains some dynamic diagrams, such as
sequence, state chart, activity and interaction diagrams (Bashir, Lee,
Khan, Chang, & Farid, 2016). Due to its good capability to describe
agent-based models, AUML can provide built-in mechanisms to intro-
duce new elements for specific domains (Belloni & Marcos, 2004). In
terms of CNP, it offers a simple and general mechanism for solving co-
ordination of real-world entities, and thus it can be included in planning,
scheduling, reconfiguration and control schemes (Panescu & Pascal,
2016). Similarly, these methods are mainly developed to face general
industrial systems and are in a certain sense difficult to fully meet the
need of modeling military systems. As for these traditional agent inter-
action protocol modeling methods, generally speaking, there is a prob-
lem that the correspondence relationship between state transition and
interaction process is not described clearly and accurately. Specifically,
there is a lack of mechanism to transform conceptual model into com-
puter simulation model automatically.
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Fig. 1. Elements of a CID and their graphical representations and functions.

3. Construction of conceptual model
3.1. Agent interaction protocol analysis: Proposition of CID

According to the formation of support force in a typical tactical force
and the mapping relationships between real entities and agents, we can
further describe the constructed structure of agent-based military in-
dustrial logistics system, which generally consists of two support units
subordinate to the command agent at the troop level. Each support unit
includes a command agent and several support element agents, such as
repair vehicle agents, rescue vehicle agents, supply vehicle agents, et al.
These interaction behaviors include not only storage, supply, service,
technical reconnaissance, command and control relationship between
superiors and subordinates, but also support and coordination re-
lationships between the same level.

In order to construct the model of military industrial logistics agent
interaction protocol, we perform further analysis. Firstly, the types of
agents in system organization are abstracted and merged to form force-
level logistics command agent, for example, brigade logistics command
vehicle agent, logistics support team command agents and general
support action element agents. Secondly, according to the actual com-
mand content, the interaction list of each agent is established. The
interaction of force-level logistics command agent centers on issuing
hierarchical or over-hierarchy command orders and support tasks at
different levels. Similarly, the interaction actions of logistics support
team command agents include issuing hierarchical command orders and
support tasks at different levels, as well as stimulating same-level
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coordination. As for general support action element agents, there are
three representative interaction actions, i.e., same-level coordination,
task support requesting and autonomous-regulated action.

Thereby, it is necessary to build a protocol system model for military
industrial logistics agent interaction and form a complete organization
structure to meet the communication needs under various circum-
stances. Here, we present a novel protocol specification for agent
interaction, i.e., CID. The graphical representations and functions of
different elements in a CID are shown in Fig. 1. The elements of a CID are
follows: (a) interaction role; (b) starting point and ending point of ac-
tion, representing the actions of transmitting and receiving information
from interaction roles; (c) decision-making action, representing the
command activities requiring interaction role make decision to influ-
ence the interaction process, (d) basic interaction relationship, repre-
senting the interaction behavior of different interaction roles, (e)
environmental information interaction, representing the messages sent
to interaction roles by external environments; (f) branch interactions,
representing branch interactions; (g) internal execution process, repre-
senting the connection between command interaction and decision-
making action; and (h) interaction notation, representing the n-to-m
relationship of interactions and corresponding annotations on
interactions.

3.2. Conceptual modeling for agent interaction protocol: Formation of
CID

CID description of military industrial logistics agent interaction
protocol is the core of conceptual modeling for interaction protocol.
According to the organization design of military industrial logistics
agent interaction protocol, the graphical elements of a CID are defined
for each interaction protocol, and corresponding CID description is
established, respectively, as shown in Fig. 2. In the CID of each inter-
action protocol, the interaction role agent takes idle as the basic state,
the interaction of some environment information as the trigger condi-
tion, and the realization of the current interaction goal as the completion
condition to form a finite state transition interaction space, which lays
conceptual model foundation for the simulation model generation of the
interaction protocol.

These CID models shown in Fig. 2 represent six kinds of agent
interaction behaviors, i.e., command by level, over-hierarchy command,
command of assigning task, command of requesting support, command
of self-autonomous cooperation and command of autonomous-regulated
action, respectively. The above command behaviors are the most typical
basic interaction behaviors of military entities. In other words, no matter
what military mission is carried out, it can be realized through these
command behaviors. Therefore, as long as these CID models are con-
structed, the command interaction in real military industrial logistics
system can be described. It should be pointed out that in an actual battle,
the command interaction between military entities may adopt different
interaction modes in different operational phases according to the real-
time battlefield situation. The purpose of our research is to describe the
command interaction, simulate the actions of various military entities,
and present statistical analysis on their command behaviors.

In this study, we take the conceptual model of CID of self-
autonomous cooperative agents as an example. It is the sixth kind of
command behavior, i.e., command of autonomous-regulated action.
This model describes the command interactions between the same level
support agents, which jointly implement the support tasks by self-
cooperative way. The model includes two interaction roles: the coop-
erative initiator and the cooperative participant agent.

Firstly, the cooperative initiator agent finds that it can’t accomplish
its tasks independently during performing logistics tasks. From the idle
state of command interaction, it executes the decision-making action of
seeking cooperative objects. After selecting a cooperative object, it sends
cooperation requests to the cooperative participant agent. When the
cooperative participant agent receives the collaboration request, it
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Fig. 2. CID models of military industrial logistics agent interaction protocol.

executes the decision-making action to judge whether it is collaborative
or not, and according to the decision-making result, it chooses to send
collaborative or uncoordinated interaction information. If the interac-
tion information that does not participate in collaboration is sent, the
interactive agent roles of both parties are transferred to the protocol
completion state.

Secondly, when the interaction information of participating collab-
oration is sent, the cooperative initiator agent executes the decision-
making action of the cooperative scheme, sends the cooperative con-
trol information to the cooperative participant agent, and the coopera-
tive participant agent executes the corresponding cooperative tasks
according to the cooperative control information.

Finally, according to the implementation of collaborative tasks, if
there is a need to further clarify collaborative matters, collaborative
participant agent sends collaborative information notification to the
collaborative initiator agent, collaborative initiator agent sends collab-
orative control information according to the content of the notification,
and when the collaborative participant agent completes the collabora-
tive task, it sends collaborative initiator agent to report completion, thus
ending the interaction process.

4. Transformation from conceptual model to simulation model
4.1. Method: Transformation from CID to simulation model

The transformation from a CID to its simulation model is the key of
agent interaction protocol modeling based on CID. It is the process of
converting a visualized CID model into the corresponding simulation
model. Its essence is the mapping from the graphical elements of a CID to
the corresponding simulation codes. According to the principles of
object-oriented programming, the transformation relationship between
the graphical elements of a CID and the code class, function and state-
ment in its simulation model is shown in Table 1.

Specifically, the method of transformation from CID to simulation
model can be described as follows.

(1) Each interaction protocol is transformed into an interaction
protocol subclass inherited from InteractionProtocols, and the interac-
tion role agent in each protocol is transformed into an agent role sub-
class inherited from AgentActor. An interaction protocol subclass
includes several agent role subclasses that interact with each other.

(2) Each agent role subclass includes an Interact(int) function, which
is the core function of the agent role subclass and the key to implement
the interaction protocol model. Its main function is to determine the next
interaction according to the current state (received messages,
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Fig. 2. (continued).
interaction state of the agent role). actions according to the parameters.
(3) Each subclass of agent roles includes a DecAction(int) function, (4) The state and state transition of each agent role are implemented
which realizes all decision-making actions in the CID and distinguishes by switch...{case:...;break;} statement, and each state corresponds to a
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(5) The graphical elements of branch interaction relationship in each
agent role interaction are implemented by being transformed into if ...

then ... statement.

According to this method, the related functional base classes for our

()

Fig. 2. (continued).

agent interaction protocol are designed. The class diagram is shown in
Fig. 3. The attributes and main methods of functional base classes are
defined in the diagram. It mainly includes three basic classes: Interac-
tion, InteractionProtocols and AgentActor. InteractionProtocols and
AgentActor inherit from Interaction classes, and constitute a one-to-
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Table 1
Transformation relationship between the graphical elements of a CID and its
simulation model.

No.  Graphical elements of a Classes, functions and statements of simulation
CID codes

1 Interaction protocol A subclass of InteractionProtocols

2 Interaction role agent A subclass of AgentActor

3 Command interaction void AgentActor:: Interact(int) function

4 Decision-making action int AgentActor::DecAction(int) function

5 State transition switch...{case:...;break;} statement

6 Logic relation of if ... then ... statement

interactions

many relationship.

The query process of an interaction protocol based on functional base
classes is shown in Fig. 4. Firstly, agent 2 receives the interaction in-
formation sent by agent 1. According to the interaction protocol,
interaction content and interaction object adopted by interaction in-
formation, agent 2 calls Interact() function of the corresponding inter-
action protocol class InteractionProtocols object. Then, according to the
receiving object of interaction information, this function calls Interact()
function of the corresponding role class AgentActor object. Subse-
quently, according to the interaction content, this function calls State-
Translate() function of the object to realize state transition, as well as
creates and returns the Interaction class object. Finally, agent 2 sends the
corresponding interaction information to agent 1 according to the
attribute data of the returned Interaction class object.

4.2. Transformation implementation: CID modeling tool

According to the graphical symbol definition of CID and the method
of transformation from CID to simulation model, a CID modeling tool is
designed and implemented. By this tool, we can construct the visual
conceptual model of agent interaction protocol. According to this con-
ceptual model, the simulation model can generate automatically the
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simulation model codes. Of course, we also design and implement a logic
verification module. The conceptual modeling interface, corresponding
simulation codes generation interface and logic verification interface are
illustrated in Fig. 5 (a), Fig. 5 (b) and Fig. 5 (c), respectively.

In Fig. 5 (a), we use this modeling tool to construct conceptual
models as described earlier. These models are visualized through the
modeling tool, which can show the interaction process between different
role agents more clearly. Note that the process of establishing the con-
ceptual model of agent interaction protocol is actually based on the
graphical representations method given above. The use of this tool not
only makes the modeling process visualized, but also has great
convenience.

In Fig. 5 (b), we use this modeling tool to realize the automatic
transformation from conceptual model to computer simulation execut-
able codes. Note that this transformation process is based on the method
of transformation from CID to simulation model, as mentioned earlier.

Agentl Agent2 InteractionProtocols AgentActor
T T T T
I InterMessage | I I
I I I I
| |
Interact() } }
|
Interact() } StateTranslate()

\
\
\
} ' Interaction
\
\
\

InterMessage

Fig. 4. Query process of an interaction protocol.

Interaction

-SendActorIndex : int
-ReceiveActorIndex : int
-InterContent : int

+Setlnteraction(in SActorIndex : int, in RActorIndex : int, in InterContent : int)
+Getlnteraction(in &SActorIndex : int, in &RActorIndex : int, in &InterContent : int)

/N

InteractionProtocols

-actorList[] : AgentActor
-Name : string
-AgentActorCount : int

+InteractionProtocols(in Name : string)
+~InteractionProtocols()
+CreateAgentActor() : void
+Interact(in Interaction) : Interaction

AgentActor

-Name : string
-Index : int
-CurrentState : int
-ExeState : int

+AgentActor(in Name : string)
+Interact(in InterContent : int) : Interaction
+StateTranslate(in State : int) : void
+DecAction(in Type : int)

+getIndex() : int

+getCurrentState() : int

Fig. 3. Functional base classes.
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{
Interaction interaction;
switch(CurrentState)
{
case IDLE:

DecAction (NEEDCOORD) ;
StateTranslate (FIND_COORD) ;

}

break ;
case FIND_COORD:

{
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Fig. 5. CID modeling tool.

commanders more willing to use agent-based military logistics simula-
tion experiments.

As for the logic verification module shown in Fig. 5 (c), it is used to
provide the function of logic verification for simulation model, which

This makes the development of computer simulation program more
professional, and greatly reduces the workload of software develop-
ment. This advantage makes it possible for conceptual modelers to
dominate agent-based modeling and simulation, which makes
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Fig. 5. (continued).

centers on: consistency between simulation model and conceptual
model in concurrent state, deadlock in logic process of simulation model
and accessibility of all states of simulation model. Based on the tool
developed, the checking data of military industrial logistics entity object
and concurrent interaction generation are constructed, and logic veri-
fication of military industrial logistics agent interaction protocol simu-
lation model is carried out. As shown in Fig. 5 (c), the arrows with
different colors indicate different interaction protocols. After logic
verification, the simulation model of the interaction protocol is consis-
tent with the conceptual model, and there are no deadlock, unreachable
state and other interaction anomalies, which proves to be qualified.

5. Application: A case study
5.1. Conditions settings

In order to simulate and verify the military industrial logistics agent
interaction protocol model, a military simulation scenario is con-
structed, as following. (1) The battle event happens in the topography of
a plain with some low hills. (2) The opposed forces are combined army
forces with conventional weapons. On the battlefield, a combat plat-
form, e.g., a tank, needs to be supported by military industrial logistics
system consisting of command vehicles, repair vehicles, rescue vehicles
and supply vehicles. (3) Red Force attacks Blue Force and Blue Force
launches defensive operations. No matter attack or defense, combat
platforms and equipment support platforms take respective command
behaviors according to the operational needs in order to perform mili-
tary tasks. (4) Neither Red Force nor Blue Force have made big tactical
mistakes, and Red Force wins finally. In fact, this scenario relates to
simulation conditions settings, including battlefield environment, com-
bat forces and target tasks, support resources and support force.

In peacetime, war experiment using real forces and weapons can be
regarded as an effective way to test the combat effectiveness of troops.

The conditions of the above military simulation scenario are derived
from a real war experiment in RHZ region of northern China in August
2011. 55 military industrial logistics entities took part in the battle.
Through participating in this war experiment, we collected data about
combat and military industrial logistics. Especially, data centering on
command behaviors in a complete battle were recorded.

This study is the continuation and deepening of our previous re-
searches on agent-based military modeling. Here, we further specify the
setting of support forces to demonstrate military industrial logistics
agent interaction protocol from the perspective of CID. According to the
quantity and type of support force and its command relationship, we
have set up a force-level equipment support command agent with three
subordinated support units. Each support unit includes a command
agent and six support elements agents (maintenance, rescue, ammuni-
tion storage, equipment storage, service and technical reconnaissance).
In this simulation, 55 military industrial logistics agents are used to
demonstrate the real-world battle event. Command and be-commanded
relationship is formed between superiors and subordinates, and collab-
orative support relationship is formed between role agents in at the same
command level.

Through the above modeling tool developed by us, the simulation
model codes of military industrial logistics agent interaction protocol
are compiled in Microsoft Visual Studio 2010 compiler environment
with Qt 4.8.4 framework. The hardware environment for system oper-
ation: CPU Xeon 3.2 GHz, memory 32G, NVIDIA Quadro5000, and
Windows 764-bit flagship version. According to the structure of the
interaction protocol, six dynamic libraries including OrderCommand
ThroughChainofCommandProtocols.dll, representing different interac-
tion protocols, are generated. These dynamic libraries are embedded in
the “agent-based military industrial logistics simulation system” devel-
oped earlier by us, and the protocol is selected and used in the simula-
tion process by using the autonomous decision-making function of the
existing agents in the simulation system.
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Fig. 6. Simulation demonstration interface.

5.2. Simulation demonstration

Based on the proposed scenario, agent-based simulation demon-
stration is carried out using military industrial logistics agent interaction
protocol. The simulation demonstration interface is shown in Fig. 6,
which presents two-dimensional view on real-time simulation situation.
Of course, the process of battle damage generation and corresponding
operations management of battle damage assessment and repair by
using support resources and support force are also illustrated in Fig. 6,
from which we can see the running process of different role agents
performing support tasks by military industrial logistics agent interac-
tion protocol.

This research focuses on command behaviors in military industrial
logistics system. Since entity members from this real-world system in the
battle event are mapped into respective agents in the simulation system,
agent interaction behaviors are essentially used to reflect command
behaviors executed by these entities. In other words, according to the set
initial conditions, each agent runs independently on the specified virtual
battlefield, and the final simulation demonstration process represents a
real combat process. Therefore, once the simulation results are consis-
tent with the actual correct system behaviors, we can consider the
simulation model is reasonable. This fact means that the consistency
between a certain command behavior in actual combat and the simu-
lated command behavior in military simulation can be tested.

In addition, we introduce a metric, the correctness of command
behavior, referring to the credibility and accuracy of the simulation
results of a certain command behavior, which also indicates the stability
of the simulation system. If the simulation system runs k times, the
number of times a certain command behavior occurs in the i-th simu-
lation experiment is recorded as y; and the mean times is defined as ¥,
then the mean correctness of command behavior can be calculated as

C = %22;1 1- @) Its value range is [0, 1]. The closer C approaches

1, the more credible and accurate the simulation results are, and the
more stable the simulation system is.
Due to the randomness of simulation processes and results, a certain
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number of simulation experiments are needed to provide the statistics.
Specifically, if the simulation demonstration replications are too few,
that is to say, the sample of simulation results is too small, it is difficult to
evaluate the credibility and accuracy of the simulation results. Obvi-
ously, simulation results with high credibility and high accuracy can
help users to make decisions. However, there is no unified standard for
the credibility and accuracy of simulation results, so it is necessary to
determine the number of simulation experiments according to the actual
situation. The credibility and accuracy of simulation results are deter-
mined by confidence level and the half length of confidence interval,
respectively. In other words, the half length of confidence interval
should be minimized at a higher confidence level. Generally, at a given
confidence level 95%, when the number of simulation experiments ex-
ceeds 20, the half length of confidence interval can be calculated as L =
Z(%) x SD/VR, where a = 1 —CI, thus R = Z(&)* x SD?/L? (Wu & Liu,
2008; Yan & Pu, 2008). Here, SD represents standard deviation, CI
represents confidence interval, and R represents the number of simula-
tion experiments, i.e., the replications of simulation demonstrations in a
round of tests under the same scenario.

Through 30 simulation experiments, the correctness and the corre-
sponding standard deviation of each command behavior in the simula-
tion are calculated, and then the confidence interval and the half length
of confidence interval are determined. After multiple rounds of 30
replications of simulation demonstrations, it can be seen that the lower
bounds of the confidence interval of over-hierarchy command and
command of autonomous-regulated action are less than 0.8. In fact, 0.8
is usually regarded as a standard to verify the mean correctness of a
behavior model in the field of military simulation (Hu, Yang, Si, &
Zhang, 2008; Li, 2013). Through checking the simulation model, we can
determine that this is due to the insufficient number of simulation ex-
periments. In order to improve the credibility and accuracy of the
simulation results, that is, to reduce the half length of confidence in-
terval, it is necessary to increase the number of simulation experiments.
Given that the half length of confidence interval is unknown, we add 10
simulation experiments for each round of replications of simulation
demonstrations to determine the simulation times until the credibility
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Table 2
Comparison of statistics on the correctness of command behavior under 30 and
100 replications of simulation demonstrations.

Replications ~ Command behavior Mean SD CI: 95%
30 Command by level 0.9559 0.0285 (0.9457,
0.9661)

Over-hierarchy command 0.8048  0.0896  (0.7728,

0.8369)

Command of assigning task 0.8614  0.0606  (0.8397,

0.8831)

Command of requesting 0.8897  0.0710  (0.8644,

support 0.9152)

Command of self- 0.8494 0.0801 (0.8207,

autonomous cooperation 0.8780)

Command of autonomous- 0.8182 0.0904 (0.7859,

regulated action 0.8506)

100 Command by level 0.9489  0.0312  (0.9428,
0.9550)

Over-hierarchy command 0.8199 0.0808 (0.8040,

0.8357)

Command of assigning task 0.8416  0.0808  (0.8258,

0.8575)

Command of requesting 0.8725 0.0782 (0.8572,

support 0.8879)

Command of self- 0.8835 0.0775 (0.8683,

autonomous cooperation 0.8987)

Command of autonomous- 0.8411  0.0849  (0.8245,

regulated action 0.8578)

and accuracy requirement is reached, that is, the lower bounds of the
confidence interval of the correctness of all command behaviors are not
less than 0.8. When the number of simulation experiments is increased
to 100, the confidence interval can meet the credibility and accuracy
requirement based on the statistical analysis results of multiple rounds
of 100 replications of simulation demonstrations. Comparison of the
statistical analysis results of the correctness of six kinds of command
behaviors by running 30 and 100 simulation experiments is listed in
Table 2. Correspondingly, correctness of command behavior under 100
replications of simulation demonstrations is shown in Fig. 7.

In order to verify the consistency between the simulation experiment
results and the real-world system operation, we further present statistics
on the six most typical kinds of command behaviors and comparison of
the consistency, as shown in Fig. 8 and Table 3, respectively. Fig. 8
presents six histograms, which illustrate the distribution of the numbers
of times the six kinds of command behaviors occurs in 100 simulation
experiments, respectively. These statistical results show that they are
basically characterized by normal distributions. In Table 3, N is the
number of times a certain command behavior actually occurs in the
battle event mentioned above. n; represents the number of times a
command behavior occurs in the i-th simulation experiment, and AV is
the average value of n;. AV, and AV3 denote the average value of ab-
solute deviations and relative deviations between the number of times a
command behavior occurs in the simulation experiments and the actual
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number of times occurring in the battle event, respectively. SR is the
square root of the mean square of deviations between the number of
times occurring in the simulation experiments and the actual number of
times occurring in the battle event. These parameters can be calculated

100 1 100|n;—N|
as AV; = 10021 1711; AVy = 1002 |nl N|, AVs = 1 e

Too2i-1- > and
SR = mZi:1(ni *N)

We carry through verification, validation and accreditation (VV&A)
for the agent-based military industrial logistics simulation model. As
professionals engaged in the disciplines of military command, military
industrial logistics and command information system applications, four
military experts are invited to participate in this work. This work in-
cludes five aspects: conceptual model verification and validation,
simulation model generation process verification and validation, simu-
lation model function verification, simulation model execution valida-
tion, and model accreditation.

(1) Conceptual model verification and validation. In terms of the
conceptual model, on the one hand, we check whether the conceptual
model is constructed using right methods; on the other hand, we check
whether the agent interaction model is consistent with the interaction
process of the entity members in real military industrial logistics system.
Now that the concept model is verified and validated, we start the
follow-up work.

(2) Simulation model generation process verification and validation.
After performing conceptual model verification and validation, we focus
on simulation model generation process verification and validation. This
task is mainly to monitor and verify simulation execution. Specifically,
monitoring and verifying the simulation process of command behavior
under a certain military simulation scenario can be used to judge
whether simulation execution is correct.

(3) Simulation model function verification. When monitoring the
command interaction information data of a certain agent based on these
simulation demonstrations, we use the logic verification module and
find that the interaction process is strictly carried out according to the
interaction protocol, and there is no problem that the demonstration
process does not conform to the actual support process due to the design
defects of the interaction protocol. Therefore, military industrial logis-
tics agent interaction protocol satisfies the requirement of command
interaction between agents in this agent-based simulation system. In
other words, this agent interaction protocol model has been proved to be
feasible and effective.

(4) Simulation model execution validation. In terms of simulation
model execution, we verify whether the simulation system works well
and whether the simulation data is reasonable. As mentioned above, the
correctness of command behavior is focused on as the statistical
parameter for the simulation design. The results in Table 2 show that the
simulation purpose can be achieved when the simulation system runs
100 times. Referring to the numerical results and statistical analysis
from Fig. 7, Fig. 8 and Table 3, after consulting with military experts we
think that the agent interaction behaviors are basically consistent with
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Fig. 7. Correctness of command behavior.

11



X. Lietal Computers & Industrial Engineering 157 (2021) 107347

0.14
0.25 0.12
0.20 0.10
= 20.08
© 0.15 @
j53 [
[a] 0 0.06
0.10
0.04
0.05 0.02
0.00 - — — 0.00
38 40 42 44 46 48 50 52 54 25 30 35 40 45
Command by level Over-hierarchy command
[ I
0.16 0.25
0.14
0.20
0.12
>0.10 >0.15
2 2
s 0.08 3
0.06 010 \
0.04 \
0.05
0.02 S
0.00 000  —
30 35 40 45 50 275 300 325 350 375 40.0 425
Command of assigning task Command of requesting support
| |
0.175 0.200
0.150 0.175
A
0.125 / 0150
0.125
"g 0.100 E‘
S @ 0.100
© 0075 e
0.075
0.050 \ 0.050
0.025 \ 0.025
0.000 - —— ~— | 0.000 — S~
250 275 300 325 350 375 40.0 425 450 200 225 250 275 30.0 325 350 375 400
Command of self-autonomous cooperation Command of autonomous-regulated action

Fig. 8. Statistics on the six kinds of command behaviors.

12



X. Lietal

Table 3
Comparison between simulation experiment results and real war experiment
results.

Command behavior Real war Simulation experiment results
experiment results
N AV, AV, AVs SR
Command by level 47 46.41 1.67 0.0355 2.14
Over-hierarchy 40 38.09 289 0.0723 3.61
command
Command of assigning 42 41.03 245 0.0583  3.27
task
Command of requesting 37 3452 29 0.0784  3.47
support
Command of self- 35 3522 21 0.0600  2.61
autonomous
cooperation
Command of 32 30.66 232 0.0725 3.00

autonomous-regulated
action

the actual military industrial logistics experience. This fact proves the
validity and reasonability of the simulation system and corresponding
simulation data.

(5) Model accreditation. Table 2 and Fig. 7 show that command by
level has the highest mean correctness and over-hierarchy command has
the lowest mean correctness under 100 replications of simulation
demonstrations. According to the analysis of military experts, these re-
sults are consistent with the actual combat experience, that is to say,
command by level is relatively easy to implement, while over-hierarchy
command is the most difficult. Thus, our model can be accredited.
Considering the complexity of command behavior and the uncertainty of
simulation process, military experts also evaluate the statistical results
in Fig. 8 and Table 3 as justified. This justification means that the
simulation model can be approved.

5.3. Comparison with other methods

For some time, FSM, AUML and CPN have attracted the interest of
researchers in modeling of agent interaction protocol, as mentioned
earlier. FSM is a formal representation of state and state transition, and
is more suitable for describing the state transition of a single entity, since
its description of interaction sequence between multiple entities is weak.
AUML protocol diagram can be used to standardize the description of
interaction protocol between agents. Compared with the FSM method,
the description of interaction sequence between multiple entities is
stronger. However, its description of internal state and internal process
of agents is weaker. CPN is based on a strictly defined formal language
and has stronger description ability. Through CPN, model designers can
accurately express the interaction protocol, and can verify the protocol
based on CPN verification tools. Unfortunately, the CPN method is more
abstract and complex to master and use, which is not convenient for
military personnel to directly use for model description.

The results of case study have proven the convenience of our model.
Compared to the above traditional modeling methods, our method, with
more advantages, is more efficient, more accurate and easier to use in
agent interaction protocol modeling. The comparison with other
methods is listed in Table 4.

As far as representation forms are concerned, FSM, AUML and CPN
are useful modeling methods with graphical notation representation for
multi-agent interaction process. By interpreting the identified elements
of multi-agent interaction process into graphical units, they are conve-
nient to describe the conceptual model of real system activities. In this
research, we present CID oriented paradigm by absorbing the graphical
notation representation principles of these methods. In fact, the pro-
posed functional base classes for our agent interaction protocol and the
query process of an interaction protocol are described by UML class and
UML sequence diagram, respectively. However, our method provides
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graphical description for agent-based military logistics system model by
establishing its rule symbol system and forming visualization repre-
sentations of CID. This representation form is completely different from
FSM, AUML and CPN. Especially, our method provides interaction
protocol codes generation capability. This is an obvious advantage over
other methods.

As far as research procedures are concerned, it is difficult to provide
a systematic procedure to describe multi-agent interaction process for
military industrial logistics system, since it is a typical intelligent com-
plex social system. FSM, AUML and CPN all have state, interaction and
internal process description capability, by respective graphical nota-
tions. Of course, these description procedures themselves are complex.
In particular, it is difficult for FSM to describe correspondence of state-
interaction process. Further, the efficiency of model development and
VV&A reflects the performance of research procedures. In terms of
conceptual modeling, the development steps of the FSM and AUML
modeling methods are twice or more than our method. In terms of
simulation modeling, additional computer simulation codes need to be
written when using FSM, AUML and CPN. Although conceptual model
verification and validation of the above three methods are simpler than
our method, but the iteration times of subsequent simulation model
verification and validations are more, and the total number of iteration
times are also more than our method. In our research, formation of CID
involves conceptual modeling for military industrial logistics agent
interaction protocol. In other words, by building CID, the conceptual
model of military industrial logistics system can be constructed. Note
that this procedure is followed by simulation modeling and simulation
experiment by automatic transformation from conceptual model to
simulation model. Thus, by CID modeling tool, the above model can be
automatically transformed to executable simulation program codes to
support corresponding agent-based simulation. Because of the use of
executable conceptual model construction and subsequent automatic
generation of simulation model, our method focuses the main modeling
work on the conceptual modeling stage to avoid the problem of more
development iterations when implementing the agent-based simulation
model. Thus, compared with the traditional methods, our method im-
proves the efficiency of modeling for agent interaction protocol.

6. Conclusion and future work

At present, agent-based modeling has become a hotspot in the field of
military modeling. The purpose of agent-based military industrial lo-
gistics modeling is to demonstrate the individual and organizational
behaviors of the actual logistics system by mapping the entities to cor-
responding agents and analyzing the multi-agent interaction behaviors.
Thus, modeling military industrial logistics agent interaction protocol is
one of core tasks.

To overcome the challenging problem on the mechanism of trans-
forming conceptual model into computer simulation model automati-
cally, a CID oriented modeling method for automatic generation of
simulation codes is proposed. Based on the definition of graphical
symbols of CID, the conceptual model of military logistics agent inter-
action protocol is constructed. By presenting the method of CID simu-
lation model generation, the corresponding modeling tool is developed.
With a case study on military logistics operation simulation, the inter-
action protocol is constructed and implemented. The proposed method
and its feasibility and validity are verified.

Of course, the CID oriented modeling method has some details to be
improved and perfected, including graphical representations and
modeling tool. In the future, we will continue to improve the method
centering on the graphical notation system and logic checking function
to form a more general standard specification for agent interaction
protocol modeling, so as to improve the efficiency and credibility of
agent-based military modeling and simulation.
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Table 4

Comparison of related methods and our method.

Methods Representative work(s)

Overall description

Usability

Convenience

Efficiency

Development steps

VV&A steps

FSM Gupta and Gallasch (2016); Lee A behavioral view form

et al. (2012); Winikoff et al.
(2018)

AUML
et al. (2012); Panescu and
Pascal (2016); Terzidou et al.
(2018); Winikoff et al. (2018)

CPN Dworzanski and Lomazova
(2013); Liu and Heiner (2013);
Panescu and Pascal (2016)

CID Our work

for system state
description with
graphical notations

A process diagram view
form with graphical
notations

A CID oriented view form
with graphical notations

More suitable for agent behaviors in agent-
based military industrial logistics system
model

Belloni and Marcos (2004); Lee An agent interaction view More expressive for modeling agent activities
form in UML with
graphical notations

and data flows inside agent-based military
industrial logistics system model

Able to represent complex agent and
interaction process semantics in agent-based
military industrial logistics system model

Applicable to study agent state and behavior
process, including agent behaviors, activities,

Convenient to describe the conceptual
model of agent state and state transitions

Convenient to describe the conceptual
model of agent state and state transitions,
agent internal process, and interaction

Convenient to describe the conceptual
model of agent state and state transitions,
agent internal process, and interaction

Convenient to describe the conceptual
model of agent state and state transitions,

In the conceptual modeling stage, for each
command behavior, an initiator and a participant
with respective event lists need to be built. In this
way, the FSM development step is twice as much
as our method. In the simulation modeling stage,
on the basis of building conceptual FSM model, it
is necessary to write simulation model codes to
support simulation experiments.

In the conceptual modeling stage, at least one
static diagram and one dynamic diagram should
be constructed for each command behavior to
describe the structural type and behavioral type,
respectively. However, in our method, only one
CID model is needed for each basic behavior.
Thus, the AUML development step is more than
twice that of our method. Similarly, in the
simulation modeling stage, program codes need
to be written after building the conceptual AUML
model.

In the conceptual modeling stage, initiators and
participants can be designed into a CPN model for
each command behavior. Its development steps
are similar to our method. However, when
constructing the corresponding simulation
model, it is also necessary to write program
codes.

In the conceptual modeling stage, only one CID
model is needed for each command behavior. In

Iteration times of
conceptual model
verification: 1
Iteration times of
conceptual model
validation: 1
Iteration times of
simulation model
generation process
verification: 4 ~ 5
Iteration times of
simulation model
generation process
validation: 2 ~ 3
Iteration times of
simulation model

function verification: 6

~7
Iteration times of
simulation model

execution validation: 5

~6
Iteration times of

model accreditation: 1

Total number of

iteration times: 20 ~

24
Same as the FSM
modeling method

Same as the FSM
modeling method

Iteration times of
conceptual model

(continued on next page)
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