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a b s t r a c t 

Internet of Things or IoT is a rapidly growing network of interconnected ‘things’ embedded

with sensors to collect and exchange data over the internet without the need for human

intervention. As the applications of IoT continue to skyrocket, it introduces major security,

ethical, privacy, and legal challenges that have a substantial impact on our lives. There is

a need for a comprehensive overview covering all of these challenges. Therefore, this pa- 

per provides a clear overview of the security, ethical, and privacy challenges faced by the

common users and examines the current and emerging IoT laws and standards enacted

by governments across different countries to combat the vulnerabilities of IoT. Trust and

the potential challenges of smart contracts have also been discussed. In addition, the mul- 

titude of use cases described in this paper provides an insight into how the threats and

vulnerabilities of IoT influence our lives. This study emphasizes a need for globalized IoT

laws and that the common user be made aware of the security, ethical, and privacy threats

imposed by modern IoT devices. Lastly, this paper identifies the gaps and proposes certain

recommendations to direct future researchers.

© 2021 Elsevier B.V. All rights reserved.

 

 

 

 

 

1. Introduction

It was in 1967 when Lawrence G. Roberts was appointed as program manager for the ARPANET project, the development 

of internetworking protocols began piecing together a single network known as the Internet- a shorthand for internetwork- 

ing [1] . The 21st century has seen a massive advancement in technology, bringing the world closer through high-speed

internet available on our computers and mobile devices. Let it be texting, calling, shopping, or just surfing the web, every-

thing is within our grasp. We have adapted to this technology which is now considered a ‘smart’ ecosystem. A terminology

called the ‘Internet of Things’ or IoT, in short makes this possible. With IoT growing as a new business and consumer sector,

it exhibits us with immense potential of capabilities. 

The concept of IoT was first advised in 1999 by Kevin Ashton, the founder of MIT Auto Identification Centre, 1999. He

attributed it to an interconnected network of things connected with RFID i.e., Radio-Frequency-Identification Technology. 

RFID uses Radio waves and their automation to identify or authenticate objects, collect data, and control the objects. RFID 

comprises transmitters (tags) and receivers (readers). The tag acts as an identifier that transmits or communicates with the 

reader through radio waves, thus making RFID imperative for the Internet of Things. 
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Figure 1. IoT Five-Layered Architecture

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IoT comprises billions of intelligent interconnected ‘things’ in which humans and things can always be connected any- 

where and anytime exquisitely by any path or network [2] . ‘Things’ refer to any object that is an embedded system that

can transmit and receive information over a network and has a unique identifier. IoT uses sensors and devices to collect

data from the environment. The changes from the surroundings are noticed by the sensor and are sent to a device. Sensors

come in a variety of formats depending on the user’s needs in passive sensors, active sensors, or thermal, mechanical, elec-

trical, etc. These sensors forward their data to the devices. A device consumes the material and sends it to the cloud for

processing. The consumer’s device uses a gateway to transmit the data to the network within the cloud. This data is stored

in the cloud which in turn makes services and functions accessible [3] . IoT started projecting its growth from half a billion

inter-connected things in 2003 to around 25 Billion in 2015. By the end of 2020, IoT is projected to get 50Billion + things

connected to the internet [4] . 

But, as for all great things comes its downside, which is its limitations and negative adoption. As much as the applications

of IoT continually grow in the coming ages to make our lives more comfortable and smoother, the user’s security and data

privacy persist to be one of the biggest issues for IoT to date. Hackers can hack into data systems and steal user’s data or

breach a company’s database for malicious operations. Hence, the user would want assurance of security for their data to not

fall into the wrong hands. For this purpose, the governments ensure the accountability for data flow in the IoT framework

by playing a principal role in IoT handling and enacting regulations and laws upon the IoT companies to meet the demands

of the users as mentioned above [5] . 

In contrary to the wide-known benefits of IoT, its downsides are usually not touched upon. Although research has been 

carried out on the vulnerabilities of IoT like security and privacy, none has focused specifically on providing a comprehensive

overview of all the challenges of IoT together with reviewing the concerning laws in place. The contribution of this paper

is to provide a clear overview of the security, ethical, and privacy concerns faced by the users and to examine the current

and upcoming IoT-related laws and standards enacted by governments across different countries around the globe. Due to 

limited research highlighting the downsides of smart contracts, the challenges of smart contracts have also been discussed. 

This paper will identify the gaps and highlight the areas that should be focused upon by laying the ground for future studies

and research. The rest of this paper is organized in the following manner: Section 2 explores IoT architecture, applications, 

and use cases; Section 3 discusses smart contracts and its respective challenges; Section 4 reviews the security challenges of 

IoT; the ethical & privacy challenges posed by IoT are examined in Section 5; Section 6 discusses trust; Section 7 analyzes the

laws implemented by the governments and authorities around the globe concerning IoT; Section 8 presents the discussion 

and lastly, the paper is concluded in Section 9. 

2. IoT architecture, applications & use cases

2.1. IoT architecture 

IoT is a complex system, and for all the elements to be laid out ideally, the elements must peace together perfectly in a

systematic structure. A robust framework is necessary, and this is where the IoT Architecture comes into effect. Worldwide, 

researchers have projected a variety of IoT architecture models. 

The Five-Layered is a basic model and conveys the main concept of the Internet of Things. Although these scientists do

not agree on a single model, the most widely used is the Five-Layered Architecture as shown in Figure 1 , this framework
2
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Table 1

IoT Five-Layered Architecture Summary

Layer

Number

Layer Name Description References Examples

1 Perception Layer The Perception Layer is the tangible layer that uses

devices and sensors for the collection of data from the

environment

[7] RFID Tags, Sensors, Smart Gateways

2 Network Layer The Network Layer connects the devices to other smart

devices by the transmission of the data to the cloud

servers for processing

[7] Internet, Signal, Bluetooth

3 Middleware Layer The Middleware Layer links the database and matches

services with equivalent requesters as a software layer

[8] Cloud Network, Information Storage

4 Application Layer The Application Layer delivers the operation essential

services to the user that depicts large scale IoT

applications

[7] Smart Homes, Smart Cities

5 Business Layer The Business Layer can manage the overall system and

this layer builds assorted business models

[8] Business Models, Monitoring

Table 2

IoT Cloud Systems Architecture Summary

Layer Name Description References Examples

IoT Things Layer The IoT Things layer for the most part manages information sensing and

capturing. Things implanted with sensors and actuators form a part of this

layer

[9] Sensors, Smart Devices

Edge Layer In the Edge layer, the processing is carried out along the network’s edge.

This is an intermediate layer between the end-user and the cloud and

provides storage and processing functionalities to an enormous number of

IoT devices

[9] Smartphones, Routers

Fog Layer In the Fog layer, computing is shifted below to the Local Area Network for

information to be processed at IoT gateways or micro-data centers likewise

[9] Fog Nodes, Satellites

Cloud Layer The cloud layer focuses on big data analytics, industrial level databases, and

processing along with data warehousing. All these calculations are carried

out centrally in far-away cloud centers

[9] Cloud Storage, Cloud Servers

Fig. 2. IoT Fog-Edge-Cloud Architecture

 

 

formed the basis of IoT Architecture during the initial stages of IoT development [6] . All the five layers are discussed briefly

in Table 1 below. 

Researchers have suggested the need to incorporate fog-edge computing with IoT. IoT applications can run with real- 

time control along with the response time of milliseconds. FEC empowers planning and building a versatile and scalable IoT 

platform that underpins frameworks requiring solid detecting, analysis, incitation, examination, and control. The Fog-Edge- 

Cloud architecture of IoT Cloud Systems is discussed in Table 2 below. A pictorial representation of the layers is shown in

Figure 2 , this FEC architecture inherits the basic engineering of IoT [9] . 
3
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2.2. IoT applications 

IoT has its appositeness in this emerging technological industry. IoT is used in enabling Smart Homes, which makes use 

of NEST Thermostats, Smart Lighting, Real-Time Automation, Smart TVs, Home pods, etc. remotely, thereby eliminating the 

need for being physically close to the device. Smart Cities are now a reality, thanks to IoT. IoT optimizes and manages public

transport services, street lightings, surveillance of public places, garbage assembly, and much more. Wearables have made 

life more flexible by incorporating things such as smartwatches, heart-rate trackers, Fitbit, smart wristbands, and so on [10] .

It is practiced in the Healthcare sector, to better workflows in clinics and hospitals. The sensors and components of IoT are

used for monitoring and improving the estimations of the patient’s temperature, pulse, blood pressure and glucose level, 

cholesterol levels as so forth. IoT is practiced in Smart Agriculture in improving and monitoring soil quality and humidity, 

control small-scale climates for better crop yields and monitoring water and fertilizer levels, and much more [11] . Like-

wise, IoT is applicable in Industries. Sensors, software, analytics, and digitalized machinery make the job so much easier. 

Subsequently, the applications of IoT continue to escalate exponentially and influence our day-to-day life. 

2.3. IoT use cases 

The majority of the challenges in IoT arise from the domains of Smart Homes, Healthcare, Smart Wearables, Biometrics, 

Connected Cars, Retail, Smart Cities, and Smart Energy. To spark the discussion of the challenges of IoT, this section will

explore the use cases from these domains to illustrate and cover all of the security, ethical, privacy, trust, and legal issues

of IoT. 

1. Smart Homes

Use Case: AI Assistants 

Challenges: Consider the dome of smart homes wherein IoT services like Google Home, Apple Home, and Amazon Echo 

devices make up the smart ecosystem; whenever we say a phrase like ‘Alexa’ or ‘Ok Google’, the device turns on. It turns

out that for these devices to pick up on this prompt, they must be listening every time [12] . The device will sure turn on

and aid us with the task provided, but it also listens to our private conversations in turn violating our privacy. Also, this

raises an array of ethical issues as the user does not have control as to how this data will be recorded or handled. 

Use Case: Home Entertainment 

Challenges: Nowadays, almost all of the commercially available television sets (TVs) are internet-enabled. Some of these 

Smart TV companies collect their users’ information for evaluating their viewing patterns [13] . The manufacturers use the 

data for analytic purposes which results in the user’s data being sent to and fro from the device to the company without

proper encryption. These data collection schemes stem up ethical dilemmas and challenge the user’s data privacy. Users 

view this as a privacy threat. 

Use Case: Smart Locks 

Challenges: IoT-enabled door locks are not as secure as they seem to appear. Consider, for instance, the user does not

update their firmware or their device gets locked. Apart from limited manufacturers that have additional backup plans, the 

majority of the time the user will simply be locked out and will have to reach out to the device manufacturer creating

further hassle. Or for instance, the user’s connected app gets hacked. The attacker can now easily access the user’s home as

per his need. This simple example portrays that IoT can be a major threat to an individual’s privacy and security. 

2. Healthcare

Use Case: Disease Tracking 

Challenges: Disease Tracking has become popular in recent times as a way to limit the damage caused by an epidemic

or pandemic by observation and prediction. Take, for instance, contact tracing apps for tracing and limiting the spread of 

the coronavirus (COVID-19) pandemic. We are all familiar with how these apps work. These apps either use a centralized or

decentralized approach. The apps using a centralized approach have greater privacy issues like data breaching, movement 

& location tracing, and so on. These applications have been found to track and monitor the users without their consent.

There are certainly no laws on handling issues as such which is worrying given the fact that these apps are developed by

governments and higher authorities. A survey by Sowmiya et al. (2021) [14] found that the major concern of users who

use contact tracing apps is privacy (49%). Likewise, the authors also found that contact tracing apps are subjected to major

security attacks. This correlates to trust, as to whether the user can trust such apps or not? Unfortunately, given the above

circumstances, the answer is negative. 

Use Case: Behavioral & Emotion Detection 

Challenges: The IoT sector’s Emotion detection technology is used in the healthcare industry to improve user emotions 

[15] or in business sectors for facial recognition. Regardless of the applications, it is a multi-billion-dollar market now. 
4
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Despite this, these companies collect and store the user’s data without their consent. Another major issue is faulty results; 

the Association for Psychological Science says that there is substantial room for errors to accurately detect how a person is

feeling only using facial and emotion detection. Moreover, the NYU research institute AI Now, in December 2019 called for 

laws to stop government agencies and businesses from using emotion and facial recognition technology as the foundation 

of this technology is precarious and poses ethical and privacy risks [16] . 

3. Smart Wearables

Use Case: Fitness Trackers 

Challenges: Smart wearables are the most popular IoT devices. From heart rate monitors, glucose monitors, fitness track- 

ers, GPS, the applications are endless. Take, for example, fitness trackers. IoT enables these devices to track and gather your 

data, to help you monitor your progress. What most people don’t realize is that their data is also stored with the man-

ufacturers of these devices. These wearables transmit highly private information about your health and data. Sadly, these 

devices are the first to fall prey to potential attackers because they lack necessary security solutions due to their limited

hardware resources [17] . To put this into perspective, if you take your tracker with you every day for a run, the attacker can

accurately predict and figure out what time will be out and where. Not only the user’s security is at stake for this scenario

but also their private health data is disclosed. This potential scenario will, unfortunately, lead to the user losing trust in

these wearables. 

4. Biometrics

Use Case: Biometric Authentication 

Challenges: The IoT biometrics system used for authentication like fingerprint scanners, iris scanners, and voice recogni- 

tion is something that we experience in our daily lives. Imagine for instance, that this data of ours were to be stolen by a

hacker. This person will now use this data to pose as to gain access to confidential data [18] . The user’s security is now com-

promised. Besides this, there are numerous ethical and legal concerns as to who owns this biometric data- the individual 

or the company that accounts for the device? In cases where the individual works with secure or confidential information, 

should governments and agencies compromise the privacy of the user by tracking their habits? 

5. Connected Cars

Use Case: Self-Driving Cars 

Challenges: IoT-enabled cars can steer on ‘autopilot’ without the need for human intervention. This will make life easier, 

but the negative consequences of this scenario can be detrimental. Consider the 2018 lawsuit filed against Tesla after a fatal

crash in autopilot mode killed an individual. This is the fourth person to die when the car was on ‘autopilot’ mode [19] . This

scenario is exactly where these categories of IoT applications draw a thin line on trust and ethics. For one, it may be the

driver’s conscious mistake or one can argue that it was the machine’s fault. Regardless of the answer, trust sure is affected

from a negative perspective. Likewise, government intervention in these scenarios does not result in any favorable outcomes 

as simply current laws fail to keep such sorts of scenarios in check. 

6. Retail

Use Case: Shopper Targeting 

Challenges: Observing the hike in the retail industry in recent years, and currently due to the pandemic (home-deliveries, 

social distancing), no wonder that IoT is helping this industry bloom primarily by enhancing customer experience. Consider 

the 2012 case of Target wherein they mined their customer’s data for profiling resulting in a high school girl receiving baby

items like clothes and cribs encouraging her to get pregnant even though she was still in high school. It turned out that she

was in fact pregnant and had not told her family about it [20] . Now, an immediate question comes to mind that as these

companies are collecting information about us so accurately and in sensitive areas as pregnancy, what else do they know 

about us? The issue in this scenario was that Target and similar companies collect significant data about customers and use

it to their advantage. This violates the customer’s privacy and will also make the user lose trust as most people will start to

worry or over-obsess about choosing what information and credentials should be handed out to these companies and the 

devices that they manufacture. 

7. Smart Cities

Use Case: Surveillance 

Challenges: IoT-based smart cities incorporate mass surveillance using real-time monitoring and analytics to enhance 

public safety. The main problem with mass surveillance is that they pose a threat to the individual’s privacy and identity.

Imagine for instance, when you come across a CCTV at the local jewelry store, you instantly become self-aware of your

actions and become less freewheeling. The same is true for mass surveillance. Citizens tend to act out of time and place

when they realize that they’re being watched by government agencies and authorities. This prolonged surveillance also 
5
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raises privacy issues as information gathered from numerous sources is capable of identifying and labeling the individual. 

To further heighten the circumstances, there are now laws that protect against privacy infringements caused by CCTV or 

video surveillance. 

Use Case: Smart Parking 

Challenges: Smart Parking utilizing IoT frameworks is on the rise. The user receives live updates on the availability of park-

ing spots via a mobile application that enables the user to pick the best spot. This system relies on license plate recognition.

Handling of license plates is viewed as private data. As this personal data is being collected, it sets up ethical concerns as to

who can demand this data on what grounds. Could police or courts request this data for investigations or court cases? Or

whether a reporter and obtain the data for the public interest? Likewise, the individual’s identity can be revealed by long-

term location tracking. For instance, numerous visits to hospitals can reveal certain health conditions, or visiting political 

gatherings can uncover the individual’s political opinions and so forth violating their privacy [21] . 

8. Smart Energy

Use Case: Smart Meters 

Challenges: Smart meters are IoT devices that have the efficiency to record and report information related to energy 

consumption, voltage levels, billing, and other corresponding information to the user and the electricity supplier. Although 

this device is beneficial, it is also frequently subjected to several security attacks like forgery, jamming, or spoofing attacks 

for a plethora of malicious intentions depending on the attacker. Also, eavesdropping can be used to extract information 

on which devices are being used at what time such as medical or other appliances [22] . This raises privacy issues as the

attacker can also track and figure out the times when someone is at home or not resulting in casualties like burglary or

theft. 

3. Smart contracts

A smart contract can be defined as a computer program that encodes the arrangement between non-confiding partici- 

pants that is executed dependent on a set of pre-defined rules. A smart contract is a component of a blockchain transaction

that is deployed on blockchain frameworks [23] . Vending machines are referenced as the oldest piece of innovation iden-

tical to smart contract execution. Vending machines are independent automated machines that offer services and doll out 

goods when a form of payment like coins or e-cash is exchanged for the goods. These machines are programmed with

specific rules that could be characterized in a contract and can execute such rules [24] . The most popular mainstream plat-

forms supporting smart contracts are Hyperledger Fabric and Ethereum. Smart contracts and blockchain can be applied to 

IoT for device configurations, the recording of captured data from sensors, and micro-payments [25] . A survey conducted 

by Panarello et al. (2018) [26] examines the integration of blockchain in the context of IoT. According to the authors, the

research involving IoT and Blockchain is in its early stages, a great amount of research needs to be done to cover the specific

domains of IoT. And as of 2021, the research covering IoT-specific domains still remains unexplored to a great extent. 

3.1. Security 

The security of smart contracts is substantially important considering that even a single bug can prompt huge issues like 

exposed privacy and loss of money. For instance, the Decentralized Autonomous Organization (DAO), Ethereum was under 

attack in June 2016 because of a bug in their code that resulted in a loss of 60 million USD. A survey by Rouhan and Deters

(2019) [25] reviews the four primary vulnerabilities of Smart Contracts. They are discussed briefly as follows: 

1. Transaction Ordering Dependence (TOD): In Ethereum, if more than one transaction is invoked by the same contract,

the new state of the blockchain is affected by the order of these transactions.

2. Timestamp Dependence: Block timestamps can be manipulated by the attackers as they are set by the miners depen- 

dent on their local system time.

3. Mishandled Exceptions: In the event that an exception takes place in the called contract, it returns and terminates and

may fail to alert the caller contract.

4. Reentrancy Vulnerability: During contract calling, the execution of the current contract has to pause until the called

contract concludes. This gives a chance for the attacker to abuse the intermediate state of the caller contract to call

its methods multiple times.

Likewise, a survey of potential attacks on Ethereum contracts by Atzei et al. (2017) [27] listed 12 vulnerabilities that are

allotted by context to EVM, Solidity, and the blockchain characteristics itself. The attacks presented highlighted the typical 

cause of insecurities in smart contracts to be the difficulty of distinguishing their intended behavior and the real one. Most

of these vulnerabilities can be tended to by following accepted procedures for composing secure smart contracts, which are 

dispersed all through the Ethereum community and online Ethereum blogs [28] . 
6
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3.2. Privacy 

The user’s privacy is a significant challenge in smart contracts, especially while implementing smart contract applications. 

During transactions, the user initiates the function calls that are processed by the miners- the blockchain’s nodes. This can 

potentially be dangerous as sensitive and confidential data like voting data, medical records, or power consumption data 

could be leaked endangering the individual’s privacy [29] . 

In order to combat these privacy issues, frameworks like Hawk, Enigma, and Trusted Execution Environment (TEE) have 

been developed. These frameworks are discussed briefly below: 

1. Hawk: This framework has developed to create smart contracts that preserve privacy. Hawk receives a smart con- 

tract and a cryptographic protocol is automatically generated by its compiler. Privacy is ensured considering that the

manager does not uncover the private portion.

2. Enigma: Enigma is a Ethereum based decentralized computation network. Privacy is ensured alongside computation

to permit parties to share and store private data.

3. Trusted Execution Environment (TEE): TEE is able to ensure privacy alongside superior execution for sensitive and pri- 

vate information regarding smart contracts [25] .

3.3. Laws 

As the applications of smart contracts continue to flourish, they won’t be helpful if they are not enforceable legally. 

Contract law is a convoluted area in the domain of laws as conflicts often emerge over the understanding of terms. The

principles of contract law trace all the way back to medieval England. Looking at the current age, the laws like UETA and

ESIGN take into account smart contracts to be authorized. Hereby, blockchain-based smart contracts ought to be viewed as 

a legally binding statement under the UETA and ESIGN laws, and subsequently, be available for novelty and development 

now [30] . 

Currently, an international framework explicitly intended for smart contracts does not exist. Arguably, the fact that there’s 

a lack of specific guidelines for smart contracts does not imply that the current legislation does not apply to them or that

they are unregulated by any means. Smart contracts face similar issues as conventional contracts in deciding legality as the 

contract would be interpreted voidable if the contract would be executing illegally. Hence, the currently existing contract 

law frameworks are adequate to integrate smart contracts without the necessity to forge new legal divisions [31] . 

4. IoT security

One of the greatest challenges forestalling the growth and implementation of IoT in our lives is security. The security of

IoT devices is compromised due to the poorly secured nature of these interconnected devices. Tending to these challenges 

and guaranteeing security for the user must be of utmost priority. As these innovations are evolving and integrating into 

our daily lives, the users need to believe and trust in these devices and that their data is secured [32] . 

4.1. Security attacks 

The credits of numerous IoT applications pose unique and advanced security challenges. The full spectrum of security 

attacks is explored in this section categorized under four major types. 

Physical Attacks 

1. Node Tampering: Attackers use Node Tampering by materially having the complete node or a part of it like the Key

Node replaced or taken under control to leak information [33] .

2. Malicious Code Injection: A Malicious Code Injection is performed by injecting malicious code into the sensor by using

a USB stick for instance and gaining control of the user’s info.

3. Malicious Node Injection: The attacker installs another malicious node interconnecting the original nodes of the IoT

system, thereby accessing the data between the nodes [34] .

4. Sleep Deprivation Attack: The attacker can disturb the sensor’s sleep cycle which it employs to enhance its battery life

by causing it to stay awake hereby draining its power and inducing a shutdown [35] .

5. Physical Damage: Attackers can directly damage the IoT component like sensors and tags. For example, at shopping

malls, shoplifters can remove, damage, or replace the tags as per their vicious motives [36] .

Network Attacks 

1. RFID Spoofing: The intruders can manipulate RFID tags by carrying out onslaughts such as RFID Spoofing, by success- 

fully imitating legitimate RFID tags [37] .

2. MITM Attack: The attacker gains access to two nodes thereby controlling and modifying the communication between

them remotely.

3. RFID Unauthorized Access: The attacker is able to wield the tags and modify it as per their demand as they are acces-

sible by everyone.
7
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Table 3

Summary of IoT Security Attacks and their Layers of Occurrence

Attack Type Attack Name Attack References Layer

Physical Attacks Node Tampering [33] Perception Layer

Malicious Code Injection [34]

Malicious Node Injection [34]

Sleep Deprivation Attack [35]

Physical Damage [36]

Network Attacks RFID Spoofing [37] Network Layer

MITM Attack [38]

RFID Unauthorized Access [38]

Sinkhole Attack [38]

Traffic Analysis [39]

Sybil Attack [39]

Eavesdropping [39]

Flooding [40]

Encryption Attacks Side-Channel Attack [41] Middleware Layer

Cryptanalysis Attack [41]

Software Attacks Social Engineering [42] Application Layer

Viruses and Trojans [43]

Malicious Scripts [43]

Phishing Attack [44]

DoS Attack [44]

DDoS Attack [44]

Software Attacks Business Logic Attack [45] Business Layer

Zero-Day Attack [45]

 

4. Sinkhole Attack: All the traffic from the wireless sensor nodes (WSN) is directed to one point which leads to dropping

the packets instead of it reaching their original destination [38] .

5. Traffic Analysis: Hackers can collect valuable information by deciphering and analyzing communication patterns from

messages using Traffic Analysis.

6. Sybil Attack: Social media networking sites are falling prey to Sybil Attacks wherein a single node can have multiple

identities meaning the intruder can be at multiple locations at a given time.

7. Eavesdropping: Intruders can listen in on conversations, interpret the messages and read them [39] .

8. Flooding: The attacker repeatedly floods the IoT system with new connection requests until it has reached its capstone

[40] .

Encryption Attacks 

1. Side-Channel Attack: This attack involves the handling of information produced by encryption devices to retrieve the

key which the device is using.

2. Cryptanalysis Attack: Poorly encrypted devices are subjected to Cryptanalysis Attacks wherein the goal of the attacker

is to retrieve the plaintext by finding the encryption key by zeroing in on the ciphertext and then breaking the

encryption [41] .

Software Attacks 

1. Social Engineering: The attackers use an attack flow to exploit the cyber vulnerabilities in the IoT system, and by using

attack vectors they can gain unwarranted access to the system. They can infect the system with attack vectors like

Social Engineering [42] .

2. Viruses and Trojans: Malware like Viruses and Trojans can get into the system and lead to an array of outcomes such

as tampering, stealing the data, and so on.

3. Malicious Scripts: Malicious Scripts can exploit the vulnerabilities of the user’s system [43] .

4. Phishing Attack: The user can fall prey to phishing from fake emails or websites.

5. DoS Attack: A Denial of Service (DoS ) attack can be launched giving the attacker full access to the application layer

and conjointly denying access and blocking legitimate users.

6. DDoS Attack: A Distributed Denial of Service (DDoS ) attack is similar to the DoS attack and works by conjointly deny-

ing access and blocking legitimate users [44] .

7. Business Logic Attack: The intruder takes advantage of the programming, validation, or encryption flaws in the business

layer and earns access to the information passed on between the user and the application database.

8. Zero-Day Attack: This attack capitalizes a security hole or an issue within the application without the user’s knowledge

or approval [45] .

A summary of the IoT security attacks and their layers of occurrence is demonstrated in Table 3 . 
8
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5. IoT challenges

5.1. Ethics 

Ethics was first established in the 3rd century BC by Aristotle as a philosophical discipline. It stemmed up from the

words ‘Ethica Docens’ which meant teaching a philosophical reflection about critical and analytical action [46] . Ethics may 

be considered as a Science of Conduct. We guide and define our behaviors via moral values, ethical principles are how these

values are applied- whether they are right or wrong, just or unjust, is what is incorporated into ethics [47] . In the realm

of IoT, ethics is concerned with the legitimate regulation of human activities towards themselves and others, meaning they 

define what is right or wrong and good or bad correspondingly. 

5.2. Ethical issues 

There are certain challenges and issues posed in the ethical domain of IoT. They are derived from the central ICT ethical

issues comprising accessibility, privacy, property , and integrity of information . The primary ethical issues are examined in this 

section. 

1. Difficult Identification : Objects need to be identified to connect to IoT. The data collected by these innumerable objects

makes it difficult to identify the owner of the particular object accurately. Collecting this data without the user’s

consent needs to be addressed in the IoT system as it is a significant issue.

2. Ambiguity : The growing number of IoT objects makes it difficult to identify and set system boundaries as the contrast

between natural and artificial artifacts and beings diminishes as one category can easily transition into another due

to the advances of technology.

3. Unpredictable Behavior : As humans are getting integrated into the IoT environment of things, devices, and artifacts,

these interconnected things may instinctively interfere in their everyday tasks unexpectedly, hereby changing the

scheme of events [48] .

4. Public and Private Border Line : Due to the absence of clear-cut boundaries, the IoT system may fail to distinguish

between public data and private data as both are collectively collected by the sensors [49] .

5. Difficult Control : Due to the consistently expanding number of devices, hubs, switches, and data, centralized gover- 

nance and control will be ceased. As the amount of information continues to rise, the data transfers will become

much quicker and more economical as per the demand which will result in a lack of control that leads to further

susceptibilities [48] .

6. Life Threats : A breach in the IoT network can harm our lives directly as we share a collective environment with the

IoT system. For instance, a data breach in a Smart Home can cause thermostat fluctuations putting individuals at risk

towards abnormal temperatures, likewise, a breach in a Smart Car may prompt misinterpretations and errors relating

to street mishaps [49] .

5.3. Privacy 

The definitions from the Oxford Dictionary Online and Princeton University recognize two principal parts of privacy; 

the first alludes to the affected individual and the option to build up a separate space, and the second to the public and

the limitations of others admittance to the individual’s space. These definitions cooperate to figure an idea of a boundary 

between an individual and the surrounding area, centering on the delimitation of the individual’s boundaries which portrays 

the idea of privacy [50] . 

The growth of IoT is consolidated into most uses of our life such as phones, home appliances, sensors, automobiles, 

smartwatches, medical monitoring devices, and large-scale foundation frameworks. Retaining our privacy becomes a trou- 

blesome errand due to this colossal amount of information. As these frameworks continue to grow, they raise privacy issues 

as these gadgets have their control and monitoring methodologies digitized and associated with the Internet. Hackers can 

penetrate through critical information effortlessly as it is accessible through the internet. This will lead to casualties as the 

victim’s data is exploited [51] . Hence, the issue of guaranteeing appropriate insurance for the user’s privacy is essential. 

5.4. Privacy threats 

Threats that violate the user’s privacy leads to potentially adverse effects. The most widely recognized privacy threats 

are reviewed in this section. 

1. Identification : The most prevailing threat associates an identifier, for instance, name, address, personal data with the

user. This process termed Identification can empower and provoke other threats like Profiling and Tracking. The user

can primarily be identified by camera surveillance, fingerprinting, and speech recognition mechanisms. This newfound

identity can be associated with a particular privacy-disregarding setting which is a potential threat to the user’s life

[52] .
9
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2. Social-Based Personalization : The exponential growth of Social Media Companies over recent years has made a tremen- 

dous online vault of real identities. They store rich data about their users, including genuine names, emails, friend lists,

socioeconomics, individual photographs, location, and so on. They utilize this data for customizations, search, and in- 

ternet showcasing. Due to the impact of these networks on our current lives, individuals are frequently ready to

uncover more private data than normal. This leads to unwanted circumstances. In 2008, 8% of U.S. organizations em- 

ploying 10 0 0 + workers had terminated an employee due to unwanted information being released into social media.

Large companies permit third-party applications to get to their users’ profiles through an Application Programming

Interface. Hackers can access the victim’s social information through the API easily which compromises their privacy.

3. Behavioral Profiling : Behavioral profiling is the act of gathering long-term information about the user’s activities and

personalizing the user interface from that data. This act has become popular over recent years in web-based search,

internet ads, and e-commerce companies. As mentioned earlier, behavioral profiling tracks a wide scope of user ac- 

tions over a long period of time using browser cookies with practically zero consent of the user. This induces un-

solicited marketing. Besides, for promoting products using advertisements, companies like Google connect behavioral

profiles to their server accounts for the ads to be shown across computers and mobile devices, resulting in a likelihood

of other people gaining access to the user’s personalized and private content [50] .

4. Privacy-Violating Interaction and Presentation : Privacy-Violating Interaction and Presentation relies on passing private

data through a public medium and in action uncovering it to an undesirable crowd. Many IoT services are based on

substantial user interaction. These interaction and presentation system can be observed by people in the region as it

is public. Personal information and private data can be traded by this system and the inherent user which can put the

user’s private data at stake. In a smart city, for instance when the user may ask for directions to a specific restaurant

or medical clinic, if the information is displayed on a nearby public presentation display, visible to the bystanders,

now potential delinquents may take notice and use that information for their acquisitions [52] .

5. Location-Based Personalization : As the technology industry continues to advance, wireless fidelity and GPS services are

becoming more and more accurate. This has led to the development of mobile applications that can track the precise

location of the user using effective application programming interfaces and frameworks to offer location-based offers

at that specific location [50] . A survey by Tsai et al. (2003) [53] computed the likelihood of location-based harms.

They found that annoying advertisements, the intrusion of private space, the revelation of the user’s house, revealing

private activities, being stalked, and being spied on by the government were the top reported concerns.

6. Localization and Tracking : Like Location-Based Personalization, Localization and Tracking follows the danger of record- 

ing the user’s area and location. This is achieved with the help of Identification wherein the user is associated with

an identifier. This threat violates the user’s privacy when they do not have a command over their location data and

are unaware of its revelation. The growing passivity of data collection mechanisms has led to the unawareness of the

users as to when they are being followed and tracked. Another challenge includes data trails by revealing the user’s

identification in addition to their location and activity being tracked hereby putting them at unwanted risk [52] .

7. Lifecycle Transitions : When IoT items are sold, used by their proprietor, and finally disposed of, the user assumes that

all the data is erased by the object. In reality, these smart devices frequently store enormous measures of information

about their own history and set of experiences all through their whole lifecycle. This is regarded as a Lifecycle Transi-

tion. As the ownership of the device is transferred to another user, the original data of the first user including private

documents, photos, and videos may still be existent. This could result in disclosing sensitive information of the user

and violating their privacy [54] .

8. Inventory Attacks : Inventory attacks allude to the unapproved assortment of data about the presence and attributes

of individual things. Counterfeit gatherings can query and manipulate this to assemble a stock inventory of things at

a particular location. Burglars and criminals can utilize this inventory data for focused break-ins at people’s houses,

workplaces, factories, and so on. Also, law enforcement and different specialists could utilize this attack to lead un- 

warranted searches. This leads to the disclosure of private information on things deemed as personal interests.

9. Linkage : The danger of Linkage comprises connecting distinctive already isolated systems with the end goal that the

combination of information sources uncovers data that the subject did not uncover or did not have any desire to

reveal to the previously secluded sources. The dangers of unapproved access and breaks of private data increments

when frameworks work together to consolidate information sources by bypassing privacy and security protection

systems. Lastly, privacy can be violated by the Linkage of information sources and frameworks by re-identification of

anonymized data which possesses additional threats [52] .

6. IoT trust

Trust is one of the most important aspects of building and maintaining relationships. A lack of trust can cause the re-

lationship to fail or break. As we know, the Internet is hardly associated with ‘trust’ or ‘trustworthy’. The common people

are becoming increasingly aware of the negative aspects of the Internet and technology in general. This lack of trust causes

people to be more mindful of their data and to try to avoid or limit exposure to the Internet. But that task is rather impos-

sible in today’s age [55] . A survey by Allhoff and Henschke (2018) [56] discusses the foundational ethical issues of IoT. The

authors argue that trust is reliant on ethical issues like privacy, informed consent, information security, and physical safety 

and that these issues exist as concatenation and integrate into myriad ways. This is essential to recognize as when there’s
10
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a breach in the user’s data, their privacy and security are compromised and informed consent is disregarded. This leads to

trust issues amongst the user which in turn can spark a series of questions in the user’s mind as to who or what can they

trust? or how trustworthy is this particular organization or object? ultimately causing the feeling of panic and insecurity 

amongst the individual. 

Trust dictates the world of IoT alongside as these smart ‘things’ are being incorporated into our daily routines increas- 

ingly. For users to rely confidently on IoT and smart devices, they need to first make sure that these components are trust-

worthy. They need to believe and trust these devices that their data is secured. To combat this problem of ‘untrustworthy’ 

devices, various Trust Frameworks are being incorporated into the markets. These frameworks can be a potential step to 

bridge the issue of trust. Trust can be deciphered by trading ‘assurance’ by the involved parties. The U.S. government now

plans, fabricates, and deploys Trust Frameworks [57] . Similarly, governments can enact laws to protect their citizens which 

in turn will allow the users to trust these smart devices knowing that there are laws enacted in their favor. 

7. IoT laws

Having a legal framework can diminish potential user risks and ensure a proper flow of the IoT markets. The users will

also feel secured as they can trust and rely on this structure of laws in their favor [58] . To ensure security and protection

to the user that their data is secure and kept private, the authorities should consolidate distinctive existing laws like the

Electronic Communication Privacy Act and other laws like HIPPA, FIPPS and enact new laws that target IoT directly and can

minimize the risks and unwanted hostile activities [59] . 

7.1. Review of IoT laws worldwide 

This section will discuss the current laws and standards of nations that extend to IoT. These laws are enacted by individ-

ual countries to protect their citizens from the vulnerabilities and threats of IoT. 

7.1.1. Asia 

India: In India, a particular law planned for Data Protection is non-existent. India’s Information Technology Act, 2011 deals 

with the affairs of data protection. Under this act, Section 43A commits corporate elements to maintain sensible security 

practices to shield the individual’s private data. Section 72A ensures the right to privacy and deems the disclosure of the

individual’s private information without their consent as a punishable offense. Both the sections referenced above do not 

deal with data protection directly. A set of rules called Information Technology (Reasonable Security Practices and Procedures) 

Rules, 2011 characterize individual information and expand on the means to gather and hold such information [60] . However,

these rules are inadequate against the enormous data gathered by the IoT system. India does not yet have a committed law

overseeing IoT and its operations. India has issued the Draft Policy on Internet of Things to make an administrative system

and a policy for utilization of IoT in India by different com panies and stakeholders. This policy issues a governance structure

that incorporates a legal framework, an advisory committee, and a governance committee for providing guidance and to take 

decisions on the extent of IoT [61] . But this policy is inadequate as it fails to sufficiently cover the extent of IoT activities

and to maintain a governance structure for the same. The legal groundwork for IoT in India is lacking in development and

not enough to meet the current challenges and threats posed by IoT. A review by Kethareswaran (2017) [62] surveyed the

current state of the laws and policies geared towards IoT by the Indian government. The paper implies that the current laws

and policies are not assuring enough to counter the vulnerabilities of IoT. The legal structure must be upgraded to meet the

current necessities. Up to date, there has been no advancement by the Indian government to enact a law or draft a policy

specifically to target the threats of IoT. 

China: In 2017, China put forth its primary Cybersecurity Law titled Cybersecurity Law of the People’s Republic of China in

which came into being on 1st June 2017 and covers the preservation and protection of personal information, legal liabilities, 

operators’ commitment for their behaviors, and so forth [63] . Following this, they put forth the Information Security Technol-

ogy – Personal Information Security Specification in May 2018. A revised version of the Specification has been enforced from 

1st October 2020. This bill covers privacy policies that enterprises have to follow, enhances the protection of biometrics, and 

consents along with other recommendations regarding the compliance system that adheres to their Cybersecurity Law [64] . 

China also has several important laws covering cybersecurity and information security like: 

• CAC: Administrative Measures on Internet Information Services
• CAC Rules on Security Protection for Critical Information Infrastructure
• Cyber Sovereignty
• Security of Product and Service
• Security of Network Operation (Classified Levels Protection, Critical Infrastructure)
• Data Security (Category, Personal Information)

Although these laws do cover digital security and IoT indirectly, they do not address specific countermeasures to combat

vulnerabilities and threats particularly provoked by the Internet of Things. As of now, there are no laws or guidelines that

outline data ownership of data produced by IoT devices. The legal rights on the utilization of this data are still a subject of

discussion. 
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Japan: T he Act on the Protection of Personal Information (APPI) was enacted in 2003 regarding data protection. This took a

hit in September of 2015 as a series of eminent data breaches took Japan by storm thereby making the APPI seem outdated.

In response to this. Japan put forth an amended APPI on 30th May 2017. This APPI extends to all business operators to

adhere to strict guidelines incorporating the handling of personal data and states the penalties against future data breaches 

[65] . Japan also released The Basic Act on Cybersecurity in November of 2014. This act set the basic standards of cyberse-

curity policies alongside explaining the duties of the citizens, private and governmental firms. It also laid out a framework 

for cybersecurity policies [66] . Alongside, Japan also released a Cybersecurity Strategy in July of 2018 intending to enhance

economic vitality and a secure society for its citizens. This strategy also touches on the vulnerabilities of IoT by addressing

international standards and improving the structural framework of IoT. It also highlights the need to prepare vulnerability 

countermeasures for IoT [67] . Although, there ’ haven’t been any specifically planned countermeasures for IoT published by 

Japan yet. 

United Arab Emirates (UAE): The UAE published its Regulatory Policy titled Internet of Things (IoT) on 22nd March 2018. 

This policy encompasses data protection guidelines consisting of storage limitation and data minimization; it enforces high 

encryption standards that the IoT companies should meet and provides Type Approval regulations and penalties against the 

policy [68] . By UAE taking a step forward in establishing a legal policy for the IoT ecosystem, other Middle East nations have

also begun working on and developing their own policies concerning IoT. 

7.1.2. Europe 

European Union (EU): The EU has consistently been ahead of the world regarding tending towards privacy and protection 

concerns of its citizens. They published the EU Regulation 2016/679 on 25 th May 2018, in which they issued a set of rules

catering towards informed consent covered in Article 4(11), Article 6(1)(a), and Article 7. Within the same regulation, Article 35 

focuses on the assessment of impacts regarding data protection; Article 50 focuses on the term international cooperation and 

Article 80 is geared towards efficient judicial countermeasures for organizations and firms [69] . Europe has put forth three

directives that cover cybersecurity. They are- EU Directive 2013/40 that deals with cybercrime [70] ; EU Directive 2014/53 that

deals with radio equipment handling [71] and EU NIS Directive 2016/1148 that deals with cybersecurity [72] . It is noteworthy

to mention that none of these three directives mention IoT or its vulnerabilities directly. The EU put forth the General Data

Protection Regulation (GDPR) on May 25 2018 a broad step towards data protection under which most of these types of issues

fall. The GDPR implies a strict exacting cycle that IoT manufacturers have to follow throughout the lifecycle of the IoT device.

It has a separate section covering the machine-to-machine area extending the privacy laws towards machine data as well 

apart from private data. Moreover, the GDPR ensures a smooth flow of information within its territory and gives guidelines 

to companies towards hiring a Data Protection Officer who looks over data protection and security concerns [73] . EU’s new

Cybersecurity Act of 2019 will fortify the capacity of the European Union Agency for Network and Information Security or 

ENISA to aid the member states to address the cybersecurity risks. This act addresses IoT devices by urging authorities 

to take action against the vulnerabilities of IoT [74] . EU’s ET SI T S 103 645 standard based on the UK’s Code of Practice for

Consumer IoT Security touches upon the cybersecurity of user-related IoT devices. It includes a list of provisions to regulate 

and boost the user’s digital security and privacy [75] . Apart from this, the EU also created the ePrivacy Regulation (ePR) that

will replace the ePrivacy and Electronic Communications Directive of 2002. The ePR was set to release on the same date as

the GDPR on the 25 th of May 2018 but has yet to be implemented. The ePR focuses on data privacy as compared to the

GDPR’s data protection. The ePR covers over-the-top services, cookies, spam marketing, public Wi-Fi, and IoT. It ensures and 

promotes a secure electronic communication of information in the IoT system incorporating IoT networks and IoT devices 

[76] . 

UK: The Government launched a proposal titled Regulatory Proposals on Consumer IoT Security in May 2019 and published 

a response to the consultation on this same proposal a year later on 27th January 2020. This policy is targeted towards the

improvement of the user’s data under IoT security and aims to ensure strong cybersecurity built into the IoT devices before

the user gets a hold of the device. The UK Government will be able to achieve this by ensuring that the manufacturers must

make sure of a unique and strong password to be set, they must ensure a public purpose of contact for reporting vulner-

abilities, and a base time of potential security updates should be mentioned at the time of purchase [77] . The Department

for Digital, Culture, Media and Sport (DCMS), in conjunction with the National Cyber Security Centre (NCSC), published the 

Code of Practice for Consumer IoT Security in October of 2018. It distinguishes 13 priority principles that manufacturers, de- 

velopers, and retailers ought to follow when they produce and supply IoT services. These principles aim to safeguard user 

security and privacy, simplifying their safe use [78] . 

7.1.3. The United States 

The US issued the Federal Privacy Act of 1974 which indirectly applies to IoT data usage. The Health Insurance Portability

and Accountability Act (HIPPA) , 1996; the Children’s Online Privacy Protection Act (COPPA) , 1998 and Electronic Communication 

Privacy Act (ECPA) , 1986 are geared towards regulating Data Privacy. Unfortunately, these laws were not composed in light 

of IoT, as IoT had yet to be introduced during the enactment of these laws [79] . The US Federal Trade Commission founded

on 26th September 1914 looks over consumer protection. This includes cybersecurity and malpractices in the IoT ecosystem 

[80] . On the 1st of January 2020, California put forth their IoT Law in Senate Bill No. 327 which is the first law catered

specifically to IoT in the US. This bill goes over the IoT devices that are sold in California to be met with reasonable security

features by the manufacturers [81] . Following this, Oregon passed House Bill 2395 that took effect from January 1st, 2020.
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Based on California’s SB 327, this bill requires manufacturers that sell internet-enabled devices in Oregon to outfit the gad- 

gets with “reasonable security features” intended to ensure against unapproved access, disclosure, or destruction. However, 

this bill only focuses on home devices [82] . This bill mirrors the country’s developing attention to the significance of secu-

rity and privacy guidelines. The U.S. Department of Commerce’s federal laboratory, the National Institute of Standards and 

Technology (NIST) put forth the Considerations for Managing Internet of Things (IoT) Cybersecurity and Privacy Risks in June 

2019 which is an introductory report on cybersecurity risks and mitigation measures incorporating IoT targeted towards 

federal and private companies and establishes a foundation for a planned distribution of reports concerning similar matters 

[83] . Following this, in May 2020, the NIST put forth their final draft report titled Foundational Cybersecurity Activities for

IoT Device Manufacturers which contains recommended voluntary activities intended for manufacturers should follow before 

implementing their respective IoT gadgets [84] . Moreover, US Congress put forth the IoT Cybersecurity Improvement Act of 

2019 on March of 2019 that aims to increase cybersecurity by influencing the Federal Government’s procurement power. 

It aims to reinforce the cybersecurity requirements of IoT devices on a broader spectrum [85] . The UL Safety Test Institute

presented an IoT Security Rating with five distinct degrees of security, namely Bronze, Silver, Gold, Platinum, and Diamond 

in late 2019. This assessment cycle surveys basic security parts of smart devices against regular attack mechanisms on IoT 

devices to build a security baseline [86] . This will allow users to make better purchasing decisions and create transparency

in the IoT market. Although security experts question the validity of these ratings and that these ratings may contribute 

towards a false sense of security. 

7.1.4. Australia 

The Australian Government established the Cyber Supply Chain Risk Management in November 2019 and the Critical In- 

frastructure Centre established the Best Practice Guidance Supply Chains . The former is geared towards mitigating risks in the 

cyber supply chain while the latter provides guidance for critical infrastructure operators to manage and mitigate foreign in- 

volvement risks [ 87 , 88 ]. Although these two publications cover cybersecurity, they do not cover IoT directly. Following this,

a code of practice labelled Securing the Internet of Things for Consumers was released in November 2019. This Draft Code

contains 13 principles directed towards the IoT system. It focuses on software and communication security, strong password 

encryptions, secure software updates, and suggests a vulnerability disclosure policy to be used by firms in practice [89] . This

draft code put forth by Australia is the only legal document geared directly towards IoT and has the potential of becoming

an accepted norm despite it being non-mandatory. 

7.1.5. Latin America 

Brazil: In June of 2019, the government established the National Internet of Things Plan . It is a result of Brazil’s sustained

endeavors to expand the adoption of IoT for socio-economic profit. This plan is a push to utilize IoT to drive a technological

revolution across the economy of Brazil [90] . This plan is the first law that addresses IoT directly but there is a lack of

emphasis placed on how to combat IoT’s vulnerabilities as more emphasis is placed on the development of IoT. 

Argentina: In 2017, Argentina dispatched a Public Consultation on IoT to cultivate the improvement of the IoT. The need 

for IoT regulations and increased security was also discussed but the main aim was to promote the development of IoT [91] .

Chile: Chile’s primary data protection Law 19.628 also called the Chilean Data Protection Law or CDPL focuses on privacy 

protection. Another regulation Article 19 No. 4 and No. 5 of the constitution addresses data protection to a degree and Law

19.496 is the Consumer Protection Law also touches on private data processing [92] . There hasn’t been a dedicated law for

IoT nor it has been addressed directly in any of these data protection laws. 

Thus, considering the status of the laws of these countries, the Latin American nations have various levels of growth 

and this sets up a tremendous deviation between the domestic legal structures. As the level of IoT advancement has not

yet flourished in these nations, there have been no laws that address the threats of IoT but instead, a few laws that gear

towards driving up the development of IoT as witnessed above. 

7.2. International laws and standards 

This section discusses the laws covering IoT on a global level wherein several nations have enacted laws and standards 

together to protect their citizens on an international level. 

Statement of Intent Regarding the Security of the Internet of Things: From 29 th to 31 st July 2019, the representative

ministers from five countries including Australia, Canada, New Zealand, the United Kingdom, and the United States of Amer- 

ica, the Five Eyes partner nations signed the Statement of Intent Regarding the Security of the Internet of Things to discuss

the security and cybersecurity threats posed by IoT and to protect their citizens from these threats. The representatives of 

these 5 countries acknowledged that the growing spur of IoT devices poses significant vulnerabilities and various security 

and privacy issues and that the safety of their citizens is the topmost priority. They agreed to collaborate and work together

to implement and maintain laws ensuring the improvement of the security of IoT devices and to encourage like-minded 

nations to engage and contribute towards improving IoT security [93] . This is the only legal document that enforces laws

on IoT on a truly international level to date apart from international standards. Although the nations agreed to encourage 

like-minded nations to contribute, there has been little involvement by other nations so far. A new global law covering IoT

has yet to be implemented by these nations together as they had discussed in their statement. 
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International Standards: These standards are developed by international organizations can provide individuals and or- 

ganizations a universal stand on IoT security. Four organizations that majorly contribute to the field of IoT with their stan-

dards. They are the International Organization for Standardization (ISO), International Electrotechnical Commission (IEC), 

International Telecommunication Union (ITU), and the Institute of Electrical and Electronics Engineers (IEEE). A review by 

Miloslavskaya et al. (2019) [94] reviewed all of the current international standards addressing IoT set by these organizations. 

The complete list of these standards along with a brief description of each is given in Table 4 below. 

In addition to these, ISO together with IEC has published more new standards and a few are still under development.

They are covered here as follows: 

1. ISO/IEC 21823-1:2019- This standard gives an outline of interoperability as it applies to IoT frameworks. It empowers

peer-to-peer interoperability between independent IoT frameworks [95] .

2. ISO/IEC 23093-1:2020- This standard portrays the architecture of frameworks for IoT. It also determines application

programming interfaces (APIs) and packed portrayal of the data flowing in IoT [96] .

3. ISO/IEC 21823-2:2020 - This standard describes transport interoperability interfaces in order to empower the develop- 

ment of IoT frameworks with data exchange, distributed network, and consistent communication between IoT frame- 

works and within the system likewise [97] .

4. ISO/IEC TR 30164:2020 - This standard depicts the basic ideas, properties, terminologies, use cases, and advancements

of edge computing for IoT. It aids in identifying possible regions of standardization in edge computing in the realm of

IoT [98] .

5. ISO/IEC TR 30166:2020 - In this standard, IIoT frameworks, specialized viewpoints and utilitarian components, and other

aspects of IIoT are discussed. New advancements, risk analysis, and potential future standardizations are also covered

[99] .

6. ISO/IEC 27030- This standard caters specifically to the privacy & security of IoT. It will provide a guide towards IoT

principles, risk, and control. This standard is expected to be published in 2022. The title “Cybersecurity - IoT security

and privacy – Guidelines” is under discussion with the possibility of it getting renumbered to ISO/IEC 27400 [100] .

7. ISO/IEC AWI 30147- This standard deals with system lifecycle processes extending to IoT frameworks. This standard is

under development [101] .

8. ISO/IEC AWI 30149- This standard deals with the Trust framework of IoT. It is under development [102] .

All these four organizations have given a good amount of consideration to the issues of IoT. They each have defined their

own visions and terms. Compared with the rest, the standards of the ITU offer a much broader and more specific proposition

with suitable examples. Most of the standards covered here lack in acknowledging the specific security issues of software 

and hardware of IoT. This gap can be addressed by making future standards that take this into account. Other international

organizations show a lack of interest in developing standards for IoT, they are limited towards their support services when 

security issues arise. 

8. Discussion

This article focuses on bringing forth the often-neglected challenges of IoT into light and presents insights into conducted 

research on these IoT challenges making it feasible to identify the gaps. 

8.1. Gaps & related research 

Taking a look at smart contracts, Alharby et al. (2018) [23] conducted a systematic mapping study of the current research

in smart contracts to comprehend the various research areas. The authors found that the majority of research (64%) is based

on smart contract applications while only 6% of the research is based on the security aspect and 2% on the privacy aspect.

This indicates a general lack of research focusing on the vulnerabilities of smart contracts. A survey by Panarello et al. (2018)

[26] analyzed the current research focusing on Blockchain-related methodologies in the context of IoT. The authors indicate 

that there is a lack of research focused on IoT-specific domains as the research towards IoT and Blockchain is in the initial

stage. Considering the rate of expansion of IoT, security is concerningly underdeveloped. A study by Nawir et al. (2017)

[40] surveys the taxonomy of IoT security attacks and suggests that security is a major concern given the nature of IoT.

Security attacks may disrupt networks leading to adversities for the user. A survey focusing on IoT security by Zhao and Ge

(2013) [33] advocates that the security challenges of IoT are increasing in severity due to the underlying security framework 

still being in a preliminary stage. Likewise, research by Ahemd et al. (2017) [34] and Iqbal et al. (2017) [32] analyze the

security element of IoT. Both papers propose that security challenges are a major concern for the future of IoT and that

further steps should be taken to ensure the user’s security. Overall, there is a lack of research focusing on dealing with

network layer-related security attacks as compared with the physical layer that is geared towards the actual hardware. 

In the case of emerging technologies, it is always the ethics that impedes technological modernization. IoT falls victim 

similarly as the security of IoT is comparatively underdeveloped which corresponds to an unreliable IoT security without any 

prominence on the meaning from an ethical standpoint. A study by Popescul and Georgescu (2013) [38] surveyed the ethical

issues of IoT focusing on ICT ethical challenges. The authors point out that IoT poses a threat from an ethical standpoint to

the common user. The user is unaware of the ongoing threats and this can lead to potentially adverse situations for the user.
14



A. Karale Internet of Things 15 (2021) 100420

Table 4

Summary of International Standards covering IoT

ISO/IEC

No. Standard Description

1 ISO/IEC 20924:2018 (IoT definition and

vocabulary)

This document defines the Internet of Things alongside providing relevant

definitions and terms forming the foundation of IoT

2 ISO/IEC 21823-1:2019 (Interoperability for IoT

systems – Part 1: Framework)

It gives an outline of interoperability for IoT systems, and also a framework

for interoperability

3 ISO/IEC 22417:2017 (IoT use cases) It identifies IoT use cases and scenarios that are based on real-life

applications and necessities

4 ISO/IEC 29161:2016 (Unique identification for the

IoT)

It indicates the common rules relevant to unique identification for any

virtual or physical object to guarantee compatibility across various

identities

5 ISO/IEC 29181-9:2017 (Future Network – Problem

statement and requirements, Part 9: Networking

of everything)

It depicts a conceptual NoE model and its overall attributes that can be

applied to future networks from the IoT viewpoint

6 ISO/IEC 30141:2018 (loT reference architecture) It gives a normalized IoT reference architecture utilizing common technical

definitions, reusable plans and industry best practices

ITU

No. Standard Description

1 Y.4000/Y.2060 (Overview of the IoT) It highlights the future standardization of IoT. Generic and explicit security

capacities are also discussed

2 Y.4050/Y.2069 (Terms and definitions for the IoT) It indicates the relevant terms and definitions applicable to the IoT to

explain IoT-related activities

3 Y.4100/Y.2066 (Common requirements of the IoT) It provides functional requirements for information gathering, sharing,

processing, handling, and arrangement of services

4 Y.4103/F.748.0 (Common requirements for IoT

applications)

A list of common requirements centered on IoT applications is covered in

this document

5 Y.4552/Y.2078 (Application support models of the

IoT)

It gives the configurable, adaptable, and reliable application support models

with their premise

6 Y.4111/Y.2076 (Semantics-based requirements and

framework of the IoT)

It contains necessities for security capacities with the utilization of semantic

technologies or security-decision making

7 Y.4113 (Requirements of the network for the IoT) It presents a basic model of the IoT network, general qualities, smart

sensors, and the network vulnerabilities

8 Y.4453 (Adaptive software framework for IoT

devices)

It addresses the adaptive software framework (ASF), a reference architecture

for smart IoT devices is provided alongside

9 Y.4101/Y.2067 (Common requirements and

capabilities of a gateway for IoT applications)

Discusses IoT gateways in brief, along with their prerequisites, normal

capacities, framework, and use cases

10 Y.4112/Y.2077 (Requirements of the plug and play

(PnP) capability of the IoT)

It portrays the idea of PnP furthermore, along with its requirements and

components. Firewall protection, access control, and gateway PnP

capabilities are also discussed

11 Y.4401/Y.2068 (Functional framework and

capabilities of the IoT)

It portrays key IoT abilities dependent on the functional framework of IoT to

satisfy the requirements of Y.2066

12 Y.4806 (Security capabilities supporting safety of

the IoT)

It presents dangers to confidentiality, integrity, and availability that affects

safety and suggests methods to mitigate them

IEEE

No. Standard Description

1 P2413 (Architectural framework (AF) for the IoT) It characterizes the AF, including details of different IoT domains and gives a

blueprint for protection, security, privacy & safety- the quality “quadruple”

trust

2 P1451-99 (Harmonization of IoT devices and

systems)

It characterizes a strategy for information sharing, interoperability, and

message security over the networks where IoT devices operate. It makes

use of the high-level capacities of Extensible Messaging and Presence

Protocol

3 P1931.1 (AF for real-time onsite operations

facilitation for the IoT)

It characterizes an AF, conventions, and APIs to provide Real-time Onsite

Operations Facilitation or ROOF. overs interoperability, coordinated effort,

and self-governing activity of the IoT system

4 P2668 (Maturity index of IoT: evaluation, grading

and ranking)

It provides the basis for measuring the maturity of IoT devices and things

and defines an evaluation mechanism using an indicator value IoT Index or

IDex
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Acknowledging this, there is a lack of research focusing on interventions needed to secure IoT from an ethical standpoint. 

Furthermore, Allhoff and Henschke (2018) [56] highlight that the ethics focused on emerging technology are generally made 

to cover a broad aspect as in abstract ideas and that these broad discussions have failed to identify the new and unique

features that IoT has to offer. We know that factors like uncertainty and risk count, therefore it is important to address that

insights into particular domains have not yet been performed as in-depth addressing is lacking. Likewise, the authors also 

state that informed consent, privacy, information security, physical safety, and trust have set up literature and are valuable 

outsets that have short to mid-term applications thus making these five factors foundational for ethical concerns. 

Moving on to privacy, the number of studies published to deal with privacy threats is currently inadequate corresponding 

to the number of privacy threats that stem up every year. A review by Aleisa and Renaud (2017) [54] analyzed the gaps in

the literature concerning IoT privacy and privacy-preserving solutions. The authors indicate that the majority of the research 

covering the vulnerabilities of IoT is focused on the security aspect neglecting the equally crucial privacy crisis. They suggest 

that research evaluating privacy perceptions of IoT is required. The authors also point out a need for legislation to combat

these privacy threats faced by the user. Similarly, Ziegeldorf et al. (2013) [52] and Tawalbeh et al. (2020) [103] surveyed

the privacy challenges of IoT and have suggested a need for legislation. Ziegeldorf points out that in order to cope up with

the evolving nature of IoT, an equivalent legal framework is required. Tawalbeh suggests that currently there is a lack of

standardization for data sharing and assortment mechanisms performed by IoT devices. This is essential as standardization 

may help decrease the number of erratic vulnerabilities of IoT. 

Coming to the legal aspect of IoT, currently, only a handful of nations have enacted IoT-specific laws. In Asia, the legal

groundwork for IoT in countries like India, China, and other nations is lacking in development due to the lack of IoT-specific

laws. In the Middle East, except for UAE, the other Middle East nations do not have any policies concerning IoT. Asia lacks

significantly behind Europe and other western nations in terms of IoT-specific legal frameworks. IoT is vastly underdeveloped 

in Latin America and so the few nations like Brazil, Argentina, and Chile that do have laws on IoT, these laws focus on driving

up the production of the IoT ecosystem. No laws to cover the vulnerabilities of IoT have been proposed yet. There are no

significant laws concerning any aspect of IoT in Africa and other undeveloped countries as the development of IoT has yet

to flourish in these nations. Apart from international standards, there is a general lack of IoT laws from a global standpoint.

Likewise, there is quite limited research focusing on and analyzing the legal framework of IoT of individual nations around 

the globe. 

8.2. Research explanation 

As we are witnessing the growth of IoT skyrocket in recent years, they bring along several challenges. This study supports

that the security, privacy, ethical and legal challenges of IoT are the greatest threat considering the amount of influence that

IoT has on our daily lives. These results build on existing evidence of research focused on the threats and vulnerabilities of

IoT. The majority of the research directed on highlighting the challenges of IoT only focuses on one or two major challenges

like security and/or privacy. Therefore, taking this into account, this study discusses the challenges of smart contracts along 

with security, privacy, and ethical challenges of IoT whilst analyzing the current laws and standards around the globe ad- 

dressing IoT to provide a clear overview of the current situation. Alongside, a myriad of use cases is discussed to cover how

all of these IoT challenges impact our daily lives significantly through real-life applications and scenarios. The common user 

must be made aware of the security, ethical, and privacy threats imposed by modern IoT devices. As witnessed, the research

focusing on the security and privacy aspects of smart contracts is quite limited considering that these two aspects are of

major concern to the user. Regarding the need for specific laws, smart contracts won’t be necessarily replacing conventional 

contract laws as they are enforceable under the current existing laws. Coming to IoT, as the number of IoT devices continues

to crank up, they fall prey to an ever-increasing number of security attacks by the day. Hackers are figuring out more com-

plex and innovative ways to attack these devices to steal and manipulate the user’s data. The majority of the research on IoT

vulnerabilities is focused on security. However, the proposed solutions in these papers have not yet been implemented to a 

greater extent leading to an increase in the number of security-related casualties. In the realm of ethics concerning IoT, the

current literature on ethics exclusively focuses on the technological field and does not extend to cover the domain of IoT.

This results in ethical issues being overlooked leading to an increase in moral dilemmas. Regarding the privacy of the user, 

the number of privacy threats is on the rise that renders the user’s private data at stake. The current research highlighting

privacy is inadequate considering that privacy is the main concern of the common IoT user. The bulk of the security attacks

and privacy threats reviewed in this paper deal with user’s data being collected and used to harm the user or used for

unfair purposes and theft. This can lead to a lack of trust from the common users towards IoT. This is concerning as trust is

an important aspect of IoT and is reliant on issues like security, privacy, informed consent, and safety together. So, this leads

us to question how are our authorities handling this situation. The only solution is to enact laws and standards to combat

these vulnerabilities of IoT. Hence, we dive into the IoT-specific laws that governments of nations around the globe have 

begun enacting in order to protect their citizens from these vulnerabilities. However, as we have witnessed, only a handful 

of nations have implemented IoT-specific laws. The nations that do have internet laws only cover general cybersecurity and 

leave out the area of IoT. These nations need to start implementing laws to curb IoT malpractices as this would lead to bet-

ter safety of the user’s data. In India, Canada, and other major nations, the current legislation does not extend to IoT. Asian

countries like China, Japan, and UAE have started implementing independent laws about IoT, but specific countermeasures 

to combat the threats of IoT have not been focused upon. Australia, UK, the EU, and The US on the other hand are ahead of
16
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the rest of the world in terms of IoT laws. The development of IoT in Latin American nations has yet to flourish for them

to enact laws specifically catered to IoT. Looking at Africa and other underdeveloped nations, the majority of the population 

does not have widespread access to technological devices yet alone IoT, so the aspect of laws remains out of question. Most

of the regulations in use today fall under the EU’s GDPR, but we have seen that it would be much better for an interna-

tional committee to set the standards than just Europe as IoT can be covered on a global standard. The ISO, IEC, ITU, and

IEEE contribute to almost all of the international standards set for IoT. Standardization continues to grow moderately, this is 

promising as an international approach is indispensable to combat these challenges of IoT. 

8.3. Limitations 

This article has primarily focused on reviewing and investigating the challenges of IoT. Although a number of papers that 

focus on privacy, security, or other threats of IoT also incorporate or propose solutions to overcome these challenges, this 

study chiefly deals with analyzing and examining the challenges without focusing on the solutions. Thus, it is beyond the 

scope of this study to review the existing and present-day security and privacy solutions proposed by researchers. 

8.4. Future research 

A further review should be implemented in an effort to evaluate the current solutions for these IoT challenges. Future 

studies should take into account the lack of research on smart contract vulnerabilities and IoT incorporation in smart con- 

tracts and build upon this. Similar is the case for ethical and privacy challenges of IoT; in-depth addressing into specific IoT

domains in the realm of ethics should be carried out to establish a strong ethical background for IoT. Considering IoT secu-

rity, research should focus on not only the security attacks occurring at the physical layer but also the often neglected and

susceptible network layer to cover all the potential and related casualties. The literature would also benefit if potential legal 

frameworks to tackle the vulnerabilities of IoT from a global perspective be suggested as this would have a huge impact on

the handling of IoT devices and their implications. 

9. Conclusion

IoT continues to prosper as we see in the 21st century. As our focus shifts on incorporating more of these devices in

our lives to make it smoother, the greatest downsides of these devices usually tend to go under our radar. By analyzing the

security, privacy, ethical and legal challenges of IoT, this paper has shown how these challenges have a significant impact 

on our daily lives and that research focusing on these negative aspects is quite limited given the substantial growth of IoT

in the past couple of decades. The architecture of IoT along with its plethora of applications are discussed in this paper

to give the reader a key overview of the Internet of Things. The use cases discussed in this paper provides an insight into

how the issues of security, ethics, privacy, trust, and laws have an impact on society and our day-to-day lives. Due to the

lack of research highlighting the drawbacks of smart contracts, this study considers this and discusses smart contracts and 

its security, privacy, and legal challenges. The spectrum of security attacks occurring across the architectural layers and the 

cluster of ethical issues and privacy threats faced by the user as well as trust has been discussed. A way to combat these

issues is to enact IoT-specific laws. Therefore, governmental and international laws and standards have been reviewed. This 

study clearly illustrates the threats and vulnerabilities of IoT, but it also raises the question of the current and potential

solutions to overcome these challenges. Building on this, researchers should consider reviewing the current and existing 

security and privacy solutions to provide an overview of the current situation. Taking into consideration the need for a 

comprehensive overview of the security, privacy, and ethical challenges of IoT alongside addressing trust and laws, this 

paper delivers a clear overview of all these challenges and analyzes the current and upcoming laws and standards across 

different countries to provide a coherent insight into the current situation of IoT. 
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