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Trust, traceability, and transparency emerge as critical factors in designing circular blockchain platforms in
supply chains. To bridge the three circular supply chain reverse processes (i.e., recycle, redistribute, remanu-
facture) and the three factors affecting blockchain technologies (i.e., trust, traceability, transparency), this paper
proposes the integrated Triple Retry framework for designing circular blockchain platforms. A circular block-
chain platform was designed in a supply chain, including manufacturer, reverse logistics service provider, se-
lection centre, recycling centre, and landfill. The results highlight blockchain’s role as a technological capability
for improving control in the movement of wastes and product return management activities.

1. Introduction

The local and global pressures of the government, community, and
consumers to achieve sustainability objectives motivate researchers to
investigate how new technologies can support organisations in imple-
menting environmental strategies and achieving corporate environ-
mental performance [17, 37, 51, 69, 71, 99]. In this context, the
blockchain technology could provide promising results to address the
supply chain’s sustainability in terms of trust, traceability and trans-
parency [22, 89, 101].

One of the most critical aspects in the use of blockchain applications
is related to monitoring social and environmental conditions in order to
control and avoid the occurrence of health and safety problems [3].
Adopting blockchain technology along a supply chain offers the op-
portunity to guarantee respect for human rights and fair work practices.
For instance, a transparent register of product history assures buyers
that the products purchased are supplied and manufactured from
eco-sustainable sources. Smart contracts may be particularly capable of
independently following the rules for monitoring and verifying sus-
tainable regulatory terms and policies (Iansiti & Lakhani, 2011; [32,
81D.

Blockchain can cause disintermediation of the supply chain in which
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a lower number of levels entails transaction costs and reduced time,
reducing company wastes in the supply chain [23, 70, 93]. Firstly,
blockchain technology can guarantee safety and authenticity by helping to
reduce resource consumption. For instance, traditional energy systems
have a centralised management model with high-pressure drops in very
extended networks. On the contrary, a peer-to-peer network based on
blockchain technology could lead to the network amplitude reduction
and, therefore, drastically reduce the energy wasted over long distances
and decrease in storage facilities [39]. As a result, there are several
platforms based on blockchain technology with the scope to reduce the
wastes of the supply chain (e.g., Echchain, ElectricChain, Suncontract).

Secondly, blockchains can guarantee that products sold as environmen-
tally friendly are really like that. One example is the approval of the forest
certification program that tracks the origin of around 740 million acres
of certified forests worldwide using blockchain technology [77]. Thirdly,
in a circular economy context, the blockchain can guarantee an improvement
in recycling performance. For instance, in Northern Europe, people are
motivated to recycle by providing rewards in the form of cryptographic
tokens. In this direction, the blockchain-based project Social Plastic has
demonstrated how it is possible to reduce plastic waste by turning it into
money [79].

With these premises, trust, traceability, and transparency emerge as
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critical factors in designing circular blockchain platforms in supply
chains. In setting up the research, it emerges the necessity to bridge the
three circular supply chain reverse processes (i.e., recycle, redistribute,
remanufacture) and the three main factors affecting blockchain tech-
nologies (i.e., trust, traceability, transparency). This literature gap al-
lows us to formulate the following research question (RQ):

RQ. ‘How can blockchain technology improve trust, traceability, and
transparency in circular economy processes?’

Despite the growing interest of the scientific community and the
increasing number of recent theoretical contributions published on the
topic, this paper proposes an experimental blockchain platform design
and implementation to provide an answer to this RQ.

This paper aims to highlight the evolution of trust, traceability, and
transparency in circular processes, before and after blockchain tech-
nology implementation. The research objectives include: (1) defining a
blockchain-based circular network framework; (2) designing a proof-of-
concept (PoC) of a circular blockchain platform; (3) evaluating the po-
tential value-added in the circular economy network; and (4) providing
research and managerial guidelines for creating blockchain platforms
supporting the transition towards a circular economy.

This empirical approach contributes to the blockchain field trans-
lating theoretical concepts into practice and contributing to bridging the
gap between industry and university.

The circular blockchain platform was firstly implemented in a
reverse logistics service provider (RLSP), providing industrial waste
disposal services for multinational companies operating in the auto-
motive and railway manufacturing business. The platform’s testing
network included the RSLP, manufacturers, selection centers, recycling
plants, and landfills. The full comprehension of the state of the art about
the impact of blockchain technology in the circular economy domain
requires to clarify the meaning of their single concepts and intersections.
As an emerging topic arising at the intersection between digitalization
and sustainability, the concept of blockchain for the circular economy is
defined as “a technology for a sustainability transformation of the linear
economic paradigm” ([14], p. 526). In the same direction, the paper will
focus on the circular supply chain concept as the “integration of circular
thinking into the management of the supply chain and its surrounding
industrial and natural ecosystems™ ([33], p. 884).

The remainder of this paper is organised as follows. Section 2 pro-
vides a theoretical background of blockchain implementation in the
circular economy, supply chain management, and circular supply chain
domains. Section 3 presents a conceptual framework for the circular
blockchain implementation, whereas Section 4 provides a comprehen-
sive definition of the proposed Triple Retry framework. Section 5 dis-
cusses the research approach and the main phases of the circular
blockchain platform design were reported in Section 6. Section 7 dis-
cusses the results on the impact of the circular blockchain platform.
Finally, Section 8 draws the conclusions and implications of this study.

2. Literature review

This section presents the main results of a literature review con-
ducted to analyse the state of the art of blockchain in circular processes.
In order to ensure a high level of the rigorousness of systematic literature
review [91], the search was conducted using two academic databases
(Scopus and Web of Science) from 1960 until 2020 and a set of selected
keywords such as “blockchain*” AND “block chain*” was used in com-
bination with circular economy and supply chain keywords (e.g., “cir-
cular economy”, “circular process*”, “circular suppl*”, “closed loop*”)
to get all the documents dealing explicitly with the topic investigated.

As for exclusion criteria, only papers published between 2008 and
2020 were considered in the final sample, since the theoretical foun-
dation of the blockchain concept dates back to Nakamoto [61]. Finally,
to ensure the quality of review analysis, conference proceedings and
book chapters were excluded as a second exclusion criterion, and only
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articles and reviews published in peer-reviewed journals were included
in the final sample [27, 62]. It has also been adopted refinement and
validation criteria to minimize the chances of missing any article on the
domain (inclusion criterion) [82]. Specifically, using the academic da-
tabases’ functionalities, adopted strings have been validated by
comparing their keywords with other keywords used by the individual
papers identified in the initial list. This validation criterion allows to
identify and retrieve any important papers cited in the literature, but not
selected using the selected databases and keywords [82]. The selected
papers were reviewed to identify the main topic areas and evidence
research gaps to be investigated. Three main topic areas are identified:
1) blockchain and circular economy; 2) blockchain and supply chain
management, and 3) blockchain and circular supply chain. Three main
subsections will be included to describe and discuss the literature in
these three areas.

2.1. Blockchain and circular economy

Blockchain and smart contracts can be an effective solution for
dealing with issues of counterfeits, data security and privacy, operating
costs, and bureaucratic hurdles in the field of circular economy (CE) [26,
78].

Firstly, the CE is a mature domain, in which most of the dynamics are
highly standardised and with a wide range of valid key performance
indicators to use, providing the right inputs for smart contract coding.
Secondly, the CE ecosystem is a multi-layered combination of material
streams from suppliers, manufacturers, logistics service providers, dis-
tributors, retailers, producing a considerable amount of data ([28, 78];
Shazad et al., 2020). Smart contracts can deal with a massive quantity of
data in few seconds, avoiding intermediaries and reducing the costs of
transactions [26]. Thirdly, a huge amount of information and data are
exchanged amongst parties because communications and collaborations
are frequent in the CE network [48, 92]. Fourthly, the relationship be-
tween distributors and consumers is changing. A new dynamic
distributor-to-consumer (D2C) process underlines the necessity to
clarify the role of a smart contract-based model that may improve the
efficacy of D2C transactions and prevent counterfeiting [92].

Furthermore, in the CE domain, blockchain can enable new decen-
tralised systems and applications to improve data managing, sharing,
transparency, and control level costs. For instance, the different au-
thorities can pull the benefits while maintaining control over the
blockchain application costs [21, 48, 78]. In this way, it is possible to
control all potential assets [29, 48, 92], and smart contracts represent an
attractive and more efficient alternative to a centralised circular econ-
omy asset monitoring system for environmental regulators [84, 92].

With blockchain implementation, smart contracts are used to make
transactions between different users faster and more effective [20]. Smart
contracts are performed automatically and independently on each
network node, according to the data contained in the transaction [48].

There are many applications of blockchain technology in the CE
domain. In order to achieve sustainable development, a balance between
social, economic, and environmental issues was analysed [49]. Imple-
menting blockchain solutions would simplify energy supply procedures,
reduce request volatility, and allow to produce in real-time the quantity
required by the market [49]. In this way, it would be possible to optimise
and save natural resources [80].

2.2. Blockchain and supply chain management

Modern supply chains are changing radically with the introduction
of Industry 4.0 enabling technologies. According to Saberi et al. [78],
supply chains are becoming very complex systems, managing new
partners and the evolution of old ones, geographically scattered and
with the aim strictly orientated to satisfy even more demanding cus-
tomers. At the same time, in a globalized supply chain, traceability and
transparency have become crucial requirements. Blockchain technology
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can support to build supply chains with strong traceability and trans-
parency characteristics (e.g. through the use of advanced RFID and GPS
technologies) and deal with environmental, financial, and social sus-
tainability issues.

Previous technologies, such as Electronic Data Interchange (EDI) or
other similar technologies, allowed companies to move from paper-
based to paperless transactions [60]. EDI enables the
computer-to-computer sharing of documents in a common electronic
format, resulting in lower costs, faster processing, fewer mistakes, and
better traceability for partners.

Blockchain has the potential to affect the supply chain, notably as a
potential successor to EDI for quickly and efficiently exchanging infor-
mation between parties. The adoption of blockchain can be a game
changer for the supply chain, removing the traditional system’s flaws
and inefficiencies.

In a typical adoption of EDI in the field of supply chain management,
data processing and exchange are all controlled by separate systems.
Conversely, using blockchain technology, data, information, and
knowledge flows in a supply network are retrieved from a single inte-
grated system.

EDI and blockchain, on the other hand, might be complementary
rather than alternative technologies. EDI is a means of sharing infor-
mation that blockchain can keep in its ledgers, process data with smart
contracts, share and exchange data through its consensual mechanism.
Global supply chain platforms are expected to leverage blockchain
technology on EDI networks to enhance the sharing of information be-
tween companies and improve supply chain performance. Each event is
validated and recorded to build an immutable and transparent book of
records. As a result, the implementation of blockchain in supply chain
networks may certainly minimize the challenges that are so prevalent in
traditional management systems.

2.3. Blockchain and circular supply chain

The uses of blockchain in the context of the supply chain are still
open to interpretation and development. Despite many blockchain ap-
plications tend to use public privacy systems, blockchain-based supply
chain networks may require a more closed, private, and permissioned
blockchain with multiple and limited players [86].

The administrators decide what information can be visualized and
added based on the role of each supply chain participant. The block-
chain’s intrinsic configuration manages transaction nodes and defines
their roles in accessing or changing the blockchain, including main-
taining the identity of each supply chain participant in the blockchain
network [96]. Thus, regulators are required to determine the role of
each supply chain participant, even though this must be done by
consensus mechanisms so that no one feels disadvantaged [36, 87].

In a blockchain-based supply chain, four main entities play a key
role: certificate authority (who provide unique identities to the actors in
the network), network administrators (who define standards schemes,
such as blockchain policies and technological requirements for the
network), membership service provider (who provide certifications to the
actors for participating in the network), and the other actors (including
manufacturers, reverse logistics service provider, selection centre,
recycling centre, landfill, that must be certified by a registered auditor or
certifier to maintain the system trust) [79, 86]. These actors ensure that
the nodes and processes within the blockchain network are entirely
truthful. When a new actor is added to the network, the certificate au-
thority creates a temporary account with limited functions after con-
ducting an initial verification of the new users’ suitability for the tasks
for which they have been added to the network [87]. Once this new user
has been added, this inclusion is shared on the network via smart con-
tract, and the certifiers definitively authenticate the new user through an
historical analysis of his business behaviour by membership service
provider. If the new actor turns out to be a truthful actor, this defini-
tively unlocks all the permissions granted by the certificate authority in
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the initial phase (Hyperledger, 2020; [87]). Similarly, network admin-
istrators operate for the creation of new processes and policies.

Indeed, with the support of blockchain technology, all relevant ac-
tors can directly access product information. With limited access, it is
possible to guarantee a security level through a digital key exclusively
for the parts involved [25]. All information related to the product can be
collected during each phase [90]. An information tag associated with the
product connects physical products to their virtual identity in the
blockchain [1]. The different actors will have a significant role, obtain
authorisation to enter new information in product’s profile, or start an
exchange with another party, where obtaining authorisation can require
smart contracts and consensus. Before a product is transferred or sold to
another actor, both parties can sign a digital contract to authenticate the
exchange. The details of the transaction subsequently update the
blockchain ledger [1].

Blockchain technology can highlight and detail at least five key
product dimensions: nature, quality, quantity, location, and ownership [98].
In this way, the blockchain offers, on the one hand, an organisation the
ability to identify responsibilities for the quality of the product or service
it offers, while on the other it offers customers the possibility to inspect
the history of the product from raw materials to the final product.

Many blockchain applications can be found in the supply chain’s
circular model, and many of them are found in the waste sector. For
example, Swachhcoin [88] is a blockchain-based platform used in the
micro-management of household and industrial waste and which con-
verts it into useful products in an efficient and environmentally friendly
way. A wide range of raw materials with high economic value comes
from treated waste. The Swachh ecosystem is a decentralised autono-
mous organisation (DAO), governed autonomously based on predefined
instructions in the form of smart contracts. Swachhcoin uses a large
number of innovative technologies to implement an iterative process
cycle, and makes the system completely autonomous, efficient, and
productive. This iterative process cycle focuses on the data exchanged
between the various ecosystem players, evaluates this data, and provides
real-time suggestions based on predictive methods.

A blockchain-based supply chain enables a new circular business
model. While linear supply chains are mainly based on the take-make-
dispose model, the blockchain-based supply chain allows implement-
ing a make-use-recycle model. With the use of the blockchain, all
products can be traced along the entire supply chain, from origin to the
market and subsequent recycling. The advantage of this model is that all
products are tracked with blockchain technology, and it is possible to
provide a significant service to final consumers, such as guaranteeing
the origin of the products [20].

3. Conceptual framework for the circular blockchain technology

Moving from the discussed literature, Fig. 1 illustrates a typical cir-
cular supply chain process presenting the flow of goods and the flow of
information before and after the implementation of blockchain tech-
nology [73]. It is possible to distinguish two material flows in the cir-
cular value chain: a linear loop and a closed loop. The first is a loop of
the direct material stream, whereas the second regards reverse material
[50]. There are several possibilities for materials to circulate in the loop:
as remanufactured materials, redistributed materials, or recycled ma-
terials. However, the information flow has different directions depend-
ing on the adoption of blockchain technology. After the blockchain
implementation, each actor is able to share information with all the
supply chain partners. Each transaction is processed through a smart
contract and written in a block. In this way, each member of the supply
chain is able to interrogate the system to have information about
products and processes.

The role of blockchain technology for bridging trust, traceability, and
transparency to circular supply chain processes represented in Fig. 1 is
analysed in the following sections.
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Fig. 1. Representation of typical circular supply chain reverse processes.

3.1. Trust

Trust indicates an exchange of partner expectations that the other
party can rely on, behave as expected, and act reasonably [57]. Trust is
one of the main characteristics of blockchain technology [64]. The main
feature of blockchain protocols is to provide an immutable recording of
transactions, combining a distributed database whose transaction blocks
are connected chronologically and cryptographically through decen-
tralised consensus mechanisms [63]. This structure prevents the diffu-
sion of wrong/counterfeit information and self-regulates agents’
behaviour without central authorities’ need [30].

Through smart contracts, the technology has grown enough to
exceed the cryptocurrencies level and finds applications also in various
commercial and industrial sectors [44, 61]. In public and permissionless
blockchain, high energy and time are required to verify blocks. In pri-
vate networks, there is a reduction in the risk of Sybil attacks [66]. In
practice, the Proof of Work (PoW), Proof of Stake (PoS), Byzantine Fault
Tolerance (BFT) mechanisms artificially create costs for the addition of
new blocks and, therefore, discourage potentially harmful nodes from
interference [13, 53].

On the other hand, the energy, time, and scalability costs increase,
and consequently, the efficiency of the system is affected [46]. If the
participants are known in the private network, there is no threat of at-
tacks, and therefore the costs related to security issues decrease.
Therefore, identity-based authentication (e.g. hash-based users) offers
more efficient alternatives that allow for different privacy levels [59,
83].

The data structure mainly consists of two parts: the first is repre-
sented by the block header, which contains the previous block hash,
where the hash value is used to connect the previous block and meets the
blockchain integrity needs; the second part instead contains the primary
information of the block and related transactions (e.g., position, ID,
status). Since cyber-attacks have become even more frequent and so-
phisticated, solutions are needed to preserve the nodes’ reliability
without asking for excessive energy and time costs [1].

3.2. Traceability

Traceability offers the possibility to track products and provide in-
formation about them (e.g., originality, components, positions) during
production and distribution [85]. Researchers are paving growing

attention to related areas of visibility and traceability in the supply chain
[4].

In line with these problems, customers require greater traceability
and knowledge of products’ origin by manufacturers and retailers [9].
Therefore, the real economic and social challenge is to bridge the gap in
the traceability of the supply chain related to control even if the pro-
duction is ethical, respect for sanctions, or safe [34]. Defining the origin
is often difficult due to the complexity of the supply chains and products
flows over extended networks. This complexity requires that products
are followed throughout the entire life cycle, from the procurement of
raw materials to production, distribution, and consumption [54, 95].

An example of traceability architecture in the supply chain is the
OriginChain proposed by Xu et al. [95]. OriginChain currently uses
several private blockchains distributed geographically to the traceability
service provider. The aim is to establish a reliable traceability platform
involving other organisations, including government-certified labora-
tories, large suppliers, and retailers with a strong relationship with the
company. Compared to a public blockchain, this platform has better
performance and lower costs. OriginChain stores two types of data on
the chain as variables of smart contracts to be preserved: the hash of
traceability certificates and the necessary traceability information
required by the regulation [10, 55].

3.3. Transparency

Transparency is the extent to which information is easily accessible
to both counterparties in exchange and external observers [10]. Trans-
parency is, therefore, a fundamental parameter in assessing the perfor-
mance of the supply chain, given the emerging secure environment
associated with the blockchain. Even before reaching the final con-
sumer, products travel through a vast network in which different actors
are present (e.g., extractors, producers, retailers, distributors, con-
veyors, storage facilities) [68, 76].

In this sense, it is possible to manage transparent and accurate in-
formation for each phase, guaranteeing compliance, safety, and accu-
racy, focusing on sustainable and social responsibility requirements [42,
101]. Current markets require transparency of supply chain information
and sustainable economic dynamics for both the environment and so-
ciety [1, 55, 101].

For this reason, many companies are adopting these practices in
conjunction with emerging technologies to improve the opening and
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transparency of the supply chain, especially where markets are very
competitive, scattered, and complex.

Blockchain has the potential to increase system transparency,
resulting in fewer failures [97]. No great hardware investments are
required for upgrading the blockchain, but changes in the current sys-
tem are necessary to improve network speed and processing times [2,
101]. Greater transparency enhances the ability to increase productiv-
ity, provide better service to customers and reduce expenses. Thus,
transparency becomes a fundamental key to increase the performance of
the supply chain [97].

4. Definition of the triple retry framework

Starting from the analysis of the most critical factors affecting
reverse circular supply chain processes, this paper proposes a
blockchain-based circular supply chain framework combining trust,
traceability, and transparency (Fig. 2). The proposed Triple Retry
framework aims to bridge the three circular supply chain reverse pro-
cesses (i.e., REcycle, REdistribute, REmanufacture) and the three main
factors affecting circular blockchain technologies (i.e., TRust, TRace-
ability, TRansparency) presented above. The Triple Retry framework
can be adopted for designing circular blockchain models and deploying
blockchain platforms.

The interactions between the partners in the supply chain are based
on trust relationships between them; each player believes in the other
players’ good practices. Due to this trust, the supply chain allows to
increase its networking responsiveness [12, 38]. After the blockchain
technology integration into the supply chain network, each interaction
between players is recorded through a smart contract. Nevertheless,
another characteristic of the blockchain technology is the distributed
ledger. In this way, by eliminating information distortions and
increasing information velocity, the supply chain is pushed towards a
high degree of transparency that increases collaborations [5, 23].

Information stored in the blockchain offers the actors who can access
the blockchain the ability to trace all the transactions to improve supply
management performances, to reduce not only the cost of distribution
systems but also recall expenses and expand the sales of products with
attributes that are difficult to discern [7]. However, total network
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traceability enhances a second trust level where each actor increases its
own confidence in the network.

4.1. Technological environment

As discussed before, the blockchain is a technology based on the
concept of the distributed database, in which data is not stored on a
centralised server (Client-Server) but on several interconnected ma-
chines, called nodes (Peer-to-Peer) [15]. The blockchain makes it
possible to innovate the current management of transactions through a
process that connects distributed, cryptographic primitives useful to
guarantee the security and traceability of information [47]. The main
advantage of distributed systems in a circular economy domain is the
presence of information on all the machines connected to the network
[49]. This type of database is based on two fundamental processes,
useful for guaranteeing correct operations and limiting the number of
information lost to zero [49]:

- Database replication: there is a software to identify any logical in-
ternal change to the database; once the database has been identified,
this software allows to replicate the change on all the machines
connected to the circular economy network

- Duplication: This is a useful process to ensure that the same data is
present on each machine connected to the circular economy
network. This process allows identifying a master database that will
be taken as a model to be duplicated on all the other devices on the
network.

The functioning of the blockchain is based on the following com-
ponents [74]:

- Transaction: Logical processing unit which coincides with a sequence
of elementary operations that need to be verified, approved, and then
archived

- Node: Representation of a single blockchain actor and physically
constituted by a server

- Block: Logical unit represented by the union of a set of transactions
that are grouped to be verified, approved, and archived

Reverse Logistics

Hanutectarey Service Provider

- w C ™ -

= »w Cc » +H

TRANSPARENCY

Fig. 2. Triple Retry framework.
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- Ledger: Master book in which all transactions are immutably recor-
ded and sequentially ordered

- Hash: Non-invertible algorithmic function allows to represent a text
and/or numeric string of a variable length in a unique string of
predefined length.

The blockchain is a chain of blocks, and in this context, the block is
represented by the set of transactions linked together, which must be
verified, approved, and finally stored by the nodes present in the circular
economy network [49]. Therefore, the block can be considered a
container of transactions including useful information to temporally and
spatially reconstruct the chain of blocks [92]. Each block contains
within it a pointer called hash, located in the header, which records the
information relating to the block in position "n" and the information
related to the block placed in the position "n-1”. Based on this principle,
the entire chain of blocks can be built [59, 83].

From the IT perspective, the hash, or fingerprint, results from an
algorithm called hash function [72]. Hash functions have two main
features [56]: 1) they are characterised by a string of arbitrary length
(input) and a string of defined length (output); 2) they are irreversible
functions. Each block contains a hash, and this allows a unique and
secure identification; moreover, the hash allows the construction of
spatial mapping of the entire blockchain, which is continuously updated
as new blocks are added [59, 83].

In addition to the hash, there is also a timestamp in the block through
the practice of timestamping. This practice consists of a specific char-
acter sequence that allows the unambiguous block identification and,
therefore, of its transactions. This timestamp enables the development of
a timeline map useful for understanding the order in which the trans-
actions occur. To sum up, in a distributed system applied to the block-
chain, it is necessary to be able to know the hash and the temporal brand
in order to be able to recreate the chain of blocks spatially and tempo-
rally. Instead, the transaction contains the following information [74]:
1) IP address of the sender and recipient; 2) the cryptographic signature
necessary to guarantee the security of the transaction; and 3) informa-
tion regarding the content and characteristics of the transaction.

Since the number of transactions varies continuously over time, the
blockchain can be continually updated on all nodes in the network; this
is possible thanks to the use of cryptographic primitives that guarantee
the correct functioning of the system. Furthermore, the transactions are
unchangeable; any change requires the consent of all the nodes present
in the network. Many types of transactions can be carried out with the
blockchain (e.g., transactions related to dyadic relationships between
partners, management of information pertaining to contracts through
smart contract). All transactions are noted with maximum transparency
and in an unchangeable manner in the ledger.

The ledger can be considered as the aggregation of several blocks
interconnected using cryptographic primitives and hash. The blockchain
is the realisation of the distributed ledger, which is the evolution of
centralised and decentralised logic [70, 94]. In the centralised logic
(centralised ledger), each transaction is managed by a central node,
which has a centralised authority, acts as an intermediary, and verifies
the correctness and security of information. In the case of decentralised
logic (decentralised ledger), there is no single centralised authority to
refer to, but more central subjects are set up in a logic of local
centralisation.

The blockchain is based on distributed logic and there is no longer
any centralised authority between the circular economy network actors.
Consensus between circular economy network nodes, essential re-
quirements in the centralised system, is replaced by cryptographic
primitives and protocols, and the figure of the intermediation nodes is
definitively eliminated [6]. There is no central point of vulnerability in
blockchain platforms that can be attempted to tamper with the system.
These characteristics substantially distinguish the blockchain from
centralised databases [26]. Due to modifying a transaction within a
block, it is necessary to change the value identifying that particular
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transaction and, consequently, the change of the block in which the
single transaction is contained [48]. This modification should be repli-
cated simultaneously with the existing technologies. These factors
guarantee the security of the network’s information [63].

As for the mechanism that leads to the creation of blocks starting
from transactions, the following procedure is followed to interact with
the system: 1) creation of the transaction and the public cryptographic
key; 2) creation of the block containing the transaction mentioned
above; 3) verification and approval of the block by the actors of the
circular economy network; 4) verification of the truthfulness of the in-
formation by the actors of the circular economy network; 5) evaluation
of previous checks and additions to the block to the network; 6)
authorisation and validation of the transaction; and 7) publication of the
transaction in the ledger.

5. Research approach

Moving from the above framework, the research aims to evaluate the
circular supply chain management processes and identify the technical
and functional specifications that the technological architecture of the
blockchain must possess to favour the development and consolidation of
the relationships between the various actors of the circular supply
network. Specifically, the characteristics of the reference sector, the
socio-economic and technological context, and the companies’ innova-
tive, technological and productive processes will be considered.

A single in-depth case study (Yin, 2009) was associated with a pri-
mary data collection made directly in the company: interviews, mapping
of the supply chain circular processes, operations, skills and times, and
validation workshops. Secondary data were also collected, such as order
reports, order modification reports and databases from the past 12
months, activity descriptions, ERP reports, Excel reports, product re-
quirements, and monthly/quarterly reports. Secondary data were used
to integrate and triangulate sources with primary data. Triangulation of
data was necessary to strengthen the validity and reliability of this
research. The first data collection consisted of over 80 h of direct
contact:

1 Face-to-face interviews with company managers for the supply chain
management, operations management, and information manage-
ment departments

2 Shadowing operations by direct observation. The researchers fol-
lowed a sample of operations through the process, mapping the ac-
tivities and timing them.

The other data collection method that was used over 12 months of
the study included:

1 Active remote dyadic (back-and-forth) interactions. For example,
multiple questions and clarifications over the phone, e-mail, and
Skype

2 A validation workshop with managers

The implementation in the circular economy sector of a platform
based on blockchain technology is very favoured, especially for SMEs
that deal with waste management for companies belonging to high-tech
and complex sectors. The innovative waste management provider ana-
lysed in this study is located in the South of Italy and provides industrial
waste disposal services for multinational companies operating in the
automotive and railway manufacturing business. It is currently based
and has its facilities in a relevant district for mechanical and railway
engineering and production at the national level. This context of
investigation seems to be a suitable choice because sustainability man-
agement is a critical factor in a complex industry, and rethinking waste
management processes plays a crucial role.
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6. Design of the circular blockchain platform

This section discusses the process of design and implementation of
the circular blockchain platform and represents the empirical contri-
bution of this research. The design process of the application of a cir-
cular economy blockchain-based platform is organised into two main
phases:

1 PoC framework design and deployment
2 Circular supply network modelling

A detailed description of each phase is provided in the paragraphs
that follow.

6.1. PoC framework design and deployment

In computer science, a Proof of Concept (PoC) is a practical
demonstration of a software application’s basic operations or an entire
system, integrating it into an already existing environment. The PoC
development is used to demonstrate a vulnerability in a software or in a
computer system, the exploitation of which may allow unauthorised
access to the data contained in the system or compromise its
functionality.

For the realisation of this structure, the research team involved in
this project decided to use Hyperledger Fabric, an open-source project
founded by Linux Foundation in 2015, created to enable the construc-
tion of blockchain. The feature that distinguishes Hyperledger Fabric is
represented by modularity that allows defining consensus mechanism
and membership management [18].

Compared to permissionless blockchains, permissioned blockchains
work amongst a set of known, recognized, and often verified participants
who follow a governance scheme that provides a certain level of confi-
dence. A permissioned blockchain is a way to protect interactions be-
tween entities who have a common objective but may not completely
trust one another. The participants are known, and all activities,
whether submitting application transactions, altering network settings,
or executing a smart contract, are recorded on the blockchain in
accordance with a previously agreed endorsement policy. The respon-
sible actor is quickly identified, and the event is addressed in accordance
with the governance model’s requirements. In this context, the proba-
bility of a participant purposefully adding harmful code via a smart
contract is reduced. Based on the foregoing premises, a permissioned
blockchain usually employs Crash Fault Tolerant (CFT) or Byzantine
Fault Tolerant (BFT) consensus algorithms that do not necessitate costly
mining. In particular, for a single firm, fully byzantine fault tolerant
consensus may be unneeded since it could affect speed and throughput,
and a CFT consensus protocol may be more adequate. However, the
traditional BFT consensus mechanism is required in multi-party decen-
tralized applications.

Hyperledger Fabric also offers the possibility of creating private
channels, allowing a group of participants to create a ledger where
transactions are recorded completely privately, which can only be
viewed by the nodes that participated in it, namely a fundamental pre-
requisite for the creation of a supply blockchain. Compared to alterna-
tive private and permissioned solutions, Hyperledger Fabric was
selected for its stability, flexibility, and conformity to the specific
functional requirements (e.g., absolute control of access, transactions,
and information between the various players in the network). Further-
more, Hyperledger Fabric features a modular design that is fully con-
figurable and capable of meeting a number of requirements related to
data confidentiality and cloud configuration. Cloud configuration was
necessary to implement the blockchain at the supply chain level. The
leading cloud service providers (e.g., IBM Bluemix, Microsoft Azure,
Google Cloud Platform, AWS Amazon Web Services) are all compatible
with Hyperledger Fabric. Therefore, it was selected as the best platform
to support the functional requirements identified.

Information & Management xxx (Xxxx) xxx

Currently, the blockchain application has been configured on-
premises. Installing an on-premises program means installing it on a
local device, such as a machine that physically resides within the com-
pany that uses it or is still owned by it (a company server). The software
components used are the following:

- Operating System: Windows 10 64-bit, Ubuntu Linux 14.04 / 16.04
LTS 64-bit

- Virtual Machine: Oracle Virtual Box

- Required software: Code editor VSCode and Atom editor plugins;
Docker Engine: Version 17.03; Docker-Compose: Version 1.8 or
higher; JavaScript SDK; LoopBack Connector; Node: 8.9 or higher;
npm: v5.x; git: 2.9.x or higher; Python: 2.7.x; REST Server; Yeoman
code generator

6.2. Circular supply network modelling

The network modelled in Fig. 3 was used to identify the main actors
to be involved as nodes of the blockchain platform to be developed.
The specific testing network included:

1 Manufacturer (M): This node represents the manufacturing company
entertaining dyadic relationships with the RLSP

2 Reverse Logistics Service Provider (RLSP): This node represents the
reverse logistics service provider analysed in the case study and es-
tablishes the governance framework of the blockchain network

3 Selection centre (SC): This node differentiates non-reusable and
recyclable wastes

4 Recycling centre (RP): This node collects recyclable wastes and
transfers recycled products to M

5 Landfill (L): This node disposes of non-reusable wastes

A differentiated waste management system was based on the
following flow of materials:

1 The specific waste is collected in dedicated containers at the
Manufacturer

2 The Reverse Logistics Provider collects the waste and transfers it to a
Selection centre

3 The recycled product is brought to a Recycling centre, which produces
materials that fall within the production cycle

4 Selection centre and Recycling centre discard non-reusable material
which is transferred to Landfills

A fundamental aspect of the circular blockchain platform is the
possibility to create private channels to carry out operations with each of
the actors participating in the network to allow the individual com-
panies to maintain privacy on their information, further strengthening
their position in the network. On the other hand, the circular blockchain
platform allows displaying any movement of wastes and documents that
occur between the various nodes in the network, although it does not
participate directly in operations. In addition to greater transparency in
the origin and reliability of the waste services provided, this would also
simplify the control carried out on possible returns of products.

6.2.1. Identification of the circular supply chain partners

Fig. 4 highlights the main features that are necessary for identifying
circular blockchain partners. These features were used to identify the
main functional requirements for the development of a circular block-
chain platform. The functional requirements establish the permissions to
visualise and/or approve transactions. Based on a private and permis-
sioned blockchain model, the Reverse Logistics Management Provider has
full permission to visualise and approve transactions, whereas Manu-
facturer, Selection centre, Recycling centre and Landfill can only visualise
and approve their transactions.
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Fig. 3. PoC framework and business network deployment.

6.2.2. Definition of assets

An asset is identified by any property owned by a company that can
be monetised. Tracking company assets is a fundamental process and an
investment for a company that wants to save money and time: devel-
oping and implementing asset traceability reduces administration costs
and streamlines the business, improving the quality of customer service
and pushing to the scalability of its business. All these processes favour
organisational efficiency: warehouse, offices, and stocks become auto-
matically accessible, reducing waste in management costs and at the
same time managing to anticipate needs through the administration of
company assets.

In the business case developed, the Waste and Document classes
represent the assets of network transactions.

The Document class is identified by ID Protocol and Type:

- ID Protocol
1 ID: ID is a code that uniquely identifies a document.

2 Protocol Type (PT): PT represents the type of document to be
transmitted within the network.

3 Notes.

- Type

1 Request for Quotation (RfQ): RfQ is a request in which a Manu-
facturer asks RLSP to submit a quote on the possibility of providing
certain services. In addition to the price, RfQs usually also include
details of payment such as terms and deadlines.

2 Quotation (Q): Q represents the list of services that the RLSP is
willing to sell according to the established conditions.

3 Statement of Work (SoW): SoW is a document to define the specific
activities, tasks, results, and deadlines expected. This document
also includes requirements and detailed prices with annexed
terms, regulatory and governance conditions.

4 Waste Service Order (WSO): WSO is a commercial document and
represents the first official offer issued by a Manufacturer to a
RLSP, which indicates the types, tasks, and prices agreed for ser-
vices. The issue of a WSO does not constitute a final contract but
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Fig. 4. Identification of circular blockchain partners.
can serve as a legally binding document when accepted by the two The Product class is identified by Waste ID and Category:
parties.

5 Delivery Plan (DP): If at the time of specifying a contract, the - Waste ID:
details of the time delivery are already known, a DP is used. A DP is 1 ID: ID is represented by Part Number_Serial Number.
not a real program, but a program solution for the generation of 2 Waste Category (WC): WC represents the category of waste
WSO promptly. belonging to the classes described below.

6 Quality Notification (QN): QN is a document describing the con- 3 Waste Management Service (WMS): WMS represents the code of
formity of service with respect to a quality requirement and con- the specific waste management service provided.
tains a request to take appropriate actions within it. 4 Notes.

7 Waiver (W): W is an agreement or additional clause attached to a - Category:
policy that excludes a specific type of loss, limits the amount of the 1 Solid (S): Category of solid material.
claim to a specified amount, and finally extends the coverage to 2 Liquid (L): Category of liquid material.
include items not included in a standard policy. 3 Gaseous (ME): Category of gaseous material.
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6.2.3. Analysis of the main transactions

The Move Waste and Send Document classes describe the operations
that will be executed in the circular blockchain. These operations will be
recorded on the distributed platform. In this way, all the waste move-
ments that will be made in the network and the related documentation
will be traced uniquely and irrevocably. The various nodes will thus
have a platform that can overcome the problems related to the inte-
gration of information from different information systems, which often
have a significant impact on management costs.

7. Discussion of results

This section adopts the proposed Triple Retry framework to discuss
blockchain technology’s impact on the circular supply chain. The
designed blockchain platform can be considered a pilot implementation
to analyse and discuss the effects on the circular supply chain. Therefore,
blockchain technology’s pre- and post-implementation characteristics
are clarified by checking the impact on trust, traceability, and trans-
parency in the circular supply chain processes examined, namely recy-
cling, redistributing, and remanufacturing.

7.1. Blockchain impact on trust

The implementation of blockchain technology modifies the concept
of trust amongst the circular supply chain management partners. Storing
and maintaining data, information, and transaction records in a
decentralised and distributed ledger promotes trustworthiness and trust
amongst supply chain partners, regardless the presence of a centralised
authority [64].

The use of a circular blockchain technology affects the current
development trust process amongst partners. Trust in individual part-
ners or circular supply chain was replaced by trust in the blockchain
technology [63]. That, in turn, has ensured that it can do without trusted
partners or intermediaries in managing data, information, contracts, and
transactions. Before the implementation of the circular blockchain
platform, the processes of recycling, remanufacture, and redistribution
operated within the development of centralised mechanisms, the
adoption of individual local databases, the need for trusted parties, and
the consequent creation of trusted dyadic relationships amongst
partners.

In coherence with the study of Farooque et al. [33] on the meaning of
a circular supply chain management, the study highlights that after the
implementation of the platform, circular supply chain process opera-
tions are moving toward a more trustless, coordinated, and automated
global network, while simultaneously being redesigned to reduce trus-
ted parties. After the blockchain implementation, the trust in the indi-
vidual partners operating in the circular supply chain was integrated by
the trust in the blockchain technology [92]. Blockchain enables circular
supply chain processes with less intermediation without centralised
authorities. This means the blockchain platform has a motivating and
positive effect for both the trustor and the trustee [6].

Additionally, the blockchain platform adoption enables information
disclosure, guarantees responsibility attribution, reduces business
expense, solves the vulnerability of information flows and transactions,
and transforms the circular supply chain into a trustless system. Finally,
the verification that the process is direct and trustful, as well as the
absence of centralised intermediaries that should increase trust between
the participants, in turn, guarantees the automation of the agreement,
the fight against fraud, and the malfunction of the traditional third
parties, and avoids uncertainties related to system malfunctions due to
tampering or attacks with fraud intents. In summary, the blockchain
implementation provides a mechanism of trust for the multiple partners
in the supply chain’s circular ecosystem [33, 92].
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7.2. Blockchain impact on traceability

Traceability focuses on the dynamic tracking and tracing response of
both direct and indirect material and information flows crossing the
circular supply chain. Before the implementation of blockchain tech-
nology, tracking processes used labour resources for the acquisition,
storage, and distribution of updated and confirmed information
regarding the localisation of materials. Individual firms used different
traditional methods for the purpose of managing the technical details of
status tracking.

Main traditional tracking methods ranged from e-mail correspon-
dence, phone calls, EDI, value-added network (VAN), or ERP systems.
Nevertheless, individual firms did not adopt a coordinated tracking
system based on the different available resources, which in turn reduces
the overall circular supply chain efficiency. From a managerial point of
view, managing exchanges of large data volumes between multiple
partners and decision support for process monitoring have always rep-
resented costly and time-consuming activities, specifically in harmo-
nising and certifying data from different systems and external actors,
with the inevitable consequent potential profits and efficiency loss. EDI,
VAN and ERP system can solve these problems but are not able to pre-
vent tampering or malevolent actions on data.

After implementation, blockchain technology enables an almost
unique and real-time tracking system that allows timely and automatic
updates of status data in order to make efficient and effective business
decisions. The proposed value-added tracking process will enable par-
ticipants in the supply chain to share ledger and use smart contracts to
trace and track changes in the state of material information. Through the
adoption of smart contracts, individual circular supply chain partners
can track and trace a status change triggered by an automated event
mechanism [89, 101]. The updated process status could be tracked and
traced in a timely way by the partners that are registered on specific
contacts since smart contracts may automatically activate information
push mechanisms. According to the company managers, having the in-
formation in a single format allows to save a significant amount of time
in harmonising the data, which typically involves the duplication of
information and worksheets. Furthermore, the capability of having
certified actors and information implies the option of bypassing the
verification of authenticity. These features are significant since they
enabled the recovery of a considerable amount of time that could be
spent on other pursuits.

The proposed blockchain platform guarantees a better level of effi-
ciency of operations through a real-time notification of information
changes based on push mechanisms. Therefore, circular supply chain
partners can decrease costs associated with traditional tracking methods
to achieve information synchronisation amongst partners [95]. In
summary, blockchain platform implementation allows the circular
supply chain to achieve synchronisation of tracking information and
reduce resources required to confirm process status, which in turn ac-
celerates the process automation and disintermediation using smart
contracts [23, 70, 93].

7.3. Blockchain impact on transparency

Demand for transparency across circular supply chain processes
influenced the motivation to design and implement a blockchain plat-
form. Eliminating centralised authorities enhances transparency, which
affects the mode of collaboration amongst circular supply chain part-
ners. Higher transparency is also achieved through an inherent
tampering-proof mechanism characterising blockchain technology.
Storing distributed records in a blockchain platform enhances trans-
parency in the flow of process status information, which improves the
operational efficiency of individual firms and circular supply chain in
terms of time efficiency and system automation.

Typical hand-off points, such as change/return in status and
ownership transfer, tend to be removed as a result of the increase of
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transparency amongst circular supply chain processes. The actors
involved in these processes can benefit from full transparency to enable
timely controls of necessary steps by using automated smart contracts
([32]; Iansiti & Lakhani, 2011; [81]). Furthermore, recording data on
the blockchain platform makes unnecessary the combination of on-chain
data sources and off-chain systems. Blockchain platform enables trans-
parency and privacy since data is stored in a private-permissioned led-
ger, allowing individual firms to manage their employees’ identities to
assure privacy.

A private-permissioned blockchain achieves better transparency
requiring access control to authorised data, thereby making information
access more effective and secure. Finally, the distributed ledger’s
immutability guarantees transparency over time through irrevocable
and node-verified mechanisms, disintermediation and automatic pro-
cesses, convenience, and simplification in terms of data extraction and
comprehension [52, 89, 101].

7.4. Additional impacts

As for blockchain’s impact on operational performance, blockchain
platform allows to achieve higher throughput and lower latency when
using private and permissioned ledgers. Secondly, a supply chain in
which a blockchain system is not implemented requires a vast amount of
manual inspections and transactions, involving numerous
termediaries and generating efficiency problems [41]. A blockchain and
smart contract-based approach can reduce manual registration and
verification and enable the automation of many supply chain processes
and activities with a consequent improvement in terms of efficiency [23,
70].

The blockchain implementation allows for significant disruption in
system efficiency and security: using blockchain, existing technological
systems, such as EDI, can be used with increased operational perfor-
mances. Data and information are standardised and automatically
transferred. This aspect results in significant operational time and
management cost savings, and also allows staff or managers to focus
more on data analysis. The energy to support the blockchain system
erodes some of this boost in operational efficiency, but it is contained
given the use of a permissioned system.

Furthermore, the blockchain platform achieves customizable con-
figurations (e.g., consensus protocols, off-chain data calculation, block
size) and, therefore, higher efficiency of the entire supply system. A
decrease in costs and times is due to the lack of need to control and trace
data and flows through intermediation actors’ involvement. Moreover,
anticipating the fluctuation of demand in a supply chain due to the
tracing and transparency aspects of a blockchain system also allows to
manage cost more efficiently and to reduce volatile components.

From the specific waste management point of view, blockchain
technology is able to favour the adoption of circular practices thanks to a
double integration: 1) a horizontal integration that allows to trace the
waste flows throughout their life allowing for better flow management,
2) a vertical integration that clearly and unambiguously identifies those
responsible for the entire lifecycle of waste. This double integration
entails the possibility to optimise waste flows, with a reduction in
management costs and control time [49].

in-

8. Conclusions and implications

The paper highlighted that there is an emerging and rapidly growing
body of blockchain literature in the domain of the circular supply chain.
Alongside the large theoretical contribution, the growing interest in the
topic requires more empirical research on the design and implementa-
tion of blockchain platforms (Avital et al., 2016; [58, 65, 75]) to un-
derstand further the feasibility and actual advantages of this enabling
technology. Brennan et al. [16], Kim and Laskowski [45], and Carter and
Koh [19] support the fundamental need to improve current supply
chains with blockchain technology, with particular attention to the
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effects on trust, traceability, and transparency.

In this context, to combine the three reverse supply chain processes
(i.e., recycle, redistribute, remanufacture) and the three main factors
that influence circular blockchain technologies (i.e., trust, traceability,
transparency), this paper proposed an integrated Triple Retry frame-
work to design circular blockchain models and implement blockchain
platforms.

The research proposed here investigates the blockchain imple-
mentation in a circular supply chain and demonstrates the main effects
on trust, traceability, and transparency of the reverse supply chain
processes and transactions [19, 67]. This study contributes to the supply
chain literature, demonstrating how circular blockchain models are
designed and how circular blockchain platforms are implemented.

It highlights the main features necessary for identifying the main
functional requirements for the development of a blockchain platform,
establishing the permissions to visualise and/or approve transactions,
identifying and tracking the assets of network operations that are
executed. These operations are recorded on the distributed platform. In
this way, all the waste movements made in the network and the related
documentation are traced uniquely and irrevocably. Therefore, the
various circular supply chain actors involved have at their disposal a
digital platform that is able to overcome the problems related to the
integration of information from different information systems, which
often have a significant impact on management costs.

The proposed Triple Retry framework has been used to evaluate the
impact of blockchain technology on the circular supply chain investi-
gated. More in detail, the characteristics of the pre- and post-
implementation of blockchain technology are elucidated by checking
the three main factors (i.e., trust, traceability, transparency) affecting
the circular supply chain processes investigated, namely recycle, redis-
tribution, and remanufacturing.

Implications

As for the theoretical implications, this research contributes to the
supply chain theory by providing theoretical and practical implications
according to Industry 4.0 technological advances and circular economy
[78]. By building a theoretical model that applies the principles of
blockchain technology to the supply chain, it has been possible to un-
derstand how it is possible to combine the characteristics of these
principles in a circular supply chain domain and how this synergy has
positive implications for the conception and execution of its transition
towards circular economy [14, 33]. In particular, it has emphasised how
to connect the blockchain concepts of trust, traceability, and trans-
parency to the circular supply chain management processes [78, 86].

As for the managerial implications, this research highlighted the
blockchain implementation path for a circular supply process, as shown
by the blockchain design and implementation analysis. This path pro-
vides clear guidelines for management regarding the implementation of
the blockchain within circular economy networks. The fact that the
system has been developed independently and without support of third
parties and relatively low use of financial resources shows that the
implementation of blockchain solutions can take place in a reasonably
economical way. The Triple Retry framework allows managers to
identify the critical factors to achieve a successful blockchain imple-
mentation. The case considered in this work concerns the reverse cir-
cular supply chain processes, but it is possible to extend the theoretical
model to other supply chain processes (e.g., order fulfilment, delivery).

Limitations

This research is based on an in-depth case of a single circular supply
chain that aims to be tested in different contexts in the near future.
However, it can be argued that the results are generalisable, and future
research will investigate the impact of blockchain on different processes
and actors in the supply chain, including customer-supplier dyadic
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relationships and supply network relationships.
Future directions

In the next future, the supply chain as well as the blockchain appli-
cations will be interested by radical transformation. In this context, a
pivotal role concerns the time-limited privacy in blockchain and trans-
actional privacy, enabling applications where privacy is managed and
guaranteed by regulations.

Furthermore, a research direction concerns the necessity to conduct
further research on the role of blockchain technology in managing trust,
traceability, and transparency of public and private companies oper-
ating in developing countries to underline the research advancements
and highlight similarities and differences with developed countries.
Finally, an additional research direction concerns the opportunity to
adopt blockchain to bridge trust, traceability, transparency factors
affecting knowledge flows during pandemics.

To achieve this aim, future contributions could design novel block-
chain models to assure the immediate need for personal protective
equipment (PPI) like medical gowns, surgical masks, gloves, as well as
the acquisition and deployment lifecycle of equipment like ventilators
respirators, and medical tests. More in detail, future contributions could
provide fertile ground for experimentation of private and permissioned
blockchain platforms to manage material and information flows of PPI
supply processes, including different actors, namely medical device
suppliers, pharmacies, hospital procurement departments, and local
governments.
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