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A B S T R A C T   

Continued integration of technology for the purpose of connecting and exchanging data with 
other devices and systems over the Internet exposes information security (IS) to growing risks. 
Organizations can thus achieve a strategic advantage by securing IS as a pivotal information and 
intelligence asset. This study examined ways of motivating IS professionals to protect information 
security from potential risks, drawing on the theoretical frameworks of protection motivation 
theory (PMT) and the theory of planned behavior (TPB) as well as work-related organizational 
antecedents (e.g., organizational commitment and job satisfaction). This paper proposes struc
tural equation modeling (SEM) in R as a framework for exploring relationships among the vari
ables and determining the overall data fit to the hypotheses. SEM is a multivariate technique 
which simultaneously executes both factor analysis and aspects of multiple regression in order to 
estimate interrelated relationships while also allowing path analytic modeling to be performed 
with latent, unobserved variables. Using 804 questionnaires with SEM analysis, we find support 
for the following predictors’ associations: (a) information security attitudes and subjective norms, 
as constituents of TPB, significantly influenced information security protective behaviors; (b) the 
coping appraisals (self-efficacy and response cost) and threat appraisals (threat susceptibility and 
threat severity) of PMT were significantly predictive of information security protective behaviors; 
and (c) organizational commitment positively impacted information security protective behav
iors. However, job satisfaction and perceived behavioral control as a construct of TPB were not 
associated with information security behaviors. The main theoretical contribution of this research 
is that the addition of organizational commitment allows the behavioral science model to offer a 
novel understanding of IS professionals’ protection motivation and actual behaviors in the Chi
nese context. This study has several practical implications for organizations. In order to encourage 
IS professionals to follow protective security behaviors, organizations should set up the belief that 
a close relationship with subordinates plays a vital role in ensuring information security, improve 
IS employees’ perception and cognition of their importance to the organization, constantly 
highlight the importance of information security protection, and emphasize the severe conse
quences of information security threats during trainings.   

1. Introduction 

The rapid advancement of information-based technologies and services (e.g., Internet of Things) in China has created heavy 
reliance on information security (IS) to protect the valuable organizational data these systems hold (Zhang et al., 2017). In Internet of 
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Things (IoT), security refers not only to cryptography, secure communication, privacy assurance but also security professionals’ 
protective behaviors. Information security relies on a highly efficient authentication and authorization system for accessing organi
zational databases that hold commercially valuable and sensitive personal information. Hence, it is also impacted by inside infor
mation breaches within organizations (Safa & Ismail, 2013). In IoT, most information is either personal or organizational, such as date 
of birth, location, and organizational budgets. This is one of the challenges of working with such sensitive data. Thus, IS professionals 
need to ensure that they take into account potential privacy vulnerabilities, security loopholes, and so on to provide cross-system 
security protection (Li et al., 2016). IS professionals are therefore at the forefront of the security concept. 

The security of an organization’s information is becoming more reliant on the actions of its IS experts skilled in collecting, 
analyzing, and utilizing data and responsible for protecting the users’ data to which they have access (Albrechtsen & Hovden, 2009; 
Herath & Rao, 2009; Jang-Jaccard & Nepal, 2014; Posey et al., 2015). Safa et al. (2015) reported that a primary reason for IS security 
lapses is the fact that IS professionals are the most vulnerable link in the security chain. While their services are indispensable, they 
constitute a significant threat to the organization. For example, between March and October 2016, an information technology (IT) 
expert at Zhaopin, a well-known internet firm in China, sold more than 155,000 items of personal information from within the or
ganization, including home addresses, work units, and salaries, to a Beijing-based technology company (Lu, 2017). This action resulted 
in severe consequences for the organization, including financial loss, reputational damage, and personal privacy infringement charges. 
Hence, it would be a beneficial approach for organizations to focus on the emergence of behavioral information security (Crossler 
et al., 2013) as organizational members’ behaviors that influence the availability, confidentiality, and integrity of information security 
(Stanton et al., 2015). 

There is surprisingly little research on information security protection in China despite the importance of protecting organizational 
information assets with the help of IS professionals. Most research on the topic has been limited to Western organizations. To what 
extent their information security reasoning can be extended to China, a country with a vastly different culture and institutional 
context, is yet to be determined. In 2019, the 135 listed IT organizations in China were generating 2.75 trillion Yuan in revenue from 
their information-based businesses, an increase of 12.5% from the end of 2018 (CAC, 2019). Chinese IT organizations provide an 
excellent area for information security research because they have adopted many information systems and are prone to tremendous 
threats to their information security. To date, research in the Chinese context has only found that certainty of formal sanctions toward 
deviant IS behaviors, as a means of formal social control, cannot fully explain IS protection; this is consistent with a prior study, which 
investigated IS violations from a rational choice perspective (Cheng et al., 2013; Siponen & Vance, 2012). The overall antecedents, 
structure, and interrelationships of protective information security behavior need to be explored in greater detail. 

To address this research void and augment the field’s understanding of IS professionals’ performance of protective behaviors, this 
study focuses on insights from behavioral and attitudinal perspectives. The protection motivation theory (PMT) is a behavioral science 
theory originally established to predict and elucidate behaviors influenced by an individual’s threat appraisal (how thrilling and severe 
a negative outcome is) and coping appraisal (how efficient the risk-eliminating behavior is). Researchers in the information security 
field also found the theory of planned behavior (TPB), a well-established behavioral science theory, useful for determining predictors 
of information security behaviors (Ajzen, 2002; Sommestad et al., 2014). TPB deems that behavior is determined by a set of beliefs 
grouped into attitudes, subjective norms, and perceived behavioral control (Sommestad et al., 2019). This study combines both 
theories to present a more thorough representation of the ways in which perceptual and attitudinal factors influence behavior. 

Although earlier studies have tried to use research frameworks that integrated PMT and TPB with other constructs (e.g., Bulgurcu 
et al. 2010, Herath & Rao 2009, Lee & Larsen 2009), very few work-related factors that profoundly impact the performance of IS 
experts as employees have been considered in an organizational setting. Since researchers have indicated that both individual and 
organizational factors are worth discussing, behavioral researchers should not neglect the influence of job satisfaction and organi
zational commitment on security performance and the desire to safeguard IS resources (Chang et al., 2012; Mowday et al., 2013; 
Spector, 1985). 

Thus, the stated learning aims to engender knowledge of protective information security behaviors in the Chinese IT industry by 
incorporating two behavioral science theories—PMT (self-efficacy, response cost, perceived severity, and perceived vulnerability) and 
TPB (attitude toward information security protection, perceived behavioral control, and subjective norms)—with work-related 
organizational factors (organization commitment and job satisfaction). 

Section 2 of this paper defines the two fundamental theories and the hypotheses. These are then discussed in Section 3, which 
presents the quantitative methodological approach to examination and explanation. Section 4 discusses data analysis and the results of 
the measurement and structural models. We discuss the study’s findings and contributions to theory and practice in Section 5. Sections 
6 and 7 describe the study’s limitations, discuss potential research avenues, and present a conclusion. 

2. Theoretical foundation and hypothesis development 

A critical requirement of IoT is that devices should be interconnected to complete specific tasks pertaining to sensing techniques, 
communication, information processing, and security protection (such as information confidentiality, transmission security, and 
privacy protection). Hence, IoT should be able to acquire, transmit, and process the information collected from IoT end-nodes such as 
sensors, gateways, and intelligent devices via networks to accomplish complex tasks (Li et al., 2016). Thus, it is expected that IoT 
should be able to prevent information security risks such as data breaches, unauthorized access, identity masquerade, and privacy 
leaks and provide robust security (Lize et al., 2014). It is especially important to design an effective security strategy to protect in
formation against inside security threat at the service level. 

Every organization has a varied mix of employees, management, partners, and complex infrastructure that makes handling inside IS 
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threats a daunting challenge (Roy Sarkar, 2010). The insider threat posed by IS professionals is more elusive and perplexing than any 
other security threat. IS professionals’ deviant behaviors can lead to potential damage through loss of revenue, loss of reputation, and 
loss of intellectual property for organizations. Technical solutions do not suffice since insider threats are fundamentally a people issue. 
Therefore, a two-pronged approach consisting of social and organizational assessment is essential in facilitating the prediction of 
information security protective behaviors carried out by IS professionals and preempting inside data breaches. This will ultimately 
improve the organization’s information security, and therefore survivability and resilience. 

Individual activity evaluation is a complex issue, and multiple theoretical models have indeed been presented to address various 
elements of human behavior. The behavioral aspect of information security commended were numerous. The majority of the re
searchers used psychoanalytic theory such as protection motivation theory, concept of planned behavior, and other useful theories to 
investigate information security behavior. Furthermore, researchers investigated the impact of protection incentives on information 
security behaviors, concluding that an individual’s personal compliance with corporate policies is influenced by their observed 
protection reasons (Shepherd et al., 2014). 

PMT and TPB are seminal theories that have recently been shown to be efficacious in the information security field. Fig. 1 provides 
an overview of the conceptual model proposed in this section and later tested empirically. Building on this foundation and incorpo
rating work-related factors relevant to the information security domain, the fundamental theoretical contributions are to parallel 
significant organizational perspectives with two behavior-intention theories and constructs to study how IS professionals’ protective 
behaviors can be influenced. The model is then tested in a Chinese organizational context. An explanation of these additions follows. 

2.1. Work-related organizational factors 

Much research has focused on IS employees’ association with organizational information security and its impact on protection 
motivational level and consequent workplace behavior. Effective information security also considers work-related efforts. Employees 
with high organizational commitment continue their membership because the organization’s values, goals, culture, and initiatives 
align with their own (Herscovitch & Meyer, 2002; Meyer et al., 1993). Similarly, employees with a positive emotional state as a 
subjective value of performance satisfaction within the organization decrease turnover intentions (Kim & Mun, 2018). 

The first factor, organizational commitment, a vital construct of work-related factors, is defined as members’ identification with, 
feeling of obligation for, emotional attachment to, and involvement in a specific organization; this presents a strong positive associ
ation with desired organizational citizenship behavior (Mowday et al., 2013). Organizational citizens with high affective commitment 
perceive their organizational values and goals as congruent with their own, which means that success in one component creates success 
in the other (Posey et al., 2015). This is strategically significant for employees because of the potential benefits they get in return, 
measured by improved productivity and heightened perceived meaningfulness of work in the long run. By establishing organizational 
commitment strategies, organizations encourage desired employees by forging a psychological link between organization and member 

Fig 1. Theoritical Model.  
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expectations (Eisenhardt, 1985). Stanton et al. (2003) further developed a theoretical explanation for this link, documenting a positive 
association between organizational commitment and protective information security behaviors. The inference, then, in the context of 
information security protection, is that IS professionals, as organizational insiders with high levels of commitment, tend to exert 
considerable effort in performing and investing their knowledge and skills to protect their organizations’ information security. In other 
words, organizational commitment can act as a predictive antecedent for IS professionals to trump information security threats and 
send a strong signal that information security protection is meaningful work. This leads to the first hypothesis: 

H1: Organizational commitment is positively associated with IS protective motivation. 
The second factor, job satisfaction, refers to an employee’s sense of wellbeing at work. The construct is rather general, encom

passing the employee’s feelings about several job elements which can be intrinsic (i.e., relating to an employee’s innate feelings of, for 
example, liking, happiness, or recognition) or extrinsic (i.e., referring to situational factors in an external setting such as pay, pro
motion, communication, supervision, rewards, and fringe benefits). Greene and D’Arcy (2010) state that IS professionals with positive 
feelings about their organizations and work are more likely to protect information assets and comply with information security 
procedures because they are closely involved in them and foresee the ‘big picture’ as far as their job responsibilities are concerned. 
Therefore, considering that this positive affect is reflected in job satisfaction, it is likely that more satisfied IS professionals engage in 
in-role information security performances that align with the corporate information security regulations that IT organizations expect 
and require. Previous studies have shown that the mutual association between levels of job satisfaction and job performance is rooted 
in social exchange theory, which proposes that individuals are more inclined to devote themselves to beneficial organizational be
haviors if they are satisfied and perceive their employment relationship as a reciprocal exchange (Cheng et al., 2013; Podsakoff et al., 
2003). Based on the above evidence, we postulate that higher job satisfaction may manifest itself in a stronger tendency towards 
information security protection. This leads to the second hypothesis: 

H2: Job satisfaction is positively associated with IS protective motivation. 

2.2. Protection motivation theory and research opportunities 

In the information security field, PMT has been adapted to better understand the motivations that influence individuals to comply 
with organizational security policies and to employ anti-malware software (Johnston & Warkentin, 2010; Lee & Larson, 2009). The 
theory has also been used to explain various behaviors aimed at unified security practices (Anderson & Agarwal, 2010; Crossler & 
Bélanger, 2014) to protect computer and network security as well as adopt email authentication services (Herath et al., 2014). Even 
though many studies have relied on PMT in this context, its application and results have been inconsistent. 

First, current research does not sufficiently consider the effects of fear despite its proof as an effective mediator by PMT scholars 
(Maddux & Rogers, 1983; Orazi & Pizzetti, 2015). Other studies omit fear entirely, mainly concentrating on other facets of PMT such as 
perceived severity and vulnerability, response cost, and self-efficacy (Ifinedo, 2012; Menard et al., 2018; Norman et al., 2005; Vance 
et al., 2012; Verkijika, 2018). However, a recent treatise on security research opportunities shows that fear has been acknowledged as a 
key PMT construct in theoretical reviews (Moody et al., 2018; Wall & Buche, 2017). For example, Herath & Rao (2009), studying 
behavioral information security, found that fear explains changes in information security attitudes toward security policy. Crossler 
et al. (2013) documented that fear should be delivered by emphasizing the information security threat’s severity and the system’s 
vulnerability. Notwithstanding contrary assumptions, existing research demonstrates that fear is an emotion with strong cognitive, 
affective, and psychological manifestations (Boss et al., 2015), which can substantially impact organizational members’ security at
titudes, motivations, behavioral intentions, and actual behaviors (Posey et al., 2015). Hence, omitting fear from PMT nomology may 
undermine IS research. 

Second, although the primary purpose of PMT is to analyze protection motivation (i.e., intentions), it can be extended to assess 
actual protective behaviors associated with threat and coping appraisal. Previous information security studies employing PMT efforts 
have assessed actual protective information security behaviors (Lebek et al., 2013; Siponen et al., 2010), but most information security 
studies focus on protection motivation, which neglects the relation between protection motivation and actual behavior (e.g., Menard 
et al. 2018). Hence, this study argues that actual behaviors are useful for information security research because the goal is to improve 
security behavior, not merely to increase protection intentions. Further, comprehension of security practices in Chinese IT organi
zations depends on an efficacious test of IS professionals’ actual behaviors that employs the full, inclusive nomology of PMT. 

The threat and coping appraisal processes form the foundation of PMT. A threat appraisal consists of threat susceptibility—the 
degree to which IS professionals feel their organizations are susceptible to the described threat (Rogers, 1983)—and threat sever
ity—the extent to which IS professionals perceive threats as detrimental and likely to cause consequential harm (Maddux & Rogers, 
1983; Rogers, 1983). Belief in the existence of a harmful threat generates fear, a negative emotional response. Thus, threat vulner
ability and severity predict fear. In the PMT model, researchers argued that fear, a significant component of the cognitive mediating 
process (Eppright et al., 2002), is generated as a partial mediator between threat appraisal and information security protection 
motivation. Invoking fear can lead an employee to take protective acts more seriously (Boss et al., 2015; Rogers, 1975; Witte, 1996). If 
information security protection motivation holds in the context of Chinese IT organizations, IS professionals’ perceptions of security 
threats will impact the degree of fear they experience. This fear may influence their level of motivation to protect their organizations’ 
information security from threats. It can also explain their engagement in protective responses in the future. Therefore, this study 
posits the following: 

H3: Perceived threat susceptibility to the organizations’ information security is positively associated with fear. 
H4: Perceived threat severity to the organizations’ information security is positively associated with fear. 
H5: Fear related to organizations’ information security threats is positively associated with IS protection motivation. 
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In the PMT model, it is well known that the primary theoretical focus predicts protection motivation intentions (Hassandoust & 
Techatassanasoontorn, 2020; Menard et al., 2018; Wu, 2020; Yoon & Kim, 2013). Further, Floyd et al. (2000) argued that PMT has 
been extended to predict behaviors. Therefore, PMT-centered research in the field of health is now used to examine real-world 
behavior change as well as behavioral intentions. In line with this reasoning, actual information security protective behaviors can 
be useful for information security research because the purpose is to change the actual security behaviors of IS professionals. To in
crease application to security practice, therefore, any test of the full nomology of PMT should contain an assessment of actual pro
tective behaviors. Nevertheless, protection motivation (i.e., intention) as the key construct of the PMT model can be a very strong 
predictor of behaviors. Thus, we hypothesize as follows: 

H6: IS protection motivation is positively associated with information security protective behaviors. 
Coping appraisal involves the evaluation of one’s ability to avoid and cope with threats to ‘avert the threatened danger’ (Floyd 

et al., 2000, p. 410). The process considers the two variables of self-efficacy and the cost of performing the protective behavior (i.e., 
response cost). 

Self-efficacy is the assessment of one’s capacity for protective behavior—whether the individual has the skills, experience, and 
instruments required to execute the work responsibly (Maddux & Rogers, 1983). Previous studies have always applied the concept to 
explain people’s behavioral intentions while using computers (Crossler et al., 2013; Johnson & Marakas, 2000). PMT research has had 
similar results when employing self-efficacy to explain the performance of information security tasks. For example, Johnston and 
Warkentin (2010) found a direct positive relationship between self-efficacy and the use of anti-spyware software. Similarly, other 
researchers found a positive relationship between self-efficacy and attitudes toward the security of a home wireless network (Anderson 
& Agarwal, 2010; Woon et al., 2005). Therefore, we arrive at the following hypothesis: 

H7: Self-efficacy is positively associated with protection motivation. 
Finally, response cost refers to perceived personal drawbacks, such as the effort, expense, difficulties, inconveniences, and potential 

side effects that IS professionals believe they will incur from taking protective actions (Pratt et al., 1992). Workman et al. (2008) 
commented that ‘people maintain different cost/benefit attitudes about information security measures that are independent of the 
perceived business value or sensitivity of the informational assets (i.e., severity of threat), particularly in relation to their own self-
interests’ (p. 2806). When response cost increases, the likelihood that IS professionals will perform adaptive responses decreases 
(Pechmann et al., 2003). IS research has found support for similar findings associated with/ in regard to the intention of using security 
measures (Hsu & Kuo, 2003; Workman et al., 2008; Wu & Wang, 2005). 

H8: Response cost is negatively associated with protection motivation. 

2.3. The theory of planned behavior and protection motivation 

The second approach to information security from the perspective of protective intentions and behaviors draws upon TPB. 
Developed from the theory of reasoned action (TRA), TPB describes behavior changes from the perspective of social influence. In 
organizations, individuals’ feelings, actions, and behaviors are influenced by their interaction with others. Evaluation of a behavior as 
positive (attitude) or performance of recommended behaviors as expected by significant others (subjective norms) may result in 
greater intention to perform the behavior (Fishbein & Ajzen, 1981). Ajzen (2002) went on to develop TPB by adding perceived 
behavioral control. From protective behavior intention to actual behavior, the theory can comprehensively elucidate nonvolitional 
behavior, postulating that individual behavior is influenced by attitude, subjective norms, and perceived behavioral control. Earlier 
studies demonstrated that a person’s intention to support information security protection is strongly affected by these three factors 
(Bulgurcu et al., 2010). This research used TPB to explain how IS professionals engage in information security protection to decrease 
threats in organizations. The three constituents of TPB used in this study are explained below. 

Attitude describes an individual’s positive or negative view toward performing a specified behavior (Safa & Von Solms, 2016). 
Because of its great potential to describe a person’s behavior, attitude has attracted researchers’ attention in several research domains. 
For example, Siponen et al. (2014) pinpointed that attitude relates positively to compliance with organizational information security 
policies and that it impacts employees’ intention to comply with security policies. This study postulates that a positive attitude toward 
information security protection has a positive effect on IS protection motivation. 

H9: Attitude towards information security protection is positively associated with IS protection motivation. 
Perceived behavioral control refers to individuals’ perception of the ease or difficulty of performing the behavior. The ability or 

inability to perform the recommended behaviors influences an individual’s own belief about intentions and relevant actions (Cox, 
2012; Safa & Von Solms, 2016). Hence, the following hypothesis is proposed: 

H10: Perceived behavioral control is positively associated with IS protection motivation. 
Subjective norms are defined as the perception of what significant others think about a recommended behavioral pattern. They 

indicate the social pressure on organizational members to perform or refrain from performing a particular behavior (Cheng et al., 
2013). In IT organizations, the social pressure comes from managers, team leaders, colleagues, and even subordinates who perceive 
information security protective motivation as an effective and important step that increases security awareness and decreases threats 
such as data breaches. Hence, we hypothesize the following: 

H11: Subjective norms are positively associated with IS protection motivation. 
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3. Research methodology 

3.1. Data collection and sample 

To collect data, an online survey was administered by www.wjx.com (the largest online data collection platform in China) in 
September 2019. A reminder was distributed electronically one week later. Then, a pretest (n=25) was conducted to assess logical 
consistency, ease of understanding the wording of the questions, and contextual relevance of the measures to eliminate ambiguity. 

Between September 2019 and October 2019, a total of 824 questionnaires were returned. Out of these, 20 questionnaires (2.4%) 
were omitted for being incomplete or having the same answer for every question. Therefore, 804 valid questionnaires remained. 

Of the 804 valid participants, 56.9% were male and 43.1% female. Of all the participants, 71.1% had tenures in the IT industry 
ranging from 3 to 5 years or 5 years or above. More than 90% had a bachelor’s degree or higher educational qualifications. As Table 1 
shows, the participants’ demographic data display diversity in terms of working experience, education, age, and gender. 

3.2. Development of measures 

All measures were based on the 7-point Likert scale, ranging from 1 (strongly disagree) to 7 (strongly agree).TPB constructs (i.e., 
attitude, perceived behavioral control, and subjective norms), PMT constructs (i.e., self-efficacy, response cost, threat susceptibility, 
threat severity, and fear), work-related organizational factors (i.e., organizational commitment and job satisfaction), and the 
dependent variable (IS protection-motivated behaviors) were measured by adapting pre-validated scales in order to minimize mea
surement risk. For TPB variables, IS attitude was measured with scales adapted from Safa et al. (2015). Perceived behavioral control 
and subjective norms were measured with scales adapted from Sommestad et al. (2014) and Ifinedo, 2012, respectively. For PMT 
factors, self-efficacy, response cost, and threat severity were measured with scales adapted from Workman et al. (2008). Fear was 
measured with scales adapted from Block and Keller (1995). Threat susceptibility was assessed with scales adapted from Johnston and 
Warkentin (2010). Protection motivation and protection-motivated behaviors were assessed with scales adapted from Posey et al. 
(2015). 

For work-related organizational constructs, scales of organization commitment were adapted from a study conducted by Meyer and 
Allen (1997). Scales of job satisfaction were adapted from a study by Cammann et al. (1983). Table 2 provides a summary of the 
measurement scales, with 47 items in a concise form. 

4. Results 

Structural Equation Modeling (SEM) is recommended to explore complex relationships among latent variables (Holbert & Ste
phenson, 2003). The foremost suitable technique for discovering relationships between the variables then the entire information fit 
towards the theory is SEM. It detaches the error at the time of it estimates the latent factors along with the analyzed factors then the 
measurement deterioration betwixt the latent factor. SEM was performed in R using Lavaan, and it took one week to run data in 
October 2019. First, a full measurement model with all latent variables was tested by confirmatory factor analysis. The structural 

Table 1 
Participants’ demography.  

Demography Category Frequency Percent (%) 

Gender male 458 56.9  
female 346 43.1 

Age 18–25 67 8.3  
26–30 301 37.4  
31–40 407 50.6  
41–50 7 .87  
51–60 15 2.83 

Education Level High school or below 3 .37  
Bachelor degree 546 67.9  
Master degree 239 29.7  
Ph.D. degree 16 2.03 

Monthly Salary 0–8000RMB 142 17.7  
8001–15000RMB 460 57.2  
15001–25000RMB 179 22.3  
25001RMB 23 2.8 

Firm Size 20 or below 47 5.9  
21–50 385 47.9  
51–100 265 33.0  
100 or above 107 13.2 

Tenure 1year or below 7 .9  
1–3years 224 27.9  
3–5years 287 35.8  
5 years or above 286 35.4 

Note: RMB is abbreviation for Ren Min Bi (People’s notes), which is the official currency of China. 
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Table 2 
The measurements, items and their descriptive statistics.  

Measurements  Items Item 
Loading 

Attitude 1 My Information security protective behaviour for users is necessary .783 
Safa et al.(2015) 2 Practicing information security protective behaviour for users is useful .864  

3 I have a positive view about changing users’ information security behaviour to conscious care .796  
4 I believe that information security protective behaviour for users is valuable in their data protection .851 

Perceived Behavioural 
Control 

1 I deem that information security protective behaviour is not a difficult practice .851 

Sommestad et al. (2014) 2 Information security protective behaviour is an achievable practice .871  
3 I am certain that I can adhere to the information security protection behaviour at organization .849    

.804 
Subjective Norms 1 My manager thinks that I should protect information assets security .827 
Ifiendo (2012) 2 My colleagues think that I should protect information assets security .658  

3 My organization’s IT department pressures me to protect information assets security .789 
Self-Efficacy 1 I have the skills to protect my work-related data and users’ private data .850 
Workman et al.(2008) 2 I have the necessary skills to protect my organization’s information users’ private data from information security 

violations 
.867  

3 I think the protection of users’ data is in my control in terms of information security violations .881  
4 I have the ability to prevent information security violations .880 

Response Cost 1 The inconvenience to implement recommended security measures to protect my organization’s information and 
information systems exceeds the potential benefits. 

.827 

Workman et al.(2008) 2 There are too many overheads associated with complying with information security measures .867  
3 Using with information security measures would require considerable investment of effort other than time .848  
4 The negative side effects of recommended security measures in my organization are greater than the advantages. .843     

Threat Severity 1 Threats to the security of my organization’s information and information systems are severe. .868 
Workman et al.(2008)     

2 I believe that threats to the security of my organization’s information and information systems are serious. .897      

3 I believe that threats to the security of my organization’s information and information systems are significant. .855     

Threat Susceptibility 1 My organization’s information and information systems are vulnerable to security threats .870 
Menard et al.(2018) 2 It is likely that the potential information security violation will occur to my organization’s information and 

information systems 
.877  

3 My organization’s information and information systems are at risk to information security threats .876 
Fear  When thinking about the security threats to your organization’s information and information systems, to what 

extent do you feel …?  
Block and Keller (1995) 1 Nervous .842  

2 Anxious .826  
3 Uncomfortable .785  
4 Tense .847  
5 Frightened .795 

Organizational 
Commitment 

1 I would be very happy to spend the rest of my career with this organization .812 

Meyer and Allen (1997) 2 I really feel as if this organization’s problems are my own .802  
3 I do feel "emotionally attached" to this organization .778  
4 This organization has a great deal of personal meaning for me .806 

Job Satisfaction 1 I would be very happy to spend the rest of my career with this organization .852 
Cammann et al.(1983) 2 I really feel as if this organization’s problems are my own .853  

3 This organization has a great deal of personal meaning for me .802  
4 All in all, I am satisfied with my job .858 

Protection Motivation 1 I intend to protect my organization from its information security threats .854 
Posey et al.(2015) 2 My intentions to prevent my organization’s information security threats from being successful are high .858  

3 It is likely that I will engage in activities that protect my organization’s information and information systems 
from security threats 

.851  

4 I intend to expend effort to protect my organization from its information security threats .853  
5 I intend to try my best to prevent information security threats from happening in my organization .813 

Information security 
behaviour 

1 I actively attempt to protect my organization’s information, users’ private data and prevent information systems 
threats 

.808 

Posey et al.(2015) 2 I try to safeguard my organization’s information, users’ private data and computerized information systems from 
their information security threats 

.843  

3 I take committed action to prevent information security threats to my firm’s information, users’ private data and 
computer systems from being successful 

.856  

4 I purposefully defend my organization from information security threats to its information, users’ private data 
and computerized information systems 

.876  

5 I immediately report a co-worker’s negligent information-security behaviour to the proper organizational 
authorities 

.843  
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model was the focus of the second stage, which looked at the hypothesized connections between the components in this study. SEM was 
considered the utmost appropriate technique for the stated sort of research. 

4.1. Assessment of measurement model 

To assess the measurement model, reliability, convergent validity, and discriminant validity are usually evaluated. In this study, 
first, evaluate the reliability by checking the reliability of the components. By utilizing Cronbach’s alpha, the reliability else accuracy 
of the estimation can be resolved (Cronbach & Shavelson, 2004). The reliability of entire structures exceeds .70, which is a usually 
utilized threshold (Peterson, 2014). The numerical value is betwixt .761 and .928, both of which above .70, which is illustrated in 
Table 3 as the outcome which indicates the sufficient reliability. Secondly, two criteria are utilized to evaluate convergence validity: 
(a) the loading of all items should be greater than the reference point .60; (b) the extracted average variance (AVE) should exceed the 
.50 threshold. It can be seen from Table 3 that the load of all items is greater than .60; in addition to, the AVE value exceeds .50. 
Therefore, our dimension model has respectable convergence validity. Third, the validity of the discrimination is guaranteed at the 
time of the following circumstances are met: (a) The value of AVE is higher than the threshold .50; (b) The square root of AVE is greater 
than all other cross-correlations. Table 3 shows the range of AVE from .516 to .731. In Table 4, there is no correlation between 
structures greater than the square root of AVE (the main diagonal element). By summarizing the outcomes, it ensures that the above 
specified estimations are applicable to this research. 

4.2. Assessment of structural model 

Next, the whole model was tested via SEM in R. First, we evaluated the research model’s global goodness-of-fit. A good model 
should have a root mean square error of approximation (RMSEA) <.06, a comparative fit index (CFI) >.95, Tucker Lewis Index (TLI) 
>.95, and a standardized root mean square residual (SRMR) <.08 (Hu & Bentler, 1999). In our study, the results showed an excellent 
approximate fit for the research model: RMSEA = .036 (90% C.I. = .034, .038), CFI = .963, TLI = .959, and SRMR = .045. The 
chi-square statistics were significant (χ2 (1014) = 1888.041, p < .001). Also, we examined the significance of each hypothesized path, 
the results of which are summarized in Table 5. 

4.3. Variables predicted information security behaviors 

As Fig.2 shows, the results supported most of the hypotheses except for job satisfaction (H2) and perceived behavioral control 
(H10). 

As for work-related organizational factors, organizational commitment (H1, β = .112, p < .01) was positively associated with 
information protection motivation. However, another organizational factor, job satisfaction (H2, β = .074, p > .05) was not signifi
cantly associated with information security protection motivation. Interestingly, this finding contradicts previous research results 
(Fatimah et al., 2011; Oplatka, 2009), which found that job satisfaction, as a factor of organizational psychology, was related to 
organizational citizenship behavior and could be significant in creating a better organization. 

For protection-motivated factors, the threat appraisal components, threat susceptibility (H3, β = .309, p < .001) and threat severity 
(H4, β = .357, p < .001), had positive associations with fear. Taken together, the results suggest that threat appraisal evokes fear. 
Similarly, fear (H5, β = .082, p < .05) has been proved to have a positive association with information security protection motivation. 
Conversely, Posey et al. (2015) found that organization insiders are not generally motivated by fear and threat characteristics because 
‘attempting to scare insiders about potential threats through messages that specifically attempt to elicit fear might be ineffective in 
organizations’ (p.33). A possible explanation is that for IS professionals, the subjects of this research, fear is a main security control that 

Table 3 
Measurement model reliability of latent variables.  

Constructs Number of Indicators CR AVE CA 

ATT 4 .887 .662 .886 
PBC 3 .908 .713 .908 
SN 3 .761 .516 .840 
SE 4 .916 .731 .925 
FA 5 .914 .680 .913 
RC 4 .910 .717 .909 
TSUS 3 .784 .549 .860 
TSEV 3 .802 .575 .907 
OC 4 .879 .646 .876 
JS 4 .888 .665 .906 
PMT 5 .928 .721 .928 
ISPB 5 .926 .716 .926 

Notes: 1.ATT = Attitude, PBC = Perceived Behaviour Control, SN = Subjective Norms, SE = Self-Efficacy, FA= Fear, RC = Response Cost, TSUS =
Threat Susceptibility, TSEV = Threat Severity, OC = Organizational Commitment, JS = Job Satisfaction, PMT = Protection Motivation Theory, ISPB 
= Information Security Protective Behaviours 
2. CR = Composite Reliability, AVE = Average Variance Extracted, CA = Cronbach’s Alpha 
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paints them as protectors of information assets. Their awareness of security threats and knowledge of the relevant severe consequences 
are stronger than those of ordinary organizational employees. Next, information security protection motivation (H6, β = .401, p < 
.001) was positively associated with protection-motivated behaviors. 

As for coping appraisals of protection motivation model, self-efficacy (H7, β = .086, p < .05) was positively associated with in
formation security protection motivation. Response cost (H8, β = − .103, p < .01) was positively associated with information security 
protection motivation. 

As predicted, two out of the three constructs of TPB, attitude (H9, β = .133, p < .001) and subjective norms (H11, β = .113, p < .05) 
were positively associated with information security protection motivation. However, perceived behavioral control (H10, β = .066, p >
.05) was not positively associated with information security protection motivation. This result is inconsistent with previous research. 
For example, analysis of partial correlations shows that attitude and perceived behavioral control have significant correlations with 
behavior intention (Sommestad et al., 2019). However, in our study, perceived behavioral control does not have a significant effect on 
information security protective behavioral intention. A possible explanation for this result is that the information security domain is 
challenging and multifaceted. Hence, perception of the ease or difficulty of tasks alone cannot lead to protection motivation. People’s 
perception of this factor tends to vary, with each individual having a unique perception of the ease of work performance. 

5. Discussion 

This work contributes significantly to the information security field by identifying potential determinants of information security 
behavioral intention for IS researchers and practitioners from a broader perspective. By using work-related organizational constructs, 
protection motivation theory, and theory of planned behavior, this work has made significant contributions to IS theory-building by (a) 
incorporating organizational commitment and job satisfaction as key organization-related constructs of behavioral science theories- 
based models; (b) testing fear as a potential mediator in the model; and (c) adding three constituents, subjective norms, attitude, 
and perceived behavioral control, to enrich the understanding of protection intentions and behaviors in organizations. The findings of 
this study along with their implications elicit further discussion and offer new directions for further research. 

Table 4 
Correlations between main variables and the square root of the AVEs.   

Mean SD 1 2 3 4 5 6 7 8 9 10 11 12 

ATT 3.75 1.09 .814            
PBC 3.32 1.10 .482 .844           
SN 3.65 .99 .357 .454 .718          
SE 3.53 1.19 .390 .427 .502 .855         
FA 3.74 1.06 .436 .514 .446 .501 .823        
RC 4.15 1.08 -.409 -.480 -.444 -.419 -.471 .846       
TSUS 3.70 .90 .398 .452 .492 .561 .475 -.471 .740      
TSEV 2.65 1.16 .416 .464 .527 .533 .498 -.422 .495 .758     
OC 3.74 .88 .396 .402 .360 .428 .472 -.435 .378 .422 .879    
JS 3.70 .79 .407 .453 .431 .496 .521 -.475 .452 .512 .422 .815   
PMT 3.84 1.08 .422 .474 .411 .428 .444 -.435 .447 .418 .409 .427 .849  
ISPB 3.62 .94 .410 .453 .416 .447 .426 -.391 .380 .434 .364 .474 .371 .846 

Notes:1. SD = Standard Deviation, ATT = Attitude, PBC = Perceived Behaviour Control, SN = Subjective Norms, SE = Self-Efficacy, FA= Fear, RC =
Response Cost, TSUS = Threat Susceptibility, TSEV = Threat Severity, OC = Organizational Commitment, JS = Job Satisfaction, PMT = Protection 
Motivation Theory, ISPB = Information Security Protective Behaviours 
2. The bold entries show the square root of the AVE (Average Variance Extracted) 

Table 5 
Hypotheses testing.  

Hypotheses β T-value P-value 

H1: Organizational commitment → Protection Motivation  .122 2.903 ** 
H2: Job Satisfaction → Protection Motivation  .074 1.098 Not Supported 
H3: Threat Susceptibility → Fear  .309 8.874 *** 
H4: Threat Severity → Fear  .357 10.161 *** 
H5: Fear → Protection Motivation  .082 2.381 * 
H6: Protection Motivation → Information Security Protective Behaviours  .401 11.807 *** 
H7: Self-Efficacy → Protection Motivation  .086 2.233 * 
H8: Response Cost → Protection Motivation  -.103 -2.500 * 
H9: Attitude → Protection Motivation  .133 3.446 ** 
H10: Perceived Behavioural Control → Protection Motivation  .066 4.068 Not Supported 
H11: Subjective Norms → Protection Motivation  .113 2.441 * 

Note: * = P-value < .05; ** = P-value < .01; *** = P-value < .001 
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First, the above specified research detects that the work-related organizational variable, organizational commitment, strongly 
explains information security protective intention and positively impacts actual protective behaviors. The path between organizational 
commitment and protective information security behavioral intention indicates that IS professionals tend to have higher psychological 
investment in the organization and thus higher commitment to putting extra time and effort into protecting information assets. 
Surprisingly, H2, the association between job satisfaction and information assets protection motivation, was not supported by results, 
implying that job satisfaction is not a predictive antecedent to protection motivation for IS professionals. This conclusion, we have 
confidence in emphasizing that people with low work satisfaction are more concerned with individual advantages than with orga
nizational information assets. This is important for data security tasks in today’s environment as alluded through the lively nature of 
modern Chinese technology organizations. In such organizations, the reported actual rate of labor movement is higher than in most 
mature economies at 16% and becomes a substantial development issue (Gong et al., 2011; Xiao & Cooke, 2012). Although this study 
did not test the effects of job satisfaction on turnover intention directly, it reminds organization leaders to turn their attention to IS 
professionals’ feelings, such as liking and enjoyment of the job (i.e., affective job satisfaction), to improve information security. Based 
on the above, our study exposes that the key to encouraging Chinese IS professionals’ protective behaviors from work-related per
spectives is to enhance their level of company commitment. This missing link in the information security chain in the Chinese context is 
a strong determinant of IS experts’ protective behavioral intentions and actual behaviors. Building job satisfaction among IS employees 
with the objective of organizational security is a daunting challenge because it needs not only the satisfaction of employees’ needs (e. 
g., work-life balance, bonus, and welfare), but also the building of ‘a pleasant and harmonious organization climate’ (Liu et al., 2020, 
p.11). 

Second, for the PMT model, this study confirmed that fear increases intentions to involve in protective security actions as well as 
actual protective behaviors; this is in line with previous research that found that fear has a substantial impact on employees’ security 
motivations, intentions, and behaviors (Boss et al., 2015; Johnston et al., 2015). This study further discovered that perceived threat 
susceptibility and perceived threat severity associated with information threats were significant predictors of fear. That said, IS experts 
who experience a strong sense of fear as a result of threat appraisal will have stronger behavioral intentions and more numerous actual 
protective behaviors. For example, targeted security education and training programs should reinforce the importance of protecting 
information security and specify the employees’ responsibility to do so (Puhakainen & Siponen, 2010). Previous research supports this, 
finding that whenever organization managers disseminate fear, their information security subordinates reify their identities as pro
tectors of organizational information security (Wall & Buche, 2017). IS professionals may hide the fear affected by information security 
threat susceptibility and threat severity or take it for granted, while ensuring they respond to specific protective responsibilities. 

Third, this study found that the appraisal of coping mechanisms (i.e., response cost and self-efficacy) has significant effects on 
protective behavior intentions. Similar studies (Herath & Rao, 2009; Herath et al., 2014; Siponen et al., 2010) have assessed the effects 
of response cost and self-efficacy on IS policy compliance intention as well as users’ behavioral intentions to use email authentication 
systems. For example, Herath et al. (2014) demonstrated that email screening response cost had a significant negative influence on 
attitude toward perceived usefulness of email authentication because of the tedious process involved with using email security 

Fig 2. Research Results.  
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technologies. The outcoming of a cognitive cost-beneficial scrutiny is the perception of response cost which is given, Chinese IS 
professionals have a positive perception of the cost-benefit of implementing recommended protective behaviors, sacrificing time and 
effort, and incurring other costs to protect their organization’s information. Hence, they invest more in building stronger security 
defence systems to counter information threats. Importantly, self-efficacy is also confirmed as one of the coping appraisals that make IS 
experts more likely to conduct protective information security behaviors if they have the relevant skills, confidence, competence, and 
capability to take information security precautions and implement preventative security measures. In sum, the results show that 
response cost and self-efficacy, the mechanisms of coping appraisal, have strong effects on information security protection motivation. 
They support the prediction that IS employees’ relevant protective behaviors are enhanced when they believe that coping confidence is 
high and that the cost of performing the duty that protects information assets is worth paying. 

Fourth, the results of data analysis show that work-driven information security protective behavior intentions can be explained by 
theoretical variables drawn from the theory of planned behavior. Two measurements, attitude and subjective norms, were found to 
have significant positive associations with work-driven information security behaviors, while perceived behavioral control did not. 
These results imply that an IS professional’s attitude toward protective behaviors around threats (e.g., data breach issues) and the 
impact of significant others, such as managers and colleagues, play pivotal roles in facilitating information security protective be
haviors, which aligns with the findings of relevant previous studies (Haeussinger & Kranz, 2013; Safa et al., 2015). As defined above, 
subjective norms in organizations refer to individuals’ perceptions of what significant others think about duty-bound information 
security behaviors. One plausible explanation for this finding is that information security protective behavior intention can be affected 
by the opinions and perceptions of peers and other influential people in an individual’s immediate environment. Thus, management 
can ensure the success of information protection programs by identifying and tasking influential people within the organization 
capable of motivating or shaping the opinions of others to ‘champion the cause of the ISSP (Information Systems Security Policy) 
compliance in their contexts’ (Ifinedo, 2014, p. 91). 

5.1. Contributions to research 

The theoretical contributions of this study can be understood in three ways. First, the interesting PMT results, which, unlike prior 
PMT research, included fear, emphasize that fear is a core assumption of proper PMT use. The model shows that the greater the fear, 
the stronger the protective motivation, especially when it influences actual behaviors. If threat appraisal messages do not result in the 
perception of fear, IS professionals will be less likely to perceive the importance of their roles in protecting information security from 
threats. The widespread lack of use of fear may be a problematic omission in information security research. Ignoring the implications of 
fear may lead to potentially spurious and misleading results that undermine the structured PMT nomology. 

Second, extant information security studies have focused on security-related intention rather than actual behavioral change. Ac
cording to Floyd et al. (2000) and Boss et al. (2015), PMT, although an intentions-focused model, has been effectively extended to 
actual behaviors. In this study, measurement of both intentions and actual behaviors has demonstrated the importance of actual in
formation security protective behaviors in achieving the goal of improving these behaviors as well as stimulating protective intentions. 

Third, this study advances theoretical implications by lending credence to the roles of two behavioral science theories, PMT and 
TPB, in establishing protective information security behaviors in Chinese IT organizations. Because information security protective 
behaviors are rational actions, this study constructs a comprehensive theoretical framework that includes protection-motivated var
iables (i.e., threat susceptibility, threat severity, response cost, and self-efficacy) and planned behavior factors (i.e., attitude, perceived 
behavioral control, and subjective norms) to help us understand the process by which actual protection-related behaviors are formed. 
The results of the data analysis support our major hypotheses, indicating that the two theories provide a good explanation for 
responsible behavior. The introduction of these theories not only provides new theoretical perspectives for understanding this specific 
behavior but also extends their application scope by verifying their explanatory power in the current research domain. Consistent with 
the theories’ postulates, our findings pinpoint the fact that IS experts’ behavioral intentions are circumscribed by social imperatives, 
attitudes, and threat and coping appraisals. 

Fourth, while the role of organizational commitment in the information security area has been explored and explained by re
searchers and practitioners (Posey et al., 2015), its effect on Chinese IT organizations has not. This research demonstrates that 
organizational commitment is a key construct in motivating IS professionals’ performance of protecting information security within 
organizations and suggests that its direct effect on information protection motivation is to serve as a catalyst in the chain of information 
security, making high-commitment IS professionals more proactive in countering potential threats. The addition of organizational 
commitment allows the current theoretical model to offer a new and deeper understanding of IS professionals’ protection motivation. 

5.2. Implications for practice 

This study provides substantive practical implications for IT organizations struggling to enhance IS professionals’ protective 
behaviors. 

First, given the importance of attitude and subjective norms in determining protective behaviors, leaders of organizations should 
set up the belief that a close relationship with subordinates plays a vital role in ensuring organizational information security. Team 
managers should communicate actively with IS professionals, listening to their opinions, considering their suggestions, understanding 
and helping them tackle their difficulties, and providing more opportunities for career development (Liu et al., 2020). The more leaders 
enhance higher-quality communication with IS professionals, the more likely they are to build a feeling of obligation to repay the 
organization by protecting the security of information assets. 
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Second, this research reveals the critical nature of organizational commitment as a strong motivator of IS employees’ protective 
behaviors. Organizations should increase efforts to strengthen the experts’ feelings of identification and belongingness. Since high- 
commitment IS employees have a strong internal energizing force to protect information assets, organizations can motivate them 
further to share their experience and skills with other ordinary employees so that they perform protective behaviors together. This 
approach can improve employees’ perception and cognition of their importance to the organization and its membership. 

Third, the effectiveness of threat and coping appraisals in Chinese IT organizations means that information security issues could 
lead to negative social influence. Hence, training that includes sharing relevant cases of severe information security threats is highly 
recommended. During training, organizations should constantly highlight the importance of information security protection and 
emphasize the severe consequences of non-protective behaviors. At the same time, they should constantly promote the development of 
skills needed to improve safeguarding actions. 

6. Limitations and directions for future studies 

The current research presents some limitations that open up new opportunities for future studies. First, some IT professionals might 
have offered socially desirable responses to certain questions in an attempt to maintain their organization’s reputation (Podsakoff 
et al., 2003). Therefore, the answers might have been skewed to negatively impact the data analysis. Further, the data was based on a 
cross-sectional survey, while longitudinal data may have facilitated more insight. Future studies could use qualitative research 
methods such as in-depth interviews and focus groups to investigate actual information security protective behaviors and enrich 
insights. 

Second, this research focused on IS professionals in Chinese IT organizations. If the results were influenced by the cultural values of 
the organizations involved, their generalizability may have been compromised. Third, this study focused on IS employees’ perceptions 
of information security protective behaviors. To increase knowledge in this domain, future research could examine the opinions of 
employees not working in information security, for example, outsourced staff (as outsourcing is a popular trend today). This would 
enable comparative analysis to test individuals’ behavioral performance in the workplace with different levels of information security 
control, thus deepening the understanding of the subject matter. 

7. Conclusion 

To further illuminate the determinants of work-driven information security behaviors performed by IS professionals to cope with 
internal information security threats, we have shown the significance of elements associated with protection motivation theory and 
theory of planned behavior. This paper presents novel research that shows how work-driven information security protective behaviors 
are formed based on information security attitudes, subjective norms, threat susceptibility, and threat severity. We also detail the roles 
of often neglected factors such as organizational commitment and job satisfaction in the mitigation of information security threats. 
Moreover, the efforts were shown to bolster components in coping appraisal, such as self-efficacy and response costs. These two are 
more likely to impact individuals’ protection motivation and protective behaviors toward tackling potential information security 
issues. This research endeavor has enhanced our understanding of Chinese IS professionals’ behavioral performance. 
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