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A B S T R A C T

With the advent of the fifth generation (5G) technology, a plethora of revolutionary applications can now
be supported. This tremendous growth will be certainly accompanied by a wider and fast-evolving security
threat landscape, especially when the potential of massive devices connectivity will be fully unleashed. In this
paper, we outline the security challenges faced by the 5G radio access network (5G-RAN) control plane as
a result of the functional and architectural enhancements made at the radio resource control (RRC) protocol
layer. We correspondingly analyze the dynamics of the new 5G RRC three-states model for a machine-type
traffic pattern under an attack-free situation. Afterwards, we introduce and describe two RRC-based denial of
service (DoS) attacks threatening the 5G-RAN resources availability. In the first threat scenario, the attacker
maliciously manipulates the timing of state transitions in an attempt to overload the control plane. The second
attack can be carried out through faking huge on-demand system information requests to prevent legitimate
consumers from access to the cell and cause failed and interrupted 5G mobile services. Through numerical
simulations, we measure the potential impact of these attacks on both 5G devices using the collision probability
along with the access delay metrics, and on the critical gNB-centralized unit using the signaling overhead and
the resource occupancy time metrics. Our observations reveal that both attacks can have disastrous effects
on network stability and resiliency. Finally, some promising solutions are listed, with a special emphasis on
injecting randomness into system parameters to complicate the task of designing such DoS attacks.
1. Introduction

1.1. Preliminary

Nowadays, mobile networks experience enormous traffic volumes
emanating from diverse applications mainly with the advent of the 5G
technology and the launch of the first 5G New Radio (5G NR) roll-
outs worldwide. In order to meet the new desires of 5G customers,
three new classes of services have been introduced, namely, massive
machine-type communications (mMTC), enhanced mobile broadband
(eMBB) and ultra-reliable low latency communications (URLLC) [1].

The new 5G era is embracing a set of disruptive paradigms (e.g.
network densification). However, this trend can be regarded as a shift
of a set of functionalities from the core to the access part for more
network flexibility and elasticity. This will necessarily go with more
complex interfaces coupled to excessive signaling overhead, resulting
in a surge in malicious attacks mounted against radio access network
(RAN) elements in particular the control plane. Such threats exploit the
fact the air interface is particularly vulnerable due to the channel nature
along with the fact that the focus of the previous mobile generations
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was to securely exchange signaling and user plane data while little
attention have been paid to flooding attacks that jeopardize resource
availability.

Lightweight signaling remains a key component of robust and ultra-
lean 5G designs, continuous research activities are progressing in many
fronts with the aim of reducing network complexity and unnecessary
transmissions. Unlike the traditional monolithic approach, 5G and be-
yond networks call for new distributed and modular designs while
partially keeping an optimal extent of centralized functions to reduce
the signaling load over the interface between each distributed unit (DU)
and its associated centralized unit (CU) (i.e. F1-C interface). This will
entail a major change in the architecture of the next-generation radio
access network (NG-RAN) part toward a dynamic, flexible and elastic
infrastructure to avoid potential bottlenecks in the air interface. Indeed,
several functional split options of the NG-RAN entity have been pro-
posed by the 3rd Generation Partnership Project (3GPP) [2] depending
on the set of signal processing functions that would be performed at
DUs and those handled by the CUs. Moreover, a novel radio resource
vailable online 27 July 2021
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control (RRC) inactive state 𝑅𝑅𝐶INACTIVE have been introduced for NG-
RAN [3] to enhance the energy efficiency and reduce the latency and
signaling through optimizing the idle-to-connected transition. The new
mobile technology also strives to minimize always-on transmissions to
alleviate the traffic burden on common channels, and leave sufficient
room for future enhancements. Henceforth, some signals (e.g. system
broadcast information) are only transmitted when needed and explicitly
requested by end-users.

This recent 5G evolution is clearly entailing a number of security
implications. Despite the aforementioned RRC improvements (i.e. elas-
tic RAN, new RRC state machine model and less always-on signals),
there are still many challenges to overcome especially with the support
of new verticals and the introduction of advanced mMTC use cases
in the recently finalized 3GPP R16 and the next wave of innovative
features expected in R17 and upwards. This will certainly trigger an
unprecedented increase in the spreading of control signals over network
resources and a permanent risk of signaling security lapses. The cellular
paradigm needs to handle the huge signaling overhead, keep up with
the rising customer desires and consolidate the protection perimeter
accordingly.

1.2. Literature review

5G infrastructure is designed to be robust and more secure then
4G. However and according to [4], almost a dozen of 5G threats are
discovered so far. These vulnerabilities could be exploited by malicious
actors to jeopardize the security of various network elements. Indeed,
the researchers reveal that an attacker can take advantage of paging
protocol flaws to unveil the victim’s real-time location (ToRPEDO),
and identity (PIERCER), which can be used to mount a DoS attack
against the paging channels to block the victim from receiving any
pending traffic. The DoS signaling attacks raised in the former mobile
network generations [5–7] can be also carried out against the 5G NG-
RAN infrastructure [8] to overload the signaling control plane, which
can disturb the network normal functioning and give rise to a loss of
productivity from the network operator perspective. Different solutions
have been proposed to defend against this type of DoS attacks in 3G/4G
networks [9,10], but these threats are not tackled yet in 5G systems.
The 5G fully IP-based architecture can also be exploited by malicious
entities to launch attacks over the internet, including distributed DoS
(DDoS) attacks. Indeed, as discussed in [11], a malicious Command
and Control (C&C) entity could manage a large number of infected
mMTC devices to launch a signaling DDoS attack against the 4G/5G
RAN elements and make services inaccessible for the intended valid
subscribers. Aiming at overwhelming the 4G/5G RAN signaling control
plane by triggering malicious and frequent radio resource allocations
and releases in a coordinated manner, such attacks may lead to a
peak of signaling traffic that cannot be properly handled by the mobile
infrastructure.

Nowadays, recent literature has proven an increasing interest in the
topic of 5G security. However, little research efforts have been devoted
to signaling-based threats causing network resources depletion in 5G
contexts. Authors of [12,13] surveyed the 5G security architecture
related to the primary protocols of the control plane signaling. Singla
et al. [14] proposed a defense mechanism to secure the paging pro-
tocols against security and privacy attacks [4]. The proposed solution
involves preventing the tracking of UE by introducing a new identifier
randomizing the paging occasions, and designing a symmetric-key
based broadcast authentication mechanism to protect 4G/5G devices
from unauthorized/fake paging messages. Ahmed et al. in [15] studied
the security challenges and solutions while covering the vast majority
of mobile network generations, including the post-5G technologies.
This work highlighted the problem of DoS attacks against signaling
plane and other control plane security issues, and provided some
security approaches to protect the 5G system against these threats.
2

Indeed, the authors focused on physical layer security to protect the
data information transmitted over the radio link and make the access
more difficult for malicious parties.

Finally, we found enough support in the literature to consider that
5G security enhancements are not sufficient to deal with all the security
challenges in particular those related to flooding the air interface using
signaling messages that are common to a large set of subscribers. For
instance, authors in [16] recognize that transmitting System Informa-
tion Blocks (SIBs) without any authentication nor integrity protection
as a part of RRC exchanges make them vulnerable to spoofing and
tampering attacks. This research work has presented four potential
threats against SIBs acquisition process, including a SIB9-based spoofing
attack. The latter exploits information related to Coordinated Universal
Time (UTC) and Global Positioning System (GPS) time to disturb the
time settings in 5G devices. This study was an attempt to give a general
overview of potential vulnerabilities that still exist in 5G systems as a
result of information exchanges, and no numerical results have been
presented to outline how practical are these attacks and illustrate the
inherent performance degradation. This kind of flaws supports our
claims regarding the vulnerabilities of the 5G control plane against DoS
attacks despite the new enhancements brought by 5G standardization
(i.e. 3GPP releases 15 and 16 [16]).

Unfortunately, much work is still needed to make 5G mobile net-
works operate in truly ultra-lean designs while dealing with the huge
5G threats landscape especially the emerging and potential security
issues compromising the control plane that will be the topic of this
paper.

1.3. Contributions of the present work

This paper reviews a number of novel 5G features, aiming at in-
creasing the overall network performance, with a special emphasis on
exploring the inherent security challenges and implications. For in-
stance, the 5G control plane has witnessed significant changes marked
by great improvements such as an adaptive functional split, a new
RRC state machine design and a new on-demand system information
delivery mode. Diving deeper into these new capabilities, we pointed
out a number of potential security breaches that can be exploited
by any adversary holding a botnet to make 5G networks vulnerable
to malicious large-scale offenses. More specifically, we introduce two
new DoS attacks capable of exhausting the control plan of 5G mobile
infrastructures by triggering excessive and heavy signaling procedures
and making the network components struggling to respond to valid user
solicitations. The first attack generates excessive inactive-connected
transitions, whereas the second one forges huge massive false system
information requests using SIB9. To combat this malicious behavior, we
investigate the impact of randomizing the involved system parameters
on offering secure 5G services and demonstrate its effectiveness in
making these parameters unpredictable by malicious actors. Through
extensive numerical simulations, the proposed randomization-based
solution has proven to be very efficient in terms of mitigating the
signaling overhead and avoiding the unnecessary occupancy of network
resources. This method offers a preventive framework that can avoid
the occurrence of such attacks or at least alleviating their impact.
A deep understanding of potential threat scenarios is of paramount
importance to be able to identify the associated security vulnerabilities
and eventually implement appropriate preventive (instead of reactive
and costly) actions especially in the signaling plane. In the meantime,
we provide some insights for future research directions to further
immunize the control plane of future 5G networks.

To summarize, the main contributions of our work are listed as
follows:

• We carry out a performance analysis of the major 5G RRC pro-
tocol enhancements and shed light on some efficiency concerns
related to the control plane, in particular in the case of critical

mMTC services.
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• We introduce and deeply analyze the impact of two emerging at-
tacks exploiting the new 5G RRC protocol enhancements. The first
attack is inherited from the former mobile generations (i.e. 3G
and 4G) and harness the 5G RRC state transitions to overload
the NG-RAN control plane, whereas the second one is entirely
new and relying on the system information (SI) acquisition pro-
cedures that can be initiated in on-demand basis and can lead to
congestion and service failure issues if handled in a fraudulent
way.

• We highlight some defense solutions to reduce the impact of the
newly introduced signaling threats, including the randomization
approach as a preventive solution to protect and secure the 5G
control plane through increasing the complexity and the cost of
launching DoS attacks that are based on prior knowledge and
gained intelligence about system parameters.

The rest of the paper begins with Section 2 sketching an overview
of the key NG-RAN architectural and functional improvements newly
introduced in 5G systems notably at the RRC protocol level. Section 3
studies the attack-free scenario wherein the signaling efficiency of the
recently introduced RRC features is assessed under a normal func-
tioning of the system and thus a number of 5G RAN weaknesses and
limitations are highlighted. Based on the identified limitations, two
forms of signaling DoS attacks are designed in Section 4 exploiting the
new RRC three-states model as well as the dedicated system informa-
tion signaling, and seeking to exhaust the RAN resources. Later, both
DoS attacks are discussed in greater detail and a performance evalu-
ation is conducted for each of these attacks assuming a compromised
network. Afterwards, we suggest to implement a randomization-based
defensive strategy to increase the uncertainty for any malicious actor
and decrease its chances to guess the operational system configurations
used in launching the aforementioned DoS attacks. At the end of this
section, some useful plots are provided for the case of RRC state
dynamics-based DoS attack to confirm the robustness of 5G systems
when endowed with the randomization feature to avoid ad-hoc and
easy-to-guess system parameters. The last section concludes the paper
and provides some insights for future works.

2. Background and motivations

5G systems continue to use the powerful RRC protocol in allo-
cating and releasing radio resources between the network and the
end-users. With the great variety of applications including intermittent
and bursty traffics (e.g., mMTC), the signaling load generated from
resource allocation and release procedures will increase significantly,
thus overwhelming network entities. In 5G NR, a new RRC state named
𝑅𝑅𝐶INACTIVE has been introduced. The objective of this new state is to
minimize the latency by reducing the signaling exchanges triggered by
the transition to RRC connected state 𝑅𝑅𝐶CONNECTED through various
5G infrastructure elements. This novel state will also contribute to
prolonging the battery life of 5G devices by minimizing the signaling
load caused by frequent idle-to-connected transitions. Despite the new
RRC inactive state and the lower number of generated RRC messages,
the inherent signaling traffic remains significant for two main reasons:
(1) latency-sensitive traffics (i.e., URLLC class) impose shorter inac-
tivity timers to control the transition between the INACTIVE and the
CONNECTED states [17] but at the detriment of more transition occur-
rences, and (2) other services (i.e., mMTC class) favor longer inactivity
timers but the massive number of involved devices (e.g., sensors) leads
to excessive overall signaling load. This will be further exacerbated if
a DoS attack is being engineered against the RAN system and conse-
quently the infected devices will act in a synchronized manner. Such
threats can be easily mounted through sniffing or intelligently guessing
(e.g., brute-force techniques) the inactivity timer parameter.

In 5G networks, the introduction of the novel 𝑅𝑅𝐶INACTIVE state
s not the only improvement introduced to reduce the RRC signaling
3

load. For instance, always-on transmissions, in particular the SI delivery
mechanisms, accentuate the energy inefficiency concerns of the RRC
protocol especially with the new beam-based dimension of 5G net-
works. As a remedy, the fifth generation suggests to make a great part of
this information available on demand using specific RRC signaling, as
opposed to 4G wherein all system information is constantly broadcast.
The on-demand SIBs comprise SIB2 to SIB9 messages, while SIB1 is still
periodically transferred. On the downside, on-demand SIBs necessitate
five signaling messages to be provisioned in a dedicated manner relying
on the random-access channel (RACH) procedure [18]. As a result, an
attacker gaining access to a number of victim machines can abuse and
misuse this new on-demand SI acquisition procedure by sending a large
volume of SI requests to disrupt the proper functioning of the gNB-
CU in such a way that the system can no longer respond to legitimate
requests.

In a nutshell, 5G promises to build ultra-lean designs for future mo-
bile networks. This calls for new RRC protocol improvements including
a centralized RRC function, an intermediate RRC inactive state and
on-demand SIB transfer. However, the more functions are centralized,
the more the burden on a single anchor point, i.e., the centralized
unit, notably in case of massive access by a large number of devices
with short transmitted packets within the 5G mMTC class. Further,
the critical CU entity can be subject to fraudulent threats issued by
billions of compromised internet of things (IoT) devices emulating
legitimate on-demand requests. These threats are particularly difficult
to be detected as they overload the control plane (i.e. RRC) while
leaving the data plane mostly unaffected. This theoretical analysis
will be corroborated by a rigorous performance evaluation of relevant
system KPIs, as described in the following Sections 3 and 4.

. Performance analysis of the new 5G RRC model

In this section, we will evaluate the signaling overhead and the radio
esource utilization time characterizing the new 5G RRC state machine
t the NG-RAN component level for different values of the inactivity
imer (i.e. the timer that manages the idle-connected transition in 4G
nd its counterpart inactive-connected transition in 5G). It is worth not-
ng that these two metrics are captured at the CU side as a direct result
f the functional split feature of 5G systems. Since mMTC is among the
hree pillars of 5G networks, we will employ an mMTC traffic model
or massive sensors connectivity introduced in [19]. The older 4G RRC
wo-state machine will be given as a reference scenario. These exper-
ments are conducted using a discrete-event synthetic-traces simulator
eveloped using Matlab and implementing the new 3GPP RRC features
isted in the previous section.

Two performance indicators are quantitatively investigated, namely,
he volume of mobile signaling (denoted as 𝑆𝐿) that quantifies the
RC state transitions to the 𝑅𝑅𝐶CONNECTED mode, and the resource
ccupation time (denoted as 𝑇RO) referring to the period between
he traffic end and the connection suspend or re-establishment during
hich the device remains in 𝑅𝑅𝐶CONNECTED state.

3.1. Traffic modeling

In next generation 5G networks, mMTC services are expected to
connect huge numbers of energy-constrained sensors and actuators
largely exploited in verticals such as agriculture and energy. Such
transmissions are usually modeled using the 3GPP bursty traffic FTP
model 3 [19,20]. The latter considers bursty fixed-size packet down-
loads/uploads from/to a common source following a Poisson arrival
process with rate 𝜆, average packet inter-arrival time 𝑓𝐷,𝑚𝑀𝑇𝐶 (𝑡) and
average packet size 𝑓𝑌 ,𝑚𝑀𝑇𝐶 (𝑡). Both 𝑆𝐿 and 𝑇RO performance indica-
tors are computed for different (and realistic) inactivity timers 𝑇5Ginac

,
ranging from 2 to 4 s. The 𝑇4G𝑖𝑛𝑎𝑐

value is often set to 5 s in existing
4G deployments. We consider 𝑁mMTC devices spread over the area of
interest and connected to the same CU, and 𝑇 is the total simulation
S
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Table 1
mMTC simulation parameters (3GPP FTP model 3)
𝑁mMTC 𝑇S 𝑇5Ginac

𝑓𝑌 ,𝑚𝑀𝑇𝐶 (𝑡) 𝑓𝐷,𝑚𝑀𝑇𝐶 (𝑡)

1000 7200 s 2 s, 3 s and 4 s (5 s for 𝑇4Ginac
) 125 B 1 s

Algorithm 1 Signaling load for the mMTC traffic model
1: for a given execution period 𝑇S do
2: for each mMTC devices 𝑀 ∈ {1, ..., 𝑁mMTC} do
3: Generate the data traffic for the device 𝑀 according to the

3GPP bursty traffic FTP model 3 [19,20].
4: for each 5G inactivity timeout 𝑇5Ginac

∈ {2 s, 3 s, 4 s} do
5: Compare the inter-departure packets period 𝑓𝐷,𝑚𝑀𝑇𝐶 (𝑡)

with 𝑇5Ginac
6: if 𝑓𝐷,𝑚𝑀𝑇𝐶 (𝑡) ≥ 𝑇5Ginac

then
7: Increment the signaling load 𝑆𝐿 by the number of

signaling messages exchanged during the state transition from
𝑅𝑅𝐶CONNECTED to 𝑅𝑅𝐶INACTIVE.

8: end if
9: end for
0: end for
1: end for

time. Using the traffic model parameters described in Table 1, we will
simulate the mMTC traffic signaling load and the inherent resource
occupation time for both 4G and 5G systems in accordance with the
activity timers advised by real mobile rollouts.

3.2. Simulation results

As previously mentioned, the novel 𝑅𝑅𝐶INACTIVE state has been
introduced to optimize both latency and signaling load as well as
prolonging device battery duration. The introduction of this new state
has reduced the signaling load caused by the frequent device state
promotions to the 𝑅𝑅𝐶CONNECTED. More specifically, the lower- to the
higher-power state promotion transition in 5G will occur mostly from
the RRC inactive state through the resume procedure generating only
three signaling messages (instead of seven as was the case for 4G) [21].

As depicted in Fig. 1 and despite the fact that the 5G signaling
exchange generated by the RRC state transitions to the connected
mode is reduced, the mMTC traffic pattern still generates a signifi-
cant signaling overhead 𝑆𝐿 using the 5G RRC three-states model as
compared to the worst-case scenario of the 4G RRC two-states model
(i.e. 𝑇4Ginac

= 5s). This is due to the fact that 5G systems exploit shorter
inactivity timers to move from the 𝑅𝑅𝐶INACTIVE to 𝑅𝑅𝐶CONNECTED as
a result of their tight latency requirements, whereas mobile operators
set out typical inactivity timer values between 5 s and 20 s for 4G
systems for transitioning from 𝑅𝑅𝐶IDLE to 𝑅𝑅𝐶CONNECTED. On the other
hand, increasing the inactivity timer effectively reduces the involved
control plane signaling, but according to Table 2 this comes at the cost
of low efficiency in radio resource utilization (i.e. a high 𝑇RO time)
and accordingly high power consumption which negatively impacts the
performance of battery-empowered IoT devices. It can be clearly seen
that 𝑆𝐿 and 𝑇RO are two conflicting metrics heavily dependent on the
choice of inactivity timer value, so it may be advantageous to find the
optimal timer value according to the target service class. This motivate
the design of adaptive solutions embracing traffic patterns awareness
to deal with timer settings under service diversity and avoid radio
resources waste in 5G networks.

Given the earlier observations, performance evaluation of the novel
5G RRC state machine model has shown that the choice of the timer
controlling radio resources release after a period of inactivity is of
paramount importance to avoid heavy signaling load and unnecessary
4

resource consumption in the normal course of network operations.
Fig. 1. New 5G RRC model vs 4G RRC model: Signaling load for the mMTC traffic
model.

Table 2
mMTC resource occupation time for different 5G inactivity timers.

Inactivity timer (s) 2 3 4

𝑇RO (h) 1755 1912 1968

However, the situation can become even more detrimental if the net-
work is under attack. Regarding the fragility of the air interface from
the security perspective, such parameters can be intentionally inter-
cepted and maliciously manipulated to overwhelm the 5G infrastruc-
ture. While this vulnerability is inherited from the previous mobile
generations [11], we introduce a new possible attack that leads to
network resource starvation through the injection of malicious software
in a large number of vulnerable and buggy devices and subsequently
trigger a massive number of simultaneous on-demand SIB requests.
These two security flaws can jeopardize the availability of various
network elements, and potentially open the door for further attack
vectors against 5G infrastructure. The corresponding scenarios of both
attacks will be illustrated in the next section.

4. Impact analysis of 5G RRC signaling threats

In this section, we will analyze the impact of two DoS signaling
attacks exploiting the new enhancements brought to the RRC protocol
in 5G systems. We start by analyzing a first attack that takes advantage
of the new 5G RRC 3-states model (i.e. the new 𝑅𝑅𝐶INACTIVE state)
to launch a DoS attack aiming at overloading the 5G control plane.
While this security flaw is not new and existed in early mobile genera-
tions [11], it can still be leveraged to degrade the safety of current 5G
systems as we will successfully demonstrate hereafter.

4.1. 5G state dynamics-based DoS attack

DoS signaling attacks exploiting the inactivity timeout that manage
the RRC state transitions have been emerged since 3G systems [5,7,
9,10]. The primary objective of such attacks is to produce a heavy
signaling load that can congest the control plane of mobile networks
and likely lead to a global outage.

4.1.1. Attack scenario
Previous mobile generations (i.e. 2G/3G/4G) embrace specialized

hardware equipment that are component-centric. Nowadays, however,
5G systems are shifting toward virtualized and software-based solutions
making them easily remotely accessible and software controlled. Un-
fortunately, such features can be exploited by an unauthorized entity
(endowed with sufficient resources) to gain access and maliciously

monitor the network.
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Fig. 2. 5G State Dynamics-based DoS Attack scenario.

able 3
imulation parameters.
𝑁mMTC 𝑇S 𝑇5𝑖𝑛𝑎𝑐 𝑇𝐴𝑡𝑡𝑎𝑐𝑘 Ratio of infected devices

1000 7200 s 2 s, 3 s and 4 s ≈ 𝑇5𝑖𝑛𝑎𝑐 10%, 25% and 50%

For instance, an adversary can infiltrate the mobile traffic and
ontrol an important number of mMTC devices by either infecting
heir operating systems with a malware or through bypassing their
uthentication controls. Afterwards, the attacker will order them to
end a burst of short packets regularly and immediately after the
xpiration of the inactivity timeout (i.e. 𝑇5Ginac

) to trigger frequent
tate transitions from 𝑅𝑅𝐶INACTIVE to 𝑅𝑅𝐶CONNECTED and vice versa.
hese tremendous establishment and release messages can bring down
he centralized unit, as the latter constitutes the termination point of
he control plane. The periodicity of the attack (i.e. the frequency of
njected packets sending) is denoted as 𝑇𝐴𝑡𝑡𝑎𝑐𝑘, and it is appropriately
et by the attacker to be slightly larger than 𝑇5Ginac

for a maximum
mpact. It is worth mentioning that traffic characteristics of mMTC
ervices (i.e. short packet and massive access nature) make it very hard
o detect such attacks using conventional intrusion detection tools (see
ig. 2).

.1.2. Analysis and results
To evaluate the impact of the 5G DoS signaling attack described

bove, we will analyze the signaling load metric (i.e. 𝑆𝐿) generated
y the 5G NG-RAN infrastructure. Indeed, based on the same mMTC
raffic model adopted in Section 3, we will simulate the signaling
oad 𝑆𝐿 maliciously produced by the induced RRC state transitions
promotions/demotions) for various portions of infected mMTC devices
ith respect to the total number of simulated devices 𝑁mMTC, and with

egard to different inactivity timers ranging from 2 to 4 s (see Table 3).
As depicted in Figs. 3(a), 3(b), and 3(c), the signaling load 𝑆𝐿

generated from the fraudulent state transitions (i.e. 𝑅𝑅𝐶INACTIVE to
𝑅𝑅𝐶CONNECTED) will increase the total signaling load up to 50% for
an inactivity period of 𝑇5𝐺𝑖𝑛𝑎𝑐

= 2 s in case 500 mMTC devices are
infected (i.e. half of overall connected users). In this case, the number
of establishment + release messages attains 18.104. Bearing in mind that
5G networks and beyond are expected to handle ultra-high densities of
connected devices (that can reach up to 1 million devices per kilometer
square for 5G and much more for beyond 5G), the situation will be
more disastrous by infecting larger sets of end-users, especially in case
of smaller inactivity timers. In practice, critical mMTC services whose
involved devices are machine-type and have tight delay constraints
too (e.g. factory automation, early warning systems) are expected to
flourish as a part of 5G and beyond, and accordingly can be the most
susceptible to such attacks (see Fig. 3).
5

4.2. On-demand SI-based DoS attack

Little research effort has been devoted to designing and studying the
concrete impact of DoS attacks on the 5G control plane. The technical
paper [16] is a good attempt to enumerate potential attacks that can ex-
ploit the trust model of 5G networks, however these theoretical claims
need to be corroborated with strong technical analysis to confirm the
feasibility of such attacks (through providing concrete and practical
attack scenarios) and the resulting performance loss.

Throughout this part, we will describe the second attack related
to the newly introduced SI acquisition procedures. The attacker sends
huge volumes of forged and fake on-demand SI requests in a short
period of time. To the best of our knowledge, this attack has never been
discussed in the previous literature, which make it a completely new 5G
threat.

4.2.1. Attack scenario
The SIBs are periodically broadcast to the end-users in LTE systems.

This implies wasted energy especially when the cell is empty, and
excessive signaling exchange due to the directional nature of millimeter
communications envisioned for next generation wireless systems.

5G-NR implements two different classes of system information
blocks. A first class referred to as Minimum SI transmitted periodically
like in the conventional LTE case (i.e. MIB and SIB1) and contains basic
and critical information for UEs (e.g. initial cell selection and access),
and a second class called On-Demand SI newly introduced and only
transmitted upon explicit requests from UEs (i.e. SIB2 to SIB9).

We assume that the received SIB1 indicates that the other SIBs are
only provided on-demand, in which case SIB1 needs to provide addi-
tional information regarding how the UEs can acquire their on-demand
SIBs using a random access (RA) procedure.

A plethora of IoT services ranging from smart-homes and smart-
grids to autonomous vehicles and smart-factories have profoundly af-
fected our daily life. The mMTC class of 5G-NR is expected to support
up to 1 million connections (at once) per square kilometer. This means
that even a higher number of IoT devices or sensors can be con-
centrated in the same location. These devices are mostly designed
with hard-coded authentication credentials to restrict the access to
username/password information and also for an easier system ad-
ministration at the first log-in. These default credentials, when left
unchanged after the first application log-in, are easy to guess making it
simple for attackers to bypass the authentication and have access and
full control of these devices. Moreover, the lack of software upgrades in
most sensors jeopardizes their security and privacy. Breaking down the
authentication mechanism or exploiting the well-known vulnerabilities
can both yield serious security flaws, making these devices exposed and
easily manipulated by malicious third parties to launch different types
of large-scale threats, including distributed denial of service (DDoS)
attacks. Meanwhile, those devices are unfortunately used to silently
spread malicious software and thus growing the group of compromised
machines. In what follows, we assume an infected game app that
contains a malware trying to make the user believe that it is frequently
synchronizing the UE clock to avoid being rejected by the gaming
server. This is a recurrent mechanism to prevent game cheating. The
on-demand SIB9 is responsible for such information related to Global
Positioning System (GPS) time and Coordinated Universal Time (UTC).

After gaining control of a large number of infected 5G devices in
either 𝑅𝑅𝐶IDLE state or 𝑅𝑅𝐶INACTIVE state, the hacker can use the
malicious payload to remotely command these bots to send synchro-
nized and coordinated on-demand SIB9 requests each will trigger the
RA procedure with the gNB-CU. A preamble is send by each infected
UE to gNB over the physical RACH (PRACH) for each RA request.
Similar to LTE, in 5G NR there are 64 preambles per cell. If more
than 64 UEs make RA request simultaneously, more than one UE
will select the same preamble leading to collision occurrences. The

UEs whose preambles have been successfully acknowledged by the
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Fig. 3. New 5G RRC model Signaling overhead under a DoS signaling attack for different attack scenarios.
Fig. 4. On-demand SI DoS attack scenario.

NB will normally continue the RA procedure. It is worth noting that
he encoding process of the Minimum SI takes place in the gNB-DU,

whereas the On-Demand SI are encoded by gNB-CU [22]. Therefore,
the centralized unit is in charge of processing all the incoming SIB9
requests from the malicious UEs thus putting a heavy burden on a single
component and making it a single point of failure (see Fig. 4).

This procedure may be repeated multiple times until the maximum
allowed number of preamble transmissions is exhausted, in which case
6

the UEs may quit the RA procedure and fail to get access to the network.
Even if a successful RA request is achieved within the upper limit of RA
attempts, the access delay will considerably increase. Moreover, this
problem is accentuated by the beam alignment constraint imposed by
the directivity of the higher bands further complicating the whole RA
mechanism.

The resulting congestion will block most of the RA attempts from
legitimate collided UEs or at least will cause a long delay especially for
trusted UEs performing initial uplink access and synchronization with
their serving gNB. This leads to dropped calls and data connections,
causing major network failure. The longer access duration is still intol-
erable and can become a serious impediment to the implementation
of URLLC services, including connected vehicles frequently invoking
handover procedures.

4.2.2. Impact evaluation
In this Section, we will evaluate the impact of the on-demand SI-

based DoS attack that exploits the dedicated RRC signaling for SIB9
provisioning to saturate system resources. This attack aims to deprive
legitimate subscribers from accessing the 5G network leading to a huge
number of delayed and/or failed connections and subsequently serious
financial losses for the mobile operator. This can be achieved by dis-
guising the corresponding malware as an innocent mobile application
necessitating frequent time or GPS information updates which is a
popular requirement in today’s apps. To further increase the incident
impact, We assume that the attacker will order the infected users to
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send their SIB9 requests using the MSG3-based scheme to ensure that
he CU will respond through unicasting the SI to each individual device
nd consequently the number of SIB9 deliveries is commensurate to the
umber of the victim devices.

Bearing in mind that RA procedure occasions are initiated according
o a periodic cycle (usually set to 100 ms [18]), the unicasting delay
enoted as 𝑇b (which refers to the time needed to unicast the demanded
IB9) is closely related to the repetitive RA cycle duration. Thereby,
hese attacks can be anticipated and scheduled in random time intervals
mmediately of the SI delivery causing a quick and hard-to-detect
esource saturation.

In what follows, we assume that 𝑁t refers to the total number
of simulated devices, 𝑇MSGj

and 𝐵MSGj
define the transmission time

and the data size respectively for the MSG𝑗 , ∀𝑗 ∈ {1, 2, 3, 4}. 𝑁mal
indicates the total number of compromised devices. To evaluate the
impact of this new emerging DoS attack on the end-user performance,
we consider two popular metrics. The collision probability 𝑃c referring
to the percentage of occurrences wherein two or more devices select the
same RACH preamble to send a RA request with respect to the total
number of available RACH preambles over the simulation period 𝑇S,
and the total transmission average delay 𝑅𝐴delay which denotes the time
duration needed for each device to successfully access the network, in
other words, the overall RA procedure time interval.

The above-cited metrics can be formulated as

𝑃𝑐 =
Number of preambles carrying two or more RA attempts (per second)

Total number of available PRACHs (per second)
(1)

𝑅𝐴𝑑𝑒𝑙𝑎𝑦 =
∑𝑁𝑡

𝑛=1(𝑇MSG1
+ 𝑇MSG2

+ 𝑇MSG3
+ 𝑇MSG4

+ 𝑇𝑤(𝑛))
𝑁𝑡

(2)

with

𝑤(𝑛) =
𝑃
∑

𝑟=1
1{𝑟−th RACH procedure attempt}(𝑛) ⋅ 𝑇backoff

nd

backoff = 𝑇MSG2
+ 𝐵𝐼 + 𝑅𝐴𝑅win

here:

• 𝑇w designates the MSG1 waiting time for a successful preamble
transmission.

• 1{𝑟−th RACH procedure attempt}(𝑛) an indicator function that indicates
whether the device 𝑛 succeeded the random access procedure on
the 𝑟th retry or not. 𝑇w(𝑛) can be viewed as an unit step function
that monitors the end of the RA workflow for device 𝑛.

• 𝑃 is the number of RACH attempts, the maximum allowed value
for this parameter is set to ten.

• 𝐵𝐼 refers to the back-off indicator that indicates the time interval
between two successive RACH procedures.

• 𝑅𝐴𝑅win stands for the default RA response window.

On the other hand, to assess the impact of this attack on the
U, we will also evaluate the attack traffic load corresponding to the

llegitimate bits generated by the malicious SI requests in both down-
ink 𝐵𝐴down and uplink 𝐵𝐴up directions for different attack periods,
his is very useful to highlight the extra-processing time and capacity
asted by g-NB entity to encode and transmit the signaling messages
xchanged during the malicious on-demand SI acquisition requests.

The SIB9 message size 𝐵SIB9
is about 56 bits. Mainly, the logical

roadcast Control Channel (BCCH) is used to transmit the SIs mes-
ages including MIB and SIBs. The SIBs messages are mapped into the
ownlink shared channel (DL-SCH) transport channel and then onto the
7

hysical downlink shared channel (PDSCH). b
Algorithm 2 SIB based DoS attack
1: for a given execution period 𝑇S do
2: for 𝑁t simulated devices do
3: Simulate the data traffic according to URLLC traffic pattern

for 5% users among the total 𝑁t simulated devices.
4: Simulate the data traffic according to non-URLLC traffic

pattern for 95% users among the total 𝑁t simulated devices.
5: end for
6: Generate the RACH preamble malicious requests for 𝑁mal ∈

{0,500,1000,1500,2000} compromised devices.
7: Compute the collision probability 𝑃𝑐 using Eq. (1).
8: Compute the total transmission average delay 𝑅𝐴delay using

Eq. (2).
9: Compute the attack traffic load corresponding to the illegitimate

bits generated by the malicious SI requests in both downlink 𝐵𝐴down
and uplink 𝐵𝐴up directions according to Eqs. (3) and (4).

10: end for

Table 4
Simulation parameters [18,23].
𝑇S 𝑇MSG1

𝑇MSG2
𝑇MSG3

𝑇MSG4

3600 s 1 ms 3 ms 5 ms 5 ms

𝑁t 𝐵𝐼 𝑅𝐴𝑅win URLLC traffic
model

Non-URLLC
traffic model

10000 Uniform
(0,20) ms

5 ms Beta arrival
distribution
(𝑇 = 10 s)

Uniform arrival
distribution
(𝑇 = 30 s)

𝐵MSG1
𝐵MSG2

𝐵MSG3
𝐵MSG4

𝐵SIB9

64 bits 56 bits 48 bits 184 bits 56 bits

Accordingly, the quantities 𝐵𝐴down and 𝐵𝐴up read

𝐴down =
𝑁𝑡
∑

𝑛=1

𝑇S
∑

𝑡=0
1{malicious SI request occurrence}(𝑡) ⋅ (𝐵MSG2

+𝐵MSG4
+𝐵SIB9

)

(3)

and

𝐵𝐴up =
𝑁𝑡
∑

𝑛=1

𝑇S
∑

𝑡=0
1{malicious SI request occurrence}(𝑡) ⋅ (𝐵MSG1

+ 𝐵MSG3
) (4)

.2.3. Analysis and results
Combining 5% of URLLC and 95% of non-URLLC devices [18,23],

e will simulate the collision probability 𝑃c, the total transmission
verage delay 𝑅𝐴delay, and the malicious traffic loads 𝐵𝐴down and 𝐵𝐴up

using the parameters setting illustrated in Table 4.
As shown in Fig. 5(a), the on-demand SI DoS attack increases signif-

cantly the collision probability for both URLLC and non-URLLC traffic
atterns, which may block a big number of legitimate RA attempts. It
an be also noticed that the URLLC users experience higher collision
robabilities compared to their non-URLLC counterparts, which will
ramatically disrupt the responsiveness of such communications and
ubstantially increase the corresponding access delay.

5G systems are designed to support low latency communications
i.e. URLLC), and the average end-to-end latency in 5G networks is
round 10 ms. As illustrated in Fig. 5(b), the average total transmission
elay will tremendously increase proportionally to the number of com-
romised devices. This delay will reach 850 ms for the URLLC traffic in
he case of 2000 infected devices, incurring unacceptable delays for this
ype of services. Thus, this kind of on-demand SI-based DoS anomalies
ill lead to slow and interrupted connections causing a serious network
reakdown (see Fig. 5).
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Fig. 5. Simulation results for different number of compromised devices.
Fig. 6. SI attack signaling load 𝐵𝐴 for different attack periods and for 𝑁mal = 1000.

As we can infer from the simulation results depicted in Fig. 6,
the downlink signaling traffic caused by the malicious SI requests is
significantly larger than its uplink counterpart. The malicious downlink
traffic is handled by the g-NB entity, that encodes and transmits about
𝐵MSG2

+ 𝐵MSG4
+ 𝐵SIB9

= 296 bits per each malicious SI request.
For 1000 infected devices, the g-NB control plane needs to handle an
extra-traffic of about 2 Gigabytes over one hour attack period. Taking
into consideration the diversity of services to be served by the g-NB,
this fraudulent traffic will constitute a supplementary computational
burden that impacts the availability of the g-NB limited resources,
namely, the BCCH logical channel. The availability of these scarce
resources will be even more seriously affected if the number of infected
devices increases.

4.3. Security mechanisms for mitigating RRC-based DoS signaling attacks

4.3.1. Proposed solutions
Despite the security reinforcement and the network defenses

brought by 3GPP (e.g. enhanced authentication methods [24]), secur-
ing the air interface is still a major concern in 5G designs largely due
to the diversity of 5G use cases. For instance, we have deeply analyzed
two emerging DoS attacks in the preceding Sections 4.1 and 4.2, and we
have put into evidence their serious impact on the mMTC and URLLC
service classes respectively.

Security consciousness should be integrated into the requirements
specifications and standards development from early design stages. The
lessons learned from older generations should provide guiding princi-
ples for designers and developers of future 5G and beyond systems.
The protection of the 5G radio link along with devices should not be
8

neglected in favor of more attractive features and novel capabilities. To
this end, fundamental system information such as SIB messages should
be communicated to 5G devices using an encrypted and integrity-
protected radio channel. Furthermore, 5G devices should be regularly
updated and endowed with basic and free anti-malware and anti-virus
solutions to identify malicious applications. Modern security frame-
works and tools should embrace a high degree of intelligence to operate
in an autonomous and proactive fashion. In particular, artificial intel-
ligence (AI)- and deep learning (DL)-based approaches are nowadays
among the most promising techniques used to protect information
systems and address several security issues including malware/software
analysis, intrusion/fraud/botnet detection, and malicious activities pre-
diction. For instance, authors in [25] proposed a malware detection
framework relying on deep neural networks to distinguish whether a
given software is benign or malicious for the 5G android devices. On the
other hand, privileges and permissions should be carefully managed.
For instance, authors of [26] proposed a three-phases cybersecurity
framework able to identify malicious edge devices that misuses their
granted privileges in IoT and fog computing environments. Privacy
preservation is also a key requirement in recent and emerging services
to avoid tracking users and emulating their behavior. For example,
vehicular networks are nowadays an integral part of mobile networks
but their high mobility and the large amounts of sensitive data being
exchanged can lead to serious privacy concerns necessitating advanced
location and trajectory privacy protection [27]. All the aforementioned
frameworks can integrate ethical hacking and penetration tests to im-
prove the robustness of attack detection and prevention. In fact, ethical
hacking can be used to evaluate and identify security weaknesses and
flaws in mobile applications and operating systems, and to pen-test
the attack landscape to better defend against the emerging threats,
including social engineering, advanced malware, out-of-date devices
and data leakage. Further research efforts should be deployed to come
up with innovative ways making all these supplemental security layers
very lightweight in terms of energy and computation efficiency.

Advanced prevention and/or detection mechanisms should be in-
tegrated into the virtualized 5G components to face signaling threats.
Among the most robust solutions, randomization of system parameters
can be applied so that malicious third parties are unable to exploit
their intercepted data or their prior knowledge about the system op-
erating mode in a malicious fashion. This technique was proposed as
a preventive solution to defend against DoS signaling attacks in 3G
networks [9], and it can be also applied to meet the same issue in the
context of 5G systems as illustrated in the next subsection. For the sake
of simplicity and without loss of generality, we will limit our analysis
to the first attack and we will assess the impact of randomizing the
inactivity timer 𝑇5inac as a mean to secure the 5G RRC state machine.

In the same way, randomization can be leveraged to randomize the
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Fig. 7. Performance evaluation of randomization based detection framework for 50% of compromised mMTC devices and 𝑇5Ginac
= 2 s.
T
R

arameters involved in RRC signaling used in the request and delivery
f the on-demand SI.

.3.2. Analysis and results
The performance evaluation of the randomization-based detection

ramework within 5G systems is based on two major metrics that
re the decreased signaling load 𝐷𝑆𝐿 and the decreased time of
esources occupation 𝐷𝑇RO. The 𝐷𝑆𝐿 resulting from using the random-
zed method compared to the normal case (when no defense mech-
nisms are implemented) is the evaluated metric for the signaling
fficiency. While for the resource consumption, the radio bearer oc-
upancy time 𝐷𝑇RO during the randomized inactivity period compared
o the static inactivity period (when no defense mechanisms are imple-
ented) will be the second performance metric. Based on the mMTC
assive sensors traffic pattern already described in sub Section 3.1,
e will analyze the 𝐷𝑆𝐿 and the 𝐷𝑇RO with respect to the new 5G
RC state handling under the DoS signaling attack discussed in sub
ection 4.1, and regarding different statistical distributions, namely,
aussian, Log-normal and Exponential distributions.

𝑆𝐿 =
𝑆𝐿 {𝑟𝑛𝑑 = 0} − 𝑆𝐿 {𝑟𝑛𝑑 = 1}

𝑆𝐿 {𝑟𝑛𝑑 = 0}
(5)

𝑇RO =
𝑇RO {𝑟𝑛𝑑 = 0} − 𝑇RO {𝑟𝑛𝑑 = 1}

𝑇RO {𝑟𝑛𝑑 = 0}
(6)

where:
⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑆𝐿 ∶ Signaling Load (in number of signaling messages.)
𝑇RO ∶ Resource Consumption Time.
𝑟𝑛𝑑 ∶ A bit that indicates whether the randomization solution is

adopted (𝑟𝑛𝑑 = 1 ) or not.

We have chosen the worst-case scenario to evaluate our detection
echanism using an inactivity timeout of 𝑇5Ginac

= 2 s and assuming
alf of total mMTC devices are compromised, in which case a huge
olume of signaling load will be produced. As illustrated in Fig. 7, the
hree simulated distributions, namely Gaussian, Log-normal and Expo-
ential functions reduce considerably the signaling load, while avoiding
he unnecessary resource consumption. As highlighted in Table 5, by
sing randomization approach, we have arrived to mitigate efficiently
he signaling load generated from malicious signaling attacks against
G system while maintaining the resource consumption in a optimum
evel. Even more important, the randomization based Exponential tech-
ique, has shown better results in 5G context when compared to 3G
ontext. Hence, the randomization approach remains very promising
olution to be considered in mitigating the signaling threats in the new
enerations of mobile networks. First, this method offers a preventive
9

able 5
andomization based detection framework: 5G vs 3G/4G performance comparison.

Randomization based Distributions

Gaussian Log-normal Exponential

𝐷𝑆𝐿 (%) 𝐷𝑇RO (%) 𝐷𝑆𝐿 (%) 𝐷𝑇RO (%) 𝐷𝑆𝐿 (%) 𝐷𝑇RO (%)

3G/4G 46.53 55.99 42.27 10.98 31.91 13.12
5G 40.58 54.70 36.82 57.92 37.86 59.82

framework that can avoid the occurrence of such attacks or at least
mitigating their impact. Secondly and from a hardware perspective,
the proposed randomized approach needs simply some low-complexity
software updates in only some network entities such us g-NB.

5. Conclusion

In this work, we have outlined a number of security concerns
threatening the 5G NG-RAN infrastructure. By analyzing the novel 5G
RRC protocol features for high-frequency low-volume traffic patterns
(e.g. mMTC), we have unveiled some security flaws that can be ex-
ploited by a fraudulent entity to launch DoS attacks against the g-NB
entity. In particular, we dived deeper into two forms of such attacks.
The first (second, resp) attack maliciously monitors the machine state
transitions (the on-demand system information acquisition procedures,
resp) to trigger excessive connection and release messages (random
access attempts, resp). Both attacks can be easily engineered by simply
recruiting an army of bots from any location, and are particularly
dangerous as they can go unnoticed by network administrators and
can lead to the whole system collapse. By emulating an mMTC traffic
generator using Matlab, we have demonstrated the destructive power
of both attacks in terms of service experience degradation (user side)
and energy inefficiency (network side). We have then highlighted some
recommendations to counter such emerging 5G threats. Notably, a
randomization-based approach has been experimented to cope with the
aforementioned kind of attacks. Compared to the attack-free scenario,
the improvement in terms of signaling load and resource occupation
time attains 37.86% and 59.82% respectively when the inactivity timer
obeys an Exponential (instead of a static) distribution. Finally evolving
the RRC protocol behavior (e.g. parameters and procedures) to be
highly dynamic and adaptive with real-time service awareness capa-
bilities through ubiquitous intelligence could be the way forward to
strengthen the security of 5G systems and beyond, and will be the basis
of our future works.
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