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A B S T R A C T

Internet of Things (IoT), which is a growing domain, provides a universal connection to the Internet by
spinning common objects to connected ones by changing the way people communicate and interact with
the things around them. This type of setup paves the way for the creation of interconnected infrastructure
to support innovative services that ensure improved efficiency and flexibility. Such benefits are attractive for
user applications and industrial domain. The entry of the IoT domain into the industrial market, also termed
as Industrial Internet of Things (IIoT), was recently observed. However, security threats are increasing daily
with the prevalent use of IIoT technology. An efficient security solution that can help in the prevention of
malicious attacks is researched despite the existence of multiple security solutions. The current study will
help the research community to understand the security flaws and causes by classifying and comparing the
different certificateless signature schemes of IIoT domain. This survey aims to provide a comparative analysis
of the available solutions to improve security. The multi-criteria decision-making approach is utilized for the
comparative analysis of the existing certificateless signature schemes by employing the EDAS technique to
evaluate the previously suggested solution proposed for IIoT. The authors believe that this technique has
never been previously used for any cryptographic solutions. In addition, the study addresses some of the
public research issues for technologists, academia, and researchers to develop the security aspects of IIoT.
1. Introduction

The Internet of Things (IoT) is a self-configuring universal network
architecture based on standard interoperable communication protocols
that allows things to connect with one another and share information
and make collaborative decisions [1]. To understand the dynamic in-
formation exchange, various sorts of items in the IoT with independent
addresses are commonly connected through heterogeneous transmis-
sion networks. Industry 4.0, also known as Industrial IoT (IIoT), is a
new study topic that has emerged as a result of IoT applications in
the industrial sector [2–4]. Industry 4.0 has had a substantial positive
impact on the adoption of IoT across all industries. As a result, smart
startups can construct transportation, resource management, manufac-
turing, renewable energy resources, and smart cities using the IIoT.
Digital/connected factories, automated production flow management,
industrial security systems, industrial configuration alarms, manage-
ment security, and worker health (status) monitoring have all gained
unexpected attention in the field of smart manufacturing [5–7]. The
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IIoT system, like any other cyber–physical system, is made up of cyber
and physical subsystems that help with data gathering, transmission,
and analysis. According to the findings of the investigation, the system
can increase monitoring, control, automation, and intelligent event re-
sponse. Due to the daily increase in the number of devices connected to
IIoT, an insecure environment for digital communication may emerge.

The fourth industrial revolution, which is the most devastating in
the history of industrial automation, affects industries from healthcare
to energy and transportation to manufacturing. The pace of change not
only accelerates technological progress but also creates unprecedented
opportunities for society through new dangers. Preliminary research
results on Industry 4.0 suggest that IIoT devices may be similarly
affected [8–10], drawing an equally blurred picture for the security
of existing IIoT deployments. In addition, successful attacks on the
availability or operational safety of industrial facilities are devastat-
ing. In the article [11], the authors address security/privacy issues
in the context of the IIoT environment. They reported that the basic
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security requirements in the IIoT environment include confidentiality,
integrity, protection against IoT, device tampering, and authentication
of source/provider/sender. The public-key cryptography is generally
considered an effective solution to these types of problems. How-
ever, key management is essential for resource-constrained devices in
IIoT [12]. A certificateless public-key cryptography [13] and digital
signature [14] provides an interesting solution for data integrity and
authentication. The output of the digital signature gives the user data
encryption using his/her signature key. The recipient can verify the
digital signature using its affiliate public key. The correlation between
private and public keys demonstrates the integrity and authenticity of
data [15].

In conventional public-key cryptography, the verification of public-
key certificates places an additional drain on certificate management.
An IBC [16] suggests avoiding the additional burden where the public is
generally calculated from the user IDs, while the corresponding private
keys are generated from the Public Key Generator (PKG). However, the
PKG knows the private keys of each user and can use these keys to
create some fake signatures on important documents that are generally
termed as Key Escrow (KE). In [17], Riyami and Peterson proposed the
novel concept of certificateless public-key cryptography, which heals
the problem of KE. In certificateless public-key cryptography, the PKG
calculates a part of the private key known as the partial private key and
sends it to the participants. The participants then add some additional
information, such as secret values, to calculate its full private key.

An asymmetric technique based on public keys normally needs the
authority for issuing certificates to the intended participant in the
entire system. Bilinear Pairing, RSA, DSA, Elliptic Curve Cryptosys-
tem (ECC), and El Gammal are generally found in this asymmetric
technique [18–20]. In short, the advantage of the aforementioned tech-
niques is their key management efficiency, scalability, and flexibility.
However, these solutions are generally energy-consuming, which is
unsuitable for resource-constrained devices. However, in many cases,
ECC is considered efficient for ensuring security due to its 160-bit
key size in contrast to RSA, Bilinear Pairing, and similar asymmetric
techniques.

Motivated by the above-mentioned discussion, the suggested cer-
tificateless signature solutions presented in the domain of IIoT are
analyzed and compared in this survey. The main contributions of this
survey are listed below.

• An extensive survey of the existing certificateless signature solu-
tions with their insecurities associated with the suggested solu-
tions presented in the domain of IIoT is provided.

• The merits and demerits of the existing certificateless signature
solutions presented in IIoT are discussed.

• A comparison of existing surveys is also provided to clarify the
effectiveness of the current study.

• The Multi-Criteria Decision-Making (MCDM) approach is utilized
for the comparative analysis of the existing certificateless sig-
nature schemes by employing the EDAS technique to evaluate
the previously suggested solution proposed for IIoT. We strongly
believe that the technique has never been previously used for any
cryptographic solutions.

• Some of the public research issues have also been examined and
explored for readers, researchers, and academia.

1.1. Overview of industrial internet of things

The Internet of Things [21] has had a significant impact on a
variety of industries, particularly in industrial contexts. As a result,
the IIoT [22,23] is frequently seen in the industrial settings [24]. IIoT
is a new ecosystem that brings together intelligent and autonomous
devices, enhanced forecast analytics, and robot–human collaboration
to boost production, efficiency, and dependability. The IIoT introduces
the world of smart, networked embedded technologies and devices
 f
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that function as part of a larger, more complicated system. On the
hand, IIoT connects billions of mobile devices, manufacturing machin-
ery, industrial equipment, and a variety of other industrial component
devices in a similar way to IoT. However, in such an environment,
unprecedented industrial data is generated [25]. Fig. 1 depicts a typi-
cal three-level communication infrastructure (smart device, gateways,
and cloud). During the industrial production process, the condition
of deployed devices in the environment is monitored in the specified
environment and data is collected. The data is subsequently sent to
gateway devices, which transfer it to the cloud server. By allowing
data-based services to overcome significant issues in data classification,
processing, and storage, the cloud server has the potential to increase
IIoT’s environmental credibility. However, because cloud servers are
controlled by private commercial groups, strategic information can be
easily captured and disclosed. Moreover, the IIoT domain needs
strong security measures due to wireless communication to ensure
the validity of applications against cyber-attacks [26,27]. A cyber-
attack can pose a serious risk of affecting human life or undermining
resources depending on the strategic nature of the IIoT infrastructure.
Therefore, authentication with data privacy is required to store data
in the cloud [28]. The digital signature is considered a golden bullet
to ensure strong security in the IIoT environment considering data
authenticity. Thus, several signature solutions have been suggested for
this purpose [29–34]. This survey analyzes and explores the introduced
certificateless signature schemes to secure the IIoT domain.

1.2. Survey organization

Section 2 describes the related surveys in the domain of IIoT.
ection 3 discusses the preliminaries and security model of certifi-
ateless signature schemes. Section 4 is about the taxonomy of the
urvey. Section 5 consists of the certificateless signature solutions in
he domain of IIoT. Section 6 describes the comparative analysis of
he suggested schemes considering communication overhead, compu-
ation time, security, and complexity assumptions. Section 7 comprises
he comparative analysis based on the fuzzy logic method. Section 8
xamines and explores some of the public research issues for readers,
esearchers, and academia. Section 9 concludes the survey. Moreover,
ig. 2 shows the organization of this survey, and the notations used
hroughout the survey are indicated in Table 1 below.

. Related surveys

The related works is divided into two sections i.e., existing relevant
eviews presented in the domain of IIoT and existing certificateless
ignature review as mentioned in Table 2 are studied and compared
n this section.
(1) IIoT based Surveys
Xu et al. (2014) [3] studied some recent research work based

n IoT from industrial perception. Moreover, they added some criti-
al enabling technologies for major IoT applications inside industries.
dditionally, the authors analyzed and discussed significant open re-
earch challenges and future trends associated with IoT. Unlike previ-
us IoT survey papers, the theme of the current paper centered on IIoT
pplication.

Perera et al. (2015) [35] present a comprehensive survey of IoT
olutions in the emerging market. In their survey, the authors broadly
iscuss market solutions into five different categories, namely smart
ome, smart wearable, smart city, smart enterprise, and smart environ-
ent. Furthermore, they discuss and summarized each of the solutions
ith its functionality. In addition, their survey examines the contribu-

ions of the aforementioned solutions to improve the effectiveness and
fficiency of consumer lifestyles.

Mumtaz et al. (2017) [36] discuss roadmaps to address connectivity
ssues in wireless IIoTs. They also present a detailed review of IIoT

rom the cyber–physical system perspective. Additionally, their article
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Fig. 1. Typical IIoT architecture with cloud.
Fig. 2. Structure of the survey.
discussed future connectivity issues that must be examined during IIoT
implementation.

Zhu et al. (2018) [37] studied trust-based communication for indus-
trial IoT. They suggest the following three mechanisms for trust-based
communication: mutual, independent, and collaborative sensor clouds.
They also present some open research challenges related to sensor-
cloud trust-based communication. Liao et al. (2018) [38] add some
systematic reviews of the main contributions related to the Internet
of IIoT domain. The authors illustrate their findings and insights af-

ter performing an analysis of the collected data. Furthermore, they
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summarize the strengths and weaknesses of the suggested literature.
Sisinni et al. [10] present a preliminary study of the relationships
between industry 4.0 and IIoT. Their survey aims to investigate the
challenges associated with real-time performance and the need for en-
ergy efficiency, interoperability, security and privacy, and coexistence.
Furthermore, they include some potential opportunities and challenges
considering security and privacy, efficiency, and performance. Long
et al. [39] discuss energy-aware routing in the IIoT Domain. They
aim to minimize the energy consumption of complex, large-scale IIoT

devices. The current article can overcome the shortcomings of the
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Table 1
Notation guide.

S.N Definition Notation

1 Security Parameter N

2 System Parameters P

3 Secret Master Key R

4 User’s Identity 𝑈𝐼𝐷
5 Partial Private Key 𝛾
6 Identity based Cryptography IBC
7 User’s Secret Value 𝑆𝑉
8 Public Key Generator PKG
9 User’s Public Key 𝑈𝑃𝐾
10 Certificate based cryptography CBC
11 User’s Full Private Key 𝑈𝑃𝑇
12 Signature 𝛿
13 Type 1 Attacker 𝑇𝐴
14 Type 2 Attacker 𝑇𝐵
15 Private Key Generator PKG
16 Elliptic Curve Cryptosystems ECC
17 Key Escrow KE
18 Random Oracle Model ROM
19 Scalar Point Multiplication Of ECC 𝑃𝑀𝐸𝐶𝐶
20 Pairing-Based Point Multiplication 𝑃𝑎𝑖𝑟𝑖𝑛𝑔𝑃𝑀
21 Exponentiation e
22 Signature Generation SignGen
23 Communication Cost CommCost
24 Positive Distance P𝑑
25 Evaluation based on Distance from the Average Solution EDAS
26 Negative Distance N𝑑
27 Assessment Scores 𝛥

previous literature based on two crucial parameters: the remaining
energy and transmission distance. Xu et al. [40] present a detailed
review of IIoT, including IIoT applications, architecture, and charac-
teristics. Their survey aims to identify crucial components of the IIoT
systems and provide a comprehensive review of IIoT. Additionally, they
address some major research challenges. Aazam et al. [24] present an
architectural overview of Industry 4.0 and IIoT. They also discuss a
potential middle, such as fog, to support local processing for industrial
paradigms.

Furthermore, some major research challenges, including security
and privacy, context- and semantic-aware service provisioning in IIoT,
and energy consumption, are mentioned. The authors also add some
future research directions for a wide range of application paradigms in
IIoT.

Gumaei et al. [41] present a comprehensive survey of IoTs, tech-
nologies, and big data systems in the domain of industry 4.0. They
discuss the integration of cloud-based IIoT and big data solutions in
the survey. Furthermore, the authors deliberate the issues related to
the use of the public cloud for IIoT applications. Boyes et al. [42] helps
to develop the definition of IIoT and analyzed partial IoT taxonomies.
Furthermore, they comprehensively explore the area of IIoT and its
research gaps in technology, network discovery, and security.

Alcácer and Machado (2019) [43] discuss the key enabling tech-
nologies and the impact of cloud computing, big data, augmented
reality, cybersecurity, and autonomous robots. They also present the
research gap between major production systems and Industry 14.0.

Oztemel and Gursev (2020) [44] explore recent trends affecting
industry framework and components. They also discuss the industry
development life cycle, and projects, such as ENTOC, Parsi, FAI 4.0,
INESA, ESIMA, and Meramo. In addition, they deliberate on smart
factories and concluded with the challenges and scope of the study.
Some real-time security issues can be emphasized for further research.
Khan et al. [45] later provided a top-down overview of three important
areas: IIoT framework and architecture, data management techniques,
and communication protocols.

Jayalaxmi et al. [5] recently explore IIoT security issues, layer-based
attacks, detection methods, security services and solutions, deep learn-

ing, machine learning, and other security techniques and solutions.
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Additionally, the authors discuss the attack and effect of security frame-
works on security solutions and other techniques based on machine
learning.

Finally, the authors believe that they have added an up-to-date
review of the importance of certificateless signature schemes presented
in the domain of IIoT. The authors of this paper have also analyzed
and compared the existing literature of certificateless signature schemes
utilizing the MCDM approach by employing the EDAS technique for
the first time to a cryptographic scheme to evaluate the previously
suggested solution proposed for IIoT. Furthermore, the authors have
added a clear understanding of the definition of IIoT and highlighted
the issues faced by the cryptographic certificateless signature schemes
with some future insights.

(2) Certificateless Signature based Surveys
Housani et al. (2011) [46], study the initial certificateless cryptog-

raphy scheme suggests by Riyami and Patterson [17]. The aim of the
survey was centered on only one scheme.

Chen and Tso (2015) [47], study the security models of certificate-
less signature schemes. In the given survey the authors only consider
two types of issues i.e., strong unforgeability and Public Key Re-
placement. The aim of the survey was limited to the aforementioned
issues.

3. Preliminaries

3.1. Security requirement

The communication process in IIoT normally occurs through an
open network. Therefore, the attacker has a full command for unau-
thorized access to modify the original message and generate the forged
signature. The basic security requirements for certificateless signature
schemes used in IIoT are mentioned in Fig. 3.

3.2. Generic syntax of certificateless signature scheme

This section discusses the formal concept of a certificateless signa-
ture methods. Seven polynomial-time algorithms define the certificate-
less signature s in general [49–53]. The generic model of certificateless
signature is shown in Fig. 4.

1. Setup: This algorithm returns the master key (R) and the system
parameters (P) by taking a security parameter (N).

2. Partial Private Key Extraction: The given algorithm takes (P),
(R), and the identity (𝑈𝐼𝐷) of participants as input and yields
the partial private keys (𝛾) consistent to the participant.

3. Secret Value Setting: This algorithm returns the secret value
(𝑆𝑉 ) of participants by taking a security parameter (N) and the
identities of participants as input.

4. Public Key Setting: This algorithm proceeds the public key (𝑈𝑃𝐾 )
of the participant by taking the secret value (𝑆𝑉 ) of the partici-
pant as input.

5. Private Key Setting: This algorithm returns the private key (𝑈𝑃𝑇 )
of participants by taking 𝛾 , 𝑈𝑃𝐾 , and his/her 𝑆𝑉 as input.

6. Sign: Taking the system public parameter set (P), message (M),
and 𝑈𝑃𝑇 as input and returning the signature 𝛿.

7. Verify: Taking M, , 𝑈𝑃𝑇 , and the signature 𝜎 as input and
returning 0 or 1.

4. Taxonomy for the proposed survey

The suggested solutions for the security of IIoT are compared
through different parameters. Fig. 5 represents the taxonomy for IIoT

security.
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Fig. 3. Security Requirements.
Fig. 4. Generic Illustration of the Certificateless Signature.
4.1. Cryptography

Cryptography is an art of secret writing that has been used since
Roman times to hide important information/messages. One of the most
widely used methods for keeping information is encryption/decryption,
which is essentially one of the basic functions of cryptography. A
plain text is converted to a non-readable form called ciphertext in
encryption, while the ciphertext is converted to plain text in decryption.
Both functions are used to protect the message against unauthorized
users [54–56].

4.2. Symmetric and asymmetric

Cryptography is divided into two types: symmetric and asymmet-
ric [48]. Asymmetric public cryptography, also known as public-key
120
cryptography, uses public and private keys to secure information [57,
58]. Symmetric key cryptography focuses on ensuring secure commu-
nication between the sender and receiver using a single secret key,
whereas asymmetric public cryptography, also known as public-key
cryptography, uses public and private keys to secure information. The
private key is kept confidential, whereas the public key is widely known
due to its open nature.

In symmetric and asymmetric cryptography, the key size is the
most critical parameter for secure communication. Because symmet-
rical cryptography’s main size is lower than asymmetric cryptogra-
phy’s, symmetrical cryptography is marginally more secure for sensitive
data [59,60].
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Table 2
Related surveys (IIoT and Certificateless Signature).

Reference
No.

Year of
survey

Findings

Xu et al. [3] 2014 Integrate social networking with IoT and the
development of green IoT technology in the
combination of artificial intelligence and cloud.

Perera et al.
[35]

2015 Present a review of artificial intelligence in IoT
from the monetization and commercialization
perspectives.

Mumtaz
et al. [36]

2017 Discuss roadmaps to address connectivity issues
in wireless IIoTs.

Zhu et al.
[37]

2018 Study trust-based research-related challenges in
IIoTs.

Liao et al.
[38]

2018 Add some systematic reviews of the main
contributions related to the Internet of IIoT
domain.

Sisinni et al.
[10]

2018 Present a preliminary study of the relationships
between industry 4.0 and IIoT and added some
opportunities and challenges considering
security and privacy, efficiency, and
performance.

Long et al.
[39]

2018 Discuss energy-aware routing in IIoT domain.

Xu et al. [40] 2018 Present a detailed review of IIoT from the
perspective of cyber–physical systems.

Aazam et al.
[24]

2018 Add application deployment scenarios in
edge-enabled IIoT.

Gumaei et al.
[41]

2018 Present a comprehensive survey of IoT,
technologies, and big data systems in the
domain of industry 4.0.

Boyes et al.
[42]

2018 Comprehensively explore the area of IIoT and
its research gaps in technology, network
discovery, and security.

Alcácer and
Machado [43]

2019 Present the research gap between major
production systems and Industry 4.0.

Oztemel and
Gursev [48]

2020 Discuss smart factory and concluded with the
challenges and scope of the study; some
real-time security issues can be emphasized for
further research.

Khan et al.
[45]

2020 Provide a top-down overview of three
important areas, including IIoT frameworks and
architecture, data management techniques, and
communication protocols.

Jayalaxmi
et al. [5]

2021 Discuss the attack and effect of security
frameworks on security solutions and other
techniques based on machine learning.

Housani
et al. [46]

2011 Study the initial certificateless cryptography
scheme suggests by Riyami and Patterson [17].

Chen and
Tso [47]

2015 Study the security models of certificateless
signature schemes by considering only two
types of issues i.e., strong unforgeability and
Public Key Replacement.

Proposed 2021 Comparative analysis of certificateless
cryptographic techniques suggested for the
domain of IIoT by employing the EDAS
technique. Furthermore, this paper highlighted
the security challenges and future work based
on certificateless signature for IIoT.

4.3. Identity-based cryptography

The public key is commonly calculated from the user IDs, while the
matching private keys are created from the PKG, according to identity-
based cryptography [16]. The PKG, on the other hand, has access to
each user’s private keys and can use them to forge signatures on crucial
papers known as KE.
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4.4. Certificate-based cryptography (CBC)

Gentry introduces CBC, a feasible public-key cryptography prim-
itive, in [61]. This primitive sits somewhere in the middle of IBC
and standard public-key cryptography. In the CBC system, the user
must first create public and private keys on their own. To apply for
a certificate, the user submits his or her identifying information and
public key to a trusted Certifier Authority (CA). Each CBC certificate is
delivered to its owner and acts as a partial decryption or signature key,
unlike typical public-key cryptography certificates.

4.5. Certificateless cryptography

The revolutionary notion of certificateless public-key cryptography
proposed by Riyami and Peterson [17] eliminates the KE problem. In
certificateless public-key cryptography, the PKG calculates and sends a
portion of the private key known as the partial private key to the partic-
ipants. After then, the participants contribute some extra information,
such as a secret value, to calculate the whole private key.

4.6. Computation time and communication overhead

The complexity of the computation or simply the complexity of
the algorithm is the number of required resources for its operation,
with a particular focus on time and memory requirements. By contrast,
a communicational overhead is the number of additional bits that a
message will carry with itself.

4.7. Cryptographic hard problems

The security of a scheme is normally measured through the cryp-
tographic hard problems used in a particular scheme, such as Bilin-
ear Pairing and ECC. Therefore, the advantage of these mentioned
techniques lies in their key management efficiency, scalability, and
flexibility. However, in many cases, ECCs are considered remarkably
efficient for ensuring security due to their 160-bit key size.

4.8. Formal proof (standard and random oracle model)

The standard model in cryptography is a computational model in
which the advisory is limited only by time and power of computation.

Complexity assumptions underpin cryptographic techniques, im-
plying that some tasks, such as factorization, cannot be solved in
polynomial time. In the standard model, security techniques that can
only be shown safe using complexity assumptions are safe. In a con-
ventional model, security proof is notoriously difficult to produce. In
many proofs, cryptographic primitives are thus replaced with idealized
counterparts, such as the Random Oracle Model (ROM). The most
typical technique, known as ROM, is to substitute a genuine random
function for the cryptographic hash function.

4.9. 𝑇 𝑦𝑝𝑒 − 𝐼(𝑇𝐴) And 𝑇 𝑦𝑝𝑒 − 𝐼𝐼(𝑇𝐵) adversaries

The 𝑇𝐴 adversary replaces the public key and acts as an outsider
adversary. The adversary 𝑇𝐴, on the other hand, does not have access
to the master key.

The 𝑇𝐵 adversary entertain as malicious key generation center. The
𝑇𝐵 adversary has access to the master key but is unable to replace the
public keys [62].
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Fig. 5. IIoT Security Taxonomy.
5. Certificateless signature solutions for IIoT

Several certificateless signature solutions that discuss IIoT security
have recently been published. However, none of the existing solutions
have a compact security to protect IIoT communications. Different
security threats are analyzed in this survey, and a classification of
security requirements depending on the motives of the IIoT attack is
provided. This classification aims to investigate the realization of a
secure IIoT environment. Table 3 illustrates a comparative analysis of
he cited literature.

To run the IIoT application, the digital signature approach must
ave two key features: low execution time and bandwidth utilization.
he devices save energy due to the short execution time, while the
andwidth eliminates a critical requirement for wireless communica-
ions. It is critical to ensure a secure communication channel between
IoT devices and other systems. Therefore, Karati et al. [29] construct
lightweight certificateless signature scheme to ensure data authenti-

ation on IIoT systems. They prove the security of the propose scheme
sing the security hardness of extended bilinear Strong Diffie–Hellman
nd bilinear Strong Diffie–Hellman against 𝑇𝐴 and 𝑇𝐵 in the standard

computational model. However, the scheme of Karati et al. [29] found
that the solution is insecure by [30] and [31] for the claim properties.
In addition, B. Zhang et al. [33] show that the security credentials
of Karati et al. [29] are mathematically incorrect. Furthermore, the
security of Karati et al. [29] depends on bilinear pairing, which is
inappropriate for IIoT devices with limited resources due to the heavy
cost of pairing operations.

In the same year, Zhang et al. [30] found that the recommended
solution of Karati et al. [29] is insecure of 𝑇𝐴 and 𝑇𝐵 . However, the
authors failed to provide a new scheme to secure IIoT infrastructure.

Y. Zhang et al. (2019) [31] attempt to provide a more efficient
certificateless signature approach for data authenticity in IIoT infras-
tructure. The authors utilize ECC in the proposed approach for secu-
rity hardness under the standard computational model. Furthermore,
the given scheme reduces the cost consumption due to the use of a
lightweight algorithm in the form of ECC. Yang et al. (2019) [32]
found that the suggested solution of Y. Zhang et al. [31] is not secure
against the 𝑇𝐴. However, the authors failed to provide a new scheme
to secure IIoT infrastructure. Xiong et al. (2019) [33] later constructed

a lightweight certificateless key-insulated scheme under hardness of
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ECC. The given scheme reduces the cost consumption due to the use
of a lightweight algorithm in the form of ECC. In the same year,
Rezaeibaghaet al. [34] improve the recommended solution of Karati
et al. [29] and present a new concrete certificateless signature scheme
under a standard computational model. They report that the designed
scheme can resist 𝑇𝐴 and 𝑇𝐵 . However, K. Shim [63] later found that
the scheme of Rezaeibaghaet al. [34] was insecure of 𝑇𝐴. Additionally,
the security of Rezaeibaghaet al. [34] depends on bilinear pairing,
which is inappropriate for IIoT devices with limited resources due to
the heavy cost of pairing operations.

Ali et al. (2021) [64], presents hyperelliptic curve cryptosystem
based solution for IIoT to minimize the cost consumption. The authors
also presents a security validation proof under AVISPA. However, au-
thors made a false claim that the design scheme is unforgeable against
𝑇𝐴 and 𝑇𝐵 adversaries. As the design scheme lacks a formal proof in
either of ROM/Standard Model.

6. Comparative analysis

The suggested certificateless signature schemes proposed for the
IIoT domain are compared in this section considering computation
time, communication overhead, security, and cryptographic hard prob-
lems.

6.1. Computation time

Finding the computation time for the sender and receiver based
on the key cryptographic operations utilized is necessary. Valuable
mathematical operations, such as bilinear pairing (𝐵𝑝𝑎𝑖𝑟𝑖𝑛𝑔), pairing-
based point multiplication (𝑃𝑎𝑖𝑟𝑖𝑛𝑔𝑃𝑀 ), scalar point multiplication
of ECC (𝑃𝑀𝐸𝐶𝐶 ), are considered when computing a cryptographic
signature algorithm [65]. Therefore, the current suggested studies [30–
34] are compared in this section based on the signature generation
and verification time. However, addition, division, and hashing, which
require less time, are ignored [51,66,67]. Moreover, Table 4 provides
a comparison in milliseconds (ms) using the above key cryptographic
operations. The experiments performed in [68] and [69] are observed
with the following system features. According to [68], single scalar
point multiplication of elliptic curve (𝑃𝑀𝐸𝐶𝐶 ) and bilinear pairing
(𝐵𝑝𝑎𝑖𝑟𝑖𝑛𝑔) will respectively consume 6.38 ms and 20.01 ms, as shown

in Table 5.
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Table 3
Comparative analysis of the cited literature.

Reference No. Year of publication Findings Limitation

Karati et al. [29] 2018 ∙ First present certificateless signature scheme in the domain
of IIoT

∙ Based on bilinear pairing
∙ Insecure against 𝑇𝐴 and 𝑇𝐵 attacks
∙ The scheme is mathematically incorrect

B. Zhang et al. [30] 2018 ∙ Show insecurities of Karati et al. [29], 𝑇𝐴 and 𝑇𝐵 attacks. ∙ Did not present a solution to the claims

Y. Zhang et al. [31] 2019 ∙ Enhance the security of Karati et al. [29] and construct a new
solution utilizing ECC.

∙ Insecure against the 𝑇𝐴

Yang et al. [32] 2019 ∙ Claim that the recommended solution of Y. Zhang et al. [31] is not
secure against 𝑇𝐴

∙ Did not present a solution to the claims

Xiong et al. [33] 2019 ∙ Present free-pairing key-insulated signature using ECC. ∙ Proved the security under ROM

Ali et al. [64] 2021 ∙ Presents hyperelliptic curve cryptosystem based solution for IIoT to
minimize the cost consumption.

∙ Unable to provide a formal proof in standard or ROM.
ation

T
S

Table 4
Hardware and software specifications.

System Specification

C Library MIRACAL
Hardware processor PIV 3 GHZ
RAM 512 MB
OS Windows XP

Table 5
Cryptographic major operations time.

S/N Operation Computation time

1 Scalar point multiplication of elliptic curve (PMECC) 0.83 ms
2 Bilinear pairing (Bpairing) 20.01 ms
3 Exponentiation (e) 11.20 ms
4 Pairing-based point multiplication (PairingPM) 6.38 ms

Note: Scalar point multiplication of elliptic curve (PMECC) means the point multipli-
cation used in ECC based schemes [70,71] while pairing-based point multiplication
(PairingPM) means the multiplication used in pairing-based cryptographic schemes
[72–74].

Table 6
Signature generation time of the suggested schemes presented in the domain of IIoT.

Operations/Ref. No. [29] [31] [33] [34]

PMECC 1PMECC
Bpairing
Exponentiation (e) 2 e 1 e
PairingPM 1 PairingPM
Signature generation time 22.4 6.38 0.83 11.20

(1). Signature Generation Phase
In the scheme of Karati et al. [29], the sender of the message first

xecutes the signature generation algorithm, which takes 2 e mathe-
atical operations. The scheme of Y. Zhang et al. [31] takes 1PairingPM

operation in the signature generation phase. The schemes of Xiong
et al. [33] and Rezaeibagha et al. [34] respectively take 1PMECC and
1 e costly mathematical operation in the signature generation phase.
However, the schemes of B. Zhang et al. [30] and Yang et al. [32] are
ignored from the comparative analysis in the case of the signature gener
phase because both given schemes are based on cryptanalysis and do
not present a new scheme. Moreover, Table 6 and Fig. 6 show the
comparative analysis considering major cryptographic operations used
in signature generation time of the suggested schemes proposed to
secure the communication of IIoT.

(2). Signature Verification Phase
In the scheme of Karati et al. [29], the receiver of the message exe-

cutes the signature verification algorithm, which takes 2 e and 1Bpairing
athematical operations. The schemes of Y. Zhang et al. [31] and
iong et al. [33] respectively take 1 PairingPM and 1Bpairing operations
nd 6PMECC costly mathematical operation in the signature verification
hase. Meanwhile, the scheme of Rezaeibagha et al. [34] takes 1 e

nd 2Bpairing operations in the signature verification phase. However,
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able 7
ignature verification time of the suggested schemes presented in the domain of IIoT.
Operations/Ref. No. [29] [31] [33] [34]

PMECC 6PMECC

Bpairing 1Bpairing 1Bpairing 2Bpairing

Exponentiation (e) 2 e 1 e
PairingPM 1 PairingPM

Signature verification time 42.41 26.39 4.98 51.22

Table 8
Total computation cost of signature generation and signature verification phase.

Operations/Ref. No. [29] [31] [33] [34]

PMECC 7 PMECC
Bpairing 1Bpairing 1Bpairing 2Bpairing

Exponentiation (e) 4 e 2 e
PairingPM 2 PairingPM

Total computation time in ms 64.81 32.77 5.81 62.42

the schemes of B. Zhang et al. [30] and Yang et al. [32] are ignored
from the comparative analysis in the case of the signature verification
phase because both given schemes are based on cryptanalysis and
do not present a new scheme while Ali et al. [64], did not present
a formal proof. Moreover, Table 7 and Fig. 7 present the compar-
ative analysis considering major cryptographic operations used in
signature verification time of the suggested schemes proposed to secure
the communication of IIoT.

(3). Total Computation Time of Signature Generation and Verifi-
cation

In the scheme of Karati et al. [29], the total computation time of
signature verification and signature verification becomes 4 e + 1Bpairing.
The scheme of Y. Zhang et al. [31] takes 1Bpairing+2 PairingPM costly
operations in the signature generation and signature verification phase.
The schemes of Xiong et al. [33] and Rezaeibagha et al. [34] respec-
tively take 7PMECC costly mathematical operation and 2 e and 2Bpairing
operations in the signature generation and signature verification phase.
Moreover, Table 8 and Fig. 8. Present the comparative analysis consid-
ering major cryptographic operations used in the signature verification
and signature generation phase of the suggested schemes.

Summary
Most of the existing certificateless signature schemes suggested for

IIoT infrastructure utilized bilinear pairings. Though the schemes are
proven secure in the standard computational model, the use of bilin-
ear pairing increases the computational complexity of the suggested
solutions. On the other hand, the scheme of Xiong et al. [33], were
constructed on ECC under ROM. Unfortunately, ROM is considered as
a theoretical model where the hash function is modeled as a random
oracle and is controlled by a simulator of the security approach [75–
77]. Hence, there is a need for a secure ECC-based cryptographic
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Fig. 6. Signature generation time of the suggested schemes presented in the domain of IIoT.
Fig. 7. Signature verification time of the suggested schemes presented in the domain of IIoT.
Fig. 8. Total computation cost of signature generation and verification phase.
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Table 9
Communication overhead analysis of the suggested schemes presented for the domain
of IIoT.

Schemes Signature length Total cost in bits

Karati et al. [29] 2 |G| 2048
Y. Zhang et al. [31] 2 |G| 2048
Xiong et al. [33] 3 |Q| 480
Rezaeibagha et al. [34] 2 |G| 2048

Table 10
Classification based on cryptographic algorithm.

Algorithm Schemes

Bilinear pairing cryptosystem Karati et al. [29], Y. Zhang et al. [31] and
Rezaeibagha et al. [34]

Elliptic curve cryptosystem Xiong et al. [33]

Table 11
Classification based on security against 𝑇𝐴 and 𝑇𝐵 adversaries.

Schemes Security against 𝑇𝐴 Security against 𝑇𝐵
Karati et al. [29] NO NO
Y. Zhang et al. [31] NO NO
Xiong et al. [33] YES YES
Rezaeibagha et al. [34] NO YES

scheme under a standard computational model which is able to fulfill
the security requirement of IIoT.

6.2. Communication overhead

The previously suggested certificateless signature schemes in the
IIoT domain will be compared in this section considering communi-
cation overhead. Some variables, such as |G| = 1024 bits for Bilinear
Pairing and |Q| = 160 bits for ECC cryptosystem, are assumed for the
comparative analysis [51,65,69].

The theoretical calculation revealed that the communication over-
head for the schemes of Karati et al. [29], Y. Zhang et al. [31], Xiong
et al. [33], and Rezaeibagha et al. [34] is 2 |G|, 2 |G|, 3 |Q|, and 2 |G|,
espectively. Moreover, Table 9 and Fig. 9 represent the comparative
nalysis considering the major communication overhead used in the
uggested schemes while securing the communication of IIoT.

ummary
The existing certificateless signature schemes utilized Bilinear Pair-

ng for security efficiency. However, Bilinear Pairing significantly in-
reases the communicational complexity of the suggested solutions. On
he other hand, the scheme of Xiong et al. [33], are constructed on
CC utilizing 160-bits. Hence, an ECC-based cryptographic scheme can
etter suit IIoT due to its minimal use of communicational resources.

.3. Comparison considering cryptographic hard problems

The existing suggested solutions presented for IIoT are classified
n this section based on hard problems as shown in Table 10. The
chemes of Karati et al. [29], Y. Zhang et al. [31], and Rezaeibagha
t al. [34] are constructed on bilinear pairing, while the scheme of
iong et al. [33] is constructed on ECC utilizing 160 bits.

.4. Comparison based on 𝑇𝐴 and 𝑇𝐵 adversaries

The existing suggested solutions presented for IIoT based on security
gainst 𝑇𝐴 and 𝑇𝐵 adversaries are classified in this section as shown in
able 11. The schemes of Karati et al. [29], Y. Zhang et al. [31], and
ezaeibagha et al. [34] are insecure of 𝑇𝐴 and 𝑇𝐵 adversaries, while

he scheme of Xiong et al. [33] is considered secure against 𝑇𝐴 and 𝑇𝐵

dversaries under ROM.
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able 12
lassification based on formal proof and complexity assumptions.
Schemes Formal proof Complexity assumptions

Karati et al. [29] Standard model q − EBSDH and q − BSDH
Y. Zhang et al. [31] Standard model

(

qs + 1
)

− SDH
Xiong et al. [33] ROM DL
Rezaeibagha et al. [34] Standard model q − BSDH

6.5. Comparison based on formal proof and complexity assumptions

The existing suggested solutions presented for IIoT on the basis
of security formal proof and complexity assumptions are classified in
this section as shown in Table 12. The scheme of Karati et al. [29]
is constructed based on 𝑞 − 𝐸𝐵𝑆𝐷𝐻&𝑞 − 𝐵𝑆𝐷𝐻 under the standard
model. Meanwhile, the scheme of Y. Zhang et al. [31] is based on
(

𝑞𝑠 + 1
)

− 𝑆𝐷𝐻 under standard model assumptions. Similarly, the
scheme of Rezaeibagha et al. [34] is constructed based on 𝑞 − 𝐵𝑆𝐷𝐻
nder the standard model, while the scheme of Xiong et al. [33] is
ased on 𝐷𝐿 assumptions under ROM.

.6. Findings

The theoretical analysis shows the computational cost complexity
f the bilinear operations of bilinear pairing and modular exponen-
iation is considerably higher than the scalar multiplication of the
lliptical curve. Therefore, the scheme of Xiong et al. [33] has better
erformance than that of Karati et al. [29], Y. Zhang et al. [31], and
ezaeibagha et al. [34]. Moreover, the schemes of Karati et al. [29],

Y. Zhang et al. [31], and Rezaeibagha et al. [34] are constructed on a
standard model but insecure against 𝑇𝐴 and 𝑇𝐵 adversaries.

6.7. Open challenges

The number of IIoT devices and the amount of data are growing.
This increase addresses several security issues to ensure the evalu-
ation of a secure IIoT infrastructure. Section 4 reveals that several
explicit solutions have been suggested to improve IIoT security. How-
ever, developing a lightweight certificateless signature security solution
suitable for resource-constrained devices is still a challenge.

6.8. Ranking based on performance evaluation using EDAS

EDAS is a method used as an average solution for evaluating al-
ternatives. The method was first presented by Ghorabaee et al. [78].
In EDAS, two activities, which are defined as Positive Distance from
Average and Negative Distance from Average solution, are measured
for the evaluation. The EDAS is an MCDM that calculates the distance
of every alternative solution from the average solution and then using
that particular information to select the best alternative [79].

The existing literature of certificateless signature schemes utiliz-
ing the MCDM approach has also been analyzed and compared by
employing the EDAS technique for the first time to a cryptographic
scheme to evaluate the previously suggested solution proposed by the
IIoT [80] and [81]. Comparing the performance of different schemes
with excellent results [82] and [83] is an effective method. The per-
formance metrics of Signature Generation (SignGen), Signature Veri-
fication (SigVeri), Communication Cost (CommCost), Security, Formal
verification tool, and security hardness have been selected as shown in
Table 12.

The fuzzy-logic Evaluation Based on Distance from the Average
Solution (EDAS)evaluation [84–86]. Table 12 demonstrate the compar-
ative analysis of the different identified performance matrices. Addi-
tionally, the cross −EDAS method in this appraisal is utilized to pick
the most effective values of the six different approaches on the basis of
the selected parameters. On the other hand, the assessment scores (𝛥)
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Fig. 9. Communication overhead analysis of the suggested certificateless signature schemes presented by IIoT.
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are used to calculate the ranking of the existing techniques. Table 13
considers the performance matrices of the suggested schemes.

The weightage assigned to SignGen is ‘‘0.125’’, weightage assign to
SigVeri is ‘‘0.125’’, weightage assign to CommCost is ‘‘0.25’’, weightage
assign to Security is ‘‘0.2’’, weightage assign to Security hardness is
‘‘0.15’’ and for Formal Proof is ‘‘0.15’’.

Step One:
The solution of the average value (𝝅) of the selected matrices is

calculated.

(𝜙) =
[

𝝅𝑏
]

1×𝛽 , (1)

While

=
∑𝑦
𝑖=1𝑋𝑎𝑏

𝑦
. (2)

The aforementioned step states the performance of the selected
matrices as the criteria of suggested solutions. Moreover, the aggregate
calculation of Eqs. (1) and (2) can be attained as an 𝝅 for each
calculated value on each selected matrix, as given in Table 14.

Step Two
In step two of the EDAS-based on Positive Distance from Average

(𝑃𝑑𝑎𝑣), Equations (3), (4), and (5).

𝑑𝑎𝑣 =
[(

𝑃𝑑𝑎𝑣
)

𝑎𝑏
]

𝛽×𝛽 . (3)

f the state 𝑏th is favorable, than

𝑃𝑑𝑎𝑣
)

𝑎𝑏 =
MAX

(

0,
(

𝐴𝑣𝑒𝑏 −𝑋𝑎𝑏
))

𝐴𝑣𝑒𝑏
(4)

And for less favorable, it becomes;

(

𝑃𝑑𝑎𝑣
)

𝑎𝑏 =
MAX

(

0,
(

𝑋𝑎𝑏 − 𝐴𝑣𝑒𝑏
))

𝐴𝑣𝑒𝑏
, (5)

here 𝑃𝑑𝑎𝑣 represents the Negative Distance of 𝑏th rated algorithm
rom the given average value on the 𝑎th rating performance matrices.
he outputted result is shown in Table 15.

tep Three:
The Negative Distance from Average (𝑁𝑑𝑎𝑣) is calculated in this step

sing Equations (6), (7), and (8).

𝑁𝑑𝑎𝑣
)

=
[(

𝑁𝑑𝑎𝑣
)

𝑎𝑏
]

𝛽×𝛽 . (6)

f the 𝑏th criterion is more favorable than

𝑁𝑑𝑎𝑣
)

=
MAX

(

0,
(

𝐴𝑣𝑒𝑏 −𝑋𝑎𝑏
))

(7)
𝑎𝑏 𝐴𝑣𝑒𝑏
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nd if less desirable, then the given above equations become

𝑁𝑑𝑎𝑣
)

𝑎𝑏 =
MAX

(

0,
(

𝑋𝑎𝑏 − 𝐴𝑣𝑒𝑏
))

𝐴𝑣𝑒𝑏
, (8)

where
(

𝑁𝑑𝑎𝑣
)

𝑎𝑏 represents the Negative Distance of 𝑏th rated algorithm
from the given average value of the 𝑎th rating performance matrices.
The outputted result is shown in Table 16.

Step Four:
The weighted sum of the Positive Distance (P𝑑) for the rated algo-

rithm is calculated at this stage as illustrated in Table 17.
(

𝑊𝑆P𝑑

)

𝑎
=

𝑦
∑

𝑏=1
𝜆𝑏

(

P𝑑
)

𝑎𝑏 . (9)

Step Five:

The weighted sum of the Negative Distance (N𝑑) for the rated
algorithms is calculated in this stage by means of the following formula,
the outcomes are shown in Table 18.
(

𝑊𝑆N𝑑

)

𝑎
=

𝑦
∑

𝑏=1
𝜆𝑏

(

N𝑑
)

𝑎𝑏 (10)

Step Six:
The calculated scores based on the

(

𝑊𝑆P𝑑

)

𝑎
&
(

𝑊𝑆N𝑑

)

𝑎
, which

are based on the rated technique, are respectively given in the subse-
quent Eqs. (11) and (12).

N
(

𝑊𝑆P𝑑

)

𝑎
=

(

𝑊𝑆P𝑑

)

𝑎

MAX𝑎

((

𝑊𝑆P𝑑

)

𝑎

) , (11)

N
(

𝑊𝑆N𝑑

)

𝑎
= 1 −

(

𝑊𝑆N𝑑

)

𝑎

MAX𝑎

((

𝑊𝑆N𝑑

)

𝑎

) . (12)

Step Seven:
The score values based on

(

𝑊𝑆P𝑑

)

𝑎
& N

(

𝑊𝑆N𝑑

)

𝑎
, which are

based on the evaluation scores (𝜓) for the rated schemes are evaluated
in this section.

𝛥 = 1
2

(

N
(

𝑊𝑆P𝑑

)

𝑎
−N

(

𝑊𝑆N𝑑

)

𝑎

)

, where 0 ≤ 𝛥 ≥ 1.

The final output of 𝛥 is determined using the aggregate values of both
N𝑊𝑆P𝑑

& N𝑊𝑆N𝑑
.

Step Eight:
The sequence of the aforementioned activities considers the extent

of 𝛥 and generate the ranking of given schemes. The obtained results
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certify that best solution has a higher evaluation scores than that of the
other solutions. Consequently, the scheme of Xiong et al. [33] has the
highest evaluation score (𝛥) as shown in Table 18. Therefore, the last
calculated rank result is shown in Table 19.

The final output of the EDAS ranking indicates that the solution
suggested by Xiong et al. [33] outperforms the suggested certificateless
signature schemes proposed in the domain of IIoT. Moreover, the
output table lists the suggested certificateless signature schemes based
on the selected matrices. The comparative analysis based on fuzzy logic
revealed that the scheme of Xiong et al. [33] is on top based on the
selected matrices, while that of Y. Zhang et al. [31] and Rezaeibagha
et al. [34] ranked second and third, respectively. Meanwhile, the
scheme of Karati et al. [29] ranked fourth according to the selected
matrix.

Findings
The EDAS technique has been applied to evaluate the suggested

certificateless signature schemes presented for IIoT domain in order
to find the idlest solution among the suggested. For this purpose, we
choose the performance metrics of Signature Generation (SignGen),
Signature Verification (SigVeri), Communication Cost (CommCost), Se-
curity, Formal verification tool, and security hardness, respectively.
The analysis indicates that the solution suggested by Xiong et al. [33]
outperforms the suggested certificateless signature schemes proposed
in the domain of IIoT.

Open Challenges
The scheme suggested by Xiong et al. [33] outperforms the remain-

ing solutions proposed for IIoT domain. However, this scheme needs
some improvement in terms of cost consumption as well as security. As
the scheme of Xiong et al. [33] is proven secure under ROM. So, there
is a need for a secure ECC-based secure scheme under the standard
computation model.

7. Challenges and open research issues

This paper investigated the suggested literature on the security
of IIoT discussed in the previous sections. The results reveal that
the security issues in IIoT must be addressed to realize its complete
implementation. This survey highlighted the issues and findings of
the suggested certificateless signature schemes proposed for the IIoT
domain. A concrete certificateless signature scheme may be proposed
for IIoT due to security vulnerabilities and lack of authentication
scheme in the IIoT environment. All certificateless signature solutions
suggested for securing the IIoT domain are examined, analyzed, and
discussed in this survey. However, IIoT applications can be secured by
adopting a universally concrete IIoT security scheme and considering
the IIoT security solutions suggested in this survey. The authors believe
that none of the certificateless signature schemes is recommended for
effectively securing IIoT infrastructure work considering security and
cost-efficiency. Section 4 presents a comparative analysis of the security
solutions (certificateless signature schemes) presented in the domain of
IIoT based on the selected criterion. From a high-level synthetic picture,
IIoT still faces some open issues that must be considered. Some open
research challenges that need serious investigation are presented as
follows.

7.1. Key distribution problem

Notably, the cryptographic solutions presented in the literature for
securing the IIoT are efficient in all aspects and do not satisfy the se-
curity necessities. Thus, the solutions based on certificateless signature
schemes adopted for industrial IoT generally suffer from partial private
key distribution problems in new certificateless signature schemes.
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7.2. Insecurities against 𝑇𝐴 and 𝑇𝐵 adversaries

IIoT must withstand the possible security threats in its domain.
However, the comprehensive analysis showed that the suggested solu-
tions are subject to Public-Key-Replacement-Attack and Known-Message
Attack. Therefore, a new solution must consider these threats while
designing a cryptographic certificateless signature scheme for IIoT.

7.3. Scheme for big data analytics

The IIoT is commonly utilized for data-related applications in which
devices generate large amounts of data. The created data is saved
on a cloud server, where the machine learning algorithm performs
data preparation, extraction, and analysis. The algorithm’s average
processing time ranges from days to months [87]. Furthermore, impor-
tant concerns with this method include privacy leaks, access control
mechanisms, and so on.

7.4. Computation and communication cost complexity

Most of the devices utilized in IIoT domain are resource-constrained.
These devices have limitations in terms of processing power and storage
capacity. The certificateless signature solutions adopted for IIoT are
time-consuming, as shown in Table 9. The existing solutions are based
on classical asymmetric approaches, such as ECC and bilinear pairing.
According to [25,30], bilinear pairing and ECC are unsuitable for
resource-constrained devices due to their high energy consumption. A
new solution based on certificateless signature should be adopted to
tradeoff between energy consumption and security level of the cer-
tificateless signature solution. The solution should ensure an adequate
level of security with the expense of minimal energy consumption for
the resource-constrained devices of IIoT.

7.5. Framework for dynamic security

Heterogeneous devices, spanning from low-power gadgets to high-
power servers, are connected in the IIoT domain. As a result, a universal
solution may not be applicable to all IIoT systems. Besides, security
solution should also take the nature of a lightweight in terms of
powers with an additional support for the end users basic security
requirements. Thus, developing a flexible and dynamic certificateless
signature security framework for IIoT domain is an interesting research
topic.

8. Future work

The authors believe that the future IIoT must efficiently handle and
secure data based on earlier surveys on the IIoT and the suggested
solutions based on certificateless signature. The main future research
works after analyzing the existing literature regarding certificateless
signature schemes in IIoT are summarized below.

• The suggested solutions are subject to Public-Key-Replacement-
Attack and Known-Message-Attack. However, an efficient certifi-
cateless signature scheme for IIoT is necessary considering the
existing security flaws in the suggested certificateless signature
solutions proposed for IIoT environment.

• Most of the author’s utilize pairing-based cryptography, which is
subject to heavy pairing operations, thus making it inefficient,
especially in the deployment of IIoT. Hence, the construction of
an efficient certificateless signature scheme is an open problem.

• The security proof for the recommended solutions is examined,
and a new scheme is proposed to demonstrate the security of the
IIoT scheme not only in the ROM but also in the standard model.
Existing security models are explored, and the adversarial attack

capability is observed.
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Table 13
Performance metrics of suggested schemes.

Selected matrices

Ref. No SignGen (ms) SigVeri (ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM = 0, SM = 1) Security hardness (BP = 0, ECC = 1)

Karati et al. [29] 22.4 42.41 2048 0 1 0
Y. Zhang et al. [31] 6.38 26.39 2048 0 1 0
Xiong et al. [33] 0.83 4.98 480 1 0 1
Rezaeibagha et al. [34] 11.2 51.22 2048 0 1 0
Table 14
Cross efficient values.

Selected matrices

Ref. No SignGen (ms) SigVeri(ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM = 0, SM = 1) Security hardness (BP = 0, ECC = 1)

Karati et al. [29] 22.4 42.41 2048 0 1 0
Y. Zhang et al. [31] 6.38 26.39 2048 0 1 0
Xiong et al. [33] 0.83 4.98 480 1 0 1
Rezaeibagha et al. [34] 11.2 51.22 2048 0 1 0
𝐴𝑣𝑒𝑟𝑎𝑔𝑒 10.2025 31.25 1656 0.25 0.75 0.25
Table 15
Analysis results of average 𝑃𝑑𝑎𝑣.

Selected matrices

Schemes SignGen (ms) SigVeri(ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM = 0, SM = 1) Security hardness (BP = 0, ECC = 1)

Karati et al. [29] 0 0 0 0 0.333333333 1
Y. Zhang et al. [31] 0.374663073 0.15552 0 0 0.333333333 1
Xiong et al. [33] 0.91864739 0.84064 0.710144928 3 0 0
Rezaeibagha et al. [34] 0 0 0 0 0.333333333 1
Table 16
Analysis results of average 𝑁𝑑𝑎𝑣.

Selected matrices

Schemes SignGen (ms) SigVeri(ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM = 0, SM = 1) Security hardness (BP = 0, ECC = 1)

Karati et al. [29] 1.195540309 0.35712 0.236714976 1 0 0
Y. Zhang et al. [31] 0 0 0.236714976 1 0 0
Xiong et al. [33] 0 0 0 0 1 3
Rezaeibagha et al. [34] 0.097770154 0.63904 0.236714976 1 0 0
Table 17
Comparative analysis results of the

(

𝑊𝑆P𝑑

)

𝑎
.

Selected matrices

Schemes SignGen (ms) SigVeri(ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM
= 0, SM = 1)

Security hardness
(BP = 0, ECC = 1)

(

𝑊𝑆P𝑑

)

𝑎

Karati et al. [29] 0 0 0 0 0.05 0.15 0.2
Y. Zhang et al. [31] 0.046832884 0.01944 0 0 0.05 0.15 0.266272884
Xiong et al. [33] 0.114830924 0.10508 0.177536232 0.6 0 0 0.997447156
Rezaeibagha et al. [34] 0 0 0 0 0.05 0.15 0.2
Table 18
Analysis results of the aggregate

(

𝑊𝑆N𝑑

)

𝑎
.

Selected matrices

Schemes SignGen (ms) SigVeri(ms) CommCost (bits) Security (Yes/NO) Formal proof (ROM
= 0, SM = 1)

Security hardness
(BP = 0, ECC = 1)

(

𝑊𝑆N𝑑

)

𝑎

Karati et al. [29] 0.149442539 0.04464 0.059178744 0.2 0 0 0.453261283
Y. Zhang et al. [31] 0 0 0.059178744 0.2 0 0 0.259178744
Xiong et al. [33] 0 0 0 0 0.15 0.45 0.6
Rezaeibagha et al. [34] 0.012221269 0.07988 0.059178744 0.2 0 0 0.351280013
9

• The recommended solutions are discussed and improved. Some
shortcomings are found in the recommended solutions; therefore,
these solutions should be discussed, studied, and improved.

• The certificateless cryptography suffers from the distribution of
partial keys i.e., the delivery of partial keys requires a secure
channel between KGC and the participating users [88,89]. There-
fore, a novel certificateless signature approach, which does not
require any secure channel for the distribution of partial private
keys among the entities, need to be constructed.
 I
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• A new approach based on Hyperelliptic Curve Cryptosystem(HCC)
need to be constructed with the assumption of Hyperelliptic
Curve Discrete Logarithm Problem (HCDLP). The HDLP must
be considered for constructing a secure certificateless signature
scheme for IIoT due to its small key size and compact security.

. Conclusion

Security threats are increasing daily with the prevalent use of
IoT technology. Researching an efficient security solution that can
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Table 19
Performance analysis of the suggested schemes.

Schemes
(

𝑊𝑆P𝑑

)

𝑎

(

𝑊𝑆N𝑑

)

𝑎
N

(

𝑊𝑆P𝑑

)

𝑎
N

(

𝑊𝑆N𝑑

)

𝑎
𝛥 Rank

Karati et al. [29] 0.2 0.453261283 0.200511876 0.244564529 0.222538202 4
Y. Zhang et al. [31] 0.266272884 0.259178744 0.266954377 0.568035427 0.417494902 2
Xiong et al. [33] 0.997447156 0.6 1 0 0.5 1
Rezaeibagha et al. [34] 0.2 0.351280013 0.200511876 0.414533311 0.307522593 3
help prevent malicious attacks is necessary despite the existence of
multiple security solutions. The current study will help the research
community understand the security flaws and causes by classifying and
comparing the different certificateless signature schemes of the IIoT
domain. This survey aims to investigate the security issues faced by
the IIoT paradigm and provide a comparative analysis of the available
solutions to improve security. The MCDM approach is used for the
comparative analysis of the existing certificateless signature schemes
by employing the EDAS technique to evaluate the previously suggested
solution proposed for IIoT. The authors believe that the proposed tech-
nique has never been previously used for any cryptographic solutions.
Finally, the study also addresses some of the public research issues for
technologists, academia, and researchers to develop the security aspects
of IIoT.
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