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ABSTRACT

In the age of Industry 5.0, the industrial Internet of Things (IIoT) system has changed from the original “cyber-
physical” system to a complex “human-cyber-physical” system, data security issues become more important.
Blockchain technology can be used to ensure the security of IIoT data. However, the traditional blockchain
system uses Merkle trees to store data, in which the proof size is large when verifying the integrity and cor-
rectness of the data. And it is unable to perform batch verification of the data. Large size proof will bring great
pressure to communication, causing end-to-end communication delays, which seriously affect the stability, ef-
ficiency, and security of IIoT system. To solve it, in the paper, the incremental aggregator subvector commitment
(IASVCQ) is used to replace Merkle tree, which reduces the size of proof and communication consumption. Each
block processes 1000 transactions, the proof size of a single data piece is 15% of the original scheme. Moreover,
our scheme can realize the aggregation verification of the proof. In addition, the qualifications of data upload on
nodes are set using IASVC, which can reduce the storage pressure of nodes by storing a single commitment

instead of the entire qualification list.

1. Introduction

Industry 5.0 is considered to be the fifth industrial revolution, which
will further enhance the integration of information and physical systems
and the full integration of industry and human society (Demir, Doven, &
Sezen, 2019; Ozdemir, 2018; Wang, Gao, Yin, Li, & Kim, 2018). The
biggest feature of Industrial 5.0 is “personalized customization”. In the
customer’s personalized customization, production, inventory manage-
ment and sales, the information systems of each subject are basically
independent of each other. As a result, there will be problems with data
fraud. If the equipment makes decisions based on the wrong informa-
tion, it may bring serious economic and security problems. Second,
traditional industrial IoT systems are based on centralized architecture,

and the attack on the central node may lead to a large number of user
data leakage or tampering. In addition, the number of sensor devices
deployed in industrial 5.0 is much larger than that in industrial 4.0, and
the centralized management mode will become unaffordable (Ren et al.,
2020; Skobelev & Borovik, 2017). The combination of blockchain
technology and IIoT technology is considered to be an effective way to
solve the above problems (Alladi et al., 2019; Huang et al., 2019; Ren
et al., 2018).

While blockchain provides a secure data storage environment for the
IoT, it also brings a large number of data verification requirements for
the IoT system. In order to ensure the availability of data, the
blockchain-based IoT system needs to verify every piece of data to be
used. The data layer of a traditional blockchain system uses a Merkle
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tree to store data. Verify the availability of data with Merkle proofs
when using the data. But Merkle’s proof can only verify the availability
of a single data piece (Kate et al., 2010). When verifying the availability
of large amounts of data, a large number of proofs need to be generated.
Tremendous number of proofs will bring great communication pressure
to nodes, which may lead to communication delays. Communication
delays will endanger the stability and security of the IoT system (Yan
et al., 2012). In order to make the blockchain better used in the IoT
system, it is necessary to reduce the overhead of verifying the avail-
ability of data. The vector commitment provides a new idea for reducing
communication costs.

Vector commitment is a special kind of commitment. Batchable
vector commitment has been used in keyless proofs of retrievability
(PoR), concise argument based on probabilistic checkable proof (PCP),
interactive oracle proof (IOP), verifiable decentralized storage (VDS)
and other applications to reduce communication cost (Boneh, Biinz, &
Fisch, 2019; Campanelli, Fiore, Greco, Kolonelos, & Nizzardo, 2020; Lai
& Malavolta, 2019). Batchable vector commitment is considered as a
useful tool to reduce communication consumption. To reduce commu-
nication overhead, Lai and Malavolta (2019) and Boneh et al. (2019)
have used subvector commitment instead of Merkle tree to commit PCP
strings. The main idea of this paper is to use IASVC to replace the Merkle
tree in the blockchain to reduce the communication consumption. The
reduction of communication consumption can reduce the communica-
tion pressure of nodes and improve the stability of the system. The
concept of vector commitment first appeared in (Catalano et al., 2011;
Kate et al., 2010; Libert & Yung, 2010). Vector commitment was
formalized by Catalano and Fiore (2013). Catalano’s scheme is based on
computational Diffie-Hellmen (CDH) and RSA assumption. Like the
Merkle tree, Catalano et al.’s scheme verifies only one data piece per
proof. Boneh et al. (2019) used hidden-order groups to construct sub-
vector commitment. Their scheme is the first scheme that allows mul-
tiple proofs to be aggregated under certain conditions, and it is also the
first scheme with constant-sized public parameters. Their scheme can
only achieve one-hop aggregation of the proof. Later, Lai and Malavolta
(2019) expanded Catalano’s scheme, formalized the subvector
commitment, and realized the I-subvector proof with a constant proof
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size. But their scheme cannot achieve the disaggregation of proof.
Campanelli et al. (2020) proposed the concept of IASVC, and con-
structed two kinds of IASVC based on RSA in the hidden order group.
Their scheme achieves proof aggregation and disaggreation, which
further reduces communication consumption. However, under the same
security level, the single proof size of the hidden order group is much
larger than that of the bilinear group scheme. Therefore, we construct
the IASVC scheme in bilinear groups. Our scheme has a smaller proof
size. In addition, Tomescu et al. (2020) used polynomial commitments
and Lagrangian polynomials to construct a subvector commitment
scheme, and used it in account-based stateless cryptocurrency to reduce
the storage pressure of nodes on user balance states. Gorbunov et al.
(2020) constructed a vector commitment with pointproof function and
used it to reduce the storage consumption of smart contracts. The IASVC
scheme in this paper can set the qualification of data uploading of sensor
nodes in a similar way, thus reducing the storage pressure of nodes on
the data uploading qualification list.

In order to understand the work of this paper more intuitively, we
summarize the work of this paper in Fig. 1.

The contributions of this paper are summarized as follows.

First, this paper analyzes the problems existing in the application of
the traditional blockchain system in the IIoT and proposes to replace
the Merkle tree in the blockchain data layer with IASVC. In this way,
proofs of multiple data pieces can be aggregated to reduce the
communication cost of verifying data availability.

Second, to further reduce the proof size, we construct the IASVC
scheme in the bilinear group. At the same level of security, the
bilinear group scheme has proof of smaller size. In addition, our
scheme can also be used to set node data upload qualification. Our
scheme replaces storing the entire qualification list by storing a
single commitment, which reduces the storage pressure on the
qualification list.

e Thirdly, we analyzed the correctness of the aggregation and disag-
gregation algorithm, established the security model for our scheme
and conducted a provable security analysis. By reducing the

Fig. 1. Overview of work in this paper.
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proposed scheme to CubeDH assumption, the security of the pro-
posed scheme is proved.

e Finally, the performance of the proposed scheme is analyzed exper-
imentally, and our scheme is compared with other schemes under
128-bit security. Experimental results show that our scheme can
effectively reduce communication consumption when verifying data
availability.

The rest of this paper is organized as follows. Section 2 introduces the
knowledge of application of integration of blockchain and IIoT in In-
dustry 5.0, and vector commitment. Section 3 presents the advantages
and challenges of blockchain-enabled IIoT. Section 4 will introduce our
proposed data storage mechanism. Section 5 will compare and analyze
this scheme and other schemes. Finally, we conclude in Section 6.

2. Related work

In this section, we introduce the background knowledge related to
the research in this paper. In Section 2.1, we will introduce IIoT and
blockchain, and then describe the blockchain-enhanced IIoT architec-
ture in detail. In Section 2.2, we reviewed the knowledge related to
vector commitment.

2.1. Integration of blockchain and IIoT in Industry 5.0

In the age of Industrial 5.0, human, things, and computing devices
will all be connected through the IIoT. Human will work with collabo-
rative robots, which are responsible for trivial, repetitive and dangerous
work, while human is responsible for product design and processes. In
addition, customers can communicate with the factory in real time so
that they can customize personalized products according to their indi-
vidual needs (Faruqi, 2019; Nahavandi, 2019; Wang et al., 2019; Zhou
et al., 2019). Industry 5.0 brings “human” into IIoT systems, which has
led to a huge increase in the number of sensors connected to IoT systems.
These large amounts of sensors will bring huge operating pressure and
management costs. This is a huge challenge for the traditional IIoT
system based on central architecture. Moreover, the addition of the
element of “human” also makes the IIoT have to face privacy and se-
curity issues. The emergence of blockchain technology provides a new
means to solve the appeal problem (Raikwar, Gligoroski, & Kralevska,
2019; Wang, Yang, Wang, Sherratt, & Zhang, 2020).

Blockchain is a special database technology that uses distributed
storage methods, combined with point-to-point transmission, consensus
mechanism, cryptographic algorithms and other technologies. Block-
chain technology realizes the establishment of a distributed data ledger
in an untrusted environment (Nofer, Gomber, Hinz, & Schiereck, 2017;
Ren, Leng, Cheng, & Wang, 2019; Wang, Gao, Zhou, Simon Sherratt, &
Wang, 2020). The characteristics of decentralized and weakly central-
ized blockchain can effectively reduce the operating pressure of central
nodes. The immutable and traceability features of blockchain enable it
to guarantee the secure storage of data. Many scholars have used
blockchain to improve various IoT applications (Pieroni et al., 2018; Ren
et al, 2021). In drug production, smart drug production can be achieved
by using blockchain-based IoT systems. A wearable device tracks vital
signs in real time and provides feedback. This provides more secure and
more accurate data for drug production (Gong et al, 2018, Salahuddin
etal., 2018). In terms of supply chain, the IIoT is applied to raw material
procurement, inventory management, personalized customized sales
and other aspects. The use of blockchain can provide information
traceability for various information subjects (Mondal et al., 2019). In
smart factory, blockchain can be used for data interaction in the pro-
duction process to ensure the availability of data for use (Sharma et al.,
2018). In the food industry and product management, blockchain is used
for product traceability. In the event of food security problems, block-
chain is used to accurately track the responsible parties (Fernandez-
Caramés et al., 2018; Ge et al., 2019; Lin et al., 2019).
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Fig. 2 shows the architecture after blockchain is integrated into IIoT
(Boyes, Hallaq, Cunningham, & Watson, 2018; Ren, Qi, Cheng, Wang, &
Alfarraj, 2020). The perception layer is mainly responsible for the
perception of industrial machine information, user parameters and the
release of control instructions. The perceptual layer consists of various
data collection devices. Data collection equipment mainly refers to all
kinds of intelligent sensors with communication function, RFID, opera-
tion equipment, etc. (Khattak et al., 2019; Xu et al., 2019; Wang et al.,
2018). The communication layer is the transport layer of the informa-
tion of the IloT. The information transmission technology of the
communication layer includes 5G, low power wide area network, Zig-
Bee network and so on. The application layer is the data processing
center. According to the demand of industrial application, big data
analysis is used to realize the functions of collaborative manufacturing,
mass customization, production optimization, inventory management
and so on (Aslam et al., 2020; Mao et al., 2019; Ren et al., 2019; Wang
et al., 2016).

The blockchain composite layer includes five sub-layers. The
blockchain data layer is responsible for data collection and preprocess-
ing. The data collected by the perception layer will be pre-processed
according to application requirements. Preprocessing includes Hash
operation, asymmetric encryption, digital signature, etc. Then send the
processed data to the network layer for propagation. The blockchain
network layer is essentially a distributed network running on the
communication layer. This layer is mainly composed of propagation
protocols, overlay routing and verification mechanisms. The incentive
layer is not a necessary element in the architecture. This layer is
responsible for providing rewards to nodes that contribute to the
consensus process. The blockchain service layer provides docking ser-
vices between IloT applications and blockchain components. Blockchain
can use smart contracts to enable blockchain participants to realize in-
formation exchange and sharing in a conflict-free manner without a
trusted third party.

2.2. Vector commitment

A cryptographic commitment is a cryptographic primitive. Crypto-
graphic commitment can be thought of as a digitized envelope. The
committed message M is equivalent to a letter in an envelope. When you
need to expose this information M, you just open the envelope. The
commitment scheme is both binding and hiding. Binding means that
even the commitmenter cannot change the committed information after
the commitment is made. Hiding refers to the fact that no one except the
commitmenter can know the committed message before the commit-
ment is opened (Damgard & Fujisaki, 2002; Fan & Zhu, 2019). Vector
commitment is a special kind of commitment scheme. It can commit a
vector v of length n, and then open the commitment at any position
i € [n]. In simple terms, vector commitment is the ability to commit a set
of messages at the same time and select a specific message to open.
Vector commitment is mainly concerned with binding, and the hiding of
vector commitment can be obtained by combining various encryption
algorithms (Gorbunov, Reyzin, Wee, & Zhang, 2020; Lai & Malavolta,
2019).

The Merkle tree can be regarded as a vector commitment (Kate et al.,
2010). The size of its opening proof is related to the depth of the Merkle
tree. As shown in Fig. 3, the leaves of the Merkle tree are the committed
vectors and the root of the Merkle tree is the corresponding commit-
ment. All the sibling nodes in the path from the leaf node to the root
node and the leaf node itself constitute an opening proof of the vector
commitment. (In Fig. 3, Hash; _g is the commitment value of vector data.
Hashs, Hashg, Hash; 2, and Hashseyg are the opening proof of Datas). In the
blockchain system based on the Merkle tree, the opening proof could be
used as a storage proof. When verifying the integrity and correctness of a
data piece, first use the storage proof to recalculate the Merkle root, and
then compare it with the Merkle root in the block header. When both are
the same, it could prove that the data piece is stored in the blockchain
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Fig. 2. Blockchain-enhanced IIoT architecture.

Fig. 3. Merkle tree.

(Patel et al., 2017).

Campanelli et al. (2020) proposed the concept of IASVC and con-
structed two kinds of IASVC based on RSA in the hidden order group.
Their schemes can realize unlimited disaggregation and aggregation of
proofs and apply it to verifiable distributed storage. IASVC is composed
of the following six polynomial time algorithms:

IASVC.Setup (1%, M): Given the security parameter 4 and the
description of the message space M, the algorithm will output the public
parameters pp.

IASVC.Com (pp, v): Given pp and vector v € M", the commitment

algorithm outputs a commitment C and auxiliary information aux.

IASVC.Open (pp, I, v;, aux): Given pp, vector v;, ordered index set IC
N and auxiliary information aux, the algorithm will output a proof z;,
where v is the I subvector of the commitment message.

IASVC.Verify (pp, C, I, v, n): Given pp, the commitment C, the or-
dered set of indices ICN, the vector v; and the proof n;. The verification
algorithm only accepts when 7 is a valid proof of C (outputs 1).

IASVC.Disagg (pp, I, v, 71, K): Given pp, the ordered set of index ICN,
the ordered set of index KcI, the vector v; and the proof z;, the disag-
gregation algorithm generates the proof zx of the vector corresponding
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to the index set K.

IASVC.Agg (pp, I, v1, m1), (J, vy, 7;)): Given pp, two triples (I, vy, xp),
(J, vy, ny), and the aggregation algorithm generates the proof zx of the
vector corresponding to the index set K =IUJ.

Definition 1. (Correctness)  For any security parameter A, any vector
length n, any ordered index set I € [n], satisfying:

IASVC Setup (1*, M) —pp;
IASVC.Com(pp, v)—(C, aux);
IASVC.Open(pp,1,y, aux)—m;
IASVC.Disagg(pp, 1, vi, 71, D)

IASVC .Ver(pp, C,1,y,m) = 1;
pr| IASVC.Ver(pp,C,1,y,7p) = 1;

IASVC .Ver(pp, C,1,y,ms) = 1; STp:
IASVC.Agg(pp, (I, vi,m1), (J,vs, 7))
—Ts;
€ negl(A)

Then the scheme is correct.

Definition 2. (Location Binding)
satisfying:

If for any PPT adversary A,

IASVC.Ver(pp, C,1,v;,7) =1
pr Ax # X, wherex,x € INJ
NASVC.Ver(pp,C,J,vy,x) = 1

€ negl(})

IASVCASetup(lA‘,M) —pp
A(pp)_)(c/ I7V177[7VJ77T’)

Then the scheme has location binding.

Definition 3. (Conciseness) If there is a fixed polynomial ploy(2) in
the security parameters, such that the size of commitment C, the output
of IASVC.Open, IASVC.Disagg and IASVC.Agg are all constrained by
ploy(), then the IASVC is concise.

3. The advantages and challenges of blockchain-enabled IloT

With the introduction of the concept of Industrial 5.0, the technology
of IIoT is also facing more challenges. In terms of system operation, the
traditional “ cyber-physical ” system has become a more complex
“human-cyber-physical” system, and the number of sensors in the IloT
system has also greatly increased (Nahavandi, 2019; Wang, Gao, Liu,
Wu, & Lim, 2019). This brings tremendous management pressure to the
centralized management system. In the supply chain, the IIoT will be
used for customer personality customization, raw material procurement,
inventory management and so on. The information systems of these
subjects in supply chain are independent and not connected with each
other, and there is the problem of data forgery. In addition, with the
addition of a large number of personalized customized users, the non-
repudiation of orders is also very important. In terms of data protec-
tion, the IloT has very high requirements for data security (Rani &
Kumar, 2017; Wang, Gao, Liu, Sangaiah, & Kim, 2019). The centralized
management mode may cause data loss due to individual equipment
failures. When the central node is attacked, it may also lead to data
leakage or tampering. In the process of data transmission, the security
protection of IIoT nodes is very fragile, and there may be threatened by
DDoS attacks and cross-heterogeneous network attacks (Ge et al., 2020;
Wang, Zou, Lei, Sherratt, & Wang, 2020; Zhou, Guo, & Deng, 2019).
Blockchain technology is a useful tool to solve the above problems
(Jameel et al., 2020; Zhao et al., 2018).

Although blockchain can bring higher security to the IIoT, there are
still deficiencies in communication efficiency, which cannot meet the
timeliness requirements of the IIoT. A large amount of data needs to be
transmitted in the IIoT. The communication resources are extremely
valuable. A tremendous number of large size proof will cause commu-
nication congestion, cause network communication delays, seriously
affect the stability, efficiency and security of the IIoT, and may cause
serious economic losses, so it is necessary to reduce the proof size (Yan
et al., 2012).
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The existing blockchain systems use Merkle to store data, and a series
of hash operations are required to reconstruct the Merkle root when
verifying the correctness and integrity of the data piece. The size of
storage proof is large, which is affected by the depth of Merkle tree and
the number of data pieces to be verified. Moreover, data validation
cannot be processed in batches, and a single proof can only validate a
single data. This is not conducive to the application of blockchain in the
IIoT. In addition, Industrial 5.0 brings “human” into IIoT systems. IIoT
will collect all kinds of privacy information of users, so it is necessary to
solve the problem of user privacy protection (Hassan, Rehmani, & Chen,
2020; Zhou, Long, Chen, & Yang, 2019). In addition, customers partic-
ipate in the design process in parallel in age of industrial 5.0. The sensor
nodes of the IIoT system will join or exit frequently, and the user’s data
upload qualification in the system needs to be deleted or added in time.
The regulatory node needs to store the list of all the nodes qualified for
data upload in the system, which also brings a lot of storage and man-
agement pressure to the regulatory node. In order to solve the above
problems, we propose a new data storage mechanism based on
blockchain.

4. The proposed blockchain-based IIoT data storage mechanism

In this section, we propose a blockchain-based data storage mecha-
nism in IIoT. In Section 4.1 we introduced the IASVC-based data storage
mechanism. Section 4.2 describes in detail how to replace the data up-
load qualification list with IASVC. Section 4.3 describes the specific al-
gorithm in detail and proves its correctness and security.

4.1. Data storage mechanism based on IASVC in blockchain

Firstly, this paper constructs a data storage Mechanism based on
IASVC as shown in Fig. 4. There are three kinds of nodes in this mech-
anism, namely sensor nodes, storage nodes and regulatory nodes. In our
mechanism, the sensing nodes are not various sensors but data aggre-
gators. This is because the underlying sensors do not have powerful
computing capabilities and have power limitations. Therefore, the data
aggregator needs to first collect the underlying sensor data and then
preprocess the data. The regulatory node is used to control the data
upload qualification of the sensor nodes. The storage node is responsible
for storing data.

In the blockchain data storage mechanism based on the Merkle tree,
when verifying the integrity and correctness of the data piece, the hash
sequence from the data piece to be verified to the Merkle root should be
provided as the storage proof. The storage proof size is related to the
number of data pieces to be verified and the Merkle tree depth. In order
to reduce the proof size and improve the communication efficiency, this
paper proposes to replace the Merkle tree with IASVC, which can pro-
vide a constant size storage proof for multiple data pieces. In addition,
storage proof can be flexibly disaggregated and aggregated. In our
storage mechanism, encryption algorithms can be selected to protect
data privacy. Data that does not have a privacy requirement can be not
encrypted to increase system efficiency.

This is shown in Fig. 5, the block structure based on IASVC consists of
two parts: the block header and the block body. The storage node is
responsible for storing all the information of the block header and the
block body. The difference is that IASVC replaces the Merkle tree
structure of the traditional blockchain in this paper.

Some specific operations in our mechanism are described as follows:

Setup: As with other blockchain applications, the sensor node holds
a pair of public and private key pairs (PK, SK). When the sensor node
uploads data, it needs to use the private key to sign the transaction, and
other nodes use the public key to verify the transaction and determine
whether the transaction is issued by the private key holder.

Data storage transaction: When the sensor node needs to upload
data to the blockchain, the sensor node issues a data upload transaction
Tx = |Data, PK], and the data can be encrypted in combination with
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Fig. 4. Blockchain data storage mechanism based on IASVC.

Fig. 5. Block structure based on IASVC.

various encryption algorithms to maintain its hidden attributes. The
sensor node uses the private key SK corresponding to the public key PK
to sign the transaction, and then broadcast it to the entire blockchain
network.

Block generation: Blocks are generated by storage nodes, and the
storage nodes collect the transactions broadcast in the blockchain

network. After the storage nodes collect enough legal data pieces, use
the specified hash function to calculate the corresponding hash value for
each data piece. All the hash values are organized into vector [hashy, -,
hashy]. Set the index [1, ---,n| for the vector, and call IASVC.Com algo-
rithm to commit to the vector. Finally, put the calculated commitment
value into the block header, and put all the collected data pieces to be



J. Wang et al.

stored into the block body in. As shown in Fig. 5.

Data storage proof generation: When it is necessary to verify the
integrity and correctness of the data pieces in the block, the storage node
can generate a data storage proof to make users believe that the data
pieces to be verified are indeed the data pieces stored in the blockchain.
In order to verify the data storage proof, the user needs to store the in-
formation of the corresponding block header, the storage node needs to
return the corresponding data pieces and the index I € [n] corresponding
to the data pieces, and provide the storage proof of the data pieces. The
storage proof is generated by IASVC.Open algorithm. Users can use the
commitment value in the block header, the specified hash function and
the information returned by the storage node as the input of the IASVC.
Ver algorithm to verify the integrity and correctness of the data pieces.

Disaggregation and aggregation of proof: The disaggregation
function can not only reduce communication consumption, but also
meet the user’s data privacy needs. After the user obtains the storage
proof of the data pieces corresponding to index I, the storage proof of the
data piece corresponding to the I subset can be provided to other users to
reduce the operating pressure of the storage node. When a user with
storage proof of data pieces corresponding to index I needs to provide
storage proof of data pieces corresponding to index K (KCI) to other
users, the proof of data pieces corresponding to index K can be dis-
aggregated from the proof of data pieces corresponding to index I by
IASVC.Disagg algorithm. In addition, multiple proofs can also be
aggregated through IASVC.Agg algorithm to reduce the amount of
communication.

4.2. Data upload qualification verification mechanism base on IASVC

Due to the emergence of mass customization requirements, sensor
nodes in the blockchain may frequently join or exit. The regulatory node
can flexibly control the joining or exiting of users. In addition, when
some sensor nodes are found to be abnormal, the data upload qualifi-
cation of the problem node can be deleted in time. This paper proposes
to use IASVC to set node data upload qualification. When determining
the node upload qualification, the storage node does not need to store
and search the node qualification list, and only needs to verify a
commitment. This is similar to solving the storage pressure on the user
balance list by using vector commitment in a stateless blockchain. First
of all, we need to construct a commitment of a bit vector for the sensor
nodes in the blockchain network (this commitment is named qualifica-
tion commitment). Its index value is [1,n]. The index is mapped to the
public key of each data collection node. The value of each vector posi-
tion is only 0 and 1. A user with a vector position value of 0 is not
qualified for data upload, while the user with a vector position value of 1
is qualified for data upload. The sensor node needs to submit the qual-
ification proof when uploading data. The qualification proof is gener-
ated by the regulatory node to call the IASVC.Open algorithm (In this
application, the input I of the IASVC.Open algorithm is a single element
rather than a subset). The submitted qualification proof is verified by the
storage node to call the IASVC.Ver algorithm. Only when the corre-
sponding position value of the vector is 1 and the output of IASVC.Ver is
1, the user is eligible for data upload, otherwise the storage nodes will
not storage the data piece into Block. Some specific operations are
described as follows:

Setup: Set a zero vector of length n, and call IASVC.Com algorithm to
commit to the zero vector.

Qualification modification: There are two types of qualification
modification, namely, disqualification and restoration. When a new
sensor node enters the blockchain system, a certain index of the vector is
assigned to the node, and the value of the corresponding position of the
vector is set to 1. Then the qualification proof corresponding to the index
is provided to the newly registered node. When it is found that a certain
sensor node is at risk, the value of the vector position corresponding to
the public key of the sensor node is set to 0. When the vector value
changes, the corresponding commitments and qualification proof must
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be updated accordingly.

Proof aggregation: During the communication process, the node
can call the IASVC.Agg algorithm to aggregate multiple proofs into one
proof to reduce the amount of communication data.

Commitment update: The commitment update operation can only
be performed by the regulatory node. When the commitment needs to be
updated (for example: some sensor nodes maliciously upload data, or
some sensor nodes are to be deleted (or added) from the blockchain
network, etc.), regulatory node calls the IASVC. UpdataCom algorithm
to update commitment. Then, the regulatory node signs the updated
commitment with the private key and broadcasts it to the blockchain
network. After the storage node receives the signed commitment, it
needs to verify the signature with the public key of the regulatory node.
If the signature verification is passed, the storage node adds the updated
commitment to the block header of the new block.

Qualification proof update: After the commitment is updated, the
sensor node needs to call the IASVC. UpdataProof algorithm to update its
qualification proof.

4.3. IASVC based on bilinear mapping

In order to meet the requirements of the above applications, this
paper starts from the subvector commitment scheme of Lai and Mala-
volta (2019), adds proof disaggregation and proof aggregation algo-
rithms to it, expanding it to IASVC. The specific scheme is described as
follows:

4.3.1. Preliminaries

Notation: This paper, uses A to denote our security parameters, let
negl(-) denote any negligible function, and uses poly(-) to denote any
polynomial whose upper bound is a certain univariate polynomial. If
algorithm A is modeled as a probabilistic Turing machine running at
time ploy(4), it is called a polynomial time algorithm. For a positive
integer n, we let [n] := {1, ---,n} denote an index set of size n. v repre-
sents the vector, v; represents the subvector corresponding to the I set,
and v; represents the value of the vector at position i.

Bilinear Pairing: Let G1, G, be an additive cyclic group of order p,
Gy is a multiplicative cyclic group of the same order. Define e : G; x
G2—Gr as a bilinear mapping. Where p is a prime number. Let integer a,
be Z;, then the bilinear mapping satisfies the following three
properties:

Bilinearity: For any P€ G;, Q<€ G, and a, b € Z;, Je(P?, Qb) =
e(P,Q)®.

Non-degeneracy: 3P € Gi, Q € Gy, such that e(P,Q) # 1;

If g; is the generator of G; and g; is the generator of G, then e(g1,g2)
is the generator of Gy.

Computability: For any P € G;, Q € G», there are effective algo-
rithms so that the result of e(P, Q) can be obtained in polynomial time.

When G; = Gy, the bilinear mapping is said to be symmetric.

CubeDH (Cube Diffie-Hellman) Assumption: Let (P, G, Gr, e, g) be
the original set of uniformly randomly generated bilinear pair parame-
ters, where p is a k-bit prime. For some x randomly selected from Zp,
given the element g and g* in G. It is negligible for adversaries with

limited computing power to calculate the probability of Z satisfying Z =

e(g, g)"3 in polynomial time.

4.3.2. Specific scheme

IASVC.Setup: Generate a bilinear mapping e : G x G = Gr. Let Gy,
G, be an additive cyclic group of order p, Gy is a multiplicative cyclic
group of the same order ; Let g be a random generator, g € G; randomly
select 21, -,z from Z,; Calculate h; = g% for all i € [q], and calculate
hij = g#% for all i.j € [q], i # . Set the public parameters pp = (g, {hi};cq),
{hisbijeiqin)-

TASVC.Com (pp, V;c)1,q): Given pp and vector ;| q. The algorithm
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calculates commitment C = [[{_, A’ and auxiliary information aux =
(V1,05 vg)-

IASVC.Open (pp, vy, I, aux): Given pp, vector v, ordered index set I
and auxiliary information aux. The algorithm calculates proof z; =

.

Hielnje[q]\lhi.)j'

IASVC.Verify (pp, C, 1, I, v): Given pp, the commitment C, the or-
dered index set I, the vector v; and the proof x;. The algorithm verifies

that e(H 0 [ lierh ) = e(ny,8) is true.

IASVC.Disagg (pp, I, vi, n1, K): Given pp, the ordered index set I, the
ordered index set K, the vector v; and the proof z;. Let L = I\K, the
HleI\L j&LhH
Il

IASVC.Agg (pp, I, v1, m1), (J, vy, 7;)): Given pp, two triples (I, vy, xp),
J, vy, my). LetL =INJ,if L # @, thenlet S =J\L, call VC.Disagg (pp, J,
vy, my, S) to calculate zs; otherwise zs = 7;; The calculation proof is 7x =

algorithm calculates proof zx = 77

I nJ

— ic: jelg)\(1Us) i

Ly = 7 icsl 1 q\(lLﬁ; .
H:el jes' ij

The following two algorithms are additionally required in 5.2:

IASVC.UpdateCom (pp, C, i, v;, v;): Given pp, the commitment C, the
index i, the message v; and v;. The algorithm calculates the updated
commitment C = C-h" .

IASVC.UpdateProof (pp, m;, i, v;, v;): Given pp, the proof z;, the
index i, the message v; and v;. The algorithm calculates the updated

N . R 5 . S V.*Vi
proof m;. Wheni =1, z; = m. Wheni#i:m =mhj "

4.3.3. Correctness analysis

In this section, we analyze the correctness of the IASVC.Disagg and
IASVC.Agg algorithms.

The correctness of IASVC.Disagg algorithm is verified as follows:

Vi
_ _ Hrel\LH/eLhu
Tk = TpnL = 7717
erLH/e q]\l ij
o H H ,el\LH/eLhu
el €lg]\/ L/ Vi
! d ieLl ljelq \Ih

= Hiel\LHje[ N erl\LH/eL i
11 1T %

ieN\L je([g\1)UL

I I %

iel\Lje([q)(LUK))UL

SN

icK jelg)\K

= g

The correctness of the IASVC.Agg algorithm is verified as follows:
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[icsITcignaus
ieS1 Lie[q)\(1uS)""ij
g = Tyjus = 7y

HielHiESh;;f/'
H H h I&SH/E IUS'
icl je[g]\I H!EIH]ESh "
IR
i€l jelg\iius) i€s jelgh\us)

=11 11

€108 jefg)\(1us)

SNy

i€k jelg)\K
= [[K

4.3.4. Security analysis
The security of this scheme is mainly location binding. If the CubeDH
assumption is true, then the system has location binding. Then we
construct the solution of the CubeDH assumption. Adversary A receives
an input (P, G, Gr, &, h, e), for some random number z randomly selected
from Zp, we have h = g%, and must output g”’. Randomly select an index
i",i" € [g], and set hy : = h. Symbolically, let z;
A. For other indexes i,j € [q]\{i"}, random number z; randomly selected
from Zp and set h; = g%, hjj = g%%. Set h;y =h;; =g*% for each
€ [q){i"}. Set public parameters pp = (P,G,Gr.g, {hiticig) thijhijeiging©)-
A runs B on the input (1%, pp), then adversary A will output with
negligible probability (C,1,y,r,J,y ,7’) such that IASVC.Ver(pp,C,I,y,7)
=1AYy#Yy ANIASVC.Ver(pp,C,J,y ,x’) =1.Sincey # y’, there is at least
one set (x €y, x € y) that satisfies x # x". Under the above conditions,
we have a probability of 1/ to obtain x; # x;.. Through the verification
algorithm, we have:

C Z:e/z’
¢ (ngh" Hielh[> € (”” H[e/h')

C Z,clz‘
=el——— || el || hi 1)
(Hie,h? 1L ) (H )
Since e(C, [;/h )Zrcfz' =e(C, ngh)Zu i

Equation (1) can be rewritten as:

(H e T ) = (m, 1L, ) . (H i

: =2, z; is not known by

Z:elz'
er/ ’)
i€l ieJ
¢ (”” Hielhi> @

Rewrite equation (2) further as:
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(g 8) SN (S (S) (,z,,H_Uh,)
= (e g) S ) () o 1, h) .

The left index part:

(Z“‘) (ZZ') (Zz,) = x4 2> +x[«z,2:< > z,») + X2 < > z,-) <ZZ:’
icl iel il e} iel\{i'} =4

The right index part:

(Zzix;.) (ZZ’) (Zz,) :x;_tz?: +x}.zf~< Z Zi> +xl.ﬁzi«~ < Z Z,‘) (ZZ:‘
icl icl icl iel\{i"} i€\ {i"} iel

Observation shows that in the variable 2z, @ and f are at most
quadratic. We can rewrite equation (3) as:

e(g,8)" " e <m, IL. ,hf) = e(g,g) " e <m, H,-J“) )

Rewrite equation (4) further as:

e(g,8) b = ¢ (7[!7 Hielhi> ¢ <”17 Hie]hi> e 5)

Since x; # X,., the left side of the equation is not 0, and the right side
of the equation can be calculated by the method of order reduction.
Therefore, the CubeDH assumption is broken. Since the CubeDH
assumption is difficult, the probability of the scheme being broken is
negligible.

5. Performance analysis and comparison

In this section, we analyze the proposed scheme and compare the
commitment schemes presented in this paper asymptotically with other
commitment schemes in Table 1. The schemes we compared include the
Merkle tree, CFGKN 13 (Catalano & Fiore, 2013) and CF 20 (Campanelli
et al., 2020). Where N represents the number of transactions stored in a
single block, and L represents the number of data pieces that need to be
validated. The complexity in this table is asymptotic in terms of the

Table 1

Performance comparison of schemes.
Scheme Com I-Open I-Ver Disagg Agg
Merkle O(N) — — — —
CFGKN 13 O(N) — — — _
CF 20 O(N-logN) O(N-logN) O(L-logL) v v
This work O(N) O(L-N) o(L) v v

— means does not have the function.
4/ means has the function.
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number of exponents, pairings and field operations. Com represents the
time to compute the commitment. I-Open represents the time to
compute the proof corresponding to subset I, and I-Ver is the verification
overhead of the proof corresponding to subset I. Disagg refers to whether
the scheme has disaggregation algorithm, and Agg refers to whether the
scheme has aggregation algorithm.

Then we analyzed and compared the proposed scheme with other

) (3 (52) () v

schemes in terms of communication consumption. In our experimental
setting, we first set the size of each data piece as 64-bit. Then we set the
security level to 128-bit security. We use 2048-bit class group for hidden

(5B
ieJ\{i"} il =

order group scheme, and BLS12-381 for bilinear group scheme. Fig. 6
shows the proof size relative to the number of data pieces L. The four
subgraphs (a), (b), (c) and (d) respectively show the experimental results
when 500, 1000, 2000, 5000 transactions are stored in a single block.

Fig. 6 measures the proof size when verifying the availability of data
piece. Since the size of the Merkle proof is affected by the depth of the
Merkle tree, the proof size also grows as the number of transactions
stored per block grows. However, the proof size of single data piece in
vector commitment scheme is not affected by the number of transactions
stored in per block. Under the setting of 500TXS, 1000TXS, 2000TXS
and 5000TXS, the proof sizes of single data piece in this scheme are
16.7%, 15.0%, 13.6% and 11.5% of the Merkle tree scheme, respec-
tively. As the number of transactions increases, the advantages of our
scheme become more significant. Since the Merkle tree scheme and the
LM10 scheme have no aggregation algorithm, the size of proof is not
fixed. As L increases, the proof sizes of Merkle tree scheme and LM
scheme also corresponding increase. Our scheme and the CF20 scheme
have aggregation algorithm. As L increases, they have proof of fixed size.
But the scheme in this paper is a bilinear group scheme. It has a smaller
proof size under the same security level.

Fig. 7 measures the total communication consumption when veri-
fying the availability of data pieces. The cost of verifying data avail-
ability mainly includes:|C| + L-|z| + L:|M| + L-|I|. Where L is the number
of data pieces, |z| is the size of proof,|C| is the size of commitment, |M]| is
the size of data pieces, and || is the size of index.

In the total communication consumption, |M| is inherent consump-
tion. The communication consumption difference between schemes
depends on the |7], |C|, and |I|. As L increases, the advantages of schemes
with aggregation function gradually increase. In the case of 1000TXs,
the total communication consumption when verifying 1, 2, 3, 4, and 5
data pieces are respectively 79.5%, 66.6%, 64.9%, 64.1, 63.6% of the
Merkle scheme. In the setting of 500TXs, 1000TXs, 2000TXs and
5000TXs, our scheme has the minimum communication consumption,
and the advantage of the scheme increases with the increase of the
number of TXs processed in each block.

6. Conclusion and future work

In this paper, we use the IASVC to improve the traditional blockchain
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Fig. 6. Comparison of Proof Size.

Fig. 7. Comparison of Total Communication Consumption.
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system, and use the improved blockchain system to protect IIoT data
security. The traditional blockchain system uses Merkle trees to store
data. The size of proof in verifying the correctness and completeness of
the data is large. Our scheme significantly reduces the size of proof,
improves the efficiency of communication, and could flexibly combine
various encryption algorithms to protect the privacy of IloT data. We
also use the IASVC to set the IloT node data upload qualification to
reduce the node storage pressure. Then we construct an IASVC based on
bilinear mapping to meet the above application requirements. Finally,
we compared our scheme with other schemes. According to comparison,
we found that our scheme not only has a smaller proof size for a single
data piece, but also the smallest proof size for multiple data pieces. Our
scheme can effectively reduce communication consumption and
improve communication efficiency.

In this work, we only considered the proof aggregation of a single
commitment. A natural extension is to aggregate proof of multiple
commitments, which can further reduce communication consumption
and improve communication efficiency. We will build vector commit-
ment with the ability to aggregate proofs of different commitments as
our first future work. Multilinear mapping is a new concept in recent
years. It has much more power than bilinear mapping. We will use
multilinear mapping to construct IASVC as our second future work.
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