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In this paper, a fuzzy-logic-based fault detection system is designed for a medical Internet of Nano
Things architecture. The goal of this system is to detect the root cause and severity of the faults
occurred in the in-body nanonetwork. Since nanomachines have very limited capabilities, the sampled
data from the in-body nanonetwork is sent to cloud servers by means of an on-body micro-gateway.
The fuzzy fault detection system was designed based on two well-known methods including Mamdani
and Takagi-Sugeno-Kang (TSK) fuzzy systems. The performance of the proposed approach is evaluated
on a theoretical model of medical in-body nanonetwork from the literature through in silico study.
This nanonetwork includes eleven types of nanomachines which cooperate with each other within the
arterial wall and interact with low-density lipoprotein (LDL), drug and signaling molecules in order to
prevent the formation and development of Atherosclerosis plaques. Any fault in these nanomachines
can highly take negative effect on treatment efficiency. The results of computer simulation and
comparative study on 37 atherosclerosis patients demonstrate how the proposed approach could
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successfully detect the root cause and severity of the faults occurred in the nanonetwork.
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1. Introduction

Nanotechnology, as a practical approach for miniaturization
and construction of very small devices in nanoscale, provides
new solutions in different areas including medicine, industry,
biology, and military [1,2]. Particularly, medicine has been ac-
quired significant advances with the aid of nanotechnology [3-6].
This recently emerging field is called nanomedicine, in which,
nanomachines are able to noninvasively interact with body tis-
sues and perform sensing and manipulation at cellular and molec-
ular levels. A nanomachine is a basic functional unit with limited
sensing and actuation abilities [1]. A nanonetwork is defined as
a set of interacting nanomachines that exploits communication
and cooperation among them to realize new synergic capabilities
in contrast to a single nanomachine. Connecting nanonetworks
to external networks such as the Internet has been a challenging
topic over recent years. This new paradigm is called Internet of
Nano Things (IoNT) [7]. Research works on IoNT can be divided
into four general categories. The first category contains some
articles that provide an overview of the IoNT and present open
problems, challenges and future perspectives [8-10]. There still
exist many challenges in the context of IoNT such as design-
ing applicable methods for data collection from nanonetworks,
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optimizing the consumption of energy in micro-gateways, ensur-
ing data privacy and security, developing a middleware layer to
connect nanosensor networks to microscale devices and external
networks, and creating appropriate service management systems
for IoNT.

The second category focuses on the internal structure of
nanomachines and their communication mechanism [11-18].
Nanomachines in molecular environments can communicate to-
gether and external devices in an appropriate manner. The third
category is related to designing energy-aware communication
protocols for nanomachines with low capabilities [19-21].
Computation-light scheduling algorithms is needed for access to
communicating media. The last category puts an emphasis on the
architecture of IoNT and different layers [22-25]. General archi-
tecture of IoNT consists of device, access and cloud layers. Cloud
and access layers provide different resources for communicating,
computation and caching requirements.

One of the promising applications of medical IoNT is drug
delivery that can highly improve the therapeutic effectiveness
and minimizes drug side effects. In medical IoNT, the occurrence
of any fault in the in-body nanosensor network can significantly
take negative effect on treatment efficiency. In this paper, a gen-
eral fuzzy-logic-based fault detection approach is proposed for a
specific architecture of medical IoNT based on two well-known
design methods of fuzzy systems including Mamdani and Takagi-
Sugeno-Kang (TSK). The goal of the fuzzy fault detection system
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is to detect the root cause and severity of the faults occurred in
the in-body nanonetwork. Since nanomachines have very limited
capabilities, the sampled data from the in-body nanonetwork is
sent to cloud servers by means of an on-body micro-gateway.
The performance of the proposed approach is evaluated on a
theoretical model of medical in-body nanonetwork from the lit-
erature through in silico study on Atherosclerosis. The working
environment of the nanonetwork is the interior of the wall of
coronary arteries. The heart obtains its own supply of blood from
these arteries. High accumulation of LDL (low-density lipopro-
tein) macromolecules in the wall of these arteries plays a crucial
role in formation and development of atherosclerotic plaques and
hardening of the arteries that is one of the main causes of heart
attack.

This paper is organized as follows. In Section 2, a theoret-
ical model of medical in-body nanonetwork, selected from the
literature, is briefly introduced. Then, the details of the IoNT
architecture are explained. In Section 3, a fuzzy-logic-based fault
detection approach is proposed for this architecture. The perfor-
mance of the proposed scheme is investigated through computer
simulation in Section 4 and a comparative study is done. Finally,
Section 5 concludes the paper.

2. The architecture of medical IoNT

As depicted in Fig. 1, the IoNT architecture is composed of
three layers including device, access and cloud layers. The de-
vice layer is the lowest layer comprising of in-body nanosensor
networks and body-area micro-gateway. The access layer, as a
middle layer, supports communication between the device and
cloud layers via user terminals and access points. The cloud layer
is the highest layer which consists of various servers and data
centers responsible for storage and processing of collected data.

As nanosensor network, a theoretical model of medical in-
body nanonetwork has been selected from the literature [12].
There are many papers in the literature that have used this model
in their research [26-31]. This nanonetwork has been designed
based on the notion of swarm control systems for nanomedicine
as a universal approach for performing complex in-body ther-
apeutical tasks at nanoscale [12]. Although each nanomachine
has very limited capability of sensing, computing, and actuation,
a huge number of them can be injected within the body. As a
promising approach, the above-mentioned notion exploits the
cooperation and communication among nanomachines to realize
swarm intelligence at nanoscale.

Fig. 2 illustrates the schematic representation of the in-body
nanonetwork [12]. The working environment is the interior of
the arterial wall of coronary arteries, in which high accumulation
of LDL macromolecules, ~22 nm in diameter, plays a crucial
role in formation and development of atherosclerotic plaques
as one of the main causes of heart attack. The nanonetwork
employs the idea of swarm fuzzy feedback control, described
with details in [12,26], to reduce the LDL level inside the arterial
wall through intelligent drug delivery. In this idea, a conven-
tional fuzzy controller can be microscopically implemented in the
aqueous environment of living tissue by a swarm of very simple
nanomachines, called Fuzzy Nanoparticles (FNP), in a collective
manner. The universality, scalability, and robustness of this ap-
proach have been demonstrated in [12]. If the fuzzy controller
has N fuzzy if-then rules, N types of FNPs are required, such that
the FNPs of type j are responsible for realizing the jth rule. Due
to toxicity and other clinical issues, there is a hard constraint
on the maximum allowed dosage of FNPs that can be injected
in the blood. Since there are N types of FNPs, the dosage of
each type of FNPs will become very low for large values of N.
As the reservoir capacity of each FNP is very small, and at each
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time instant, only few number of fuzzy rules will be fired, FNPs
will not be efficient for releasing drug. Instead, FNPs release a
signaling molecule called pheromone which excites the actuator
nanomachines called Auxiliary Nanoparticles (ANPs) that are used
for drug delivery.

In this study, similar to [12], there exist 10 types of FNP
nanomachines, i.e. {FNP1, FNP2, ..., FNP10}. An FNP of type j
consists of a nanoscale molecular concentration sensor for taking
feedback from LDL concentration and a computing unit for im-
plementing the jth fuzzy rule. This computing unit manipulates a
controllable molecular pump, connected to a pheromone reser-
voir, to adjust the pheromone release rate of FNP. It has been
proven in [12] that the swarm of these N types of FNPs could
collectively realize the equivalent mapping of the given fuzzy
controller between LDL (input) and Pheromone (output) in the
aqueous environment of the tissue at nanoscale. Now, in order
to transduce the pheromone signal to drug signal, ANPs are used
as the actuator nanomachines. Drug delivery is the task of ANP
nanomachines which are simpler than FNPs. Each ANP senses
the level of pheromone diffused by FNPs in the environment
and consists of a controllable nanometer-sized valve connected
to a drug reservoir. The drug release rate of this valve is linearly
proportional to the measured level of pheromone. The structure
of FNPs and ANPs are schematically shown in Fig. 2.

Fig. 3a schematically depicts the anatomical structure of the
arterial wall. In most of the robust mathematical models for
macromolecule transport in the arterial wall, the arterial wall is
partitioned into four important physiological layers due to their
thickness and the effect of their cellular and molecular structure
on creation and growth of atherosclerotic plaques and hardening
of the arteries.

These four layers includes endothelium, intima, IEL (internal
elastic lamina), and media [32]. The thickness of each wall layer
is shown in Fig. 3b. The nanonetwork employs eleven types of
cooperating nanomachines (ANP and 10 types of FNP) which
interact with LDL, drug, and signaling molecule (pheromone) in
order to reduce the LDL level in all layers of the arterial wall and
ultimately prevent the formation and development of atheroscle-
rosis plaques. The mathematical model of diffusion-advection-
reaction for these interacting nano-agents are described by the
following nonlinear partial differential equations [12]:
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Fig. 2. The in-body nanonetwork and the internal structure of nanomachines (inspired from [12]).

where [ is the layer number (from endothelium (I = 1) to media
(I = 4)), V the gradient, V2 the Laplacian, c{DL the concentration
of LDL molecules, Vg, the filtration velocity, af’LDL the filtration
reflection coefficient, D, the effective diffusivity, k!, the reac-
tion coefficient, m;p, the mass of LDL molecule, and R, and R,
are the functions of LDL-drug reaction in the Ith layer. Similar
notation is used for other nano-agents. uZNP and ul,, are the
pheromone and drug release rates (molecule s~!) by FNP of type
j and ANP, respectively. pa;, P; and kayp are design parameters
of nanomachines. FNP (and ANP), LDL and drug (and pheromone)
are assumed to be spherical particles of 100 nm, 22 nm and 4 nm
in diameter, respectively.

Eq. (1) computes the temporal and spatial changes of LDL
concentration. The four terms in the right of this equation rep-
resent the effects of advection, diffusion, clearance, and reaction

between drug and LDL, respectively. Similar terms and notations
are available in the Egs. (2)-(5) for other nano-agents. In Eq. (3),
the last term in the right of equation describes the collective
release rate of pheromone from N types of FNP nanomachines.
Similarly, the last term in the right of Eq. (5) shows the drug
release rate from ANP nanomachines. Eq. (6) demonstrates how
an FNP of type j implements the jth fuzzy rule (the relation
between pheromone release rate by an FNP of type j and its
sensed LDL level). Finally, Eq. (7) shows that an ANP nanomachine
acts as a linear proportional actuator (the relation between the
drug release rate by an ANP and its sensed pheromone level).
Some assumptions of the model are as follows. In this model,
glycocalyx is ignored because of its small thickness (60 nm), and
the effect of adventitia is modeled in boundary conditions. For
simplicity, the effect of LDL concentration on fluid velocity is
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neglected, and fluid velocity is assumed to be constant in all wall
layers and equal to filtration velocity. The boundary conditions
have been represented in Fig. 3b. For the boundary conditions
at the interfaces between wall layers, the continuity of mass
flux and concentration is considered. More details have been
discussed in [12,28].

The nanonetwork of Fig. 2 benefits from molecular communi-
cation, in which nanomachines can react to particular molecules
as a received message (receive) and release other specific
molecules as a response (send). Fig. 4 shows the communica-
tion between nanomachines and micro-gateway. As displayed in
this figure, the micro-gateway has a mechanical module such
as a micro-needle to periodically take sample from the level
of pheromone molecules in blood. Then, it sends these data
to the user terminal (smart phone, laptop, etc.) via a wireless
transceiver. The user terminal connects to an access point to
transmit these data to the cloud servers.

Sending the nanonetwork data to the cloud provides an oppor-
tunity to exploit computational resources of cloud for advanced
data processing such as intelligent fault detection of nanonetwork
that is the goal of this paper. There exist many reasons for devel-
oping fault management system based on cloud resources. First,

cloud-based fault management makes remote monitoring and de-
cision making possible. Second, the nanometer-sized sensors used
in nanosensor networks have many limitations in processing,
storage, and communication capabilities. As an alternative, these
computational requirements can be executed on cloud resources.
Third, different healthcare centers can share their collected data
through cloud and such data can be furtherly employed for better
diagnosis and prognosis.

3. Fuzzy-logic-based fault detection

Fuzzy logic is a universal model-free approach for model-
ing, analysis, and control of complex systems in the presence
of uncertainty. Since fuzzy logic is close to human perception
and it can efficiently exploit expert linguistic knowledge as well
as mathematical analysis, it is a very appropriate for designing
medical decision support systems. The most well-known fuzzy
systems are Mamdani and TSK (Takagi-Sugeno-Kang) [33]. A
Mamdani fuzzy system is usually designed linguistically using
expert knowledge, while a TSK fuzzy system is typically designed
through data analysis and mathematical optimization. In this
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Table 1
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The fuzzy rules defined by expert in the knowledge base of the Mamdani fuzzy system.

Rule index (f) Fuzzy if-then rule

Rule 1:
Rule 2:
Rule 3:
Rule 4:
Rule 5:
Rule 6:
Rule 7:
Rule 8:
Rule 9:
Rule 10:

If ERR is zero and PRO is very similar then RC is no fault and S is low

If ERR is small and PRO is very similar then RC is FNP123 and S is average

If ERR is medium and PRO is similar then RC is FNP8910 and S is low

If ERR is medium and PRO is very similar then RC is FNP4567 and S is average
If ERR is large and PRO is different then RC is FNP8910 and S is average

If ERR is large and PRO is fairly different then RC is ANP and S is average

If ERR is large and PRO is fairly similar then RC is ANP and S is average

If ERR is very large and PRO is very different then RC is FNP8910 and S is high
If ERR is very large and PRO is different then RC is ANP and S is high

If ERR is very large and PRO is fairly different then RC is ANP and S is average
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Fig. 5. The structure of the proposed fuzzy fault detection system.

section, these two approaches are employed to design two fuzzy-
logic-based fault detection systems to detect the root cause and
severity of the faults occurred in the nanonetwork. A compar-
ative study is performed in the next section through computer
simulation.

Fig. 5 the general structure of the proposed fuzzy fault de-
tection system. In this figure, the input signal, Phjpy, is the
pheromone level sampled over time from patient in-body
nanonetwork by the micro-gateway. Also, the normal signal,
Phyormar, is defined as the desired signal of pheromone level when
the treatment process is performed normally and no fault is
occurred in nanomachines. The error metrics ERRy, and PROp, is
calculated as the difference and proportion between the normal
signal (Phnorma(n)) and the input signal (Phiypu(n)) for a specific
time interval:

ZQIS:](PhNormal(n) - Phinput(n))z
Z?I:S](PhNormal(n))z

l Phinput(n)

N — PhHealthy(n)

ERR,, = (8)
Ns

PROp;, = (9)

where N; is the number of samples in a specific time interval
which can be adjusted by physician depending on the patient
conditions. The range of the above metrics is between 0 and 1.
Here, the ten types of FNP nanomachines available in the in-
body nanonetwork are categorized into three groups based on the
importance of their roles in drug delivery and their effects on the
error metrics . These three groups as well as the group of ANPs
provides four categories of nanomachines: {ANP}, {FNPs of types
1,2,3}, {FNPs of types 4,5,6,7}, and {FNPs of types 8,9,10}. FNPs
of types 8,9,10 have more effect on releasing drug. In the rest of
this section, two fuzzy fault detection systems are designed suing
Mamdani and TSK fuzzy systems.

3.1. Mamdani fuzzy system

According to expert knowledge, 10 fuzzy if-then rules have
been linguistically defined in Table 1 in the following form:

Rule f: If ERR is Ay and PRO is Bj; then RC is Gy and S is D,
where ERR and PRO are the inputs of the fuzzy system, RC and S
are respectively the root cause and severity of the occurred fault
and the outputs of the fuzzy system, if, j, kr and Iy are the indices
of the fuzzy sets corresponding to the linguistic words used in the
antecedent and consequent parts of the f! rule in Table 1. These
fuzzy sets including A, B, C, and D are displayed in Fig. 6. Due to
generality and computational simplicity, triangular membership
functions are used. Using Mamdani fuzzy inference engine and
centers average defuzzifier [33], the fuzzy system computes the
root cause (RC) and severity (S) of the occurred fault as:

> il ay, (ERRyn) s, (PROpt) “Ciy
T X8 iua, (ERRy) s, (PROp)

> pay (ERRy1) *p, (PRO1) *Dy,
Dy pay (ERRyn) %es,, (PROpn)

where f is the index of rule, /LAI.[(.) and /Lij(.) are the member-

(10)

(11)

ship functions of the fuzzy sets Ay and By, and Ekf and ka are
the center of the fuzzy sets Cy; and Dy;, respectively. RC should
be rounded to determine the recognized root cause, where ‘0’
means ‘No Fault’, 1: ‘ANPs are faulty’, 2: ‘FNPs of types 1,2,3
are faulty’, 3: ‘FNPs of types 4,5,6,7 are faulty’, and 4: ‘FNPs of
types 8,9,10 are faulty’. The severity (S) is defined as the degree
of severity of the occurred fault that is a real number between
0 and 1. For example, the severity degree of 0.2 means that
approximately 20% of nanomachines are faulty in the recognized
category. Once the root cause and the severity of an occurred
fault is recognized by the system, medical team can make a better
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Fig. 6. The defined fuzzy sets over the inputs (ERR and PRO) and outputs (RC and S) of the Mamdani fuzzy system.

decision for improving the treatment efficiency such as injecting
additional nanomachines of some categories into the patient’s
body to return the treatment process to its normal state. This
injection can be done manually by a clinician, or automatically
via an on-body infusion pump that is connected to the cloud for
receiving control commands.

3.2, TSK fuzzy system

In contrast to the Mamdani fuzzy fault detection system of the
previous section that was designed linguistically based on expert
knowledge, in this section a TSK fuzzy fault detection system is
designed based on data analysis and mathematical optimization.
The format of a TSK fuzzy if-then rule is as follows:

If ERR is A; and PRO is Bj then RC = U and S =V
where A; and B; are the fuzzy sets defined in Fig. 6. Since there
are 5 fuzzy sets over ERR (i.e.i=1,...,5) and 6 fuzzy sets over
PRO (ie.j = 1,...,6), the total number of fuzzy rules is 30. Uj;
and V; are the real constant parameters of the consequent part of
the rules that are initially unknown and should be found through
data analysis and optimization. Using TSK fuzzy inference engine
[33], the fuzzy system computes the root cause (RC) and severity
(S) of the occurred fault as:

Z?:l Zj6:1 Ha; (ERRph) *ULB; (P Roph) *Uij
3 6
D 1Zj 1 M4, (ERRPh) *LB; (PROph)
Z: 1 ZJ 1 M4y (ERRph) *LB; (PROph) ij
Zi:l Zj:l Ha; (ERRph) *[LB; (PRoph)
Assume that the dataset includes P faulty cases, where the true
values of the root cause and severity for each case are RC;’ and
S?, respectively, where p = 1, ..., P. Also, RC? and SP are the
estimated values of the root cause and severity of the p™ case by
the TSK fuzzy system through Eqs. (12)-(13). Here, the following
two optimization problems, in the form of minimization of the
mean square error (MSE), are designed to find the optimal values
of the unknown parameters of the TSK fuzzy system:

Z(RC" RCP)?

RC = (12)

(13)

(14)

S-t-UMmfﬁijfﬁm.i=1,...,5,j=1, 6

min (SP Sp)z (15)
V={Vjli=1,....5j=1...., G}PZ
StVMm<VU<VMax,l—1 ,5,j=1,...,6

where Upin, Unmax, Vmin, and VMﬂX are the lower and upper bounds
for U; and Vj;, respectively. We used Optimization Toolbox in
MATLAB to solve these optimization problems (Eqgs. (14) and
(15)). The results are discussed in the next section.

4. In silico study

In this section, the performance of the proposed approach
is evaluated on 37 atherosclerosis patients with distinguishing
faults in their therapeutical in-body nanonetworks through com-
puter simulation in MATLAB. Particularly, the nanonetwork has
been simulated with the aid of ADENP tool, developed in [26],
which solves the nonlinear partial differential equations of the
mathematical model of Section 2. These randomly generated
faulty cases include all 4 categories of root causes with different
degrees of severity from 0 to 1. The micro-gateway takes sample
from the pheromone level of blood every 10 s and sends these
data to the cloud resources via middle layer. Fig. 7 shows the
received pheromone signals from the in-body nanonetwork of
four examples of faulty cases in comparison with the normal
pheromone signal during 24 h.

Table 2 depicts the accuracy evaluation of the proposed fuzzy
fault detection system using Mamdani and TSK approaches. The
accuracy of root cause detection and severity estimation are
calculated in terms of (True/Total) * 100% and (1 — MAE) * 100%,
respectively. True is number of true detections, Total is the total
number of cases, and MAE stands for mean absolute error. The
accuracy of root cause detection (severity estimation) is 72.97%
(83.11%) and 81.08% (87.25%) in Mamdani and TSK, respectively.
According to these results, TSK fuzzy system has more accurate
performance in contrast to Mamdani. But on the other hand,
the computational complexity of TSK fuzzy system is more than
Mamdani due to the number of fuzzy rules, that is 30 in TSK but
10 in Mamdani. Also, since Mamdani fuzzy system is designed
linguistically, it is more interpretable by clinical experts.
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Fig. 7. The received pheromone signals from the in-body nanonetwork of four examples of faulty cases in comparison with the normal pheromone signal during 24
h. The vertical axis is in log scale. (a) ‘Faulty ANPs’ with severity of 0.98, (b) ‘Faulty FNPs of type 1,2,3’ with severity of 0.5, (¢) ‘Faulty FNPs of type 4,5,6,7" with
severity of 0.5, (d) ‘Faulty FNPs of type 8,9,10" with severity of 0.09.
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Fig. 8. The spatial profiles of LDL level in four layers of arterial wall at steady state in the presence of random faults: The conventional nanonetwork of Ref. [26]
(dotted) vs. the proposed nanonetwork (solid).

Table 2
Accuracy evaluation of the proposed fuzzy fault detection system.
Accuracy Approach
Mamdani TSK
Root cause detection 72.97% 81.08%
Severity estimation 83.11% 87.25%

In order to show

how the proposed fuzzy fault detection

system can improve the robust performance of the medical treat-
ment process, a test scenario is discussed here and the robustness

of the performance of the in-body nanonetwork equipped by
the proposed fuzzy fault detection system is compared with the
conventional in-body nanonetwork of Ref. [26]. The faulty case is
Example ‘a’ of Fig. 7 in which the ANP nanomachines are severely
faulty with severity degree of 0.98. The proposed approach could
accurately detect the fault and its severity. Accordingly, the clin-
ical supervisor injects an appropriate compensatory dosage of
ANP nanomachines into the patient’s body. Fig. 8 compares the
spatial profiles of LDL level within four layers of arterial wall
at steady state after 24 h for the conventional nanonetwork of
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Ref. [26] (dotted) and the proposed nanonetwork (solid). It is
clear that in conventional nanonetwork, the LDL level could not
be efficiently reduced due to the occurred fault, while in the
proposed nanonetwork, the effect of the occurred fault could be
efficiently compensated and the performance returned to normal.
In general, the results demonstrated that the proposed fuzzy fault
detection system could improve the robustness and reliability of
medical IoNT.

5. Conclusion

The goal of this paper is to use the notion of fuzzy-logic-
based fault detection for medical Internet of Nano Things. Since
nanomachines have very limited capabilities, the sampled data
from the in-body nanonetwork is transmitted to cloud servers
via a micro-gateway located on body area. The task of the fault
detection system is to detect the root cause and severity of
the faults occurred in the nanomachines. The proposed fuzzy
fault detection system was developed based on two well-known
methods including Mamdani and TSK. The Mamdani fuzzy sys-
tem was designed linguistically according to expert knowledge,
while TSK fuzzy system was designed through data analysis and
mathematical optimization. The performance of the proposed
approach was evaluated on a theoretical model of medical in-
body nanonetwork from the literature through in silico study.
This nanonetwork includes eleven types of nanomachines which
cooperate within the arterial wall and interact with LDL, drug,
and signaling molecules in order to prevent the formation and
development of atherosclerotic plaques. Different kinds of faults
with different degrees of severity were generated randomly in the
in-body nanonetworks of 37 atherosclerosis patients in computer
simulation. The accuracy of root cause detection (severity esti-
mation) was 72.97% (83.11%) and 81.08% (87.25%) in Mamdani
and TSK, respectively. The total number of fuzzy rules was 10
in Mamdani and 30 in TSK. Also, the robustness of the nanonet-
work equipped by the proposed fuzzy fault detection system was
compared with the conventional nanonetwork in the literate. The
results demonstrated that the proposed approach could enhance
the robustness and reliability of medical IoNT.
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