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Abstract—With the development of 5G networks, IoT devices 

are increasingly used in the industrial and household fields. 

Due to the characteristics of the CPU multi-architecture 

system of IoT devices, the traditional signature-based and 

single-architecture based detection methods is not effective are 

for detecting cross-architecture malware. To solve this 

problem, we propose a cross-architecture IoT malware 

detection system based on Graph Attention Networks (GAT). 

We employ the CFG extracted from the binary executable file 

as the graph structure and Opcode and PSI as the feature 

attributes of the graph nodes. Through GAT, we obtain the 

neighborhood features of each node, and assign different 

weights to different nodes in the neighborhood and finally 

complete detection. Different training phases are allocated to 

the edge and cloud center for execution to improve system 

performance and protect user data privacy. The experimental 

results of par show that the detection accuracy of our system 

reaches 99.67%. Compared with existing detection methods, 

we obtained the best accuracy. 

Keywords-IoT malware detection; graph attention networks; 

word embedding; edge intelligence; online system 

I.  INTRODUCTION  

In recent years, with the vigorous development of various 
applications of the intelligent Internet of Things, attackers 
have used endless malware and its variants to pose a huge 
security threat to IoT devices. For example, controlling a 
large number of Internet of Things devices to launch DDOS 
attacks on the central server. In 2018, attackers used Mirai [1] 
infected malicious IoT devices to launch DDoS attacks on 
the GitHub website. It has a huge impact on the GitHub 
backend and users. To protect legitimate users from these 
threats, anti-malware providers usually provide software 
products based on signature methods to detect threats. 
However, attackers can easily use techniques such as 
instruction virtualization, packaging, and polymorphism to 
avoid detection. And because IoT devices often have 
different CPU architectures, for cross-architecture malware, 

traditional signature-based and single-architecture detection 
methods are not effective. 

In recent years, deep learning algorithms including 
recurrent neural networks (RNN) [2], convolutional neural 
networks (CNN) [3] and deep networks (DNN) [4]. They 
have played a variety of irreplaceable roles in malware 
detection, which are considered to be an emerging research 
area. It encourages anti-malware providers to find novel 
detection method based on deep learning techniques. The 
work [5] converted Opcode of executable files to vectors 
Spatial and applied fuzzy and fast fuzzy pattern tree method 
to detect IoT malware. The authors performed the 
experiment on the ARM-based IoT dataset, which contained 
1078 benign samples and 128 malware samples. The 
accuracy rate reached 99.83%. However, due to the diversity 
of the instruction set architecture used in IoT devices, the 
detection effect of heterogeneous IoT malware is doubtful. 
The work [6] proposed a function selection method for 
detection cross-architecture malware which called CFDVex. 
This experiment achieved good results in cross-architecture 
malware detection. Experimental results showed that this 
method can effectively detected MIPS architecture IoT 
malware and achieved an accuracy rate of 95.72%. However, 
this detection for the IoT malwares with other architectures 
was not ideal. In this article, we propose a malware detection 
system based on a graph self-attention network to solve the 
problem, that is the traditional detection methods are not 
effective for heterogeneous IoT malware detection. 

We analyze the executable files of IoT devices control 
function graph (CFG) [7] and constructs the adjacency 
matrix of the graph, and then uses the Opcode and PSI 
corresponding to the program block as node attributes to 
complete the graph classification of binary executable files. 
Different from the existing work which relies on the central 
server to perform malicious detection, the proposed system 
allocates the entire detection process to different nodes for 
calculation, reducing the processing pressure of the central 
server while ensuring data privacy. 
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B. Model Training and Evaluation 

Adjusting model parameters is an important step to verify 
the validity of the model in malware detection. Embedding 
represents the vector length of each word in the word 
embedding, and we set it to 300. Among them, the GAT-
layers represents the number of graph convolution layers, we 
set it to 2. The GAT-filters indicates the number of output 
channels in a graph convolution layer, we set it to 50. The 
GAT-neighbors indicates the number of neighbors for each 
node, we set it to 25. Dropout is a technique to overcome 
overfitting by randomly excluding nodes during training [14]. 
In our experiment, we set a random drop probability of 20%. 
We iterated the model 100 times to minimize the loss. Small 
changes within the error range will not have much impact on 
the experimental results.  

C. Comparison of Related Algorithms 

With the same experimental setup and evaluation data set, 
we compared GAT with other deep learning methods which 
commonly used in the field of malicious detection, including 
traditional CNN [3], TextCNN [15], LSTM, Bi-LSTM, 
RCNN [16], and GCNs [17]. As shown in the table I, we 
compare the effects of different benchmark models. All of 
models have good performance in malicious detection, which 
proves that attempts to apply NLP technology to malicious 
detection are promising. Compared with similar GCNs, our 
GAT surpasses all indicators in an all-round way, and the 
introduction of attention mechanism can explain how each 
node in the CFG graph affects the model’s detection results 
of malware, and our GAT supports parallel training. It also 
reduces the system time overhead, while improving the 
retraining speed and reducing the cost of retraining. 

TABLE I.  EXPERIMENTAL RESULTS OF DIFFERENT ALGORITHMS 

COMPARISONS 

Model Accuracy Precision Recall F1-Score 

CNN 79.67% 87.48% 84.93% 79.23% 

TextCNN 96.75% 96.86% 96.68% 96.72% 

LSTM 97.80% 97.81% 97.78% 97.80% 

Bi-LSTM 98.20% 98.38% 98.46% 97.99% 

RCNN 93.12% 93.45% 94.72% 92.56% 

GCNs 89.19% 88.23% 87.74% 87.90% 

Our work 99.67% 98.93% 99.58% 99.46% 

V. CONCLUSION 

In this article, we propose a malicious detection system 
based on GAT. We extract CFG of the binary executable file 
in the IoT device, and the joint feature vector of Opcode and 
PSI is used to characterize the node attributes of the CFG 
through word embedding. The potential dependencies 
between nodes are learned to complete the detection task. 
And different pre-processing stages are allocated to the edge 
and cloud center to protect the security and privacy of data 

transmission. Experimental result proves that our system is 
very effective for detecting heterogeneous IoT malware. 
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