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ABSTRACT Blockchain has recently attracted significant academic attention in research fields beyond the
financial industry. In the Internet of Things (IoT), blockchain can be used to create a decentralized, reliable,
and secure environment. The use of blockchain in IoT applications is still in its early stages, particularly
at the low end of the computing spectrum. As a result, the future roadmap is hazy, and several challenges
and questions must be addressed. Several articles combining blockchain technology with IoT have recently
been released, but they are limited to shallow technological potential discussions, with very few providing
an in-depth examination of the complexities of implementing blockchain technology for IoT. Therefore,
this paper aims to coherently and comprehensively provide current cutting-edge efforts in this direction.
It provides a literature review of IoT and blockchain integration by examining current research issues and
trends in the applications of blockchain-related approaches and technologies within the IoT security context.
We have surveyed published articles from 2017 to 2021 on blockchain-based solutions for IoT security,
taking into consideration different security areas and then, we have organized the available articles according
to these areas. The surveyed articles have been chronologically organized in tables for better clarity. In this
paper, we try to investigate the vital issues and challenges to the integration of IoT and blockchain, and then

investigate the research efforts that have been conducted so far to overcome these challenges.

INDEX TERMS Blockchain, IoT, security.

I. INTRODUCTION

Since its inception in 1999, when Kevin Ashton coined the
term of IoT, IoT has evolved from a simple concept to one of
the most powerful business development drivers. Integrated
with cloud computing, big data, and machine learning, IoT
has become the establishment stone upon which data-driven
digital services are built. These days, IoT devices range
from wearable devices to hardware development platforms.
In 2018, the number of Internet-connected devices used
worldwide were approximately 7 billion [1]-[3]. In 2019,
the number of IoT connected devices reached 5 billion, and
this number will continue to grow to reach 29 billion in
2022 [4]. The National Intelligence Council and McKinsey
Global Institute have announced that everyday objects such
as furniture, food packages, paper documents, etc., will rep-
resent nodes of the Internet by 2025. They shed the light on
the future that will be created by integrating technologies that
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interact with the human environment [5]. In 2025, the number
is expected to rise to 35 billion [6]. Others predict that by
2025, the number of IoT devices may reach 50 billion [7].
This remarkable development is a driving force behind the
convergence of the physical and digital worlds that promises
to create an unprecedented IoT market of 19 trillion USD
over the next decade, with a large proportion of these devices
expected to be smartphones [6].

The IoT is widely adopted in many areas of society,
including healthcare, agriculture, smart cities, and military.
There have also been some cases where information from
IoT devices has been used as proof in criminal cases [8]. For
instance, Fitbit data (steps walked) were utilized to contradict
claims made by the suspect about the victim’s movement
before the crime [9]. These examples highlight that the data
and records of interactions between IoT devices can be used
for audit purposes [10].

Things (devices) communicate and exchange data in the
IoT without the need for human intervention. Because of the
independence and ubiquity of the IoT ecosystem, devices are
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more vulnerable to attacks. Moreover, as a result of such rich
communication, the IoT will reach a tipping point in which
the majority of generated data on the Internet will come from
billions of devices that are too resource-constrained to effi-
ciently enforce complex security and data privacy policies.
Therefore, the solution involves incorporating distributed
ledger technologies, such as blockchain, into IoT devices and
the use of smart contracts to perform operations based on
predefined rules [1]-[3], [11].

Blockchains have attracted significant attention in recent
years because of their unique characteristics, such as decen-
tralization, immutability, anonymity, security, and auditabil-
ity. Owing to these outstanding features, blockchain has been
implemented in many non-monetary applications, including
the IoT [12]. In IoT, blockchain provides an immutable
audit trail of sensor observations by storing sensor data
as blockchain transactions. The interactions between IoT
devices and other network entities are also stored in the
immutable records of blockchain transactions. These trans-
actions are collected into blocks linked together by crypto-
graphic hash functions of each previous block in the chain,
which makes it nearly impossible to change formerly stored
blocks without being detected. The blockchain can also vali-
date IoT transactions and blocks before adding them to the
blockchain using public-key cryptography. Once the block
is mined in the blockchain, we are sure that the interactions
between the nodes are tamper-proof and securely recorded in
the blockchain. Storing data hashes on the blockchain ensures
that the integrity of the stored data can be verified by compar-
ing its hash with the hash value stored in the blockchain [13].

This study aims to coherently and comprehensively dis-
cuss the current cutting-edge efforts in IoT and blockchain
integration. This paper introduces the current advances in
research to effectively resolve the challenges and issues of
centralized 10T ecosystems using blockchain technology to
ensure a decentralized, secure IoT environment. This paper
examines recent scientific studies in blockchain-based IoT
from a security perspective and clarifies the critical areas
of research related to the integration of blockchain and IoT.
The roadmap of this paper is as follows: In Section II, the
article begins by introducing a view of blockchain technol-
ogy. It starts with the core concepts of blockchain and how
blockchain-based frameworks accomplish decentralization,
transparency, and auditable characteristics. Consensus for
blockchain-based IoT and blockchain scalability in IoT are
discussed in Sections III and IV, respectively. In Section V,
the article briefly introduces the IoT and elaborates on the
security issues of IoT. In Section VI, the article explains IoT
security using blockchain thoroughly by introducing attacks
on IoT and the defense mechanisms using blockchain such
as intrusion detection systems, firmware updates, and using
blockchain to ensure confidentiality, authentication, access
control, trust, and reputation in IoT. In Section VII, a discus-
sion of the challenges and trends of integrating blockchain
and IoT is presented. We conclude the paper in section VIIL.
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Il. BLOCKCHAIN OVERVIEW

A person, or a group of people, under the name of
Satoshi Nakamoto, published a landmark paper [14] on
Bitcoin in 2008, which deals with a new decentralized peer-
to-peer (P2P) electronic cash system [13]. This paper intro-
duced the concept of blockchain as a new data structure
for storing financial transactions, as well as the associated
protocol for ensuring the blockchain’s validity in the network
[1], [11], [15]. People often confuse blockchain with Bitcoin.
However, Bitcoin is a cryptocurrency that uses blockchain
technology to allow it to trade freely and globally without
the oversight of a central guarantor (banks). In other words,
Bitcoin is nothing more than a financial application that
makes use of blockchain technology [4].

A blockchain is defined as an immutable, permanent,
auditable, timestamp, and tamper-resistant ledger of blocks
that are used to store and share data in a P2P manner. The data
stored in the blockchain can be a payment history, contract,
or even personal information [1], [11], [15]. Blockchain tech-
nology was initially introduced to solve the problem of double
spending in cryptocurrencies [16]. Intriguingly, because of
its unique and appealing features such as security, transac-
tional privacy, integrity, authorization, censorship resistance,
data immutability, auditability, system transparency, and fault
tolerance, blockchain is used in sectors other than cryptocur-
rencies. Identity management, mobile crowd sensing, Indus-
try 4.0, intelligent transportation, supply chain management,
agriculture, smart grids, healthcare, and mission-critical sys-
tem security are just a few examples [17]. Blockchain tech-
nology has received significant attention in terms of security,
auditability, and anonymity [1], [18]. According to PwC [10],
blockchain is currently one of the most popular research
topics in recent years, with startups investing more than
1.4 billion dollars in the first nine months of 2016.

In blockchain, a public ledger stores the digitally signed
transactions of users in a P2P network. Asymmetric encryp-
tion is used to decrypt the messages. Generally, the user has
two keys: a public key for encrypting the messages for other
users and a private key for decrypting the messages. From
a blockchain perspective, the private key is used to sign the
blockchain transaction, whereas the public key represents a
unique address. Initially, the user signs a transaction with
his/her private key and broadcasts it to his/her peers. When
peers receive a signed transaction, they validate and publish it
across the network [17]. To ensure high transaction auditabil-
ity, each node in the network stores a copy of the ledger. Any
newly added transactions are verified and confirmed by other
network nodes, eliminating the need for a central authority to
prevent a single point of failure. All copies are simultaneously
updated and validated [1], [11], [15]. The integrity of the
blockchain is based on strong cryptography, which validates
and chains together blocks of transactions, making it nearly
impossible to tamper with any individual transaction without
being detected [19]. The primary objective of blockchain is
to free people from any form of trust that we are now forced
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to place in intermediaries who regulate and manage a large
portion of citizens’ lives [4].

Special nodes in a blockchain network, called miners, add
newly generated transactions to a pool of pending transac-
tions. When the size of the collected pending transactions
reaches a predetermined size known as the block size, each
miner gathers the pending transactions in a block. To maintain
a single history of the blocks and ensure that all entities
have the same copy of the ledger so that they do not include
any invalid, inconsistent, or contradictory transactions, a con-
sensus among the participants is required to maintain the
blockchain architecture and ensure its operation. Consensus
provides agreement on the current state of the ledger among
untrusted network participants [13]. Once a distributed con-
sensus is reached, a valid transaction is included in a times-
tamped block by the miner. The block, which is included by
the miner, is broadcast back onto the network. The broad-
cast block is appended to the blockchain after it has been
validated and hash-matched with the previous block in the
blockchain [17]. The method by which consensus is reached
has a significant impact on the security and performance of
blockchain networks [13].

According to the required permission attributes and data
management, the entity has three options for interacting with
the blockchain: public, private, or consortium. In a permis-
sionless blockchain (public), all participants contribute to
reading, verifying, submitting, and obtaining transaction con-
sensus without any central entity to manage membership or
ban illegal readers or writers. Contrary to the permissionless
blockchain, the permissioned blockchain (private) restricts
consensus contributors. Only the selected trustful actors have
the right to validate transactions. A central authority must
identify, authenticate, and register network devices in a per-
missioned blockchain. This will prevent the nodes from join-
ing the blockchain network and directly writing to the ledger,
as it is possible in a permissionless blockchain. In a consor-
tium blockchain, only a pre-selected set of peers is engaged
in the consensus process. It can be considered as a partially
decentralized network in which the read permission can be
opened or restricted to specific peers, whereas the validity of
the blocks is affirmed by a small group of previously chosen
peers [1], [16].

A blockchain is built up of sequential blocks that can store
various types of transactions. The Genesis Block is the name
given to the first mined block in the blockchain. Each block
in the blockchain consists of two parts, as listed in Table. 1.
The first part is called the header and contains information
about the block. The block header includes: 1) the block
version; 2) the previous block hash; 3) Merkle tree root,
shown in Fig.1; 4) timestamp; 5) difficulty (D); and 6) the
nonce (N) [4], [20]. The second part is called the body,
which represents the transactions or facts (that the database
must store), which can be of any type such as monetary
transactions, traffic information, health data, system logs, and
so on. The block body contains all inputs and outputs of
each transaction. The input contains the output of previous
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transactions, as well as a field containing the signature with
the owner’s private key, indicating ownership proof of such
an asset. The outputs contain the assets to be sent and the
recipient’s address (the recipient’s public key). The recipient
will be the only user who is able to spend this asset because
only his/her private key can prove the ownership of that asset
[4], [20]. The distributed and append-only nature of
blockchain improves transaction security and integrity [1],
[15], [21]. The blockchain’s chaining method (shown in
Fig.2) ensures immutability by incorporating the hash of
the previous block into the current block [15]. Indeed, if a
malicious user wants to change or modify a transaction on
a block, he/she must change all following blocks as well,
because they are linked with their hashes. Then, he/she must
update the blockchain version on each participating node [1],
(4], [15], [18], [22], [23].

Consensus mechanisms are an indispensable part of
blockchain technology because they ensure the integrity of
the blockchain’s information while defending against double-
spending attacks. The ultimate goal is to reach a consensus
in a distributed network of participants who do not need
to trust each other without centralized authorities [10]. The
basis of these algorithms is the selection of a leader who
is in charge of validating the new block and propagating
it across the network. The validation process involves all
network participants, and when a certain number of nodes
agree on a block, the block is added to the network. The main
condition is that the majority of nodes are honest. Resolution
mechanisms are also present in the event of conflict [4].

The Proof of Work (PoW) consensus was first used by
Bitcoin and is known as the mining process [24]. In fact,
it would be impossible to talk about blockchain without the
presence of PoW [4]. With PoW, a group of miners com-
petes with each other to solve a software computer problem
with difficulty D and obtain rewards. Miners have to solve
a mathematical puzzle that requires considerable computa-
tional power, or do a challenge of trial and error, which is dif-
ficult to compute but easy to verify. The first miner that solves
the puzzle is rewarded for this costly process by winning the
consensus algorithm and mining the next block. PoW is the
most widely used method of block validation in blockchain
systems such as Bitcoin, Ethereum, BitShares, NameCoin,
LiteCoin, DogeCoin, and Mone [1], [3], [12], [18]. However,
PoW has several flaws that can have serious consequences.
PoW has been severely criticized because it is considered
too difficult, computationally heavy, and too expensive in
terms of energy consumption. In addition, PoW has short-
comings such as high latency and low transaction rates, which
reach 10 min, making it unsuitable for many applications.
Moreover, in PoW, the blockchain ecosystem is vulnerable
to 51% attacks [1], [12], [18]. Several attempts to change the
PoW have recently been proposed. For example, Primecoin
mitigates power losses by suggesting useful computational
intensive tasks such as searching for prime numbers, which
can be used for other purposes [4], [10]. However, it is not
clear whether underestimating the complexity involved in
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TABLE 1. Block data structure [4], [20], [25].

Field  Subfield Size Description
Block size 4 bytes Size of this block in byte (excluding this field).
Version number 4 bytes Mark the block protocol version (indicates the position of this block in the
blockchain)
Parent block hash 32 bytes A hash value linking the block to the previous block. To generate block hashes,
- value the blockchain uses the SHA256 hashing algorithm.
_a.; Merkle tree “root” 32 bytes It is the hash value of all the transactions included in the current block. Thus,
2 transactions cannot be changed without changing the Merkle root hash. One
35 modification in one block payload will change the Merkle root hash value, which
% invalidates the block.
Timestamp 4 bytes The time in which this block is generated.
Difficulty target 4 bytes The difficulty target of the proof-of-work calculation for generating this block (it
is a measure of finding a successful hash)
Nonce 4 bytes It is a counter used in the Proof of Work (PoW) and usually starts with 0 and
increases for each hash computation. Simultaneously, this prevents reboot attack
Block  Number of 1~9 Number of transactions recorded in this block
body transactions
Transaction Determined by the All transactions that are recorded in this block.
number of transactions

this change will offer security features in the same way as
PoW [10].

To address the shortcomings of PoW, Proof of Stake (PoS)
has been proposed [26]. Proof of Stake (PoS) is the most
popular alternative consensus for PoW, which requires fewer
CPU computations. There is no mining in PoS. Instead, the
miners lock their stakes or assets into the blockchain to
mine new blocks. Miners with larger locked stakes are more
likely to mine the next block because their weights in the
mining blocks are greater. In IoTs, large companies such
as Google can buy large parts of the assets, and thus, PoS
may eventually lead to centralization [4]. Many blockchain
systems use PoS, whereas others transition from PoW to PoS.
PoS was originally used by Peercoin and later in Nextcoin,
BlackCoin, Nxt, and ShadowCash Crave. Ethereum switches
from PoW to PoS [1], [4], [10], [12], [18]. The PoS algo-
rithm provides higher transaction throughput and scales better
than PoW, making it more suitable for IoT. Furthermore,
dishonest miners are forgiven in PoW, but they are pun-
ished in PoS by having to pay their bet. Recently, Ethereum
announced the transition from PoW to PoS and a new proto-
col (Casper) that handles reward and punishment by taking
the bets of malicious validators. Nevertheless, PoS is nega-
tive in the sense that it encourages enrichment of the rich.
Another disadvantage of PoS is that it is less secure than
PoW [3], [10].

A variant of PoS is the Delegated Proof-of-Stake
(DPoS) [27]. To reach a consensus, DPoS requires voting;
thus, it is known as a democratic blockchain. In DPoS, users
can stake their tokens to vote for certain delegates. The
voting weight is proportional to the user’s number of coins
(for example, if A gets two delegate coins and B gets one
coin, A’s vote outweighs B’s two times). The delegate with
the most votes is allowed to create new blocks and receive
the bonus, which can be a fixed amount generated through
inflation or based on transaction fees [3], [28]. This approach
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allows delegates to set the block size, block latency, and
confirm transactions in just one second [10]. DPoS is used
in BitShares, Monax, Lisk, and Tendermint.

The Proof of Authority (PoA) is the successor to PoS, where
the auditor’s reputation acts as a stake. In PoA, each miner’s
mining power is determined by its identity in the network
rather than the amount of locked assets [29]. All network par-
ticipants are aware of the identity of the pre-approved group
of nodes acting as miners. Miners with a higher reputation
have a higher chance of mining new blocks [12]. It is difficult
to restore a reputation once it is lost; therefore, it is a better
option for a “stake.” Although Proof of Authority (PoA)
networks have high throughput, they are centralized and con-
trolled by validators [4].

The Practical Byzantine Fault Tolerance (PBFT) [30] con-
sensus strategy is based on a replication algorithm to tolerate
Byzantine failures [18]. In PBFT, every transaction is vali-
dated by every other node in the network [4]. All nodes in the
PBFT model are arranged in a sequence such that one node is
the primary node or the master node, and the other nodes are
referred to as backup nodes. All nodes within the blockchain
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exchange messages with each other for the honest nodes to
reach an agreement on the state of the system through the
majority. The final decision is based on a majority rule and
can handle up to third malicious byzantine replicas [3]. PBFT
is more efficient than PoW, but the model only works well
with small consensus group sizes because of the cumber-
some amount of communication required between the nodes.
Hence, PBFT is optimal for smaller blockchains. Many plat-
forms have implemented PBFT such as the Linux Foundation
Hyperledger Fabric [3] and Multichain [10]. Other variants of
the PBFT are the Federated Byzantine Agreement (FBA) [31]
and Delegated Byzantine Fault Tolerant (dBFT) [32].

Intel recently developed a new blockchain consensus algo-
rithm known as the Proof of Elapsed Time (PoET) [33],
which is integrated with Hyperledger. The Proof of Elapsed
Time (PoET) was created for the Hyperledger Sawtooth
Blockchain project (San Francisco, CA, USA), which is a per-
missioned blockchain. Proof of Elapsed Time (PoET) is a
leader election algorithm designed to run on Intel CPUs in a
Trusted Execution Environment (TEE). It achieves consensus
by utilizing the TEE of Intel SGX CPUs. Before storing a
block in the blockchain, nodes must wait for a random time
selected from a trusted enclave. The TimeChecker function
validates random time selection. Subsequently, the block can
only be appended to the blockchain [12].

Round Robin (RR) consensus permits entities to create
blocks in rotation. More specifically, each entity in a given
time window can only generate a certain number of blocks,
which is determined by a network parameter known as mining
diversity, which specifies how many blocks to wait before
attempting to mine again [18]. This model ensures that no
single participant creates the majority of the blocks, and
it benefits from a straightforward approach, lacks crypto-
graphic puzzles, and has low power requirements. Because
there is a need for trust between nodes, RR does not
work well in permissionless blockchain networks that most
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cryptocurrencies use. This is due to the fact that malicious
nodes could constantly add new nodes to increase the like-
lihood of deploying new blocks. In the worst-case scenario,
they could sabotage the blockchain network’s proper opera-
tion [34]. A comparison of the discussed consensus mecha-
nisms is presented in Table. 2.

There are many other mechanisms for validating blocks
that have not been discussed here, such as the Leased Proof
of Stake (LPoS) [10] Proof of Capacity (PoC) [35], [36] Proof
of Burn (PoB) [37] Proof of Importance (Pol) [38], Algo-
rand [39] RepuCoin [40], Ripple [41], Stellar [31], Proof of
Use (PoU), Proof of Hold (PoH), Proof of Stake/Time (PoST)
and Proof of Minimum Aged Stake (PoMAS).

Blockchain introduced a technology in which the concept
of a smart contract can be materialized. Smart contracts
are lines of code or small programs that are stored on the
blockchain, like any other transaction, and are automatically
executed when predefined terms and conditions are met [3].
In 1993, Nick Szabo defined a smart contract as ““a computer-
ized transaction protocol that implements the terms of a con-
tract.” Although Bitcoin provides a basic scripting language,
it turned out to be inadequate, resulting in the emergence
of new blockchain platforms with built-in smart contract
functionality [10].

Ethereum [50] is a leader blockchain that supports the
use of smart contracts. Smart contracts are now embedded
in the vast majority of current blockchain applications, such
as Hyperledger [51], in which smart contracts are deployed
on the network in packages referred to as chaincode. Smart
contracts allow for the definition of functions and terms that
go beyond cryptocurrency exchange, such as validating assets
in a specific set of transactions involving non-monetary items,
making them an ideal component for extending blockchain
technology to other areas [10].

Smart contracts offer a range of advantages such as speed,
accuracy, transparency, and efficiency, which have promoted

VOLUME 9, 2021



E. A. Shammar et al.: Survey of loT and Blockchain Integration: Security Perspective

IEEE Access

TABLE 2. Comparison between consensus mechanisms [31], [42]-[49].

Consensus Blockchain Energy Example Scalability Mining Mechanism Transaction
Mechanism Type Saving Rate
PoW Permissionless No Bitcoin Ethereum, Not scalable Based on Proof based Low
BitShares, NameCoin, computational 7 transactions
LiteCoin, DogeCoin and power per second
Monero (TPS)
PoS Permissioned Partial Peer coin Nextcoin, Nxt, Good No mining Tokens/coins High
/Permissionless BlackCoin, ShadowCash Random selection amount of
Crave, and Ethereum of verifier locked assets
DPoS Permissionless Partial Bitshares, Monax, Lisk, High Democracy Vote based High
and Tendermint ~million
PBFT and Permissioned Yes Hyperledger Medium No proof of work Vote based High
Variants Fabric based mining
(Random selection
of verifier)
Proof of Permissioned Yes Ethereum High A validator’s identity Reputation- High
Authority /Permissionless Microsoft Azure performs the role of based
(PoA) stake
PoET Permissioned Yes Coin desk, Good Election of verifier Lottery Medium
Hyperledger
Sawtooth
RR (Round Permissioned Yes Multichain Poor Pseudo-randomly Vote based High
Robin) and Tendermint selection

Turn base on the
interval time

the emergence of many new applications in a variety of fields.
Smart contracts also ensure a greater degree of security,
reduce dependence on trusted brokers, and lower transaction
costs. Furthermore, the smart contract allows us to convert
legal obligations into automated processes [3]. However, the
advantages of smart contracts do not come without cost,
as they are vulnerable to a variety of attacks that present
new challenges. Delegating contract execution to computers
introduces some complications because it exposes them to
technical issues such as viruses, hacking, bugs, or communi-
cation failures. Bugs in smart contract coding are especially
dangerous because of the irreversible and immutable nature
of the system. Mechanisms for verifying and ensuring the
correct operation of smart contracts are required for them
to be widely adopted and safely embraced by customers and
providers. Formal validation of contract logic and its validity
are areas of research where contributions are expected to be
made in the coming years [10].

There are many existing blockchain platforms, such as
Bitcoin [14], Ethereum [2], [50], [52], Hyperledger [30], [51],
Multichain [53], and IOTA [54]. Bitcoin is a cryptocurrency
and digital payment system based on a P2P network that
does not require any central authority. It was launched in
2008 [14] by a person or group of people known as Satoshi
Nakamoto in their historical paper [1]. Based on the core
concept of blockchain, Bitcoin users do not use real names;
instead, they use pseudonyms. Bitcoin relies on three main
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technical components: transactions, consensus protocols, and
communication networks [17]. A conflict (fork) occurs in Bit-
coin when multiple miners (in competition) generate blocks
simultaneously, and each miner considers its own block a
legitimate block to be added to the blockchain. To avoid
conflicts between miners and share the same blockchain,
Bitcoin uses the longest chain rule [1], [15].

In 2013, a new blockchain platform called Ethereum was
introduced [50]. Ethereum is a public blockchain that deploys
smart contracts to write and execute code in a distributed
manner. Ethereum can be considered as a programmable
blockchain. In contrast to Bitcoin transactions, where user
operations are fixed, the user can create a complex opera-
tion using Ethereum, expanding the application of Ethereum
beyond cryptocurrencies. In addition to smart contracts,
Ethereum is distinguished by the Ethereum Virtual Machine
(EVM) as its core. The EVM is a smart contract sandbox
environment that isolates code running within it from net-
work access, other processes, or filesystems [4]. To validate
the blocks, Ethereum employs a PoW mechanism known as
Ethash. There is currently a beta version of Ethereum that
uses a PoS-based protocol called Casper. Ethereum can also
be used as a private blockchain, in which the participating
nodes are pre-selected; thus, a proof-of-work mechanism is
no longer required [1]. However, there have been security
issues with Ethereum in the past. One of them was the Decen-
tralized Autonomous Organization (DAO) hack in 2016 [55].
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DAO is an independent entity that operates through a smart
contract and is in charge of transactions, eliminating the
need for a central authority. However, an attacker found a
bug that allowed him to drain 3.6 million ETH (equivalent
to $70 million). Before the smart contract could update the
balance, the attacker was able to request the return of the ether
several times from the DAQO. Furthermore, because Solidity
is a young language with little support, modifications can be
difficult [2].

Hyperledger [51] is a Linux Foundation project that devel-
ops and promotes a variety of business blockchain technolo-
gies, including distributed ledger frameworks, smart contract
engines, utility libraries, client libraries, graphical interfaces,
and sample applications [3]. The goal of Hyperledger is to
create a scalable blockchain that will enable organizations to
conduct business with anyone without the need for mutual
trust. Hyperledger also aspires to go where blockchain has
not yet arrived by incorporating new processes into tradi-
tional blockchain features for more accurate verification of
those involved identities [4]. Some of the frameworks that
Hyperledger provides are Hyperledger Fabric (contributed
by IBM) [51], [56], Hyperledger Sawtooth [33], Hyperledger
Iroha [57], Hyperledger Burrow, Hyperledger Indy [3].
Hyperledger also contains open-source tools such as Hyper-
ledger Composer [58], Hyperledger Caliper, Hyperledger
Explorer, Hyperledger Grid, Hyperledger Cello, Hyper-
ledger URSA, and Hyperledger Quilt/Interledger.js.

Multichain [53], [59] is a private permissioned blockchain
solution based on the use of streams, which act as an inde-
pendent append-only collection of items, increasing the con-
fidentiality of shared data. Multichain is a stable and simple
way to store data with smart contracts. It is distinguished by
its adaptability, which allows permission changes and delega-
tions [18]. Multichain is based on the blockchain of Bitcoin,
but Multichain is an open-source blockchain platform that
natively supports the confidentiality of transactions and sup-
ports multi-asset financial transactions and multi-currency.
Multichain also supports multiple networks simultaneously
on a single server. The consensus mechanism in Multichain
is similar to PBFT, with one validator per block and a round-
robin algorithm [4], [18].

Blockchain technology has limitations in terms of scalabil-
ity, cost, and efficiency, which prevents its use in applications
that require efficient microtransactions. This limitation has
a significant impact on its adoption in emerging IoT appli-
cations. Owing to the issues and limitations of blockchain
technology, researchers have begun to consider blockchain
variants [60]. Sergio Demian Lerner published a paper titled
“Dag Coin: a cryptocurrency without blocks™ in 2015 [61],
which introduced the concept of the DAG chain for the first
time. A Directed Acyclic Graph (DAG) is one of the most
vital variants of blockchain technology. It is a type of graph
with directional links. Dag graphs are acyclic with no loops
inside the structure, which means that the links cannot be
bidirectional [60]. Unlike the blockchain concept, however,
DAG does not require miners to authenticate each transaction.
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Before a new transaction can be successfully recorded on
the blockchain network, it needs validation of at least two
previous transactions. The nodes that hold transactions are
referred to as sites, and the links that connect them are
referred to as edges. The rule is that a site is connected to
at least two other sites by incoming edges, and sites with
fewer than two incoming edges are called unconfirmed and
are usually located at the end, which is called the tip of the
tangle [2]. DAG has no miners, so there are no miners’ fees,
which helps to keep authentic transaction fees to a minimum
[60], [62]. The Gossip algorithm is used in the DAG network
to ensure the final consistency of states between different
transactions. Although it cannot guarantee the consistency of
the network’s states at all times, their final data consistency
will be obtained at some point in the future. After a certain
period of time, all the nodes in the network will be agreed
upon, even if some of them go offline or new nodes join [63].
Owing to its optimized validation, high scalability, efficient
provenance, multi-party involvement, and IoT support, DAG
has revolutionized blockchain technology and will be useful
for any type of IoT-based micro-transaction scenario, includ-
ing those involving logistics [60].

The DAG structure is well suited for large-scale transac-
tion scenes because of the inherent advantages of parallel
processing and multi-thread operations. However, it still has
some drawbacks, such as the fact that it does not support
strong consistency and that security performance has not been
massively validated, which must be corrected and improved
gradually [63]. Some distributed ledger systems are based on
the DAG structures. For example, NXT was the first cryp-
tocurrency to propose switching to a DAG-based blockchain
rather than Blockchain’s LinkedList structure [60]. Another
example is IoTA [64], which is a new ledger-based cryp-
tocurrency designed for micropayments. IoTA is a popular
blockchain protocol for IoT devices. With more users, the
IoTA network becomes more scalable, allowing it to process
more transactions per second. Other DAG-based distributed
ledger systems include Orumesh [60], Byteball [63], Hash-
graph [62], and NANO (formerly known as RaiBlocks) [60].
Table. 3 introduces a comparison between the blockchain
platforms mentioned previously.

There are some other blockchain platforms, in addition
to the previously discussed platforms, such as Ripple [41],
Corda [65], [66], HDAC [67], Cosmos [68], loTeX [69],
BigchainDB [70], ChainCore [4], [71], Domus Tower
Blockchain [72), HydraChain [73], [74], OpenChain [75].

IIl. CONSENSUS FOR BLOCKCHAIN-BASED loT

The use of blockchain in an IoT context may provide sev-
eral benefits, such as trustworthiness and non-repudiation
of data. However, the constrained nature of IoT sensors is
incompatible with the high computational power required
for blockchain. A naive application of blockchain for IoT
results in long delays and a large amount of computational
power [79]. The formation of consensus by more than half
of the peers for each block is critical to the success of the
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TABLE 3. Blockchain platforms comparison [2], [76]-[78].

Features Bitcoin Ethereum Hyperledger Fabric Multichain IoTA
Block size 1 MB Ethereum’s block size Hyperledger’s block size up to 1 GB Does not use
varies varies blocks
Permissioned? No Yes Yes Yes Resemble in work
Permissionless? Yes Yes No No Yes
Validation Time 10 minutes 15-20 sec Less than Ethereum - Varies from
minutes to hours
Consensus PoW PoW, PoS (Casper) PBFT Round robin Tip Selection
Mechanism Algorithm
Scalability No No Yes Yes Yes (high)
Throughput 7 TPS 20 TPS between 3,000 and 20,000 based on the calculation it 7-12 TPS
TPS
could process over 2
million TPS
Vulnerability to 51% attack 51% attack >1/3 faulty nodes & DoS - 34% attack
attacks attack
Cryptocurrency Bitcoin Ether No native cryptocurrency Multi-cryptocurrency mIOTA
Smart Contract No Yes (Written in Solidity) Yes (Written in Go, Java, Not applicable Not applicable
Node.js)
Data Yes No Yes Yes No
Confidentiality
User No Digital Signature Based on Enrolment Login Signup Module Digital signatures
Authentication Certificates
Energy & High High Low Low Low
Computational
Cost

blockchain. Nevertheless, in large-scale systems, this results
in a lower transaction rate as the time to reach consensus
grows exponentially. Modern business blockchain systems,
such as Hyperledger, have addressed this issue by reducing
the number of involved peers and limiting verification to
trade. However, because block verification is not performed
and Byzantine Fault Tolerance is not required, both of these
changes may allow malicious trades to occur [80].

Several studies have proposed consensus mechanisms for
blockchain-based IoT. In Babelchain [81], a novel consensus
protocol called Proof of Understanding (PoU) was proposed,
with the goal of adapting PoW for IoT applications. Instead of
using miners to solve the hash puzzles, the proposed protocol
translates from different protocols to save energy. As a result,
the effort is more focused on useful computation while also
addressing a critical problem in IoT communications. Instead
of agreeing on transaction status, network peers agree on mes-
sage meanings (format, content, and action). Furthermore,
blockchain data, such as learning sets, provide information
for learning.

Biswas et al. [80] proposed a novel lightweight Proof of
Block & Trade (PoBT) consensus algorithm that ensures
block security during both the trade validation and block
creation phases. The authors employed a lightweight consen-
sus algorithm that incorporates peers based on the number
of nodes in a session. This reduces the computational time
required by peers and enables higher transaction rates for IoT
devices with limited resources. By using a distributed peer
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system for local and global trade, the memory requirements
at the IoT nodes are reduced. The analysis and evaluation of
security aspects, computation time, memory, and bandwidth
requirements showed a significant improvement in the overall
system performance.

Moudoud et al. [79] proposed a lightweight consensus for
IoT (LC4I0T), which reduces the computational power, stor-
age capacity, and latency. LC4loT overcomes the challenges
of using blockchain in an IoT context and ensures openness.
Extensive simulations were performed to assess the consen-
sus. The results showed that the proposed consensus requires
little computational power, storage capacity, and latency.

Zhidanov et al. [6] proposed a novel consensus algorithm
called ‘Trinity’ based on a combination of PoW, PoA, and
PoS. Because the computational resources of mobile devices
are currently underutilized, this consensus algorithm moti-
vated the inclusion of mobile devices in the new block gen-
eration process. Trinity’s underlying concepts are ID-based
cryptography and Shamir Secret Sharing, which allow secret
key dissemination and reconstruction using only a portion of
previously distributed shares.

Niya et al. [82] demonstrated a PoS-based blockchain
called Bazo, which was specially designed and adapted for
IoT data streams. This project includes the creation and
implementation of an adaptation layer for IoT data streams.
The Bazo system was developed and tested in the real world
using LoRa devices, as well as simulated in several sce-
narios using the NS-3 simulator. Compared to PoW-based
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blockchains, Bazo performs better in terms of energy con-
sumption and transaction processing. Sharding and trans-
action aggregation methods were used to further improve
Bazo’s performance. Moreover, loT-blockchain adaptation
helpers with a modular and layered architecture are provided
to enable wireless devices to send data to the blockchain.
The designed architecture is capable of supporting a wide
range of hardware and software platforms, as well as network
technologies.

Dorri et al. proposed a lightweight consensus algorithm
in LSB [12]. The proposed lightweight consensus algo-
rithm restricts the number of new blocks generated by Clus-
ter Heads (CHs) during a configurable consensus period.
To reduce the computation overhead associated with verify-
ing new blocks that will be added to the public blockchain,
LSB employs a distributed trust algorithm. Each CH accu-
mulates evidence about other CHs based on the validity of the
new blocks that they generate. The number of transactions in
a new block that must be verified gradually decreases as the
CHs gain trust in one another.

Because of their limited storage capacity, lightweight IoT
devices cannot store the entire blockchain. Kim et al. [83]
proposed a storage compression consensus (SCC) algorithm
that compresses a blockchain on each device to ensure storage
capacity. When a lightweight device lacks sufficient storage
space, it processes the SCC to compress the blockchain.
Although the proposed consensus includes additional pro-
cesses, it improves the maintenance of lightweight device
systems by acquiring free storage capacity. According to the
simulation results, the SCC can save 63% on storage. As a
result, the proposed SCC can be used to build a blockchain-
based storage-efficient lightweight IoT network.

Bai et al. [84] proposed a two-layer consensus optimized
for IoT requirements: Base-Layer and Top-Layer. The Base-
Layer is made up of low-resource devices that are connected
to the server as well as users and other nodes. A highly
scalable and fully decentralized blockchain that performs
basic functions was presented in this layer. Countless blocks
are mined and submitted each round, but only one block is
selected by the Top-Layer to be recorded. The Base-Layer
consensus reduces the mining difficulty and resource con-
sumption to increase the TPS to meet the large-scale IoT envi-
ronment. Special nodes run a non-Byzantine fault-tolerance
algorithm to determine accounting rights in a random form.
The two-layer consensus combines the benefits of blockchain
and IoT to overcome deficiencies, allowing for greater IoT
applications. According to the analysis and evaluation, a con-
sensus has better fault tolerance and increased scalability.

Puthal et al. [85], [86] proposed Proof-of-Authentication
(PoAh), a novel consensus algorithm that can be incorpo-
rated into resource-constrained distributed systems. PoAh not
only secures systems, but also ensures system sustainability
and scalability. To validate its performance, the proposed
consensus algorithm is theoretically evaluated in simulation
scenarios and real-time hardware testbeds. While running
on limited computer resources (e.g., singleboard computing
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devices such as the Raspberry Pi), the proposed PoAh has a
latency of approximately 3 s.

Dorri et al. [87] proposed a tree-chain, which is a scalable,
fast, and lightweight consensus algorithm for IoT applica-
tions. Tree-chain incorporates a consensus algorithm that
does not require validators to solve any puzzles or provide
proof of x before storing a new block. The hash function out-
puts were used to generate randomization among the valida-
tors. The tree-chain introduced two levels of randomization
among the validators: 1) transaction level, where the validator
of each transaction is chosen at random based on the most
significant characteristics of the hash function output (known
as consensus code), and 2) the blockchain level, where the
validator is randomly assigned to a particular consensus code
based on a set of criteria. The tree-chain introduced the
parallel chain branches, with each validator committing the
corresponding transactions to a separate ledger. Furthermore,
the tree-chain introduced a load-balancing algorithm that
allows overloaded validators to involve new validators, ensur-
ing the blockchain’s self-scaling feature. The implementation
results show that the tree-chain has a low processing overhead
and can be run by low-resource IoT devices. The tree-chain
will allow for new fast blockchain applications in resource-
constrained scenarios, such as the IoT.

To achieve a lightweight blockchain, Li et al. [88] proposed
an improved PBFT blockchain consensus mechanism based
on a reward and punishment strategy. The authors proposed
a blockchain storage optimization scheme based on reward
and punishment (RS) erasure code to reduce storage over-
head while ensuring blockchain recoverability. Experimen-
tal results showed that the strategies proposed in this paper
can reduce the consensus delay, communication resources
required for consensus, and blockchain storage costs.

Table. 4 provides a brief description of the previously
discussed consensus mechanisms.

IV. BLOCKCHAIN SCALABILITY IN loT

Blockchain has gained popularity as a result of the use of
Bitcoin for online transactions that do not require third-party
security. However, the most difficult challenge for blockchain
providers is the scalability [20]. Scalability issues must be
addressed to integrate IoT and blockchain. On the one hand,
because of their sheer number, IoT devices will generate
transactions at a rate that current blockchain solutions will
not be able to handle. However, owing to resource con-
straints, it is impossible to implement blockchain peers on
IoT devices. Both technologies cannot directly be integrated
in their current state [89].

To address the issue of scalability, various techniques such
as Segwit, Sharding, block size increase, PoS, and off-chain
state have been proposed [4]. Segwit, or segregated witness,
is a scalability solution that increases the number of trans-
actions in a block while keeping the block size constant.
By removing the signature data from the Bitcoin transaction,
a segregated witness creates room for new transactions. This
signature data is stored in a base transaction block outside the
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TABLE 4. Consensus mechanisms for Blockchain-based loT.

Year

Paper

Name of algorithm

Feature

2016

(81]

Proof of
Understanding
(PoU)

A novel consensus protocol that proposed translating from different protocols to save energy
instead of using miners to solve hash puzzles.

Network peers agreed on message meaning (format, content, and action) instead of agreeing on
the transaction status

Blockchain data, such as a learning set, provide information for learning.

2019

(80]

Proof of Block &
Trade (PoBT)

A lightweight consensus algorithm.

Block security is ensured during both trade validation and block creation phases.
The PoBT reduces the bandwidth required at critical network points.

PoBT also reduces the memory requirements of IoT nodes.

PoBT enables higher transaction rates for IoT devices with limited resources.

2019

[79]

Lightweight
consensus for [oT
(LC4I0T)

Secure architecture that overcomes the challenges of using blockchain in an IoT context
The proposed consensus requires little computational power, storage capacity, or latency.

2019

(6]

Trinity

e A combination of Proof-of-Work (PoW), Proof-of-Activity (PoA), and Proof-of-Stake (PoS).

Trinity motivated the inclusion of mobile devices in the new block generation process.
Underlying concepts are ID-based cryptography and Shamir Secret Sharing which allow secret
key dissemination and reconstruction using only a portion of previously distributed shares.

2019

(82]

Bazo

Proof-of-Stake (PoS) based.

The creation and implementation of an adaptation layer for IoT data streams.

Bazo performed better than PoW in terms of energy consumption and transaction processing.
The designed architecture was capable of supporting a wide range of hardware and software
platforms, as well as network technologies.

2019

[12]

A lightweight consensus algorithm that restricts the number of new blocks generated by Cluster
Heads (CHs) within a predefined consensus period.

A distributed trust algorithm was used to reduce the computational overhead associated with
verifying the new added blocks to the public blockchain.

2019

(83]

Storage
Compression
Consensus (SCC)

Compresses a blockchain in each device to ensure storage capacity.

When a lightweight device lacks sufficient storage space, it processes the SCC to compress the
blockchain.

Although the proposed consensus included additional processes, it improved the maintenance of
the lightweight device system by acquiring free storage capacity.

SCC can save 63% in storage.

SCC can be used to build a blockchain-based storage-efficient lightweight IoT network.

2019

(84]

Two-layer consensus (Base-Layer and Top-Layer).

The Base-Layer consensus reduces mining difficulty and resource consumption to increase
transactions per second (TPS) to meet the large-scale IoT environment.

Countless blocks were mined and submitted each round, but only one block selected by the Top-
Layer can be recorded.

Low-resource devices attached to the server and with users and other nodes form the Base-
Layer.

Special nodes, running a non-Byzantine fault tolerance algorithm to determine accounting rights
at random, form the Top-Layer with another high-security blockchain.

A two-layer consensus has a better fault tolerance and increased scalability.

2019,
2020

[85],
[86]

Proof-of-
Authentication
(PoAh)

PoAh not only secured systems but also ensured system sustainability and scalability.
PoAh had a latency of approximately 3 seconds when running on limited computer resources
(e.g., single-board computing devices such as Raspberry Pi)

2020

[87]

Tree-chain

The Tree-chain algorithm includes a consensus algorithm that does not require validators to
solve puzzles or provide proof of x before storing a new block.

The hash function outputs are used to generate randomization among the validators.
Tree-chain introduces randomization among the validators at two levels: transaction and
blockchain levels.

The Tree-chain is a scalable, fast blockchain instantiation.

The Tree-chain introduces a load-balancing algorithm and parallel chain branches.

It can be run by low-resource IoT devices because of its low processing overhead.

2021

(88]

Improved PBFT blockchain consensus mechanism based on the reward and punishment strategy.
Blockchain storage optimization scheme based on reward and punishment (RS) erasure code.

e Reducing consensus delay, communication resources required for consensus, and blockchain

storage costs.
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chain. This separation of the validation portion allows more
transactions to be stored without increasing the block size.

Ethereum developers are working on partitioning schemes
such as sharding. In a distributed environment, partition-
ing leads to the handling of all application requests in a
single shard and balances the load among shards; hence,
the performance will scale up. However, there are very few
applications that can be optimally partitioned in practice.
As a result, the system must be able to handle requests from
multiple shards. Furthermore, the concept of directed acyclic
graphs (DAG) is used in Ethereum, where nodes represent
transactions, and edges represent the confirmation direction.
Although the problem of balanced graph partitioning is non-
deterministic polynomial (NP) complete, methods for parti-
tioning Ethereum blockchain graphs have been developed.
These methods are classified as hashing methods, Kernighan
Lin (KL) methods, METIS, R-METIS, and TR-METIS
methods [20].

Biswas et al. [89] proposed a framework that enables the
blockchain ledger to scale across all peers by establishing a
local peer network. It limited the number of transactions that
enter the global blockchain by implementing a scalable local
ledger while maintaining peer validation of transactions at
both the local and global levels. The results of the implemen-
tation testbed showed that significant improvements in the
transaction rate and ledger weight were possible. This would
improve the scalability of large-scale business transactions in
IoT and address the issue of memory requirements for storing
blocks. However, the current implementation and evaluation
have been carried out in part on virtual machines, with the
application written in Node-red.

Dorri et al. proposed a tiered structure in LSB [12],
in which a single public blockchain was managed by the
overlay nodes in a distributed manner, and the devices within
each smart home were managed independently by a home-
specific Local Block Manager (LBM). An overlay network
can have a large number of nodes. To ensure scalability, the
authors assumed that the public blockchain is managed by
a subset of overlay nodes organized as clusters, in which
only the Cluster Heads (CHs) are responsible for managing
the public blockchain. Furthermore, the authors proposed a
lightweight consensus algorithm that restricted the number
of new blocks generated by CHs during a configurable con-
sensus period. The results showed that their approach scaled
better and protected against a broader range of attacks.

Shahid et al. proposed “Sensor-Chain,” a lightweight
scalable blockchain framework for resource-constrained IoT
sensor devices in [90]. A global blockchain is divided into
smaller disjoint local blockchains in the spatial domain such
that the required storage space is always less than that of
a conventional blockchain. To limit the size of the local
blockchains in the temporal domain, a temporal constraint
was imposed on their lifespan. A sensor node must maintain
no more than one local blockchain in its memory at any
given time. The authors compared Sensor-Chain to other
approaches by analyzing and testing it in terms of long-run
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performance and scalability. Experiments showed that it takes
up far less storage space than other approaches.

Zhou et al. [91] attempted to cover and categorize exist-
ing blockchain-scaling solutions. Furthermore, they com-
pared various methods and proposed potential solutions
to the scalability problem of blockchain. They described
the blockchain performance problem regarding scalability
and then classified the existing mainstream solutions into
several representative layers. Moreover, to provide a com-
prehensive explanation, they elaborated on some popular
solutions, such as Sharding, Cross-chain, and Sidechain.
In addition, based on the drawbacks discovered, the authors
summarized several potential research directions and open
issues, such as inefficient cross-shard transactions, massive
amounts of blockchain data that need to be compressed
or pruned, and unfinished protocols to bridge the existing
blockchain to cross-chain platforms. Chapter 15 in the Hand-
book of Research on Blockchain Technology [20] covers
chain partitioning-based scalability, DAG-based scalability,
and horizontal scalability through sharding.

V. loT SECURITY

Notwithstanding the benefits provided by IoT services, where
IoT technology is successfully implemented on lamps, refrig-
erators, air conditioners, washing machines, wristwatches,
mobile phones, etc., managing IoT communications has
become a challenge. A large number of IoT devices can be
installed anywhere the end-user wants, leaving them unat-
tended and being a desirable target for others to attack.
In addition, manufacturers do not consider the security of
these devices because of the large-scale deployment of IoT
devices. For bulk-manufactured devices, default usernames
and passwords are the same. Many IoT devices are shipped
with a pre-programmed key that cannot be changed. In addi-
tion, IoT networks are heterogeneous and dynamic in nature,
allowing various (untrusted) devices to indefinitely join the
network. In the event of a hack, device intentions may differ
during connection time, or malicious devices may masquer-
ade as benign [1], [7], [11]. Data integrity is another issue
in IoT security. One of the most important IoT applications
is the decision support system. The information gathered
by the sensors can be used to make timely decisions. As a
result, the system must be protected from injection attacks,
which attempt to inject false measures and thus influence
decision-making [92].

According to Gartner’s research, half of all IoT security
budgets will address errors, recalls, and safety failures rather
than protection by 2022. As a result of the gradual expansion
of business associated with this type of always-connected
environment, new technological challenges and implications
for security, privacy, and interoperability will emerge [4].
Therefore, security is a well-recognized and popular neces-
sity for IoT devices and the widespread use of IoT applica-
tions. Because IoT devices have limited resources and are
not manufactured with a built-in security principle, they are
more vulnerable to attacks. Moreover, given the growth of the
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Internet of Things, IoT devices are a major security concern,
and their vulnerability opens the door to various types of
attacks [7].

A recent example of a distributed denial of service (DDoS)
attack, which took down DNS services in Europe and North
America, was the attack against DNS provider Dyn in Octo-
ber 2016 using a botnet of Linux-based devices infected with
Mirai malware. The unsecured IoT devices (including IP
surveillance cameras, residential gateways, and baby moni-
tors) used in this attack, send a large amount of data to Dyn
and crash their servers. Mirai DDoS attacks are managed
to disrupt major Internet services such as Twitter, Netflix,
PayPal, and Amazon. This attack demonstrated that while
individual IoT devices may not be powerful, their collab-
oration as a large-scale botnet enables them to be a threat
capable of overwhelming well-prepared defenses of critical
Internet services such as the Domain Name System (DNS).
However, owing to the limited capabilities of IoT devices and
their deployment mode (large-scale and distributed), main-
taining and securing each individual IoT device is a chal-
lenge. Hence, how can we deter the potential misuse of IoT
devices [93], [94]?

Several solutions related to security and privacy have been
proposed for IoT environments that provide prevailing secu-
rity requirements, such as authentication, integrity, and con-
fidentiality. Nevertheless, owing to resource constraints and
heterogeneous IoT devices, current solutions cannot meet the
security requirements required in the upcoming large-scale
IoT paradigm. Although some security-based solutions are
secure and efficient, they are generally based on central-
ized mechanisms. A well-known mechanism of Public Key
Infrastructure (PKI) encounters scalability problems in the
case of one million nodes [92]. Furthermore, the centralized
mechanism faces a single-point of failure problem, which can
lead to a catastrophic failure of the entire system and endanger
the entire network [85], [86]. A publicly verifiable audit
trail without a trusted third party is recommended to solve
single-point of failure and non-repudiation problems [4].
Blockchain technology has gained tremendous attention in
terms of addressing security, anonymity, traceability, and
centralization [92]. Integrated with blockchain technology,
IoT systems can benefit from decentralized resource man-
agement, lower operating costs, and resistance to threats and
attacks [17]. The proliferation of blockchain-enabled IoT
will open up new horizons for services and applications for
the next generation of cellular and personal wireless net-
works [95]. Blockchain presents a booming venture that fits
the stringent requirements of less capable IoT devices in a
typically decentralized structure. Efforts to adopt blockchain
to secure communications in IoT using public-key schemes
are attracting a lot of interest in the research community [16].
The convergence of IoT and blockchain aims to overcome
the major challenges of realizing the IoT platform in the near
future [17].

Blockchain is a “‘secure by design’ system that can
mitigate security risks due to its capabilities such as

VOLUME 9, 2021

immutability, auditability, transparency, data encryption, and
operational resilience. To overcome security weaknesses in
IoT, researchers and developers in the ICT sector have
decided to integrate ‘“‘security by design” technology into
IoT [4]. Blockchain will change the way we share information
in which trust in distributed environments can be built without
the need for authorities. Since its inception, [oT has made
use of technologies such as cloud computing and big data
to overcome its limitations, and we believe that blockchain
will be a promising technology [10]. Extending the IoT struc-
ture for Device-to-Device (D2D) systems with blockchain
provides three key benefits: trust (building trust between
parties and devices, and reducing the risk of tampering and
collusion), cost savings (removing overhead associated with
intermediaries and middlemen), and accelerated transaction
rate (reducing settlement time) [89].

In the IoT scenario, blockchain and, more broadly, P2P
approaches may play an important role in the development
of decentralized and data-intensive applications that run
on billions of devices while protecting user privacy [96].
Blockchain technology is expected to be used to keep a ledger
of IoT device transaction logs and communications [89].
The blockchain stores all transactions permanently. Thus,
by exploring the corresponding transaction ledger for that
node, the history of transactions generated by that node can be
audited. In a smart home, for example, the homeowner needs
to know who has accessed their IoT devices or data. Using
blockchain, it is possible to traverse the entire ledger to review
previous actions because each transaction retains the ID of its
preceding transaction [12].

VI. loT SECURITY USING BLOCKCHAIN

Moving towards decentralized architectures, blockchain tech-
nology has gained tremendous attention in terms of address-
ing security, anonymity, traceability, and centralization [92].
The security of this technology stems from the use of hash
functions to chain blocks to ensure immutability, as well
as the use of encryption and digital signatures to secure
data. The distributed nature of the blockchain ensures its
availability [18]. Enabling blockchain technology in IoT can
help to achieve a properly distributed consensus-based IoT
system that overcomes security issues. Even if this is an ideal
match, it is still a challenging endeavor[97]. Because most
existing blockchain schemes are not dedicated to the IoT
ecosystem, they are unable to meet the specific requirements
of the IoT [98]. IoT environments are resource-constrained
with limited capabilities in terms of computation, energy,
and storage, which discourages the use of blockchain, which
has high computational complexity, limited scalability, high
bandwidth overhead, and latency, which is unsuitable for
10T [99].

Filament, which uses blockchain technology, is a notable
IoT project in terms of security. It is a hardware and software
solution that enables smart contracts and bitcoin-based pay-
ments in the IoT. Filament devices include embedded crypto
processors that support five protocols: Blockname, Telehash,
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smart contracts, Pennyback and Bittorrent protocols. Block-
name manages device identity, whereas Telehash, which is
an open-source implementation of the Kademlia distributed
hash table (DHT), provides secure encrypted communica-
tions, whereas smart contracts define how a device can be
used [10].

Fakhri and Mutijarsa [100] built IoT systems with and
without blockchain and compared the two approaches.
MQTT is a communication protocol used in an IoT sys-
tem that does not use a blockchain. Ethereum was used as
a blockchain platform, along with a smart contract, in the
other system. The security levels of both IoT systems were
evaluated by simulating attacks and observing their security
features. The results of the tests showed that the IoT system
based on blockchain technology had a higher level of security
than the IoT system that did not use blockchain technology.

Sagirlar et al. [97] presented a novel hybrid blockchain
architecture for IoT, referred to as Hybrid-IoT. In Hybrid-
IoT, subgroups of IoT devices, referred to as PoW sub-
blockchains, were created. The connection between the PoW
sub-blockchains was then made using a Byzantine Fault Tol-
erance (BFT) interconnector framework, such as Cosmos or
Polkadot. The authors’ work focused on the formation of
PoW sub-blockchains that are guided by a set of metrics,
dimensions, and bounds. The performance evaluation vali-
dated the PoW sub-blockchain design according to the guide-
lines of the sweet-spot. The results showed that the guidelines
of sweet-spot help to prevent security vulnerabilities.

To provide an IoT network with a scalable and dynamic
communication architecture, a dynamic blockchain-based
trust system was proposed in [101]. The proposed architec-
ture practically labeled all IoT devices and mapped them
as full nodes and lightweight nodes. The authors assessed
whether this design could improve security by managing the
IDs of IoT devices while making it more difficult for attackers
to impersonate [oT nodes. For example, if an attacker wants to
join an IoT network by impersonating an ID, the label must
first be assigned. If the attacker pretends to be a full node,
high-level security verification will either catch him or make
the attack extremely costly. It is also difficult if the attacker
just wants to pretend to be a lightweight node because all
history is recorded and the attacker must fake everything all
over again each time they try to attack. However, IoT with
blockchain topology should not only manage the ID but also
protect the information exchanged in the IoT network.

Chakraborty et al. [102] proposed a two-layered architec-
ture for dealing with security in resource-constrained IoT
nodes. The goal of the model is to provide a more feasi-
ble framework by considering a large number of real-time
factors. The selection of efficient cryptography algorithms,
in addition to blockchain, plays a significant role in further
strengthening the network. The authors concentrated on opti-
mizing the computational load so that the model could meet
the feasible deployment conditions. Although dividing the
IoT network into layers reduces the computational load at
each stage, the load split is not proportional to the amount
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of work done at each level. Flexibility in monitoring the
computational load and distributing workload was introduced
at each level. Layer O is composed of nodes that are unable
to enforce security primitives owing to resource constraints,
whereas level N is composed of primary and secondary nodes,
with primary nodes handling processing and secondary nodes
assisting the primary nodes. Layer 0 nodes are unable to com-
municate directly with each other because of their inability to
enforce security.

Alphand et al. [103] proposed IoTChain, an IoT secu-
rity management platform. IoTChain combined OSCAR
architecture elements with the Internet Engineering Task
Force (IETF) ACE authorization framework to provide an
end-to-end (E2E) solution for secure authorized access to IoT
resources. [oTChain is made up of two parts: an authorization
blockchain based on the ACE framework and the OSCAR
object security model, which has been enhanced with a group
key scheme. While OSCAR uses the public ledger to set
up multicast groups for authorized clients, the blockchain
provides a flexible and trustless way to handle authorization.

ClIoTA, a lightweight framework that uses the concept of
blockchain to perform distributed and collaborative anomaly
detection for devices with limited resources, was proposed by
Golomb et al. [104]. Through self-attestation and consensus
among [oT devices, CIoTA uses blockchain to incrementally
update a trusted anomaly detection model. CIoTA continu-
ously trained an anomaly detection model while remaining
resistant to adversarial attacks. CIoTA also distinguished
between rare benign events and malicious activities by lever-
aging collective wisdom. One disadvantage of CIoTA is that
each IoT model/firmware requires its own chain to be pub-
lished. As a result, CIoTA in its current form is best suited to
large industrial settings and smart cities.

Rathee et al. [105] proposed a secure hybrid industrial IoT
framework based on blockchain. The authors employed a
hybrid industrial architecture in which various branches of
a company were located in more than one country. They
used a blockchain mechanism to extract information from IoT
devices and store the extracted records in the blockchain to
maintain transparency among multiple users in various loca-
tions. Furthermore, the proposed framework has been tested
against the internal communication of blockchain, where IoT
devices have been compromised by multiple intruders. The
results were analyzed against the conventional approach and
validated with improved simulated results that offer an 89%
success rate over user request time, falsification attack, black
hole attack, and probabilistic authentication scenarios.

Inspired by Chainspace [106], Liu et al. [98] introduced
a blockchain platform called VChain, which can be used in
IoT. VChain is a novel blockchain scheme suitable for IoT,
and it is more concrete, secure, and practical than Chainspace.
VChain proposed a two-layer BFT-based consensus protocol
with the HoneyBadger BFT protocol and a collective sig-
nature scheme as building blocks. VChain supported faulty-
shard-tolerance and asynchronous network models, which
were not possible in Chainspace, while also maintaining high
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efficiency. Furthermore, unlike RapidChain, which uses the
energy-consuming PoW mechanism for sharding, the shard-
ing strategy presented in VChain is environmentally friendly,
making it well suited for IoT. Moreover, VChain inherits the
benefits of Chainspace in terms of separating smart contract
execution and verification for privacy. The security analysis
demonstrated that the basic requirements of the IoT environ-
ment, namely liveness, consistency, validity, and auditability,
are met.

Abdulkader et al. [99] proposed a lightweight blockchain-
based cybersecurity (LBC) solution for IoT environments.
Their goal was to reduce the high computational cost required
in a consensus algorithm to meet IoT requirements. LBC dif-
fers from its predecessors in the following ways: blockchain
size, managing local and public transactions, separating
blockchain in local transactions based on the IoT device
requester, and a unique consensus algorithm that reduces the
transaction waiting period. Edge block managers (EBMs) and
aggregation block managers (ABMs) have been introduced
to provide scalability to the proposed scheme. By centrally
managing the local blockchain, the EBM aims to overcome
the limited capabilities of local IoT resources. ABM is com-
posed of many EBMs that work together to manage the
public blockchain in a distributed manner. According to the
security analysis, the proposed scheme is resistant to common
attacks. Their innovative proposed scheme can also achieve a
high throughput while maintaining low latency. The waiting,
verification, and block-appending periods were significantly
reduced. Their study used a smart home as a case study,
but the concept of LBC can be applied to a wide range of
applications.

Huang et al. [107] proposed B-10T, a general, scalable, and
secure blockchain system for IoT. The proposed blockchain
is a low-cost credit-based PoW for power-constrained IoT
devices that improves both security and transaction effi-
ciency. To protect the confidentiality of sensitive IoT data,
the authors devised a data authority management method for
regulating sensor data access. Furthermore, their system was
built based on a DAG-structured blockchain rather than a
chain-structured blockchain, which allows high throughput.
The proposed credit-based PoW mechanism, which reduces
power consumption for honest nodes while increasing com-
puting complexity for malicious nodes, contributed to the
suitability of DAG-structured for IoT systems. Furthermore,
the data authority management method can protect data pri-
vacy without impairing system performance, which is useful
in IoT systems. The authors built a B-IoT prototype on a
Raspberry Pi and conducted case studies of a smart fac-
tory. Extensive evaluation and analysis results demonstrated
that the proposed credit-based PoW mechanism and data
authority management method are applicable to IoT devices.
However, their system has some limitations, such as sensor
data quality control and storage limitations.

Uddin ef al. [108] proposed a decentralized architec-
ture for storing IoT data generated by smart homes/cities
using blockchain. The architecture includes a secure
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communication protocol between power-constrained IoT
devices and a gateway that employs a sign-encryption tech-
nique, which is a lightweight cryptography for IoT devices to
ensure the privacy and security of IoT devices. The authors
improved Gateway’s functionality as a Miner Selector to
bridge the gap between power and memory-constraints IoT
devices and blockchain. A software agent running on the gate-
way was proposed to select a miner node based on the miner
performance parameters. The gateway chose a small group
of efficient miners to speed up block processing. As a semi-
trusted center, the network manager increases the dependabil-
ity and robustness of the proposed blockchain-based smart
cities/home monitoring applications. Simulations showed
that the recommended miner selection outperforms both the
Bitcoin Proof of Works selection and Random Miner Selec-
tion. Nevertheless, the selection of miners may introduce
the risk of malicious nodes being nominated to process a
block. To avoid this selection, the authors must create a trust
management system.

Manzoor et al. [109] presented a blockchain-based proxy
re-encryption scheme to address both scalability and trust
issues, as well as to automate payments. After encryption,
IoT data are stored in a cloud distributed by the system.
The system created runtime dynamic smart contracts between
the sensor and the data user to share the collected IoT data,
eliminating the need for a trusted third party. An efficient
proxy re-encryption scheme was employed to restrict access
to the data to the owner and the person presented in the smart
contract. The sensor encrypts the data before uploading it
to the cloud storage, and then re-encrypts it before sharing.
According to the experiment, after the initial request, it took
an average of 48.01 seconds to share the encrypted data
with the user, with a confidence interval of 2.07 seconds.
As a result of the mining of the re-encryption key, incor-
porating proxy re-encryption into the scheme increased the
delay by 60%. The authors tested the architecture’s scalability
by simultaneously sending multiple requests to the sensor.
The entire process was repeated ten times for each scenario
before averaging. As the number of transactions increases,
the process exhibits a gradual increase in delay. This increase
in delay is caused by a scalability issue with the Ethereum
blockchain.

Mohanty et al. [110] developed an efficient lightweight
integrated blockchain (ELIB) model to meet IoT require-
ments. The presented model was divided into two major
levels: smart home and overlay. It generates an overlay net-
work in which highly equipped resources can merge into a
public blockchain, ensuring dedicated security and privacy.
The ELIB model included three optimizations: a lightweight
consensus algorithm, certificateless cryptography (CC), and
distributed throughput management (DTM) scheme. The pro-
posed model is deployed in a smart home environment to
validate its applicability in various IoT scenarios. A detailed
simulation was performed under various scenarios in terms
of the processing time, energy consumption, and overhead.
The ELIB achieved a total processing time savings of 50%
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when compared to the baseline method, with a minimum
energy consumption of 0.07mJ. At the same time, it had a
minimum packet overhead of 4500 kB owing to the presence
of 20 overlay block managers (OBMs).

Hyperledger Fabric introduces a novel framework that
separates the execution phase from the consensus phase and
implements policy-based endorsements. Kataoka et al. [111]
proposed a novel method for implementing IoT applications
on a fabric blockchain. A smart home was used as the case
study during the research. The authors presented a solution
to the common security concerns. They also discussed the
performance overhead of some transactions and discovered
that their application interface built on top of Fabric for
IoT had no extra overhead. Furthermore, a comparison with
QUORAM-BC demonstrated that their architecture is more
efficient, particularly for IoT networks.

A. ATTACKS ON loT

IoT networks can be attacked from both the outside and inside
of the network. External attacks on IoT networks occur when
an attacker does not know the network’s cryptographic keys
and launches an attack from outside the network. On the
other hand, to launch an internal attack, it is assumed that
the attacker controls a trusted entity on the network. As a
result, the attack comes from inside the network. This type
of attack is more difficult to detect because it can occur
when a trustworthy device goes rogue after gaining network
trust. An attacker may have multiple goals, such as sending
incorrect information to mislead system decisions or deny
system services [1], [21]. If the platform is compromised,
the entire system is jeopardized, as proven by recent data
breaches involving Facebook, Google, Quora, and Marriott
Hotels, just to name a few [3]. Table 5 lists the descriptions
of common attacks that can be conducted on IoT networks.
In the following subsections, we introduce additional details
of these attacks.

1) SYBIL ATTACK

Adversaries can use Sybil attacks to clone multiple bogus
identities that appear to act legitimately while carrying out
malicious actions, including the distribution of malware and
spam, as well as the generation of erroneous readings by
devices, resulting in the generation of erroneous reports.
To avoid detection, Sybils mimic the behavior of nearby
legitimate IoT devices; thus, defense against such attacks
is critical in IoT. This attack is applicable to any use case
in which information from a specific number of devices is
required to elect or make a decision. For example, vehicles
transmit multiple pieces of information to a management
infrastructure continuously in Cooperative Intelligent Trans-
portation System (C-ITS), such as Cooperative Awareness
Messages (CAM) and Decentralized Environmental Notifi-
cation Messages (DENM) in European standards and Basic
Safety Messages (BSM) in American standards. These data
are related to the activities of the vehicles as well as their
surroundings, which are used by the management center
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to provide and improve a variety of services. For instance,
if the management center receives messages from multiple
vehicles informing about a traffic jam or an accident, it will
immediately disseminate this information to all vehicles in
the area and assist them in finding better routes. Using a Sybil
attack, an attacker can send incorrect information on behalf
of multiple existing or non-existing vehicles to mislead the
management center’s decisions [1], [21].

To prevent Sybil attacks, Asiri and Miri [21] proposed
an IoT trust model that uses permissioned blockchains
with smart contracts to evaluate the trustworthiness of IoT
devices by recording and validating IoT device identities.
Baza et al. [112] proposed a Sybil attack detection scheme
in VANETSs based on proofs of work and location. The
scheme was based on the fact that Sybil trajectories are
physically bound to one vehicle, and thus their trajecto-
ries overlap. Extensive experiments showed that the scheme
achieves a high detection rate of Sybil attacks while impos-
ing manageable communication and computation overhead.
Abdelatif er al. [113] proposed a probabilistic approach for
analyzing the security of blockchain protocols based on
sharding. The authors investigated the threat of Sybil attacks
in these protocols. Their paper’s main contribution is a
tractable probabilistic approach for accurately computing the
failure probability of at least one committee and, ultimately,
the probability of a successful attack. Rechained is a scheme
proposed by Bochem and Leiding [114] that monetarily dis-
incentivizes the creation of Sybil identities for networks that
could operate with intermittent or no Internet connectivity.
The authors proposed a new identity revocation mechanism
and linked it to the concepts of self-identity and decentralized
identifiers.

2) DISTRIBUTED DoS (DDoS)

A denial of service (DoS) or distributed DoS (DDoS) is a type
of cyberattack in which multiple devices simultaneously send
thousands of malicious requests to a single centralized server.
As a result, the server’s resources become overburdened,
rendering it unable to serve any legitimate requests [115].
A DoS/DDoS attack can be carried out in two ways: 1) by
exploiting a protocol flaw and ii) by flooding the target. The
DDoS attack and, in particular, flooding attacks are among
the most dangerous cyber-attacks, and their popularity stems
from their high effectiveness against any type of service,
as they do not necessitate the identification and exploitation
of flaws in protocols or services, but simply flooding them.
A DDoS attack on the authentication mechanism causes sig-
nificant damage, such as system paralysis or allowing non-
legitimate users to use the system [1].

Although the first DDoS attack was reported in 1996,
the complexity and sophistication of these attacks have
increased over time. In the midst of the COVID-19 pandemic,
a 2 TBps attack on critical infrastructures, such as finance,
was reported in mid-August 2020. It is expected that over
the next two years, the number of attacks will be more
than double, reaching over 15 million [116]. DDoS attacks
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involve two defense mechanisms: 1) defending the network,
resources, and other information assets from this disastrous
attack and 2) preventing the network from becoming a botnet
(bot-force) bondage to launch attacks on other networks and
resources [117].

Since its inception, several mitigation schemes have been
designed and developed, but the increasing complexity neces-
sitates advanced solutions based on emerging technologies.
Blockchain has emerged as a viable and promising DDoS mit-
igation technology. The inherent and fundamental character-
istics of blockchain, such as decentralization, immutability,
anonymity, verifiability, integrity, and internal and external
trustlessness, have proven to be strong candidates for combat-
ing this lethal cyber threat [116]. The use of blockchains for
networking purposes is still in its infancy. For example, using
blockchain technology to blacklist malicious IoT devices
does not scale in terms of mitigating or preventing attacks.
DDoS mitigation also relies on anomaly detection, which can
take a long time after such attacks occur [93].

Rodrigues et al. [118] proposed DDoS mitigation across
multiple network domains using blockchain technology
to share attack information. Their approach employed
blockchain smart contracts to signal white or blacklisted IP
addresses across multiple domains, as well as SDN to con-
figure flow rules to prevent DDoS attacks. Javaid et al. [119]
proposed integrating IoT devices with blockchain to address
and mitigate DDoS security issues in the IoT. The integration
of IoT with Ethereum not only prevented rogue devices from
gaining access to the server but also addressed-DDoS attacks
by using static resource allocation for devices.

Banerjee et al. [120] presented a comprehensive security
abstraction layer for IoT systems based on blockchain. The
goal of the proposed layer is to detect and isolate untrustwor-
thy devices. Because trusted devices only communicate with
trusted devices, they can effectively prevent common attacks
such as man-in-the-middle (MiTM) attacks, DoS attacks,
and false data/command injection attacks. Authentication,
authorization, and auditing services were provided as part
of the system’s implementation. The authors also adopted
a hardware-based approach, employing dedicated hardware
modules to monitor firmware behavior without incurring
excessive performance overhead. Chen er al. [121] proposed
a DDoS attack defense method for IoT devices based on
blockchain. This method first extracts the features of network
traffic of edge nodes, then analyzes the extracted data fea-
tures, detects abnormal terminal device behavior, and finally
realizes DDoS attack defense by deploying smart contracts
in the blockchain network for attack node information and
access control strategy.

3) BOTNET DDoS ATTACK

In DDoS, various compromised devices are combined to form
a botnet that operates under a single master known as the bot-
net master [115]. The compromised devices are controlled by
attackers for malicious purposes. Modern botnets frequently
have a decentralized P2P structure to increase attack success
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and resilience against defense mechanisms. IoT devices play
a critical role and become one of the primary tools used
by malicious parties to carry out attacks, where botnets are
capable of utilizing IoT devices to pose significant threats to
the security and privacy of online services. According to a
recent HP study, more than 70% of IoT devices lack adequate
password complexity and use unencrypted network services,
making them easy targets for attackers [122]. Furthermore,
sophisticated security mechanisms cannot be incorporated
into these devices. Moreover, even large manufacturers do not
build devices from the ground up. The reuse of parts manu-
factured by unknown vendors who disregard basic security
requirements is extremely common. An adversary can inject
malicious code into IoT devices through an unprotected com-
munication channel or launch attacks through the backdoor
of tampered with or counterfeit devices. A single compro-
mised IoT device may appear insignificant, but the problem
becomes severe when a group of compromised devices forms
a malicious botnet [123], [124]. According to the Nokia
Threat Intelligence Report, IoT botnets were responsible for
78% of malware activities in 2018. Although there have been
no reported incidents of adversaries using cloned botnets,
these cloned devices will be used for malicious purposes
in the near future. According to Bloomberg Businessweek,
a tiny chip is being used to infiltrate 30 U.S. companies [125].

The well-known Mirai botnet attack in October 2016
demonstrated how botnets can be used to infect IoT devices
and launch a large-scale DDoS attack. The following attacks
were carried out using botnets, such as WannaCry, WireX, and
Hajime. As a result, botnets are a pressing and dangerous
threat to the security of IoT devices [126]. The scale of the
Mirai botnet attack was greater than that of any previous sim-
ilar attempt. The attack was carried out by a botnet made up
of approximately one million devices, the majority of which
were IP cameras. This Mirai attack employs IoT devices
as botnets to generate massive amounts of network traffic,
exceeding 1 Tbps. They sent 620 Gbps traffic to the victim,
and a subsequent attack on the service provider Dyn took
down hundreds of web services for several hours (including
GitHub, Twitter, Netflix, etc.). These DDoS attacks not only
harm the targeted services, but also the owners of IoT devices;
the Krebs attack costs the device owners around $320,000
in excess power and bandwidth consumption. The source
code for Mirai, the botnet that attacked Krebs’ website, was
later released, revealing the simple principle upon which it is
based. It searches the Internet for devices that are protected
by default usernames and passwords, gains access to these
devices, and invites them to join the botnet network. The
Mirai attack has highlighted the critical security implications
of IoT computing, as insecure devices with default creden-
tials are widely available on the Internet [123]-[125]. Thus,
IoT devices must have strong self-protection capabilities to
defend against malicious attacks from inside or outside. The
authentication mechanism, which is the first gateway to net-
work security, can secure the identity of IoT devices on the
network [127].
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AutoBotCatcher was proposed by Sagirlar et al. [122],
whose design was motivated by the fact that bots in the
same botnet frequently communicate with one another and
form communities. AutoBotCatcher’s goal is to detect botnets
by dynamically analyzing the communities of IoT devices
formed based on network traffic flows. AutoBotCatcher
employed the Louvain method to detect communities in
mutual contact graphs. To store snapshots of the mutual
contact graph, AutoBotCatcher used a permissioned BFT
blockchain as a state transition machine, allowing a group of
pre-identified parties to collaborate without trust to perform
collaborative and dynamic botnet detection by collecting
and auditing IoT device network traffic flows as blockchain
transactions.

The authors of [123], [124] proposed a novel approach to
securing IoT based on a distributed multi-agent system for
detecting DDoS attacks carried out by multiple infected IoT
devices. The authors used a lightweight agent in each of the
multiple IoT installations (e.g., smart homes) to detect secu-
rity events and collaboratively prevent potential attacks. The
methodology was particularly useful for mitigating the effects
of distributed DDoS carried out using IoT device botnets,
such as the recently discovered Mirai botnet attacks. In their
work, it was assumed that all agents behaved predictably.
However, this is not the case in a real-world scenario. The
model must be modified so that it can function even if a
portion of the agents does not follow the plan.

Falco et al. [126] developed NeuroMesh, a lightweight
IoT security solution that uses hacker tools against hackers,
in essence, an IoT vaccine. Their software provided man-
aged security and intelligence to IoT devices by utilizing a
“friendly” botnet that communicated with distributed sys-
tems via a proven existing communication infrastructure, the
Bitcoin blockchain. Their goal is to detect anomalies in IoT
log files to generate new malware signatures in addition to IP-
based blacklists and whitelists. Cui and Guin [125] proposed
a novel permissioned blockchain-based framework to ensure
the authenticity and traceability of IoT devices in the sup-
ply chain. A physically unclonable function (PUF) ensures
that each IoT device has a unique identity. The blockchain
provides device verification by comparing these unique IDs.
This framework aided in defending against potential bot-
net threats. Ahmed et al. [115] used a novel blockchain-
based architecture to protect IoT devices from Mirai botnet
attacks. The solution was based on segmenting the network
into autonomous systems (AS), which communicate via the
blockchain network to share malicious node information.
When a node’s generated traffic exceeds a certain threshold,
it is classified as malicious.

4) ON-OFF ATTACK

As the name implies, a malicious node behaves both well
and poorly alternatively. This allows it to easily carry out
an attack before the trust system becomes aware of it [18].
On-off attacks are classified as selective attacks. Mali-
cious nodes may attack multiservice IoT architectures by
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performing actions based on the type of service they provide
to other nodes in the network. To avoid being rated as a low-
trust node, a malicious device can provide both good and
bad services at random. On-Off attackers can also behave
differently with different neighbors to obtain contradictory
trust opinions for the same node. This type of attack is dif-
ficult to detect using traditional trust management schemes.
To classify a node’s behavior, some countermeasures require
prior trust knowledge and time. Furthermore, not all mali-
cious devices are misbehaving. Some of them could be
faulty devices. In some cases, a malfunctioning node may be
misidentified as an attacker. Separating attackers’ nodes from
broken nodes can aid in the recovery of IoT systems [128].

5) SPOOFING ATTACK

In IoT networks, launching an identity spoofing attack is
simple [129]. In contrast to a Sybil attack, in which the
attacker attempts to create numerous false or virtual iden-
tities, a spoofing attack attempts to spoof the identity of
a legitimate user to exploit his privileges [1]. An identity
spoofing attacker can pretend to be another legitimate IoT
device by using a faked identity, such as the media access
control (MAC) or IP address of the legitimate user. The
attacker can then gain unauthorized access to the IoT network
and launch more sophisticated attacks, such as man-in-the-
middle and denial-of-service attacks [129].

6) MESSAGE SUBSTITUTION ATTACK

In a message substitution attack, the attacker intercepts
authentic messages in transit and modifies them with their
own fake data so that recipients accept the forged messages
as if they were sent by the original sender [130].

7) MESSAGE REPLAY ATTACK

Because successful message verification does not certify the
correctness of the message’s sending time, any message can
be selectively captured and replayed at a later time without
alteration by the attacker. This can result in objects or servers
receiving incorrect information. Message replay attacks are
frequently combined with message removal attacks [1], [21].

8) BALLOT STUFFING ATTACK

In contrast to the previous attacks, malicious nodes in this
one aim to promote other malicious nodes by providing pos-
itive opinions about them, increasing their chances of being
trusted [18]. It can improve the reputation of a malicious node
by making good recommendations, increasing the likelihood
of the bad device being selected as a service provider. This is
a type of collusion attack, in that it can work with other bad
nodes to boost their reputation [131].

9) BAD MOUTHING ATTACK

Malicious nodes use bad-mouthing attacks to harm the rep-
utation of other well-behaved nodes by making false rec-
ommendations against them, thereby lowering their trust
score [18]. It can ruin the reputation of well-behaved nodes
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TABLE 5. Common attacks on loT networks [1], [18], [21], [94], [128], [134].

Attack Category Description Research to defend the
attack using blockchain
Sybil Attack External/Internal The attacker attempts to create numerous false or virtual [1],[12], [21], [112], [113],
identities by replicating and impersonating the identities [114]
of existing network nodes.
DoS External/Internal ~ Multiple devices simultaneously flood thousands of [11],193],[12],[135],[118],
malicious requests to a single centralized server. [119],[120],[121], [122],
Therefore, the server's resources become overburdened, [123],[124], [126], [125],
rendering it unable to serve any legitimate requests [125],[115],
On-off attack Internal On-Off attacks put IoT trust security at risk by causing [18]
nodes to perform random good and bad behaviors to
avoid being classified as a threat.
Spoofing attack External/Internal ~ The attacker attempts to impersonate a legitimate user to [1]
gain access to his privileges.
Message External/Internal The attacker intercepts legitimate messages in transit and [11,[137], [22]
Substitution Attack modifies them so that recipients accept the forged
messages as if they were sent by the original sender.
Message Replay External/Internal ~ Replays previously transmitted messages or inserts [1],94]
Attack fabricated information into them.
Ballot Stuffing Internal Malicious nodes seek to promote other malicious nodes [18],[138]
attack by providing favorable opinions about them, thereby
increasing their chances of being trusted.
Bad Mouthing Internal Forces bad ratings for certain nodes to deny their services [94], [18], [132],[18]
attack or to ruin their reputation within the community.
Good Mouthing Internal Forces malicious nodes to have high ratings to appear [94], [132]
attack trustworthy
Side-channel External/Internal ~ An adversary can analyze the user's electricity -
attack consumption profile or ambient light profile inside the

house to track the application's usage patterns. The
adversary may plan an attack based on these profiles.

(by making bad recommendations against good nodes), low-
ering the likelihood of good nodes being chosen as service
providers [132].

10) GOOD MOUTHING ATTACK

In a good-mouthing attack, the attacker forces malicious
nodes to have high ratings to appear trustworthy [18]. Good-
mouthing attacks can boost the reputation of bad nodes (by
making good recommendations for them), increasing the like-
lihood of bad nodes being chosen as service providers [132].

11) SIDE-CHANNEL ATTACK

A side-channel attack is one of the most important attacks
during data exchange in IoT because it is simple to
perform and consumes little power. The first official infor-
mation on side-channel attacks was published in 1965. Side-
channel attacks rely on side-channel information and can
be a ciphertext-only attack, plaintext-only attack, or chosen-
plaintext attack. Examples of side-channel attacks are timing
attacks, power consumption analysis attacks, fault anal-
ysis attacks, electromagnetic attacks, and environmental
attacks [133]. For example, an adversary may track appli-
cation usage patterns by analyzing the user’s electricity
consumption profile or ambient light profile inside the
home. The adversary may plan an attack based on these
profiles [134].
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B. INTRUSION DETECTION SYSTEMS

As the network transits to wireless applications, the threat of
attack becomes a critical issue. These attacks can be detected
using a variety of intrusion detection techniques. The intru-
sion detection technique was used to detect network privacy
breaches and unauthorized access. Consider a situation in
which a temperature sensor and a device containing sensitive
data are both connected to the same network. If the sensor is
compromised, it can gain access to sensitive files and leak
them. It is natural for the user to insist that this sensitive
device can only be accessed by trusted devices. However,
determining a device’s rogue status and the risk it poses to
a network is neither natural nor simple, particularly for end-
users. As a result, to provide an acceptable user experience,
we must automate as much of the risk management process
as possible while minimizing the need for user interven-
tion. Thus, proposals to automate and secure home networks
using intrusion detection systems (IDS) and intrusion pre-
vention systems (IPS) have been proposed in both research,
such as IoT-IDM, and commercial solutions [135]. Table. 6
summarizes some paper contributions to blockchain-based
intrusion detection systems.

C. IoT DEVISES FIRMWARE UPDATES
When a device leaves the factory, it comes with the embedded
firmware installed by default. This is the first version that
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TABLE 6. Blockchain-based IDS.

Year  Paper

Contribution

2018 [139] e A general architecture for integrating blockchains into collaborative intrusion detection networks (CIDN).
¢ Interconnected and federated learning systems improve the detection of malicious behavior by joining forces and
pooling monitoring data to address the increasing time-to-detection of attacks.

2018 [140] e Federated learning and blockchain technology integration.

e Autoencoder for anomaly detection

2019 [141] e CBSigIDS, a generic framework of collaborative blockchained signature-based IDSs.
e CBSigIDS can provide a verifiable method in distributed architectures without the need for a trusted

intermediary.

e CBSigIDS can improve the robustness and effectiveness of signature-based intrusion detection systems in
adversarial scenarios, according to the evaluation results.

2019 [142] e A new collaborative intrusion detection (CID) approach using blockchain for multimicrogrid (MMG) systems in

smart grids.

e A proposal generation method that combines periodic and trigger patterns to generate a CID detection target.

2019 [143] e Micro-Blockchain-based Geographical Dynamic Intrusion Detection (MBID).

¢ Dynamically configured intrusion detection strategies for vehicles based on location variations.

¢ A novel nested microblockchain structure was proposed.

e A control plane was proposed for dynamically configuring IDS strategies within a micro-blockchain.
2020 [144] o Intrusion detection system based on a multi-agent system, blockchain, and deep learning.

The system was divided into four modules: data collection, data management, analysis, and response.

e The experiments showed that the system performs well in a variety of scenarios, including networks of varying

complexity and attack types.

2021 [145] o A deep blockchain framework (DBF) that used a bidirectional long short-term memory (BiLSTM) deep learning

algorithm.

e The framework has the potential to be used as a decision support system to help users and cloud providers
securely migrate data in a reliable and timely manner.

2021 [146] o A blockchained challenge-based CIDN framework that combines blockchain with a challenge-based trust

mechanism.

e The framework can assess a node's trustworthiness by analyzing the relationship between the sent challenges and

received responses.

2021 [147] e A blockchain-based federated forest software-defined networking (SDN)-enabled intrusion detection system

(BFF-IDS).

e The models were hosted on InterPlanetary File System (IPFS) to cope with the limited scalability of blockchain.

adds functionality to the device and allows it to communicate
with other devices. If there is a vulnerability in the first
version, a new firmware is required to protect the device from
attacks. Every firmware should be written by an entity that
can be outsourced, or the device vendor can do it in-house.
The firmware author is in charge of correcting the error in
the previous firmware and creating a new firmware to be sent
to the devices. Security begins with the device itself, and to
keep the device up to date, its firmware must be updated on
a regular and secure basis. This will help to delay attackers’
ability to gain control of the devices while patching loopholes
or backdoors [136].

Even in the case of serious security flaws, it is uncommon
for manufacturers to actively provide firmware updates for
IoT devices. As a result, the installed firmware is frequently
out of date; even when this occurs, users do not systematically
update the firmware of the deployed devices. Users’ interac-
tions with IoT devices are limited and usually end after initial
installation. Users do not change the device’s default settings,
including authentication credentials, and do not update the
firmware because this is a difficult procedure for novice
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users. Furthermore, sophisticated security mechanisms have
not been incorporated into devices.

Moreover, even large manufacturers do not build the
devices from the ground up. The reuse of parts manufac-
tured by unknown vendors who disregard basic security
requirements is extremely common [123], [124]. During the
CODEGATE sessions, it was said that most IoT device vul-
nerabilities are caused by vulnerable firmware, emphasizing
the importance of firmware integrity and version manage-
ment. Existing security solutions can only be applied to a
limited extent owing to factors such as the low performance
of IoT devices, and even if safe firmware is provided, security
issues may arise due to attacks such as man-in-the-middle
attacks and roll-back attacks [148].

Furthermore, with global IoT deployments, updating
devices one by one can be a difficult task [10]. On IoT
devices, over—the—air (OTA) firmware updates are common.
Even if they are convenient, they are vulnerable to attacks
because physical access is not required. Moreover, most
frameworks use a centralized architecture to update a poten-
tially large number of devices, which broadens the threat
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landscape [149]. Centralized servers are like sitting ducks
waiting to be picked off. The attackers are aware that every-
thing that flows from a centralized server can be modified
or stolen. This centralized point of control is susceptible to
corruption and is vulnerable to a variety of attacks [136].
Several authors have recently proposed using blockchain
technology to update software and firmware [150]. Initiatives
such as GUITAR and REMOWARE enable real-time network
and firmware updates, which are critical for ensuring the
long-term security of IoT integration with blockchain [10].
The contributions of some studies on firmware updates are
presented in Table. 7.

D. CONFIDENTIALITY

Data confidentiality demonstrates that only authorized enti-
ties can access and modify data. Because the data in IoT
applications are linked to the physical realm, data confi-
dentiality is critical in many use cases. In addition, data
in IoT applications can be accessed not only by users but
also by authorized objects. Thus, it is necessary to define
an object authentication process [5]. IoT devices are now
being deployed on a massive scale. In contrast to endpoint
devices, IoT devices have limited resources, are incapable of
securing and defending themselves, and are easily hacked and
compromised [151]. The confidentiality of the information
conveyed by the constraints is a concern for the selection cri-
teria governing IoT device discovery. The use of blockchain
technology and smart contracts to implement the overall
deployment of the discovery process is a promising solution
to this problem. However, owing to the blockchain’s design,
data within the blockchain are publicly accessible, and
smart contracts cannot access data outside the blockchain.
On the one hand, this benefits the discovery process
through trust decentralization, transparency, and accountabil-
ity. However, it has serious implications for privacy and
confidentiality [152].

Zhou et al. [153] proposed a decentralized outsourcing
computation (DOC) scheme in which servers perform fully
homomorphic computations on encrypted data according to
the data owner’s request. The servers cannot obtain any
plaintext data during this process, and dishonest servers can
be detected by the data owner. The authors used the DOC
scheme in the IoT scenario to create a BeeKeeper 2.0, a con-
fidential blockchain-enabled IoT system. According to their
tests for the BeeKeeper 2.0 system on Hyperledger Fabric and
Hyperledger Caliper, the time consumed between the request
stage and the recovery stage was no more than 3.3 seconds,
which theoretically meets production requirements.

Rondanini et al. [152] investigated how to maintain data
confidentiality during the discovery process of IoT devices on
blockchain, even in the presence of an untrustworthy Oracle.
The key concept was to implement the discovery process
using smart contracts, with a blockchain network validating
smart contract execution to ensure the correctness of the
IoT discovery process. Because sensitive data (e.g., device
profile and search requirements) are exposed during the
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evaluation process, the authors proposed homomorphic
encryption schemes that support smart contract execution
while maintaining the confidentiality of the sensitive data.

Gochhayat er al. [160] proposed Yugula, a novel light-
weight decentralized encrypted cloud storage architecture
that uses blockchain to maintain file confidentiality, eliminate
centralized data deduplication, and increase file integrity.
In particular, the authors discussed two approaches for file
confidentiality with data deduplication: one employed dou-
ble hashing and the other employed symmetric encryption.
Abd El-Latif et al. [161] presented a new authentication and
encryption protocol based on quantum-inspired quantum
walks (QIQW). The proposed protocol was used to create a
blockchain framework for secure data transmission between
IoT devices. Instead of using classical cryptographic hash
functions, quantum hash functions based on QIQW are used
to connect chain blocks. The main benefits of the presented
framework include assisting IoT nodes in effectively sharing
their data with other nodes and having complete control over
their records.

E. AUTHENTICATION

Self-organizing networks in the IoT field result in the engage-
ment of various nodes for data communication. The increased
number of IoT cyber-attacks poses a significant threat to these
connected nodes, necessitating verification of data passing
through nodes during communication [162]. Vulnerabilities
in providing proper device authentication and data integrity
in IoT networks have been demonstrated to have disastrous
consequences [163]. Existing IoT device identity authenti-
cation relies heavily on an intermediary institution, namely
a certificate authority (CA) server, which is vulnerable to a
single-point-of-failure attack. Even worse, the critical data of
authenticated devices can be tampered with by inner attacks
without being detected [127]. This requires the development
of an IoT data security architecture capable of accurately
authenticating devices by anyone in the network in a decen-
tralized manner and preventing unauthorized modification of
stored data [163]. Table. 8 shows the contributions of some
studies on [oT authentication using a blockchain.

F. ACCESS CONTROL

Securing access to IoT devices is a difficult task because
IoT devices have limited processing, storage, battery life, and
networking capacity, requiring a lightweight access control
solution with low latency [174], [175]. Authentication, autho-
rization, and auditing are the three components of a com-
plete access control solution. Authentication determines a
subject’s true identity. Authorization determines whether the
subject has the authority to perform operations on the object.
Finally, auditing (or accountability) allows for the subsequent
analysis of the system’s realized activities. These compo-
nents all play important roles in system security, but the
authorization component deserves special attention because
it is in charge of enforcing access rules. Some works in
the field of access authorization use three well-known and
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TABLE 7. loT devices firmware update using Blockchain.

Year

Paper

Contributions

2016

[154]

e A new firmware update scheme that uses blockchain technology to securely check a firmware version, validate
firmware correctness, and download the most up-to-date firmware for embedded devices.

The proposed scheme ensured that the firmware of the embedded device is up to date and is not tampered with.

To determine whether its firmware is up to date, the embedded device sends a firmware update request to nodes in a
blockchain network and receives a response. Even if the firmware version is current, its integrity, that is, the
correctness of firmware, is checked.

Known vulnerabilities in embedded device firmware are protected against attacks.

2018

[155]

The framework aimed to provide secure verification of the firmware of the device manufacturer.

The integrity of the distributed firmware to the end device can be preserved.

The firmware update framework consists of four processes: creating a firmware update contract, creating a firmware
replication contract, creating a direct firmware update mechanism, and creating an indirect firmware update
mechanism.

2019

[148]

e A new firmware management architecture based on blockchains and the InterPlanetary File System (IPFS).
o |PFS ensures the integrity of the firmware, whereas blockchain ensures the integrity of the IPFS URL.
e By analyzing loT device update logs, the firmware requestor manager can manage the devices.

2019

[150]

e Combining delta updates and blockchain technology for firmware updates.
o The paper identified situations in which delta updates may fail and proposed a private blockchain network-based loT
device firmware integrity verification and update mechanism.

2019

[149]

e A blockchain framework with smart contracts to safeguard a firmware update process's integrity.
e Hyperledger Fabric (blockchain), Chain code (smart contracts), and the Wemos D1 Mini board (ESP8266—-based IoT
device) were used in the proof-of-work framework.

e Smart contract terms and conditions were preserved even when the system was under attack, such as denial of service
(DoS) and man—in—the-middle (MitM) attacks.

2020

[156]

o A distributed firmware update architecture based on Software Updates for Internet of Things (SUIT) firmware update
architecture and blockchain technology.

e The firmware image files are stored in a distributed file system, and the hash values of firmware image chunks are
stored alongside manifest files on the blockchain.

e The architecture allowed for irreversible downloads even if the author was no longer present, and it was tolerant of a
single point of failure.

2020

[157]

e The framework's goals were to provide a secure P2P verification mechanism for each new version of firmware
released by the corresponding device manufacturer, as well as a reliable method to promptly distribute updated
firmware to IoT devices.

e The framework supports mutual authentication and defends against major cyber-attacks such as firmware
modification, man-in-the-middle attacks, replay attacks, and impersonations.

2020

[158]

A blockchain-based framework for securely updating IoT device firmware using the LoRa communication protocol.

2021

[159]

e A firmware distribution method that provides incentives for distributors to help with distribution to reduce gas costs,
using a smart contract and access control based on updated records.

e By using access control instead of encryption, the additional computations performed by IoT devices and distributors'
key management were reduced when compared to previous studies.

o The gas cost per update was successfully lowered.

traditional architectures: XACML, OAuth, and UMA. How-
ever, all three architectures fail to provide essential [oT access
control characteristics, such as user transparency, scalability,
and resilience to wireless intermittent communications [176].
Standard authorization models support centralized access
control. Nevertheless, traditional centralized access control
methods struggle to support access control in today’s large-
scale IoT environment because of the unique characteristics
of 10T devices, such as mobility, limited performance, and
distributed deployment [177]. This may result in a single
point of failure and scalability issues. The model also fails
when a centralized entity is compromised. Moreover, the
trusted entities have the ability to tamper with records without
being held accountable. Such flaws in IoT design can be
overcome using blockchain technology [174], [175]. Table. 9
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introduces some research contributions to IoT access control
using blockchain technology.

G. PRIVACY

IoT environments collect and generate massive amounts of
sensitive personal data and reveal the behaviors and prefer-
ences of users, their activities, and their surroundings, which
can reveal sensitive information and threaten their privacy.
People’s privacy is particularly at risk when such sensitive
data are managed by centralized companies, which can ille-
gitimately use these data. Edward Snowden’s discoveries
revealed that people’s data stored by the Internet and telecom-
munications companies were used in a mass surveillance
program known as the PRISM program [96]. As a result, user
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TABLE 8. loT authentication using Blockchain.

Year Paper Contribution Features

2018 [164] Secure Authentication Management human- e When new client nodes are added, the SAMS generates blocks based on
centric Scheme (SAMS). the hash value of the master node in mobile resource management
SAMS is a blockchain-based authentication (MRM) and the hash value of the resource information in the subordinate
scheme for mobile devices. client node, and then forms a blockchain by creating and connecting hash

values and blocks.

e To validate the SAMS for use with MRM, data falsification was tested by
a malicious user who gained access to the SAMS, and the results showed
that data falsification was impossible.

2018 [151] A user authentication scheme based on e Fog nodes were used to increase system scalability by relieving IoT
blockchain-enabled fog nodes. devices of heavy computations involving tasks related to authentication

and communication with the blockchain.

2018 [165] A blockchain-based out-of-band two-factor e The experimental results showed that the CPU and memory overheads
authentication scheme for IoT devices. were well tolerated, given that they only occurred during the

authentication phase.

e The average memory usage for the BeagleBone Black and Raspberry Pi 3
nodes was 29.5M, with a CPU usage of 29.55 percent and 13.35 percent,
respectively.

2018 [163] A decentralized device authentication and e A hierarchical blockchain structure (blockchain of blockchains) to
data security guarantee. address resource issues in IoT.

e Allowed the users of powerful cloud servers to mine to overcome the
resource limitations of IoT devices and the heterogeneity of IoT
networks.

2019 [166] Two models for integrating blockchainand e Included features such as linking payments to authorization grants,
smart contract technology with the immutably recording authorization information and policies in smart
authorization framework of OAuth 2.0. contracts, and providing resilience through smart contract code execution

on all blockchain nodes.

2019 [162] A nodal authentication approach in IoT, that e The GOST hash function was used to secure and validate the data content
uses a blockchain to ensure the integrity of of IoT nodes.
data passing through IoT nodes. o The authors were able to perform nodal authentication and verify the

transmitted data. This makes it extremely difficult for an attacker to
impersonate a node in the communication chain of connected nodes.

2019 [167]  Authentication process carried out using the e The use of UDP protocol for communication because IoT devices prefer
blockchain structure. the UDP protocol instead of the IP protocol.

e The message content was encrypted using the Vigenére Cipher
encryption method, as unsafe UDP communication was considered.

2020 [168] A blockchain-based multi-WSN o A blockchain network is built up of various types of nodes to form a
authentication scheme for IoT. hybrid blockchain model that includes both a local chain and a public

chain.

e According to their capability differences, IoT nodes are divided into base
stations, cluster head nodes, and ordinary nodes, which form a
hierarchical network.

e Ordinary node identity authentication was accomplished using a local
blockchain, and cluster head node identity authentication was
accomplished using a public blockchain.

2020 [169] A decentralized authentication and access o It is based on fog computing technology and the concept of public
control mechanism for lightweight IoT blockchain.
devices. e The results of the experiments showed that the proposed mechanism

outperforms a state-of-the-art blockchain-based authentication technique.

2020 [170] A novel decentralized authentication of o A healthcare setting in their model included patients and allied health
patients in a distributed hospital network professionals (such as medical doctors, nurses, technicians, etc.) as well
using blockchain. as patient health information.

e The decentralized authentication of the proposed architecture among a
distributed affiliated hospital network eliminates the need for re-
authentication.

e Significant impact on network throughput, overhead reduction, response
time improvement, and energy consumption.

2021 [171] A multi-server CE-IoT authentication e Privacy-aware authentication protocol
protocol that combines Physical Unclonable e A one-time physical identity and keyed-hash function double-encode the
Functions (PUFs) and the blockchain real correlations of challenge-response pairs (CRPs) into mapping
technique. correlations (MCs).

2021 [172] SCAB-IoTA ensures IoT device o SCAB-I0TA uses a blockchain and a hybrid cryptosystem to improve IoT
identification and authentication, while also application security while reducing computational and storage overheads.
providing secure communication in an open e The hybrid cryptosystem used in SCAB-IoTA is a combination of
environment. Advanced Encryption Standard (AES) and Elliptic Curve Digital

Signature Algorithm (ECDSA) cryptographic techniques.

o The authors have developed a secure cluster of IoT devices based on
angular distance (AD), allowing devices to communicate securely
without interruption.

o SCAB-IoTA was resistant to a wide range of cyberattacks, including
impersonation, botnets, man-in-the-middle, and message replay attacks.

2021 [173] e A distributed IoT architecture based ona e Employing a one-way hash chain technique to provide IoT devices with a

blockchain that employs Hash Chains for
secure key management.

e Method for generating and managing
secure and efficient keys for mutual
authentication between communication
entities.

set of public and private key pairs that can be verified at any time.
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TABLE 9. loT access control using Blockchain.

Year Paper Contribution Features

2017 [176] A Blockchain-based architecture for IoT o The architecture is user-transparent, user-friendly, fully decentralized
access authorizations. (no third-party required), scalable, and fault-tolerant.

e [t is compatible with a wide range of today's IoT access control models
that require minor adaptation efforts.

e The architecture includes a secure method for establishing relationships
between users, devices, and groups of both.

o It solved the problems of FairAccess [178] and traditional architectures
by being completely decentralized.

2018 [179] A decentralized data management system  Leveraging recent advancements in blockchain technology and trusted
in which all data access permissions were  computing with Intel SGX, which is a component of a trusted execution
enforced via smart contracts, and the audit ~ environment (TEE) that ensures data security and privacy for sensitive
trail of data access was stored in the parts of the application (code and data).
blockchain.

2018 [180] A generic, scalable, and easy-to-manage ¢ Employing a specific design to avoid incorporating blockchain
access control system for IoT. technology into IoT devices, which are largely constrained to support

blockchain technology directly, making it easier for current IoT devices
to adapt to their system.

e The design was implemented in a single smart contract to simplify the
entire process and reduce communication overhead between nodes.

2019 [174] A distributed and trustworthy access o The use of Acl-smart contract mechanisms.
control solution based on blockchain
mechanisms.

2019 [181] A novel attribute-based access control o The access control process has also been optimized to meet the
scheme for IoT systems using blockchain. demands of IoT devices for high-efficiency and lightweight

calculations.

e The scheme can be implemented easily in IoT and can withstand
multiple attacks.

2020 [182] e An attribute-based access control o The authors built authority nodes (Ans) for computation tasks and to
scheme to address the issue of query or invoke the Chaincode to make the scheme lightweight and
unauthorized access. suitable for IoT devices.

e To detect malicious behavior and limit e The access control scheme can efficiently guarantee authorized access
extra authorization for a specific group, by resisting various attacks and providing a revocation and supervision
a verifiable and controlled collaboration function
mechanism was used.

2020 [183] e A data sharing and access control e To provide efficient access control management, smart contracts such
system based on blockchain for IoT as Access Control Contract (ACC), Register Contract (RC), and Judge
device communication. Contract (JC) were used.

o [t was intended to address trust and e ACC managed the overall access control of the system, whereas RC
authentication issues in IoT networks was used to authenticate users in the system, and JC implemented a
for access control. behavior-judging method for detecting a subject's misbehavior.

o The system's goals are to achieve
trustworthiness, authorization, and
authentication in IoT networks for data
sharing.

2020 [177] e fabric-iot, an IoT access control system e Fabric-iot can manage IoT access control in a decentralized, fine-
based on the Hyperledger Fabric grained, and dynamic manner.
blockchain framework and attributed- o There are three types of smart contracts in the system: device contracts
based access control (ABAC). (DC), policy contracts (PC), and access contracts (AC).

e DC includes a method for storing the URL of device-generated resource
data and querying it. The PC can be used by administrators to manage
the ABAC policies. AC is the core program used to implement an
access control method for normal users.

2021 [184] e A novel access control framework o The use of three types of Chaincodes: Policy Management Chaincode
based on a consortium blockchain for (PMC), Access Control Chaincode (ACC), and Credit Evaluation
5G-enabled Industrial IoT (IIoT). Chaincode (CEC).

o A two-step credit-based Raft consensus e To implement access control policy management and authorization, the
mechanism capable of dynamically PMC and ACC were deployed on the same data channel. The CEC was
selecting orderer nodes based on deployed on a different channel and was used to add IToT device
historical behavior records stored in the behavior records and calculate the credit value of the IIoT domain.
ledger in order to achieve a fast and
reliable consensus.

2021 [185] A multi-agent system to provide ® Blockchain Managers (BCMs) provide access control and secure
lightweight, decentralized IoT access communication between local IoT devices, fog nodes, core fog nodes,
control security mechanisms. and cloud computing.

2021 [186] IoT-CCAC, a decentralized capability- e [0T-CCAC is a secure, scalable, and cost-effective solution that meets
based access control architecture designed the needs of enterprises and businesses, and is adaptable to various IoT
for IoT consortium networks. interoperability scenarios.

e The IoT-CCAC approach produced promising results and was well
suited for city and business network applications.

2021 [187] e SIApps'ledger (SILedger), a e Redesign blockchain transaction, token initialization, token encryption,

decentralized open-trusted access
control mechanism based on blockchain
and attribute-based encryption (ABE).
The main idea is that SIApps are
authorized with ABE-encrypted access
tokens, which are then distributed as
blockchain currencies.

and token update schemes to achieve cross-domain, fine-grained, and
flexible permission management for SIApps.

To address the delay and complexity issues associated with blockchain
and ABE, the authors developed an access control framework that
separates authorization from the call process of SIApps.

The proposed access control mechanism can provide effective access
control for SDN-IoT applications (SIApps) with negligible overhead.

.
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data collected and handled by IoT-based applications must be
exploited and secured appropriately to protect personal data
and user privacy [28].

Privacy determines the rules governing how individuals’
data can be accessed. This is a real issue that has the potential
to stifle the advancement of IoT. The absence of appropriate
mechanisms to ensure the privacy of personal and/or sensitive
information limits the adoption of IoT technology. The main
reason for requiring privacy in IoT is that [oT is expected to be
used in critical applications such as healthcare. Furthermore,
the use of wireless channels, which expose the system to
attack and eavesdropping due to remote access capabilities,
increases the risk of violation. Whereas traditional Internet
privacy concerns stem primarily from Internet users (indi-
viduals who actively participate), IoT privacy concerns stem
from people who do not use IoT services. Therefore, individu-
als must be able to determine which of their personal data can
be collected, by whom, and when. Furthermore, the collected
data should only be used to support services authorized by
accredited service providers [5]. Furthermore, a citizen must
be able to refuse any data-sharing request that he or she finds
objectionable. Finally, a user must have the ability to stop a
data stream at any time [134]. The contributions of several
studies on IoT privacy using blockchain are summarized in
Table. 10.

H. TRUST
The true potential of IoT will be realized when billions of
devices are connected to the Internet and are able to interact
with each other. While more devices are becoming connected,
the grand vision of [oT is still far from being realized because
these devices do not communicate with one another because
of a lack of trust between devices, which is required for
secure communication [138]. Trust is a multifaceted con-
cept that is applied in a variety of contexts. It is regarded
as a critical IoT concept owing to the dynamic and fully
distributed nature of IoT, which makes dealing with trust
challenges extremely difficult [5]. An IoT device can act as
a service provider and service requester. A service requester
wants to find and trust the best service provider. Malicious
providers can deliver poor information and services that put
the systems at risk [128], [138]. While maintaining service
delivery, a mechanism is required to establish trust among
IoT devices and distinguish trustworthy devices from mali-
cious ones. A trusted IoT environment ensures that only
authenticated and authorized devices can participate in the
IoT network’s activities [21]. The central component of a trust
management framework is trust evaluation. Several methods
have been used to assess the level of confidence in distributed
networks. They are divided into two types: direct and indirect
trust. Direct trust methods rely on direct data observations to
generate a trust score, whereas indirect trust methods rely on
reputation and recommendations from other nodes [128].
Indeed, the traditional PKI trust model, which is based on
a common root of trust, works well for the Internet but it
does not fit the scale and heterogeneity of IoT, in which there
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is no common root of trust and constrained devices belong
to separate administrative domains [128], [138], [138]. It is
critical to verify the identities and ensure that the transactions
are digitally signed by the correct device. Furthermore, in a
trusted IoT environment, initial authentication should not be
used as a permanent indicator of trust. While current trust
models can aid in the detection of abnormal behavior, they fail
to validate the integrity of observations and recommendations
(past and new) and identity (source of recommendation).
A blockchain-based approach is recommended to address
these limitations. Trust and reputation models are methods for
achieving trust in IoT environments. Typical trust and repu-
tation models employ machine learning or anomaly detection
techniques to detect malicious nodes in a network [21].

Blockchain is a promising technology for establishing trust
in IoT networks, where network nodes may or may not trust
each other. Because of cryptographic hash links and dis-
tributed consensus mechanisms, data stored on a blockchain
cannot be changed or deleted [13]. Any transaction that takes
place between two devices is recorded in the ledger and
cannot be changed or forged. Therefore, all transactions are
securely stored and have an immutable history, preventing
adversaries from influencing trust evaluations of IoT devices
by modifying previous transactions. As a result, unautho-
rized data access or operations on previously saved data can
be detected. Transaction data are accessible to authorized
devices at all times. Smart contracts are also used to impose
specific access control mechanisms on stored data [11], [21].
In an IoT trust model based on blockchain, a transaction can
refer to the exchange of information or an update between
two network participants [21]. Table. 11 shows the details of
the research on IoT trust using blockchain.

I. REPUTATION

Reputation is a measure of how much the community trusts
you, which is based on previous interactions and transactions.
The greater your reputation, the more trustworthy you are
perceived to be in the network. Users choose to behave more
honestly on the network when their reputation is at stake.
Although successful reputation systems have been imple-
mented, they are all based on a centralized server model,
making them unsuitable for use in P2P networks such as IoT.
Regardless of how they are deployed or what type of network
they are deployed over, all reputation systems face the same
fundamental issues. The ability to associate an identity with
a single user and prevent the user from obtaining multiple
identities is critical in preventing a user from abusing the sys-
tem by creating multiple identities and transacting between
them. Another unresolved limitation shared by all reputation
systems is the quantification of reputation. Furthermore, how
can we be certain that a user’s reputation is correct and based
on a real transaction? [196].

Although the number of published papers in this field is
limited, it is becoming more common to investigate how
blockchain technology can be leveraged for these trust and
reputation systems. While P2P reputation systems existed
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TABLE 10. loT privacy using Blockchain.

Year Paper Contributions Features

2018 [134] A privacy-preserving and efficient data aggregation e In this scheme, the users are divided into groups. Each group has
scheme. its own private blockchain, and each user has multiple accounts

(multiple pseudonyms).

e A Bloom filter was used for quick authentication.

2019 [188] Hermes, an open marketplace that allows users to o It serves as a proxy and a means of resolving disputes between a
sell their data simply and anonymously. buyer and seller.

e Users reserve the right to stop data broadcasting at any time.

2019 [28]  An end-to-end privacy-preserving framework for e Smart contracts were used to allow the framework to express
[oT data. privacy-preserving policies.

e By encrypting the shared data, these files can only be accessed
by invoking functions defined on the blockchain's hosted smart
contract.

2019 [189] A novel blockchain-based IoT model was proposed e The model used the ARX encryption scheme, which is a more
to improve the security and privacy of the current advanced and lightweight cryptographic technique.

IoT-based remote patient monitoring system. e The authors introduced the concept of Ring Signatures, which
offered Signers Anonymity and Signature Correctness privacy
properties.

e A double-encryption scheme was used.

e They applied the Diffie-Hellman key exchange technique to their
blockchain-based network to protect their public key from an
intruder.

2019 [190] SecureSVM, a novel privacy-preserving SVM A homomorphic cryptosystem Paillier was used to construct an
training scheme. efficient and accurate privacy-preserving SVM training algorithm.

2020 [191] Using a secure data transmission mechanism for The proposed solution enabled IoT-based skin surveillance systems
10T devices in a distributed architecture. to privately and securely store and share medical data over the

network without causing disruption.

2021 [192] A novel privacy-preserving loT device Smart contracts can detect devices that have vulnerabilities, have
management framework. been hacked, or pose a threat to the IoT network immediately.

2021 [193] AnIoT-aided smart grid system integrated with To verify and maintain participant privacy, each participant used
blockchain to provide an immutable transaction cryptographic pseudonyms to interact with the smart grid supply
record that is always shared and transparent to all chain without revealing personal identities or important private
system participants. information to malicious entities in the system.

2021 [171] A privacy-aware authentication protocol for multi- ~ The blockchain was used to securely share physical identities by
server CE-IoT systems that combines Physical storing mapping correlations (MCs), efficiently synchronizing
Unclonable Functions (PUFs) and the blockchain them, and incorporating multi-receiver encryption.
technique.

2021 [194] The PPSC-BCALI framework is a privacy- Extreme gradient boosting (XGBoost) was used to analyze data
preserving framework that uses blockchain smart transactions and sharing.
contracts and artificial intelligence.

2021 [195] A Privacy-Preserving and Secure Framework ¢ A blockchain module was used to securely transmit IoT data, and

(PPSF) for IoT-driven smart cities.

the Principal Component Analysis (PCA) technique was used to
transform raw IoT data into a new shape.

e A two-level privacy scheme was trained and evaluated using a
Gradient Boosting Anomaly Detector (GBAD).

long before blockchain technology, the first blockchain-based
trust and reputation system was created in 2015, six years
after the Bitcoin paper was published. Other decentralized
reputation systems were proposed to retrieve information
on another participant’s reputation from online participants.
Those solutions required some identities to be assigned to the
participants, which were also required to be online for the
protocols to work [135]. Table. 12 summarizes studies on IoT
reputation using blockchain.
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VII. CHALLENGES AND TRENDS

The numerous advantages provided by blockchain technol-
ogy make it an appealing solution for addressing the afore-
mentioned IoT problems. However, because most existing
blockchain schemes are not dedicated to the IoT ecosystem,
they are unable to meet the specific requirements of the
IoT [98]. IoT environments are resource-constrained with
limited capabilities in terms of computation, storage, and
energy, which discourages the use of blockchain. Blockchain
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has high computational complexity, limited scalability, high
bandwidth overhead, and latency, which are unsuitable for
IoT [99]. It is worth noting that there are still a large number
of research challenges and open issues that must be studied
to use these two technologies seamlessly together [4], [10].
Integrating blockchain into the IoT service architecture may
result in the following shortcomings.

A. THROUGHPUT

A blockchain’s throughput is defined as the number of trans-
actions that can be stored in the blockchain per second. The
throughput of traditional blockchain instantiations is low. For
example, Bitcoin can handle approximately seven transac-
tions per second (TPS), whereas Ethereum (the PoW ver-
sion) executes approximately 20 TPS. These are considered
extremely low throughputs and longer delays for most busi-
ness applications, not to mention the requirement to handle
billions of transactions as in IoT [12]. Furthermore, Bitcoin
takes an average of 10 min to add a new block to the chain,
with a maximum of seven TPSs. When compared to the VISA
system, this figure is extremely low (dozens of thousands).
Because of the low number of transactions per second, the
delay can be significant (hours or days for a single payment).
If these issues are not resolved, cryptocurrency will become
obsolete [4]. However, because of the extensive interactions
between various entities, the number of transactions in the
IoT ecosystem far exceeds these limits, which exaggerates
the problem [12].

B. LATENCY

There is a significant delay in ensuring that a transaction is
confirmed by the blockchain nodes. For example, a transac-
tion in Bitcoin can take up to 30 min to be confirmed [12].
Bitcoin-NG [197] proposed a new Byzantine fault-tolerant
blockchain protocol that reduces the consensus latency of
Bitcoin. Litecoin [198] is technically identical to Bitcoin, but
it has faster transaction confirmation times and better storage
efficiency owing to a shorter block generation time and a
proof of work based on scrypt, which is a memory-intensive
password-based key derivation function. Another suggestion
is to reduce the propagation delay in the Bitcoin protocol,
but this may jeopardize network security [10]. BigchainDB
[199], [70] extended a big data distributed database with
blockchain features. BigchainDB combines the low latency
and high throughput characteristics of big data distributed
databases with the decentralized and immutable nature of the
blockchain system [10]. Most IoT applications have stricter
delay requirements; for example, a service provider in a
smart home needs to provide real-time services to the user;
thus, it should not wait for several minutes for the data to
be processed when requesting data from a smart home sen-
sor [12]. As a result, blockchain technology has a reputation
for being so sluggish that it is unsuitable for time-sensitive
applications [200].
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C. TRANSACTION FEE

Another significant shortcoming is the concept of a transac-
tion fee for all transactions, regardless of the value. Transac-
tion fees are typically calculated based on the amount of gas
consumed during a transaction. This makes it inefficient for
scenarios involving microtransactions, such as IoT. Transac-
tions involving a small payment can also take several days
to be authorized. Some blockchain platforms try to solve this
issue; for example, DAG offers a free-less architecture [60].

D. COMPLEX CONSENSUS ALGORITHMS

Most blockchain consensus algorithms require substantial
resources from participating nodes, which are far beyond
the capabilities of most IoT devices [12]. PoW, the first
consensus algorithm used in public blockchain networks,
is computationally expensive. Despite the efforts to integrate
blockchain full nodes into IoT devices, mining continues to
be a significant challenge in IoT owing to its limitations.
Recent advances in the development of “light clients” for
blockchain platforms have enabled nodes to issue transac-
tions in the blockchain network without downloading the
entire blockchain. Nonetheless, a single blockchain solution
would be insufficient to secure the IoT edge [201]. Fur-
thermore, many blockchains do not yet support lightweight
nodes, such as Ethereum, in which lightweight nodes are still
in the development stage. Another solution to this issue is
to allow for the inclusion of IoT devices, and the consensus
protocol could be relaxed; however, this could threaten the
security of blockchain implementation [10].

The IoT is primarily made up of resource-constrained
devices, but the IoT as a whole has the potential for mas-
sive processing power, given that the number of devices is
expected to grow over time, as previously stated. To adapt
to the consensus in IoT, research efforts should be directed
toward this field to leverage the distributed nature and global
potential of IoT. These tasks are typically assigned to gate-
ways or other unrestricted devices capable of providing this
functionality. Off-chain solutions, which move data outside
the blockchain to reduce latency, can also provide function-
ality [10]. Section III of this paper discussed some research
on IoT consensus algorithms.

E. LEGAL ISSUES

The data privacy regulations or laws of a country, such as the
data protection directive, have an impact on the IoT domain.
The majority of these laws are becoming obsolete and must
be revised, particularly as new disruptive technologies such
as blockchain emerge. In this regard, laws governing infor-
mation handling and privacy remain a significant challenge
in IoT and will become even more critical when combined
with blockchain. The adoption of new laws and standards can
make it easier to certify device security features, assisting
in the development of the most secure and trusted IoT net-
work. The lack of regulations creates disadvantages because
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mechanisms for retrieving or resetting private keys, as well
as transaction reversion, are not possible. Some IoT appli-
cations envisage a global, unique blockchain for devices,
but it is unclear whether this type of network will be man-
aged by manufacturers or open to users. Legal regulations
are expected to be necessary. These regulations will have
an impact on the future of blockchain and IoT, potentially
disrupting the decentralized and free nature of blockchain by
introducing a controlling, centralized participant, such as a
country [10].

F. REDUNDANCY AND COST

Maintaining a copy of every transaction with every network
peer is both costly and redundant. One of the primary ben-
efits of blockchain is the elimination of intermediaries and
the introduction of a self-governance model involving only
participants. Surprisingly, the elimination of intermediaries
resulted in the establishment of a highly redundant network.
Furthermore, due to legislative requirements, the role of third
parties, whether financial, legal, or regulatory, continues to
exist. This redundancy entails additional costs for no compa-
rable benefits. DAG addresses this issue by incorporating the
knot concept [60].

G. SECURITY

1) ATTACKS ON THE BLOCKCHAIN

The majority attack, also known as the 5/% attack, is the
most common attack on blockchain. This attack is possi-
ble if a blockchain participant controls more than 51% of
the mining power. The rise and rapid evolution of mining
pools (with GHash.io4 briefly holding 51% of Bitcoin mining
power in 2014) has increased the likelihood of this attack,
which could jeopardize Bitcoin’s integrity [202]. A double-
spending attack entails spending the same coin twice. The
confirmation time varies greatly because it is affected by
numerous factors. The trader cannot afford to wait in a fast-
payment scenario. As a result, a double-spending attack is
possible in these scenarios. Race attacks can also occur in
these scenarios. The Finney attack is a more sophisticated
double-spend attack because it requires the participation of
a miner. The well-known attacks, Sybil, DoS, and Man in
the Middle (MitM) attacks, rely heavily on communication;
thus, most P2P protocols and IoT infrastructures are vul-
nerable to these types of attacks. There is also an eclipse
attack, in which attackers can monopolize a node’s connec-
tions, isolating it from the rest of the network, and chang-
ing the node’s view of the network. Furthermore, owing
to the computing power of these computers, quantum com-
puting could be viewed as a threat to Bitcoin, compromis-
ing the security of digital signatures. Moreover, technology
evolves, and new bugs and security flaws are discovered daily.
Because blockchain data are immutable, these enhancements
and bugs may jeopardize public blockchains with encrypted
data [10].
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2) ANONYMITY

Blockchain pseudonyms, which are responsible for transac-
tion anonymity, are rendered insufficient because of their
ability to de-anonymize participants. Because the blockchain
is public, the identities of users in the blockchain network
can be revealed through traffic flow analysis or by inspect-
ing the ledger itself. Several de-anonymization techniques
are presented, including address changes, multiple inputs,
IP associations, and the use of centralized services. All these
methods involve disclosing users’ identities by revealing the
ownership of input addresses, connecting multiple addresses
owned by the same participant, associating IP addresses by
analyzing traffic patterns, or utilizing a centralized entity for
service administration [16]. As a result, pseudonymity was
insufficient to ensure complete anonymity. Future research
should focus on solutions that reduce the likelihood of IoT
devices being linked to their owners [96]. Zerocash [203] and
Zerocoin [204] are popular attempts to address the anonymity
problem in Bitcoin, proposing that Bitcoin extensions have
completely anonymous transactions that conceal the sender,
receiver, and information itself. Monero [205] employs ring
signatures to make transactions untraceable, so they cannot
be easily traced back to a specific person or computer.

3) PRIVACY

The Bitcoin protocol is not intended to protect user privacy.
Transparency is a key feature of Bitcoin. Each blockchain
transaction can be checked, audited, and traced back to the
system’s first transaction. This is an unprecedented new
level of transparency that will undoubtedly contribute to the
development of trust. Despite the fact that there is no direct
link between wallets and individuals, user anonymity appears
to be jeopardized, despite Bitcoin’s mechanisms such as
pseudonyms and the use of multiple wallets [10].

Because private blockchains, by definition, must provide
authentication and authorization mechanisms, the problem
of privacy can be tackled in different ways. Quorum [206],
for example, is a private permissioned Ethereum blockchain
that uses cryptography to limit sensitive data visibility and
segmentation to increase data privacy. Rockchain [207] is
also based on Ethereum and it takes a data-centric approach,
allowing public calculations to be performed on private data
and accumulative results to be obtained while maintaining
data privacy. This method offers a distributed file system that
enables users to manage data privacy using Ethereum smart
contracts. In Multichain [59], user permissions are used to
restrict visibility, introduce controls over which transactions
are permitted and which users are permitted to mine. To pro-
vide privacy control on blockchain networks, Hyperledger
Fabric [51] provides access control lists and identity control
services via private channels, allowing users to control and
limit access to their shared information in the network [10].

Off-chain [208] solution is another method for deal-
ing with data privacy, in which sensitive data are stored
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TABLE 11. loT trust using Blockchain.

Implementa

Paper  Year Outcomes Applied in Tools Features Defense against Evaluation Metrics tion Blockchain type
[137] 2017 o Tryst Model (BARS). Vehicular ad- Python Three Blockchain Distribution of ® Storage overhead. Yes Not specified
® Reputation Evaluation hoc networks © MesBC forged messages o Time consumption
Algorithm. o CerBC
* RevBC
[15] 2017 o Security model Not mentioned Permissionless Humanlike Knowledge-based Trust Not mentioned The change of reputation level No Permissionless
- Blockchain (HKT) for trust management for Network Node (NN) with
® Block validity check time
algorithm (in miners) :
® Formulas for determining the
reputation of nodes over
time.
[21] 2018 Trust model against sybil ~Notmentioned o Hyperledger o The validity of the model ex, easy, ~ Sybil attack Packet Delivery Rate Yes Permissioned
attack Fabric. medium, strict. (PDR) as an indication of trust (Proof of
© Docker * Single-channel score concept)
containers
® Apache
CouchDB
(Chain State)
[94] 2018  Dynamic decentralized ToT Not mentioned o Hyperledger o The validity of the model ex, easy, e Sybil attack Packet Delivery Rate (PDR) Yes Permissioned
trust model fabric medium, strict. * Message replay as an indication of trust score (Proof of
© Single Channel attack concept)
* lézﬁgli(igcr o Distributed Probabilistic Neural * Wormhole attack
o Docker Networks (PNNs) * Bad-mouthing
; attack
containers * Good mouthing
® Apache attack
CouchDB
® Distributed
PNNs
[138] 2018 e A distributed trust A small coffee o Opligation * Obligation Chain.  Ballot stuffing e The time required for Yes Not specified
mechanism. shop provides Chain o A built-in reputation mechanism. attacks. service providers (SPs) to
® A new tool (blockchain) WIFI services ® SigningKe e Trust between the users and their * Sybil attacks. compute service consumers
called the Obligation for an SEgCPZ% Gk};, mobile operators. * Reputation (SCs) reputations
Chain. additional fee and ’ attacks, such as ® Acceptance delay
VerifyingKey rating fraud.
® Python functions
from the ecdsa
library.

[93] 2018  Trust List A practical ® Public and Integrates blockchains and SDN DDoS attack e The difficulty of Mining Yes Permissioned
deployment private Blocks. (Proof of and
scenario FEthereum  Time Duration for Delivery concept) permissionless

blockchains of Trust List.
o Cost of Executing
o Solidity. Transaction over
Blockchain.
® Ryu
® OpenFlow
® Open v Switch
[22] 2018 e A distributive trust Vehicular ad- o Clustering Scheme for VANET security based Attack on message The credibility of messages No Not specified
management scheme for hoc networks Mechani on blocket . Clustering, and integrity based on a reputation value
VANET (DTCMV) o fuzzy logic for fuzzy logic
* Algorithm for Block making the
Validation decision
[19] 2018  Trust Bit (TB), a reward- Intelligent @ UsecasconIv  ® TB Helps to detect the history of * Message © Message transmission time No Not specified
based intelligent vehicle vehicle (IV) communication 1v. authentication © Receiving time
communication using Intersection o It also provides fast and secure © Message Integrity
Blockchain technology. scenario communication between IVs. ® Access Control
* Message
Confidentiality
® Privacy
 Liability
Identification.
[1] 2018 An original decentralized  Scenario for: ® C+ language. o An original solution which creates ¢ Sybil attack * Average and Standard Yes Permissionless
authentication system  eSmarthouse g Eth bli secured virtual zones called bubble e Spoofing attack Deviation of Time
ereum public N
(Bubble of Trust) * Waste blockehain of trust e Message replay Consumption.
management o ) attack ® Assoc time (ms)
* Smart factory ® Solidity * Message e Data msg time (ms)
* Smart road language for substitution attack e Average and Standard
radar smart contract. ® DoS/DDoS attack Deviation of Energy
® TestRPC Consumption:
Ethereum. e CPU pow assoc (mWatt)
e CPU pow data msg (mWatt)
* NIC pow assoc (mWatt)
* NIC pow data msg (mWatt)
o Financial cost
[ 2019 oA behavior monitor system. ~ Smart Home ® Deep * Analyzing and classifying the e Mirai Attack * Average Detection time. Yes Permissioned
*Using Trusted Execution Autoencoder behavior of IoT devices as normal * accuracy
Technology (Intel SGX) as ® A real-time or malicious using a deep learning oTPR (True Positive Rate)
the root of trust in a local dataset. strategy (auto-encoders). oFPR (False Positive Rate)
blockchain.
® tensor flow and
Keras libraries
in Python
language for
training and
optimization.
® Hyperledger
Fabric.
[12] 2019 eA Lightweight Scalable Smart home ® NS3 * Change the reward mechanismby e DOS * Latency Yes Not specified
blockchain (LSB) generating a valid block gains * DDOS  Processing
e JoT-friendly consensus reputation or the allowance of o Dropping attack time
algorithm (DTC). placing advertisements ® Blockchain * Resilience against cyber-
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TABLE 11. (Continued.) 10T trust using Blockchain.

e Distributed Throughput
Management (DTM).

modification
e Compromising

attacks.

time interval
o Compromising the
waiting time
period
o Sybil attack
e Consensus period
attack
[13] 2019 e A trusted layered architecture. A smart © NS3 network o Custom private blockchain e Malicious sensor e Latencies Yes permissioned
* A customized private construction simulator. * A two-tiered IoT to overcome the nodes * Response to attack
blockchain architecture. environment e . constraints of IoT resources o Malicious
ustom private
blockchain galewa;/s
o Colluding
blockchain nodes
* Impersonation
[18] 2019 A novel trust management Manufacturing e NS3 simulation  ® The use of OpenID Connect e Bad Mouthing e Average response time Yes Permissioned
system. zones in a © Multichain (OIDC) attack e Number of established
factory * Ballot Stuffing transactions
environment. attack * Computation power
® On-off attack
[135] 2019  STewARD, SDN and Smart home ® Multichain * SDN and blockchain-based trust * DDoS attack o Trust assessment Yes Permissioned
blockchain-based trust evaluation.
evaluation platform for * Automated risk management using
automated risk management the analyzer.
of IoT devices. o The STewARD can determine
whether a new and unknown device
can cause harm on a network.
[209] 2019  ToT passport Framework Smart home. ® Use case # Cross-platform collaboration ¢ Not mentioned No Not specified
© Trust-Based Collaboration.
© Hierarchical Trust -
* Synchronization and Collaborative
ToT Services
[210] 2019 A blockchain trust model WSN o Truffle to * Malicious node detection in WSNs. e Malicious node e Security Analysis. Yes Not specified
(BTM) develop and e Ensure the traceability of the  detection o Reliability Analysis
build smart detection process. © Traceability Analysis
contract
® JavaScript
using web3 js.
* Ganache-cli, a
private-chain
local simulation
tool
* NPM
[2] 2020 o A Blockchain Approach for ~ Not mentioned o fyperledger  Algorithm for establishing trust  Not mentioned  Querying average speed Yes Permissioned
Negotiating Trust in IoT. Fabric between ToT devices © Minimum speed for
® Algorithm for establishing blockchain qucrying the data
trust between IoT devices.  Composer ¢ Maxn.num speed for
Playground querying the data
[211] 2020 eA Sybil-resistant scalable Not mentioned ~ Python  TrustChain is capable of creating o Sybil attack o Transaction throughput. Yes Permissionless
blockchain (TrustChain) trusted transactions among * Computational time
strangers without central control. Complexity of NetFlow.
* Offers scalability and openness
* Replacing proof-of-work with a
mechanism to establish the validity
and integrity of transactions.
* TrustChain includes a novel Sybil-
resistant algorithm named NetFlow
[92] 2020 e A secure behavior modeling Smart home ® TensorFlow and  ® A deep learning strategy (auto- o Mirai attack * Accuracy Yes Permissioned
for IoT networks using Keras libraries encoders) that outperforms on all of o Time required for detection. (Proof of
Blockchain. in Python the chosen devices in terms of concept)
*Store and monitor IoT language. False-positive, True-positive, and
devices data and classify its © Auto-encoder detection time.
behavior (normal or * Incorporating Trusted Execution
malicious) to prevent attacks. ® l};[yg:e.rledger technology (TEE) as a root-of-trust.
apric
[212] 2020  An energy-efficient WSN ® Ethereum ® Test-bed experiment o Blackhole attack ® Message overhead Yes Permissionless
decentralized trust © Ganache and ® There are five nodes in total, one of e Grey hole attack * Malicious node detection
mechanism for detecting BLOCKBENCH which is the fog node, one is the time
internal attacks in sensor actuator, and the rest are normal
node-powered IoT using a emulator. SNs.
blockchain-based multi- ® Truffle suite and e additional node is a malicious
mobile code-driven solution. Remix node.
emulators
® Atom
® JavaScript
(Nodejs) and
Solidity

outside the chain. However, these off-chain sources must
be fault-tolerant and avoid bottlenecks or single points of
failure [10]. Furthermore, data privacy laws, such as the
EU’s data protection directives, need to be updated to
reflect the new models enabled by this technology. The
use of blockchain as a legal platform should address these
regulations to ensure data privacy in accordance with the
law [201].
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4) INTEGRITY

When the reliability, accuracy, and consistency of network
transactions are jeopardized, integrity issues arise in the
blockchain. Despite being vulnerable to other attacks on
integrity, such as selfish mining attacks, history-revision
attacks, and stubborn mining attacks, these are minor attacks.
The most notable attack on integrity is the misbehavior of
a dishonest miner who may have high processing capacity
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TABLE 12. loT reputation using Blockchain.

Year  Paper Contributions Features
2018 [213] e A blockchain-based anonymous reputation system (BARS). o BARS was used in vehicular networks to establish trust and to break the link between
e A trust model was created to improve message trustworthiness real identities and public keys.
by relying on the sender's reputation based on both direct e The reputation of each vehicle was gradually built up as transactions generated by the
historical interactions and indirect opinions about the sender. vehicle were verified by other participating nodes.

o The participating nodes accept transactions generated by the more reputable nodes.

e BARS is capable of establishing distributed trust management while protecting
vehicle privacy.

2018 [214] e A reputation-based data sharing scheme. o This scheme can achieve precise reputation management for high-quality vehicle data
e This reputation scheme is based on a three-weight subjective sharing. During VECON sharing, vehicles can select the best data providers with
logic model that considers event timeliness, interaction high-quality data
frequency, and trajectory similarity. e According to the security analysis, the proposed system ensured the security of data
storage and sharing.

e The proposed three-weight subjective logic scheme outperformed traditional
reputation schemes in terms of improving the detection rate of abnormal vehicles and
ensuring security during data sharing.

2019 [215] e A blockchain-based decentralized reputation system for fog e To enable decentralized trustworthy service provisioning between IoT devices and
nodes. public fog nodes, the proposed trust model used the public Ethereum blockchain and
e A revised reputation score computation technique that combines smart contract technologies.
client feedback with an assessment of the client's opinion about e The implemented solution was broad enough to account for any changes in the
previous interactions with public fog nodes. evaluated metrics and is applicable to a wide range of domains.

o The solution was optimized to ensure the lowest possible cost, and it was tested using
solidity on the Remix IDE.

o The credibility of the raters was also considered to ensure honest feedback from IoT
devices.

2020 [216] e A reputation model that focuses on increasing an agent's e The model can detect almost all misleading agents if their percentage is less than a
reputation capital in multiagent systems. certain threshold.
e An algorithm capable of grouping agents in IoT environments e Good results were obtained in terms of the group composition.
based on reputation capital. e Malicious devices always paid significantly more for services than honest ones.
e The use of blockchain technology to certify reputation capital in
order to disseminate trustworthy and certified information about
device/agent reputation in a distributed environment.
2020 [217] e Reputation Capital model. o Adopting blockchain technology to certify the reputation capital of each agent in
e An algorithm to form agent groups in each IoT federated domain each federated environment.
based on the reputation capital of each agent. e The proposed approach can benefit the individual reputation capital of devices and,
as a result, the overall reputation capital of the IoT community.

o Under certain conditions, almost all deceptive agents can be detected.

e Using their reputation model, malicious actors always paid significantly more for
services than honest devices.

2020 [218] e A reputation system for intelligent transportation systems. e Only encrypted communication takes place between the vehicles and the central
o The ultimate goal of the proposed system is to provide users with server, and the consensus process is carried out between all vehicles in the same
an optimal travel route based on reliable data while maintaining cluster or geographical area.
confidentiality. e The output of the consensus algorithm is the validation or invalidation of road events,
as well as the updating of participants' reputations.

e After a certain threshold, the system also considered the aging process of the road

data.
2021 [219] e An architecture for managing end-device reputation values in an e The proposed architecture adhered to the cloud-fog-edge concept by incorporating an
ToT system based on their location. intermediate layer known as a fog layer to avoid a heavy workload of the system in
o To reduce the spatial computation complexity in smart contracts, the cloud layer.
geographic data are geocoded using one of two spatial indexing e The location-based component of the system was implemented by storing
techniques known as Geohash or S2. geographical areas in Ethereum Smart Contracts and subjecting reputation values to
e A compression algorithm for geocoded data was suggested. different regions based on the geographical location of the device.

e JoT devices can function as blockchain nodes.

e By querying through the fog layer, they were also able to discover service providers
in an area and obtain their reputation values.

e Geohash performed better inside the developed smart contracts, whereas S2 encoded
the data much faster outside the smart contracts.

e The proposed geocoded data compression algorithm reduced the size of the data
significantly, but it was computationally more demanding in the developed smart
contracts.

2021 [220] e A distributed reputation system to simulate real-world trust in e The actions of participants such as consensus nodes, energy buyers, and energy

blockchain-based P2P energy trading.

A fairness indicator that captures the average reputation-based
benefits and costs when considering reputation as a contribution
to the P2P energy trading market.

sellers determine the reputation scores.

Helped in the implementation of a blockchain delegated consensus algorithm and a
reputation-based [Math Processing Error] k-double auction matchmaking scheme for
P2P energy trading.

The numerical results of simulating the entire system showed how distributed
reputation improved blockchain efficiency and balanced fairness indicators between
sellers and buyers during peer-to-peer energy trading.

ratios in the blockchain network. They may cause blockchain
forks, making distributed consensus difficult to achieve,
resulting in the loss of some historical data. Furthermore, they
have the potential to contaminate blockchain with invalid data
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or transactions [16], [96]. The integrity of PoW is limited
by the number of honest miners; therefore, research on the
mitigation of these issues is required [16]. Rather than creat-
ing a new blockchain from scratch, it is preferable to build
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distributed IoT applications on top of Bitcoin or another
secure and stable blockchain, as suggested by [96]. This
is possible by employing a layered architecture, such as
that proposed by Blockstack. The additional functionalities
of the application are defined in another layer on top of
the blockchain in this solution. Furthermore, because the
blockchain is hidden at the application level, low-power IoT
devices are not required to compute the PoW [96].

5) RELIABILITY

The growing number of attacks on IoT networks, as well
as the serious consequences of these attacks, highlight the
importance of designing an IoT with more sophisticated
security. Many experts believe that blockchain technology
is critical for improving IoT security. However, the depend-
ability of IoT data is a major challenge in integrating IoT
and blockchain [10]. Although blockchain can ensure the
immutability of data in the chain and identify transforma-
tions, data that arrive corrupted in the blockchain remain
corrupted. Corrupted IoT data can result from a variety of
causes other than malicious intent. Many factors influence
the health of IoT architecture, including vandalism, environ-
ment, participants, and device failure. Devices, sensors, and
actuators do not always function immediately in a proper
manner. This condition cannot be detected until the device
in question is tested. Alternatively, it may work properly
for a short period of time before changing its behavior for
unknown reasons, such as disconnection, short circuit, and
programmed obsolescence. In addition to these scenarios,
there are numerous threats to the IoT, such as eavesdropping,
denial of service, and control. As a result, before being inte-
grated with blockchain, IoT devices should be thoroughly
tested, and they should be located and encapsulated in the
proper location to avoid physical damage, as well as tech-
niques to detect device failures as soon as they occur [10].

H. A DYNAMIC AND ADAPTABLE SECURITY FRAMEWORK
Heterogeneous devices ranging from low-power devices to
high-end servers are deployed in IoT networks. Owing to this
disparity in available resources, a single security solution can-
not be deployed for all blockchain-based IoT architectures.
Hence, the security solution must first adapt to the available
resources before deciding which security services to meet the
end-users’ minimum security requirements. Therefore, one of
the future challenges that must be addressed is the design of
a flexible and dynamic security framework for blockchain-
based IoT architectures [17].

I. STORAGE CAPACITY AND SCALABILITY

One of the major impediments to the business adoption
of blockchain technology is its scalability. The block size
increases daily. For full transaction and block validation,
full nodes must store the entire blockchain (currently more
than 150 GB in Bitcoin and 46 GB in Ethereum); therefore,
their deployment in IoT devices may be limited [4], [10], [15].
The IoT generates an unprecedented amount of data, and the
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frequency of data generation events has sharply increased.
The storage requirements for each full IoT edge node would
explode if all IoT data are encrypted and stored on the
blockchain. In addition to storage requirements, algorithmic
consensus for validating new blocks adds latency to data
transaction events. Thus, the transaction processing speed
of publicly deployed blockchains is limited, and a single
monolithic blockchain cannot scale up to meet the needs of
IoT edge devices [201].

This problem can be solved by using a layered architecture
in which the blockchain is separated from the application
layer and IoT devices with limited resources store only the
portion of the blockchain required for their own transactions
(thin clients, which are already present in Bitcoin) [96].
GHOST [221] aims to improve Bitcoin’s scalability by
changing the chain selection rule. Off-chain solutions [222]
are intended to perform transactions outside the chain,
thereby increasing the bandwidth while increasing the risk of
data loss. Another solution that has been implemented is to
separate the data related to the digital signature to reduce the
size of each block [4].

However, there is a trade-off between scale and decentral-
ization. The Ethereum blockchain has received considerable
attention recently because of its scalability. On December 10,
2017, the Ethereum network was clogged by a new ICO called
CryptoKitties, which sold virtual cats that could be bred
and collected. Because CryptoKitties overwhelm Ethereum’s
network, transaction times for all applications running on
the decentralized architecture are slowed. DAGs can improve
scalability by tying network usage and transaction verifica-
tion together, which means that a user must handle his/her
own transactions to use the network [60]. As previously
stated, the scalability and storage capacity of blockchain
are still being debated, but in the context of IoT applica-
tions, the inherent scalability and capacity limitations signif-
icantly exacerbate these challenges. These issues should be
addressed through the integration of these technologies [10].
Section IV of this paper discussed additional research contri-
butions to scalability.

VIIl. CONCLUSION
This paper conducted an intensive analysis of the current
research issues and trends on the usage of blockchain-related
approaches and technologies in the IoT security context.
This paper first started with a blockchain overview and a
discussion of the published articles on the consensus mecha-
nism of blockchain-based IoT and blockchain scalability on
IoT. Then, the paper thoroughly explained and chronologi-
cally introduced articles on IoT security using blockchain by
introducing attacks on IoT and defense mechanisms using
blockchain such as intrusion detection systems, firmware
updates, and using blockchain to ensure confidentiality,
authentication, access control, trust, and reputation.

As a vital conclusion, blockchain faces several critical
challenges while providing IoT data security. For a suc-
cessful blockchain and IoT integration, an analysis of the

VOLUME 9, 2021



E. A. Shammar et al.: Survey of loT and Blockchain Integration: Security Perspective

IEEE Access

main challenges of blockchain and IoT integration should
be conducted, considering the challenges identified in this
survey. Recently, there has been a significant amount of
industry investment and a significant amount of interest from
academia to solve major research challenges in blockchain
technology. According to the paper scope distribution, we can
see that research in the direction of IoT and blockchain is still
in its early stages. Very little research has been conducted to
address the scalability issue. Moreover, although blockchain
can ensure the immutability of data in the chain and identify
transformations, data that arrive corrupted in the blockchain
remain corrupted. Hence, it is necessary to check the data
before entering the blockchain. Some IoT devices may be
found in public places. How can blockchain be used to ensure
the security and privacy of data stored in an IoT device that
is physically under the control of an adversary? Furthermore,
there is a requirement for the development of efficient and
lightweight blockchain-based IoT security solutions.

As future work, we intend to explore how blockchain,
edge computing, and IoT can complement each other in their
integration, and how the various security problems and data
integrity of edge computing can be addressed by integrat-
ing blockchain technologies. Moreover, we are planning to
introduce various blockchain applications in IoT because the
autonomy enabled by blockchain encourages the develop-
ment of new IoT marketplaces.
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