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Abstract :- The world is only beginning to see the value and
potential impact of the internet of things (IoT). Until recently,
access to the internet was bounded via desktop, tablet, or
smartphone. With the (IoT), practically all devices and
objects can be connected to the internet and monitored
remotely. IoT devices simplify our lives and make
organizations more efficient; however, there are still
challenges to address, particularly in the security context. As
we continue to embed these connected objects and a wider
variety of wireless devices, it is mandatory to provide
confidence in this vast incoming information source.
Blockchain has emerged as a disruptive technology that will
transform the way we store, share information, and impose
restrictions to know the authentications. The data
distribution and robust level of encryption will remove the
need for trust among the involved parties and add another
security layer for IoT data. IoT devices generate too much
data using sensors and stored, processed, accessed the same
using cloud computing and achieve security some extend
using big-data. Big-data security mechanism is not sufficient
to meet the security requirements of IoT devices. We have
proposed the Blockchain encryption mechanism using
different layers architecture for the IoT devices to achieve the
desired security level. In this paper, we have focused on how
Blockchain could possibly improve IoT security. We also
survey the most relevant work to investigate challenges
associate with IoT Blockchain convergence. This proposed
mechanism will achieve the security mechanism in IoT
devices some extend.
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1. INTRODUCTION

From smart cars, smart homes to smart cities, the internet of
things (IoT) is becoming an essential part of our daily lives.
IoT is a giant network with connected devices; these devices
gather and share data about how they are used and the
environment in which they are operated [1]. Early forms of
communication with an IoT often involved machine to
machine (M2M) [2]. Today, IoT has expanded beyond
M2M and enclosed systems towards sensors of all kinds
that can communicate with each other from anywhere in the
world. With the IoT, we can apply more value to our
products. With billions of connected devices, heterogeneity
is a major challenge facing the development of IoT
ecosystems [3]. However, aside from heterogeneity and
data integration present in IoT, generated data's

trustworthiness is also an important issue [4]. For example,
untrusted organizations can modify information according
to their interests, so the reports they provide might not be
completely reliable; this promotes the necessity to verify
that the information has never been altered. One way to
ensure that the data remains immutable is through
Blockchain technology [5]. This paper proposes a generic
model to integrate IoT and Blockchain technology, and the
potential advantages of their combination will be analyzed.
The layout of the paper as follows: section II focused on the
IoT Security and Privacy challenges, followed by section A
IoT Vulnerabilities issues, section B Potential Attacks and
Glitches, section III Blockchain Concepts overview, section
1V proposed the Model to Integration of Blockchain for IoT
Devices, section V expected results summary, section V7
discussion and finally covered the conclusion & future
work.

II. IOT SECURITY AND PRIVACY CHALLENGES

The internet of things is an emerging technology that is
expanding quickly with considerable security gaps and is
plagued with vulnerabilities, malware, and the potential to
disrupt infrastructure [6]. Consumers, businesses, and
governments use [oT devices that range from simple to
complex and from small to large [7]. During the last few
years, the use of IoT devices has grown rapidly. There are
over 7 billion active IoT devices globally, and they have
been widely used in smart manufacturing, smart wear, smart
homes, etc. [8]. This increase in IoT device implementation
will meet with an increase in the regulatory effort too.
Cybersecurity is a top concern in today's increasingly digital
world for businesses, government entities, and individuals.
As millions of IoT devices become connected, hackers find
new vulnerabilities to exploit using sophisticated attacks
make it far more difficult for systems to identify, protect,
and react to these threats. Beyond stealing intelligently or
disrupting business activities, hackers now have more entry
points that allow them to damage our physical world and
post serious safety risks with the presence of IoT
technology. Many organizations and individuals embrace
the IoT, yet; very few understand how to secure the devices.
In addition to providing thermostat control for our homes,
monitoring our fitness, and turning our lights on at night.
The IoT is influential to critical infrastructures such as
utility grids and communication systems. A cyberattack on
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those systems will have major consequences. The potential
for cyberattacks and compromising privacy is increasing
due to serious vulnerabilities in [oT devices [9]. IoT devices
lack basic security defenses and can fall victim to malware
and attacks [10]. With the IoT, consumers are beginning to
have privacy concerns [11]. In addition, companies are
worried about a severe breach with IoT devices. The reality
is that every day more and more devices are passively
collecting petabytes of data without our knowledge, which
can fall into the wrong hands affecting our privacy.
Businesses can lose sales, have increased legal costs, and
lose investor confidence. Consumers face equally as serious
risks as they might telemarketing, junk mails, spam, and
identity theft. Billions of devices make up the internet of
things, from RFID to refrigerators; they talk to each other,
interact with the environment, and produce petabytes of
data. However, the IoT will affect our privacy due to serious
vulnerabilities in the devices.

A. IoT Vulnerabilities Issues

A vulnerability is a flaw in a system that allows hackers to
exploit and gain access to an unauthorized asset or cause a
security breach [12]. The potential for cyberattacks and
compromising privacy is increasing due to vast
vulnerabilities in IoT devices. Researchers found that over
half a million IoT devices are vulnerable to medium or high
severity attacks, which can pose serious security risks.
Researchers also found that 98 percent of all IoT device
traffic is unencrypted, exposing personal and confidential
data on the network [13] [14]. Connected devices are
becoming a major target for cyber-attacks.

Table I. Common IoT vulnerabilies

S.No Vulnerability Description
Publically available or
| Weak,  Guessable, or | easily brute-forced
Hardcoded Password credentials used by IoT
device manufacturers
2 Insecure Data transfer Lack of encryption or
access control
Lack of secure update | Lack of ability to securely
3 mechanism update the device
firmware.
. . User's personal
4 Insufﬁglent PIVACY | information stored on the
protection .
device
Luck of support,
Lack of device | monitoring, and response
5 e
management capabilities to the
anomalies

There are various ways to exploit a vulnerability in IoT
devices; a hacker can explore the entire network and
commands a controller from rogue devices to carry out
some physical actions such as revoking a faulty security
system to allow someone to gain access into a building.
When an architect begins to design a building, there is a set
of codes and standards in which they follow to provide

safety for the client. However, IoT manufacturers are flying
blind, as there are no standards or common language [15].
Governments and regulatory bodies recognize the problem
of poor or no security standards for devices connecting to
the internet. They are proposing minimum-security
measures for device manufacturers and labeling to raise
users' awareness about how secure their devices are. These
can be enforced as laws or industry standards and
regulations. With next-generation internet capabilities 5G,
dramatic increase in data speed and throughput, IoT devices
will be key players in the cybersecurity threat landscape
[16].

With the rapid expansion of IoT, vendors and
manufacturers have not even discovered the vulnerabilities
extent. Developers are working on incorporating security
modules that include user and password management, and
secure storage, along with anti-counterfeiting and
authentication solutions [17]. However, the problem is, IoT
devices are often vulnerable than servers and network
devices connected to the internet because they do not have
enough computing power to support basic protections such
as antimalware and firewalls.

B. Potential Attacks and Glitches

According to the Symantec internet security threat report
(ISTR), routers and connected cameras are the most IoT
devices infected by malware, and the primary sources of
IoT attacks, accounting for over 90% of the malicious
activity [18]. Smartphones, tablets, wearable technology,
and smart home devices are now being adapted into
everyday lives and appear on enterprise networks. As we
keep up to develop these interconnected devices and
extensive wireless devices, the IoT can be the source of a
significant cybersecurity threat, including data leakage,
distributed denial-of-service attacks (DDoS), and any attack
that can be controlled from botnets.

Cybercriminals use unique malware, usually a Trojan horse,
to breach the security of computer users. Often,
cybercriminals will seek to infect and control thousands of
IoT devices so they can act as the master of an extensive
zombie network or bot network [19]. The botnets can
deliver many types of cyber-crimes such as DDoS attacks,
spreading malware, online fraud, and wide-scale spam or
phishing campaigns. One of the dramatic cases of the threat
of unsecured IoT devices is the Mirai botnet [20]. The
attackers built their botnet army by running a simple script
against devices on the internet that attempted to log in with
61 known IoT default passwords. If they successfully
logged in, the IoT device was infected with malware that
directed them to follow the instructions of a central
command. The attack was very effective, and it is estimated
that there were nearly half a million Mirai-infected IoT
devices mainly composed of closed-circuit, TV cameras,
DVRs, and routers.
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II1. BLOCKCHAIN CONCEPTS OVERVIEW

Block-chain technology is a peer-to-peer (P2P) distributed
ledger technology (DLT) where all participants can access
the distributed ledger [21]. Blockchain network facilitates a
new decentralized distributed way of managing information
across parties who do not necessarily trust each other but
have a common interest. Block-chain allows us to make
transactions more directly and lower the use of
intermediaries example, companies or banks.  The
Blockchain came to life as the technology backend of
cryptocurrency (Bitcoin) in 2009 [22]. Bitcoin requires a
validated and secure database for the transactions; these
transactions must be resistant to modification and related to
their owners. For example, if you currently possess five
Bitcoins after several succession currency purchases or
trades, each of those transactions must be strapped to you to
resolve your account total. Blockchain database stores the
transactions in sequence blocks (chain) where each new
block is dependent on the previous block [23]. In the first
few years after the emergence of Bitcoin, blockchain
technology was relatively unknown.

® ®
Gl

Client-Server Blockchain Architecture

Fig. 1. Client-Server Vs. Blockchain Architecture

However, there were properties of Blockchain technology
that made it appealing outside the domain of
cryptocurrency. Innovators discovered that the same
qualities of (DLT) that made it perfect for ensuring the
integrity of Bitcoin could also be a way to store all types of
data in a more secure and validated manner [24]. While
traditional structured and unstructured databases have
served us well for several decades, they have some
fundamental security weaknesses [25]. These issues
include; account administration and ensuring only the right
people have access to specific data. Innovators have
worked hard to plug these gaps, but challenges persist until
(DLT) has not been elegantly addressed.

Unlike traditional databases that use authentication to
permit specific rights, DLT uses a consensus mechanism to
enable permissions. This consensus mechanism ensures
that only transactions allowed by predetermined rules can
take place. It also assures that a transaction is associated
with a specific person [26]. DLT can ensure that a digital-
based real estate transaction is authentic and retains its
integrity. DLT can ensure that a vote over the internet is
accurate and correlated with a specific individual.
Blockchain technology is an inherent design that makes
fraud and transaction manipulation something familiar in

traditional databases

impossible.

remarkably tough and nearly

Service
The Service component provides blockchain-based service

Incentive
Blockchian mining occurs in this layer

— Consensus
PoW, PoS, PBFT and DPOS algorithms for distributed
consensus of a block.

— Network
* This layer makes the blockchain nodes to communicate between
physical and virtual links.

Data Acquisition
Data generated by blockchain nodes.

Fig. 2. Blockchain Layers

IV. MODEL TO INTEGRATION OF BLOCKCHAIN IN IOT
DEVICES

Fig.3 illustrates the process that merges the use of IoT and
Blockchain. It is a fully decentralized system where every
device is directly writing data to the Blockchain network.
Blockchain will serve as middleware between IoT and
applications [27]. Every node has a unique identity, which
the Blockchain handles, providing a reliable way to
identify a specific source of any leakages and take quick
remedial action [28]. The smart contract, which is the
agreement between two parties in the Blockchain, ensures
the Blockchain network's proper working mechanism,
making data immutable [29]. The IoT Blockchain layer has
all the modules to provide various Blockchain technology
features, including peer-to-peer (P2P) communication,
identity management, and consensus.

Devices Storage

0] [ <—||Q

l l Analytics
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I

Network

Fig. 3. Blockchain and IoT Integration Model

In order for a transaction to be executed (write or read data
from the ledger), every packet that the IoT device induces
will be represented as a transaction. The data is wrapped in
the acquisition layer and encrypted with a digital signature.
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The network layer creates nodes connectivity in the
underlying communication network. In the Blockchain, we
have various consensus algorithms such as proof of work
(PoW), proof of stake (PoS), and delegated proof of stake
(DPoS), which are essential to agree on one particular
Blockchain state. Although the incentives layer is not
mandatory to reword the validation process when
everything is a part of the internal organization process, the
coating is established for the future where a reward is
needed for validation. The service component gives users
Blockchain-based services for different industrial sectors.
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. Network Biockchain Layer |
Pe:meral Vi e :nfe_rence Post .
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Fig. 4 Blockchain Layer and Its component for
Integration to IoT

The proposed architecture shown in fig. 4 creates a
Blockchain baseline that connects all the IoT devices in the
network, bringing embedded Blockchain security
mechanism. There is a (P2P) network for data distribution,
and mostly the information is the same in every node and
encrypted. The network devices are digitally identified,
giving each device a unique identity, which refers to the
identity of things (IDoT) [30]. The Blockchain layer can
precisely and immutably identify devices as individual
entities by hashing or using non-fungible smart contracts.
Because of each block's sequential cryptographic hashing,
it is computationally infeasible to rewrite Blockchain
history, and that is crucial for storing data or analytics

purpose.

V.RESULTS

Overall, the results presented below show that;
decentralization aspect of DLT means that hacking or
altering any records will be significantly more challenging
than with a centralized system. Fig. 5 shows the
Blockchain node design, where a complex network of
connected physical systems can process information and
communicate peer-to-peer to enable common service. By
converging IoT and Blockchain technology, we can
effectively build a decentralized platform to mitigate IoT
security obstacles effectively. In addition, every IoT device
in the Blockchain network has an encrypted, unique, and

immutable identity to ensure better privacy and security.
Disrupting the system by getting the authentication data of
a single party is particularly impossible even if one
network participant's security is compromised.
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Fig. 6 Block tampering representation of Blockchain

Blockchain data is encrypted and tamper-proof [31]. With
cryptography and timestamp, each block proceeds strictly
in chronological order; such irreversibility in time ensures
that any tamper with blockchain data will be easily
traceable. The consensus mechanism safeguards the data
codes and verifies their authenticity even if there are errors
or tampering with an individual node. The legitimacy of
the entire blockchain ledger can be guaranteed, given that
the majority of nodes carry the same information. This
feature resolves the current IoT ecosystem that depends on
a centralized platform and prevents altering the data.

VI.DISCUSSION

One of the main goals of this study was to evaluate the need
for Blockchain technology in IoT security. The concept
behind IoT is about connecting merely everything to the
internet for data-gathering into our work and personal
lives. Blockchain is based on cryptography and P2P
network for data-distribution, which is an essential part of
understanding why IoT will need the Blockchain rather
than the open internet.

The results indicate that DLT can mitigate potential
privacy and security challenges in IoT devices. The
integration of the Blockchain layer in an organization's
architecture allows it to be transformed so that security,
cost, and trust issues existing in the current IoT systems are
guaranteed. Works that deal with the subject [32] [33] [34]
proposed various approaches for the integration of IoT and
Blockchain technology; however, no clear solution has
been addressed in terms of scalability and availability in a
large-scale IoT environment. Various companies in the
market are already working on use cases for uniting these
two technologies. To adopt Blockchain in large-scale IoT,
we need to overcome technical and security concerns.
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VII. CONCLUSION AND FUTURE WORK

This paper explores the security and privacy issues in loT-
based centralized systems and solutions provided by IoT
with Blockchain. DLT is recognized as one of the solutions
for addressing the issues and challenges in IoT. Based on
the proposed model for integrating IoT and Blockchain, we
were able to contribute an easy and manageable
environment to unite the two technologies. As a final,
challenges in IoT with blockchain technology are also
addressed. However, we need further studies in order to
overcome core issues in terms of throughput in a large-
scale IoT context, as well as need to focus on the IoT
devices' privacy also. We need to evaluate the results in the
multidomain industries like healthcare, logistics, and
manufacturing, etc.
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