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A B S T R A C T   

Global initiatives on climate protection and national sustainability policies are accelerating the replacement of 
fossil fuels with renewable energy sources. Many electricity suppliers are engaged in efforts to monetize this 
transition with ‘green’ services and products, such as Green Electricity Tariffs. These promise customers that 
their supply includes a specific share of green electricity, yet since electricity suppliers often fail to deliver on 
those promises, many customers have lost trust in their suppliers. Further information asymmetries may not only 
exacerbate this loss of trust, but also spark distrust and lead to an overall feeling of ambivalence. Eventually, 
ambivalent customers may feel inclined to switch suppliers. To prevent this domino effect, electricity suppliers 
must eliminate ambivalence by increasing customer trust and reducing customer distrust. Here, we discuss how 
these challenges can be met with a customer loyalty program built on blockchain technology. We developed the 
program following a Design Science Research approach that facilitated refinement in four iteration and evalu
ation cycles. Our results indicate that the developed customer loyalty program restores trust, reduces distrust, 
and resolves customer ambivalence by providing four features: improved customer agency, sufficient and veri
fiable information, appropriate levels of usability, and unobstructed data access.   

1. Introduction 

Heightened environmental awareness and a growing need for sus
tainability have led to various ‘green’ transformations across multiple 
sectors, and perhaps nowhere more so than in in the energy industry 
(Dwivedi et al., 2022; Ågerfalk et al., 2022). These transformations have 
started to shift power generation from fossil fuels like coal and gas to
ward Renewable Energy Sources (RES) (Dong, Luo, & Liang, 2018; Hua, 
Jiang, Sun, & Wu, 2020). Moreover, they change the dynamic of energy 
consumption by balancing it against the intermittency of many RES 
(Andoni et al., 2019; Dorfleitner, Muck, & Scheckenbach, 2021). 
Meanwhile, green electricity has achieved the status of a lifestyle 
product for many customers; a trend that many electricity suppliers are 
trying to commercialize with various ‘green’ services and products 
(Bogensperger, Zeiselmair, Hinterstocker, & Dufter, 2018; Kley, Lerch, 
& Dallinger, 2011). Green Electricity Tariffs (GETs) are a case in point 
(Diaz-Rainey & Ashton, 2011; MacPherson & Lange, 2013; Ozaki, 
2011). GETs promise that “some or all of the units of electricity [a] 
customer buys are ‘matched’ by units of energy that have been 

generated from a verified renewable energy source” (Energy, 2013). 
Although the overall share of RES in the electricity market is steadily 
increasing (Andoni et al., 2019; Hua et al., 2020), electricity suppliers 
are not always able to meet these green supply commitments with their 
own RES. In such cases, they typically purchase ‘guarantee of origin’ 
certificates from other RES suppliers (Abad & Dodds, 2020). 

The problem with these certificates is that many customers under
stand neither their nature nor their purpose, which can lead to distrust 
and fears of ‘greenwashing’ (Ambrose, 2021; Guo et al., 2014; Mezger, 
Cabanelas, López-Miguens, Cabiddu, & Rüdiger, 2020). These fears can 
easily grow into a general feeling of ambivalence (Moody, Galletta, & 
Lowry, 2014; Moody, Lowry, & Galletta, 2017) that leads customers to 
question their formerly trusted relationship with their electricity sup
plier (Arkesteijn & Oerlemans, 2005; Bang, Ellinger, Hadjimarcou, & 
Traichal, 2000; Hansla, Gamble, Juliusson, & Gärling, 2008). In some 
cases, customers may even consider switching to a competitor. Many 
suppliers try to mitigate this risk with preemptive measures that rebuild 
institution-based trust and safeguard against the development of distrust 
(Cheng, Fu, & de Vreede, 2021; Moody et al., 2017). Often, customer 
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loyalty programs (Doľsak, Hrovatin, & Zorić, 2019; Peng & Wang, 2006) 
are conceived to foster a trusting relationship in which information is 
shared between supplier and customer (Bansal, Taylor, & James, 2005). 
When successful, these programs strengthen the three dimensions of 
institution-based trust (Bélanger & Carter, 2008; Cheng et al., 2021; 
McKnight, Cummings, & Chervany, 1998; McKnight, Lankton, Nicolaou, 
& Price, 2017) at the same time as they reduce the three dimensions of 
institution-based distrust (Moody et al., 2014, 2017). 

Digital technologies that facilitate such trustful sharing of informa
tion are an essential prerequisite for most of these programs. Blockchain 
technology, in particular, appears to be a suitable technological option 
(Andoni et al., 2019; Ante, Steinmetz, & Fiedler, 2021). Although a 
‘trustless’ technology by design, given that it does not require trust in a 
central operator (Werbach, 2018), blockchain’s properties, such as 
secure and distributed data storage, can generate trust (Amend & Kaiser, 
2021; Roth, Stohr, Amend, Fridgen, & Rieger, 2022). By virtue of these 
properties, blockchain can mediate trust concerns in many environ
ments where trust is either nonexistent or severely compromised 
(Amend & Kaiser, 2021). To assess its further usefulness in resolving 
trust issues concerning energy supply and consumption, we have set out 
to answer the following two research questions: 

RQ1: How can blockchain technology enhance institution-based 
trust and reduce distrust in electricity suppliers? 

RQ2: How can a trust-based customer loyalty program be designed 
with blockchain technology? 

To answer these questions, we followed a Design Science Research 
(DSR) approach (Gregor & Hevner, 2013). The use of DSR helped us 
identify design requirements for the enhancement of institution-based 
trust and the reduction of institution-based distrust. It also benefitted 
our investigations into how a customer loyalty program can be designed 
with blockchain technology. We began with a comprehensive literature 
review (Webster & Watson, 2002), followed by a workshop with an 
electricity supplier as well ex-ante interviews with experts to derive 
design objectives and requirements. Based on these, we then designed 
Nexo Energy, a conceptual architecture for a customer loyalty program 
based on blockchain. Using an iterative approach, we continuously 
refined our artifact through a series of workshops with employees of the 
electricity supplier, a comprehensive test with customers, and in
terviews with both groups (see Table A1). Upon completing the refine
ment and evaluation process, we deduced a nascent design theory that is 
based on four design principles (Gregor & Hevner, 2013). This design 
theory makes an important contribution to blockchain research as it il
lustrates a specific way in which blockchain can help manage ambiva
lence by facilitating institution-based trust and reducing 
institution-based distrust. In a broader context, it advances the current 
investigation into how innovative technologies can be used to build 
consumer trust (Abbas, Martinetti, Moerman, Hamberg, & van Dongen, 
2020; Cheng et al., 2021; Jeon, Kim, Lee, & Lee, 2021). 

2. Theoretical background 

2.1. Green electricity tariffs and customer satisfaction 

At present, global initiatives for climate protection and various na
tional sustainability policies are driving the replacement of finite re
sources with RES (Ante et al., 2021; Dorfleitner et al., 2021). While RES 
play a significant role in reaching sustainability goals, their intermit
tency and volatility introduce not just multiple organizational and 
technical challenges but also a long list of regulatory issues (Andoni 
et al., 2019; Baumgarte, Glenk, & Rieger, 2020). What is more, the 
prominence of RES poses a specific challenge to the traditional business 
models of electricity suppliers (Ahl et al., 2020; Hua et al., 2020) as they 
are now expected to meet their customers’ surging demand for green 
electricity (Bogensperger et al., 2018; Luke, Lee, Pekarek, & Dimitrova, 
2018). 

To this end, electricity suppliers typically employ Green Electricity 

Tariffs (MacPherson & Lange, 2013). The use of such GETs, however, 
poses two further challenges. One, GETs are subject to complex elec
tricity market regulation (Andoni et al., 2019; MacDonald & Eyre, 
2018), and their implementation is both cumbersome and costly 
(Bergaentzlé et al., 2019), which is why GETs are often more expensive 
than conventional electricity tariffs (Fang, Cui, Du, Li, & Kang, 2021; 
MacDonald & Eyre, 2018). Two, GETs typically involve the use of 
so-called ‘guarantee of origin’ certificates (Abad & Dodds, 2020) 
because many electricity suppliers do not have direct access to the full 
amount of RES required to satisfy their customers’ contractually agreed 
units of green electricity. To reach the quota, they buy these certificates 
from other RES suppliers (Hamburger, 2019; Raadal, Dotzauer, Hans
sen, & Kildal, 2012). Although guarantee of origin certificates are a 
legitimate measure to support the distribution of RES, customers often 
feel deceived by them – be it because they suspect disproportionate 
charges for green energy or because they do not receive the expected 
‘kind’ of green electricity (Ambrose, 2021; Guo et al., 2014; Mezger 
et al., 2020). The resentment this causes is often reinforced by negative 
publicity resulting from double-spending affairs (Castellanos, 
Coll-Mayor, & Notholt, 2017; Hamburger, 2019). 

Such resentment can lower customer satisfaction and ultimately lead 
to a drop in customer loyalty. Customer satisfaction is typically defined 
as an important antecedent of customer loyalty, and it is rooted in 
certain (perceived) service qualities (Berry, Parasuraman, & Zeithaml, 
1988; Culiberg, 2010). One important such quality is reliability, which is 
to say the “ability to perform the promised service dependably and 
accurately” (Muzahid & Noorjahan, 2009, p.26). This definition of 
reliability is rather close to the standard definition of customer satis
faction, which can be described as “a feeling [resulting] from a process 
of evaluation of what has been received against what was expected […]” 
(Muzahid & Noorjahan, 2009, p.27). It is worth noting that some ex
pectations concerning GETs may have been unrealistic from the get-go 
and may be attributed to the general public’s limited understanding of 
the complex workings of electricity generation, transmission, and dis
tribution work. It is a separate issue, however, that electricity suppliers 
have not always been able to provide the desired and promised services 
(Bang et al., 2000; MacPherson & Lange, 2013; Wüstenhagen, Wolsink, 
& Bürer, 2007). This incompetence (Moody et al., 2017) to deliver green 
electricity has led to widespread skepticism (Kramer, 1999) concerning 
the electricity supplier’s ability to improve its services in the future, and 
this in turn has had two unfortunate consequences. One, customer 
satisfaction has dropped (Martínez & Rodríguez del Bosque, 2013). Two, 
customer trust has been reduced and customer distrust has become a 
considerable problem (Kramer, 1999; McKnight et al., 2017; Moody 
et al., 2017). 

2.2. The loyalty trilemma: Institution-based trust, institution-based 
distrust, and ambivalence 

An important second antecedent of customer loyalty is customer 
trust (Chu, Lee, & Chao, 2012; Stathopoulou & Balabanis, 2016). Such 
trust is generally based on the belief that a service provider acts in the 
long-term interest of its customers (Martínez & Rodríguez del Bosque, 
2013). Accordingly, trust is contingent on “the willingness of a party to 
be vulnerable to another party’s actions based on the expectation that 
the other party will perform a particular action important to the trusting 
party, irrespective of the ability to monitor or control that other party” 
(Cheng et al., 2021, p. 3). While this definition of trust (Lewicki & 
Brinsfield, 2011; Mayer, Davis, & Schoorman, 1995; Tams, Thatcher, & 
Craig, 2018; van der Werff, Legood, Buckley, Weibel, & de Cremer, 
2019) implies a lack of control and monitoring capabilities, it is 
important to note that the willingness to be vulnerable is not the result of 
naivety but rather a consequence of the trusting party’s rational judg
ment (Dietz & Gillespie, 2011; van der Werff et al., 2019). 

In the energy sector, customers and their electricity suppliers have 
typically developed a long-standing relationship of trust (Ambrose, 
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2021). When customers make the switch to GETs, they expect their 
suppliers to deliver green units of electricity at reasonable prices and 
with the same reliability with which they previously delivered the ‘gray’ 
units (Hartmann & Apaolaza Ibáñez, 2007; Rosell & Ibáñez, 2006). In 
most cases, electricity suppliers have managed to meet these expecta
tions to such an extent that customers developed a feeling of security 
concerning the surrounding structure and the inherent legal guarantees 
(McKnight et al., 1998). This so-called institution-based trust (Cheng 
et al., 2021; McKnight et al., 2017) has three dimensions: calcu
lation-based, cognition-based, and knowledge-based trust (Cheng et al., 
2021). 

Calculation-based trust is the most basic dimension of trust and builds 
on the integrity of a trusted party (Bilgic, Hoogensen Gjørv, & Wilcock, 
2019; Moody et al., 2017). Calculation-based trust can be described as 
taking a “calculated risk” and building a positive affection (Bilgic et al., 
2019 p.4). Both elements depend on information about the integrity of 
the trusted party. This information may range from observations of the 
trusted party’s competence (Moody et al., 2017) to the keeping of 
contractual agreements and general demonstrations of openness and 
reliability (Ibrahim & Ribbers, 2009; Muzahid & Noorjahan, 2009). 
When such information affirms the trustworthiness of the trusted party, 
the trusting party may become willing to be vulnerable. This so-called 
trust motivation can initiate trust development processes (van der 
Werff et al., 2019) which are just as relevant when it comes to the 
promotion of the second dimension of trust, cognition-based trust. This 
type of trust depends on a favorable assessment of the trusted party’s 
know-how, goodwill, and reliability. The more information the trusted 
party provides (competence) in a transparent and verifiable manner 
(integrity), the easier it will be for the trusting party to establish trust 
(Ibrahim & Ribbers, 2009). As for the third dimension of trust, knowl
edge-based trust, this depends on a positive evaluation of experiences in 
dealing with the trusted party. Of particular concern here is its benevo
lence, and evidence of this can only emerge when there is an interaction 
history in the course of which the information required to develop such 
trust could be accumulated (Moody et al., 2017). For this third type of 
trust to develop, then, trust at the calculation- and cognition-based level 
has to be sufficiently advanced to allow for the requisite interaction 
(McKnight et al., 1998). 

It is a matter of some concern, therefore, that guarantee of origin 
certificates introduce ambiguity into the generation processes of these 
three trust dimensions. While electricity suppliers interpret both the 
direct provision of RES and the indirect procurement of guarantee of 
origin certificates as ‘delivering green electricity’ (Ambrose, 2021; Guo 
et al., 2014; Mezger et al., 2020), many customers would disagree with 
this wider definition. Instead they would contend that only electricity 
drawn directly from RES deserves to be called ‘green’ (Andoni et al., 
2019; Bogensperger et al., 2018; Perrons & Cosby, 2020). When the 
supplied electricity diverges notably from the customers’ interpretation 
of green electricity, this constitutes a violation of cognition-based trust. 
Customers are then likely to doubt or even dismiss the supplier’s reli
ability and competence to provide the expected service. At this point, the 
supplier’s integrity as measured in terms of costs and benefits (calcu
lation-based trust) is no longer evident (Bilgic et al., 2019). On the con
trary, customers may suspect that they have become victims of 
‘greenwashing’ by paying premiums for green electricity even though 
they have been receiving gray electricity misleadingly labelled with 
guarantee of origin certificates to make it appear like green electricity 
(Ambrose, 2021; Mezger et al., 2020). Where such suspicions lead to 
resentment, they extend customers’ doubts about the benevolence of their 
supplier, at which point some may feel cheated or even taunted 
(knowledge-based trust). 

At a more general level, such drastic setbacks in all three trust di
mensions undermine institution-based trust in electricity suppliers. 
Furthermore, they also leave room for the growth of institution-based 
distrust (Kramer, 1999; McKnight & Chervany Norman, 2001; McKnight 
& Choudhury, 2006). Distrust has many definitions, depending on its 

context (McKnight & Chervany Norman, 2001), but generally speaking 
it can be described as a “strong negative feeling regarding the conduct of 
another [party]” (Lee, Lee, & Tan, 2015, p. 162), or a “lack of confidence 
in the other, a concern that the other may act as to harm one, […] not 
[caring] about one’s welfare […]” (Govier, 1994, p. 240). Distrust is 
often accompanied by feelings of fear, frustration, and rejection (Govier, 
1994; McKnight & Choudhury, 2006). Analogous with the three-part 
structure of institution-based trust, distrust may also have three di
mensions, which we describe as vigilance-based distrust, skepticism-based 
distrust, and control-based distrust. Their respective root causes are 
perceived deceit, incompetence, and malevolence (McKnight & Choud
hury, 2006; McKnight et al., 2017; Moody, Galletta, & Lowry, 2010). 
While distrust is often overlooked as the ‘little brother of trust’, it war
rants explicit attention for being a key element of risk assessment and 
risk avoidance (McKnight & Chervany Norman, 2001). 

In our GET context, customers are keen to mitigate the risk of falling 
victim to ‘greenwashing’ when their suppliers use guarantee of origin 
certificates (Ambrose, 2021; Andoni et al., 2019; Mezger et al., 2020). 
They suspect “that the [trusted party] is dishonest and potentially pro
vides false information” (McKnight et al., 2017, p. 4). In due course, 
such deceit will lead to greater vigilance-based distrust (Kramer, 1999; 
McKnight & Chervany Norman, 2001). Customers will pay more atten
tion to the consumed units of electricity and their source, while also 
taking note of the respective green electricity prices (Bogensperger et al., 
2018). However, many electricity suppliers are simply unable to provide 
green electricity to the required extent because they do not have direct 
access to RES, and even if they did, it would not change the fact that all 
electricity in the grid is gray (Luke, Anstey, Taylor, & Sirak, 2019; Peter, 
Paredes, Rivial, Sepúlveda, & Astorga, 2019). While electricity suppliers 
believe this to be common sense, customers often have different ex
pectations and conclude that “the [trusted party] lacks the ability to 
accomplish [this] task” (McKnight et al., 2017 201, p. 4). In short, they 
perceive the supplier to be incompetent. When customers extend such 
incompetence beliefs to future tasks, they may develop far-reaching 
skepticism-based distrust (Kramer, 1999; McKnight & Chervany Nor
man, 2001). In some cases, where customers are convinced that GETs 
help their electricity supplier to ‘greenwash’ gray electricity (Ambrose, 
2021; Guo et al., 2014), this conviction can lead to the feeling “that the 
[trusted party] has the intention to harm the [trusting party]” 
(McKnight et al., 2017, p. 4) or to act in a malevolent way. This suspected 
malevolence can make a customer seek out more information and exer
cise greater caution when it comes to their own future actions, eliciting 
control-based distrust (Kramer, 1999; McKnight & Chervany Norman, 
2001). 

When previously trusting relationships between electricity suppliers 
and their customers suffer a decrease in trust along with an increase in 
distrust, the result is a conflict that can best be described as ambivalence 
(Jarvenpaa & Majchrzak, 2010; Moody et al., 2014). Ambivalence is 
commonly defined as “holding simultaneously at least two contradictory 
attitudes toward the same attitude object” (Moody et al., 2014, p. 267). 
These attitudes have three dimensions: behaviors, feelings, and beliefs, 
and each can have different valences (Moody et al., 2017). In the case of 
GETs, the long-standing relationship with an electricity supplier can, for 
instance, have a higher valence than their customers’ distrust-beliefs 
and trust-reducing behaviors or feelings. It will not, however, auto
matically nullify the customers’ negative attitudes. Instead, it creates 
ambivalence (Moody et al., 2014; Ning, Feng, Feng, & Liu, 2019). Such 
ambivalence may influence a wide variety of buying decisions and, in the 
particular case of deciding whether to stay with one’s electricity sup
plier, it can notably affect the customer’s loyalty (Moody et al., 2017; 
Olsen, Wilcox, & Olsson, 2005). After all, ambivalent customers may feel 
inclined to compare offers and even switch to another supplier. 

To safeguard against losing their customers, electricity suppliers 
must not only rebuild institution-based trust (Cheng et al., 2021; 
McKnight et al., 2017) but also reduce institution-based distrust (Moody 
et al., 2014; Olsen et al., 2005). Typically, their strategy for doing so 
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involves the use of customer loyalty programs (Dowling & Uncles, 1997; 
Uncles, Dowling, & Hammond, 2003). These are often based on inno
vative technologies, such as blockchain, and aim to both strengthen 
institution-based trust dimensions and weaken institution-based distrust 
dimensions (Abbas et al., 2020; Warkentin & Orgeron, 2020). The 
expectation is that such customer loyalty programs will replace the 
feeling of ambivalence with trust attitudes, which may ultimately in
crease customer loyalty (Moody et al., 2017; Olsen et al., 2005). 

2.3. Trustless blockchain technology as trust mediator 

In recent years, blockchain has received wide attention across many 
industries for being a ‘trustless’ technology. Various projects have since 
been initiated to test the prospects and limitations of blockchain appli
cations (Ante et al., 2021; Sedlmeir, Smethurst, Rieger, & Fridgen, 2021; 
Upadhyay, 2020). Success stories in logistics (Jensen, Hedman, & 
Henningsson, 2019; Sarker, Henningsson, Jensen, & Hedman, 2021), 
retail (Bumblauskas, Mann, Dugan, & Rittmer, 2020; Cho, Lee, Cheong, 
No, & Vasarhelyi, 2021), insurance (Zhang, Wei, Jiang, Peng, & Zhao, 
2021) and even public administration (Rieger, Lockl, Urbach, Guggen
mos, & Fridgen, 2019) have raised hopes that blockchain may offer 
similar benefits when used in electric power systems. The aim is to 
create decentralized electric power systems with the help of a decen
tralized technology that obviates intermediaries (Diestelmeier, 2019; 
Mengelkamp, Schlund, & Weinhardt, 2019). 

Technically speaking, blockchains are a particular type of distributed 
ledgers that build on a peer-to-peer network. All data can be replicated, 
shared, and distributed across multiple servers – so-called nodes (Beck, 
Müller-Bloch, & King, 2018; Butijn, Tamburri, & Heuvel, 2020; Chan
son, Bogner, Bilgeri, Fleisch, & Wortmann, 2019). Such physical 
decentralization makes secure and distributed data storage possible 
(Amend, Fridgen et al., 2021; Chanson et al., 2019; Cho et al., 2021). 
Selected nodes within the network will group transactions into blocks 
that reference the previous block through a hash-value (Zhang, Wang, & 
Ding, 2019). These hashes typically make retrospective changes to the 
blockchain easy to detect. Private blockchains further allow for the 
distribution of the right to write and the right to access data in accor
dance with the role and attributed competencies of each involved party 
(Sedlmeir, Buhl, Fridgen, & Keller, 2020; Ziolkowski, Miscione, & 
Schwabe, 2020). This reduces complexity by maintaining the commonly 
shared truth as well as the necessary transparency, without disclosing 
information that either should not or must not be accessed (Hawlitschek, 

Notheisen, & Teubner, 2018; Mattke, Hund, Maier, & Weitzel, 2019; 
Rieger et al., 2019). Beyond storing data, blockchains can process pay
ments and may even execute programming logic with the help of 
so-called smart contracts (Andersen & Bogusz, 2019; Chong, Lim, Hua, 
Zheng, & Tan, 2019; Lacity, 2018). These are redundantly executed 
scripts that enable participants to control the validity of transactions, 
which can significantly reduce dependencies on third parties as well as 
the trust that these dependencies require (Chong et al., 2019; Gorkhali, 
Li, & Shrestha, 2020; Rossi, Mueller-Bloch, Thatcher, & Beck, 2019). 
This, in turn, mitigates lock-in effects and goes a long way towards 
preventing the aggregation of market power (Hoess, Roth, Sedlmeir, 
Fridgen, & Rieger, 2022; Thomas, Zhou, Long, Wu, & Jenkins, 2019). 
Moreover, distributed data storage and execution of transactions obviate 
a single point of failure while also enabling reliable information sharing 
and process automation (Du, Pan, Leidner, & Ying, 2019; Watanabe 
et al., 2016). This makes blockchain particularly attractive for building 
and running critical infrastructures (Amend & Kaiser, 2021; Rieger 
et al., 2019). 

On account of its technical characteristics, blockchain is commonly 
described as an inherently trustless technology (Da Xu & Viriyasitavat, 
2019; Gorkhali et al., 2020). Instead of requiring users to trust one 
another or engaging a trusted third party, blockchain “shift[s] from 
trusting people to trusting math” (De Filippi, Mannan, & Reijers, 2020 
p.6). Specifically, blockchain can be used as a means to collaborate even 
when the parties do not know or trust each other, which is why many 
believe blockchain technology to be a direct substitute of trust or a 
technical manifestation of so-called trustless trust (De Filippi et al., 
2020; Risius & Spohrer, 2017; Werbach, 2018). Hawlitschek et al. 
(2018) have examined this notion of blockchain’s trustlessness in an 
extensive literature review and found that the key to successful collab
oration is not the algorithm-based trust of blockchain technology (Al 
Khalil, Butler, O’Brien, & Ceci, 2017; Maurer, Nelms, & Swartz, 2013). 
Rather, it is institution-based trust (Abbas et al., 2020; Lustig & Nardi, 
2015). Blockchain only mediates this trust by virtue of its underlying 
technical properties, such as immutability and selective transparency 
(Amend & Kaiser, 2021; Rieger et al., 2019; Roth et al., 2022). With this 
in mind, we aimed to design a customer loyalty program for electricity 
suppliers that is based on blockchain. Such loyalty programs may 
already be known from the works of Bulbul and İnce (2018) and Choi 
(2018), who focus on the development and analysis of technical com
ponents of blockchain-based customer loyalty programs. Moreover, 
Agrawal et al. (2018) address related implementation and stakeholder 

Fig. 1. Adapted Design Process Model based on Peffers et al. (2007).  
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challenges. Extending these works, this paper focuses on ethical design, 
incorporating the latent dimensions of institution-based trust and institu
tion-based distrust, which is ideally suited to inspire customer trust and to 
reduce distrust as essential albeit often neglected factors to customer 
loyalty. 

3. Research method 

3.1. Design Science Research approach 

We followed a DSR approach to analyze the role that blockchain 
technology can play in the creation of a customer loyalty program which 
reinvigorates institution-based trust, reduces institution-based distrust, and 
resolves customer ambivalence. DSR is a well-established research 
method, widely used in the design and development of various IT-based 
artifacts, such as constructs, frameworks, architectures, models, 
methods, and instantiations or algorithms (Hevner, March, Park & Ram, 
2004; Peffers et al., 2012). DSR also covers more abstract artifacts like 
social innovations and design propositions (van Aken, 2004), technical 
and social properties (Järvinen, 2007) or related design principles and 
theories (Costa, Soares, & de Sousa, 2020; Vaishnavi & Uechler, 2008). 

Our artifact, Nexo Energy, constitutes a conceptual architecture for a 
blockchain-based customer loyalty program. Throughout the iterative 
process of its design and construction (Hevner & Chatterjee, 2012; 
Hevner et al., 2004), we followed the DSR steps proposed by (Peffers, 
Tuunanen, Rothenberger, & Chatterjee, 2007) (Fig. 1). We began with a 
comprehensive literature review to identify the problems and define a 
preliminary set of design requirements (DR) and objectives (DO) 
(Webster & Watson, 2002). We then refined these DRs and DOs as 
represented in our architecture, first in a workshop with an electricity 
supplier, then in ex-ante interviews with domain experts (DSR process 
steps 1–3) (Table A1). 

To demonstrate and evaluate our conceptual architecture, we con
ducted a series of workshops with employees of the electricity supplier. 
We also implemented it in a prototype and tested it with the electricity 
supplier’s customers. Lastly, we addressed its various features in a series 
of interviews (Table A1) with both groups (DSR process steps 4–6) 
(Hevner et al., 2004; Peffers et al., 2007). 

When working on our final architecture, we developed four design 
principles (DP) that not only offer contributions to the theories of 
institution-based trust (Cheng et al., 2021; McKnight et al., 2017), insti
tution-based distrust (Kramer, 1999; McKnight & Chervany Norman, 
2001), and ambivalence (Moody et al., 2014, 2017). Our four design 
principles also form a nascent design theory (Gregor & Hevner, 2013). 
This theory can be framed as a Design Relevant Explanatory or Predic
tive Theory (DREPT) that examines why the artifact can have the pro
posed effects (Kuechler & Vaishnavi, 2012). In contrast to an 
Information Systems Design Theory (ISDT), a DREPT better explains the 
relations between the kernel theory and the artifact (Walls, Widmeyer, 
& Sawy, 2004), thus bridging the gap between abstract theories and 
“achievable effects” (Kuechler & Vaishnavi, 2012, p. 399). In doing so, 
our theorizing is in line with demands for relevance of both the theo
retical contributions and practical implications of the developed artifact 
(Gregor & Hevner, 2013; Hevner & Chatterjee, 2012; Hevner, 2007). 

Our proposed DREPT makes a knowledge contribution of the exap
tation type. Exaptation requires the extension of a known solution to 
new problems (Gregor & Hevner, 2013). Customer loyalty programs 
have a long tradition in business literature (Dowling & Uncles, 1997; 
Nunes & Drze, 2006; Uncles et al., 2003; Yi, Youjae & Hoseong, 2003), 
ever since American Airlines debuted their ‘Frequent Flyer Program’ 
three decades ago. In the intervening years, such programs have gained 
traction in multiple other areas, such as hospitality, retail, financial 
services (Hofman-Kohlmeyer, 2016), and the energy industry (Doľsak 
et al., 2019; Gamma, 2016), where the introduction of RES and GETs is 
currently a matter of notable contention (Ambrose, 2021; Andoni et al., 
2019; Mezger et al., 2020). To mediate these contentions, technological 

innovations like blockchains are examined. They aim to extend and 
evolve current customer loyalty programs, while at the same time, their 
development may be instrumental in delivering generalizable design 
knowledge for future artifacts (Gregor & Hevner, 2013). 

3.2. Identifying the problem and defining the objectives 

In line with Webster and Watson (2002), we conducted a preliminary 
literature search on various databases, including Google Scholar, Sco
pus, Web of Science, etc. For each search, we used using multiple key
words and combinations, such as “trust distrust”, “customer loyalty 
trust”, or “blockchain trust”. When reading the literature on blockchain 
technology in electric power systems and beyond, we focused on pub
lications dating back nor further than 2018, at which time applications 
reached a level of maturity beyond conceptualization. After our initial 
keyword search, we eliminated lower-quality publications by consid
ering the journal impact factors and scientific merit criteria applied by 
Scopus. Upon reviewing the titles and abstracts of this high-quality 
subset, we identified 95 publications of immediate relevance to our 
analysis. Having analyzed each of these publications, we extrapolated a 
preliminary problem statement and derived an initial set of design re
quirements and design objectives. 

In the next step, we refined these requirements and objectives by 
organizing a workshop with an electricity supplier in Leipzig, Germany. 
In addition, we also conducted 18 ex-ante interviews with domain ex
perts. Three of the workshop participants were managers of the elec
tricity supplier, two of them employers of its IT service provider. We 
asked each of our 18 interviewees how their customers had reacted to 
green electricity, to GETs, and to any associated challenges. As recom
mended by Myers and Newman (2007), we used a semi-structured 
interview format. The interviews lasted between 45 and 60 min. They 
were audio-recorded as well as transcribed for further examination. 
When moving on to our data analysis, we followed the recommendations 
of Miles et al. (2018) by performing a two-step coding process based on 
inductive and deductive coding. 

3.3. Demonstration and evaluation 

We demonstrated and evaluated our blockchain-based customer 
loyalty program by means of a series of workshops with employees of the 
electricity supplier, extensive testing with 25 customers, and a total of 
12 semi-structured interviews with members of both groups. This 
allowed us to continuously review and refine our conceptual architec
ture in iterative build-and-evaluate loops (Hevner et al., 2004; Peffers 
et al., 2007). We visited the test customers at regular intervals and noted 
their experiences and requests for adaption. In our interviews with the 
electricity supplier and its customers, we initially discussed the status 
quo, the challenges related to current GETs, and the possible applica
tions of blockchain technology that might validate the identified design 
requirements and objectives. Subsequently, we presented a draft of our 
conceptual architecture for a blockchain-based customer loyalty pro
gram and gathered feedback. Like the ex-ante interviews, our evaluation 
interviews were between 45 and 60 min in length, audio-recorded, 
transcribed, and analyzed in a two-step coding process. 

4. A blockchain-based customer loyalty program 

4.1. Objectives of the artifact 

By way of our literature analysis, ex-ante workshop, and ex-ante 
expert interviews, we arrived at 14 design requirements and 6 design 
objectives (Table A2) which together provide the framework for the 
architecture of our blockchain-based customer loyalty program. 

4.1.1. DO1 – Accountability 
Typically, customers have to rely on their electricity supplier when it 
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comes to their consumption data, the origin of consumed electricity, and 
electricity pricing (Ahl et al., 2020; Perrons & Cosby, 2020). To give 
customers more control over their data, and to prevent any subsequent 
manipulation by the electricity supplier (Andoni et al., 2019; Risius & 
Spohrer, 2017), one has to provide tamper-proof and easily accessible 
storage of data in the blockchain network (DR1). Ease of access is of critical 
importance because many customers are not digitally literate enough to 
interpret data that is directly extracted from the blockchain (Jang, Han, 
& Kim, 2020). Instead, data has to be displayed in a readily accessible 
and verifiable way (Lockl, Schlatt, Schweizer, Urbach, & Harth, 2020; 
Paymans, Lindenberg, & Neerincx, 2004). This is also true of con
sumption and generation data which has been transferred to the 
blockchain. To avoid the storage of erroneous data or its manipulation 
during the information transfer (Rieger et al., 2019), tamper-proof and 
automated data processing (DR2) is required, for instance via smart 
contracts. 

4.1.2. DO2 – Customizability 
In the context of GETs, data on the generation of electricity has for 

quite some time now been the largest bone of contention between cus
tomers and suppliers (Ambrose, 2021; Andoni et al., 2019; Mezger et al., 
2020). Collecting and storing such data in the back-end systems of en
ergy suppliers is no longer deemed sufficient by many customers. This 
has led to requests for additional, secure storage of generation and con
sumption data (DR3 and DR4) in the blockchain network. Access to such 
securely and immutably stored data (Perrons & Cosby, 2020) enables 
customers not only to automatically adjust their electricity consumption 
but also to do so flexibly, depending on the share of renewable or green 
electricity in the grid. This intuitive and comprehensive adjustment of 
electricity consumption (DR5) is particularly relevant to GET customers 
who are concerned about the sustainability of their electricity con
sumption. With this growing demographic in mind, the architecture 
should also help customers monitor their consumption data. While the 
direct storage of consumption data in the blockchain network violates 
privacy regulations, such as the General Data Protection Regulation 
(GDPR), it is worth noting that pseudonymized transaction values are 

less critical. Albeit verifiable, they would prevent the inadvertent 
attribution to customers (Rieger, Roth, Sedlmeir, & Fridgen, 2021). 

4.1.3. DO3 – Simplicity 
Customers vary in their degree of digital literacy (Paymans et al., 

2004; Portes, Cases, & N’Goala, 2020), which is why the architecture 
requires an intuitive user interface (DR8). Users should not have to deal 
with the technical details of blockchain technology (Lockl et al., 2020), 
be it when monitoring generation and consumption data, or when 
managing their GET and sustainability bonuses. This requirement also 
applies to system setup and access. Should it be deemed necessary or 
desirable that the setup can be done without the support of a technician, 
the electricity supplier is advised to deliver all information for the setup 
process (DR6). Moreover, the architecture should enable automatic smart 
device detection (DR7) to ease the setup process for customers. 

4.1.4. DO4 – Efficiency 
A key component of a reliable customer loyalty program is the 

seamless information exchange between electricity supplier and 
customer (Andoni et al., 2019; Gorski, Bednarski, & Chaczko, 2019). 
The specific requirement for this exchange is fast data synchronization 
between software components (DR9). Since blockchain does not scale as 
easily as other technologies (Di Silvestre et al., 2020; Khorasany, Dorri, 
Razzaghi, & Jurdak, 2021; Saha et al., 2021; Sousa et al., 2019) data 
processing via blockchain should be reduced to a minimum to retain high 
software uptime and availability (DR10). 

4.1.5. DO5 – Maintainability 
If the architecture is to work well for all customers, it is important 

that it can connect to different legacy systems (Ahl et al., 2020; 
Hasankhani, Mehdi Hakimi, Shafie-khah, & Asadolahi, 2021). Specif
ically, this means that the uptime of the connection should be easy to 
monitor by IT administrator staff (DR11) to ensure that they can make 
helpful interventions, should any be required. While customers do not 
have monitoring and maintenance responsibilities, they should be given 
responsibility for the design of their service agreement. What this means 

Fig. 2. Nexo Energy’s architecture.  
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in practical terms is that Nexo Energy should integrate existing GETs and 
make it easy to order for customers (DR12) who wish to use it in addition 
to existing or new GETs. 

4.1.6. DO6 – Affordability 
Participation in a blockchain-based customer loyalty program should 

remain affordable for customers (DR13). While the architecture should 
accommodate GETs that are tailored to the needs of individual cus
tomers, electricity suppliers should keep the costs for this additional 
service at bay (Gomes, Melicio, & Mendes, 2021; MacDonald & Eyre, 
2018). Customers are already charged a higher price for GETs and would 
probably become skeptical to the point of cancelling the tariff were they 
to receive the same electricity mix as before but at an even higher price 
and with only a slightly improved service offering (Ambrose, 2021; Guo 
et al., 2014; Mezger et al., 2020). It is, therefore, important for elec
tricity suppliers to ensure reasonable costs for operation (DR14) before 
they implement a blockchain-based customer loyalty program. Related 
considerations include the choice of consensus mechanism and energy 
consumption as well as affordable hardware options, such as a Rasp
berry Pi (Raspberry Pi Foundation, 2016). 

4.2. Description of the artifact 

The overarching goals of our artifact, Nexo Energy, are the restora
tion of institution-based trust, the reduction of institution-based distrust, 
and the resolution of ambivalence. Offering customers transparency and 
affording them the opportunity to actively participate in their electricity 
supplier’s sustainability efforts can improve the trust between supplier 
and customer. More specifically, our blockchain-based artifact enables 
customers to trace electricity generation data and monitor their own 
electricity consumption. What is more, Nexo Energy allows customers to 
optimize their consumption patterns according to their sustainability 
and cost reduction preferences. Customers can set their own rules for 
their smart appliances, for instance, “consume electricity primarily at 
times when the share of regional green electricity is particularly high or 
when electricity prices are exceptionally low”. By setting such sustain
able rules and consumption patterns, customers qualify for additional 
loyalty tokens. These tokens are awarded for an increased consumption 
of green electricity and can be used in a variety of ways: to reduce the 
price of a customer’s GET, to make donations to charity, to use services 
of other utility companies like electric scooters or car sharing, or to 
reinvest in shares of RES, which contributes directly to the greater 
adoption and availability of green electricity. Overall, Nexo Energy 
comprises three layers: the data source layer, the operation layer, and 
the trust layer (Fig. 2). 

The data source layer provides consumption and generation data 

from authentic sources (DO1). The sustainability of generation can be 
assessed with the Green Electricity Index (GEI) or another Renewable 
Energy Index (REI) (Zoerner, 2020). Meanwhile, ‘local controllers’ 
provide authentic consumption data for all connected appliances (DO1, 
DO2). Local controllers are IoT devices that are installed in the house
holds of customers and automatically connect to their smart appliances 
(Figure A1), whereupon they collect consumption data (DO2, DO4). To 
process data and to execute the underlying software, they require a 
reliable and scalable operating system (DO4), but the hardware for local 
controllers must not exceed a certain price limit. It must also not unduly 
increase the prices of existing GETs (DO6) and should remain affordable 
for customers. Based on an analysis of costs, network capabilities, and 
operating systems, we selected Raspberry Pis (DO6). 

The data processing layer is at home in the data center of the 
electricity supplier, where it ensures a high degree of uptime and reli
ability (DO4). As the main element of data storage and display, it uses a 
cloud controller (DO5). To safeguard GDPR-compliance, such as the 
right to erasure (Rieger et al., 2019), the generation and consumption 
data collected by local controllers is not stored on the blockchain, but 
rather in the cloud controller’s database (DO1, DO2). Individual web 
applications (see Figure A2) allow customers to display, monitor, and 
manage their current GET along with their electricity consumption 
levels (DO1, DO3). Moreover, customers can display their connected 
smart appliances alongside trustworthy data sources, such as the GEI or 
another REI (DO3). When using these data sources, customers can set 
rules for their smart appliances to ensure that their electricity con
sumption are in line with their sustainability preferences (DO5). For 
instance, a customer can set the rule that a WIFI-connected lamp shall be 
switched on or off depending on the availability of green electricity at 
the time of consumption (Fig. 3). Customers can freely determine the 
number and nature of such rules (DO3, DO5), while the local controllers 
synchronize with the cloud controller in short interval loops to transfer 
and store data (DO4). 

The trust layer with its underlying blockchain network facilitates 
the issuance, storage, and verification of loyalty tokens (DO1). Supplier 
and customer have separate blockchain wallets and both can use their 
respective wallets to exchange loyalty tokens. These tokens are issued 
from the supplier’s blockchain wallet, based on generation and con
sumption values transmitted by the cloud controller (DO1, DO2). 
Technically speaking, these values are the input for two smart contract 
functions that automatically (DO1, DO5) publish the bonus – a certain 
amount of loyalty tokens for the use of GETs – and transfer the deter
mined amount of loyalty tokens from the supplier’s blockchain address 
to that of the respective customer. The loyalty tokens can, for instance, 
be reinvested in RES, used to reduce the costs of current GETs, or 
transferred into fiat money. To prevent the electricity supplier from 

Fig. 3. Connecting smart devices with services via rules (app view).  
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making retrospective changes without customers noticing that the 
original data has been tampered with, hashes of generation and con
sumption values are stored on the blockchain (DO1). To keep trans
action costs at bay (DO6), we decided on the Ethereum blockchain and 
tested it in the Ethereum test network Ropsten (Github, 2020). 

4.3. Evaluation of the artifact 

4.3.1. First design iteration 
The first evaluation phase of Nexo Energy consisted of two testing 

phases: an extensive technical testing phase and a customer testing 
phase. For the technical testing phase, we simulated more than 1000 
transactions to ensure that data storage on the blockchain and data 
exchange via smart contracts was secure and resistant to abuse (DO1). 
Furthermore, we assessed the seamless transmission of data to the cloud 
component, i.e., the transmission of generation data from the GEI and 
that of consumption data from local controllers (DO2). This technical 
testing phase indicated no major flaws in the design and setup of Nexo 
Energy. Moving on to the user testing phase, we prepared starter kits 
containing the Raspberry Pi, two WIFI-lamps, and one WIFI-power- 
socket (Figure A1), as well as relevant installation and setup in
structions for 25 test customers. Some of those customers, however, 
immediately requested more detailed information, especially concern
ing the function and value proposition of our architecture (DO3). Once 
installed, the local controller reliably and automatically connected to 
the two WIFI-lamps, the WIFI-power-socket, and other smart appliances 
in the test customer’s household. Test customers were also able to set 
their own rules that adjusted the electricity consumption patterns of 
their connected devices to the availability of local green electricity 
generation (DO2, DO3). 

However, adapting consumption in line with GEI generation was not 
intuitive and Nexo Energy failed to identify all smart appliances that 
could have been connected to the local controller (DO3). Another 
negative to be noted is that customers were unhappy with the original 
set-up since this required the use of a separate web application (block
chain viewer) to view their loyalty token transactions (Figure A3) (DO1, 
DO3). Feedback was positive, however, about the use of blockchain to 
manage loyalty tokens and publish bonuses for the use of GETs. To 
improve usability in this regard, customers were only provided with a 
simplified version of this data on the user dashboard. Feedback was also 
positive in relation to trust-enhancing elements of blockchain, i.e., its 
transparency and tamper-resistance (DO1). Meanwhile, the costs of 
hardware and services were deemed acceptable by electricity suppliers 
and customers alike (DO6). Since the first evaluation phase was pri
marily aimed at collecting customer feedback on the basic functions of 
Nexo Energy, questions about maintainability and efficiency were 
postponed to the second evaluation phase (DO4, DO5). 

4.3.2. Second design iteration 
In the second evaluation phase, we considered the feedback 

received during the first evaluation phase and adapted the setup and 
usability of Nexo Energy accordingly. To make the dashboard more 
accessible to customers, we integrated the blockchain viewer into the 
cloud dashboard (DO3, DO2). In addition, we engaged a design thinking 
coach to create illustrations that would explain the basic functions of 
Nexo Energy to customers and make the underlying value propositions 
more tangible and comprehensible. Some of these were retrospectively 
added to the starter kit (DO3). To make the connection of smart appli
ances less cumbersome, we added a green flower icon in the customer 
dashboard to all compatible appliances. One click on a smart appliance 
marked with this green flower icon would open a submenu in which 
customers could set a threshold for the minimum availability of green 
electricity in the grid, and this minimum measure could easily be 
brought in line with GEI. Accordingly, all appliances would turn off 
when the availability of green energy was below the selected threshold; 
above it, they would turn on (DO3). 

Even though these improvements appealed to customers, we saw 
fewer interactions and received less feedback. When we asked the test 
customers about this change in behavior, they indicated that they had 
been engaging in fewer interactions due to the many down-times and 
long loading times of their customer dashboards (DO4). Those loading 
times had gone up from the acceptable maximum of 5–30 s, and cus
tomers dealing with more than one local controller were most affected 
by this negative development (DO2, DO4). We assumed the reason for 
these prolonged waiting times to be the data synchronization cycles 
between the local controllers and the cloud controller, but in order to be 
sure we scheduled a cause investigation for the third evaluation phase. 

4.3.3. Third design iteration 
In the third evaluation phase, we made improvements to down

times and data synchronization rates (DO4), and added monitoring ca
pabilities for IT administrators (DO5). As suspected, the interoperability 
and interconnectivity problems were caused by inefficient data syn
chronization between the cloud controller and local controllers (DO2, 
DO4). To resolve this issue, we introduced asynchronous queries that 
keep loading times within acceptable limits. We also managed to reduce 
downtimes after moving Nexo Energy to a stable development and 
production environment in which technical tests were simpler. 
Throughout these tests, we determined that certain flaws in the code 
were the cause of system instabilities which had led to the initial 
downtimes (DO4). 

In the third evaluation phase, the loading times of local controllers 
were tracked by both customers and developers. Due to the limited 
monitoring capabilities of local controllers, however, we had to rely 
primarily on user feedback to determine exact loading latencies (DO4, 
DO5). This illustrated the need for an additional, automated monitoring 
capability (DO5). Customers also had achieved a deeper understanding 
of the underlying blockchain technology and criticized the management 
of their blockchain addresses (DO1). In the first and second design 
iteration, we had bundled the management of the supplier and customer 
addresses in one blockchain wallet, since doing so took account of us
ability and digital literacy (DO3), but now customers explicitly reques
ted their own blockchain wallets and more control (DO1). Meanwhile, 
the general interest that customers showed in Nexo Energy had 
increased considerably, which is why a separate, simple ordering tool 
(DO5) was set up for the supplier’s entire customer base. 

4.3.4. Final design 
When working on the final design in the fourth evaluation phase of 

Nexo Energy, we focused on making the monitoring capabilities of IT 
administrators more efficient, so we introduced an IT admin dashboard 
(Figure A4). This dashboard allowed IT administrators not just to view 
the on- or offline status of local controllers but also to assess the latency 
of loading times as it showed the electricity consumption of all smart 
appliances connected to local controllers (DO4, DO5). Should a con
nected appliance not respond, IT administrators were able to initiate a 
problem diagnosis (DO5). The decision to use only a single blockchain 
wallet was reversed, and customers were given their own wallets (DO1, 
DO3). They were further given the opportunity to connect any valid 
Ethereum blockchain address to their local controllers (DO1). Moreover, 
it was now possible to order Nexo Energy via the electricity supplier’s 
website (DO5). 

Feedback from IT administrators indicated that the IT admin dash
board was as user-friendly as it was functional in performing such 
essential tasks as monitoring local controllers (DO5). Customers 
appreciated the possibility to access their blockchain addresses directly, 
which increased the general feeling of technical emancipation and trust 
(DO1). Furthermore, the convenient method of ordering Nexo Energy 
via the electricity supplier’s website had a positive impact on its 
perceived usability (DO3, DO5). The outcome of the four evaluation 
phases showed that all DRs and DOs had been considered and refined in 
the various design iterations (Table A3), which allows us to conclude 
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that the presented architecture fulfills the required intention-design fit 
(Gregor & Hevner, 2013; Hevner et al., 2004). 

5. Discussion 

The evaluation of our conceptual architecture produced a number of 
insights of general validity concerning the design of blockchain-based 
customer loyalty programs. Following in the footsteps of Gregor and 
Hevner (2013) and Baskerville, Baiyere, Gregor, Hevner, and Rossi 
(2018), we have identified four design principles that promise to be of 
use to practitioners who wish to design and successfully implement such 
programs. 

In using blockchain technology for our artifact and its multiple 
design iterations, we also contribute to theory. Specifically, we indicate 
how blockchain can help to restore institution-based trust, restrict insti
tution-based distrust, and resolve ambivalence for customers dealing with 
electricity suppliers. In doing so, we connect theories about institution- 
based trust (McKnight et al., 2017; Moody et al., 2017), ambivalence 
(Moody et al., 2017), and institution-based distrust (Kramer, 1999; 
McKnight & Chervany Norman, 2001; McKnight & Choudhury, 2006). 
In conjunction, these theories account for many of the intricacies of 
customer loyalty (Chu et al., 2012; Stathopoulou & Balabanis, 2016). 
Moreover, their successful integration into a DSR approach underlines 
the importance of bringing together theory and practice when it comes 
to the development of innovative solutions for complex problems 
(Gregor & Hevner, 2013; Kuechler & Vaishnavi, 2012). 

5.1. Practical implications 

The loss of customer loyalty is not a unique problem for electricity 
suppliers. Across multiple industries, such as hospitality (Kandampully, 
Zhang, Christina & Bilgihan, 2015; McCall & McMahon, 2016) and retail 
(Vesel & Zabkar, 2009; Yi, Youjae & Hoseong, 2003), service providers 
are struggling to retain their customers. One way to reverse this trend 
and increase customer loyalty is to implement loyalty programs that can 
help develop long-lasting relationships between service providers and 
their customers (Hofman-Kohlmeyer, 2016). Basing these programs on 
blockchain technology, rather than on regular databases, promises to be 
an important mediator on the customer’s journey from ambivalence to 
institution-based trust; as we have shown, blockchain does this by virtue 
of its inherent properties (Amend & Kaiser, 2021; Rieger et al., 2019; 
Roth et al., 2022; Sedlmeir et al., 2020). Since the four design principles 
that emerged in the development and evaluation of our conceptual ar
chitecture can be abstracted and generalized, they may support a broad 
variety of practitioners. 

5.1.1. DP1 – Give customers agency 
When evaluating customer feedback in our design iteration phases, 

we learned that customers value choices (Interviews 1,3,5,6,7,8,9,12). 
Although they initially found it somewhat challenging to set their own 

rules for smart appliances and determine thresholds for electricity in line 
with GETs, they became increasingly appreciative of the level of 
personalization afforded to them by Nexo Energy (Interviews 
2,3,4,5,10,11,12). Another positive impression shared by several test 
subjects was that, unlike many other customer loyalty programs (Bulbul 
& İnce, 2018; Uncles et al., 2003), Nexo Energy allowed customers to use 
their obtained loyalty tokens for a purpose of their own choosing (In
terviews 1,2,3,6,7,8,9,10). Our test customers appreciated that they 
could exchange their tokens for fiat money or use them at participating 
public utility companies to pay for such services as the rental of electric 
scooters or cars. Other options were also welcomed, such as the op
portunity to reinvest one’s tokens into shares of RES. This general 
appreciation extended to the fact that the value of these tokens is high 
because they are not exclusive to the electricity supplier. Indeed, they 
have value beyond the loyalty program (Interviews 2,3,5,6,7,9,11) since 
there are multiple other reinvestment opportunities, which give the 
tokens a much broader appeal. One positive side-effect of this broadened 
loyalty token scheme is that customers feel their choices are taken 
seriously, so much so that these choices can have an impact beyond 
consumption (Interviews 1,2,3,4,6,7,8,10,11). Customers are most 
likely to enjoy this sense of choice and real agency when customer 
loyalty programs do not anticipate all services but instead leave room for 
customers to shape their own portfolio of desired services and functions. 

5.1.2. DP2 – Provide customers with sufficient and verifiable information 
In the first evaluation phase, customers criticized the customer kit 

that presented Nexo Energy’s value propositions. According to this 
initial feedback, there was too much information and too little clarity 
(Interviews 2,3,5,6,8,9,10,11,12). Such poor communication and 
insufficient verifiability were the root cause of customer skepticism 
(Interviews 2,3,5,6,7,9,11). With this in mind, we consulted a design 
thinking coach in the second design iteration to help us provide acces
sible explanations and tangible value propositions for Nexo Energy. 
After all, customers require more information than superficial knowl
edge about the purpose of a service if they are to assess the trustwor
thiness of their electricity supplier (Interviews 3,5,7,8,9). Of particular 
interest in this context is the sustainability of electricity. Since all of the 
information on this key factor is transparently and immutably stored on 
the blockchain, customers can easily check whether their electricity is as 
sustainable as promised by their GETs (Interviews 2,3,5,7). Likewise, all 
other data posted on the user dashboard is verifiable by customers. If 
need be, customers can control the compliance with individually 
determined rules and set GET thresholds for every smart appliance and 
every single transaction. Since such simple consumption management 
and reliability control of GETs are enormously attractive, customer 
loyalty programs should proactively ensure that customers can access all 
required information in an easily verifiable manner. 

5.1.3. DP3 – Consider appropriate levels of usability for customers 
Customers have varying levels of digital literacy (Interviews 

Fig. 4. Overview of the positive effects of our blockchain-based loyalty program on institution-based trust, institution-based distrust, and ambivalence.  
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2,4,5,6,7,8,9). What they all have in common, however, is the desire for 
equal access to offered services (Interviews 1,4,5,6,8,12). Making 
everything equally accessible is particularly challenging, however, 
when it involves the use of innovative technologies like blockchain. As 
evaluations of Nexo Energy have indicated, the user interface should be 
as simple and intuitive as possible (Interviews 1,2,4,6,7,11,12). Irre
spective of how complex the underlying processes turn out to be, the 
user interface ought to contain nothing more than the didactically 
minimum of information required to make use of the technology’s 
functions. This also applies to the execution of services. It should be 
automized as far as possible, which is to say that customers should only 
have to take individual steps themselves in relevant situations, where 
either their choice or their consent is required. To improve usability 
accordingly, Nexo Energy bundled the blockchain addresses of all its 
customers in the energy provider’s wallet. This decision, however, was 
met with significant backlash from digitally rather emancipated cus
tomers, so we reversed it in the fourth design iteration and gave cus
tomers their own blockchain wallets (Interviews 4,6,7,8,9). What this 
process showed us is that, although data stored directly on the block
chain is difficult to read and would exceed the digital literacy of most 
users, service providers should not decide on behalf of all customers 
which functions each of them is allowed to use. Instead, service pro
viders would do well to offer a spectrum. As long as the key message is 
retained also at the didactically most simplified level, users are not 
disadvantaged, not even if they cannot understand the information at 
the most granular level (Interviews 1,2,4,5,8,11). In short, customer 
loyalty programs should not proactively reduce access to more granular 
information but instead provide different levels of didactical reduction 
while retaining the basic message. 

5.1.4. DP4 – Give data access to customers 
Information asymmetry between an electricity supplier and its cus

tomers puts the latter in the uncomfortable position of having to take the 
supplier’s assurances on faith, without knowing whether this faith will 
be repaid (Ambrose, 2021; Guo et al., 2014; Mezger et al., 2020). With 
the introduction of blockchain technology, however, loyalty programs 
can provide customers with a tamper-resistant transaction record stored 
in a distributed fashion (Amend & Kaiser, 2021; Rieger et al., 2019; 
Sedlmeir et al., 2020). This record includes hashes of all consumption 
and generation values as well as the respective token transactions. To 
increase usability, an early version of Nexo Energy only provided cus
tomers with a simplified version of this data on the user dashboard. 
Customers had no way of verifying the displayed data. With advancing 
digital literacy, however, customers demanded access to their block
chain addresses in order to directly monitor electricity consumption and 
generation data as well as loyalty token transactions on the blockchain 
(Interviews 1,4,5,6,7,9). After this considerable reduction of ‘data 
asymmetry’, customers came to appreciate that blockchain technology 
enables the desired checks and balances required to create an equal 
footing for customers and suppliers (Interviews 1,4,5,7,8,11,12). While 
many service providers fear the effects of giving customers unlimited 
and transparent access to their data (Merlo, Eisingerich, Auh, & Levstek, 
2018), our analysis of Nexo Energy indicates that such customer 
emancipation does not alienate customers from their supplier (In
terviews 2,3,4,7,8,9). Far from it, the result was a feeling of empower
ment that strengthens the bond between customer and service provider 
(Interviews 1,2,4,5,6,7,10,11). Consequently, customer loyalty pro
grams promise the greatest success if they include an option for cus
tomers to be granted access to all relevant and verifiable data. 

5.2. Theoretical implications 

The four identified design principles provide more than actionable 
guidelines for the development of specific blockchain-based customer 

loyalty programs. They also offer insights into trust-restoring, distrust- 
reducing, and ambivalence-resolving processes, as described in the rele
vant literature (Kramer, 1999; McKnight & Chervany Norman, 2001; 
McKnight & Choudhury, 2006; McKnight et al., 2017; Moody et al., 
2017). While the relationship between trust and loyalty has been 
researched and discussed at length (Chu et al., 2012; Martínez & 
Rodríguez del Bosque, 2013; Nguyen, Leclerc, & LeBlanc, 2013; Sta
thopoulou & Balabanis, 2016), actionable trust factors have yet to be 
clearly defined (Chaudhuri & Holbrook, 2001; Stathopoulou & Balaba
nis, 2016). Some have hypothesized that institution-based distrust and 
ambivalence have a negative impact on customer loyalty, but this sup
posed impact has yet to be observed in practice (Lee et al., 2015; Yen, 
2010). In the following, we do exactly that by demonstrating how our 
blockchain-based architecture and its underlying design principles 
function as mediating factors (Fig. 4) to rebuild institution-based trust 
(McKnight et al., 2017; Moody et al., 2017), reduce institution-based 
distrust (Kramer, 1999; McKnight & Chervany Norman, 2001; McKnight 
& Choudhury, 2006; Moody et al., 2017), and resolve ambivalence 
(Moody et al., 2014, 2017). 

As illustrated in Fig. 4, our blockchain-based architecture counters 
ambivalence and mediates between the two latent constructs of trust and 
distrust as well as their respective latent factors (Kramer, 1999; 
McKnight & Chervany Norman, 2001; McKnight & Choudhury, 2006; 
McKnight et al., 1998, 2017). 

5.2.1. Impact on institution-based trust 
Although some prior studies have made attempts to base customer 

loyalty programs on blockchain technology (Agrawal et al., 2018; Bulbul 
& İnce, 2018; Choi, 2018), they have not elaborated on the intricate 
relationship between institution-based trust factors and blockchain 
properties, nor have they analyzed how their interplay fosters customer 
loyalty. To do so, we focused on increased customer agency when we 
defined our first design principle (DP1). Customers are given the op
portunity to tailor the services and functions of Nexo Energy in a 
self-responsible fashion, which is to say they can choose to adjust any 
and all of them to their needs and priorities. No longer are they passive 
consumers of electricity at the mercy of predefined GETs (Ambrose, 
2021; Guo et al., 2014; Mezger et al., 2020). Instead, customers become 
actively involved in a bilateral process; directly setting goals for their 
electricity consumption and indirectly setting goals for their electricity 
supplier’s sustainability agenda. As a result, the supplier and its cus
tomers have a common goal, which is an essential dimension in the 
creation of cognition-based trust (Cheng et al., 2021; McKnight et al., 
1998). Furthermore, the possibility to reinvest blockchain loyalty tokens 
into shares of RES proves to customers that the supplier is competently 
supporting the distribution of green electricity, rather than attempting 
to deceive its customers (Ambrose, 2021; Mezger et al., 2020). Having 
an immutable and transparent transaction record of loyalty tokens on 
the blockchain further emancipates customers in the sense that the 
supplier invests them with verification capabilities (Ziolkowski et al., 
2020). Moreover, since the use of Nexo Energy requires continuous 
interaction between the supplier and its customers, the latter gain the 
reassuring feeling that their choices are being taken seriously, so much 
so that they can have a real impact on the supplier’s development of its 
business model. This is a contributing factor to knowledge-based trust 
(Cheng et al., 2021; Li, Pieńkowski, Van Moorsel, & Smith, 2012; 
McKnight et al., 1998) as it indicates the benevolence of electricity sup
pliers (Moody et al., 2017). 

In defining our second design principle (DP2), we took account of 
the high value that customers place on the possession of sufficient and 
verifiable information, especially the kind that they can personally ac
cess and verify. At present, the poor state of information provision and 
the insufficient verifiability of said information are the root causes of 
skepticism concerning GETs and related ‘greenwashing’ allegations 
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(Ambrose, 2021; Andoni et al., 2019; Mezger et al., 2020). During the 
multiple design iterations of Nexo Energy, we tried to eliminate the 
perceived information asymmetry by giving customers access to the 
blockchain component. The ensuing verifiability of information about 
hashes of consumption and generation data (Ahl et al., 2020; Perrons & 
Cosby, 2020) enabled customers to check whether the system complied 
with their individually determined rules as well as with the GEI 
thresholds of smart appliances. As we saw, this lets customers appreciate 
the supplier’s competency to uphold contractually agreed services, which 
is seen as ‘evidence of trustworthiness’ or ‘good reasons’ to develop 
cognition-based trust (Cheng et al., 2021; McAllister, 1995). Furthermore, 
when given access to hashes of values concerning both consumption 
data and generation data as well as token transactions, customers are 
better able to assess the benefits of participating in Nexo Energy. 
Allowing customers to see and calculate all of the costs and benefits 
proved to be the foundation for calculation-based trust (Cheng et al., 
2021; McKnight et al., 1998). It also provided obvious evidence of the 
electricity supplier’s integrity (Moody et al., 2014, 2017). 

In defining our third design principle (DP3), we placed the 
emphasis on appropriate levels of usability for customers. While inno
vative technologies like blockchain entail many highly technical func
tions that would confuse average customers, we found that electricity 
suppliers do well not to preclude access to more detailed information. 
This was an important lesson learned during the design iterations of 
Nexo Energy, where the customers’ blockchain wallets and control over 
their blockchain addresses were initially eliminated yet later reinstated 
due to notable customer disapproval. Having not only access to infor
mation as well as control over it because it is directly stored on the 
blockchain (Perrons & Cosby, 2020; Seebacher & Schüritz, 2017), cus
tomers can judge the reliability of their supplier along with its compe
tence (Ibrahim & Ribbers, 2009) to deliver the agreed services 
(cognition-based trust) (Cheng et al., 2021; McAllister, 1995). Perhaps 
just as important is the fact that they can judge not only its integrity to 
deliver benefits for the customer (calculation-based trust) (Li et al., 2012; 
McKnight et al., 1998), but also its benevolence as this is instantly 
apparent when looking at the immutable transaction-history (knowl
edge-based trust) (Cheng et al., 2021; McKnight et al., 1998). To make 
such a comprehensive judgement possible, suppliers can provide this 
immutable and transparent data record on the blockchain (Hameed, 
Barika, Garg, Amin, & Kang, 2022; Sedlmeir et al., 2020; Zhang et al., 
2019). Suppliers can also simplify auditability (Amend & Kaiser, 2021) 
on the user dashboard to cater to their less digitally-literate customers. 
As a result, all customers can rest assured that the supplier is trying to 
engage them equally in its endeavor to rebuild institution-based trust. 

When defining our fourth design principle (DP4), we concentrated 
on the importance of sufficient data access for customers. The current 
information asymmetry between electricity suppliers and customers 
makes it difficult for the latter to base their trust on rational decision- 
making (Bélanger & Carter, 2008; Dietz & Gillespie, 2011; van der 
Werff et al., 2019). It stands to reason, then, that customers are rather 
unwilling to be vulnerable to a supplier’s policy changes (Ambrose, 
2021; Cheng et al., 2021; Mezger et al., 2020; Tams et al., 2018). In the 
interest of more rational decision-making, we found that blockchain 
technology can be introduced into loyalty programs to ensure that 
customers have a tamper-resistant transaction record stored in a 
distributed leger (Amend & Kaiser, 2021; Rieger et al., 2019; Sedlmeir 
et al., 2020). However, letting customers assess consumption and gen
eration data (Ahl et al., 2020; Perrons & Cosby, 2020) not only restores 
cognition-based trust. It also provides customers with their desired checks 
and balances (Abbas et al., 2020), which is to say it creates the necessary 
foundation on which customers can achieve an equal footing with their 
supplier. This empowerment of customers through the use of blockchain 
technology indicates a much-needed openness of the part of the elec
tricity suppliers, which drives both calculative-based and knowledge-based 

trust (Ibrahim & Ribbers, 2009). 

5.2.2. Impact on institution-based distrust 
While there is already an extensive body of literature on the rela

tionship between blockchain technology and trust (Abbas et al., 2020; 
Hawlitschek et al., 2018; Werbach, 2018), the research does not extend 
to the far-reaching ways in which the use of blockchain technology can 
reduce institution-based distrust. In developing our first design principle 
(DP1), we discovered that an increase in customer agency leads to a 
decrease in their fear of deceit and thus a decrease in vigilance-based 
distrust. Customers can assume the responsibility of setting rules for their 
consumption patterns in line with GEIs, and they can use their 
blockchain-based loyalty tokens to invest in a purpose of their own 
choosing. They can even look at the blockchain to assess the system’s 
compliance with their predefined choices (Kramer, 1999; McKnight & 
Chervany Norman, 2001). So far, countless customers are likely to have 
suspected that their electricity supplier is incompetent to deliver the 
agreed units of green electricity, as indicated by their GETs to date 
(Ambrose, 2021; Guo et al., 2014). This has encouraged a notable degree 
of skepticism-based distrust (Kramer, 1999; McKnight & Chervany Nor
man, 2001). Going forward, however, they have the possibility to 
reinvest their tokens into shares of RES, which would automatically 
increase the distribution and availability of green electricity. What is 
more, when a supplier offers customers such reinvestment opportu
nities, it indicates that they share a common goal. 

Both our second design principle (DP2) and our fourth design 
principle (DP4) had a moderating effect on skepticism-based distrust and 
control-based distrust. The ample provision of information and access to 
data immutably stored on the blockchain (Amend & Kaiser, 2021; Rieger 
et al., 2019; Sedlmeir et al., 2020) enabled customers to accumulate 
verifiable information. This prevented suspicions of incompetence and 
malevolence on the part of the electricity supplier (Kramer, 1999; 
McKnight & Choudhury, 2006; Moody et al., 2017). After all, since the 
information on the sustainability of electricity generated with GEI and 
hashes of consumption data are transparently stored on the blockchain, 
customers can easily detect retrospective changes to the data history 
(Sedlmeir et al., 2020). 

Our third design principle (DP3) indirectly affects all three insti
tution-based distrust dimensions: skepticism-based distrust, control-based 
distrust, and vigilance-based distrust. Without a tool like a blockchain 
viewer, customers are unable to monitor their data and accumulate the 
information required to assess the trustworthiness of their electricity 
suppliers (Kramer, 1999; McKnight & Choudhury, 2006; Moody et al., 
2017). Moreover, they are unable to actively decide which individual 
services they would like to tailor to their specific needs. As our study has 
shown, however, usability is key to leveraging the potential of block
chain technology for customers, irrespective of how complex the un
derlying processes may be. Customers should, therefore, be able to 
access all essential information – even at the didactically most simplified 
level – to make their own rational choices and risk assessments 
(McKnight & Chervany Norman, 2001). 

5.2.3. Creation of customer loyalty 
As indicated in Fig. 4, an increase in institution-based trust and a 

decrease in institution-based distrust should notably reduce ambivalence 
(Moody et al., 2017). As we saw when deriving our design principles 
(DP1-DP4) from our blockchain-based customer loyalty program, it is 
possible to resolve the conflict between the competing latent constructs 
of trust and distrust (Jarvenpaa & Majchrzak, 2010; Moody et al., 2014). 
By providing unobstructed access to consumption and generation data 
(DP2, DP4) along with increased customer agency (DP1) and improved 
usability of technical monitoring tools (DP3), service providers can 
support the restoration of institution-based trust as well as the reduction 
of institution-based distrust. 
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As discussed in previous literature, reducing ambivalence may also 
have a positive impact on customer loyalty (Moody et al., 2017; Olsen 
et al., 2005). This would confirm assumptions that ambivalence is at the 
threshold of distrusting attitudes and that the behavior it motivates 
could negatively affect loyalty (Jonas, Broemer, & Diehl, 2000; Olsen 
et al., 2005). On the other hand, customers who felt empowered by Nexo 
Energy and saw themselves as active partners in this trust relationship 
indicated that they had little reason to distrust their electricity supplier. 
Since our proposed conceptual architecture facilitates this, it may 
indeed foster customer loyalty by virtue of resolving ambivalence, 
restoring institution-based trust, and reducing institution-based distrust. 

5.3. Limitations of this study and potential for further research 

Our study provides insights into how energy suppliers can design a 
customer loyalty program based on blockchain technology. The design 
principles derived from our artifact further indicate how blockchain 
technology can restore institution-based trust as well as reduce institution- 
based distrust and resolve ambivalence concerning electricity suppliers. 
These principles are predicated on theories about institution-based trust 
(McKnight et al., 2017; Moody et al., 2017) and institution-based distrust 
(Kramer, 1999; McKnight & Chervany Norman, 2001; McKnight & 
Choudhury, 2006). Their multiple dimensions contribute significantly to 
whether or not customer loyalty is promoted (Chu et al., 2012; Statho
poulou & Balabanis, 2016). Despite our best efforts at rigorous analysis, 
however, this study is also subject to certain limitations. 

Firstly, we did not quantify the electricity volumes that were affected 
by changes in consumption patterns due to the customers’ predefined 
rules. Such quantification would have been necessary to evaluate effects 
beyond the customer-supplier relationship, such as the effects on dis
tribution grid management. However, obtaining the necessary amount 
of quantitative data would have required a considerably larger test 
group as well as a far longer test period. Future research could, there
fore, build on this study to evaluate such effects several months after 
broad implementation. 

Secondly, our four design principles and our propositions concerning 
their effects on institution-based trust and institution-based distrust rely on 
a purely qualitative analysis supported by interviews and a compre
hensive literature review. Additional quantitative analysis could deter
mine the connection and interplay between both factors. Further 
research could particularly explore SEM-plots or hierarchical linear 
modeling based on quantitative data from questionnaires. 

A final observation worth making here is that we only evaluated only 
one motivational factor, and we did so without considering its interplay 
with other motivational factors that may be driving how customers 
select and engage with their electricity suppliers. For instance, not all of 
them will be equally interested in sustainability, nor are all of them 
likely to respond with equal enthusiasm to increased customer agency 
and customer involvement. For many, cost factors may play a much 
more prominent role. With this in mind, future researchers may want to 
consider how customer intentions and preferences affect our proposed 
design principles and trust/distrust factors. 

6. Conclusion 

In this study, we discuss how blockchain technology can be used to 
design a customer loyalty program for electricity suppliers and how this 
blockchain-based customer loyalty program can restore institution-based 
trust, reduce institution-based distrust, and resolve ambivalence in order to 
retain or regain customer loyalty. We draw on various theories about the 
dimensions of institution-based trust (McKnight et al., 2017; Moody et al., 
2017) and institution-based distrust (Kramer, 1999; McKnight & Chervany 
Norman, 2001; McKnight & Choudhury, 2006). Treating them as 

antecedents to customer loyalty (Chu et al., 2012; Stathopoulou & 
Balabanis, 2016), we argue that customer agency, sufficient and verifi
able information, appropriate levels of usability, and unobstructed data 
access can increase customer loyalty. Particularly noteworthy is our 
finding that the immutable and transparent storage of data on the 
blockchain can have a significant positive impact on the three di
mensions of institution-based trust and institution-based distrust. The same 
applies to specifically created customer dashboards for monitoring and 
blockchain wallets for token transfers. We have reason to believe, 
therefore, that our DSR approach to customer loyalty can help re
searchers and practitioners alike in efforts to understand the complex 
interplay of trust and distrust factors, especially when trying to generate 
or improve customer loyalty. 
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Appendix 

See appendix Figs A1–A4 and Tables A1–A3. 

Fig. A1. Nexo Energy Starter Kit.  
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Fig. A2. Customer Dashboard.  

Fig. A3. Blockchain Viewer Transaction History.  

Fig. A4. IT Admin Dashboard.  
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Table A1 
Ex-Ante and Evaluation Interviews.  

No. Organisation Role 

Evaluation Interviews 
1 Energy utility Head of Energy Asset Mgmt. 
2 Energy utility Teamlead Energy Products 
3 Energy utility Teamlead Energy Metering 
4 Energy utility IT Architect Digital Energy Solutions 
5 Energy utility Head of Data Security/ Data Center 
6 Energy utility Head of Dev. Ops 
7 Energy utility Head of Virtual Power Plants 
8 Energy utility Head of IT 
9 Energy utility IT Architect Digital Energy Solutions 
10 Energy utility Head of Virtual Power Plants 
11 Energy utility Fullstack Developer 
12 Energy utility Fullstack Developer 
Ex-Ante Interviews 
13 Non-Profit Organization Head of Electric Mobility 
14 E-Mobility Start-Up Product and Partner Manager 
15 Energy Start-Up Energy Sales and Business Development 
16 Blockchain Start-Up Business Development 
17 Research Institute Researcher 
18 Software Company Director Operations 
19 Blockchain Start-Up Chier Operations Officer 
20 Consulting Head of DLT 
21 Energy utility Head of Data Lab 
22 Law office Lawyer 
23 Energy Service Provider Digital Project Lead 
24 Software Company Head of Venture Creation 
25 Non-Profit Organization Head of Electric Mobility 
26 E-Mobility Start-Up Product and Partner Manager 
27 Energy Start-Up Energy Sales and Business Development 
28 Blockchain Start-Up Business Development 
29 Research Institute Researcher 
30 Software Company Director Operations  

Table A2 
Description of Design Requirements.  

DO DR Description 

DO1 (Accountability) DR1 Tamper-proof and easily accessible storage of data in the blockchain network  
DR2 Tamper-proof and automated data processing 

DO2 (Customizability) DR3 Secure storage of electricity generation data  
DR4 Secure storage of electricity consumption data  
DR5 Intuitive and comprehensive adjustment of electricity consumption 

DO3 (Simplicity) DR6 Deliver all information for setup process  
DR7 Automatic smart device detection  
DR8 Intuitive user interface 

DO4 (Efficiency) DR9 Fast data synchronization between software components  
DR10 High software uptime and availability 

DO5 (Maintainability) DR11 Easy to monitor by IT administrator staff  
DR12 Easy to order for customers 

DO6 (Affordability) DR13 Affordable for customers  
DR14 Reasonable costs for operation  
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& Zizzo, G. (2020). Blockchain for power systems: current trends and future 
applications. Renewable and Sustainable Energy Reviews, 119. https://doi.org/ 
10.1016/j.rser.2019.109585 

Diaz-Rainey, I., & Ashton, J. (2011). Profiling potential green electricity tariff adopters: 
green consumerism as an environmental policy tool? Business Strategy and the 
Environment, 20, 456–470. https://doi.org/10.1002/bse.699 

Diestelmeier, L. (2019). Changing power: shifting the role of electricity consumers with 
blockchain technology – Policy implications for EU electricity law. Energy Policy, 
128, 189–196. https://doi.org/10.1016/j.enpol.2018.12.065 

Dietz, G., & Gillespie, N. (2011). Building and Restoring Organisational Trust. 
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