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Abstract

The new technology has recently experienced remarkable progress which enlarged its domain of application. In supply chain
domain, this increase appeals to new models that can collect, analyze and control big data. Emerging technologies form the 4th
industrial revolution which consider the smart supply chain as essential component of it. This composition articulates on many
concepts such as Internet of Things and Blockchain. These smart concepts help supervising the supply chain by supervising its
equipment. Internet of Things consists of creating an interconnected field of all the objects composing the logistic chain and
makes them active and accessible in real time. While Blockchain stills a very trending and complex concept that can be exploited
advantageously in the transmission and storage of data in a secure and decentralized manner. The purpose of this study is to
present, initially, a global view of the Moroccan industry classification according to its Gross Domestic Product, then, studying
the percentage of major contributions of the industrial branches. In addition to that, to design a survey about the application of
smart supply chain technologies in the Moroccan industry.
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1. Introduction

The 4th industry revolution brought a new change on the automated industry which transformed it, radically, into
an autonomous decision making one. Internet of Things, Big Data analytics, Blockchain, 3D printing, machine
learning, artificial intelligence and more are considered as technological pillars of the industry 4.0 that intervene all
along the supply chain equipment and processes. Their intervention makes the activity easy to access and control by
making smart decision in real time using complex logistical models.

The concept of smart supply chain concretely performs the entire logistic chain from customer to customer,
regardless of their location, by effectively controlling the flow of suppliers. This control concerns simultaneously the
cost reduction and the quality exigence. To achieve this performance, smart supply chain exploits intelligent sensors
and devices existing in all the chain equipment. However, data security against cybercrime and data reliability
remains to be major issues in the integration of smart technologies into the supply chain. These problematics persist
side by side with the infrastructure problems, complexity of procedures and policies, but also with cost instability.
Therefore, it is strongly necessary to achieve a condition of transparency in all logistics flows in order to ensure a
fast and secure transmission of information, products and money.

The Internet of Things and Blockchain present two emerging technologies that are starting to attract researchers
in logistic domain. The first technology aims to create an interconnected system linking all equipment and devices
through their smart sensors and cards using the Internet features. While the second technology aims to improve the
previous operation done by IoT and to ensure it by providing secure and reliable data transmission. Blockchain was
first created to manage Bitcoin as a digital currency [1]. This new concept is then transmitted to the supply chain by
providing secure, reliable, traceable and authentic data between the supplier and the customer, whatever their
location is.

The main objective of this article is to discuss the application of smart supply chain technologies in Moroccan
industry. To do this, we have segmented our study into three sections. First, presenting a global view of the
classification of Moroccan industry according to its Gross Domestic Product. Second, displaying the logistics
percentage in each industry classification. Third, designing a survey on the application of smart supply chain
technologies in Moroccan industry.

This paper is organized according to the following sections: Section 2 presents a literature review about the main
concepts of smart supply chain. Section 3 treats material and methods used to analyze the application of smart
logistic tools and technologies in the Moroccan context. Section 4 discusses the study results. And, section 5 is
dedicated to the conclusion.

2. Literature review
2.1. Equipment supervision

Equipment supervision is the process of connecting devices and machines to a network, in order to create an
interconnected system that generates, collects, analyzes and interprets data [2]. It demands a system visibility
condition, which is necessary in all sectors based on the supply chain. This condition allows a real time monitoring
of the process using trending technologies such as barcodes, Radio-Frequency Identification (RFID), Near Field
Communication (NFC), Optical Character Recognition (OCR) and biometrics. These tools are characterized by
automatic identification functionalities [3].

Equipment supervision technologies articulate on several principal functions: identification of physical objects
function, locating and positioning, generating object status using sensors, communication and accessibility, data
storage of equipment and logic function allowing critical events identification [4].
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Figure 1. Architecture of equipment supervision system in smart supply chain
2.2. Smart supply chain

Supply Chain Management (SCM) is defined as a controlled grouping of all processes and equipment
contributing in the creation of the added value according to the customer-to-customer concept [5].

SCM goes through many stages starting by customer and ending by customer. The main constraint of the whole
chain is to make the right product at the right time and in the right place, respecting the right cost [6]. SCM manages
to make this constraint disappears using precise monitoring system along the chain and through the three flows
physical, information and financial. This system participates in the digital transformation of the supply chain from
the provision of new solutions using advanced analyzes, to the optimization of SCM by artificial intelligence and
IoT. These technologies are seen as the keys to smart logistics.

However, supply chain stills confronting many technical and organizational problems such as production and
shipment delays, over storage or insufficient storage and raw materials shortage and disruption. Facing these
logistical challenges, measures have been implemented by many developed countries to help distribute the gains
from participation in global value chains to the rest of the economy. These strategies highlight national productive
integration and proactive engagement and learning between governments, global businesses, local suppliers and the
human resources. In particular, the adoption of new technologies by leading companies places new requirements on
supply chain participants, as the competitive advantage counts today on skills, services and infrastructure [7].

2.3. Internet of Things

The concept of the Internet of Things (IoT) first appeared with Wireless Sensor Networks (WSN) in 1998 [8].

Due to technology progress, electronic devices have improved their requirements relatively to new industrial
constraints. The Microcontroller Unit (MCU), digital radio transceivers and sensors are the main component of
developed IoT equipment: MCUs are small in size and consume less power and are very inexpensive, digital radio
transceivers are easy to set up and present energy efficient functionality and sensors are the identification tool of any
physical properties. However, device memory remains a major constraint in the new generation of IoT devices [9].

Regarding the increase of technological constraints, the need of a new form of objects’ connection becomes
essential. As a result, many standardization organisms have begun to design protocols like IPv6 over IEEE 802.15.4
networks (6LoWPAN) [20,21]. Internet Protocol (IP) persists as a fine working network system protocol, enabling
an end-to-end connectivity between interconnected devices through internet functionalities.

2.4. Blockchain
Blockchain is an emerging technology that has introduced a new concept of distributed database. It works by

storing and transmitting data in a decentralized, transparent and secure manner. The blockchain allows users to
share, publicly or privately, all digital events that have been executed and shared in the same chain [10].
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Blockchain is composed of blocks that each block contains a distributed data shared or executed by users. These
transactions are secured by complex algorithms that enable users to create and apply agreed rules enforcing data
security. They make it unbreakable by all users including system administrators. Blockchain is a single platform
system with multiple application areas [11].

To add a new operation in the blockchain, many transactions are involved with the chain nodes, as shown in
figure 2. The new created block is characterized by decentralization and security. It goes through 5 stages:
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Figure 2. Steps to create a new block

3. Materials and methods

The main objective of this section is to present the methodology adopted in studying the application of smart
technologies in the Moroccan logistics. First work aims to present a global view of the national industry contribution
to the GDP. Next, studying the percentage of major contributions of the industrial branches. Then, designing a
survey to extract their real applications of smart technologies in their supply chains.

3.1. Moroccan industry contribution to the gross domestic product (GDP)

This subsection presents a global view of the main industrial branches’ contribution to real GDP growth in
Morocco. The Moroccan industry, known as the secondary sector, is composed of 12 branches: Automotive;
Aecronautical; Textile; Leather; Electronics; Electric; Chemistry & Para-chemistry; Pharmaceuticals; Building
materials; Renewable energy; Mechanical & metallurgical; and Offshoring.

Each branch contributes in the GDP by creating wealth during a specific period. Figure 3 details the contribution
part in the GDP of each branch during 10 years (2008 to 2018) [12].

Due to the COVID-19 pandemic, all sectors around the world have been adversely affected [13]. This study
focused on a period before the crisis giving an approximate and significant vision of the national industry.

Contribution part in the GDP (2008 - 2018)
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Figure 3. Contribution part in the GDP (2008 - 2018)
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As shown in Figure 3, industrial branches have experienced an unstable development over the years, making GDP
a variable input. During 2018, Mechanical, metallurgical and electrical industry presents a 6.7 point as the highest
value added by branch in volume. Figure 4 presents the contribution part of each branch in the GDP during 2018.
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Figure 4. Contribution part in the GDP (2018)

By applying Pareto principle, 80% of the GDP contribution is distributed over the Mechanical, metallurgical and
electrical industry, Electricity and water, Mining industry, Chemical and para-chemical industry and Processing
industry.

These branches play a dual role from suppliers to subcontractors. This makes them essential links in the supply
chain and important branches to be studied in this article. The study treats the application of smart technologies and
tools on the logistic chain of these branches, using a questionnaire detailed on the following subsection.

3.2. Survey architecture about the application of smart supply chain technologies in Moroccan industry

In this part, the article presents the conception and design of a survey destined to Moroccan industries. It takes the
form of an extracting questionnaire relating to the application of smart supply chain technologies in a specific
industry. The survey contains the following axes:

e Company Name, its industrial branch and activity.

Type of production flow (Pull flow, push flow, just flow) and its size of logistics equipment.

Logistics chain monitoring mode (Automatic, autonomous or manual)

Existence of smart technologies for logistics supervision, and a list of them

Actual performance with the integration of smart technologies compared to performance without them

The questionnaire provides a clear image about the existence of smart technologies in the Moroccan
manufacturing sector. This image includes a description of a company's business, technical sourcing, and a
benchmark between current and past performance with and without the implementation of smart tools. In addition,
this survey provides an adaptive version of Internet of Things and Blockchain applications on the domestic industry.

4. Discussion

This research conducted a survey aimed at the application of smart technologies in Moroccan industries
contributing the most to GDP. The survey consisted of three categories of data. Each category plays a sourcing
function of generating real parameters of logistics chains in Morocco.

The first category concerns the technical sheet of a manufacturer giving its identification, its industrial activity,
the type of its production flow and the size of its logistics equipment. A well-organized structure must, effectively,
control its entire supply chain including all of its internal and external processes, first, to improve them, then, to
achieve good Overall Equipment Performance (OEE). Consequently, the supply chain management, according to the
first category of the questionnaire, is a key parameter for the success of the company improvement.
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The second category is considered the main objective of the survey. It shows how, technically, a company
monitors its own supply chain in three ways: automatic, autonomous or manual. It also presents a detailed list of all
the equipment, devices and technologies used in each logistics flow and how they manage to collect, analyze, store
and transmit data. In addition, it gives technical actions vis-a-vis data security constraints. For this thing, IoT
provides real-time supervision of all interconnected equipment in the chain, while the Blockchain guarantees the
transmission of data in a decentralized and secure manner.

The third category summarizes the concrete benefits of integrating smart tools by comparing new performance
with and without these smart technologies. A gap is calculated to carry out an economic study and to conclude on
the gains concerning the technological investment.

5. Conclusion

Industrial companies are constantly faced with growing demand in a very competitive market. This constraint
requires manufacturers to improve their activities and methods by exploiting new concepts and innovations [14].

The implementation of smart technologies at industrial manufacturers, such as Internet of Things and Blockchain
tools, has shown a significant improvement in performance. However their investment cost, smart technologies lead
to significant advantages in terms of productivity, performance and profit.

The diversity and improvement of innovative technologies make them easy to implement in all types of industrial
sectors. Due to their functionalities and standards, models are now becoming more dynamic and adaptive to follow,
autonomously, technological and machine evolutions. One of these new technologies is the accessibility of the 5G
network which is becoming a faster highway in the digital world. It presents an opportunity to design new models
under IoT concept, integrating 5G devices with the data security of the blockchain. These models allow a more
developed supervision of the supply chain management, in particular on the Moroccan industry.
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