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ABSTRACT 
This paper presents a cyber-security culture framework for assessing and evaluating the current security 
readiness of an organization’s workforce. Having conducted a thorough review of the most commonly 
used security frameworks, we identify core security human-related elements and classify them by 
constructing a domain agnostic security model. We then proceed by presenting in detail each compo
nent of our model and attempt to quantify them in order to achieve a feasible assessment methodology. 
The paper thereafter presents the application of this methodology for the design and development of 
a security culture evaluation tool, that offers recommendations and alternative approaches to workforce 
training programs and techniques. The model has been designed to easily adapt on various application 
domains while focusing on their unique characteristics. The paper concludes on applications of our 
instrument on security-critical domains, and its contribution to current research by providing deeper 
insights regarding the human factor in cybersecurity.   
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Introduction 

Information Security is a multidisciplinary area of study and 
professional activity focusing on safeguarding and protecting 
Information Technology against a variety of dangers and 
threats.1,2 Initially, information security was characterized by 
a rather technical approach best left to the technical experts. 3 

Even at this early stage, people responsible for implementing 
information security, identified the need for top management 
becoming involved. This led to a second phase where infor
mation security was incorporated into organizational struc
tures and Information Security Managers were appointed.4 

Security policies and procedures were drafted creating the 
need to understand their effectiveness and assess their results. 
But most importantly, revealing that there were other ele
ments of information security that had been disregarded up 
until then. Information security standardization, certification 
and assessment were introduced along with an effort to 
understand and address the human element as an important 
security factor.5 

An organization’s biggest threat to privacy and security, 
even if not acknowledged, are considered to be their own staff. 
6 Employee security awareness is a key link to an organiza
tion’s security chain since even the most well-guarded cor
poration is defenseless with no security culture. 7,8 This term, 
“security culture,” soon dominated in the era and was attrib
uted various definitions.9 The vast majority of them agree that 
it “exists when every participant in the information society, 
appropriately to their role, is aware of the relevant security 
risks and preventative measures, assumes responsibility and 
takes steps to improve the security of their information systems 
and networks.”10(p.8) 

Security culture is cultivated via a long and time- 
consuming procedure affected by various factors with differ
ent weights.11–19,20 And, although, certain information 
security assessment techniques are established, the same 
does not apply for the evaluation methods used by its corre
sponding culture.21,22 

Driven by the importance of this undoubtedly significant 
cyber-security factor, the underlying research focuses its 
efforts on designing a generalized security culture framework 
able to adapt to different domains and adjust its assessment 
methodology accordingly. A model depicting the core security 
culture levels, dimensions, and domains has been designed 
based on previously conducted scientific research while filling 
the gaps and inabilities among the different approaches. To 
intercept the cultural status of an organization and, at the 
same time, pinpoint the neglected security regions the most 
widely used assessment methods have been used: testing, 
examination, and interviewing.21,23 Our framework thereafter 
outlines linking the results of the assessment with valuable 
recommendations and practical ways of enforcing organiza
tional and individual awareness, commitment, and engage
ment toward cyber-security. Thus, through continuous 
assessment iterations, the ultimate goal is to diminish the 
human-related cyber-threats against an organization. 

This paper presents a methodology for evaluating the 
cyber-security culture of an organization with an emphasis 
on the aspects of the human factor. Section 2 presents back
ground information regarding current research studies as well 
as leading standards and frameworks on cybersecurity beha
vioral analysis as well as their relation to crucial security 
hazards. Building upon the wide and diverse range of these 
studies a holistic, security culture model is presented in 
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Section 3, in an effort to develop an innovative instrument for 
the assessment of the cybersecurity readiness of a company 
with an emphasis on the human factor. The model depicts the 
core security factors per different levels, dimensions, and 
domains, in detail. Furthermore, we describe how our frame
work assesses the impact of each security factor on the overall 
security culture readiness level. In Section 4, we present how 
the specific instrument can be applied in practice on different 
business domains as well as our first applications aiming at 
the critical EPES1 sector. In Section 5, we outline a number of 
considerations and limitations regarding the proposed model. 
Finally, Section 6 concludes with the importance and impact 
of our proposed framework for enterprises as well as areas of 
further research and potential future applications. 

Background 

Scientific research perspective 

The complexity of the human nature with regard to informa
tion security has long been a subject of research for different 
scientific disciplines. Their goal was to approach, understand, 
and finally analyze how the employee's feelings, beliefs, beha
vior, attitude, and actions can directly or indirectly, intention
ally or unintentionally, affect and possibly threaten the 
information security of an organization. Understanding the 
basis of the problem could lead to effective solutions: applic
able and fruitful security policies and procedures as well as 
training programs that could contribute to cultivating 
a prosperous security culture. 

Employees’ adherence to information security policies 
served as the starting point for many scientific surveys 
exploiting various theories, such as the Theory of Planned 
Benefits (TPB), the Rational Choice Theory (RCT), the 
Protection Motivation Theory (PMT), the General 
Deterrence Theory (GDT), the Social Cognitive Theory 
(SCT) and the Theory of Reasoned Action (TRA).24,25 

Intention to comply with information security policies proved 
to be fundamentally affected by employees’ attitude, norma
tive beliefs, and habits whereas sanctions and intention had 
a significant impact on actual compliance to them.26 Threat 
appraisal and facilitating conditions were found to have 
a positive influence while coping appraisal and sanctions 
would have negative or even no influence at all.27 

Evidence that individuals who have both the security 
knowledge and skills may fail to efficiently apply them to 
their daily working routine triggered another research notion 
aiming to explore relationships among self-efficacy in infor
mation security, security practice behavior, and motivation.28 

Self-efficacy, in the context of information security, refers to 
an employee’s self-confidence in their skills or ability to com
ply with the controls taken by the organization.29 Research 
showed that people with high-efficacy demonstrate a higher 
degree of conviction about their ability to mobilize motivation 
and cognitive resources needed to successfully execute the 
guidance of the organization’s information security 
policies.30 At the same time, habits and subjective norms 

were found to directly influence actual behavior and reduce 
the impact of behavioral intentions to comply with organiza
tional security policies.31 

Although findings revealed the need for security technol
ogy to be user-centered in order to be effective, they also 
underlined that social and working environment around an 
individual has an apparent impact on one’s security behavior 
and compliance.32 Scholars focused on bridging the gap 
between individual intent and actual behavior given 
a specific working reality and information security 
approach.26,27,29,31 Robert E. Crossler et al., Zahoor Ahmed 
Soomro et al., Qing Hu et al. are some of the researchers who 
identified the need to co-examine the organizational and 
individual level factors effecting and shaping the organiza
tional culture and, therefore, directly influencing information 
security outcomes, paving the way for further scientific 
research.33–35 The need to study, investigate and, finally, 
quantify organizational and individual security dimensions 
along their many interactions and interdependencies in 
a formalized way arose. 

Information security standards and professional 
frameworks 

In parallel, theprofessional society focused on designing 
security assessment frameworks as a means of creating the 
business, environmental, and social conditions that would 
form the foundations for a proper and promising security 
culture. 

Efforts on this field started much earlier when in 1995 BSI 
Group published BS 7799 as a standard. Its first part con
tained best practices for information security management 
while its second part, titled “Information Security 
Management Systems – Specification with guidance for use”, 
focused on how to implement an information security man
agement system (ISMS). Both parts were later on adopted by 
ISO and incorporated in the ISO 27000 series of standards as 
ISO/IEC 27002:2007 and as ISO/IEC 27001:2005 respectively.
36,37 Together, they form what is probably one of the most 
widely adopted security recommendations. 

A year later, Information Systems Audit and Control 
Association (ISACA) released COBIT. COBIT, standing for 
Control Objectives for Information and Related Technology, 
was a framework designed to bridge the crucial gap between 
technical issues, business risks, and control requirements.38 It 
soon became a thoroughly recognized guideline applicable to 
any organization in any industry. Overall, it is being used to 
ensure quality, control, and reliability of information systems 
in an organization. 

In 2005, a new comprehensive information security 
approach named PROTECT was introduced. Its name was 
an acronym for the seven control components (Policies, 
Risks, Objectives, Technology, Execute, Compliance, and 
Team) suggested as the core elements of an effective security 
program and was aiming at addressing all aspects of informa
tion security.39 

1Electrical Power and Energy System. 
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In 2007, A. Da Veiga and J. H. P. Eloff presented the 
Information Security Governance framework to be used as 
a starting point by an organization to minimize risk and 
cultivate an acceptable level of information security culture.5 

It addressed technical, procedural, and human components 
while allowing further adjusting for the varying national and 
international legislation and regulations that each organiza
tion is subject to. 

A few years later, National Institute of Standards and 
Technology (NIST) issued Special Publication (SP) 800–53 
Revision 4, Security and Privacy Controls for Federal 
Information Systems and Organizations.40 Its main purpose 
was to provide guidelines for selecting and specifying security 
controls for information systems supporting executive agen
cies of the federal government. 

In 2017, ENISA, taking into consideration the academic 
and research community’s notion and findings which was 
conducted in parallel, differentiates for the first time the 
professional society approach by publishing the 
Cybersecurity Culture (CSC) Framework. According to CSC, 
the concept of cybersecurity culture refers to the knowledge, 
beliefs, perceptions, attitudes, assumptions, norms, and values 
of people regarding cybersecurity and how they manifest 
themselves in people’s behavior with information 
technologies.41 Soon, a security toolkit was developed based 
on its principles and guidelines, the Security CLTRe Toolkit,42 

which enables an organization to evaluate and graphically 
represent their security cultural status by means of seven 
specific dimensions. This was the first formalization attempt 
of the scientific approach to the human security factor. 

Up until then, security professionals focused on designing 
security standards and frameworks aiming at security infra
structure, policies, and procedures safeguarding workplaces 
and employees but without practically encouraging individual 
engagement, participation, and awareness. Most importantly, 
suggested frameworks neglected employee intent and actual 
behavior while trying to conform and comply to the informa
tion security controls and suggestions formulated within 
a business environment. 

On the other hand, as presented in the previous section, 
academic research approached cyber-security via anthropolo
gical and social studies meant to understand how environ
mental factors, individual features and traits affect, induce and 
finally dictate the overall information security of an organiza
tion. The potential of combining these two seemingly incom
patible but actually supplementary security approaches is yet 
to be explored. This paper focuses on combining scientific 
results and business findings while bridging their diversities. 
Its final goal being none other than designing, implementing, 
and finally proving a robust security culture framework able 
to evaluate and meaningfully contribute to the improvement 
of the security reality of an organization. 

Security culture framework 

Model 

Having conducted a multidisciplinary research review and thor
oughly studied several academic principles and security expert 

approaches towards information security, including technical 
analyses, algorithmic frameworks, mathematical models, statis
tical computations, behavioral, organizational, and criminologi
cal theories, we have created a foundation combing the elements 
that constitute the critical cyber-security culture factors. 
Combining human-centric elements and attributes with organi
zational, both external and internal, parameters, we have con
cluded in designing a globalized model. 

This draft model was then presented and discussed in 
a series of workshops with security professionals and academic 
experts with specialization on information security in the con
text of the EnergyShield initiative during the first year of the 
project implementation.43 Representatives of software compa
nies implementing security solutions and industrial products, 
cybersecurity consultant organizations and university depart
ments related to information security participated and dyna
mically contributed in finetuning and finalizing our model 
reaching to its first robust version presented in Figure 1. 

More specifically, this model clearly defines two levels: 
organizational level is meant to encompass all factors related 
to an organization’s security technological infrastructure, 
operations, policies, and procedures while individual level is 
targeted on employee’s attributes and characteristics with 
immediate impact on their security attitude and behavior. 
This way, both perspectives presented so far are enclosed 
and suggested model manages to combine both “external” 
human factors as well as “internal” driven individual notions. 

Each level is then broken down into different dimensions. 
Organizational level is divided into dimensions that include 
the designing, development, documentation, and implementa
tion of security policies and procedures that aim at different 
business domains. More specifically: 

Assets: refers to the organization’s assets (including people, 
buildings, machines, systems, and information assets) and 
includes policies that enforce several levels of confidentiality, 
availability, and integrity controls. 

Continuity: is meant to ensure operations, services, and 
production continuity for an organization at predefined levels 
while safeguarding the reputation and interests of key stake
holders in cases of disruptive incidents. 

Access and Trust: focuses on appropriate access to 
resources across the organization while clarifying different 
roles and permissions. In addition, it delimits any interactions 
the organization has with third-party factors, such as suppli
ers, customers, authorities, and so on. 

Operations: refers to the administration of business prac
tices to create the highest level of efficiency possible within an 
organization while taking into account the security aspects 
that safeguard its final results. 

Defense: focuses on the foresight to have planned, 
acquired, and properly configured all technical assets neces
sary for the improvement and efficient operation of its infor
mation security. 

Security Governance: refers to the measures taken to effec
tively plan, manage, and improve its information security. 

On the other hand, individual level is consisted of the 
following dimensions: 

Attitude: refers to the feelings and beliefs employees have 
toward security protocols and issues. 

JOURNAL OF COMPUTER INFORMATION SYSTEMS 3 



Awareness: examines employees’ understanding, knowl
edge, and awareness of security issues and activities. 

Behavior: studying the security-conscious behavior exhib
ited on a day-to-day basis in an individual’s workplace. 

Competency: evaluating the employees’ abilities, skills, 
knowledge, and expertise that enable them to conform with 
the security policies and procedures of the organization. 

Each dimension is in turn analyzed into domains with 
distinctive application areas and quantifiable indicators. 
Table 1 holds a brief presentation while correlating them 
with the established research results were their basis lies. 

Each domain is then broken down to a number of 
controls that vary from simple yes/no, likert scale, or 
multiple questions to quantitative and qualitative ones. 
Each control bears different weights to the domain 
assessment result so as to attribute the different impor
tance and, thus, impact specific factor has in the overall 
security culture formation. 

Controls are being evaluated using different techniques 
depending on their nature and significance85: 

• Questionnaires, widely used for the organizational level 
domain controls, remain brief, easy-to-understand, and tar
geted to facilitate interviewees. 

• Simulations cover a wide range of artifacts such as phish
ing e-mails, social media fraud techniques, workstation virus 
contamination and so on. 

•Tests varying from real-time user-targeted ones, such as 
password robustness, e-mail exposure, ransomware resilience, 

and extended organizational-aimed ones, such as domain 
spoofing, mail server resistance and various others. 

• Serious games are being used not only as a more reliable 
evaluation method but also due to their instructive nature and 
impressive effectiveness results. 

• Simple observation, reporting from different sources and 
cross-analysis of the collected information is also invoked. 

The suggested model applies to any size and kind of organi
zation regardless of its business domain, specialization, techno
logical status, and security readiness. It can also be used by any 
operational structure demonstrating a definite distinction 
between a decision-making board and a production unit. It 
can be adjusted to any business field by calibrating metrics 
defined for each of its domains. Additionally, it can be expanded 
and updated with little effort to constantly keep pace with the 
continuously transforming business environment. 

Scientific findings on different professional domains suggest 
that each security factor contributes with a different weight in 
the overall security culture of an organization. Therefore, the 
scoring methodology needs to be dynamic by adjusting to the 
specific needs of the business field in the framework is being 
applied. The use of different techniques to attribute the indivi
dual security factors is suggested starting from a simple 
weighted average/sum method and leveraging to more sophis
ticated multi-criteria analysis methods, including pairwise com
parison methods such as the Analytic Hierarchy Process (AHP) 
or the PROMETHEE family,86,87 outranking methods like the 
ELECTRE family,88 or distance-based methods like TOPSIS 

DimensionsLevels

Security 
Culture

Organizational

Assets

Continuity

Access and Trust

Operations

Defense

Security Governance

Individual

Attitude

Awareness

Behavior

Competency

Figure 1. Cyber-security culture model. 
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Table 1. Cyber-security model correlation to established research results. 

Level Dimension Domain Definition Sources 

Organizational Assets Application Software Security Management of the security life cycle of all in-house developed and acquired 
software to prevent, detect, and correct security weaknesses. 

36,37,44,45  

Data Security and Privacy The processes and tools used to prevent data exfiltration, mitigate the effects 
of exfiltrated data, and ensure the privacy and integrity of sensitive 
information. 

37,44–47  

Hardware Assets Management Active documentation, inventory and management of all hardware devices 
or physical assets so that effective protection is assured. 

36,37,44,48  

Hardware Configuration 
Management 

Establishment, implementation, and active management of security 
configuration for all hardware devices or physical assets using a rigorous 
configuration management and change control process to prevent attackers 
from exploiting vulnerable services and settings. 

44,45,48  

Information Resources 
Management 

Classification of all information assets depending on their criticality, 
confidentiality, and business value. 

48,49  

Network Configuration 
Management 

Establishment, implementation, and active management of network 
infrastructure devices security configuration using a rigorous management 
and change control process to prevent attackers from exploiting vulnerable 
services and settings. 

36,37,44,45  

Network Infrastructure 
Management 

Management of the ongoing operational use of ports, protocols, and services 
on networked devices to minimize vulnerability windows available to 
attackers. 

44  

Software Assets Management Active documentation, inventory, and management of all corporate software 
assets so that effective protection is ensured. 

36,37,44,48  

Personnel Security Management of the proper authentication and authorization level 
controlling personnel and/or visitors’ access in the physical facilities of the 
organization. 

36,37,46,47,50–52  

Physical Safety and Security Establishment, implementation, and active management of facilities’ physical 
security. 

36,37,45,46,49  

Continuity Backup Mechanisms The backup procedures used to avoid loss of critical information and provide 
a level of acceptable business continuity in case of incidents. 

36,37  

Business Continuity & Disaster 
Recovery 

The processes and tools used to properly back up critical information with 
a proven methodology for its timely recovery. 

36,37,44–46  

Capacity Management The procedures with which the organization can ensure that information 
technology resources are right sized to meet current and future business 
requirements in a cost-effective manner. 

36,37  

Change Management The procedures used for the management of any changes, internal and 
external, in the organization. 

36,37,53–57  

Continuous Vulnerability 
Management 

Continuous acquisition, assessment, and elaboration on new information to 
identify vulnerabilities, remediate, and minimize the opportunity window for 
attackers. 

44  

Access and 
Trust 

Access Management The processes and tools used to track, control, prevent, and correct secure 
access to critical assets according to the formal determination of which 
persons, computers, and applications have a need and right to access these 
critical assets based on an approved classification. 

36,37,44,45,48  

Account Management Active management of system and application accounts’ life cycle to 
minimize opportunities for attackers to leverage them. 

36,37,44,46  

Communication Various controls aiming to protect data, information, and systems during 
communication procedures. 

36,37  

External Environment Connections Establishment and active management of the external environment 
connections of the organization. 

49  

Password Robustness and Exposure The measures taken by the organization to ensure password robustness 
along with the policies safeguarding confidentiality. 

36,37,47  

Privileged Account Management The processes and tools used to track, control, prevent and correct the use, 
assignment, and configuration of administrative privileges on computers, 
networks, and applications. 

36,37,44  

Role Segregation The proper appointment of roles and responsibilities ensuring their 
segregation in various processes and procedures to avoid possible conflict of 
interests. 

36,37  

Third-Party Relationships Determination of the necessary requirements a third party should have to be 
considered trusty, along with the implementation of the necessary 
procedures with which those requirements are fulfilled. 

36,37,49,58–60  

Wireless Access Management The processes and tools used to track, control, prevent and correct the 
secure use of wireless local area networks (WLANs), access points, and 
wireless client systems. 

36,37,44,45  

Operations Compliance Review Controls determining the security level appointed by security audit results. 36,46   

Documentation Fulfillness All the necessary documentation an organization is advised to have to 
maintain an appropriate level of information security. 

36,37   

Efficient Distinction of 
Development, Testing and 
Operational Environments 

Proper segregation of the development, testing and operational 
environments. 

36,37,61   

Operating Procedures Definition of operating procedures with focus on minimizing the possibility 
of errors and malpractices. 

36,37   

Organizational Culture and Top 
Management Support 

Identification, establishment, and active management of the organizational 
culture and top management support influencing and formatting the overall 
security culture of the organization. 

37,45,49,60   

Risk Assessment Risk assessments to identify organization vulnerabilities repeated at regular 
intervals or when significant changes occur. 

37,59,61–63                                                                                                                                                                                       

(Continued ) 
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and VIKOR.89 This intelligence should then serve as the basis 
for a designed and rightfully trimmed security analysis leading 
to targeted awareness and training programs along with other 
information security policies’ adjustments and modifications. 

Evaluation methodology 

The proposed model represents the key security metrics to be 
measured along with their dependencies, influences, and vari
eties. The next step is to define an evaluation methodology 
that not only shall enable an organization to illustrate 
a uniform representation of its everyday reality but shall also 
assist in identifying its vulnerabilities and weaknesses. 
Knowledge based on figures and numbers is a powerful deci
sion-making asset. 

As depicted in Figure 2, the evaluation methodology con
sists of clearly defined and easily comprehendible steps. 
Starting from the decision of performing a security assessment 
process either due to an organization board’s initiative or 

(which is usually the case) driven by the need to defend 
against the numerous cyber threats of current reality (possibly 
after an unexpected real-life incident). The decision-making 
group, bearing in mind the real reasons behind this endeavor, 
need to set the initial goals and provide proper business 
requirements. Depending on their expectations, the entire 
methodology shall be, respectively, targeted in means of 
groups and security domains. 

In the next step, evaluation iterations, so-called assessment 
campaigns, are being planned by managers and team leaders 
with proper variations among the different user groups, 
teams, or even organization sections and departments. 
Bearing in mind the targeting results of the previous step, 
they calibrate and carefully and collaboratively design the 
evaluation procedure which takes place in the next step. 
Using proven techniques, such as testing, examination, 
interviewing,21,23 simulation, gamification, and many 
others,85 gather as much information as possible from its 
participants. 

Table 1. (Continued). 

Level Dimension Domain Definition Sources  

Defense Boundary Defense Detection, prevention, and correction of the information flow transferring 
across networks of different trust levels with a focus on security-damaging 
data. 

44  

Cryptography Cryptographic controls used by the organization. 36,37  

E-Mail and Web Browser Resilience Minimization of the attack surface and the opportunities for attackers to 
manipulate human behavior through their interaction with web browsers 
and e-mail systems. 

44,48,58  

Information Security Policy and 
Compliance 

Establishment, implementation, and active management of information 
security policies and the compliance to them. 

37,49,57,62,64–66  

Malware Defense Controls over the installation, spread, and execution of malicious code at 
multiple organization points, while optimizing the use of automation to 
enable rapid updating of defense, data gathering, and corrective action. 

36,37,44  

Security Awareness and Training 
Program 

Specific knowledge, skills, and abilities’ identification needed to support 
defense of the organization; development and execution of an integrated 
plan to assess, identify gaps, and remediate through policy, organizational 
planning, training, and awareness programs. 

44,46–48,50,67–71  

Security 
Governance 

Audit Logs Management Collection, management, and analysis of event logs that could assist in 
detecting, understanding, or recovering from attacks. 

36,37,44  

Incident Response and 
Management 

Protection of the organization’s information, as well as its reputation, by 
developing and implementing an incident response infrastructure. 

36,37,44,48,49  

Penetration Tests and Red Team 
Exercises 

Testing the overall strength of an organization’s defense by simulating the 
objectives and actions of an attacker. 

44,45,58  

Reporting Mechanisms The channels used by the organization for employees or other relevant 
parties to report vulnerabilities or incidents detected. 

36,37,48,67  

Security Management Maturity Controls evaluating the security management maturity of an organization. 37,49,62,72 

Individual Attitude Employee Climate The assessment of the satisfaction each employee has toward information 
security, directly affecting his/her security behavior. 

33,51,52,73–76  

Employee Profiling A generic employee profile that shall assist in identifying possible security 
behavioral patterns. 

33,77–80  

Employee Satisfaction The assessment of the satisfaction each employee has toward both the 
organization and other colleagues directly affecting his/her security behavior. 

5,36,37,53,55,68,79  

Awareness Policies and Procedures Awareness Assessment of the cognition each employee has regarding the organization’s 
security policies and procedures. 

73,81  

Roles and Responsibilities 
Awareness 

Assessment of the cognition each employee has regarding his role and 
responsibilities related to information security. 

7,36,37  

Behavior Policies and Procedures Compliance Controlling and logging any security policies and procedures incompliances 
or violations by employees or other affected parties. 

36,37,62,73,82  

Security Agent Persona Identification of the kind of security-conscious behavior individuals tend to 
exhibit on a day-to-day basis in their workplace. 

77,83  

Security Behavior Security-conscious behavior exhibited on a day-to-day basis in the 
workplace. 

7,74  

Competency Employee Competency The identification and definition of the competency needed for each role and 
responsibility along with the documented proof of competency each 
employee bears. 

36,37  

Security Skills Evaluation Security skills, familiarity, and awareness evaluation. 65,79,84  

Training Completion and Scoring Record of any training programs attended by individuals along with scoring, 
completeness rate and assessment of their effectiveness. 

36,37  
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Reaching to the most demanding step of the methodology, 
results are being gathered and analyzed via a series of sophis
ticated weighting algorithms and statistical computations gen
erating a number of graphical representations and reports at 
an individual as well as organizational level. Using the score 
generated by the evaluation procedure for each targeted indi
vidual (analyzed into the different dimensions and domains), 
the methodology proceeds in appropriately aggregating them 
along with the organizational related ones producing corre
sponding scores for sections, departments, units, and ulti
mately for the organization as a whole. 

Finally, acquired results pinpoint the existing security 
weaknesses and gaps allowing security training programs’ 
personalization and adaptation to user-specific needs. 
Suggestions and recommendations are being provided both 
to individuals and directors while decision-making board is 
armed with the knowledge of their security culture status 
along with its pain points. 

An indicative-simplified scenario to serve as an example 
of all of the above would be as follows. The security officers 
of company X have been alerted by the security operation 
center (SOC) solution at hand that an excessive number of 

fraud e-mails are reaching their marketing department. 
After further investigating, have also verified a misuse of 
social channels from its employees. Consequently, they have 
reached the decision to run an assessment campaign target
ing this specific department. Since their focus lies on the 
e-mail, web, and social media usage, they include to their 
campaign a number of relative questionnaires, phishing 
simulation tests, social engineering games, and e-mail, and 
password exposure checks. After the expiration date of the 
campaign, the security officers gather the results and via 
a graphical representation are able to understand both the 
security vulnerabilities they are up against as well as their 
magnitude. Would the users accept and activate a virus 
received as an attachment via an e-mail? Would someone 
reply to a phishing e-mail providing important personal or 
corporate information? Do they understand the dangers 
they are up against by the exposure they have as members 
of the marketing department (e-mail addresses available to 
the public)? Do they conform with the password policies of 
the company? Knowing where more employees failed to live 
up to the expectations, they can proceed in building their 
defense and calibrating existing technological assets to 

The board of decision makers identifies the need to 
evaluate current security culture status of the 
organization. It sets the goals and initiates the 

assessment process.

Each manager and team leader plans assessment 
campaigns targetting specific individuals while 

varieting goals among different user groups. 

Individuals are invited to participate to different 
campaigns by fullfilling questionnaires, running 

simulations and serious gaming.

Results are collected and elaborated via a 
sophisticated weighting system generating statistical 
reports both at an individual and an organizational 

level.

Security weaknesses and gaps are identified 
allowing personalized recommendations and training 
suggestions. Ultimately, methodology's results lead 

to important decision making towards the 
improvement of the overall security mentality and 

behavior of the organization.

Targeting 

Assessment 

Campaigns 

Evaluation 

Procedures 

Results 

Elaboration 

Suggestions Decision 

Figure 2. Security culture evaluation methodology. 
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protect them and, more importantly, educate them and arm 
them against the cyber-threats they face. Not to mention 
that, via the evaluation process, they have already triggered 
them and initiated a security cultural zymosis. 

Ethical and legal aspects 

As with every corporate assessment tool dealing with personal 
data, a security culture framework reaching to an individual 
level needs to conform with all regional and international laws 
protecting human’s privacy. Therefore, applications of the 
proposed framework need to ensure compliance with the 
European Data Protection Regulation (GDPR), which as of 
May 25th 2018, is applicable in all member states to harmo
nize data privacy laws across Europe.90 

Employees’ evaluation results are meant to be used as 
a means of understanding individual security risks and train
ing needs, discomfort from demanding and inapplicable poli
cies, difficulties deriving from working security routine. In 
other words, are meant to accommodate working force by 
retrieving security gaps, pinpointing policy complexity and, 
finally, facilitating participation in cyber-security defense. 
They should not be considered as a rating mechanism and 
used as an employee competency guide since working abilities 
and professionalism do not always go hand-by-hand with 
information security awareness.28 Security professionals and 
officers need to safeguard its role and usage, as with all 
security infrastructure, and to guide users through 
a prosperous exploitation. 

Application 

The directive (EU) 2016/1148 of the European Parliament and 
the Council of the European Union, commonly known as 
Network and Information Security (NIS) Directive,91 was 
designed to create a focus on the protection of IT systems in 
European critical national infrastructures (CNI). It was 
designed to provide legal measures to boost the overall level 
of cybersecurity in the EU by cultivating “a culture of security 
across sectors which are vital for the economy and society and 
moreover rely heavily on ICTs, such as energy, transport, water, 
banking, financial market infrastructures, healthcare and digi
tal infrastructure”,92 the so-called operators of essential 
services. 

Taking into consideration the notion dictated by this 
recent EU legislation, the first application field targeted by 
the aforementioned security culture framework is the EPES 
sector. A business field which is trying hard to catch up 
technologically with the rest of the current reality and, at 
the same time, needs to conform to demanding security 
legislation. Thus, enterprises shall need to invest effort and 
funds to modernize their infrastructures and production 
cycles but, more importantly, do it in a seemingly transparent 
way without affecting their everyday activity. Along these 
lines, employees shall need to participate and be facilitated 
in making the transition without being discouraged by the 
radical and rapid changes. A holistic cyber-security culture 
methodology, such as the one presented in this paper, aims to 
assist in such cases by expediting the transition. 

The first application was realized during the COVID-19 
crisis via designing, developing, and conducting a tailor-made 
survey targeting the cyber-security culture assessment of cri
tical infrastructures during the pandemic.93 A questionnaire 
targeting specific security factors while bridging various 
security domains were designed founded on the suggested 
framework. Its goal was to smartly assess existing working 
security routine and culture, their disruption by the corona
virus crisis and their reaction to these special and rather 
demanding circumstances. Results revealed, among many 
other interesting security findings,94 that greater emphasis is 
being given to corporate network perimeter enforcement 
whereas assets management and security is being neglected. 
In some cases, to a point where basic security principles are 
violated contradicting with the well-known security truth that 
“a chain is only as strong as its weakest link.” 

In parallel, pilot framework applications are taking place to 
two different European countries involving representatives 
from the entire electrical power and energy system supply 
chain, including production units, transmission system opera
tors (TSOs), distribution system operators (DSOs), and pro
sumers. Targeted campaigns are designed and implemented 
via an iterative procedure in an attempt to evaluate the cyber- 
security culture of the participating employees and organiza
tions. First results are being expected by the end of this year. 

Considerations and limitations 

The cyber-security culture framework presented in previous 
paragraphs has its foundations on a wide and diverse set of 
literature review. It is meant to bridge the differences and fill 
the gap of previously introduced tools that failed to assist 
managers and organizational developers in identifying what 
interventions to apply, why, how, and when.95 Its holistic 
approach though needs to be calibrated and tested against 
a variety of application areas to be proven and established in 
the information security domain. 

Multiple and flavorist case studies are needed to verify the 
elements (dimensions and domains) of the suggested model 
and, more importantly, their cohesion. Defined security controls 
along with their complex weighting algorithm need to be further 
adjusted and fine-tuned to each application environment to 
avoid undermining final assessment results. Finally, elaboration 
of the evaluation results along with participants’ feedback might 
bring forward ideas for further assessment needs, unexploited 
evaluation techniques or even underestimated security facets. 
Time and effort need to be invested to enforce the robustness 
and prove the added value of the overall solution. 

Conclusion and future work 

Research trend appears to be moving from a technical 
approach of information security to a socio-cultural 
approach.53,96,97 Technical simulations and real-time testing 
of information systems, mathematical models, analytics, and 
risk assessments make room to behavioral, organizational, 
and criminological theories as to the basis of the cyber- 
security evaluation.49 
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The security culture framework presented in this paper 
manages to combine the pros and mitigate the cons of both 
scientific approaches while underlining the importance of 
human factor in the security chain.9 Its iterative nature allows 
closely monitoring and constantly evaluating an organiza
tion’s cyber-security culture which, as a living mechanism, 
adapts and evolves to the continuously demanding technolo
gical environment of this century.98 

Interactive evaluation methods, user appealing assessment 
techniques, serious gaming are only a sample of the tools 
encompassed in the attempt to cultivate the employee engage
ment and enhance security awareness on a daily basis. 
Personalized recommendations, fine-tuned personnel training 
programs, vulnerability identification and proactive initiatives 
result from such a fruitful security assessment. More impor
tantly, decision-makers and actors have a better understand
ing of the overall organizational security readiness and are 
enabled to navigate their corporate technological evolution in 
a closely safeguarded manner. 

From a methodological point of view, the next logical step is 
to try to correlate the resulted recognized weaknesses with the 
known common cyber-threats allowing for real-time simula
tions and risk-assessments deriving from the human factor. 
An even more daring challenge is to develop a correlation 
algorithm to automatically retrieve information from common 
vulnerabilities and weaknesses databases based on evaluation 
results and provide recommendations, training programs, or 
even technical solutions, if applicable. Thus, the final target 
being to emerge as an integral part of a security operation center 
(SOC) solution instead of a standalone evaluation tool. 

The suggested model will be proven against different appli
cation domains and fine-tuned to comply with business needs 
that might have been neglected or underestimated in its weight
ing algorithm. But most certainly, it shall expand and evolve to 
constitute a core asset of a novel cyber-security philosophy; one 
facing the most troubling threat of all: human weaknesses. 
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