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Abstract
The Internet of Things (IoT) is an emerging paradigm that offers remarkable oppor-
tunities for data mining and analysis. IoT envisions a world where all smartphones, 
vehicles, public services facilities, and home appliances that can be connected to the 
internet act as data sources. Even today, a significant portion of electronic devices, 
including watches, emergency alarms, parking doors, and many appliances can be 
linked to IoT systems and remotely controlled. Big data analysis and data mining 
methods can be utilized to improve the performance of IoT systems and address 
their challenges in the area of data storage, processing, and analysis. Extensive stud-
ies on IoT with big data can make it possible to accumulate tremendous data and 
transform it into valuable knowledge using data mining techniques. With this back-
ground, this paper provides a systematic survey of the literature on the use of big 
data analytics and data mining methods in IoT. This review aims to identify the lines 
of research that should receive more attention in future works. To achieve this goal, 
the articles published between 2010 and 2021 on the subjects of IoT-based big data 
and IoT-based data mining (60 articles) have been reviewed. These articles fall into 
four general categories in terms of focus: architecture/platform, framework, applica-
tions, and security. The paper provides a summary of the methods used in IoT-based 
big data analysis and IoT-based data mining in these four categories to highlight the 
promising avenues of research for future works.
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1  Introduction

The ascendance of the Internet and computers has marked the beginning of a new 
era, where a progressively increasing number of people engage in information 
exchange over the Internet using personal computers, laptops, tablets, cell phones, 
and other data transmission and reception gadgets [1]. In recent years, this trend has 
stimulated the growth of a technology known as the Internet of Things (IoT) [1, 2], 
which is based on the idea that any object on earth can be identified, controlled, and 
monitored via the Internet [3]. IoT was first introduced by Kevin Ashton in 1999 
when he observed the breadth of communication and information exchange between 
devices. IoT-based systems can detect objects that are connected to the Internet and 
provide a platform for a variety of communications and data sharing using informa-
tion technology. Figure 1 illustrates the concept of IoT, which is envisioned as hav-
ing a sensor on anything that has an Internet connection.

For successful implementation, the IoT technology requires standardization to 
ensure interoperability, compatibility, reliability, and effectiveness on a global scale 
[4, 5]. It should also be remembered that the growth of cloud computing and IoT 
architecture is rapidly increasing the volume of data that needs to be stored or pro-
cessed. Every day, a huge number of sensors continuously collect and transmit envi-
ronmental, geographic, astronomical, logistical, and other types of data for storage 
and processing in the cloud. For IoT, the main sources of information are mobile 
phones, public services, and home appliances. It is expected that eventually, the size 
of data will exceed the capacity of the existing IT architectures and infrastructures. 
This will also have significant implications in terms of computing capacity because 
many applications of this technology require real-time data processing and analysis 
[6, 7]. The question of how to manage this increasingly large amount of data can 
also become a major social challenge. Figure 2 shows the forecasted change in the 
size of data over the coming years [5].

IoT

Electronic objects
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Smart platforms
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Objects connected 
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Fig. 1   Concept of the Internet of Things (IoT)
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Considering the features of the data generated from IoT sources, this data fall 
in the category of “Big Data”. However, big data generated by IoT sources have 
unique characteristics which can be attributed to the variety of these sources. The 
most common characteristics of these data are heterogeneity, diversity, unstructured 
form, noise, and high redundancy [6, 8]. The number of active sensors worldwide 
is projected to reach one trillion by 2030, and a significant portion of these sensors 
will be producing big data [7]. In the absence of a solution for handling this increas-
ing volume of data, the existing systems and infrastructures will gradually run into 
a problem and may even stop working in some areas. The evolution and diversity of 
what is called big data are shown in Fig. 3 [9].

Big data can be analyzed by a variety of methods including classification, cluster-
ing, association rule mining, and regression [6], which are illustrated in Fig. 4. There 
are many algorithms for data modeling and analysis through each of these data min-
ing techniques. For example, the Bayesian network, support vector machine (SVM), 
and k-nearest neighbor (KNN) take the classification approach [10, 11]. In any case, 
various artificial intelligence and data mining techniques have been applied to wire-
less sensors for performance improvement or to achieve specific goals. These tech-
niques serve as a means of introducing an intelligent learning model to the IoT tech-
nology or in other words Wireless Sensor Networks (WSNs) [12].

The big data generated by many IoT devices is sensitive and confidential. In gen-
eral, the IoT environment for big data publishing is heterogeneous and complex [13, 
14]. Therefore, data analysis classical algorithms are not valid for security at all lev-
els. For this reason, providing security and trust for them is inevitable. The cloud and 
the IoT can store large amounts of data temporarily to reduce the complexity of the 
analysis process. However, some security issues seriously affect data privacy. There 
are several proposed challenges and solutions in the literature [15–17]. Approaches 
such as instantaneous IoT data analysis, homogeneous encryption, and differential 
privacy are commonly used to address such challenging issues. Therefore, solving 
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Fig. 2   Forecasted increase in the size of data over the coming years (one zettabyte equals one trillion 
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Fig. 3   Evolution and diversity of big data
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Fig. 4   Schematic diagram of big data analysis methods
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IoT security issues with the advent of new technologies or the integration of existing 
technologies is essential. Machine Learning (ML) has shown promising results in 
previous studies to detect security breaches [15, 18]. In addition, IoT devices gener-
ate a large amount and variety of data. Therefore, with the use of big data technolo-
gies, higher performance and better data management can be achieved.

In this paper, the articles in the field of IoT and those in the field of data min-
ing and big data that concern this technology are systematically reviewed. Initially, 
articles are divided into four categories based on their focus: architecture/platform, 
framework, applications, and security. Then, the articles of each category are sepa-
rately reviewed and analyzed. Finally, the paper summarizes the challenges of the 
field and potential avenues for progress according to the reviewed articles. In this 
survey, the major contributions of our work can be highlighted as follows:

Systematic and detailed review of data mining and big data analysis used in IoT 
applications.

Providing an overview of IoT big data in order to understand the importance of 
IoT data mining.

Analysis of IoT-based big data and IoT-based data mining in four categories: 
architecture/platform, framework, applications, and security.

The rest of this paper is organized as follows. Section 2 describes the concept of 
Data Mining and Big Data in IoT, Sect. 3 explains the process of searching for rel-
evant articles, Sect. 4 provides and discusses the categories of the reviewed articles, 
Sect. 5 presents the results of the review, and Sect. 6 concludes the paper.

2 � Data mining and big data in IoT

Data mining is the discovery of a “model” of data [19]. With recent advances in 
communication technology, people and objects are becoming increasingly intercon-
nected. The availability of the Internet allows the connection of different devices that 
can communicate with each other and share data. IoT is a new concept that allows 
users to connect various sensors and smart devices to collect real-time data from the 
environment. Big Data is the vast amount of data that is collected from the Internet 
of Things and is used for information that is not processed or analyzed using tradi-
tional tools [20, 21]. Every organization faces more challenges in accessing a wealth 
of information and how to obtain value from a wide variety of data. Traditional soft-
ware extraction algorithms are only applicable to small-scale IoT data. Also, many 
IoT applications deal with analyzing data from different devices and correlating 
them to predict possible machine failures at production sites or emergencies in smart 
buildings in a home security application. Data mining techniques must manage the 
heterogeneity of IoT data, the large amount of data, and the speed at which they are 
available. Next year there is an estimated 20–25 billion IoT devices coming online 
[22]. All these devices will produce raw data which we aren’t able to process into 
intelligence. This data can be turned into knowledge by tools such as big data analy-
sis and data mining, as shown in Fig. 5.

The relationship between data mining, big data, and IoT is a synergistic inter-
dependence that allows companies to access insights, analytics, and performance 
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Fig. 5   IoT data analysis by big data and data mining

Fig. 6   Relationship between data mining, big data and IoT

reports. The main advantage of IoT with data mining and big data is that it is a 
scalable, reliable and agile solution for businesses. The integration of data mining, 
IoT, and big data analytics is becoming a technology hub that supports a variety of 
applications, including better customer experience, accurate forecasting, and better 
supply chain management [23]. Figure 6 provides an overview of the relationship 
between data mining, big data and IoT.

Data mining is important from the IoT and big data, and technology trends that 
affect large companies around the world. IoT focuses on developers who develop 
software platforms and applications that enable organizations to manage their IoT 
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devices and the data they generate. Big Data analysis captures unstructured data, 
traffic patterns, home performance, and information collected by IoT devices and 
organizes them into digestible datasets [24, 25].

3 � Research methodology

In this paper, previous articles on IoT and its combination with data mining and 
big data are systematically reviewed. This review can help researchers come up 
with new ideas for expanding the field of IoT. The search for articles was per-
formed in Scholar, ACM, and Scopus databases. The search was configured to find 
the combinations of the terms “Internet of Things” or “IoT” with the terms “big 
data” and “data mining” (e.g., IoT + big data) in the title. The search was limited to 
the articles written in English and published in journals and conference proceed-
ings between 2010 and 2021. Review articles were also included in this literature 
review. After reviewing the titles of the found articles, only those who had used the 
terms review, challenges, state of art, survey, Systematic Literature Review (SLR), 
Systematic Mapping Study (SMS) and literature were tagged as review articles.

The methodology used in this paper is a systematic survey based on [25, 26]. 
This means that we select the article based on the framework defined by them. This 
includes the process of searching, selecting articles, and ignoring invalid articles. 
Figure 7 shows the process of this methodology. This methodology can find articles 
related to "IoT and big data" or "IoT and data mining" for review. The proposed sys-
tematic survey steps are described below.
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3.1 � Motivation

As discussed earlier, the use of big data approaches in IoT as well as data mining 
techniques in IoT promises to improve security and reduce processing costs while 
increasing flexibility [27]. In general, the rapid growth of IoT can improve the level 
of communication and interaction with various devices, however, IoT-based devices 
suffer in terms of security and trust [28]. Therefore, solving IoT security issues based 
on new technologies is essential. Data mining techniques show promising results in 
previous studies to improve IoT security [29–31]. In addition, the rapid growth of IoT 
devices has led to large volumes and diversity of data. Nonetheless, big data tech-
nologies can achieve more efficient data management and performance. Approaches 
such as big data in IoT as well as data mining techniques in IoT are often used to 
address such challenging issues. In addition, reviewing articles related to these topics 
can greatly help researchers come up with new ideas in the field of IoT.

3.2 � Define research questions

The main questions of this research are as follows [25]:
RQ1: How many articles are in IoT field from 2010 to 2021 and what is the rate 

of these articles related to IoT-data mining and IoT-big data?
RQ2: How many types of IoT review articles have been presented through data 

mining and big data approaches between 2010 and 2021?
RQ3: What are the main challenges of IoT when using data mining and big data 

approaches?
RQ4: What is the reason that encourages IoT to combine data mining and big 

data approaches?
RQ5: Which universities are more active in IoT-data mining and IoT-big data 

fields?
RQ6: What are the most IoT-related applications when used with data mining and 

big data approaches?
RQ7: What are free IoT domains through the use of data mining and big data 

approaches?
RQ8: What are the most popular IoT tools and simulators for data mining and big 

data?

3.3 � Define sources of research

In this systematic survey, three digital science databases have been used to find 
articles related to IoT-data mining and IoT-big data. These databases include 
Scholar,1 ACM2 and Scopus.3 The search order is applied as Scopus, Scholar and 

1  https://​schol​ar.​google.​com/.
2  https://​dl.​acm.​org/.
3  https://​www.​scopus.​com/.

https://scholar.google.com/
https://dl.acm.org/
https://www.scopus.com/
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ACM, so that articles found in one database will not be considered if viewed in the 
next database.

3.4 � Define search string

In order to search for articles in the three defined databases, the terms "big data" 
and "data mining" are used together with the term "internet of things" or "IoT" (i.e., 
IoT and big data, IoT and data mining, internet of things and big data and internet 
of things and data mining). In addition, different order of these terms was used for 
search (i.e., big data and IoT, data mining and IoT, big data and internet of things, 
and data mining and internet of things). All of these terms are used in the same way 
in all three databases to search for articles. Meanwhile, finding relevant articles is 
based only on the presence of these terms in the title, because the title of the article 
usually indicates the innovation and the main contribution of that article.

This systematic survey of articles highlights the type of review. In this regard, 
articles that use terms such as review, challenges, state of art, survey, SLR, SMS and 
literature in the title or abstract are defined as this type of articles.

3.5 � Define criteria for exclusion and inclusion

In order to limit the scope of research, only articles published in journals and con-
ferences in the last 12 years (from 2010 to 2021) are considered. In addition, only 
articles written in English are considered. All selected papers should focus on IoT 
in data mining and big data scenarios. We emphasize here that articles related to 
IoT applications are not considered in various fields of ML and artificial intelligence 
such as self-driven cars, smart city and smart homes. In addition, articles that are 
only relevant to the IoT domain and all books or technical reports are ignored.

3.6 � Determining primary articles

In the review process, we remove articles that were found to be irrelevant after read-
ing the title and abstract. At the end of the search, 429 articles were found, as shown 
in Fig. 8. The search results showed that the terms big data and IoT have not been 
used together before 2010 (they first appear together in 2011). After 2011, there has 
been an upward trend in the number of articles with both terms in the title.

According to the search policy defined in this article, out of 486 articles found 
between 2010 and 2021. After removing duplicate and short articles, all their 
abstracts were reviewed based on defined exclusion and inclusion criteria. This was 
done manually and finally 429 articles related to IoT-big data or IoT-data mining 
were selected, where 98, 117 and 214 articles are from Scholar, ACM and Scopus, 
respectively. Due to the large number of articles, we selected only 60 articles for a 
systematic and analytical review. The selection of these articles is based on experi-
ence, where the selection criteria are the quality of the journal/conference publisher, 
the number of pages and the quality of the articles (e.g., number of datasets used, 
accuracy of results, algorithms used, number of evaluation criteria and so on).
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The dispersion of articles report can show the upward trend of research on these 
fields. Also, this may indicate the importance of these fields for researchers in recent 
years. In this regard, details of the dispersion of articles found by year and database 
are given in Fig. 9. The search process for the number of articles by publisher type 
(i.e., conference or journal) shows that 242 conference type articles and 187 remain-
ing articles have been published in journals (429 articles in total). Also, out of 60 
articles selected for review, 25 are conference articles and 35 are journal articles. 
Details of the dispersion of articles found by publisher type are given in Fig. 10.
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3.7 � Extract relevant information

After reviewing the 429 articles found and also reading the 60 selected articles, we 
extracted relevant information that may be appropriate to answer the research ques-
tions. This activity is done manually and without the use of any tools.

3.8 � Identify articles categories

We divide the selected articles into four categories: architecture/platform, frame-
work, applications, and security. The first category consists of the articles focused 
on architecture/platform as indicated by containing the terms “architecture” or “plat-
form” in the titles. The second consists of the articles focused on the framework as 
indicated by having the term “framework” in the titles. The third category consists 
of the articles focused on applications, which include the articles that have proposed 
different applications and ideas than those in previous works. The fourth and final 
category includes articles focusing on data mining techniques to big data security 
generated by the IoT. Out of the 60 articles, 13 are focused on architecture/platform, 
7 are focused on the framework, 10 are focused on applications, and 30 are focused 
on security, as shown in Fig. 11.

3.9 � Overview and analysis of the articles

All 60 articles selected for review were read in full. The results of the systematic 
survey and analysis of these articles are presented in Sect. 4. This work is based on 
the defined categories of articles and aims to answer research questions.

Fig. 10   Dispersion of articles found and selected for review by publisher type
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3.10 � Express the results of research questions

Based on a review of selected articles, we use our findings to answer research 
questions. The results of this activity are given in Sect.  5. To answer the ques-
tions, ongoing projects as well as countries and universities active in this field are 
studied and new challenges and ideas are presented.

3.11 � Threats to validity

In this section, the limitations of this systematic survey are presented. We have 
identified the following threats to the validity of our article:

We formulated our search string using IoT, big data, and data mining terms. 
Although these are widely used terms in the field, some articles may not have 
been included in our systematic survey.

Only three databases, Scholar, ACM and Scopus, were used to search for arti-
cles. However, there are other databases such as IEEE, ScienceDirect, Wiley, and 
SpringerLink that may contain more articles related to IoT-big data or IoT-data 
mining.

In this paper, only articles that use the term IoT (or internet of things) along with 
data mining or big data in the title are considered for review. In fact, the aim was to 
review articles that consider the features associated with these fields. However, other 
articles that were not included in the search process may have approaches related to 
the scope of this paper.

Given the large number of articles related to the field under review, we only 
reviewed a small number of articles. The selection criteria for these articles were 
experimental. However, some important and efficient articles may not be considered 
in this selection.

Fig. 11   Dispersion of articles selected for review by articles categories
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4 � Article categories and analysis

In this section, we review 60 out of the 429 articles found from the search. In the fol-
lowing, these articles are reviewed in four categories: architecture/platform, frame-
work, applications, and security.

4.1 � Architecture/platform‑focused articles

The IoT architecture must be able to communicate with millions and possibly bil-
lions of heterogeneous objects via the Internet. Over the years, there have been many 
projects in the field of IoT architecture, one of which is the European Lighthouse 
Project (IoT-A ARM) [32]. This project is a reference architecture model presenting 
standards for building IoT structures and improving the compatibility of IoT solu-
tions. The design principles of IoT-A ARM can be a starting point for building a 
true IoT architecture. The project consists of four components: Vision, Business, IoT 
Reference Model, and IoT Reference Architecture. In the vision component, basic 
concepts such as motivations are discussed. The business component discusses the 
validity and viability of the architecture and how aligning knowledge with business 
can offer a complete vision of the IoT architecture [33]. The IoT reference model 
provides the highest level of architectural definition, and the IoT reference archi-
tecture is a reference for building an IoT-compatible architecture. Some of the plat-
forms presented in IoT include AirVantage, Arkessa, ARMmbed, Pentaho, IBM 
Watson, and Exosite [34]. Most of these platforms support data management but 
not big data management and analysis. Some of these platforms such as AirVantage, 
Pentaho, and IBM Watson support big data management but do not support learn-
ing tools, which means they cannot detect specific patterns when analyzing real data 
[34].

In [35], researchers have discussed the concept of big data analysis for IoT and 
future architectures, opportunities, and challenges in this area. This article names 
smart homes and cities as one of the opportunities and challenges of future stud-
ies. Also, this article proposed a new architecture for big data analysis for IoT that 
takes the value of objects into account. This architecture provides a reference model 
that defines the relationships between different IoT objects in contexts such as smart 
traffic, smart home, smart transportation, and smart city. Finally, the article states 
that challenges in the areas of privacy, big data mining, visualization, and integra-
tion can be interesting subjects for future works. In [36], researchers have presented 
IoT-based smart systems for real-time analysis of smart city data with their proposed 
architecture. In this architecture, a large number of sensors are installed to collect 
data from smart homes, smart parking lots, and surveillance systems at various loca-
tions as well as weather data, traffic data, and population data. The architecture of 
this system has a preprocessing phase consisting of data collection, data filtering, 
data classification, and also two other phases for processing and analysis. In the pro-
cessing phase, offline data are processed by MapReduce in HDFS and online data 
are processed by Spark. The analysis phase involves analyzing the data with ML 
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and other tools. The results of this article showed that the proposed system is very 
effective, even in large datasets. Moreover, the operational capacity of the system 
increases with the data volume.

In [37], an architecture called Tresight for improving smart tourism in Trento, 
Italy has been introduced. This architecture is a four-tier content suggestion system 
based on FI-WARE technology. Tresight focuses on analyzing big data on IoT in 
order to replicate human decision-making. Layers of this architecture include meas-
urement, response, connectivity, and data. After processing the received data, the 
data is stored in MongoDB and analyzed by Hadoop. The analysis consists of three 
phases: vision, perspective, and foresight. Vision refers to the process of gaining a 
deep understanding of data using statistical calculations, perspective refers to under-
standing social and external aspects such as climate impact, and foresight refers to 
prediction and conservation. This architecture provides users with suggestions and 
services based on the content and the analysis. In [38], researchers have studied the 
concept of big data in IoT architecture for smart cities. This study aimed to clarify 
the importance of big data as an information technology for organizing and manag-
ing information in the complex systems used in smart cities. This article presents 
an architecture called Smart Cities Architecture (SCA) for intelligent cloud-based 
applications that encompasses both fields of IoT and big data. SCA is comprised of 
multiple layers including users, storage devices, and cloud computing. In general, 
this architecture offers a general framework for creating a smart city and specifies 
the role of users from the beginning to the end of the cycle and the important ele-
ments of each component of the architecture.

In [39], researchers have presented a smart city architecture for real-time data 
processing and decision making to achieve enhanced big data analysis. This archi-
tecture operates at three levels: (1) the data generation and collection level for the 
generation and collection of heterogeneous data related to city operations, (2) the 
data management, analysis, and storage level for real-time decision making, and (3) 
the application level for receiving decisions for validation purposes. The main pur-
pose of this study was to use realistic intelligent architecture to increase the effi-
ciency of data processing for real-time decision-making. Several datasets were tested 
in the Hadoop ecosystem to measure the performance of the architecture with differ-
ent thresholds. These assessments showed that the proposed architecture provides 
useful insights for improving the current architecture of smart cities. In [40], an IoT-
based big data software architecture for smart city services has been presented. This 
service-oriented software architecture addresses two key operational activities in an 
intelligent tool: (1) the IoT structure for managing resources and data, and (2) the 
application platform for decision making. Layers of this architecture include com-
munication, data access, analysis, decision making, and resource management. The 
protocol and software platform used in this architecture leads to a design based 
on data service. This protocol can integrate big data and cloud platforms. These 
researchers have used Open Web standards and evolving network protocols, cloud 
resources, and large data platforms to design this architecture. The architecture has 
been tested in the field of smart water management in the Indian Institute of Science, 
Bangalore.
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In [41], researchers have proposed a smart architecture for universities as 
scaled models of small cities. The purpose of this architecture is to determine 
the best locations for bus stations. The proposed architecture covers the needs of 
students by determining the time and routes of each bus based on the analysis of 
available student data. The first layer of this architecture is responsible for col-
lecting data from sources such as wireless sensors, video surveillance, and uni-
versity management. When the right data is available, the big data architecture 
allocates the necessary resources to process the information. This leads to data 
storage followed by analysis with Hadoop. Layers of this architecture in Hadoop 
include data collection, storage, filtering, transfer, analysis, and presentation. 
This architecture was designed to measure the distance students travel to board 
a bus. The results of this study show that the traveled distance as a fixed vari-
able provides sufficient information for determining the location of bus stations. 
In [42], a smart big data and IoT-based city architecture called SCDC has been 
proposed. This article describes the concept of smart city architecture based on 
the latest technologies. It also discusses the application of IoT-based technologies 
in designing the architecture of smart city infrastructure. The proposed smart city 
infrastructure model is based on digital infrastructures such as big data, cloud 
computing, and IoT. This architecture can control people’s information automati-
cally. To address the challenges of storing and managing the big data in smart 
cities, these researchers have integrated IoT networks, cloud-based applications, 
big data, and existing wireless communications services with the following goals: 
1) real-time service customization, 2) creating a friendly environment and 3)
Optimal use of available resources. This architecture consists of eight main com-
ponents for creating a smart city, which include smart city, smart environment, 
smart energy, smart security, smart buildings, smart management, smart transpor-
tation, and smart industries.

In [43], an architecture called the Block-IoT-Intelligence has been introduced. 
This architecture is based on data mining and intelligent IoT augmented with block-
chain. As an emerging technology, blockchain supports decentralized architecture, 
where the challenges of data mining can be overcome by secure data sharing. The 
main purpose of this study was to design and develop an IoT architecture with block-
chain technology and data mining to provide an effective analysis of big data. The 
proposed architecture is analyzed from both qualitative and quantitative aspects. In 
the qualitative evaluation, the process of using data mining and blockchain in IoT is 
described as “data-mining-based blockchain” and “blockchain-based data mining”. 
The quantitative evaluation involves evaluating the performance of the BlockIoTIn-
telligence architecture in the cloud, based on parameters such as accuracy, latency, 
security and privacy, computational complexity, and energy. In [44], researchers 
have presented an IoT-based big data platform designed to predict building’s energy 
demand through hybrid learning. This model uses a combination of k-means cluster-
ing and Artificial Neural Network (ANN) to predict the energy demand. This arti-
cle states that given the temperature difference between the walls, windows, roof, 
and interior spaces, IoT sensors need to be installed in different places of the build-
ing. Correlation analysis is used to determine the input variables of the data-ori-
ented prediction model. Daily energy demand is predicted by this model by using 
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measurements from IoT sensors and the latest weather forecast. The results of this 
article showed a mean absolute percentage error of 3% for learning and 8% for 
testing.

In [45], IoT and big data have been used for real-time monitoring and processing 
of health data. In this article, researchers have used the data gathered by IoT sensors 
to design a three-layer platform model. These layers include data collection, data 
processing, and data visualization. Researchers in [46] have introduced an enhanced 
data mining method based on a duplicate item extraction algorithm for the data col-
lected from IoT sources. This article has been focused on big data in IoT. It states 
that with the development and increasing popularity of 5G technology, 5G-based 
IoT technology is expected to grow, which will result in increased big data usage. 
The first thing that must be done with IoT data is to extract relevant items and find 
association rules between these items. In this article, this is done by an improved 
version of the Apriori algorithm. Regarding the time series analysis, since IoT data 
are coarse-grained, it is difficult to find frequent items in these data. Therefore, these 
data are divided into different subsets based on different times, and then an initial 
threshold is set for each part individually. Finally, the developed Apriori algorithm 
(AdAA) is used to extract frequent items. In [47], big data tourism resources based 
on 5G and IoT networks have been developed. Here, the use of big data with neural 
network analysis is investigated. Because the IoT has so much information, more 
and more people prefer to travel intelligently through the IoT. The authors use some 
classification methods in data mining to better select tourism resources. The authors 
use the Field Programmable Gate Array (FPGA) to solve this problem.

Table 1 provides a summary of the reviewed articles in the fields of IoT, big data 
in IoT, data mining in IoT that have been focused on platform/architecture. The 
information presented in this table includes the name of the architecture, its compo-
nents, its Main idea, and its advantages and disadvantages.

Table  2 compares the articles reviewed above in terms of year of publication, 
tools and methods, and the general approach, i.e., whether the article has been 
focused on numerical analysis, implementation, programming, simulation, design, 
or application.

While the majority of big data articles have been focused on data transmission, 
storage, processing, or analysis, some of them have tried to cover all of these areas. 
Those big data articles that concern data analysis have also discussed data mining in 
this field.

4.2 � Framework‑focused articles

In this subsection, the articles in the field of IoT that have been focused on frame-
works are reviewed and analyzed. In [48], researchers have proposed an efficient 
framework for the smart city using big data and IoT technologies. This framework 
focuses primarily on the problems of an envisioned smart city in relation to real-
time decision-making. This article also discusses the various principles and require-
ments of a smart city to improve people’s living standards. The proposed framework 
is based on the parallel processing of distributed data storage. This framework is 
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divided into several layers. The first layer is responsible for communication and data 
production. The second layer is tasked with collecting and storing data in the dis-
tributed environment. The third layer includes a distributed and parallel processing 
model with MapReduce. The fourth layer is the analysis layer, which allows people 
and devices to interact directly to make real-time decisions. The result of the analy-
sis may be used to generate forecasts, produce reports and make recommendations 
for the smart city.

In [19], the challenges of real-time or high-speed storage and analysis of large 
volumes of data of smart buildings are discussed. This paper proposes a framework 
called IBDA to fill the gap in the area of big data analytics. The data of this frame-
work are collected by IoT sensors placed in smart buildings. The initial version of 
the IBDA framework was developed using Python and the Cloudera data platform. 
The applications of this framework include automatic management of oxygen levels 
and monitoring of hazardous gases in different parts of a smart building. The IBDA 
domain encompasses data generation, data mining, data storage in HDFS, data visu-
alization, data analysis, and real-time control of smart buildings. IBDA has three 
components: IoT, big data management, and big data analysis. Instead of using dif-
ferent physical sensors, the framework was tested with fifteen virtual sensors cre-
ated with Python code, which were instructed to generate large amounts of data and 
send them to the TCP port by Apache Flume for storage. The main contribution of 
this paper is the integration of big data analytics and IoT to address the challenge of 
real-time handling of large amounts of data generated in smart buildings. In [49], 
researchers have proposed a framework called Ahab for analyzing large cloud-based 
distributed data for IoT applications. Ahab is a general, scalable, and error-tolerant 
cloud-based data processing framework that allows operators to analyze collected 
data online and offline. This framework can help us better understand and optimize 
the behavior of existing infrastructure in smart cities. Ahab has been designed for 
easy integration of new data sources. This framework provides an extensible API 
for performing analysis tasks and a specific language for defining adaptation rules 
based on analysis results. This framework was simulated for the application of auto-
mated intersection management in a smart city. The results showed that Ahab can 
automatically optimize the application deployment topology by distributing the pro-
cessing load over the available resources based on an online analysis of the current 
state of the environment and a model of historical data. Ahab consists of two layers: 
a streaming layer for controlling and processing the data stream, which is imple-
mented as a Lambda architecture, and a service layer, which controls the streaming 
layer.

In [50], researchers have introduced a framework for using the semantic informa-
tion of media data in urban environments. This framework consists of three parts: 
semantic extraction, semantic fusion of several models, and semantic storage and 
distribution. This framework is a distributed method to ensure that semantic infor-
mation is shared when data is distributed on social media. This study showed that 
the proposed scheme has good accuracy and performance and addresses the issues of 
semantic retrieval for social media information. Researchers in [51] have proposed a 
framework for implementing a Smart Traffic System (STS) in smart cities using IoT 
and Big Data. The purpose of this framework is to provide better and less expensive 
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options for the immediate updating of urban traffic information. In this scheme, low-
cost sensors are permanently installed at every 500 m to detect vehicles. IoT is used 
to quickly access and send public traffic data for data processing. The data stream is 
transmitted in real-time for big data analysis. This strategy reduces the activity cycle 
for points with less movement and improves it for points with more movement. 
In this system, at least five sensors are connected to each other and communicate 
with a single IoT kit. All kits are connected to the Internet and share network access 
information. The vehicle monitoring is continuous and updates are sent regularly for 
big data storage and analysis.

In [52], an integrated IoT-big data framework for energy-aware industrial soft-
ware has been presented. This framework is an accurate and efficient way to man-
age resources in the cloud and takes advantage of software-defined data centers 
(SDDCs) to minimize energy use. Specifically, SDDC refers to the logical process-
ing, network, and storage resources whereby data configuration is done in real-time 
based on workload demand. The contributions of this article include: (1) designing 
an SDDC-based model for optimizing the process of deploying virtual machines and 
allocating network bandwidth to reduce energy consumption and guarantee service 
quality; (2) developing a multi-objective optimization problem for the inference of 
optimal resource allocation; and (3) introducing an efficient scheme for present-
ing the results of the formulated multi-objective optimization problem. In [53], a 
life cycle framework for IoT-based green agriculture is proposed. In this article, 
researchers state that creating green IoT systems throughout the agricultural pro-
duction cycle will have a great impact on farmers’ interest in IoT techniques. How-
ever, energy concerns in relation to the implementation of IoT systems also need to 
be addressed. With a life cycle framework, issues such as finance, operations, and 
emerging management practices can be incorporated into the implementation of 
green IoT systems in agriculture. These issues are especially important for innova-
tive agricultural production and new types of agricultural trade.

Table 3 provides a summary of the articles in the fields of IoT, big data in IoT, 
data mining in IoT that have focused on the framework. The information presented 
in this table includes the name of the frameworks, their layers, their main idea, and 
their advantages and disadvantages.

Table  4 compares the reviewed framework-focused articles in terms of year of 
publication, tools and methods, and the approach. The last item refers to whether the 
articles have been focused on numerical analysis, implementation, programming, 
simulation, or design.

4.3 � Application‑focused articles

In this subsection, the articles in IoT field that are focused on applications are 
reviewed and discussed. In [54], big data and IoT technologies are used for smart 
traffic management. This article offers a low-cost method for real-time smart traffic 
management. In this method, IoT is used to access the traffic data collected from the 
sensors installed on the streets and from the software installed on drivers’ smart-
phones. The collected data are immediately sent to a big data analysis center, where 
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they are analyzed based on a mathematical model. The article presents a smartphone 
application as a user interface for detecting traffic in different places and offering 
route recommendations for traffic management. In [55], another application of IoT 
and big data in a smart city has been introduced. This article proposes using a mul-
titude of sensors to collect information for vehicle management, weather data, water 
data, and object observations and then using the collected data to intelligently con-
trol different urban areas with the help of Hadoop with Spark, VoltDB, and Tem-
pest. This information is eventually reviewed and tested for climate analysis, vehi-
cle speed control, and management of smart machines in homes. The basic idea of 
this article is to get the right data from different places and use the right tools to 
make the city smarter so that residents can get the assistance they need as quickly as 
possible.

In [41, 56], researchers have proposed a big data architecture for a university 
as the model of a smart city. In other words, they have used the university as the 
socio-economic representation of a small city for testing purposes. While the con-
cept of smart universities is not novel, these researchers made some innovations in 
the introduction and integration of new technologies in the university environment. 
The method of this research involved determining all factors that play a role in trans-
forming a traditional university into a smart university. It was assumed that data col-
lection is done primarily through IoT technologies and data management and analy-
sis are done based on big data technologies. The distributed and multilevel analysis 
mechanisms presented in this article can be a powerful starting point for finding a 
safe and efficient solution for building a smart environment based on sustainabil-
ity concepts. In [57], researchers have developed a system for monitoring patients’ 
health. In this system, data received from various sensors placed on patients are 
stored in the cloud and then analyzed by HDFS and MapReduce. This system uses 
various sensors to measure blood pressure and heart rate, and analyzes the readings 
in real-time.

In [58], the applications of secure IoT and big data technologies in smart cities 
are discussed. This article examines the development of a smart city in Romania 
and offers several suggestions for improvement. It states the aforementioned tech-
nologies offer advantages in the areas of resource utilization, quality of life, trans-
parency, and autonomy of citizens. A smart city can use digital or ICT technolo-
gies to improve the quality and effectiveness of municipal services to the benefit 
of its citizens. In this article, key indicators such as smart economy, smart life, 
smart citizens, smart management, smart mobility, and smart environment have 
been used to rate the city. This article also discusses how factors such as inter-
operability, security, smart jobs, effective public administration, tourism, health-
care, transportation, and smart e-government services contribute to the devel-
opment of smart cities. In [59], the applications of big data taken from social 
networks and IoT sources in smart cities are discussed. This paper first reviews 
algorithmic advances in the area of big data analysis in the context of smart cit-
ies and then presents a platform based on the service-oriented architecture for the 
retrieval and analysis of large datasets from social networks and IoT sources. The 
data of this platform are collected by smart city applications and socially aware 
data services. The proposed platform, which is called RADICAL, is tasked with 
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analyzing sentiments associated with combined IoT/social network data stored in 
a SQL database. RADICAL uses the components and tools of the SocIoS and 
SmartSantander projects to integrate social media and IoT data so that they can 
be used to support innovative smart city services. This platform uses algorith-
mic configurations and enhancements to optimize data processing latency and 
retrieval performance.

In [60], emerging trends in IoT and big data analytics for medical and healthcare 
purposes are discussed. This article examines the theoretical, methodological, and 
practical implications of using IoT and big data in the medical field. First, it dis-
cusses the use of IoT and big data solutions in the analysis of medical databases 
with the help of ML algorithms and then proceeds to discuss the process of produc-
ing structural information for telemedicine. The article also reviews the applications 
of telemedicine with artificial intelligence methods in robotic health care and also 
briefly discusses the advances in robotic surgery and the importance of the Inter-
net of Robotic Things (IoRT). Finally, the article describes the recent developments 
in these technologies and their use in modern health care systems and in related 
biomedical research. In [61], researchers have proposed a cloud-based IoT solution 
for the simultaneous batch processing of large datasets in health monitoring appli-
cations. Health monitoring applications, where medical sensors collect data from 
patients and send it to the cloud, often encounter two big data-related problems. The 
first problem concerns the real-time analysis of the collected data, which becomes 
more difficult with the increases in the rate of data generation, especially from IoT 
sources. These data should be analyzed in real-time so that appropriate action can 
be taken as soon as possible. The second problem is that while the medical data 
collected from patients over time provides a dataset for training ML models, this 
leads to another issue regarding the batch processing of very large and highly com-
plex datasets. To address these issues, this paper implemented a cloud-based IoT 
approach on Amazon Web Services (AWS).

In [62], finance risk is highlighted in corporate management. Here, various finan-
cial indicators are selected based on data mining in IoT. Then, finance risk indices 
are extracted based on a set of fuzzy rules. Frequent fuzzy option set was deter-
mined the most appropriate rules by parallel mining algorithm, parallel rules and 
fuzzy cluster method, parallel rules. These methods lead to the identification of 
fuzzy association rules with minimal fuzzy validity. In [63], the impact of big data 
technologies and IoT on higher education is analyzed according to the current situa-
tion and future prospects. Here, the role of big data analytics in improving the learn-
ing process is identified and the challenges associated with data mining, storage, and 
security are described. Authors help to improvement of education process in higher 
education by combining big data technologies and IoT.

Table 5 provides a summary of the reviewed application-focused articles in the 
fields of IoT, big data in IoT, and data mining in IoT. The information presented in 
this table includes the focus of the paper, main idea, advantages, and disadvantages.

Table 6 compares the reviewed application-focused articles in terms of year of 
publication, tools and methods, and the approach, which as before, refers to whether 
the articles have been focused on numerical analysis, implementation, program-
ming, simulation, or design.
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4.4 � Security‑focused articles

The rapid growth of IoT technology enables communication and interaction with 
various devices [13]. However, the IoT has been shown to be vulnerable to security 
breaches. Therefore, maintaining the security of existing data is considered as one 
of the major challenges in IoT-based environments. The ML and data mining tech-
niques provide promising results to improve security. In addition, the use of big data 
technologies is recognized as one way to improve security in IoT. In general, the use 
of big data technologies in data mining can achieve higher performance and better 
management of IoT data. In this section, IoT security issues are discussed in three 
sections: data mining in IoT security, big data in IoT security, and data mining and 
big data in IoT security [13, 15].

Table 7 provides a summary of the reviewed security-focused articles in the fields 
of IoT, big data in IoT, and data mining in IoT. The information presented in this 
table includes the main content, main idea, advantages, and disadvantages.

Table 8 compares the reviewed security-focused articles in terms of year of pub-
lication, tools and methods, and the approach, which as before, refers to whether the 
articles have been focused on numerical analysis, implementation, programming, 
simulation, or design.

4.4.1 � Data mining in IoT security

The purpose of this section is to briefly analyze data mining techniques to improve 
the security of IoT systems. In general, many research studies have been conducted 
using a wide range of data mining techniques to find the best solution to improve IoT 
security [13, 15]. In the following, we will analyze some of the approaches that have 
been used repeatedly by researchers and have provided worthy results in improving 
IoT security.

Support Vector Machine (SVM) is one of the popular classification techniques 
in data mining that often offers appropriate accuracy [64]. In [65], the C-support 
SVM (c-SVM) optimization algorithm based on Radial Basis Function (RBF) was 
introduced to detect IoT malicious traffic on the network. The reason for using the 
RBF kernel is the superiority of its classification results over other linear functions 
such as sigmoid. In [66], the c-SVM algorithm for IoT security is parsed, where 
C-support values can cause data classification errors. Here, higher C values mean 
that all training data must be properly classified. In general, this algorithm similar 
to SVM is always looking for a model that creates the highest margin in the hyper-
plane. In [67], a hierarchical approach to intrusion detection in IoT devices is pre-
sented. Here, deep learning and SVM are used to detect and classify the types of 
intrusions, where the objective is to balance the detection efficiency with the over-
head of local resources. In [68], a method for detecting distributed denial-of-service 
(DDoS) attacks for IoT networks is presented, where feature selection is done by 
several data mining techniques. Here, decision tree techniques, KNN, random forest 
and SVM are compared, which show the results of SVM superiority.

Random Forest (RF) is another popular data mining technique that performs 
ensemble classification based on boosting and bagging techniques [64]. Researchers 
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have used RF in several areas of research, including finding anomalies, malicious 
network traffic, and improving IoT security. In [69], several data mining techniques 
are analyzed to detect DDoS attacks on IoT devices. Here, the results of logistic 
regression, decision tree, SVM and RF are compared. The results show the superior-
ity of the RF algorithm for detecting DDoS attacks with 99.17% accuracy, where it 
performs better than other compared data mining techniques. In [70], various data 
mining techniques have been evaluated to identify Mirai botnets in IoT traffic. These 
techniques include KNN, Naïve Bayes (NB) and RF. The simulation results show 
that the production of classification models by RF with 99.1% accuracy is slightly 
better than other data mining techniques. In [71], different classification techniques 
of data mining are compared to identify DDoS attacks in IoT traffic. These tech-
niques include SVM, KNN, decision tree, RF, and ANN. In this comparison, the 
results report the best performance by RF with 99.2% accuracy for detecting mali-
cious IoT traffic.

Deep Learning (DL) is a branch of ML and data mining and uses the method 
used by the human brain to learn specific topics for analysis and decision making 
[72]. DL performs better in the face of large data than conventional data mining 
techniques. In [73], they used deep neural networks with a large number of layers to 
improve the accuracy of DL models. By adding Graphics Processing Units (GPUs) 
to the layers, this method can provide the use of thousands of processing units and 
repetitive multiplication of matrices. Here, both traditional DL and ANN models 
are used to detect large-scale attacks, where DL with Rectified Linear Unit (ReLU) 
activation function with 99.01% accuracy offers better performance than ANN. In 
[74], a model for improving IoT security based on Genetic Programming (GP) and 
Deep Belief Network (DBN) is presented. This method detects attacks by reduc-
ing the complexity of the DBN, where GP improves network structure by optimally 
searching for the number of layers and neurons. In [75], a DL-based method for 
detecting attacks in IoT networks is proposed. This method uses Bi-directional Long 
Short-Term Memory Recurrent Neural Network (BLSTM RNN) based on binary 
classification.

Convolutional Neural Networks (CNNs), like other ANNs, are composed of 
weighted and biased neuronal layers as well as learning capabilities. CNN consists 
of one or more convolutional layers and layers for classifying input data, including 
images [72]. In [76], an extensive study has been conducted to find efficient CNN 
for the security of IoT devices. Here, a balanced, accurate, low-cost CNN model 
is provided. This model requires CNN to reduce the complexity of locating an IoT 
device that requires knowledge and trial-and-error testing. In [77], another method 
is proposed to reduce the computational overhead when analyzing large IoT data on 
fog computers. This method provides appropriate efficiency in detecting malicious 
network traffic, because fog computing resources are close to the end users. Besides, 
the authors used a combined CNN and LSTM model to classify malicious IoT data 
traffic. In [78], a CNN-based Intrusion Detection System (IDS) is introduced in IoT 
environment that selects features as multi-objective optimization. This system is a 
combination of CNN and LSTM algorithms for classifying different attacks in big 
data applications. This hybrid technique has been able to DDoS attack detection 
in IoT with 99.03% accuracy. In [79], an approach to detect infected software and 
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malware on IoT devices is proposed. This approach uses CNN to analyze the soft-
ware source code. The results of this approach show 96.2% accuracy in detecting 
DDoS attacks when malware is transmitted.

Recurrent Neural Networks (RNN) is a type of deep neural network that is com-
monly used to process and find patterns in time series data [64]. One of the famous 
RNNs is called Long Short-Term Memory (LSTM) which has the ability to store 
information for a long time. In [80], LSTM is used to detect malicious IoT network 
traffic only by examining closed header information. The results of this method 
show a promising accuracy of 97.22% in experiments. Similarly, in [81], LSTM and 
packet loss information are used to detect attacks in IoT. The results of this method 
provide better performance than conventional data mining techniques. In [82], RNN 
was used to identify attacks in an IoT network and to solve the authentication prob-
lem. This method reports appropriate results on the NSL-KDD3 and UNSW-152 
datasets.

Table 9 presents the evaluation of reviewed articles using evaluation metrics in 
the field of data mining in IoT security. These criteria include accuracy, precision, 
recall, f-measure and runtime.

4.4.2 � Big data in IoT security

In this section, we look at some of the big data approaches in IoT security. In [83], 
a scheme for extracting frequent patterns used for privacy using cloud data serv-
ers is proposed. In [84], the use of an unlicensed proxy encryption scheme is pro-
posed, which uses random keys and re-encryption to share data. This method limits 
the control of privacy settings and trust in the cloud environment. In [85], a Hilbert 
curve-based cryptographic technique for IoT privacy protection is proposed. This 
technique provides the ability to improve the search of out-of-source databases at 
the same time as the validity of the data. In [86], the existing processes in IoT data 
processing as well as the security aspects of big data are examined. Here, a new 
system for big data security in IoT is proposed. In [87], a multi-stakeholder approach 
is proposed to create appropriate privacy in big data. This approach focuses on aca-
demic discussions about privacy regulation and how it is organized. In addition, the 
authors introduce a new framework for regulating privacy, protecting users, and pro-
moting social data applications.

In [88], it is shown that through the integration of IoT and cloud computing, some 
IoT disadvantages such as limited storage space can be eliminated. The IoT can 
also cover some cloud computing gaps, such as limited scope. Therefore, when IoT 
applications move toward cloud computing, concerns about big data analytics are 
addressed due to lack of trust in the service provider. The authors have shown that 
public key encryption cannot be applied to all IoT layers due to computational power 
constraints. In [89], the contradiction in the collection, use and management of big 
data at the intersection of security and privacy in the field of IoT is investigated. In 
this study, the security data requirements and limitations of different IoT systems 
designs are considered. The authors argue that by identifying distinct objectives in 
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big data security and IoT, more effective control over the intersection of these fields 
is possible through an iterative process of review and redesign.

In [90], an Online Distributed IoT Security monitoring algorithm (ODIS) on 
large data scales is proposed. ODIS uses an advanced operator to extract important 
information from multidimensional time series data, where it can extract data from 
distributed IoT sensors based on spatial and temporal dependence. In addition, the 
algorithm includes an accurate data structure model for storing IoT system behav-
iors, where it is able to solve the scalability problem. In [91], a parallel big data 
processing system is proposed for security monitoring in IoT networks. Given the 
limited computing capabilities of IoT networks, the authors introduce the proposed 
architecture based on the Hadoop and Spark platforms. The system architecture con-
sists of five components: data collection, data storage, data aggregation, data nor-
malization and analysis, and data visualization. The data is stored in a distributed 
system, which increases the storage reliability and processing speed of the data 
request. Besides, this architecture is capable of timely management of large data 
streams in IoT networks.

Table 10 presents the evaluation of reviewed articles using evaluation metrics in 
the field of big data in IoT security. These criteria include energy consumption, effi-
ciency coefficient, prediction error and runtime.

4.4.3 � Data mining and big data in IoT security

The purpose of this section is to review data mining techniques and recent advances 
in big data analytics that can be used to develop advanced security methods for IoT 

Table 9   Comparison of evaluation criteria used in studies related to data mining in IoT security

Author(s) name Accuracy Precision Recall F-Measure Runtime

Ioannou and Vassiliou (2019) √ ˟ ˟ ˟ √
Hosseinzadeh et al. (2021) √ ˟ ˟ ˟ ˟
Yahyaoui et al. (2019) √ ˟ ˟ √ √
Doshi et al. (2018) √ √ √ √ ˟
Chaudhary et al. (2019) √ ˟ ˟ ˟ ˟
Dwyer et al. (2019) √ √ √ √ ˟
Wehbi et al. (2019) √ ˟ √ ˟ ˟
Yeung et al. (2020) √ ˟ ˟ ˟ ˟
Li and Zhang (2019) √ ˟ ˟ ˟ ˟
Roy and Cheung (2018) √ √ √ √ √
Lawrence and Zhang (2019) √ ˟ ˟ ˟ ˟
Liang et al. (2020) √ ˟ ˟ ˟ √
Roopak et al. (2020) √ √ √ √ √
Ullah et al. (2019) √ ˟ ˟ √ ˟
Hwang et al. (2019) √ √ √ √ √
Liang and Znati (2019) ˟ √ √ √ ˟
Hanif et al. (2019) √ √ ˟ ˟ ˟
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systems. Here, the relationship between the three salient components of this paper, 
namely data mining, big data, and IoT security, is explained. However, past studies 
often include data mining and IoT security or data mining and big data technologies 
[92–95]. Therefore, very few studies have been conducted on all three components 
of data mining, big data, and IoT security. This clearly represents a special research 
field for future researchers. However, we found several studies that discuss all three 
components simultaneously. The following are the details of these studies.

In [92], a large data framework is designed for intrusion detection using classifi-
cation techniques such as SVM, Deep Belief Network (DNN), NB, decision tree and 
RF. Here, the criteria of accuracy, recall, specificity, false rate and execution time 
are used for evaluation. Besides, the implementation is based on Apache Spark in 
IoT networks using big data analysis. The results show better performance of DNN 
algorithm. However, the reported accuracy is less than 80% and DNN has more 
runtime than other algorithms. In [93], a privacy system is presented for the analysis 
of big data on Wireless Body Area Networks (WBAN). This system performs fore-
casting and warning work to monitor patients’ health by collecting data from sensors 
and using DL approaches. In this study, the assured data deletion approach is used to 
protect the privacy of health data, where the data owner can deny some users access 
to their health data.

In [94], advances in hardware, software and network topology are discussed. 
These are issues related to IoT and the security threats required to implement mod-
ern methods. Hence, an IDS based on DNN algorithm is proposed which uses 
Multi-Layer Perceptron (MLP) and Feed Forward Neural Network (FFNN). The 
system is based on big data technologies and the Apache Spark clustering platform. 
Apache Spark cluster computing is configured via the Apache Hadoop Yet Another 
Resource negotiator (YARN). Here, accuracy, correctness, recall, f-measure, TPR 
and FPR are used as evaluation criteria. The simulation results show that the per-
formance of this system is better than the classical data mining techniques in HIDS 
and NIDS. However, the accuracy of this system for multi-class datasets is less than 
90%. In [95], a framework for monitoring mobile IoT security is proposed, which 

Table 10   Comparison of 
evaluation criteria used in 
studies related to big data in IoT 
security

Reference Energy 
consump-
tion

Efficiency 
coefficient

Predic-
tion 
error

Runtime

Li et al. (2016) √ √ ˟ √
Xu et al. (2012) ˟ √ ˟ √
Kim et al. (2016) ˟ ˟ ˟ √
Toshniwal et al. (2015) √ √ ˟ ˟
Will (2015) ˟ √ ˟ ˟
Stergiou et al. (2018) √ √ ˟ √
Sollins (2019) √ √ ˟ √
Li et al. (2019) ˟ ˟ √ √
Kotenko et al. (2017) ˟ ˟ ˟ √
Li et al. (2016) √ √ ˟ √
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is based on big data processing and data mining. This framework identifies several 
data mining mechanisms to solve classification tasks. Here, ensemble classification 
approaches are used, where the amalgamation process is compared on the basis of 
majority voting, weighted voting and soft voting. In framework simulation, the per-
formance and accuracy of the weighted voting method have been proven.

Table 11 presents the evaluation of the reviewed articles using evaluation criteria 
in the field of data mining and big data in IoT security. These criteria include accu-
racy, precision, recall, f-measure, runtime, and so on.

5 � Results and discussion

This section discusses and presents an analysis of the reviewed articles. Our goal is 
to answer the questions posed in this paper, which we will address below.

Answer for RQ1: How many articles are in IoT field from 2010 to 2021 and what 
is the rate of these articles related to IoT-data mining and IoT-big data?

The searched digital databases had 17,548 articles with “IoT” or “Internet of 
Things” in the title. After separating the articles related to the two fields of data min-
ing and big data, it was found that only 429 out of these 17,548 articles are related to 
these two fields. The percentage of articles related to these fields is shown in Fig. 12.

Answer for RQ2: How many types of IoT review articles have been presented 
through data mining and big data approaches between 2010 and 2021?

In the systematic survey to find articles of review type, the fields of Review, 
Challenges, State of Art, Survey, SLR, SMS and Literature were used. Among 
the 429 available articles, there was no article titled SLR and SMS. However, we 
found 68 related review articles, as shown in Fig. 13.

Answer for RQ3: What are the main challenges of IoT when using data mining 
and big data approaches?

Here, we discuss the challenges and opportunities mentioned in the reviewed 
articles. In [96], IoT-related challenges were divided into three parts: society, 
business, and technology. Given the ever-changing needs and wants of socie-
ties, IoT must be able to adapt to these changes. From the business perspective, 
IoT applications can be divided into three categories: consumer, commercial and 
industrial. The consumer IoT refers to the use of interconnected devices such as 
smartwatches, laptops, smartphones and smart machines. The commercial IoT 
refers to the use of IoT in medical machines, inventory controllers, and tracking 
devices. Finally, the industrial IoT refers to the use of IoT in pressure gauges, 
electricity meters, sewer systems, robots, pipeline monitors, and other industrial 
devices and systems. From the technological perspective, one can discuss the 
security of IoT devices, how to connect multiple devices, compatibility with soft-
ware and hardware, large-scale data analysis, and smart IoT operations.

In general, the challenges in the fields of IoT, big data, and data mining can be 
summarized as follows:
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Data volume: this refers to the amount of data that is collected or extracted. 
While this parameter is commonly measured in gigabytes (GB), in future, we will 
be using zettabytes (ZB) and yottabytes (YB) for this purpose.

Data diversity: this is one of the biggest challenges in the field of IoT, because 
it is difficult to organize rapidly changing data.

Speed: data access rate  has always been an important challenge in IoT.
Data value: This refers to the challenge of ensuring that data organization 

always leads to value extraction.
Security: Privacy and security are key issues for IoT applications. This chal-

lenge is focused on minimizing vulnerability to hacking and high reliability in 
data protection.

Data visualization: this refers to the challenge of using graphs and charts to 
visualize large amounts of complex information and make them comprehensible.

Knowledge extraction: Considering the huge amount of data collected in IoT 
systems, knowledge extraction techniques can be used to separate more useful 
parts of the data for storage.

Real-time analysis: Many applications require real-time data analysis to mini-
mize the data storage implications of constantly increasing IoT data.

Answer for RQ4: What is the reason that encourages IoT to combine data min-
ing and big data approaches?

Fig. 12   Percentage of IoT articles related to data mining and big data
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The availability of the Internet allows the connection of different devices that 
can communicate with each other and share data. IoT allows users to connect 
smart devices to collect real-time data from the environment. Big data is the vast 
amount of data that is collected from the IoT devices. However, such data are not 
useful without analytical power. Big data tools can provide analytical solutions 
to gain valuable insights into this amount of data generated by the IoT by storing 
large amounts of data. In addition, in IoT discussion, data mining tools can be 
used to process and analyze IoT data in real time.

Answer for RQ5: Which universities are more active in IoT-data mining and 
IoT-big data fields?

Hereon, all articles were classified according to their affiliation with universi-
ties and their country of origin. Table 12 shows the lists of the universities with 
the highest number of IoT articles published between 2010 and 2021. Out of 54 
universities that have contributed to the publication of these 60 articles, the great-
est contributor has been the Kyungpook National University of South Korea with 
8 papers.

Answer for RQ6: What are the most IoT-related applications when used with data 
mining and big data approaches?

Based on 60 reviewed articles related to IoT-big data or IoT-data mining, 39 
articles focused on applications. These articles present their content in 18 different 
applications. Figure 14 shows the 10 most common in these articles along with their 
rate of repetitions.

Answer for RQ7: What are free IoT domains through the use of data mining and 
big data approaches?

In addition to the challenges, there are also various promising avenues for 
improvement in the field of IoT based on big data handling and processing and data 
mining methods. In this regard, topics such as data collection, data volume reduc-
tion, data classification, data analysis, security and privacy, smart monitoring, 
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and development of new commercial models have received more attention in the 
reviewed articles.

Answer for RQ8: What are the most popular IoT tools and simulators for data 
mining and big data?

A great number of reviewed IoT and big data articles have used the Hadoop eco-
system. This ecosystem provides a set of reliable tools and frameworks for different 
varieties of storage, processing, data aggregation, resource management, security, 
analytics, and search needs. In general, data collection in the core of Hadoop con-
sists of an HDFS storage component and a MapReduce processing component [97]. 
The use of MapReduce in this system allows it to process gigabytes of data in a few 
seconds [98]. Spark is a very fast cluster computing technology designed for high-
speed computing, which operates based on Hadoop and MapReduce and can be con-
sidered as an extension of the MapReduce model. The main feature of Spark is the 
storage of calculations in memory, which results in higher processing speed [99]. In 
addition to Hadoop and Spark, Storm is an effective tool for big data analysis. Storm 
processes big data based on fault tolerance and real-time scalability. In general, 
Storm can perform all operations, although it is not always stable. However, Hadoop 
and Spark perform optimally in most fields, although they greatly delay real-time 
applications [100].

In the field of data mining, it is common to use Mlib libraries in Spark or Mahout 
in Hadoop using WeKa and R software [101]. In the field of IoT and big data, it is 
common to use big data tools for storage, parallel processing, and real-time analysis 
and data mining [102]. However, the goal of these data mining methods is to auto-
mate the discussed applications in the context of Smart IoT. Sometimes, data mining 
methods are used to simply reduce data storage.

In addition to the tools introduced, there are other tools in the field of IoT through 
data mining and big data. These tools include Hive, Flume, Kafka, Redis and Mongo 
DB. Hive is a technique for storing and managing information that is implemented 
in Hadoop [103]. Flume is a reliable, accessible and distributed service for collect-
ing large amounts of real-time data [104]. Kafka is a distributed queuing system for 

Table 12   Universities with more than seven articles

No University name Country

1 School of Electrical and Computer Engineering, Georgia Institute of 
Technology

United States of America

2 School of Systems Engineering, National University of Defense Tech-
nology, Changsha

China

3 VTT Technical Research Centre Finland
4 School of Technology and Design, Canberra Institute of Technology Australia
5 Department of Engineering for Innovation, University of Salento Italy
6 NEC Laboratories Europe Germany
7 School of Computer and Communication Engineering, Beijing Univer-

sity of Science and Technology
China

8 Hankuk University of Foreign Studies, Yongin-si South Korea
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receiving data in the Apache Storm [105]. Redis is configured based on a database 
that is in memory and has a very fast and powerful data structure for storage [106]. 
Mongo DB is a scalable database that is configured on disk and has apt speed and 
performance in the query language [107].

6 � Conclusion

While today’s world is called the world of big data, the popularization of IoT tech-
nologies is expected to cause an even greater explosion of data in future. The huge 
network of IoT devices generates a new type of data known as the IoT big data. Only 
big data-based frameworks can hope to control this huge amount of diverse data. 
The existing big data frameworks can effectively collect and store sensor data so that 
they can be analyzed with data mining methods. The biggest challenge in today’s 
data mining world comes with several issues like security, privacy, management, 
data storage, and processing limitations such as real-time/streaming data. However, 
data analysis is a challenging task requiring the proficient use of IoT and big data 
analytics tools to reveal hidden patterns, trends, and correlations, a process that helps 
us better understand the data and use them for smart decision making. Basically, in 
IoT analytics, big data is the fuel and data miner are the brain of the operation. In 
this paper, the literature on big data in IoT and data mining in IoT was reviewed. The 
selected articles were divided into four categories based on their focus: architecture/
platform, framework, applications, and security. Most of the reviewed articles were 
focused on architecture/platform, and the Kyungpook National University of South 
Korea was found to have the greatest contribution to the examined literature. The 
countries with the highest number of articles in this field were found to be South 
Korea, China, India, and the United States in that order.

Fig. 14   Details of 10 common applications used in reviewed articles
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One limitation of the study is that the search was limited to the titles of the arti-
cles, which means other articles can potentially be found by expanding the search. 
Also, since we only used the term “data mining” in the search, it may be possible to 
find a greater number of relevant articles by using the name of data mining methods. 
Furthermore, this review was focused entirely on English articles, but future reviews 
may find interesting works among non-English articles. Lastly, the search process 
can be expanded by including books and reports in the search. Besides, future direc-
tions could include an overview of the architecture of data mining and big data in 
IoT with the assisted of the cloud computing.
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