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ARTICLE INFO ABSTRACT

Keywords: The field of Internet of Things (IoT) is evolving at an exponential rate where megabytes of data
Fog architecture is being processed each passing minute. Fog computing is an emerging field, regarded as the
Bayes ‘EOdel new way forward to prevent the suspected data outburst of the exhausted IoT devices. Fogging is
Fog nodes

believed to reduce latency, and enhance efficiency, ease of deployment and flexibility, however,
various security and privacy concerns hinder its deployment by major platforms. Among all the
security concerns, lack of a proper trust management system is of primary importance. This
paper explores the Service-oriented Internet of Things (SIoT) domain to study its similarity
with Fogging and creates a trust management scheme (TMS). The paper further explores
the necessary trust requirements for Fogging and incorporates them into a two-way trust
management scheme based on Bayes model, the model allows both the service requestor and the
service provider to validate each other before connecting. The model calculates the value of trust
using these metrics and combines them in a unique way with Bayes trust to have an accurate
trust value. The proposed scheme is simulated in Netlogo, an agent-based network simulator.
The subject scheme is capable of effectively preventing a legitimate node from connecting
with a malicious node. The results illustrates high accuracy and faster convergence and also
shows resilience against trust-based network attacks. The system is compared against SIoT trust
management models due to lack of similar trust management models in Fog Computing.

Trust management system
Edge computing
Fog computing

1. Introduction

Cisco Global Cloud Index claims that the amount of data produced by machines, things and people will cross 847 zettabytes by
the end of 2021 [1]. To handle such a large amount of data it is imperative to provide resourceful devices at the network edge to
minimize the bandwidth or latency issues [2] and also fulfill the Internet of Things (IoT) security requirements [3]. This paved way
for introduction to Fog computing which supports applications involving a short response time, mobility and data confidentiality
while improving latency and power consumption [4,5].

Fog is a multi-layer architecture, that enables processing and analytics to be carried out at the logical extreme of the network.
Much like the IoT network, it is a network of heterogeneous nodes providing services to one another at a close proximity. Cisco
has defined a fog node as a “mini-cloud” closer to the edge devices [6], it offers countless benefits to the traditional IoT-Cloud
infrastructure, for example, it enhances security and reduces the risk of data leakage [7]. It also improves various IoT applications
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such as e-health, smart cities, automated traffic control etc [8,9]. However, it is a new field and needs time before it is mature
enough for worldwide adoption. OpenFog has introduced a generalized system architecture and guidelines for accurate and easy
modeling of Fog [10] to encourage research in this field. Fog network requires a trust management system to make the behavior of
nodes predictable in the otherwise geometrically distributed network [11]. The acceptability and deployment of fog has amplified
the need for a secure and efficient method for data transfer and reliable service provider selection. One such method is to establish
trust between the network entities by means of a trust management system (TMS).

Trust can be used as an assessment criterion to determine the security level of a respective node [12], but the situation of trust
in fog infrastructure is rather complex due to its infrastructure [13]. Trust can be defined as the confidence on an object that it will
behave in a predictable manner in accordance to the set of policies, trust is subjective and depends upon the network characteristics
(such as deployment model, environment, security requirement, and application type). Some critical applications may require a
high level of trust whereas others may not. A TMS requires a trustor and a trustee for its formation, the trustor is the entity that
places its trust in another entity namely ‘trustee’. In Service-oriented IoT (SIoT), the objects of the network form social relations like
human beings and make autonomous decisions based on their experiences. Trust management in fog can be derived from SIoT due
to similarities in their network entities. They both have service requesters (SR); the nodes requesting a service and service providers
(SP); the nodes providing the service. The SR and SP communicate on the basis of confidence and reliability. A fog network requires
to have a certain level of trust among the nodes for successful collaboration and communication. Furthermore, it requires trust to
be established at both ends of the communication i.e. the service requester and the service provider both should only communicate
if they have established trust [14].

This paper highlights the lack of a proper TMS in Fog and explores the requirements of SIoT that can be applied to it keeping
in view its distributed nature and resource-constraint network elements. Furthermore, we propose a two-way trust management
scheme for fog computing in the light of the existing models present in other computing paradigms. Our model makes use of the
beta reputation function with belief discounting based on Bayesian inference, which computes the recommendations, these are then
discounted which wards off various network attacks such as ballot stuffing and bad mouthing attack. The proposed technique is
different from existing techniques on various accounts, the technique is inspired by how the trust management works in SIoT, it yields
better results, faster convergence of trust, and is one of a kind system as it considers all the attributes necessary in a fog network
such as centrality, reputation, service score etc. It will improve the reliability of the network, by making efficient predictions about
the behavior of a node. It will allow monitoring of a large-scale distributed network for detection and expulsion of malicious objects
and rogue nodes. Furthermore, it will strengthen the communication among nodes by promoting offloading to other trustworthy
nodes in the network with minimum overhead.

Security and privacy has always been an issue in a dynamic Fog network, although extensive research is available on trust
management schemes in other platforms such as IoT, SIoT and Cloud but the existing research on trust management schemes in Fog
as a secure platform is negligible. The existing research majorly focuses on new encryption schemes and protocols, this approach can
be computationally intensive and may require a central entity to process the complex encryption keys and protocols. Fog networks
are generally large-scale networks comprising of various network objects also called fog nodes (i.e., any device with sufficient
processing power and memory), these nodes are bound to communicate with each other for various transactions, increasing the
probability of attacks. The proposed two way trust management scheme should ensure that both the nodes have established a
trusted connection prior to the transaction.

In the following research, we have proposed a two-way trust management scheme for Fog Computing Paradigm to increase its
reliability and efficiency. Our research contributions are as follows:

1. We propose a generic two-way trust management scheme that considers social and qualitative trust metrics to calculate trust.
Our approach allows both the fog nodes, the service requester (SR) and the service provider (SP), to evaluate and validate
their trustworthiness. The trust is calculated by combining the trust metrics, direct observations and recommendations using
the beta reputation function.

2. We estimate Bayes trust which is based on Bayesian inference, it predicts the future behavior of the node depending upon
its current status of conduct, it also helps evade “on off” attack.

3. We evaluate the convergence and accuracy of the solution by the help of Netlogo an agent based simulation tool. The
evaluation also incorporates the effects of variating good and bad nodes present in the network.

4. We validate the proposed SQT management model through simulations and experimental results.

The rest of the paper is distributed as follows: Section 2 briefly describes the related research articles of SIoT, IoT and cloud that
has led to the Fog management trust framework. Section 3 highlights the general Fog structure and discusses the key parameters
of the proposed SQT management framework. Section 4 presents an in-depth study of the Bayes model and the trust computation.
The mathematical description of the proposed scheme is present in Section 5 The simulation setup, performance, and comparative
analysis are described in Section 6 along with the results. And the paper is concluded in Section IX respectively

2. Related work

The purpose of Fog is to bridge the gap between data generating devices (IoT) and data processing facilities (Cloud). It has
emerged as a supporting component to cloud computing, having a decentralized structure allowing users to place their resources
on logical locations [15]. Trust is necessary in an environment with risk, uncertainties and frequent collaborations such as Fog. Due
to it has some similarities with SIoT [16], therefore we have thoroughly studied and analyzed the TMSs in SIoT to build a suitable
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Table 1
Comparison and analysis of literature review.

Research paper Trust metrics Trust model Main contributions

Service-oriented Internet of Things (SIoT)

[17] Social trust parameters Behavior based model Builds a reliable SIoT network by
incorporating its trust metrics and
updating trust with minimum overhead

[18] Reputation Guarantor based trust A reputation model involving a third
model party guarantor
[19] 1. Direct trust Communities of interest A hybrid trust model that integrates social
2. Indirect trust based trust model behavior of objects with their
communities to model trust
[20] 1. Direct trust Context based model Combines social relations of objects with
2. Indirect trust context and capacity of the objects

TMS for Fog. Trust in Fog is more than just secure transfer of data, it encompasses the canons of integrity, consistency, truthfulness
and reliability of a party on its service provider. It helps the node make a wiser decision for secure data transfer depending upon
different parameters. In this section, the most popular techniques in existing trust management systems of SIoT and Cloud will be
discussed briefly.

2.1. TMS in SIoT and MANETs

Among many popular techniques Bayesian inference is the most popular trust computation model. It was used to develop a
reputation system that models trust, it uses beta reputation function to map the positive and negative experiences. These systems
were capable of computing the average trust and (see Table 1).

The authors in [17] use parameters such as direct observations, centrality, community of interest (Col), and cooperativeness to
incorporate the social relations of the objects and protect the network against on off forwarding attacks. [18] proposes a centralized
guarantor-based system to measure the trust of the SP. The model revolves around reputation of the network objects and neglects
direct observations altogether, the major drawback of such a system is that it is unsuitable for low latency applications.

The model in [19] requires each inter-community nodes to have an elected admin responsible for managing service requests,
trust calculation and seamless network operation. The same author proposes a multi-trust context-based trust management model
in [20], the model works well for dynamic networks, but the overhead may be an issue in larger networks. Truong et al. published
a series of researches [21,22], that mimics human cognitive process for developing trust in different situations, he proposes a model
based on experience, reputation and knowledge for SIoT networks.

2.2. TMS in cloud

Cloud also has some well-established trust models, but they cannot be directly applied to Fog due to different infrastructure. The
TMS in Cloud are mostly centralized, SLA based and easy to monitor and validate. Whereas, the Fog network has heterogeneous
nodes that are vendor specific and dynamic in nature due to which the static reputation-based trust models of Cloud cannot be
implemented to Fog. Furthermore, SLA based trust models require a licensed third party to constantly monitor and validate the nodes,
which is possible for Cloud but not for Fog. Moreover, trust in Cloud is a unidirectional requirement whereas it is a bidirectional
requirement in Fog.

2.3. TMS in fog

Very limited work has been done on trust computational models in Fog including [23-28]. S.A. Soleymani et al. [23] models
trust using fuzzy logic to combine experience and plausibility, the model uses a set of modules to authenticate, calculate and choose
the most trustworthy node. Wang et al. [24-26] proposes a model for trustworthy communication using regression analysis and
fitting function that relates trust value with the communication variable in sensor cloud systems using a fog-based approach. The
author extends his research in [25] and propose a hierarchical model as opposed to the linear model proposed in [24]. In both the
researches the author uses fog layer to calculate the trust function, store its value and execute tasks based on the value of trust.
Authors in [27] propose a lightweight scheme that use feedback from multiple sources to identify trustworthy IoT edge devices. All
the above-mentioned researches use Fog as a supplementary layer either to reduce the computational cost or to enhance the storage
capability of other networks. None of the models primarily focuses on Fog to create a trust model. Rahman et al. [28] propose a
broker-based trust evaluation framework based on fuzzy logic for Fog that uses only QoS parameters and do not incorporate the
social relations of the nodes (see Table 2).

The motivation behind creating a trust management model is to complement the rapidly growing Fog network by introducing
trust in Fog we are in fact moving towards a more reliant and secure platform for safe data transfer. This work is different than the
said models as it primarily focuses on fog computing paradigm while uniquely combining the observations, reputation and other
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Table 2
Analysis of trust models in fog.

Research paper Trust metrics Trust model Main contributions

Fog Networking Environment

[23] 1. Experience Fuzzy trust-based The model uses a set of modules to
2. Authentication model authenticate, calculate and choose the
most trustworthy node

[24-26] 1. QoS Multiple linear A model for trustworthy communication
2. Position regression model using regression analysis and fitting
3. Unique identifier function that relates trust value with the

communication variable

[27] Multi source feedback Multisource feedback A lightweight scheme that uses feedbacks
model from multiple sources to identify
trustworthy IoT edge devices.

[28] QoS parameters Broker based model A broker-based trust evaluation framework
based on fuzzy logic

trust metrics necessary in a fog network. It presents a two-way trust system, where both the fog nodes involved in the transaction
establish trust before creating a connection. The primary focus of this model is to ensure trustworthy transfer of data in peer-to-peer
communication between fog nodes. This model is independent of any third-party involvement which is one of the requirements of
the fog network. This reputation system is based on Bayesian inference with discounting factor which gives it a sound mathematical
base, we have shortlisted and uniquely combined important network parameters with experiences and recommendations.

3. Proposed trust management framework
3.1. Generic fog system model

Fog has a hierarchical structure with multiple fog nodes capable of performing computations at each level. The Cloud is present
at the top having maximum intelligence and resources, The nodes at lower levels are responsible for data collection, whereas higher
level nodes carry out complex tasks such as filtering, compression and transformation of raw data. This multilevel infrastructure is
responsible for seamless data transfer, processing and filtering closer to the edge of the network as shown in Fig. 1. The nodes at the
same level can engage in a variety of activities such as load balancing, data sharing, resilience and fault tolerance [16]. This peer
to peer communication lays the foundation for establishing a trust management framework in Fog. A fog node can be represented
by any device with enough memory, storage and processing power such as tablets, laptops, smart devices (smart watch, smart cars
etc.) DVRs and CCTV cameras etc. [29]. Hence, it is imperative to have both the nodes develop trust before the actual exchange of
data takes place.

A generic Fog architecture has three major shareholders; the IoT devices (for data generation), the fog nodes (for data transfer
and filtering) and cloud servers (for data processing and storage). This research focuses on establishing trust among the fog nodes for
secure transfer of data. For simplicity we consider a single layer fog architecture, without compromising on any of its key features
for the proposed TMS. Each fog node is connected to its neighbor and a set of IoT devices based on its location and service type.
Hence, Fog nodes can always communicate with their neighboring nodes for trust value exchange. This research uses a simplified
single layer fog architecture as depicted in Fig. 2 to build a collaborative trust management system. The following section presents
a comprehensive description of the proposed framework, its working environment, case study and the trust metrics required to
compute the overall trust of the nodes.

3.2. SQT (Social Qualitative Trust) system model

The proposed solution focuses on the establishment of trust among fog nodes for offloading, data sharing and other services.
A fog node present in the geographical range of another fog node will request/avail its services if and only if it satisfies its trust
threshold. We propose a two-way trust management scheme that allows both the communicating parties to validate each other
before establishing a connection, it prevents rogue nodes from entering the network. Each node maintains a rank which decreases
every time it fails to provide a decent service; malicious nodes are removed from the network when their rank falls below the set
threshold. The malicious nodes are then blacklisted and broadcast to the whole network to avoid any discrepancy.

Let us suppose a fog node requests a service from its neighboring node, to create a connection, the SP node will validate
the authenticity of the SR node before accepting its connection request. To do so SP will ask the neighboring nodes for their
recommendations of the SR. It will formulate trust using the beta reputation system, if trust lies above the threshold the SP will
accept the connection request otherwise it will reject it. Similarly, SR will also validate the SP on the same lines. In Fog it is important
for both the communicating nodes to validate one another beforehand as any device can become a fog node, thereby increasing the
attack probability. Therefore, the SR will also validate the SP to ensure authentic service before the actual data transfer takes place.
To keep the overhead minimum and maintaining the efficiency of the system, the nodes will only exchange trust values with their
immediate neighbors.
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Fig. 2. A simplified single layer fog model with fog nodes connected with their neighboring nodes via node-node connection shown by the straight line. Each

node is also connected to a bunch of IoT devices via a node-device connection shown by the dotted line.

The proposed solution divides fog nodes into two main categories; Service Requestor (SR) and Service Provider (SP). If a SR
desires a service it will ping its neighboring nodes for service request, one of the neighbors will confirm its availability to become the
SP. However, SP must first ensure the authenticity of the SR before proceeding with the service request as a measure for protection
against rogue SRs. The SP will calculate a trust value for the SR by consulting with its neighbors and its own experience. The
SRs with trust value lower than the acceptable threshold will be deemed untrustworthy and malicious, these malicious nodes will
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Fig. 3. In a world where node A does not know node B directly it will ask its neighboring nodes (node C in this scenario) to establish its trust value for node
B. Similarly, node B will ask Node D to establish trust value of node A.

be refused service immediately. Our model works on a rank system, each node maintains a rank which decreases each time it is
detected as a fraudulent node, if the rank of any node becomes zero then it is exiled from the network. This system is in place to
allow a protection barrier for legitimate nodes from being exiled from the network after one odd bad service. The SP updates and
stores the trust value of any malicious node detected for future reference. Meanwhile, the authenticated SR also wants to ensure
the validity of the SP before proceeding with the service request to minimize the probability of receiving a malicious payload in
place of the actual service. The process of SP validation is similar to that discussed above, it will compute the trust value of SP by
asking its neighbors for recommendations and combining them with its own experience. After both SP and SR have validated one
another, a trusted connection is established, and real communication can take place.

4. Bayes model and trust computation
4.1. Bayes model and discounting operation

In a fog network trust is dynamic, subjective, intransitive and asymmetric. Trust computation must yield a dynamic value of trust
in conjunction with the trust requirements and the design dimensions [30]. SQT is a distributed system using social and network
parameters for trust computation, it follows a multi-trust and event-driven trust approach. Trust is asymmetric and subjective which
implies that each node in a network experiences it differently based on limited data, the best way to calculate trust in an architecture
such as Fog is by using Bayes Model. The advantage of using Bayes model in Fog is that it allows a node to predict the future behavior
of other nodes based on its current observations. It also accurately calculates trust in an unknown and risky environment where
the communicating parties have different owners. At the core of Bayes model is beta probability density function, which gives it a
sound mathematical base for feedback accumulation. Consider a process that may have y, y’ as its possible outcomes such that y
represents the number of times y is observed and 7 represents the number of times y’ is observed then to observe the future behavior
of the process, the parameters of the beta distribution function are set as:

a=y+1 1)

B=p+1 (2
where y,7 > 0. Hence, the probability expectation of the beta distribution is given by:
E(p)=af(@+p) 3)

Consider four nodes (A,B,C & D), where node A & node B are trustor and trustee, and node C & node D are the recommenders as

shown in Fig. 3. Now, by using Eq. (3) the reputation function is expressed as:
Yap+1

Yap+7ap+2

Eq. (4) gives the subjective reputation of node B from node A’s perspective, it is not possible to calculate the objective value of

reputation as each node has different experiences with B.

E(¢(P|YAB>}7AB)) = (©)]
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4.1.1. Discounting operation

The node calculating trust assigns different weights to the recommendations it receive depending upon its own relation with the
recommender nodes, this process is called discounting. If a node does not trust one of the recommender nodes then it can completely
ignore its recommendation, similarly it gives more weight to the recommendations of a trusted node as compared to a node with
low trust value. This technique helps evade trust-based attacks such as bad mouthing and ballot stuffing attacks. As shown in Fig. 3,
let us suppose node A is the trustor gathering reputation of node B on the recommendation of node C, then the beta distribution is
given by a, 5 and f,p as:

R.. = XAB
AP ayp + Bap ®

R,p = Ryc ® Rep, where ® is called the discounting operator. The a4 and g, parameters in Eq. (4) are updated as follows:

orn = o 2a4c0cp ©)
AB T TAB T [(Bac + 2)acp + Bop + 2] + 2a,c
2a4chce
Bap =By + @
AB T PAB T (B + Dacy + Pop + 2]+ 20,0
Egs. (6) and (7) represent how the a4 and 5 parameters depend upon the node’s trust on the recommender. Discounting helps
achieve an unbiased reputation of the trustee node which helps in evading many trust-based attacks.

5. Mathematical description of proposed scheme
5.1. Trust metrics

A trust indicator is an essential part of the trust calculation as it is the property based on which the value of trust is determined,
different authors use different trust indicators depending upon their requirements. Generally, more than one parameter is required to
build an effective trust management system. Our model considers various social and qualitative trust metrics for its trust calculation;
the social metrics, include direct observations made by the trustor as well as the recommendations by the neighboring nodes. This
section will briefly discuss the trust metrics of our proposed SQT management system.

5.1.1. Direct trust

The experience of the trustor after a successful transaction with the trustee determines the direct trust. In a trust management
system, it is imperative for a node to have the ability to calculate individualistic trust for an unbiased decision. Direct trust holds
maximum weightage in our proposed system to decrease the effect of various false recommendation attacks. D, denotes the trust of
node B as calculated by node A for transaction k. The relevance of transaction k is given by transaction factor 7 f j p € [0,1] between
the two nodes. The feedback of node B given by node A is represented by f ﬁ € [0,1] then the formula for n transactions is given
by [171:

n k gk
_ k=1 S apan

AB = ok
Ziz1 f4p

5.1.2. Reputation function

The reputation metric is of utmost importance when there has been no prior transaction between the trustor and the trustee,
in this scenario the trustor greatly depends on the reputation of the trustee in the network. The SQT system model uses Bayesian
inference to combine feedback from the recommenders. The simplicity and flexibility of the Bayesian formulation qualifies it as the
best approach for this model. The reputation of node B as perceived by node A is given by Eq. (5).

The reputation function is completed by the discounting step that predicts the future behavior of the node B as seen by node A,
in this case, based on its past behavior. This protects against the network feedback attacks such as bad mouthing and ballot stuffing
attacks. The discounting function is given by Egs. (6) and (7) as discussed in Section 4

(8)

5.1.3. Degree centrality
Degree centrality represents the number of direct connections a node has in a network, higher degree centrality means the node
has great importance within the network. The reputation function will be influenced by the degree centrality value of a node, if
node B has a higher degree centrality then its recommendation will be higher and vice versa. To minimize the effect of centrality
on the reputation function we calculate Cp:
Cup=XpNXy 9

where, X, and X, represent the mutual friends of node A and B and the friends of node A respectively.

5.1.4. Service score
A reward and penalty metric is added to make the SQT system to provide an extra layer of protection against malicious nodes.

1 x wt, reward
Sp = (10)
—1 X wt, penalty

where wt, represents the weight of the service.
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Fig. 4. Initial setup of the simulation. The highlighted nodes are 1-hop neighbors, both blue and red highlighted nodes are calculating trust of one another as
shown in Command Center.

5.2. Mathematical model

5.2.1. Bayes Trust
The Bayes model defines trust in terms of collective desirable and undesirable behavior of the trustee as observed by other nodes,

it is given by the following equation:

+1
ETy=—BT" 1)
ap+pfp+2

where ap and fp denote the desirable and undesirable behavior of the trustee (node B in this scenario) respectively. Bayes trust
showcases the predicted behavior of the trustee, in other words it is the expected behavior of the node, this value might not always
be the same as the computed trust as the object which is malicious might become innocent in the future and vice versa.

5.2.2. Calculated trust

The calculated trust is determined by combining all the trust metrics defined by Egs. (5) (8) (9) (10) in the following sequence:
Tyg=6D,p+0R+wCyp+0Sp 12)

where 6,0, and 0 are the weights assigned for normalizing the data. The weights assigned are variable as they tend to keep the
value of T, between 0 and 1. We have tested our system against different values of these weights and seen how they affect the
trust in the network.

5.2.3. Final trust
The final trust of the node B is calculated by:

Tinat = (ETp * Typ) —m, (13)

m, is the marginal error, hence it is taken out from the final equation. The final trust value in our proposed model is given by the
product of Bayes trust with the calculated trust. T, is the calculated trust obtained by aggregating the network trust metrics and
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ETy is the predicted future behavior of the node in light of its calculated trust, for example if the calculated trust T, = 0.8 then
the expected behavior of the node is desirable .. ETp > 0.5.

[N1,N2,N3,N4,...1[61,61,w01,01,62,62,w2,02] Trusted connection
for i between 1 and n do
Nb = neighborhood size of i
for j between 1 and Nb do
if Ni has capacity & rank > 1 then
*/Truzsf rrrl;akt;ikcs calculation
— k=1
b= azz:, I

a+p
C=X,pNnX,
§= { 1 x wt, reward

—1 x wt, penalty

*/ calculated trust of trustor node (node A)
Ty =062Dpg, +02Rp, + w2Cp, + 025y
for k between 1 and Nb do
*/discounting step
Tpp=Tpc ®Tcy

end
*/ Bayes trust of trustor node (node A)
ETB — ay+1

ap+pfa+2
if Tp, > threshold then
*/calculated trust of trustee node (node B)
Typ=61D,p+01R,p+wlCyp+0Sp
for k between 1 and Nb do
*/discounting step
Typ =Tpc ®Tcp

end

*/Bayes trust of trustee node (node B)
_ag+l

ETB T ag+hp+2

Tfma, =(ETg * T4g) — Me
if Ty 2 threshold then

| Trusted connection is established
end

end

end

end

end
Algorithm 1: Trust Computation Algorithm

5.3. Algorithm

The detailed working of our proposed model is described in Algorithm (1). The threshold for our proposed model is 0.5, but it
can be higher for more critical applications.

Node A initiates the communication with node B by sending a service request. The node B computes the trust of node A by running
the algorithm, the trust metrics are assigned appropriate weights for calculation of T} 4. Lastly, it is combined with the Bayes trust
to get the value of final trust. If Tz, > threshold, then it will allow the communication to proceed. After getting the connection
approval node A will compute the trust of node B, it will follow the same steps; assign weights to the trust metrics, calculate 7,
and combine it with Bayes trust to get the final trust. Now, if T;,, > threshold then a trusted connection is established between
the two nodes. Our model requires both the SR and SP to establish trust before creating a connection, if either one of nodes fail to
establish trust then a trusted connection will not be created and node A will look for other SPs in its neighborhood.

6. Proposed scheme performance and comparative analysis

The proposed system is tried and tested in a simulation environment. The details of simulation parameters, evaluation and
performance, and the comparative analysis of the proposed framework is discussed in this section.
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Table 3
Simulation parameters.
Parameters Nodes
100 500 800
3 0.1 0.3 0.6
o 0.6 0.4 0.1
w 0.3 0.3 0.3
0.3 0.3 0.3
Threshold 0.4 0.4 0.4
Rank 5 10 15
Capacity 10 10 10
Computation cycle 25 25 25
1.2
i |
0.8
w
=
=
— 0.6
W
=]
=
=
0.4 —
. —+—100 nodes
0.2 500 nodes
800 nodes
Threshold
0

1 3 5 7 9 11 15 15 17 1% 21 23 25 Z7

Computation Cycle

Fig. 5. Trust value of a randomly selected good fog node in a network of 100, 500 and 800 nodes. The value converges around the 6th cycle.

6.1. Simulation setup

A simulation is created in Netlogo v 6.1.1 to evaluate the proposed trust management system for Fog computing shown in Fig. 4.
Using Netlogo, we have created a large network (800 nodes), a medium size network (500 nodes) and a small network (100 nodes).
The list of simulation parameters and their respective values are given in Table 3.

We have carried out the simulation for 100, 500 and 800 nodes respectively. In our setup any node can be a service requestor
or service provider, each node will take recommendations from its 1-hop neighbors only to build reputation rating of the trustee
node. The trust update is event-driven, simulation runs for 2 min during which time the trust values are calculated and updated

accordingly.
6.2. Evaluation and performance of SQT framework

This section discusses the evaluation and performance of the SQT framework in normal conditions as well as in the presence of
malicious nodes. We have carried out the simulation for 100, 500 and 800 nodes respectively, the default simulation parameters of
which are presented in Table 3.

Fig. 5 shows the performance of a random node in the proposed framework under normal circumstances, it exhibits the accuracy
and convergence of the trust value in networks with 100, 500 and 800 nodes. The trust value converges quickly with more accuracy
when more weight is given to the direct observations as in case of 800 nodes network. Where as trust value converges later in the
computation cycle when more weight is assigned to indirect observations.

The SQT trust model is simulated in Netlogo v 6.1.1, the code of which is available on github (https://github.com/MH9196/
FogTrustModel/blob/main/directed_graph_network_with_single node.nlogo). The performance analysis of a randomly selected bad
node is shown in Fig. 6. The algorithm is designed to penalize a node on bad service, this makes it twice as hard for the node to

10


https://github.com/MH9196/FogTrustModel/blob/main/directed_graph_network_with_single_node.nlogo
https://github.com/MH9196/FogTrustModel/blob/main/directed_graph_network_with_single_node.nlogo
https://github.com/MH9196/FogTrustModel/blob/main/directed_graph_network_with_single_node.nlogo

M. Hamza et al. Computers and Electrical Engineering 102 (2022) 108195

Table 4
Comparison of SIoT trust model with the proposed SQT model.
Contribution Two-way trust Distributed Resilient against Resilient against other Low computation
approach on off attack trust-based attacks (SPA, cost
BSA, BMA, OSA)
Kowshalya X X v X
TMCol-SIoT X X v X
SQT v v v v
06
05

T

=
S

Trust Value
=
L

0.2
=100 nodes
~5—500 nodes ‘\_‘\‘_‘\LN—‘
01 —+—B00nodes M
Threshold
0

123456785910111213141516171815202122232425

Computation Cycle

Fig. 6. Trust value of a randomly selected bad fog node in a network of 100, 500 and 800 nodes. The trust value declines sharply which makes it hard for a
bad node to carry out attacks.

100

B 100 nodes
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m 800 nodes ' I
dd 1
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Computation cycle

(=)
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[y
=

-
—

P2
1

Percentage of exiled nodes

Fig. 7. Percentage of exiled nodes over the course of time in a network of 100, 500 and 800 nodes.

recover its reputation. Each node maintains a rank which decreases whenever it behaves undesirably, if the rank of a node becomes
zero it is eventually kicked out of the network. The percentage of the exiled nodes from the network are given in Fig. 7.

6.3. Comparative analysis

Due to limited work available on the subject, we carried out the comparative analysis with the model introduced by A.M.
Kowshalya et al. [17] and TMCol-SIoT [19] with the proposed SQT model against on off attack. All the models can detect on off

11
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Fig. 8. Comparison of SQT system model with two existing SIoT models, Kowshalya and TMColI-SIoT in the presence of on off selective forwarding attack.

attack, but the proposed SQT model can not only identify but make it hard for the malicious node to recover its reputation as shown
in Fig. 8. An in depth comparison of the models is given in Table 4. The proposed model is built on a distributed approach, which
fits very well with the structure of a Fog computing environment, each node is capable of calculating trust and circulating it among
its peers. Whereas, the existing models have a centralized entity that is either elected or permanently exists to calculate the value
of trust and circulate it among the network. The proposed SQT model is a two-way trust approach, it requires both communicating
nodes to validate each other before connecting. Moreover, SQT is also resilient against other attacks such as:

1. Self-promotion attack(SPA) as it does not allow any node to self-recommend

2. Bad-mouthing attack(BMA) as it only considers recommendations from trusted neighbors

3. Ballot-stuffing attack(BSA) due to weighted recommendations

4. Opportunistic service attack(OSA) as it eliminates nodes with inconsistent behavior over time

7. Conclusion and future work

This research aims to define a trust management system for fog computing environments that can mitigate its prevalent security
issues. The existing techniques lack the necessary requirements of trust in a fog environment. In this paper, a peer-to-peer trust
management system is proposed that enables fog nodes to develop trust before connecting with others. This system prevents fog
nodes from making untrustworthy connections and increases the probability of malicious node detection at earlier stages. The system
calculates trust and predicts the future behavior of a node through Bayesian Inference. The system is evaluated where the behavior
of a single node is observed, it can be seen that a single good node converges to 1 quickly and a single bad node is detected in
the earlier cycles, its trust value decreases and falls below the threshold. The system is also resilient towards trust-based network
attacks, it detects them quite early and expels the malicious nodes over continued bad behavior. The system can be improved to
accommodate location awareness of the nodes.
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