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Online Privacy Policy Disclosure: An Empirical Investigation
Yabing Jiang and Thant Syn

Florida Gulf Coast University, Fort Myers, Florida, USA

ABSTRACT
While companies’ privacy policies inform consumers about their privacy practices, their adherence 
to regulations and Fair Information Practices (FIP) may vary widely. We develop and apply an 
extended checklist to examine the privacy practices of companies with a higher privacy and data 
security risk. We find that industry sector has a significant effect on companies’ privacy practice. 
Specifically, companies in the non-regulated communication services sector complied to FIP better 
than those in the regulated financial sector, indicating that the FTC’ self-regulation approach works, 
at least for the examined sector. While 67% of companies fully complied to the Security principle, 
they were not doing enough in full specification of Enforcement in their privacy policies, indicating 
that regulators need to strengthen enforcement provision in regulations and develop and enlist 
various enforcement mechanisms. Overall, this research informs legislation and the public on the 
effectiveness of self-regulation and government regulation.

KEYWORDS 
Privacy policy; privacy 
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Introduction

In 2019, more than 56% of the world’s population and 
about 89% of the U.S. population were Internet users.1 

People use the Internet for various activities, such as 
searching, shopping, banking, communicating, enter-
taining, or learning. During the course of these activities, 
various organizations collect and use our personal infor-
mation (PI) to facilitate the services we consume. 
Sometimes, we are cognizant of what PI is collected 
and how it is used. Some other times, our PI is collected, 
used, or shared without our knowledge or consent.2 

Facebook shared personally identifiable information of 
more than 87 million users to the political consulting 
firm Cambridge Analytica without users’ consent.3

High-profile incidents like these appear to have heigh-
tened consumers’ privacy concerns.

The exponential growth of social media and net-
working platforms is one of the major drivers of priv-
acy concerns. The growing importance of this segment 
of industries is unmistakable. In September 2018, the 
Global Industry Classification Standard (GICS) created 
the Communication Services (CS) sector to replace the 
former Telecommunication Services sector. GICS, 
jointly developed by MSCI Inc. and S&P Global, is 
a widely accepted classification of companies and 
industries. This change was designed to “reflect the 
evolving nature of the U.S. economy over the last two 
decades.”4 As a result, a few thousands of stocks were 

being reclassified. For example, three of the FANG 
stocks, Facebook, Inc., Alphabet, Inc., and Netflix, 
Inc., were reclassified into this new sector. GICS 
further classified the first two FANG stocks into 
a new sub-industry, Interactive Media & Services 
(IMS). Companies in this newly defined sub-industry, 
including search engines, social media and networking 
platforms, and online review companies, mostly gen-
erate revenue from digital products and services. This 
is a new and fast-growing industry, which primarily 
deals with users’ personal data for digital advertising. 
Due to the business nature of this industry and its 
prevalence in the society, the privacy practices of com-
panies in this group have profound impacts on users’ 
daily lives and yet they are less studied in the 
Information System (IS) literature.

Consumers’ concern over the collection and use of 
their information by various companies can be highly 
undesirable to the companies. Privacy concerns are 
found to have negative impacts on their engagement 
with companies.5 Privacy concerns can also hinder 
one’s willingness to adopt or use a technology even 
when the benefits of use clearly outweigh the costs. 
One such scenario played out in public health during 
the recent COVID-19 pandemic. The general public’s 
concerns over the collection and use of sensitive data by 
contact tracing apps were a major barrier for many 
people to download and use potentially life-saving apps 
in France, Australia, and the U.S.6
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To mitigate consumers’ privacy concerns and 
improve their trust, organizations often delineate their 
privacy practices in online privacy policies. Such policy 
documents are an important source for consumers to 
learn what are in companies’ privacy policies, what are 
their rights, and what actions are taken by companies to 
protect data collected from them. Governments and 
regulators around the world have also taken steps to 
protect the privacy of consumers. Some privacy regula-
tions, such as European Union’s (EU) General Data 
Protection Regulation (GDPR)7 and California 
Consumer Privacy Act (CCPA)8 include provisions 
that require companies to disclose their privacy prac-
tices. All privacy regulations in general require the dis-
closure of privacy or information-sharing practices to 
customers, following the Federal Trade Commission’s 
(FTC) Fair Information Practices (FIP) principles. FIP 
principles delineate a company’s privacy practices in five 
categories: notice/awareness, choice/consent, access/ 
participation, security/integrity, and enforcement/ 
redress.9–12 Although most companies, regulated or 
not, have posted privacy policies online, their adherence 
to FIP principles may vary widely.13–15

In this paper, we take the first step to examine the 
online disclosure of privacy policies by companies in the 
newly defined IMS sub-industry. Additionally, we com-
pare the privacy policies and practices of these compa-
nies with those in the highly regulated Financials (FIN) 
and Health Care (HC) sectors. Companies such as MSCI 
Inc. and Sustainalytics have developed ESG Rating mod-
els to assess companies based on their exposure and 
resilience to environmental, social, and governance 
(ESG) risk, and Privacy and Data Security (PDS) is one 
of the key issues assessed in the ESG framework. 
Companies selected for this study are from sub- 
industries that have a higher PDS risk as identified by 
the MSCI ESG rating model. However, since the selected 
companies in FIN and HC sectors are also governed by 
regulations, it is important to learn whether the privacy 
practices of companies in the IMS sub-industry measure 
up to those that are regulated.

In this study, we are interested in learning whether 
self-regulation works. The research questions we want to 
address are the followings. To what extent companies 
comply with the FIP and whether companies’ privacy 
practices differ across industry sectors. Do companies in 
the non-regulated sectors comply with FIP equally com-
pared to those in the government regulated sectors? The 
objectives of this research are manifold. First, we 
develop an integrated framework for assessing firms’ 
privacy policy compliance with FIP principles. We 
incorporate in the framework additional web content 

and design features, assessing firms’ privacy practice 
that goes beyond the basic FIP compliance. Second, we 
apply the framework to examine the privacy practices of 
firms in the government regulated FIN and HC sectors 
as well as firms in the newly classified, unregulated IMS 
sub-industry, which includes many new businesses, such 
as search engines and social media platforms. Third, we 
compare these firms’ privacy policies and their online 
disclosure to understand the current state of privacy 
practice in these sectors and discover differences across 
sectors. Forth, we compare findings from this research 
with prior studies to identify trends and changes over 
the years. By examining additional content and design 
factors as part of the assessments of firms’ privacy prac-
tices, we discover additional areas of privacy practice for 
improvement. Overall, this research informs legislation 
and the public on the effectiveness of self-regulation and 
government regulation.

The remainder of the paper is organized as follows: 
First, we review the relevant literature on information 
privacy, FIP and regulations, and prior studies on priv-
acy policy disclosure. Next, we explain the research 
framework, including our checklist for privacy policy 
compliance. We then describe the data collection and 
hypotheses in the research method section. We discuss 
the results of the analysis in the following two sections. 
The paper concludes with the discussion on the implica-
tions of the findings on policymakers and on future 
information privacy research.

Literature review

Information privacy and consumer privacy concerns

Privacy is a multifaceted concept. It intersects multiple 
dominions and disciplines, most notably, philosophy, 
psychology, sociology, economics, legal, marketing, 
and IS. Information privacy is concerned with indivi-
duals’ PI. It is often considered a subdomain of the 
general privacy in contrast to the physical privacy, 
which is concerned with individuals’ physical private 
space or surroundings.16 The general privacy is variably 
defined as either value- or cognate-based. The former 
defines privacy as individuals’ right or commodity 
whereas the latter conceptualizes privacy as a construct 
related to mind, perceptions, and cognition of indivi-
duals. Some disciplines naturally prefer one definition 
over the other; for instance, the legal domain predomi-
nantly considers privacy as individuals’ right in a society. 
Some other disciplines like IS study privacy through 
various lens encompassing both value- and cognate- 
based definitions. In the IS literature, the information 
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privacy which is also often referred to as personal infor-
mation privacy (PIP) denotes individuals’ desire to have 
some control over their PI.17,18

Privacy concerns and to a larger extent the concept of 
information privacy coevolve with IT/IS over time.16 

The prevailing macro-research model on information 
privacy called Antecedents–Privacy Concerns– 
Outcomes (APCO)16 and later extensions19 suggests 
that individuals’ privacy concern impacts their privacy- 
related behaviors. However, research has shown that 
there is a significant gap between users’ privacy concern 
and their behavior in allowing companies to collect their 
personal data. On the one hand, the majority of users are 
concerned with how companies are making use of their 
data. On the other hand, more and more users are will-
ingly allowing companies to collect increasing amount 
of personal data to use popular online services that 
seems to suggest that users are downplaying their priv-
acy concerns. The dichotomy between users’ attitude 
and behavior toward privacy of their data is known as 
privacy paradox.20,21

FIP and related regulations

FIP are a set of principles that are intended to protect the 
privacy of personal data collected by organizations. It is 
one of the earliest meaningful efforts to protect the priv-
acy of consumers by the FTC in the U.S. It also serves as 
the foundation for subsequent privacy protection mea-
sures, such as the US Privacy Act of 197422 and Guidelines 
for the Protection of Privacy and Transborder Flows of 
Personal Data by the Organization for Economic 
Cooperation and Development (OECD).12 The five 
main tenets of FIP include Notice, Choice, Access, 
Security, and Enforcement.9,10,12,23,24 In short, FIP urge 
data collectors to a) disclose their information practices, 
b) obtain consent from people, c) give people access to
their data, d) have reasonable safeguards in place to pro-
tect the collected data from unauthorized use and access, 
and e) implement enforcement mechanisms to uphold 
the policy.

Although FIP are considered as the recommended 
privacy guidelines, they permeate into privacy regula-
tions and legislations across the world. Prominent exam-
ples include GDPR that enforces data privacy for EU 
citizens and CCPA that protects the privacy of the resi-
dents of the state of California. In the U.S., there are FIP- 
inspired regulations and legislations for specific indus-
tries such as the Health Insurance Portability and 
Accountability Act (HIPAA) and Gramm-Leach-Bliley 
Act (GLBA).

HIPAA’s Privacy Rule introduced in 1999 and fina-
lized in 2002 specifically dictates individuals’ right to 
know and control how their protected health information 
(PHI) is used by covered entities, including health-care 
providers, health plans, health-care clearinghouses, and 
their business associates. Safeguarding PHI is also man-
dated in the Security Rule of HIPAA. The purpose of 
HIPAA is to balance the privacy and security of indivi-
duals’ information against the quality of health care 
enabled by sharing of information among covered enti-
ties. The increasing use of Electronic Health Records 
(EHR) and Electronic Medical Records (EMR) in health 
care, notably promoted by the Health Information 
Technology for Economic and Clinical Health Act 
(HITECH) of 2009, necessitates the regulation and assur-
ance provided by HIPAA. Since April 2003, the compli-
ance with the Privacy Rule has been required at all 
covered entities.25

The specific provision of GLBA that is concerned 
with privacy is the Privacy of Consumer Financial 
Information or Privacy Rule. It lays out the use and 
disclosure of nonpublic personal information (NPI) of 
consumers by financial institutions that engages in 
a wide range of financial activities. The Safeguards 
Rule requires financial institutions to develop, imple-
ment, and maintain suitable information security pro-
grams to protect consumer’s financial information.

The CCPA regulations apply to “for-profit businesses 
that do business in California and meet any of the follow-
ing: Have a gross annual revenue of over $25 million; Buy, 
receive, or sell the personal information of 50,000 or more 
California residents, households, or devices; or Derive 
50% or more of their annual revenue from selling 
California residents’ personal information.”8 The CCPA 
went into effect on August 14, 2020. The regulations 
require companies to give consumers certain notices 
explaining their privacy practices, such as consumers’ 
privacy rights and how to exercise them. The CCPA 
gives California consumers more control over the PI 
that businesses collect about them, including consumers’ 
Right to Know, Right to Delete, Right to Opt-Out of Sale, 
and Right to Nondiscrimination.8

Table 1 summarizes the implementation of FIP prin-
ciples in various regulations and legislations. All privacy 
regulations, to varying extents, cover four major FIP 
principles – Notice, Choice, Access, and Security. Most 
regulations do not, however, provide specific informa-
tion on enforcement mechanisms that companies 
should implement. GDPR can be considered as the 
most significant privacy regulation that is enforced by 
national governments. It comprehensively covers 
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information privacy concerns in a significant bloc of 
countries in Europe. The privacy regulations in the 
U.S. are more fragmented. HIPAA regulates only health- 
care providers and business associates, whereas GLBA 
regulates financial institutions. CCPA represents the 
most comprehensive regulation even though it benefits 
the residents of California only. Companies in FIN and 
HC sectors are required to be fully complied with GLBA 
and HIPPA, respectively. Companies that do business in 
CA and meet the specified criteria are required to fully 
comply with CCPA. Hence, regulated companies are 
expected to fully comply with at least the first four FIP, 
given that there is a lack of specific enforcement provi-
sion in each regulation. Table 2 summarizes the abbre-
viations used in the paper.

FIP and privacy policy disclosure
The FTC and other organizations have conducted sev-
eral surveys of random samples of general websites and 
popular U.S. websites to assess their privacy policy dis-
closures and compliance with FIP from 1998 to 2001.26 

Following the FTC studies, one stream of IS privacy 
research started to examine organizations’ privacy poli-
cies for their compliance with the principles and regula-
tions, such as the FTC’s FIP, OECD privacy principles, 
and EU’s GDPR.

Privacy policies of the Fortune 500 companies were 
examined extensively for their compliance with the first 
four FIP principles.15,27 Schwaig et al.15 found that 383 
out of the Fortune 500 companies collected PI and posted 
a privacy policy on their websites, but less than 4% of 

Table 1. FIP principles in privacy regulations.
FIP Principles GDPR CCPA HIPAA GLBA

Notice 
Businesses 
should provide 
notice of what 
information 
they collect 
from 
consumers 
and how they 
use it.

Organizations are required to inform 
users what information about 
them is collected, what it is used 
for, how long it will be retained, 
and whom it will be shared with 
and when.

California residents have the 
right to know what type or 
specific personal information 
collected, used, shared/sold. 
Business must provide notice 
to residents at or before data 
collection. Businesses must 
disclose financial incentives 
from selling personal 
information.

Covered entities must provide 
notice of privacy practices to 
individuals.

Financial institutions must 
provide customers notice 
of privacy policies and 
practices. Institutions must 
also detail the conditions 
to disclose NPI.

Choice 
Consumers 
should be 
given choice 
about how 
information 
collected 
from them 
may be used.

Users or individuals have the right 
to deny consent for processing 
their data by organizations. They 
can also object specific use of 
their data by organizations and 
request their data be deleted. 
However, the right to deny 
consent and erasure is not 
absolute.

California residents have the 
right to opt-out of sales of 
their information. Businesses 
must obtain opt-in consent 
from residents under the age 
of 16 or from consenting 
adult for children under 13.

Covered entities can use or 
disclose PHI without 
individuals’ authorization for 
treatment, payment, health 
care operations, and public 
interest use. Individuals can 
request covered entities to 
restrict use or disclosure of 
PHI.

Customers can opt out of 
disclosure of NPI to 
nonaffiliated third parties.

Access 
Consumers 
should have 
access to data 
collected 
about them.

Organizations are mandated to 
provide a means to users or 
individuals to request access to 
a copy of their data. In addition, 
organizations must allow users to 
amend incorrect data and 
download their data for use 
elsewhere.

California residents are granted 
greater access to their 
personal information. 
Businesses are mandated to 
respond to residents’ requests 
to delete their information in 
a certain timeframe.

Individuals can request to 
amend inaccurate or 
incomplete PHI. Covered 
entities can deny the request 
under certain circumstances.

Financial institutions are not 
required to give customers 
access to collected data.

Security 
Businesses 
should take 
reasonable 
steps to 
ensure the 
security of the 
information 
they collect 
from 
consumers.

The principle of security dictates 
that organizations must ensure 
that data is secured, covering 
physical and organizational 
security as well as cybersecurity.

Businesses have the 
responsibility to protect 
personal data collected from 
residents. Principles similar to 
GDPR’s principle of security 
apply to businesses.

Security Rule requires covered 
entities to put in place 
physical, administrative, and 
technical safeguards to 
protect PHI.

Safeguards Rule requires 
financial institutions to 
develop, implement, and 
maintain information 
security programs.

Enforcement 
Businesses 
should have 
an 
enforcement 
mechanism to 
uphold the 
policy.

No specific provisions on how 
organizations should enforce or 
self-regulate privacy violations.

No specific provisions on how 
businesses should enforce or 
self-regulate privacy 
violations. Residents have the 
right to sue businesses for 
data breach.

No specific provisions on how 
covered entities should 
enforce or self-regulate 
privacy violations.

No specific provisions on how 
financial institutions 
should enforce or self- 
regulate privacy violations.
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them had all of the checked elements regarding the four 
FIP principles. They also found that companies in differ-
ent industry sectors exhibited different levels of com-
pliances with FIP, with the hardware, software, and 
financials sectors outperforming the averages of the 
Fortune 500 companies on the checked FIP elements. 
Additionally, information-intensity group complied with 
FIP better than the non-information intensive group.

Peslak28 examined the privacy policies of top 50 
Fortune companies to check their conformity to five 
FIP principles. He expanded the ten-item checklist 
used by the FTC 2000 report to include Enforcement, 
the fifth FIP principle outlined by FTC. He found that 
only 16% of the Fortune 50 websites had all 5 FIP 
principles and 32% provided some type of procedure 
for privacy policy enforcement. In another study, 
Peslak29 examined the compliance with FIP by Forbes 
international 100 companies. He found that overall, the 
Forbes international 100 companies did not closely fol-
low the FIP, only 5 companies conformed to all 5 FIP, 
and only 6 companies enlisted a third-party seal.

Zhang et al.30 conducted a content analysis on the 
privacy notices of 125 international companies to iden-
tify the cross-culture differences. They also used the FIP 
as the privacy evaluation criteria and found that 
Australia companies outperformed peers in China, 
Japan, U.K, and U.S. on compliance with most of the 
FIP categories. While there were differences on some 
privacy policy elements between individualistic and col-
lectivistic cultures, all countries were lacking in the FIP 
enforcement dimension.

A few recent papers further explored organizations’ 
FIP compliance. Li et al.14 developed a fourteen-item 
checklist on all five FIP to evaluate the compliance levels 
of the Dow Jones 30 companies. They found that while 
most of the Dow Jones 30 companies complied well with 
Notice, only three companies conformed to all five 
principles. Al-Jamal and Abu-Shanab31 examined the 
privacy policies of 40 e-government websites. They 
used a similar fourteen-item checklist and found that 
nine out of the 14 items were not included in the privacy 
policies by more than 50% of the countries examined. 
E-government privacy policies were particularly lacking 
in the Access and Enforcement dimensions of FIP. New 
studies have used natural language processing, data 
mining tool, and crowd sourcing to examine firms’ 
privacy policies32–36 and to identify improvements that 
need to be made to meet the requirements of the 
GDPR.37,38

In terms of how to evaluate companies’ privacy poli-
cies, Al-Jamal and Abu-Shanab31 found that most stu-
dies used the FTC’s FIP principles to evaluate 
companies’ privacy practices, and seven out of the 
eight OECD principles can be matched to the five FIP. 
Compared to Peslak,28,29 Schwaig et al.15 used a fuller 
checklist that included two to three items for each of the 
first four FIP principles, and they measured both full and 
partial compliances to each of the FIP. They did not 
check for compliance with the Enforcement dimension 
of FIP, though they used online privacy seal as a measure 
for advanced disclosure. Li et al.14 and Al-Jamal and 
Abu-Shanab31 each used a fourteen-item checklist on 
all five FIP principles, and most of the items on the first 
four FIP were similar to that used in Schwaig et al.15 

Linden et al.37 and Zaeem and Barber38 checked privacy 
policy compliance with only some aspects of GDPR 
principles and with only one or two specific questions 
for a principle.

Privacy policies or statements are one mechanism 
companies employ to alleviate users’ privacy 
concern.27 It is an important source for consumers to 
learn companies’ privacy practices, what data is col-
lected, how data is used or shared, and how data is 
protected. Policies that offer greater protection may 
help increase consumer confidence and online partici-
pation. Some studies have found positive effects of 
privacy policies on users’ willingness to share their 
personal data while other studies have discovered ten-
tative effects on behavior.39 Since the FTC’s initial 
studies, privacy policy research has found more web-
sites disclose privacy policies and implement core ele-
ments of FIP over time. However, only a small 
percentage of surveyed firms complied to all 4 or 5 
FIP elements, which is concerning for both the 

Table 2. List of abbreviations.
Abbreviation Description

APCO Antecedents–Privacy Concerns–Outcomes
CCPA California Consumer Privacy Act
CCPN California Consumer Privacy Notice
CS Communication Services Sector
EHR Electronic Health Records
EMR Electronic Medical Records
ESG Environmental, Social, and Governance Risks
FANG Facebook, Amazon, Netflix, and Google
FIN Financials Sector
FIP Fair Information Practices
FTC Federal Trade Commission
GDPR General Data Protection Regulation
GICS Global Industry Classification Standard
GLBA Gramm-Leach-Bliley Act
HC Health Care Sector
HIPAA Health Insurance Portability and Accountability Act
HITECH Health Information Technology for Economic and Clinical 

Health Act
IMS Interactive Media & Services Sub-industry
NPI Nonpublic Personal Information
OECD Organization for Economic Cooperation and Development
OTC Over-The-Counter
PDS Privacy and Data Security
PHI Protected Health Information
PI Personal Information
PIP Personal Information Privacy
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consumers and regulators. Continued research on 
privacy policy disclosure is warranted. Assessing con-
tents and effectiveness of firms’ privacy policies helps 
us understand the status of firms’ privacy practices, 
and it informs us whether regulation or the approach 
of enforcing FIP through self-regulation works and 
helps us identify areas for improvement.

Research framework

This study extended prior research on privacy policy in 
multiple ways. First, we updated prior studies by exam-
ining the current state of companies’ FIP compliance. It 
has been over 20 years since the FTC 1998 and 2000 
studies. During this time, the rapid expansion of 
Internet has fundamentally changed the landscape of 
every industry and prompted the creation of new data- 
driven businesses, such as search engines and social 
media. Consumers’ data are being collected and used 
in unprecedented ways. It is important and timely to 
examine the current state of companies’ privacy prac-
tices so as to inform legislators and the public whether 
government regulation and industry wide self- 
regulation are working in protecting consumers’ data 
and privacy.

Second, we developed a 29-item privacy policy check-
list, expanding the lists used in prior studies and includ-
ing items associated with consumers’ privacy rights 
specified in the recent CCPA. Specifically, 20 items in 
the list are used to check for FIP compliance, and eight 
of them are associated with CCPA. The remaining nine 
are content and design features that go beyond the 
requirements of FIP. Using this extensive checklist, this 
study provides a fuller picture on companies’ privacy 
practice.

Third, we focused on companies from industries that 
are exposed to high PDS risk. Prior studies either ran-
domly selected companies26,37,38 or used the Dow Jones, 
Forbes, or Fortune company lists.14,15,28,29 Both 
approaches included companies that do not collect or 
handle consumer data due to their business nature or 
practices. Even for the included companies that do 
engage in consumer data collection and sharing, some 
are more information intensive than others. Thus, those 
studies included companies with different needs in com-
plying with FIP or GDPR and did not provide an accu-
rate picture of FIP compliance for companies with high 
PDS risk. In this study, we specifically zoomed in on 
companies in HC, FIN, and CS industries, all of which 
have business operations that deeply engage in handling 
consumers’ sensitive PI. For the first time, the privacy 
policies of the newly defined IMS sub-industry are being 
studied. Consumers are more concerned of their privacy 

when dealing with these companies, and hence it is 
important to examine these companies’ privacy policy 
and privacy practice.

Privacy policy compliance checklist

To evaluate companies’ privacy practices and the extent 
to which their privacy policies comply with FIP, we 
developed a 29-element checklist. Table 3 presents the 
full checklist, the associated FIP categories, and element 
coding. The features included in the list are based on 
prior studies discussed in the literature review section 
and are expanded to include additional elements. 
Twenty elements of the list are for FIP compliance, 
with several items for each FIP principle. Specifically, 
seven elements are used to access a policy’s compliance 
with the Notice principle, three for Choice, four for 
Access, two for Security, and four for Enforcement. 
Eight out of these twenty elements coincide with the 
CCPA consumer rights, coded in Table 3 CCPA column.

The list also includes nine content and design features 
of the policy pages as additional features (AFs) that go 
beyond the FIP compliance. These features provide easy 
access to the privacy document or various privacy set-
ting (AF1 to AF4), make additional disclosure of rele-
vant information (AF4 to AF7), and help consumers 
better understand the policy document (AF8 to AF9). 
We use these AFs as a measure of dedication of firms’ 
privacy practice that goes beyond FIP compliance.

This list checks not only if a company’s privacy policy 
states a practice matching to one of the FIP principles, but 
also how explicit the policy is in describing the matched 
practice. That is, using the checklist, we examine both the 
coverage and degree of specificity of a company’s privacy 
policy to evaluate its compliance with FIP. The AFs in the 
list further assesses extra efforts that a company exerts in 
further informing consumers and aiding them to access 
and understand the disclosed policy.

Research method

MSCI uses industry-specific weights on key ESG issues 
to derive its widely used ESG ratings on companies, 
whereas the weights measure the contributions of the 
corresponding key ESG issues to a company’s overall 
ESG rating. PDS is one of the key issues assessed in the 
ESG ratings. For this study, we are interested in exam-
ining and comparing the privacy policies and the online 
disclosure of the policies by companies with high PDS 
risk, specifically in CS, FIN, and HC sectors.

GICS has 11 sectors, and the CS sector has the 
highest risk weight of 24% on PDS, followed by the 
FIN sector of 10.3%. For the CS sector, we focus on 
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its IMS sub-industry, which has the highest PDS risk 
weight among all the sub-industries across all sectors. 
Because the GLBA aims to protect consumer finan-
cial privacy, the covered entities are defined as finan-
cial institutions that collect NPI from customers.40

Based on the GICS industry and sub-industry classi-
fication, six sub-industries qualify as financial institu-
tions and are studied here. While the PDS risk for 
the HC sector in general is low (3.4%), the three sub- 
industries governed by HIPPA all have a much 
higher risk weight, 25% for Managed Health Care, 
19.7% for Health-Care Facilities, and 14.9% for 
Health-Care Services.a Accordingly, these three sub- 
industries are included in the study. Table 4 lists the 
studied GICS sub-industries, which are defined in the 
most recent GICS Methodology.41

Data collection

For data collection, we started by selecting a list of 
companies from each of these three sectors. To obtain 
a sizable but manageable list, we began with the S&P 
500 index, which includes leading companies from 

major industries of the U.S. equity market. CS, FIN, 
and HC sectors are included in the index. GICS classi-
fies companies within a sector into industry groups, 
industries, and then sub-industries. For the FIN sector 
of the S&P 500 index, there are 65 companies belonging 
to 13 sub-industries. Only companies in the sub- 
industries shown in Table 4 were included in this 
study, resulting 34 companies representing the FIN 
sector.

For the HC sector of the S&P 500 index, there are 
63 companies belonging to 10 sub-industries, but 
only 3 qualify as the covered entities as shown in 
Table 4. Since the index only have 11 companies in 
the selected sub-industries, we expanded the list to 
include additional companies. We retrieved the list of 
companies in each of these three sub-industries from 
the Standard & Poor NetAdvantage (on April 23, 
2021), ordered by the measure of market capitaliza-
tion. All the 11 companies in the S&P 500 index are 
large cap (with values above $10 billion) and 
included in the retrieved list. Next, we narrowed 
down the list to companies that are traded in 
U.S. equity markets and are either large cap or mid 
cap (with values between $2 and $10 billion). This 
resulted in a list of 42 companies. Since the market 
cap changes with stock price and some of the 

Table 3. Privacy policy checklist.

FIP Category
FIP 

Code
CCPA 
Code Definition

Notice N1 CA_RtK The privacy policy states what specific user data will be collected.
N2 CA_RtK The privacy policy states the categories of sources from which the user data will be collected.
N3 CA_RtK The privacy policy explains why user data will be collected.
N4 CA_RtK The privacy policy explains how the collected user data will be used internally.
N5 CA_RtK The privacy policy explains whether and how the collected user data will be shared outside the company.
N6 The privacy policy states how the company will communicate changes to the policy with users.
N7 The privacy policy states what user data will be retained and for how long.

Choice C1 The privacy policy states whether users have choices on what data the company can collect and use internally.
C2 CA_RtOO The privacy policy states whether users have choices on what collected data the company can disclose to a third party.
C3 CA_RtNR The privacy policy states users’ right to nondiscrimination for exercising opt-out or other rights.

Access A1 The privacy policy states whether users are allowed to review the collected data about them.
A2 The privacy policy states whether users are allowed to export the collected data about them.
A3 The privacy policy states whether users are allowed to modify the collected data about them to make corrections.
A4 CA_RtDI The privacy policy states whether users are allowed to delete all or some of the collected data about them.

Security S1 The privacy policy states the steps and/or technologies adopted by the company to secure the collected user data.
S2 The privacy policy states whether the company will prevent unauthorized access to the collected user data.

Enforcement E1 The privacy policy states whether the company complies with relevant regulations such as California Consumer Privacy 
Act (CCPA) or others.

E2 The privacy policy states whether the company will take actions against those who violate its privacy policy.
E3 The company conducts self-regulation for assurance of privacy standards using one or more third-party providers such as 

TRUSTe, WebTrust, EU-U.S. and Swiss-U.S. Privacy Shield Frameworks, or BBBOnline.
E4 The privacy policy page provides contact information for users to file complaints or voice their concerns regarding the 

policy.
Additional 

Feature
AF1 One-click from the homepage to the policy page.
AF2 The privacy policy page provides a link or button to download/print the policy in PDF format.
AF3 The privacy policy page provides an interactive table of content or highlight/summary of the policy.
AF4 The privacy policy page provides links to various user privacy settings.
AF5 The privacy policy page states the effective date of the policy.
AF6 The privacy policy page provides links to the company’s cookies policy page or specifies that it has a cookies policy.
AF7 The privacy policy page provides a link to the company’s California Consumer Privacy Notice page or specifies that it has 

a California Consumer Privacy Notice policy.
AF8 The privacy policy page provides explanation of key terms used either as callouts or in a separate section.
AF9 The privacy policy page provides multiple examples to demonstrate or explain the terms of the policy.

aSource: MSCI ESG Research LLC. Average Key Issue weights calculated as of 
Nov 9, 2020.
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companies had a market cap close to the $2-billion 
threshold, we further refined the list to select com-
panies with a market-cap of $3 billion and above. 
This led to 34 companies, representing the HC 
sector.

For the CS sector of the S&P 500 index, there are 22 
companies belonging to 10 sub-industries, but only 
three companies are in the IMS sub-industry. To expand 
the list, we retrieved all companies in the sub-industry, 
traded in the U.S. equity market, from Standard & Poor 
NetAdvantage. From this list, we removed companies 
that do not have a wide market presence in U.S. or 
mostly provide services in non-English languages, and 
companies that trade over-the-counter (OTC) and do 
not have a market capitalization value. This resulted in 
a list of 38 companies, but 5 of them do not have 
a privacy policy page and were removed as well. 
Hence, the final list for the CS sector included 33 
companies.

The snapshots of the privacy policy pages of the 
101 selected companies were collected in the period 
of April and May of 2021. A company’s U.S. website 
was used to gather the snapshot, that is, only the 
America version of its privacy policy was studied 
here. To gather privacy policy data, first, two 
research assistants participated in a training session, 
learning what are included in the checklist and how 
to inspect firms’ privacy policy pages to complete 
the check list. Next, the research assistants indivi-
dually visited the companies’ websites and their 
privacy policy snapshots to collect the data on the 
checklist in the period of May and June of 2021. 
The presence (coded as 1) or absence (coded as 0) 
of each item in the checklist was recorded. They also 
checked the number of (mouse) clicks it took to 
access a company’s privacy policy page. Altogether, 
a total of 2929 items were collected. The research 
assistants agreed on 83% of the items collected, and 
they reconciled the differences by jointly re-visiting 
the policy pages in questions. Table 5 presents the 
data collection results, showing the descriptive 

statistics, such as counts (N) and percentages for 
each item in the checklist by industry sectors and 
the total.

When collecting privacy policy data from compa-
nies’ websites, we noticed that some companies have 
a dedicated California Consumer Privacy Notice 
(CCPN) page. For this study, we only collected data 
from a company’s privacy policy page, even if it may 
have a separate CCPN page that applies to California 
residences. The rationale is that even though the 
consumer rights specified in CCPA only apply to 
California residences, incorporating these rights in 
a company’s privacy policy is a good privacy practice 
that is in alignment with FIP. Thus, the CCPA-index 
in this study represents how well a company’s privacy 
policy measures up in giving consumers controls over 
their PI as specified in CCPA, regardless of whether 
the company is subjected to CCPA or not.

Hypotheses

In this study, we want to understand to what extent 
companies in different industries comply with the FIP 
and whether companies’ privacy practices differ across 
industry sectors. While the selected companies are all 
heavily involved in collecting and using consumers’ PI, 
the nature of the data collected and the purpose of using 
and sharing the collected data differ fundamentally 
across these sectors.

Consumers are highly sensitive and concerned of 
their financial and health information because such 
PI concerning their financial and physical health. 
However, in terms of scope and volume, companies 
in the selected CS sector often collect a much wider 
range of consumers’ PI daily. Other than sharing 
consumer data internally for normal business opera-
tions, companies in all three sectors may also share 
consumer data with third parties for profits. For 
companies in the FIN and HC sectors, their primary 
revenue streams are from the financial or health-care 
services provided to consumers. However, for com-
panies in the CS sector such as search engines, social 
media and networking platforms, and online review 
companies, their business models are mostly about 
generating revenues from collecting, processing, and 
sharing consumer data.

Additionally, the FIN and HC sectors are regulated 
by the GLBA and HIPAA, respectively. Companies 
covered by such federal regulations are required to 
follow the rules set for the use, disclosure, and protec-
tion of consumers’ NPI or PHI. However, for the CS 
sector, there are no equivalent government regulations. 

Table 4. GICS sectors and sub-industries included for this study.
GICS Sector GICS Sub-Industry

Health Care 35102015 Health Care Services 
35102020 Health Care Facilities 
35102030 Managed Health Care

Financials 40101010 Diversified Banks 
40101015 Regional Banks 
40102010 Thrifts & Mortgage Finance 
40202010 Consumer Finance 
40203010 Asset Management & Custody Banks 
40203020 Investment Banking & Brokerage

Communication Services 50203010 Interactive Media & Services
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Thus, we hypothesize that due to the differences in 
business nature and levels of regulations, companies 
in these three sectors may follow different privacy 
practices, and such differences will be reflected in how 
well their privacy policies comply with FIP and how 
they make extra efforts in providing privacy policy 
content and design features that go beyond FIP. 

H1: Companies in different sectors follow different priv-
acy practices: having different levels of compliance with 
FIP in their privacy policies and acting differently in 
providing policy content and design features that go 
beyond FIP.

In this study, the CCPA-index represents a better 
privacy practice of voluntarily providing consumers’ 
rights and control terms specified in CCPA in 
a company’s privacy policy. That is, giving all consumers 
more controls over their PI, not just the CA residents. 
Similarly, given the different business nature and differ-
ent levels of regulations, we hypothesize that companies 
in different sectors may comply with the CCPA-terms 
and non-CCPA-terms in the FIP checklist differently. 

H2: In terms of FIP compliance practice, companies in 
different sectors provide different levels of CCPA- and 
non-CCPA-related terms in their privacy policies.

Because the CCPA-index represents a better privacy 
practice, we hypothesize that companies that offer more 
CCPA-items in their privacy policies are likely to com-
ply more with non-CCPA items in their policies. 
Similarly, companies that voluntarily comply more 
with FIP are likely to take steps forward to provide 
more AF when disclosing their privacy policies. 

H3: The practice of offering CCPA-terms in the privacy 
policy positively affects a company’s compliance with 
non-CCPA-terms.

H4: The practice of complying with FIP in the privacy 
policy positively affects a company’s offering of AF when 
disclosing its privacy policy.

Analysis and results

Overall privacy policy disclosure

For the Notice principle, the assessed companies as 
a whole did well in informing consumers what specific 
user data will be collected (96%), how the collected user 
data will be used internally (95%), whether and how the 
collected user data will be shared outside the company 
(97%), and how the company will communicate changes 
to the policy with users (91%). However, they were 

Table 5. Descriptive statics of the checklist by sector and total.

FIP Category FIP Code CCPA Code

CS HC FIN Total

N % N % N % N %

Notice N1 CA_RtK 33 100% 30 88% 34 100% 97 96%
N2 CA_RtK 27 82% 24 71% 32 94% 83 82%
N3 CA_RtK 29 88% 29 85% 12 35% 70 69%
N4 CA_RtK 30 91% 33 97% 33 97% 96 95%
N5 CA_RtK 32 97% 33 97% 33 97% 98 97%
N6 29 88% 33 97% 30 88% 92 91%
N7 25 76% 10 29% 17 50% 52 51%

Choice C1 22 67% 18 53% 9 26% 49 49%
C2 CA_RtOO 31 94% 26 76% 19 56% 76 75%
C3 CA_RtNR 17 52% 20 59% 24 71% 61 60%

Access A1 32 97% 28 82% 25 74% 85 84%
A2 11 33% 23 68% 5 15% 39 39%
A3 27 82% 28 82% 14 41% 69 68%
A4 CA_RtDI 30 91% 26 76% 28 82% 84 83%

Security S1 24 73% 24 71% 27 79% 75 74%
S2 21 64% 31 91% 30 88% 82 81%

Enforcement E1 28 85% 24 71% 31 91% 83 82%
E2 9 27% 4 12% 2 6% 15 15%
E3 4 12% 2 6% 1 3% 7 7%
E4 32 97% 33 97% 33 97% 98 97%

Additional Feature AF1 33 100% 31 91% 16 47% 80 79%
AF2 4 12% 13 38% 18 53% 35 35%
AF3 16 48% 27 79% 16 47% 59 58%
AF4 30 91% 19 56% 26 76% 75 74%
AF5 30 91% 34 100% 33 97% 97 96%
AF6 27 82% 20 59% 26 76% 73 72%
AF7 22 67% 21 62% 30 88% 73 72%
AF8 4 12% 4 12% 14 41% 22 22%
AF9 27 82% 25 74% 22 65% 74 73%

JOURNAL OF COMPUTER INFORMATION SYSTEMS 9



lacking in explaining why user data will be collected 
(69%) and what user data will be retained and for how 
long (51%). Companies in the CS sector overall con-
formed to the Notice principle better than those in the 
other two sectors. However, the assessed companies did 
not do well in complying with the Choice principle, with 
only 49% stated whether users have choices on what data 
the company can collect and use internally, 75% stated 
whether users have choices on what collected data the 
company can disclose to a third party, and 60% stated 
users’ right to nondiscrimination for exercising opt-out 
or other rights. While companies in the CS sector com-
plied better to the first two items, they did not do well on 
the third one.

For the Access principle, only 39% of the assessed 
companies stated whether users are allowed to export 
the collected data about them, and 68% stated whether 
users are allowed to modify the collected data about 
them to make corrections. Companies in the FIN sector 
especially lagged on these two items whereas companies 
in the HC sector complied better (68%) on the first item. 
Companies in the CS sector complied better, 97% and 
91%, respectively, in allowing users to review and delete 
the collected data about them.

For the Security principle, 74% and 81% of the assessed 
companies provided the specified security terms in their 
privacy policies. For the Enforcement principle, only 15% 
of the assessed companies stated whether the company 
will take actions against those who violate its privacy 
policy, and only 7% mentioned the adoption of a third- 
party privacy assurance standard.

For the additional features, the assessed companies 
only did well (96%) in informing consumers the effective 
date of the privacy policy (AF5). They especially did not 
do well in providing print/save option of the privacy 
document (AF2) and explaining key terms to help users 
better understand the policy document (AF8), with only 
35% and 22% provided these features, respectively. 
Compared to the other two sectors, companies in the 
FIN sector complied better on these two items, with 58% 
and 41%, respectively.

We constructed five indexes from Table 5 by adding 
up the variables included for the FIP compliance (FIP- 
index), addition features (AF-index), and the full 

checklist (Total-index), and by separating the FIP com-
pliance items further into CCPA-related (CCPA-index) 
and non-CCPA-related (N-CCPA-index). Table 6 pre-
sents the summary statics for these indexes. Out of the 
101 assessed companies, 32 had all of the eight CCPA- 
related consumers’ rights elements in their privacy poli-
cies, but only two complied to all of the 12 non-CCPA- 
related elements in the FIP list. For the nine additional 
contents and designs features assessed, only one com-
pany provided all of these elements. The CS sector has 
a higher mean FIP-index, and all three sectors have 
similar mean AF-index. Overall, only one company, 
Alphabet Inc, provided all elements in the checklist in 
its privacy policy page. For the five indexes, the spreads 
are very wide for all three sectors. For instance, it is 
shocking to see that each sector has some companies 
that only provided less than half of the items in the FIP 
checklist in their privacy policies. Similarly, each sector 
has some companies that only provided less than half of 
the items in the AF or non-CCPA-related checklist.

Hypothesis testing

To examine the privacy practice differences across sec-
tors, we conducted a multivariate analysis of variance 
(MANOVA) with the FIP-index and AF-index as 
dependent variables and sector as the independent vari-
able. The MANOVA results show that the two depen-
dent privacy practice measures, when viewed collectively 
(multivariate Wilk’s λ test: p < .01, η2 = 0.834) and 
individually (Table 7), do vary across sectors in 
a statistically significant manner. Thus, the MANOVA 
test supports H1 that industry sector has a statistically 
significant effect on companies’ privacy practice in terms 
of FIP compliance and providing policy content and 
design features that go beyond FIP. The post hoc 
Bonferroni tests (Table 8) further show that companies 
in the CS sector complied to FIP significantly more than 
those in the FIN sector. While the CS sector complied to 
FIP more than the HC sector, which also complied to 
FIP more than the FIN sector, these differences are not 
statistically significant. However, the pairwise compar-
isons on AF-index show no significant difference 
between groups.

Table 6. Summary statistics of the checklist.
CCPA-index N-CCPA-index FIP-index AF-index Total index

CS HC FIN CS HC FIN CS HC FIN CS HC FIN CS HC FIN

Max 8 8 8 12 11 9 20 19 17 9 8 8 29 25 23
Min 4 3 4 3 4 2 8 7 6 3 2 2 12 11 10
Mean 6.94 6.50 6.32 8.09 7.59 6.59 15.03 14.09 12.91 5.85 5.71 5.91 20.88 19.79 18.82
Std Dev 1.03 1.67 1.20 2.07 1.79 1.60 2.74 2.99 2.22 1.35 1.55 1.40 3.63 3.98 2.88
Count 33 34 34 33 34 34 33 34 34 33 34 34 33 34 34
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In regard to specific AF items, chi-square analyses show 
that six out of the nine AF features have significant differ-
ences across sectors. For AF1, χ2 = 32.96, p < .01, all 
companies in the CS sector only required users to click 
once to access their privacy policy page whereas over half 
of companies in the FIN sector required two to three 
clicks. For AF2, χ2 = 12.61, p < .01, more companies in 
the FIN sector provided the option for users to download/ 
print the policy in PDF format whereas most companies in 
the CS sector did not provide this option. For AF3, 
χ2 = 9.32, p < .01, more companies in the HC sector 
implemented the concept of layered privacy notice, by 
providing interactive table of content or highlights/sum-
mary of the policy, to give users a high-level overview of 
the privacy practices in addition to an in-depth description 
of these practices. For AF4, χ2 = 10.88, p < .01, most 
companies in the CS sector provided links to various 
privacy settings in their policy page whereas companies 
in the HC sector were the least likely to offer this feature. 
For AF7, χ2 = 6.72, p = .035, most companies in the FIN 
sector specified that they have a CCPN or provided a link 
to it in their policy pages. For AF8, χ2 = 11.32, p < .01, 
more companies in the FIN sector provided explanation of 
key terms used in the policy either via callouts or in 
a designated section in the policy page, whereas this feature 
was significantly absent from the other two sectors. Even 
though, there were significant differences across sectors in 
six out of the nine AF features, because each of the three 
sectors was doing well providing different AF features, the 
post hoc Bonferroni tests show no significant pair-wise 
differences between sectors in terms of the AF-index.

In checking for compliance with FIP principles, we 
did not classify a company as complied to a FIP principle 
just because its privacy policy mentions terms that can 
be somewhat matched to that principle. Instead, we 

examined how explicit the policy is in describing the 
matched privacy practice. For example, the FIP notice 
specifies that consumers have a right to know if PI is 
being collected and how it will be used. We checked 
seven specific elements to measure a company’s compli-
ance with notice. To examine the differences in a specific 
FIP compliance, for each FIP principle, we further clas-
sified a company into one of the following categories: 
F (full compliance having all of the checked items), 
M (medium level of compliance having at least half of 
the checked items), L (low level of compliance), or N (no 
compliance having none of the checked items). Figure 1 
shows the bar-charts of frequency count of compliance 
for each FIP principle. We then conducted the Pearson’s 
chi-square tests for any significant association between 
sector and compliance with each of the FIP principles. 
The test results show that the three sectors have signifi-
cant differences in their compliance with three FIP 
principles, Notice (χ2(df = 4) = 11.35, p= .023), Choice 
(χ2(df = 6) = 12.54, p = .051), and Access (χ2

(df = 6) = 24.60, p < .01). Specifically, more companies 
in the CS sector fully complied to Notice whereas most 
companies in the FIN and HC sectors only complied at 
the medium level. For Access, more companies in the 
HC sector complied fully, whereas most companies in 
the other two sectors had a medium-level compliance. 
However, both FIN and HC sectors had companies that 
did not comply with the Access principle, i.e., their 
policies did not specify whether users can review, export, 
modify, or delete data collected about them. For Choice, 
more companies in the CS sector fully complied, but all 
sectors had 30% or higher had low or no compliance. 
The differences in their compliances to the Security and 
Enforcement principles were not significant.

Table 7. Tests of between-subjects effects (AF-index and FIP-index).
Source Dependent Variable df Mean Square F Sig. Partial Eta Squared

Sector AF-index 3 1141.321 553.610 0.000* 0.944
FIP-index 3 6623.853 929.410 0.000* 0.966

Table 8. Multiple comparisons–Bonferroni test (AF-index and FIP-index).
Dependent Variable (I) Sector (J) Sector Mean Difference (I-J) Std. Error Sig.

AF-index 1 (CS) 2 (HC) 0.14 0.351 1.000
3 (FIN) −0.06 0.351 1.000

2 (HC) 1 (CS) −0.14 0.351 1.000
3 (FIN) −0.21 0.348 1.000

3 (FIN) 1 (CS) 0.06 0.351 1.000
2 (HC) 0.21 0.348 1.000

FIP-index 1 (CS) 2 (HC) 0.94 0.652 0.456
3 (FIN) 2.12* 0.652 0.005

2 (HC) 1 (CS) −0.94 0.652 0.456
3 (FIN) 1.18 0.647 0.217

3 (FIN) 1 (CS) −2.12* 0.652 0.005
2 (HC) −1.18 0.647 0.217

* The mean difference is significant at the .01 level.
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In our study, the CCPA-index represents how well 
a company’s privacy policy measures up in giving con-
sumers controls over their PI as specified in CCPA. 
Since all of the companies in this study are big in the 
corresponding sub-industries in terms of market capita-
lizations, we suspect that most of them are subjected to 
CCPA. While we did not specifically verify that, we did 
notice that some companies, for example, Fifth Third 
Bancorp and Zions Bancorp as regional banks, do not 
have branches in California. We found that Zions only 
has four out of the eight items in the CCPA checklist 
whereas the Fifth Third bank has seven and that is three 
more than American Express, which has operations in 
California. That is, companies that are not directly sub-
jected to CCPA regulations may voluntarily adhere to 

a better privacy practice whereas companies that are 
subjected to CCPA may not extend the CCPA terms to 
non-Californian consumers. Next, we examine whether 
companies in different sectors comply with the CCPA- 
and non-CCPA-terms in the checklist differently.

To test for H2, we conducted a MANOVA with the 
CCPA-index and N-CCPA-index as dependent variables 
and sector as the independent variable. The MANOVA 
results show that the two dependent privacy practice 
measures, when viewed collectively (multivariate 
Wilk’s λ test: p < .01, η2 = 0.825) and individually 
(Table 9), did vary across sectors in a statistically sig-
nificant manner. Thus, the MANOVA test supports H2 
that industry sector has a statistically significant effect on 
companies’ FIP compliance practice, that is, they 

Figure 1. Bar chart of sector compliance with each FIP principle.
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provide different levels of CCPA-related and non-CCPA 
related terms. The post hoc Bonferroni tests (Table 10) 
further show that companies in the CS sector complied 
to the non-CCPA-related terms significantly (p < .01) 
more than those in the FIN sector. Companies in the HC 
sector also complied to the non-CCPA-related terms 
more than those in the FIN sector, but only with 
a weak statistical support at the 0.1 level. The pairwise 
comparisons on CCPA-index show no significant 
between-group differences.

Items in the CCPA-index focus on consumers’ rights 
and controls. We next check whether the practice of 
offering CCPA-terms in the privacy policy positively 
affects a company’s compliance with non-CCPA-terms. 
We run a linear regression model with non-CCPA-index 
as the dependent variable and sector and CCPA-index as 
independent variables. The result shows that providing 
CCPA-terms in the privacy policy did significantly and 
positively influence the provision of non-CCPA-terms 

in the policy [R2 = 0.260, Adj. R2 = 0.237, F = 11.376 
(p < .001); β(CCPA-index) = 0.568, t(CCPA-index) = 4.478 
(p = .000)]. That is, companies that voluntarily adhere 
to a better privacy practice, giving consumer controls 
over their PI as specified in CCPA in their general 
privacy policies, tend to comply more to additional FIP 
items. Hence, H3 is supported.

Similarly, we run a linear regression model with AF- 
index as the dependent variable and sector and FIP-index 
as independent variables. The result shows that complying 
with FIP in the privacy policy did significantly and posi-
tively influence the provision of AF in a company’s policy 
disclosure [R2 = 0.182, Adj. R2 = 0.156, F = 7.179 (p < .001); 
β(FIP-index) = 0.227, t(FIP-index) = 4.593 (p = .000)]. That is, 
companies that comply more to FIP tend to go beyond the 
minimal requirements by providing additional content and 
design features to effectively disclose the policies. Hence, 
H4 is supported. The outcomes of the hypothesis testing 
are summarized in Table 11.

Table 9. Tests of between-subjects effects (CCPA-index and N-CCPA-index).
Source Dependent Variable df Mean Square F Sig. Partial Eta Squared

Sector N-CCPA-Index 3 1864.601 558.472 0.000* 0.945
CCPA-Index 3 1461.727 824.124 0.000* 0.962

Table 10. Multiple comparisons–Bonferroni test (CCPA-index and N-CCPA-index).
Dependent Variable (I) Sector (J) Sector Mean Difference (I-J) Std. Error Sig.

N-CCPA-index2 1 (CS) 2 (HC) 0.50 0.447 0.789
3 (FIN) 1.50* 0.447 0.003

2 (HC) 1 (CS) −0.50 0.447 0.789
3 (FIN) 1.00** 0.443 0.079

3 (FIN) 1 (CS) −1.50* 0.447 0.003
2 (HC) −1.00** 0.443 0.079

CCPA-index2 1 (CS) 2 (HC) 0.44 0.325 0.540
3 (FIN) 0.62 0.325 0.184

2 (HC) 1 (CS) −0.44 0.325 0.540
3 (FIN) 0.18 0.323 1.000

3 (FIN) 1 (CS) −0.62 0.325 0.184
2 (HC) −0.18 0.323 1.000

* The mean difference is significant at the .01 level. 
** The mean difference is significant at the .1 level.

Table 11. Summary of hypothesis testing.
Hypotheses Tested F statistic Sig β t statistic p value Result

H1: Companies in different sectors have different levels of compliance with FIP and 
provide different AF that go beyond FIP

FIP-index:  
929.410 

AF-index:  
553.610

<0.001 
<0.001

Supported

H2: Companies in different sectors provide different levels of CCPA-related and non- 
CCPA-related terms

CCPA-Index: 
824.124 

N-CCPA-Index: 
558.472

<0.001 
<0.001

Supported

H3: Offering CCPA-terms in the privacy policy positively affects a company’s 
compliance with non-CCPA-terms

0.568 4.478 p < .001 Supported

H4: Complying with FIP in the privacy policy positively affects a company’s offering of 
AF when disclosing its privacy policy

0.227 4.593 p < .001 Supported
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Discussion

Content analysis research on privacy policy mostly focus 
on the largest companies13,26 or the best or most popular 
websites in a domain.42–44 Since they do not always use 
the same company lists, findings from these studies are 
usually not directly comparable. Nevertheless, results 
from these studies still can provide some insights into 
where the leading companies are heading in terms of 
privacy policy FIP compliance over the years. Prior stu-
dies have found an improving trend that more companies 
are disclosing their privacy policies online and are adher-
ing to FIP principles.13,45 Another consistent finding is 
that privacy policies that are full-FIP complied are less 
common.13,34,43–46

This study updates prior work by focusing on 
companies with high PDS risk and especially by 
examining for the first time the privacy practice of 
companies in the CS sector. Prior studies have found 
that privacy policies that fully conform to FIP may 
send a positive signal to consumers and help foster 
positive consumer trust beliefs and increased willing-
ness to provide PI.47,48 Findings from this study 
shows that over 20 years after the FTC’s initial priv-
acy policy surveys, an industry-wide full-FIP compli-
ance is still very rare. Only around 30% of companies 
in this study complied fully to the Notice, Access, or 
Choice principles, and only 2% complied fully to the 
Enforcement principle. Most companies provided 
contact information for consumers to report issues 
or file complaints, and that might be the first step as 
self-enforcement. However, a large percentage of 
companies did not specify what actions will be 
taken for violation of the stated policy. Even with 
information provided in the privacy policies, consu-
mers have no way of knowing whether the policies 
are implemented and followed. Seal programs, such 
as TRUSTe, EU-U.S., and Swiss-U.S. Privacy Shield 
Frameworks, provide third-party compliance moni-
toring to ensure that firms abide by their posted 
privacy policies, and they were included as one of 
the self-enforcement elements in our checklist. Our 
study showed that the adoption of third-party mon-
itoring programs is very low among the assessed 
companies.

Wu et al.48 found that Security is the most impor-
tant FIP dimension for consumers and suggested that 
companies to focus more on providing security infor-
mation in their policies to improve consumer trust. 
Chang et al.49 found that Enforcement has the stron-
gest effect on consumers’ perceived effectiveness of 
privacy policy. In this study, we did find that 67% of 
companies fully complied to the Security principle, 

indicating that companies were paying more atten-
tion to the Security dimension of FIP. However, they 
were not doing enough in full specification of 
Enforcement in their privacy policies, and this may 
be related to the lack of specific enforcement provi-
sion in regulations and FIP.

By comparing the privacy policy FIP-compliance 
across sectors, we did find evidence that supports the 
FTC’s approach of relying on self-regulation to ensure 
fair information practices. While conformity with third- 
party standards, such as privacy seal programs, might be 
the primary self-regulatory enforcement mechanism, 
market competition also plays an important role in shap-
ing firms’ privacy practices. Companies in the CS sector 
are in the business of profiting from collecting, proces-
sing, and sharing user data. The types of data collected by 
the CS sector can be very personal and sensitive, and the 
scope and volume of data collected by the sector has no 
match in any other industries. Hence, consumers have 
a high privacy concern when interacting with CS com-
panies. Having a privacy policy that is in a better align-
ment with FIP helps mitigate users’ privacy concerns and 
encourage data sharing. In our study, companies in the 
CS sector, which is not regulated, complied to FIP better 
than those in the FIN sector, which is regulated by GLBA. 
More companies in the CS sector complied fully on 
Notice and Choice, and they measured up to those in 
the regulated sectors in compliance with both CCPA- 
and non-CCPA-related items in our FIP checklist. This 
indicates that self-regulation via the market-based 
mechanism works for the CS sector. Similar evidence 
has been found in the Adult sector, offering better notice 
and sharing practices, and the Cloud Computing sector, 
offering a greater extent of data security, as the business 
models and market competition induce firms to incorpo-
rate users’ preferences into their privacy practices.50

The assessed companies had a high compliance for 
four of the five FIP principles at the full or medium level, 
with 98% for Notice, 86% for Access, 89% for Security, 
and 83% for Enforcement. For Choice, 65% of the 
assessed companies complied at the full or medium 
level. The CS sector measured up on all FIP dimensions 
except on Security with only 79% complied at full or 
medium level whereas the other two regulated sectors 
had 94% compliance. It is not surprise that the assessed 
companies in the FIN and HC sectors were doing better 
in specifying security procedures in their privacy poli-
cies since both are specifically regulated to have security 
programs in place to protect users’ information.

Milne and Culnan45 find that perceived comprehen-
sibility of online privacy policies is positively associated 
with users’ tendency to read the policies and their trust 
of the policies. Effective policy document 
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representations, such as using text, audio, and pictorial 
presentation cues or organizing policy by categories, 
make the policy document apt to read and can help 
improve user comprehension of the presented 
policy.47,51 The AFs identified in this study, such as an 
interactive design, providing links to the corresponding 
category sections within the document page or provid-
ing policy summary highlights on top of the full policy, 
and providing explanations of terms used in the privacy 
policies, help improve users’ perceived comprehensibil-
ity of the privacy policies. We find that only 58% and 
22% of companies included in this study are exploring 
these opportunities to help improve users’ comprehen-
sion of the policies and their likelihood of trusting the 
policies. However, only one company has also provided 
multiple videos further explaining the policy terms and 
demonstrating how to change privacy settings.

Schwaig et al.15 proposed a privacy policy assess-
ment matrix and used it to judge the policy quality 
and maturity of the Fortune 500 companies. The 
matrix has two dimensions, compliance with the FIP 
measuring privacy policy quality, and advanced disclo-
sure measuring factors beyond the minimal require-
ments. We updated both the FIP compliance and 
advanced disclosure measures to include additional 
policy contents and disclosure features in this study. 
The scatterplot of FIP-index vs AF-index shows that 
the examined companies can indeed be mapped into 
four privacy policy categories (labeled as cluster in 
Figure 2). The insufficient protection polices (cluster 3), 
with low FIP and low AF, representing companies that 
provided low FIP compliance in their privacy policies 
and did not exert much efforts in disclosing policies. 

The k-means cluster analysis with four clusters showed 
that 16 companies fall in this category and the three 
sectors were equally represented, with 5 (CS), 5 (FIN), 
and 6 (HC). The public relations policies (cluster 2), 
with high FIP and low AF, representing companies that 
provided above average FIP compliance in their priv-
acy policies but did not exert efforts in effectively dis-
closing policies. The cluster analysis shows that 22 
companies fall in this category, leading by the CS sector 
with 11 (CS), 7 (HC), and 4 (FIN). The focused/limited 
policies (cluster 1), with low FIP and relatively high AF, 
representing companies that provided below average 
FIP compliance in their privacy policies but did exert 
some efforts in effectively disclosing policies. The clus-
ter analysis shows that 39 companies fall in this cate-
gory, leading by the FIN sector with 21 (FIN), 11 (HC), 
and 7 (CS). The mature policies (cluster 4), with high 
FIP and high AF, representing companies that pro-
vided high FIP compliance in their privacy policies 
and also exerted additional efforts beyond the minimal 
requirements in effectively disclosing policies. The 
cluster analysis shows that 24 companies fall in this 
category, dominated by companies in the CS and HC 
sectors, with 10 (CS), 10 (HC) and 4 (FIN). These 
companies set the privacy practice standards in both 
FIP compliance and effective policy disclosure. In this 
mature category, the CS sector, while not regulated, 
measures up to the HC sector, which is regulated by 
HIPPA. On the other hand, all three sectors had com-
panies that lagged behind in both measures, indicating 
that these companies were unconcerned with users’ 
privacy even though they were heavily involved in 
data collection, use, and sharing.

Figure 2. FIP and AF scatterplot.
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Conclusion and future research

Developing and disclosing privacy policy that adheres to 
FIP is an important first step to ease consumers’ privacy 
concerns. A policy that is full-FIP complied shows that 
the company understands and cares about consumers’ 
privacy issues and is to be trusted with their personal 
data. This study helps us understand how the FIP and 
government regulations have influenced companies’ 
privacy practices and if self-regulation via market- 
based mechanism works. We find that companies in 
the three studied sectors have different levels of compli-
ance with FIP in their privacy policies, and they also 
acted differently in providing policy content and design 
features that go beyond the FIP. The privacy practices of 
the studied companies in the CS sector showed that the 
FTC’s approach of enforcing FIP through self-regulation 
works. We found that driven by market forces, compa-
nies in this unregulated sector complied more to FIP in 
their privacy policies than those in the regulated FIN 
sector, and their FIP compliance also measured up to 
those in the regulated HC sector.

We further looked into compliance with each of the 
FIP principles and found direct correlations between 
regulations and compliance practice. For example, 
GLBA does not require the regulated financial institu-
tions to give customers access to collected data, and we 
found that only 15% of assessed companies in the FIN 
sector stated that users are allowed to export the col-
lected data about them. Companies in the two regulated 
sectors had more full compliance with the Security 
principle since the HIPPA and GLBA each has specific 
security rules. We found a moderate level of full com-
pliance with the Notice, Access, and Choice principles, 
but a very low level of full compliance with the 
Enforcement principle due to the lack of specific provi-
sion in FIP and regulations. Without a proper enforce-
ment and redress mechanism, the privacy policy may be 
viewed as less effective by consumers because after all, 
consumers have no way of knowing whether a company 
actually adheres to its policy. Hence, regulators need to 
strengthen enforcement provision in regulations and 
develop and enlist various enforcement mechanisms. 
In a recent study, Pilton et al.52 developed a privacy- 
paradox browser (Chrome) extension, which can auto-
matically assess and analyze a company’s privacy policy 
to detect/report privacy policy violations and intercept 
and report various types of trackers with the display of 
a privacy summary popup. They showed that imple-
menting such kind of browser extension can help pro-
vide privacy transparency to users and improve their 
privacy awareness. Such technology tools can be 

incorporated into self-regulation regimes and govern-
ment enforcement to improve the effectiveness of the 
FTC’s notice-choice model and harm-based approach.53

While we took the steps to examine the privacy prac-
tice of data intensive industries and compared the privacy 
practices across sectors, the results of this study do not 
directly apply to other policies outside the set of studied 
sectors. Future research can extend this study to investi-
gate the privacy practice of other sectors. We focused on 
examining policy compliance with the five FIP principles 
and additional features provided in disclosing the poli-
cies. We did not, however, assess whether a firm’s actual 
business practices comply with its own privacy policy. 
Additionally, we did not include surveys of consumers’ 
perceptions or expectations of companies’ privacy prac-
tices. Wu et al.48 found partial support that content of 
online privacy policy has a negative impact on privacy 
concern and positive impact on trust. Examining the 
actual policy enforcement, how consumers view the 
industry-wide privacy practice, and the impact of privacy 
practice on consumers’ trust and disclosure behaviors are 
important directions for future research. Other exten-
sions are to study whether differences in privacy policy 
FIP compliance are associated with other firm character-
istics, such as firm age, size, and financial strength and to 
examine the causal relationship between FIP compliance 
and consumer trust and firm performance.

Overall, this research provides a few important aca-
demic and practical implications. First, examining firms’ 
privacy practice and its impact is one stream of IS 
privacy research that warrants more research attentions. 
Such studies can inform both the public and regulators 
on the quality of industries’ privacy policies and their 
disclosures and provide recommendations for practi-
tioners on how to effectively present policy document 
to better inform consumers. Research studying the 
impact of privacy policy disclosure may provide further 
supports for the practice of implementing policy that 
offers greater privacy protection and hence help pro-
mote such practice. Second, privacy policy research 
such as this one provides evidence on the effectiveness 
of government regulation and industry self-regulation. 
Such studies can inform regulators on the needs of 
provision and the areas of revision of regulations.
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