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In order to enhance the ability of wireless sensor networks to resist various security threats and reduce the limitations caused by
the characteristics of wireless sensor networks and sensor nodes, this paper proposes a secure routing protocol for wireless sensor
networks based on trust management. Combined with the relevant parameters of wireless sensor network, the simulation
experiment is carried out with MATLAB. Aiming at the trust management part of the wireless sensor network security
protocol proposed in this paper, the malicious attack environment such as sensor node attributes is simulated to verify the
resistance of this model to relevant malicious attacks. For the trust management-based wireless sensor network security routing
protocol proposed in this paper, the model included in the protocol is compared to the existing security routing model,
combining the characteristics of average simulation transmission, network life, and average routing update time. Experiments
show that the model has better routing performance and has improved by an average of about 20%. We offer a new solution

to solve the problem of wireless routing security.

1. Introduction

With the progress of science and technology and the rapid
growth of human demand for information services, the
application of wireless sensor network (WSN) has expanded
rapidly in recent years. Wireless sensor network is an effi-
cient, dynamic, and survivable wireless network established
by a large number of intelligent wireless nodes or terminals
in the wireless communication environment. Its communi-
cation depends on the cooperation between nodes rather
than fixed infrastructure. Due to the flexibility of multihop
networking and the open sharing of information, the secu-
rity of information transmission has attracted extensive
attention [1]. Trust aware routing protocol is not only an
effective way to improve the security of WSN but also an
important security guarantee for building a smart city in
the future. However, in traditional trust aware routing pro-
tocols, a large amount of overhead caused by trust evaluation
will seriously affect the network communication perfor-
mance [2]. At the same time, wireless sensor networks are
often placed in unsupervised or hostile environments and
the subsequent security problems will also have a great

impact on the data transmission of the network and greatly
reduce the application value of wireless sensor networks
[3]. The rapid development of short-range wireless multihop
communication network technology continues to promote
the construction of animal networking, cloud computing,
social networks, and smart cities [4, 5]. In order to prevent
wireless sensor networks from being attacked by malicious
and selfish behavior, researchers have proposed many differ-
ent types of secure routing protocols. However, existing
security routing algorithms are often targeted at certain
malicious or self-inflicted behavioral attacks [6, 7]. Figure 1
shows the wireless sensor security routing protocol. Wireless
sensor network (WSN) is composed of self-distributed, self-
organizing sensors in space, integrating wireless communi-
cation technology, embedded technology, sensor technology,
and other cutting-edge technologies to monitor physical or
environmental conditions, such as temperature, sound, and
pressure, and transmit data to other places through the net-
work through mutual cooperation between sensors. Because
of its ability to be placed at will in harsh environments, its
initial development was used in military fields, such as bat-
tlefield environment monitoring; today, such networks are
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FIGURE 1: Secure routing protocol for wireless sensor networks.

used in many civilian fields, such as health monitoring,
smart homes, and traffic control, disaster relief.

2. Literature Review

Although the wireless sensor network model based on trust
management tends to mature and perfect over time, and
many models take node attributes such as energy or data
as the standard to evaluate direct trust, these literatures do
not take into account the impact of node recommendation
process and related data on direct trust. At the same time,
in some models, by introducing time decay factor to give
higher trust value and calculate weight to recent interactive
data, on-off attacks can be detected and suppressed to a cer-
tain extent. However, with the complexity of attack fre-
quency and attack intensity of malicious nodes, it is
necessary to propose a new detection mechanism to deal
with this threat [8, 9]. Trust management mechanism is
becoming more and more popular in the field of wireless
sensor network security. Some relevant literatures propose
secure routing protocols based on trust mechanism to fur-
ther improve the network performance. As the earliest
known article applying trust management to wireless sensor
network routing, it discusses how to make the best routing
by using the routing trust value evaluated by the node and
the corresponding routing data transmission overhead when
there are multiple trusted secure routes between the source
node and the sink node. However, with the increasing com-
plexity of the basic routing protocol and security problems
faced by wireless sensor networks, the requirements of the
model proposed in this paper for establishing sufficient reli-
able routing in the network are not complete [10]. With the
continuous popularization of various cluster head election
mechanisms in wireless sensor networks, the continuous
change of cluster head position has become one of the
remarkable features in sensor networks. How to timely and
effectively screen the nodes closer to the cluster head has also
become an obstacle to the practical application of many
trust-based secure routing protocols mentioned above.
When establishing a secure data transmission route in com-
bination with the trust management model, this paper does
not introduce the specific location information of the source
node or sink node and achieves the purpose of effective data
transmission only through the accurate calculation of the
trust value and the reasonable configuration of the routing
protocol. At the same time, this kind of model rarely men-
tions the problem of how to update and maintain the estab-
lished secure route in time, especially when the malicious

node disguises as a normal node and joins the secure route
to launch a malicious attack to interfere with or even destroy
the normal communication between non adjacent nodes
[11]. How to check this kind of malicious node in time has
also become one of the key problems studied in this paper.

3. Research Methods

3.1. Integrated Secure Routing Model for Wireless Sensor
Networks. In order to distinguish from some trust routing
models that can only deal with some kinds of malicious
attacks in the network, some comprehensive models that
help to improve the data transmission security of wireless
sensor networks are proposed. Compared with traditional
models, these models have made great improvements in var-
ious malicious attacks against data routing and trust man-
agement. Combined with geographic routing principles, an
environment trust sensing routing protocol ATSR is pro-
posed. This protocol model has contributed to a more accu-
rate assessment of nodes in a network, taking into account
various factors, such as power and recommendations, but
the model is based on the fact that all nodes know their geo-
graphic location information and are able to analyze location
data of other nodes. On the basis of effective filtering, this
presents a major challenge for sensor nodes with limited
hardware conditions [12]. At the same time, by constantly
promoting various mechanisms for selecting cluster heads
in the wireless sensor network, the change of cluster head
position has become a significant feature in wireless sensor
networks. How to timely and effectively screen the nodes
closer to the cluster head has also become an obstacle in
the practical application of the model [13].

TSRI is a trust assumption and trust-based resource
routing protocol. In this model protocol, when evaluating
the trust value of neighbor nodes, any node only takes its
packet forwarding accuracy as the evaluation standard and
establishes a secure routing model that can be updated and
maintained in time according to the trust value of nodes in
the network. However, different from other protocol models
based on trust mechanism, in this model, the trust recom-
mendation from third-party nodes is not introduced into
the calculation process as a factor of trust evaluation.
Although these designs can effectively improve the net-
work’s resistance to a variety of malicious attacks, the model
neglects to consider the possible attack means against the
node energy in the network in the trust calculation. At the
same time, when the malicious nodes in the network con-
spire with each other, the detection effect of the trust model
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on malicious attacks decreases significantly [14, 15]. EDTM,
an efficiently distributed trust model that takes into account
three trust factors, such as node communication, power, and
data, has contributed to wireless sensor networks in combat-
ing malicious attacks on communication data and trust
management mechanisms. However, it focuses on establish-
ing a stable trust management model and lacks more in-
depth research on how to use the trust value evaluated
between nodes to determine a reliable secure route. There-
fore, the model lacks effective means to deal with the mali-
cious attack on the route.

TSSRM, a trust aware secure routing mechanism proto-
col derived from TSRF, obtains the credibility of nodes by
analyzing the energy consumption, mobility, and other fac-
tors of nodes. At the same time, combined with the QoS
characteristics of routing, it explains the design idea, work-
flow process, and maintenance method of secure routing
from source node to sink node. Compared with TSREF,
TSSRM takes energy as an important reference for investi-
gating the trust value of nodes, and the model includes a
defense mechanism against on-off attacks, but it does not
consider the adverse impact that the change of attack fre-
quency may have on the network, and, like TSREF, it lacks
the detection and investigation of mutual conspiracy
between malicious nodes, so that the established secure route
has no defense effect against collusive attacks and selfish
attacks [16]. According to the above five comprehensive
security routing models, the analysis of Table 1 shows the
ability of these models to deal with various security threats.
It can be seen from Table 1 that the five comprehensive
models can deal with most attacks from malicious nodes.
Except that the TSR does not introduce the recommendation
of third-party nodes as the evaluation element of trust value,
the models in the table have good resistance and detection
effects on information tampering attacks and unfair evalua-
tion attacks. At the same time, any comprehensive trust
routing model is not enough to deal with all malicious
attacks, especially when dealing with collusion attacks and
selfish attacks. In addition, as the network environment
becomes more complex, many smart malicious attackers
can adjust the frequency of attacks to avoid detecting net-
work security mechanisms. Obviously, these models do not
have the ability to defend against malicious attacks with var-
iable attack frequency [17].

3.2. Trust Evaluation Method

3.2.1. Communication Trust Evaluation. Communication
trust, as the most basic element to investigate the credibility
of objective nodes in trust evaluation, is mainly evaluated
according to the communication behavior of objective nodes
observed by subjective nodes using watchdog mechanism, in
order to use communication trust to detect black hole
attacks and gray hole attacks that may be caused by objective
nodes in time and effectively.

When calculating the communication trust of objective
nodes, beta distribution is used as the calculation model.
Since trust reflects the prediction of the subjective node on
the possibility of normal communication between the objec-

tive node and the subjective node in the future based on the
past behavior of the objective node, at the same time, in
order to simplify the trust calculation process, the expecta-
tion of beta distribution is used to calculate the communica-
tion trust, as shown in

SCT. +1
cr - i ,
! (SCTf)j + 1) + (UCTf)j + 1)

(1)

where CT;; represents the communication trust value of
subjective node i to objective node j in time ¢, while SCTf)j

and UCT;,

cessful and failed communications of j obtained from the
communication trust measurement in time .

respectively, represent the total number of suc-

3.2.2. Data Trust Assessment. In wireless sensor networks,
malicious attacks against data security from compromise
nodes can be divided into two categories. One is that com-
promise nodes forge data that is greatly different from or
completely inconsistent with the actual situation they know,
which affects the judgment of the sink node on the real situ-
ation of the sensor network. In addition, it is possible to
introduce wrong data in data fusion and reduce the overall
accuracy of data collection by the base station. The second
is that the malicious node partially or completely replaces
the contents of the data packet when forwarding the data
packet from other nodes, which leads to data tampering
attack. In particular, if the malicious node modifies the tar-
get node ID in the trusted routing discovery data packet to
other malicious nodes, it may lead to slot attack. Beta distri-
bution can be used to calculate data trust, which is the same
as equation (1).

3.2.3. Energy Confidence Assessment. One of the most impor-
tant characteristics of a wireless sensor is that the power
directly determines the service life of the network. There-
fore, some malicious attacks, such as energy loss attack,
exhaust the energy of the captured node by making the
captured node send invalid data endlessly. At the same
time, abnormal energy consumption can also be used to
detect whether a node has excessive power loss due to
malicious attacks. The objective value of the trusted node
is shown in the following:

re'(1-Ap), re=eAp<vw,
BT/, = (1-2p) p @)
0, re' <eAp>v,

where ET;)j represents the energy trust value of subjective
node i to objective node j in time t; re’ is the residual
energy rate; objective node energy rate change Ap = |p; -
pi7'[; and v is the threshold.

3.2.4. Recommendation Trust Assessment. Recommendations
from third-party nodes, as an important factor to assist sub-
jective nodes to evaluate the trust of objective nodes, often
become the target of malicious attacks such as unfair
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TaBLE 1: Comparison of ability of wireless sensor network security routing model to deal with various attacks.

ATSR TSR TSRF EDTM TSSRM
Black hole attack v v v v
Grey hole attack v v v v/
For routing protocol Slot attack X v v X v
Information tampering attack N v N N N
Energy consumption attack v X X v N
On-off attack v X v v v
Contradictory behavior attack X X v v v
Unfair evaluation attack v v v v/
For trust management
Collusion attack X X X X
Selfish attack v \ X X X

evaluation attacks. When the models established in many lit-
eratures detect the possible hidden dangers in node recom-
mendation, subjective nodes wusually adopt negative
strategies, that is, to remove the recommendation data that
is quite different from most recommendations or their own
direct evaluation results, which improves the accuracy of
indirect trust value to a certain extent, but there is no further
detection and punishment mechanism for suspicious nodes
that provide inaccurate recommendation data. By introduc-
ing recommendation trust, we can realize the real-time
adjustment of the trust value of the objective node as the rec-
ommendation node and effectively resist the selfish attack
and collusion attack caused by the objective node. Calculate
the recommended trust of the objective node, as shown in

SRT!. +1
RT! = 2

ij > (3)
(SRTf’j + 1) + (URTEJ. + 1)

where RT;; represents the recommended trust value of sub-
jective node i to objective node j in time #, while SRT} jand

URTf,j,
and failed communications of j measured by the recom-

mended trust measure in time ¢ [18-20].

respectively, represent the total number of successful

4. Result Analysis

4.1. Experiment and Analysis of Trust Management Model in
Multiple Attacks. MATLAB is used as the simulation pro-
gram to simulate the proposed trust management model
based on node multiattribute. At the same time, combined
with various malicious attacks, the trust management model
in the trust-based wireless sensor network integrated secu-
rity routing protocol is compared to analyze the effectiveness
of the proposed model in resisting malicious attacks, as
shown in Figure 2. In the experiment, a comprehensive

attacker including all attacks is introduced to analyze and
compare the response ability of the proposed trust manage-
ment model and other models.

Synthesizing all the malicious attacks that may exist in
wireless sensor networks mentioned above, simulate the net-
work environment with great security threats. In this exper-
iment, the probability of malicious attacks launched by
malicious nodes against communication, data, energy, and
recommended four node attributes is 25%, respectively. At
the same time, malicious nodes can also affect the normal
trust evaluation process of the network through collusion,
contradictory behavior, and on-off attacks. Figure 2 shows
the change curve of the average packet transmission rate of
the network with the increase of the proportion of malicious
attacks of malicious nodes in the total communication
behavior of the network. It can be seen from the figure that
compared with other trust management models, due to the
introduction of sliding time window, the possible malicious
behaviors in each time unit can be accurately recorded,
and the attack frequency detection mechanism is used as
an auxiliary [21, 22]. When the proportion of malicious
attacks increased to 50%, although most malicious nodes
were removed from the secure route, some undetected mali-
cious nodes continued to launch contradictory behaviors or
collusive attacks that could not be effectively detected. The
routing trust value evaluation is seriously disturbed, and
the average packet transmission rate is reduced to the extent
that the network communication is blocked. Due to the
means to deal with all the above malicious attacks, the aver-
age packet transmission rate of the model remains at a high
level, which proves that the model still has good security in
the severe network environment of dealing with a combina-
tion of multiple malicious attacks.

4.2. Simulation Experiment and Analysis. The secure routing
model of multiattribute wireless sensor networks based on
trust management is compared with three secure routing
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Figure 3: Comparison of average end-to-end data transmission delay of each model.

models: TSRI, TSRF, and TSSRM. At the same time, com-
bined with the evaluation of the overall routing perfor-
mance, energy consumption, and routing maintenance
function, simulation validation is performed when the num-
ber of malicious nodes in the network changes. To verify the

packet transmission efficiency of the secure routing model,
each model is evaluated through the concept of average net-
work throughput. Average bandwidth refers to the average
number of packets transmitted per second from the source
node to the absorber node for each route in the network.
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As can be seen in Figure 3, the average throughput of each
model is set to the same level in the absence of malicious
nodes in the network. Firstly, because the impact of many
attack methods such as energy loss attack and contradictory
behavior attack on network trust evaluation is not consid-
ered in the design process of TSR model, therefore, as the
number of malicious nodes increases, its average throughput
decreases rapidly, and the model almost completely fails

when the total number of malicious nodes in the network
reaches 25 [23]. At the same time, the model proposed in
this paper performs better than other comparison models
in terms of network throughput. This is because this model
adopts the method of comprehensive trust evaluation and
cooperates with appropriate secure route detection mecha-
nism to make the secure route established between end-to-
end more reliable. In addition, because TSSRM model and
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TSRF model ignore the punishment of selfish nodes that do
not participate in trust recommendation, when the launch-
ing probability of selfish attack increases with the total num-
ber of malicious nodes, the network throughput also
decreases to a certain extent.

By introducing an average transmission delay between
the ends to test the efficiency and quality of the secure rout-
ing installed in the network, the average delay between
transmissions represents the average time taken to transfer
data from the source node to the target node.

To evaluate the difference between the proposed model
and the comparative model in the cost of node control
(see Figure 4), the concept of standardized routing over-
head is introduced into the simulation experiment. The
standard routing increment is the ratio of the number of
control packets transmitted through nodes in the network
to the number of data packets sent to create secure routes.
This can be seen in Figure 4, and when the number of
malicious nodes in the network is 0, the TSR model has
the lowest routing overhead among the four comparison
models. This is because the trust evaluation model of
TSR does not include the trust recommendation process
between nodes, so the transmission number of control
packets is greatly reduced [24, 25]. As the number of mali-
cious nodes in a network increases, the security routing
model proposed in this paper is based on a wireless sensor
network security routing model based on trust manage-
ment, TSSRM and TSRF models proposed in this paper
are more stable in routing overhead. In addition, the secu-
rity routing model proposed in this paper adopts standby
routing strategy and more optimized routing method than
TSSRM and TSRF models, so the network using this rout-
ing model can maintain a high-quality path that requires
less data retransmission and meets the requirements of
high reliability and less hops.

The energy consumption of each model is analyzed by
comparing the network lifetime of the three energy-
constrained safe routing models of Figure 5 nodes, including
TSSRM, TSREF, and the routing model. Figure 5 shows that if
the network has a small number of malicious nodes, the net-
work life of the secure routing model proposed in this docu-
ment is about 470 seconds. As the number of harmful knots
increases, they tend to reconcile with each other, the standby
routing mechanism in the routing protocol gradually fails,
and the periodic feedback from the sink node begins to play
a role, which leads to a slight decline in the network life
curve when the total number of malicious nodes reaches
20. At the same time, in the network using TSSRM and
TSREF, it is not enough to deal with the collusion from mali-
cious nodes and potential attackers who may adopt change-
able attack strategies. Therefore, if the total number of
malicious nodes in the network continues to increase, the
service life of the network using both models tends to
decrease significantly. This confirms that the safe routing
model proposed in this document is more energy efficient.

Some safety route models, including the route model in
this document, will update the route in a timely manner at
the request of the intermediate node, in the event of a mal-
function on a specified safe route and affecting the normal
operation of the current route, compare the routing model
in this paper with TSR and TSSRM (TSSRM is consistent
with the secure routing maintenance model adopted by
TSRF) models that introduce secure routing maintenance,
and analyze the time required to reestablish a secure and
reliable route when the source node or sink node receives
the route update notification caused by a malicious node.
As shown in Figure 6, when the number of malicious nodes
in the network is small, the source node using this model will
directly call the standby secure route stored in memory to
replace the current secure route, so it has a faster route
update speed than other models. As the number of malicious
nodes in the network increases, a feedback mechanism is
being introduced to receive information from the sink from
time to time and the source node applying the model in this
paper can indirectly judge that the malicious nodes in the
route are one or more according to the type of route update
notification received, so as to adopt the strategy of using
standby route or refinding new route, which can effectively
save the time required to update the secure route. Therefore,
compared with the TSR model of secure routing update by
sink nodes or TSSRM with relatively simple malicious node
feedback mechanism, this model has greater advantages in
timeliness and rapidity of secure routing update.

5. Conclusion

With the continuous popularization of wireless sensor net-
work technology, wireless sensors are more and more used
in different occasions. However, due to the limitations
brought by the characteristics of sensors and the uncertainty
of the application environment, the security of wireless sen-
sor networks has increasingly become a hot issue in this
field. In fact, whether applied in harsh and turbulent military
battlefield or arranged in good and stable deep mountain



jungle, in order to make the sensor nodes play the function
of detecting and transmitting data normally, the primary
premise is to ensure that the wireless sensor network is free
from the interference and destruction of various malicious
attacks. In addition, in order to deal with many security
problems in the process of node trust evaluation caused by
the widespread application of trust management mechanism
in wireless sensor networks, it is necessary to propose a
secure routing model that can comprehensively improve
the network’s resistance to various attacks. After a compre-
hensive analysis of the research status of secure routing
models for wireless sensor networks based on trust manage-
ment at home and abroad, combined with the shortcomings
of the existing models in the process of node trust evalua-
tion, the potential security risks that malicious nodes using
changeable attack strategies may bring to the network, and
the lack of effective secure routing update methods in the
existing models, this paper gives the corresponding views.
The research results and main contributions obtained focus
on the following points:

(1) Firstly, the malicious attacks in wireless sensor net-
works are divided into two categories: routing and
trust management. Then, the defense ability of the
existing trust-based secure routing model for vari-
ous malicious attacks is compared. When propos-
ing the routing model, this paper focuses on all
possible security threats and verifies the compre-
hensiveness of the proposed model in defending
against malicious attacks by means of simulation
experiments

(2) In the trust-based multiattribute secure routing
model proposed in this paper, the trusted routing
between the origin node and the sink node is estab-
lished based on the trust value obtained from the
comprehensive evaluation of communication, data,
energy, and recommendation. Among them, differ-
ent attribute measures are adopted for each node
attribute to enhance the accuracy of the calculation
of the corresponding attribute trust value and the
ability to deal with malicious attacks on the corre-
sponding attribute. In particular, the introduction
of recommendation attribute greatly reduces the
possible adverse effects of selfish attacks on the net-
work and all kinds of unfair recommendations

(3) In the trust-based multiattribute secure routing
model proposed in this paper, the model performs
better than other comparative models in terms of
network throughput, average end-to-end data trans-
mission delay, model standardized routing overhead,
model network life, and average time-consuming of
updating secure routing
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