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Abstract— Wireless sensor network (WSNs) is a rapidly 
growing technology that could be utilized in almost all 
applications like in healthcare environment, smart homes, smart 
building, analysis of habitat, global application, and so on. 
However, the development and huge deployment of WSN in 
different applications also raises the concerns of worst security 
threats, which make WSNs vulnerable to many security attacks 
and system failures. Usually, sensor nodes arrangement cause 
problems like arrangement in the deserted environment cause 
the WSNs to become weaker against the complicated threats or 
destruction, sensor nodes internal storage limitations also cause 
the classical arrangement of the system useless. Therefore, this 
papers discusses the major security goals, vulnerabilities, and 
threats that are associated with the layers of WSNs along with 
their countermeasures. 

Keywords— Wireless sensor network, sensor nodes, Security 

goals, security vulnerabilities, security measures. 

I. INTRODUCTION 

The wireless sensor network (WSNs) is a network that 
extends wireless technologies to the embedded network and 
it is also described as a domain-specific wireless system. 
Each node is linked with various other sensor nodes and every 
node is known as a sensor node in a wireless sensor. It is a 
diverse group of sensors. The sensors in WSN are usually 
inexpensive and also utilize a very low amount of energy. 
They have low bandwidth for connectivity and are also small 
in scale [1]. They are ad hoc in nature. To collect data from 
the real world is the key purpose of WSNs. They track 
physical and environmental conditions like sound, pressure, 
temperature, and relay data accurately across the network. In 
such types of networks, the sensors are included and they 
combine information, process the information, and transfer 
via the central node. The wireless sensor nodes assist in the 
monitoring of sensor operations are usually bi-directional. To 
work they do not require any infrastructure. The utilized 
sensors in this technology are not currently available, at the 
micro- and nano-stages. Researchers are working on it that 
for the utilization of network anywhere how sensor size could 
be utilized [2]. They are helpful in conditions where wires are 

not ideal. They could be underwater, underground, and 
terrestrial.  

Adding to their network popularity they could be utilized 
in any area. This offers inexpensive alternatives to real-world 
challenges. They are utilized in various areas just because of 
the various benefits of WS security, like military, 
environmental areas like forest fire identification, 
earthquakes, medical field and in business applications, and 
others [3] – [6]. WSN consists of several low-priced sensors 
with limited properties such as low memory, limited battery 
supply, low bandwidth, and low processing units [7]. The 
different applications of WSNs are also presented in Fig. 1. 
However, it causes new security risks (Sybil, false node, 
malicious data, sinkhole, wormhole, and information 
gathering) [8]. The risk profile for defense is changed by this. 
It has different security problems because of its design, 
storage, and energy constraints. The attacker will leave the 
network susceptible to multiple forms of threats via utilizing 
these security susceptibilities. So, security is one of the main 
criteria for every network. The general security remains the 
same as for standard networks priorities like availability, data 
confidentiality, and authentication [9, 10]. Wireless sensor 
networks follow the protocol framework of the OSI layer 
which has seven layers. The security vulnerabilities with 
these protocol layers are covered separately at every layer. 
Protocols of each layers are provided in 
Table I. This fulfills the security criteria like authentication, 
confidentiality, integrity, encryption, latency, complexity, 
and availability. Using cryptographic algorithm we can 
protect the confidentiality of data by preventing the 
unauthorized used access [11]. Cryptography enhance the 
data confidentiality but needs more power and increase the 
latency, because more time is required in data encryption and 
decryption. WSNs, to ensure data integrity utilizes different 
authentication techniques. These approaches are like MAC 
layer authorization [12], transport layer authorization [13], 
and network layer authorization [14]. The network layer 
utilizes a WPA and WPA2 to ensure authorization, while the 
transport layer utilizes the SSL and TSL protocols. 
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TABLE I.   SECURITY REQUIREMENTS AND THEIR PURPOSES 

OSI layers Wireless Protocols 

Application FTP, HTTP, and SMTP 

Network IP and ICMP 

Transport UDP and TCP 

MAC layer CSMA/CA and CDMA 

Physical Coding, transmission medium, and modulation 

The normal mechanism of WSNs mainly consists of the 
mode of transmission of sensor data towards the center via 
multiple-hop transmission. This transmission should be 
speedy and secure. The one node is called the sink node that 
connects with the base station. The sensor node is responsible 
for the processing of the sensed information and the neighbor 
node is transmitted. After that, the information is transfer to 
the sink node and forward to the center through the base 
station. 

In wired system, a physical connection is established in 
between communicating nodes through cables. Because of 
the broadcasting nature of the wireless network, the WSNs 
are susceptible to many security attacks like denial-of-service 
(DoS), eavesdropping, man-in-the-middle, spoofing, and 
false message attack and so on. In a wireless network, the 
unauthorized nodes could cause interruption which disrupts 
information transmission between legal users [15]. 

Fig. 1. Wireless sensor network applications 

In this paper, the major threats associated with the 
different layers of WSN has been discussed. Section II 
describes the security goals of WSNs. Section III describes 
the challenges of security in WSNs. Section IV describes 
some threats in WSNs. Section V describes some 
countermeasure against threats and finally section VI 
conclude this paper. 

II. SECURITY GOALS IN WSNS

Several safety criteria have been defined to secure wireless 
communication from threats like node compromise, 
eavesdropping, and denial of service [16]. The various types 
of security specifications for wireless sensor network are 
provided in Table II and also discussed as follow. 

A. Confidentiality 

The confidential data could not be access by unauthorized 
persons that’s why this mechanism includes the security of 
confidential data. Confidentiality encrypts the sharing of data 
in the sensor environment when packets are transported 
among the base station and in sensor nodes. From 
eavesdropping, it stops threats. The greatest confidentiality 
danger is the presence of infected nodes since the attacker 
could be able to hack nodes to access sensitive information, 
like cryptographic keys [17]. 

B. Authentication 

For the identity checking of the users and notifies the 
fraudulent participants and authentic or legal users this 
approach is important. Each base station and sensor node 
could be able to distinguish either an intruder node or a legal 
node is transferring the received packet for the wireless sensor 
network [18]. 

C. Integrity 

This causes the data in the sensor network from becoming 
changed during the transferring process of information usually 
prevent this. Integrity loss is a significant concern because the 
utilization of false or incorrect data could lead to devastating 
endings. 

D. Protected management 

The management of various nodes in the whole network is 
crucial to handle confidential data. In WSNs, protected 
management at the base station level is needed because the 
connectivity at the base station from the sensor nodes ends. 

TABLE I. SECURITY REQUIREMENTS AND THEIR PURPOSES 

Security goals Purpose 

Confidentiality Allow only authentic users to access the data. 

Integrity Improve data accuracy and restrict falsification. 

Authenticity 
Make difference between authentic and 
unauthorized users. 

Availability 
Ensure the network availability to the 
legitimate node. 

III. CHALLENGES OF SECURITY IN WSNS

Because of its free wireless media and broadcast nature, 
wireless sensor network has various security susceptibilities. 
The fraudulent attackers to perform many types of attacks 
utilized these current network susceptibilities, like wormhole, 
DoS, sinkhole, and flood among others [18]. Many other 
susceptibilities are listed below. 

A. Medium of broadcast nature 

Only by placing wireless media access with the radio 
spectrum of the sensor network node, the wireless media 
access is easily available to all, the fraudulent users could 
access network permission. Thus, an attacker will intercept, 
repeat, and change or eavesdrop on the network packets. 

B. Resource limited sensor nodes 

The WSNs have limited computing, energy, 
computational capacity, storage, and bandwidth in a sensor 
network. This limits the capabilities of sensor networks like 
prevention approaches like cryptography and data 
aggregation. 
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C. Limitation of physical safeguards 

The sensor networks are deployed in a hostile situation. 
They could be physically affected, seized, and disrupted in 
such types of conditions through attackers. On military 
battlefields capturing machines could cause serious 
consequences. 

D. Diverse network topologies 

Wireless sensor network has a diverse topology of the 
network and since the SNs could leave and join the network 
at any time, therefore have no statically fixed boundaries or 
configuration. Security systems which could fight like high 
network dynamism are also crucial. 

E. Immense scale 

As compared to the small-scale networks, intrusion 
detection is complicated in networks including thousands of 
SNs. 

IV. THREATS IN WIRELESS SENSOR NETWORK 

Threats could be divided into active and passive threats in 
wireless sensor networks. The main purpose of an attacker is 
to get transferred data without being notified in a passive 
threat. The attacker accumulates a huge volume of 
information and performs data processing to retrieve any 
sensitive data. The active and passive attacks in WSNs are 
presented in Fig. 2. In active attacks, the malicious user 
performs multiple threats like insertion, replay, and packet 
alteration by leveraging security attacks susceptibilities in the 
wireless protocol stack. 

Relative to active attack the passive attack is less serious, 
but as it is often difficult to detect this passive attack because 
an intruder is disguised and does not leave any evidence.  In 
a wireless sensor network, it is also possible to divide attacks 
into internal and external attacks. In an external attack 
malicious user could be able to insert attacks from outside 
and it has minimal effect. While in internal the malicious user 
obtains authentication to enter in the network and inflict 
collateral harm via installing attacker nodes and even 
accessing the secrets of legal nodes. Security problems are 
present in every layer and challenges in the reference model 
OSI. Numerous susceptibilities are thus shown because 
different layers are dependent on different protocols [18, 19]. 
Various security risks and their solutions are summarized in 
different layers of OSI in Table II. 

In wireless sensor networks, there are various types of 
threats or risks that cause the loss of information, with the 
help of sensor node cause loss of connectivity, insert delay by 
slowing down the service [19]. 

A. Changed, retransferred, and spoofed routing data. 

An adversary could be able to modify the routing data 
among nodes, make routing loops, produce fake texts, and 
also increase delay from one point of the network to another. 

B. Selective forwarding 

Any fraudulent node which was escaped from the network 
cause destruction of the incoming data. It usually causes the 
block of the data flow and it is identical to the black hole. If 
any malicious user is using the flow path, then it will cause 
the destruction of every data packet and behave like a black 
hole, also cause a denial of service, because of changes in 
messages from legal nodes. The attacker on the flow path 
induced jamming and collision for every transferred packet. 

Fig. 2. Active and passive attacks in WSNs 

C. Sinkhole attack 

It is just like a selective forwarding threat. A node that 
loses the network behaves like a sink node, attracts all packets 
of information towards itself. There is a great danger 
associated with traffic in this threat. A sinkhole threat could 
be able to generate the forwarding threat to tamper the flow 
of the packet path. It produces the attraction in malicious 
nodes for its neighboring nodes. It also gives a supportive 
environment to wormhole threats. 

D. Sybil attack 

This threat minimizes the capacity of the error detecting 
system. However, the node could be provided with different 
IDs, data related to location could also be modified. It also 
put an effect on effective mechanisms like authentication, and 
topology maintenance. After ensuring the misbehavior of 
nodes it starts the selective forwarding threats. 

E. Wormhole attack 

In this message over low-latency connectivity are 
received by the malicious user who gets access into the part 
of any network and also can repeat these messages via a 
tunnel. This threat consists of two nodes that want to 
minimize the distance between them through repetition. The 
malicious users make two distant nodes neighbor of each 
other. With this attack, the sinkhole threat could also be able 
to activate. Usually, it sends packets more speedily from one 
point of any network to another. In short, it creates smart cuts 
in any network. Two nodes are malicious, one is inserted into 
the network and the other is neighbor with the targeted node. 

F. Hello flood attack 

This attacker behaves as it is a neighbor of any node. 
Fraudulent data then transfer with great transmission power. 
Different nodes that pretend neighbors of other nodes need a 
hello packet. When this hello message is received by the node 
then it assumes that the sender node is also in the radio range. 
This attack slow-down the transmission process by producing 
confusion in the network. 
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TABLE II. SUMMARY OF VARIOUS ATTACKS IN WSN LAYERS 

Attacks Threats Solution 

Physical layer 

Jamming attack 
[21] 

In the sensor network, the 
attacker interacts with 
radio-frequency 
communication. The 
attacker arbitrarily choose 
jamming nodes and 
implement jamming 

To stop this, various 
types of spread 
spectrum could be 
utilized. One of the 
most common is 
frequency hopping. But 
the price is too much. 

Tampering [22] 

In this, the network nodes 
are equipped with 
tamper-resistant 
hardware. 

Whenever sensor 
networks nodes are 
physically accessed, 
they combust their data 
to stop the loss of data. 

Sybil attack 
[23], [24] 

This attack aligns the 
legal node to get new 
identities or maybe 
through fraud.  

This could be fixed at a 
higher level stack by 
setting all the SN in the 
network. 

Link layer 

Collision [25] In this, the collision in a 
small area is needed by 
the attacker. The 
insignificant alternation in 
data packets could cause 
checksum error. 

Error checking nodes 
could be utilized but it 
consumes a large 
amount of energy 

Exhaustion [26] 

When communication is 
altered various time then 
this cause retransmission 
of data. 

When counts of sensor 
nodes cross threshold 
value then it clarifies 
itself in attack and goes 
to sleep mode. 

Interrogation 
attack 

In such type of attack, the 
request for packets is 
normally sent by 
fraudulent nodes, without 
considering the control to 
send. 

Nodes must not accept 
any request from the 
neighbor node. 

Sybil attack 
[23], [24] 

Produced negative results. 
And attackers estimate the 
outcomes. 

Radio resource testing 
cause over connectivity. 

Network layer 

Misdirection 
[26] 

Fraudulent nodes 
misguide the packets and 
make their destination 
unreachable. 

A node can transfer 
itself to sleep mode if it 
finds an incorrect path. 

Neglect and 
Greed 

In this node leave the 
packet in between the path 
and allow random 
priorities to pass through 
the packets. 

Utilization of multiple 
routing ways. 

Blackhole 
attack [27] 

Fraudulent nodes show 
cost zero for various paths 
and make an impact on 
routing protocol and 
select the fraudulent node 
as a legitimate node. 

Can be solved by when 
only a legal node can 
send a reply about the 
route. 

Sybil attack 
[23], [24] 

Malicious nodes 
impersonate the routing 
protocol by showing 
different paths. It impacts 
the geographical 
protocols. 

There is no accurate 
mechanism against this 
attack. 

Wormhole 
attack [28] 

The attacker makes a 
wormhole to destroy the 
routing path. 

Check out the bi-
directionality of the 
link. 

Altering and 
spoofing attack 

[29] 

This attacker makes the 
path shorter or longer, 
attracts or repels the 
traffic in the network. 

Authentication and 
encryption mechanisms 
are effective. 

Transport layer 

Flooding [30], 
[31] 

The attacker keeps on 
sending connection 
requests, cause network 
flooding. 

Employ a limited 
number of connections 
for any node. 

De-
synchronization 

It causes the energy loss 
of nodes. 

An effective mechanism 
is helpful for the 
security of all 
exchanged packets. 

Application Layer 

SQL injection 
[32] 

Have an unauthorized 
access to the multiple 
websites 

Anti-viruses and 
firewalls  

SMTP attack 
[33], [34] 

Password sniffing and 
email spoofing 

Anti-viruses and 
firewalls 

Malware attack  
Disturb or block the 
authorized data 

Anti-viruses and 
firewalls 

G. Acknowledgment spoofed 

It shows that the dead node is not dead and still alive and 
the connection is strong. In this way, it could be able to seize 
packets that were sent to the dead node. The attacker could 
also be able to predict which node is dead or not by listening 
to the packets. 

H. Denial of Service attack 

In this attacker put false traffic to destroy the targeted 
server then the maximum operating limit of that server. This 
attack is usually carried out to fill the aimed node with false 
requests to put the load on the system and try to stop giving 
the response to the legal nodes. The general mechanism of 
SNs makes them vulnerable to the DoS threat. 

I. Masquerade threat 

In this threat, the attacker uses the false personality to find 
access to any person’s private data illegally. The malicious 
user utilizes an unauthorized system to get the data or maybe 
to get extra permissions than the previous one. This attack 
includes the other type of active threat. For instance, an 
authenticated arrangement could be carried out, and after that 
legal person could get rights to get all the sensitive data in an 
unauthorized way [35]. 

J. Replication of node 

In this threat, the attacker made specific manageable 
nodes and present these nodes as authorized nodes to the 
whole network to make them accommodated in the network. 
Only with the help of centralized monitoring, it could be 
detectable otherwise not. 

K. Rushing attack 

A new threat that causes DoS threat while using for 
competition against all routing practices of the network. The 
adversary divides the fraudulent data speedily to genuine data 
which later reaches. Several security threats have been 
proposed and elaborated in [36-51]. 

V. COUNTERMEASURES AGAINST WSNS ATTACKS 

Countermeasures used for security in WSNs are various 
techniques and tools depend on the situation in which the 
attacker inserts an attack. To ensure security in SNs, keep in 
mind the various attributes of WSNs. Some of the following 
techniques are described in the following which are used as a 
countermeasure [35]. 
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A. Multi-parent routing mechanism. 

Information partitioning is effective to stop the leakage of 
information from wireless sensor networks. As the name 
indicates that main aim is to divide the information into 
portions. If the node wants to send an information, then it 
needs to transfer this into packets of static size. And packets 
are transferred over various routes. After this base received 
them, who accumulate all the data to generate the original 
data. To prevent this, the malicious user gets all the packets 
to rebuild the legal message. 

B. Cryptographic algorithm 

WSNs could not be able to utilize complicated and 
efficient cryptographic algorithms due to their limitations. 
However, they need costly and energetic sensors for the 
processing of power autonomy. That’s why usually 
symmetric algorithms are given importance. Key sharing is 
of four kinds which are utilized; individual key, global key, 
shared key via pair of nodes, shared key via the group of 
nodes. 

C. Key management protocol 

In the key generation process, this solution was presented. 
A new produced key is created and also send via a base 
station to the whole network. In the whole network, this new 
key is utilized to authenticate every node. Just legal nodes are 
allowed to access the network.  

D. Location identification protocol  

For the identification of fraudulent nodes, a mechanism 
mainly consists of the utilization of the geolocation data. In 
this mechanism, beacon nodes coordinates are already 
configured in the devices, they have their positions. 

E. Reputation depends on the protocol 

This solution mainly consists of a sensor network, there is 
a large number of nodes so that’s why it is harder to detect 
the fraudulent ones. Every network node will keep an eye on 
its neighboring node for the identification of threats and also 
save the integrity of the network. It also accumulates the 
nodes' confidence index according to the activities of its 
neighboring nodes. 

F. Anti-tamper mechanism 

Through this method, physical compromise threats could 
be solved like self-destruction methods and micro-switches. 

VI. CONCLUSION

Nowadays security of wireless networks is one of the 
major concerns, especially wireless network security. 
Therefore, it is one of the alarming problems these days. This 
paper has discussed security vulnerabilities, security goals, 
and threats which are associated with the wireless sensor 
network nodes. The threats associated with wireless sensor 
network nodes can be active and passive and these threats are 
further classified according to modeling layers. However, 
further research is required in this field for improving systems 
against security threats. Different protocols have also been 
associated with the wireless sensor networks, but they do not 
give satisfactory results. Moreover, the requirements for 
wireless sensor network nodes and their associated protocols 
make the wireless sensor network more complicated to have 
strong security practices. 
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