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Deep Learning: Differential Privacy Preservation in the Era of Big Data

Jalpesh Vasa and Amit Thakkar

Chandubhai S Patel Institute of Technology (CSPIT), Charotar University of Science and Technology (CHARUSAT), Changa, India

ABSTRACT

In recent years, deep learning (DL) has been ubiquitous in several areas, such as text recognition
and data analysis, limited by this and increasingly used in security and data protection applications.
Thus, the DL method has achieved remarkable big data analysis growth to avoid different attacks.
This paper presents different methods for protecting privacy for DL in big data analysis. First, some
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possible attacks are explained, and then some basic approaches to protecting privacy in big data
platforms are explained. In each section, drawbacks of the corresponding attacks are elaborated,
and DL-based methods’ effectiveness in privacy preservation has been discussed. Finally, an
effective solution for enhancing privacy preservation in DL models is given. The several DL-based
privacy preservation methods for big data analysis and their advantages and disadvantages are
elaborated. At last, drawbacks of DL based methods are highlighted, and future scope is given to

address these issues.

Introduction

In the era of digital technology, incredible amounts of
data are produced by multiple organizations such as
social media, banks, end sources and hospitals, etc.
Social media generates tons of data every day, leading
to huge data.' Big data refer to the data collected from
various sources such as machines, people, and things.
The human-derived data can be individuals, text gen-
eration, and videos uploaded to the Internet. Machines
generate various files, multimedia, and audits, while the
data collected by multiple digital sensor devices are
called data of things.>> Characteristics of big data are
expressed by 5 V; large volume, higher velocity, greater
variety, high value, and lower veracity. Volume denotes
the speed of data collected, while the type of collected
data is called diversity.* Technological advances in
healthcare make it easier to collect patient data electro-
nically, which is presented as big data.” In the modern
medical system, patients are treated with multiple med-
ical records. Thus, it is necessary to confirm secure data
exchange to facilitate patient treatment in multiple
hospitals.®

Social media is also an important platform for big
data generation, which is used by more than a million
people worldwide and generates huge amounts of data
in a short duration.” The education sector is currently

generating huge amounts of data through online
courses, learning, and teaching activities. With the help
of big data in the education sector, teachers can see the
performance and ability of students to learn.® Big data
analysis is limited to these applications and plays an
inevitable role in the financial sector, covering various
asset and trading management.” While big data technol-
ogies have offered several advantages in different areas,
they also have some barriers. The data corruption causes
serious complications in the specified file. Therefore, big
data management is the most important factor in every
application. The traditional approaches only ensured
data sharing between authorized users, which was inap-
propriate for practical requirements. As a result, many
algorithms have recently been developed to improve
privacy and utility."?

In order to protect personal data from unauthorized
users, anonymization methods are therefore adopted in
the big data platform. Anonymization is moditfying
data to prevent key information from being identified.
The anonymization approaches hid the attributes such
as name, identification number and sensitive
information.''? In addition to these anonymization-
based approaches, several algorithms are used to ensure
big data privacy. In principle, big data security is guar-
anteed by various approaches such as K anonymity,
L diversity, and cryptographic-based procedures."’
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The k-anonymity method ensures that an individual
cannot identify with a probability larger than }, and
the € -differential privacy method reveals that the
presence of an individual is not guessed by anonymized
data.'® In addition, optimization-based algorithms are
used in the anonymization process. Big data technology
has opened up many possibilities in the IoT."” In addi-
tion, big data privacy is an emerging technology in
Cyber-Physical Systems (CPS).'° However, deep-
learning (DL) approaches are promising for processing
large amounts of data in various domains.

The DL-based approaches are rapidly growing due
to their performance accuracy.” The DL-based
approaches enabled an efficient exchange of big data
in several areas.'” The DL-based Deep Neural
Network (DNN) comprises the training and interfer-
ence phases for system analysis. Thus, it is verified
that the DL-based approaches are more effective for
solving the privacy issues in big data. Therefore, the
DL approach uses collaborative learning for model
training and is introduced in methods for protecting
big data privacy.'® In addition, multiple attacks at
layers of DNN threaten the data training process
associated with big data.

Differential privacy preservation is illustrated in
Figure 1, assuming two datasets P and almost similar
but differ by a record that a query provides the dataset Q.
If query both datasets, similar outputs are obtained;
thus, it is observed that differential privacy is performed.

As mentioned earlier, big data are ubiquitous, but
privacy is a major concern. Furthermore, few
attempts have been made to put data protection at
the center in the era of big data. Therefore, in this
paper, we have reviewed several privacy protection

Two
similar
datasets

Figure 1. Differential privacy preservation.

methods in DL to facilitate big data analysis. The
summary analysis of the methods used in the paper
is shown in Figure 2.

Several DL-based methods are developed to deal with
the new attacks in the era of big data. Hence this paper
focuses on the security enhancement of DL models by
applying differential privacy preservation mechanisms.
The major aim of this method is to examine differential
privacy preservation in DL for big data analysis. Various
attacks occur in DL, and big data analysis is discussed. After
that, the privacy preservation methods in big data have
been reviewed. Moreover, the role of DL in big data privacy
is studied, and the approaches for privacy preservation in
DL are reviewed in this paper. Contributions to the paper
are given as follows,

e Provide deep insight into several privacy breaching
attacks in the era of big data.
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o The core ideas of differential privacy preservation
in DL are examined, along with their advantages
and drawbacks.

e To provide possible research direction to explore
privacy preservation in DL approaches.

The outline of this paper is as follows: Differential
privacy preservation preliminaries are illustrated in sec-
tion 2. The differential privacy preservation in big data
analysis is explained in section 3. The differential privacy
preservation methods are explained in section 4. The
overall conclusion of the paper is given in section 5.

Preliminaries for differential privacy
preservation

Differential privacy preservation

C. Dwork develops the idea of differential privacy for
securing the statistical database from several attacks.
The differential privacy methods do not increase or
decrease the output data about changes in individual
information in the database.'” Suppose Y is a random
algorithm and Q is the possible outcome for two sets of
P and R,

Pr[Y[P]eS] < exp(e) x Pr[Y[R]eS] (1)
Then, algorithm Y yields (¢) differential privacy (¢>0).

Laplace mechanism

The Laplace and exponential are the basic concept
behind differential privacy preservation. Moreover, the
randomization is examined in both concepts through
the sensitivity analysis.”® For a query, Q the sensitivity
is expressed as,

4Q = max|Q(P) - QR @

It also uses the Laplace transform for the numeric out-
put, adding independent noise. For Q: dataset P — W
range, the method M provides e-differential privacy by
the following equation.

M(p) = o(p) + Lap(%2) G

€

Exponential mechanism

The exponential mechanism provides randomized
results for non-numeric queries merged with the score
function to examine the quality of the output S. Assume
that ¢(P, 6) is the score function of the dataset P, which
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evaluates the output quality 6 € A and AQ is the sensi-
tivity of 6. The exponential mechanism satisfies ¢ -
differential privacy by the following equation.

M(P) = (return 0« exp <eq2(§£29)>> (4)

Differential privacy preservation in deep
learning for big data

Data protection and security are the most important
aspects of the big data platform, and if the data are
not secured with security measures, the data can
easily be compromised. To be able to deal with the
huge amount of data, the DL methods are developed.
The data protection method offers some control mea-
sures over the data displayed. In addition, the advan-
tages of DL approaches are not only limited to data
analysis but also know image classification, speech,
and text analysis. Thus, the need for differential data
protection in DL increases exponentially, whereby
data protection is guaranteed without loss of infor-
mation. Numerous attempts have been made to pro-
vide data protection in DL. The basic concept of DL-
based data protection in Big Data is shown in
Figure 3.

The privacy protection method stops the informa-
tion available to unknown sources. Privacy practices
regulate a person’s data and ensure users’ personal
data.”! The security protocols protect the data from
malicious attacks and information misuse. Below are
some of the methods that are used to maintain priv-
acy. Different types of attacks occur in the DL, and
big data analysis is explained in the next section.

Big data

Input layer
(Input data privacy)

Deep learning
Mechanism

Hidden layers
(Model weight privacy)

Output layer
(Output data privacy)

Figure 3. Privacy preservation of deep learning in big data.
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Membership inference attack in deep learning

The membership inference attacks are caused because of
the different behavior of training and test datasets. The
opponent deduces whether a data set is present in the
training data set. In such an attack, the attacker queries
the target with a dataset to obtain the prediction repre-
sented as a vector. The prediction vector on the test and
the training dataset is represented in and out of these are
used to train the attack models. This attack model sup-
plies the membership probabilities for the target data set
in the training data set.””> The membership inference
attack model is shown in Figure 4.

Adversarial attack

The adversarial attacks modify the original image and
intentionally troubles the deep neural network by con-
fusion. In an adversarial attack, the adversarial perturba-
tion noise is added to the original input image to make
an adversarial outcome. This attack affects the classifica-
tion accuracy of the deep neural networks.>® The adver-
sarial attack is depicted in Figure 5.

Model and training data extraction attack

The model extraction attacks extract the parameters
trained in the model from personal data in which the
attacker duplicates the model functionality. Because of
the parameter leakage, the privacy of the training set is
revealed. The training data extraction attack replaces the

Attacker

training images with other images that do not affect the
results. And the resulting images are difficult for
a human to see.”

Privacy attacks in the era of big data

Several privacy attacks occur in the system during data
communication. Some of the common attacks in the big
data environment are discussed in this section.

e Linking attack: In order to maintain data privacy
during communication, the data must be anon-
ymized by the owner to hide confidential informa-
tion. In the era of big data, individuals are identified
by several attributes. On the other hand, an adver-
sary links the anonymized data with non-
anonymized data in different datasets, causing
a privacy breach. The linkage of external data
with anonymized data is referred to as a linking
attack.

¢ Differencing attack: The query restriction mechan-
ism avoids queries on an individual, thereby aggre-
gating queries rather than making a query on an
individual. At the same time, the arbitrary queries
at different moments may cause differencing
attack."

o Interference attack: Individual data communica-
tion must be sanitized to prevent adversaries from
accessing sensitive information. The adversary may
adopt data mining techniques to get individual

Class label lAttack model | -
Figure 4. Membership inference attack.
| Correctly
. \
Input image DNN classified
Adversar_lal Adyersarlal DNN s Mis-classified
 perturbation image

Figure 5. Adversarial attack.




information illegitimately. This kind of attack is
referred to as interference it may cause data leakage
if an adversary infers its real value.*

o Correlation attack: The real-world data have a high
correlation between the data, revealing more infor-
mation than expected. An adversary with correla-
tion information may have a higher amount of
privacy information and thus may have a higher
chance of data breach. The background knowledge
of the adversary can generate correlation informa-
tion. Then, adversary creates a correlation attack to
breach the data privacy.”®

In order to avoid these attacks in the era of big data,
K-anonymity, cryptographic, and optimization algo-
rithm-based approaches are used. Some of them are
elaborated on in the next section.

K-Anonymity approaches for big data privacy

The data protection models ensure that data benefits are
achieved through various frameworks. The data protec-
tion algorithm cleans the individual data and analyzes
the result using cleansing algorithms. To secure big data,
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anonymization approaches modify the data before ana-
lysis. The K anonymity algorithms are applied using
various methods, as shown in Figure 6.

Providing security to data is an important issue in
cloud computing; hence, Kavitha & Yamini*® proposed
a map phase and reduced phase anonymity algorithm
and the two-phase top-down specialization (TDS). In
that proposed method, the readable texts were converted
into an unreadable format, which was the basic anon-
ymization step. Then, the small sets were merged in
reduce phase, which was gathered in the cloud and
anonymization was executed for combined data. The
anonymization range of both those phases was evalu-
ated, and the best specialization was chosen in initializa-
tion. In order to expand big data privacy, an extended
K-anonymization and L-diversity methods were pro-
posed by Anne Kayem et al.”’” to improve stability. In
that proposed approach, the multi-objective optimiza-
tion method was framed for facilitating the automated
K-anonymization and L-diversity methods. The infor-
mation loss was taken as an objective. Hence,
a weighting scheme was adopted. That proposed method
had higher computational complexity due to
K-anonymity and L-diversity approaches.

K-anonymity based approaches

for big data privacy preservation

K-anonymization
[38]

Autonomous
K-anonymization [30]

Clsuter-based
K-anonymization [31]

Map reduce framework

based anonymization
[29]

Modified
K-anonymization
[33, 35]

Mondarian based
K-anonymization [37]

K-anonymization for
quazi-identifiers [32]

Figure 6. K-anonymity based methods.
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Furthermore, Sang Ni et al.*® proposed a cluster-
based approach to the K-anonymity algorithm to reduce
the computation complexity of the several K-anonymity
algorithms. That clustering method was implemented
through grading, centering, clustering, and generaliza-
tion. In addition to that, parallelization was done to
enhance the algorithm’s performance. Big data security
and privacy are the major considerations for many
application domains because they may contain person-
ally identifiable information. In this way, Zakariae El
Ouazzania and Hanan El Bakkali*® proposed a novel
method of K-anonymity for quazi identifiers that pro-
posed method not need a prior value of threshold K. The
proposed method was adopted for both randomization
and generalization based on quazi identifiers.

To facilitate the device-to-device (D2D) communica-
tion and sharing, Jie Wang et al.*® proposed (a, k)-
anonymity privacy-preserving framework for big data
on map reduction. In that approach, the job tracker and
task tracker were used for map-reduce through the map
phase and reduce phase. That proposed algorithm was
executed through a mapper, combiner and reducer. That
proposed algorithm was executed on poker hand and
synthetic datasets. The modern world produces numer-
ous public and private data, but providing security is
challenging because higher priority is given to big orga-
nizations. Thus to ensure the security of individual data,
Priyank  Jain et al’' suggested improved
K-anonymization for election data set.

To enhance big data privacy in several applications,
Suman Madan & Puneet Goswami’> proposed a k-DDD
measure and map-reduce-based anonymity model.
A Duplicate-Divergence-Different properties enabled
the dragon Genetic (DDDG) algorithm and adopted
a dragon operator-based genetic algorithm. That pro-
posed method anonymize the data by record duplica-
tion. The database from the input was modified by the
proposed approach formulated through clustering and
generalization steps. That proposed algorithm formu-
lates its fitness function based on higher privacy and
utilization based on several clusters. The top-down spe-
cification in K-anonymization is the better choice for
suppressing the data.

On the other hand, higher data on the cloud could
affect the data analysis. Hence, Anushree Raj & Rio
Souza® proposed a map-reduce framework for anon-
ymization to deal with such issues. The map-reduce
framework evaluates large data along with parallel and
distributed algorithms.

In recent years, privacy preservation has been an
important consideration of big data analysis and cloud
computing. Hence, to enhance the effective balancing
between data privacy and utility in the cloud, Andrew

et al’* proposed a Mondrian based k-anonymity
approach. Furthermore, the deep neural network (DNN)-
based formwork was adopted for security. That DNN was
adopted to examine the sensitive attributes of personal
data. That proposed approach comprises greedy partition,
IL metric and DNN. The median values were examined
from attributes before partitioning in strict partitioning in
the algorithm, whereas the split values were manually
provided in relaxing partitioning. Trajectory
K-anonymity is an efficient technique for securing trajec-
tory privacy. Thus, Yunfeng Wang et al.>® proposed
a localization recombination mechanism. In that pro-
posed method, the location pair was evaluated then the
locations were divided into equivalent probability classes.
By examining the methods mentioned above, it is
observed that the K-anonymity-based approaches are
not a good solution for privacy preservation in a big
data environment due to the lack of scalability, privacy,
and sensitive attributes. Different methods discussed in
this section are illustrated in Table 1.

Optimization algorithm based methods for big data
privacy preservation

Optimization algorithms are iteratively executed by
comparing various solutions obtained on each iteration
until they get an optimum solution for the problem
formation. Thus, the optimization-based approaches
are widely applied in different applications. In this
regard, the anonymization algorithms are applied with
optimization algorithms to minimize the computational
complexity. In this section, privacy preservation meth-
ods based on optimization algorithms are discussed.

The anonymization-based algorithms are used for
securing individual data while maintaining data usability.
In this regard, Can Eyupoglu et al.”® proposed a chaos and
perturbation algorithm-based anonymization. That pro-
posed algorithm was initialized with frequency analysis of
quazi-identifier and calibrating the crucial values. After
that, the chaotic function generated new values for
selected crucial values. The results obtained from that
algorithm demonstrate that the proposed algorithm
ensures an individual’s privacy before publishing the
data. Several methods are depicted in Figure 7.

In order to ensure the privacy of data accumulated from
a variety of sources like smart homes, healthcare, smart
vehicle and other sensitive information, Chamikara et al.””
proposed a Secure and Efficient data perturbation
Algorithm. That proposed algorithm was executed through
three processes. Initially, a sensitive dataset was examined
to calibrate the noise level for privacy. Then, the calibrated
noise was interpolated with a polynomial. Finally, the
perturbed data were generated through approximated
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Optimization algorithm based
approaches for big data privacy
preservation

Chaos and Perturbation
technique [39]

Grey wolf optimizer and
Cat Swarm Optimization
(GWO-CSO) [41]

Figure 7. Optimization algorithm based methods.

function. In that proposed approach, the first four orders of
the Chebyshev polynomial were adopted for interpolation.
That proposed algorithm was tested under different data-
sets to study its performance efficacy.

The privacy issues hinder analyzing big data on
a cloud platform. The nature-inspired metaheuristic
algorithms resolve the security issues in big data analy-
sis. Thus, Suman Madan & Puneet Goswami>® proposed
Grey wolf optimizer and Cat Swarm Optimization
(GWO-CSO) to provide big data security before enter-
ing the cloud platform. In that method, the anonymiza-
tion was executed through K-anonymization by
duplicating k-records. That proposed method only
shows essential details to the end-user and does not
reveal confidential data. Those privacy preservation
models had data owners, users, the central server and
data publishers. In the initial process, data were gathered
from data owners and then analyzed to hide the con-
fidential information categorized through the k-anon-
ymization method. GWO-CSO created the k-data
anonymization method. At last, the data analyst
responds by retrieving information from the database.

The rapid growth of data leads to data accumulation,
which also causes the misplacement of data privacy and
preservation. Hence, Madan, Suman, & Puneet
Goswami” proposed k-anonymization and swarm-based
algorithms to overcome these difficulties. In that proposed
model, the data were gathered from several information
providers and then forwarded to the k-anonymization

Dragonfly-particle swarm
optimization (DF-PSO) [42]
Secure and Efficient data
perturbation Algorithm
[40]

Game Theoretic
Approach [43]

Black-hole algorithm
[44]

model. A hybrid dragonfly (DF)-particle swarm optimiza-
tion (PSO) algorithm was adopted to improve data privacy
for the collected data. That proposed model combines the
exploration behavior of DF and exploitation behavior of
PSO for getting an optimum solution, and the fitness
function was framed as a minimization function.

To facilitate an effective organization sharing through
the k-anonymization techniques by selecting an opti-
mized level of k-anonymization, Anuraag Kotra et al.*’
proposed a game-theoretic approach. In that proposed
approach, the problem was framed as a static game then
the nash equilibrium solution was generated. In that
approach, all the organizations were expected to use
the k-anonymization. Moreover, that approach was
implemented in a platform of two organizations with
an attacker in a common platform.

Kacha, Lynda et al.*' proposed privacy preservation
of big data through the black hole algorithm to address
privacy and data utility issues. The initial population of
stars in that algorithm was considered for data clustering
operation and provided a k-anonymization solution
having lower information loss. In that algorithm, the
fitness was framed through privacy and utility. The
result analysis observed that the proposed algorithm
had a constant class size and classification error for
increasing the level of privacy. Moreover, it was
observed that the lower information loss occurred
while using the proposed method. By examining these
methods for privacy preservation, it is observed that
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Table 2. Optimization algorithm-based methods for big data privacy preservation.

Author Method Area focused Database Outcome Advantage
Can Eyupoglu Chaos and perturbation  Privacy preservation Adult data set from  Higher classification accuracy and Sufficient probabilistic
etal.in 2018°®  technique-based the 1994 US optimum execution time anonymity

anonymization
algorithm

Chamikara Secure and Efficient data

etal¥”in2019  perturbation
Algorithm

Suman Madan & Grey wolf optimizer and
Puneet Cat Swarm
Goswami in Optimization (GWO-
20198 Cs0)

Madan, Suman,  Dragonfly-particle swarm
& Puneet optimization (DF-PSO)
Goswami in
2020

Privacy preservation

Privacy preservation

Privacy preservation
in cloud

Census database

WCDS, WQDS,
PBDS, LRDS,
SSDS, HPDS and
HIDS

k-anonymization
database

Data obtained from
information
providers

Classification
accuracy is 98% for 20000
buffer size

IL is 0.005 when k = 2 and

classification accuracy is 0.798

IL is 0.00585 and CA is 0.7972
when k=2

Lower time consumption

Lower IL and higher CA

k-anonymized database with
higher utility and privacy

Anuraag Kotra
etal.in 2020*

Game theoretic approach Optimum
k-anonymization
level selection

Selection of
optimum
k-anonymization
with lower loss

Kacha, Lynda
etal.in 2021

Black hole algorithm

Adult dataset from
the UCI machine
learning
repository

Lower and higher values of k are
0.1857 and 0.8143,
respectively

Class size is 1, IL is <20% and
classification error is <0.175 for
increasing level of privacy

Higher utilization under
attack through optimum
value of k

Average equivalence class
size remains the same for
increasing privacy level

some of these methods may cause information losses,
and the time complexity is higher. Above-mentioned
methods with its outcome are illustrated in Table 2.

Cryptographic methods for privacy preservation in
big data

The need to improve big data security and privacy is
increasing rapidly due to the increasing growth of big
data in several fields. The cryptographic method enables
data encryption before transferring the data for analysis.
Moreover, it enhances data utility. Thus, Vijey
Thayananthan & Aiiad Albeshri** proposed quantum
cryptography with a pair hand protocol. In that
approach, the complexity of searching operations was
reduced for increasing q-bits. To ease the patient’s tele-
medicine services by electronic medical record (EMR),
Hadeal Abdulaziz Al Hamid et al.*’ proposed a fog
computing facility with pairing-based cryptography.
Combining fog computing and the decoy approach,
decoy medical big data (DMBD) was generated. That
DMBD had a trap gallery for distracting the attacker and
securing the original MBD. Several cryptographic meth-
ods are depicted in Figure 8.

Yibin Li et al.** proposed an intelligent cryptographic
approach that separately stores the files in cloud centers.
That proposed approach was named as Security-Aware
Efficient Distributed Storage (SA-EDS) model. In that
model, the user data were prepared into an alternative
process for separating the sensitive and normal data, and
the normal data were assigned to a single cloud server.
In contrast, sensitive information was assigned to two

cloud centers. The separated data were processed by
Alternative Data Distribution (AD2) algorithm and
Secure Efficient Data Distributions (SED2) Algorithm.

To improve data privacy in the cloud, G. Prabu
Kanna & V. Vasudevan®® proposed a fully homo-
morphic-elliptic curve cryptography (FH-ECC)-based
encryption algorithm. The data were converted into
cipher format using the ECC algorithm in that proposed
algorithm. Moreover, the FH was applied for data
encryption before storing. In that approach, the cloud
service providers have verified the access control policy
before sending the encrypted data to users. After that,
the implicit multiplication and addition were executed
on cipher data converted into original data through the
decryption algorithm.

In order to meet the performance need of big data in
both cloud computing and mobile cloud, Lo’ai,
A. Tawalbeh, & Gokay Saldamli*® proposed peer-to-
peer cloud system (P2PCS). That P2P structure com-
prises several nodes for running the identical processes
executed through the layers in the architecture. Both the
centralized and cooperative models developed that pro-
posed architecture of cloud systems. That proposed
method was executed in Mobile Cloud Computing
Simulator (MCCSIM) platform.

Mondal, Avijit & Radha Tamal Goswami*’ proposed
an enhanced honeypot cryptographic scheme to
improve data privacy’s performance efficacy. The Gray
Level Co-occurrence Matrix (GLCM) scheme was
adopted for feature extraction in that approach. After
the feature extraction, clustering was done by the fuzzy
k-means clustering method. A CNN classifier carried
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Cryptographic for big data
privacy preservation

Quantum Cryptography
With Pairhand Protocol
[45]

Pairing-Based
Cryptography [46]

Alternative Data Distribution
(AD2) algorithm and Secure
Efficient Data Distributions

(SED2) Algorithm [47]

Figure 8. Cryptography methods for privacy preservation.

out the classification process to examine the attack. At
last, the data encryption was carried out by a honeypot
algorithm that examines multithreaded malfunctions.
Above-mentioned methods, along with their advan-
tages, are illustrated in Table 3.

By examining the K-anonymity, cryptography, and
optimization algorithm-based methods, it is found that
each of these methods has its advantages and disadvan-
tages. Hence, these methods do not provide
a satisfactory solution to data privacy. Nevertheless, all
these methods had some common defects to be solved to

Table 3. Cryptographic methods for big data privacy-preserving.

Fully Homomorphic-Elliptic
Curve Cryptography
(FH-ECC) [48]

Peer To Peer Cloud
System (P2PCS) [49]

Enhanced Honeypoy
Cryptographic Scheme
[50]

cope with increasing attacks. On the other hand, the DL-
based approaches are widely used for the privacy pre-
servation of various data such as speech, text and
images. Due to a large amount of data in the big data
environment, the DL approaches are preferred.

Moreover, the differential privacy preservation
approach has proven privacy guarantee for data analysis
in DL-based models. While using the DL models, some
of the sensitive features of the data are remembered. The
next section will discuss DL-based privacy preservation
in big data analysis.

Author Methodology Application domain

Outcome Advantages

Vijey Quantum Cryptography With Pair Mobile data centers
Thayananthan hand Protocol
& Aiiad
Albeshri IN
2015%
Hadeal Abdulaziz ~Pairing-Based Cryptography Medical big data
Al Hamid et al.
IN 2017
Yibin Li et al. in  Alternative Data Distribution (AD2) Big data storage in
2017* algorithm and Secure Efficient cloud computing

Data Distributions (SED2)
Algorithm.

Fully Homomorphic-Elliptic Curve
Cryptography (FH-ECC)

G. Prabu Kanna &
V. Vasudevan
in 2019%

Lo’ai,

A. Tawalbeh, &
Gokay Saldamli
in 2019

Mondal, Avijit &
Radha Tamal
Goswami in
2021%

cloud data

Peer-To-Peer Cloud System (P2PCS)  Big data privacy and

security

Enhanced Honeypoy Cryptographic
Scheme

Cloud security

Privacy preservation of

Complexity is reduced by increasing the
length of g-bits

Minimizes the computation
and improves efficiency

Reduced cost for a higher number of
operations

The original MED is
accessed after
verification

Shorter data processing
time than AES

Lower execution time

Lower execution time for
increasing text size

Encryption and decryption times are
150 ms and 150 ms for 256 keys, and
execution time is 0.1s for 8192 text size
Power utilization is 0.311 mW and delay is Power consumption
0.468 ms for 0.5 packet size reduced about 75% than
cooperative models for
different data size
Improved attack detection
and security

Accuracy is 95.2842, precision is 93.1246,
F-measure is 0.9644, sensitivity and
recall is 100




Privacy preservation methods for deep learning
in big data

Often, the big data comprises multiple healthcare
data or financial field and deals with multiple orga-
nizations. Thus, the necessity of providing sufficient
data without compromising privacy is a challenging
issue; thus, DL approaches are employed to cope
with such deficiencies. The DL-based methods play
an important role in big data environments due to
their proficiency in discovering valuable data and
information hiding. The conventional methods use
cryptographic and anonymization tools for preser-
ving big data privacy, but they are not sufficient to
cope with the emerging big data environment.
Hence in this section, several privacy preservation
methods using DL are examined. Several DL-based
privacy preservation approaches are depicted in
Figure 9.

To improve the performance of big data featuring,
Qingchen Zhang et al.*® proposed a deep computation
model (DCM) on the cloud. Furthermore, the Sigmoid
function as a polynomial function was approximated in
that model, and the BGV encryption scheme was used for
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securing the private data. A back propagation algorithm
trained the deep computational model. The experimental
results reveal that the proposed method improves the
training efficiency by 2.5 times higher than conventional
computational models.

Recent advances in the internet of things (IoT) are
developed with tremendous technologies in commu-
nication. The large in IoT is also referred to as big
data; hence to facilitate feature learning in big data,
Qingchen Zhang et al.*’ proposed a double-
projection DCM (DPDCM). That proposed model
adopts double projection layers instead of hidden
layers in the DCM. A learning algorithm was used
for the training of the projection layer. Moreover,
cloud computing was adopted to enhance training
accuracy through crowdsourcing data on the cloud.
A privacy-preserving model was suggested based on
BGV encryption to improve data privacy. Due to the
remarkable developments of DL in the medicine and
healthcare domain, NhatHai Phan et al.>® proposed
a private convolutional deep belief network
(pCDBN). The DBN was designed by -differential
privacy and Chebyshev expansion in that approach.

Deep learning based big data
privacy preservation

Deep computational
model
[51]

Double-Projection Deep
Computation Model
(DPDCM) [52]

Private Convolutional
Deep Belief Network
(pCDBN) [53]

Deep learning
[54, 55, 57]

Figure 9. Deep learning-based privacy preservation.

Feedforward-Designed
Convolutional Neural
Networks [59]

Privacy preserving DL
[60]

Privacy Preservation
as a Service (Ppaas) [61

Multi-Scheme
Differential Privacy
(MSDP) [62]
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Nick Hynes et al.”' proposed a novel DL framework,
Myelin, for improving data privacy in various domains.
That proposed model was enabled by employing a Myelin
enclave in an enclave-enabled device facilitated with
remote attestation to provide a secure communication
channel. While training, the clear text data and para-
meters were located in enclave memory to safeguard
them from observation. Tensor Virtual Machine (TVM)
was adopted with the myelin model for improving system
accuracy.

The cloud-based solutions aid the DL approach on
mobile devices. Thus, Ji Wang et al.>® proposed a cloud-
based framework Arden that separates the deep neural
networks (DNN) across the cloud data center and
mobile devices. In addition, a lightweight privacy-
preserving algorithm comprised of data nullification
and random noise addition was suggested for securing
sensitive data. Results obtained from that proposed fra-
mework reveal that interference performance also
improved besides privacy. Le Trieu Phong et al.>* pro-
posed a privacy-preserving framework through homo-
morphic encryption to improve data privacy with higher
local data information data accuracy.

Lingchen Zhao et al.>* proposed a DL approach to
privacy preservation by reducing data leakage. That
proposed model enables deep learning by allowing
data sharing among all the participants. A novel
scheme of SecProbe was modeled in that system for
model parameter sharing among the participants. In
addition, a polynomial form of the objective function
was derived in the neural network with two loss
functions. In that mode, both the server and the
participants formulate their models and initialize
the parameter before learning starts. That proposed
method was investigated under several levels of priv-
acy budget for different datasets, and accuracy was
estimated by mean relative error (MRE). The hetero-
geneous big data processing is a big challenge in
machine-learning approaches; hence, Leijie Zhang et -
al.> proposed a hierarchical fuzzy neural network for
big data privacy. The two-stage optimization algo-
rithm trained that proposed system.

De Li et al.”>® proposed a feed-forward designed con-
ventional neural network (FF-CNN) along with differ-
ential privacy subspace approximation with adjusted
bias (DPSaab) for securing training data. The FF-CNN
had a single epoch using a data-centric approach. In the
DPSaab approach, the Laplace noise was added for fil-
tering to secure the training data. The DL is one of the
remarkable applications in the medical sector; hence to
enhance the security of DL, Joohyung Jeon et al.>* pro-
posed a novel DL framework. In that framework,

multiple geo-distributed platforms with a central server
were built. In that framework, each platform had
a hidden layer and owned dataset trained by minibatch.

Several methods are suggested for the privacy preser-
vation of big data. However, some of the parameters
defined the performance efficacy of those methods. In
this regard, M.A.P. Chamikara et al.”” proposed a new
framework, privacy preservation as a service (PPaaS).
That proposed method comprises several data perturba-
tion methods for several applications for altering input
data before transferring it to third-party sources. After
examining different data perturbation methods, that
proposed method elected an efficient perturbation
approach. Besides, the fuzzy logic was applied with that
model for deriving the final score.

The human action recognition model produces an
enormous dataset from IoT for facilitating data sharing
among different data providers. With this regard,
Kwabena Owusu-Agyemeng et al.”® proposed multi-
scheme differential privacy (MSDP). That proposed
scheme was developed based on Secure Multi-party
Computation (SMC) and -differential privacy. The
CNN structure was modified with the max pooling
and rectified linear units (ReLU) to improve classifica-
tion accuracy. Moreover, the polynomial approxima-
tion of batch normalization was integrated with ReLU
when substituting max pooling with a sum pooling.
These methods show the benefits of DL in big data
analysis and also the drawbacks of that methods. This
method verified that the DL methods had provided
considerable performance efficacy in a big data envir-
onment rather than K-anonymity and cryptographic
methods. The methods mentioned above and their
advantages are illustrated in Table 4. Several
approaches for big data privacy are depicted in
Figure 10.

In order to preserve the differential privacy in DNN,
NhatHai Phan et al.>® proposed an adaptive Laplace
mechanism. That proposed approach focuses on both
the privacy and noise injection into the DNN based on
the training epochs; moreover, the activation function of
ReLU was used. That proposed mechanism was tested
on MNIST and CIFAR-10 datasets. The cyber-physical
system (CPS) comprises heterogeneous sources of dif-
ferent smart systems. The interaction among these sys-
tems leads to information leakage to unauthorized
access. Hence to overcome such difficulties, Marwa
Keshk et al.°® proposed an independent component
analysis (ICA) technique that converter the original
data set into a new structure. The performance of that
proposed method was evaluated under different perfor-
mance measures such as accuracy, privacy index, and
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'Different approaches for big data
privacy preservation

Adaptive laplace
mechanism

[55]

Independent Component
Analysis (ICA) technique [56]

Secured map
reduce layer [57]

Figure 10. Approaches for big data privacy.

detection rate. The results demonstrate that the pro-
posed method outperforms the existing machine-
learning algorithms.

To provide efficient data security to structured and
unstructured data, Priyank Jain et al.°’ proposed
a privacy and security layer between Hadoop
Distributed File System (HDFS) and the map-reduce
(MR) layer. That proposed layer was secured map-
reduce (SMR), which was developed based on
a lightweight encryption process. The data traveled
through HDFS to the MR layer in that system and
were encrypted in the MR layer.

M.A.P. Chamikara et al.>* proposed optimal geometric
transformations-based privacy preservation algorithm. In
that algorithm, they alter the dataset through multidimen-
sional geometric alterations. That proposed algorithm
enhances the data security by choosing the best perturba-
tion parameter. That proposed algorithm was tested on
different datasets collected from different domains. By
analyzing the results, it was verified that the proposed
algorithm consumes less time for increasing attributes.

An effective physical data sharing method facilitates
the function of industrial IoTs, which hold the sensitive
information of multiple components. Thus, the data
leakage is a threat to the entire system. Hence to over-
come this, Xu Zheng et al.*’ proposed a privacy-
preserving data-sharing framework. That proposed
data framework facilitates data sharing under requests,
and the uploaded contents were perturbed to preserve
the contributors’ sensitive state. In addition to that

Optimal geometric
Transformations [58]

optimized Data Collection
algorithm and Joint Optimized
Data Collection algorithm
[59]

Differential Privacy
Scheme Based On
Quazi-identifier
Classification [60]

Independent Optimized Data Collection algorithm and
Joint Optimized Data Collection algorithm were pro-
posed for data sharing in different scenarios.

In the field of data publication, data privacy is the
major issue, to overcome this, Si Chen et al.** proposed
a differential privacy scheme based on quazi-identifier
classification. In that approach, data privacy was accom-
plished by data collection, grouping, merging and noise
adding. Furthermore, the flexibility and privacy were
improved by merging the Laplace approach and expo-
nential mechanism. Above-mentioned methods are illu-
strated in Table 5.

The differential privacy preservation methods pro-
vide data security against various attacks in the DL.
The differential privacy preservation methods enable
the end-to-end learning system with features and classi-
fiers learned simultaneously. Several methods for DL
differential privacy preservation are depicted in
Figure 11.

The DL methods enhance the use of an end-to-end
learning approach along with features and classifiers.
The DL uses multiple layers to perform learning and
classification. The DL has the ability for data abstrac-
tion from different sources. Thus, it is considered
a promising solution for privacy preservation in big
data. At the same time, data leakages may occur in
the DL due to the overfitting, which means that the
model memories some data about training data. In
most cases, the attacks in DL occur during the training
and prediction phase; attacks during this phase are
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P

Different privacy preservation
‘ methods for deep learning

Multi-key privacy

preservation [69]

_
f —

long short term memory

/ Multi-scheme privacy
/ preservation [75]

(LSTM) encoder- decoder Hybrld deep learning [76]
[70] /
D1ffere1?tlally pnvat.e Crypto-DNN Cloud
generative adversarial Security [77]
network (dp-GAN) [71] v
Stochastic Gradient /
Descent (SGD) Algonth » > Gaussxan differential privacy
[72] /
Privacy Preserving Relevance-based adaptive
DL Model (PDLM) [73] noise imposition [79]

preservation [78]

Local Differential Privacy
Preservation Algorithm

[74]

Figure 11. Differential privacy preservation for DL.

explained in section-3.1. There are several methods
developed for differential privacy preservation in DL;
some of them are discussed below.

Ping Li et al.®* proposed a multi-key privacy-
preserving mechanism for DL in cloud computing.
In that proposed method, multi-key fully homo-
morphic encryption (MK-FHE) and an advanced
method of fully homomorphic encryption (FHE)
were adopted. The FHE facilitates the computation
of two plaintexts through the ciphertext without
decryption. Moreover, the FHE comprises four algo-
rithms: key generation, encryption, decryption, and
evaluation algorithm. The DO encrypts the data
before forwarding it to the cloud server during the
initialization process. After that, the DO gets the
public parameter for producing private and public
keys in the data uploading phase. In the training
phase, the cloud server processes the data received
from the DO then the learning results are obtained.

Ismini Psychoula et al.*® proposed a long-short-term
memory (LSTM) encoder-decoder for assisting ambient
assisting living (AAL) environment. That proposed

LSTM neural network was learned for encoding the
inputted variable-length sequence into the fixed-length
That proposed method protects the data
through the disclosure, removal, and generalization pro-
cesses. That proposed method facilitates the data encod-
ing and decoding accordingly, thereby securing personal
information.

In order to facilitate the large data analysis, Xinyang
Zhang et al.”” proposed a differential privacy preserva-
tion method. The data curator published a deep genera-
tive model for analyzing the synthetic data for arbitrary
analytics tasks in that model. In that paper, the differ-
entially private-generative adversarial network (dp-
GAN). That proposed model was suitable for a large,
broad range of privacy preservation applications.
Moreover, multi-fold system optimization was applied
in that network to enhance privacy and sensitivity. The
data curator published a deep generative model trained
by original data, and the analyst produced an unlimited
amount of synthetic data for arbitrary analysis. In that
approach, the gradients of all parameters were clustered
to examine the norm, and the global clipping scheme

vectors.



minimizes the privacy budget spent and increases ran-
dom noises in the system. The parameter clipping
bound minimizes the budget in every iteration.

Le Trieu Phong and Tran Thi Phuong®® proposed
a privacy-preserving DL for activation function. The
stochastic gradient descent (SDG) algorithm was used
as a machine-learning method in that proposed
approach. That proposed method adopts two models
of privacy preservation, such as sever aided network
topology (SNT) and fully connected network topol-
ogy (FNT). In the SNT model, the connection
between server and trainer was made through the
transport layer security (TLS) channel. Moreover,
a secret key was shared between the trainers to
keep the server’s secret. The weighting vector needed
to be initialized and then carried out by the trainer.
Then, each client holds the updated weight vector at
each round and adopts the testing dataset to check
the accuracy.

Xindi Ma et al.”” proposed a privacy-preserving DL
model (PDLM) to resolve privacy issues through public
key data encryption. In that approach, the SDG was
adopted for privacy preservation calibration. The distrib-
uted two trapdoors with public-key cryptosystem (DT-
PKC)-based PDLM was modeled in that paper. The data
owners (DO) were registered during the initialization pro-
cess, and the key generation center (KGC) collaborated on
the one-to-one key generation with DO. After that, the
secure socket layer (SSL) or TLS was used for secure com-
munication. In order to provide the local privacy preserva-
tion in DL, Pathum Chamikara Mahawaga et al.%?
proposed a local differential privacy preservation algorithm
referred to as LATENT for the training process. That
proposed algorithm facilitates the addition of a random
layer before the data is sent to data owners. Moreover, the
randomization module was used as an NFV privacy pre-
servation service controlled by the software-defined net-
work (SDN).

Owusu-Agyemang Kwabena et al.”” proposed a multi-
scheme privacy preservation method for DL in cloud
computing. That proposed approach enables the scalable
execution of neural networks to the MSCryptoNet. In
addition, the activation function approximation methods
were adopted in that model, which had a lower degree of
polynomials. In that paper, the honest-but-curious model
was adopted for information derived from encrypted
data. That proposed model designed a collaborative priv-
acy preservation model, in which many parties having
sensitive data can learn a model for datasets.
Furthermore, that proposed approach yields a better
approximation of MSCryptoNet through the approxima-
tion of the ReLU function.

1.70
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Seyed Ali Osia et al.”' proposed a hybrid DL archi-
tecture for privacy preservation that model break down
the large and complex neural network. In addition, the
Siamese fine-tuning for preparing the features is more
appropriate for the main task. Moreover, three models
were designed for privacy verification of the proposed
model. In order to satisty the privacy preservation of
data transferring various domains through several inter-
actions, P. Abirami & S. Vijay Bhanu’? proposed crypto-
DNN cloud security. Zhaiqi Bu et al.”’> proposed
a Gaussian differential privacy preservation method for
DNN for training the dataset with personal information.
The f-differential privacy preservation approach was
adopted to enhance privacy preservation in that pro-
posed approach. That proposed method was implemen-
ted with several datasets like MINST, text classification,
adult income and data from the recommender system.
In order to enhance the data privacy and utility, Maoguo
Gong et al.”* proposed a relevance-based Adaptive Noise
Imposition method for preserving privacy in DNN. That
proposed method was developed based on Layer-wise
Relevance Propagation (LRP), which avoids the relevant
messages in the neuron layers. Stochastic gradient des-
cent (SGD) was adopted for optimizing the loss function
in a neural network.

Differential private DL schemes provide an efficient
output from the DL without causing significant differ-
ences when adjacent datasets train the model. The major
aim of this method is to provide privacy protections for
the data. In order to achieve this, the privacy-preserving
mechanism is applied to different layers of the DL. This
section analyses the privacy preservation mechanisms
applied to different layers of the DL. Differential privacy
at the input layer is carried out through pre-processing of
datasets, and the data curator creates a synthetic dataset.

Gergely Acs et al.””> modeled training data generator
distribution (GD) by adding a set of K-generative neural
networks. That combined model was trained together
and learned GD of the dataset. In that approach, the data
were grouped into several clusters by differentially pri-
vate kernel k-means. After generating clusters, they were
transferred to variational autoencoders or restricted
Boltzmann machines and trained by differentially pri-
vate gradient descent. That processing step results in
k sub-models that were learned feature details with
higher efficiency. The above methods indicate privacy
preservation in the input layer of DL models.

Reza shokri et al.”® proposed a novel framework to
facilitate multiple parties to learn the neural network
without transferring the input dataset. That proposed
method facilitates participants to train their datasets
independently and share the small subsets during
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training. By using that proposed model, the user can
secure their data and increase learning accuracy. The
major issue in that approach was noise addition and
increased training iterations. The noise addition influ-
ences the balance between accuracy and privacy.

Bobby Wagne et al.”” proposed a novel framework for
improving privacy preservation in DL. That proposed
method represents valuable representation based on the
commands and tensors. In order to forward the data to
other workers was defined by spatial classes that were
achieved by syftTensor. The syftTensor defines the
transformation and combination of data in the network.
In particular, the stochastic gradient descent (SGD) was
applied, and training was done in phases.

Nicolas et al.”® proposed a semi-supervised knowl-
edge transfer for privacy preservation in the output layer
of the DL model. The private aggregation of teacher
ensemble (PATE) model was adopted in that approach
that combines black-box fashion with multiple models.
That proposed method benefits from semi-supervised
knowledge migration to provide training data privacy.
In this way,”” proposed a method to enhance the novel
method that trains a large number of models by gather-
ing disjoint datasets from the sensitive training dataset.

Xiaofeng ding et al.*® proposed perturbed iterative
gradient descent optimization (PIGDO) algorithm-
based privacy preservation method. In addition,
a modified moment accountant (MMA) approach was
adopted to minimize privacy losses. In that model, ‘lot’
was used for noise addition, different from the comput-
ing process. Above mentioned methods are illustrated in
Table 6. The overall analysis of privacy preservation
methods for DL is illustrated in Table 7.

Problem formulation

In order to enhance the scalability of the
K-anonymization approach in,*® the L-diversity
approaches are combined together  with
K-anonymity in.”” Tt is found that the information
loss was taken as the major objective in*” but it has
high computational complexity. Hence to avoid this,
the cluster-based approach was suggested in.”® The
K-anonymity approach used in*” was not suitable for
attributes. The privacy preservation
approach used in’° has not provide privacy for indi-
vidual datasets but the method used in’' is suitable
for providing data privacy for individuals. However,
the method suggested in>* had not improved the data
privacy. The methods suggested in*®7>°7%*7%> were
not offers considerable security to the data against
information loss. In order to improve the balancing

sensitive

between data privacy and utility, the DNN was sug-
gested in’* but it was not suitable for hybrid DL
models. In order to ease the computation complex-
ities in several K-anonymity-based approaches, the
optimization algorithm based methods were sug-
gested in.***®*® The GWO-CSO’® and DF-PSO*’
provide the balance between data utility and privacy.
In most of the cases, the K-anonymization
approaches were adopted with optimization
algoirthms for optimum selection of K-anonymity
levels. The game theoretic approach®® was used for
selecting optimum K-anonymization levels, whereas
the losses during optimum selection of
K-anonymization was minimized in.*' In big data
platform, the data privacy and utility were improved
by cryptographic methods. The method suggested
in** separately store the data in cloud centers that
facilitates the separation of normal and sensitive
data. The sensitive data were assigned to two cloud
centers that were processed by two separate algo-
rithms that increase the computational complexity
hence to avoid this, the encryption algorithm was
suggested in.*

The big data contain several information like speech,
text and images, thus to enhance the privacy preservation,
DL models were suggested in.**>*"77"%' In order to
enhance the training of the DL layers, double projection
layer was adopted in* that was trained by learning algo-
rithm. Moreover, the network used in® was modeled by
Chebyshev expansion, which was not suitable for cloud and
mobile centers. The network used in** was suggested for
cloud environments, whereas the framework provided in*?
separates the DNN across the cloud and mobile devices. In
order to facilitate the use of big data in IoT, the DPDCM™*
and MSDP*® were suggested. The methods suggested in>
results data losses hence to avoid this, SecProbe scheme™
was suggested. The heterogeneous big data processing was
a challenging task thus to accomplish this,” proposed
a fuzzy neural network. The methods used in>>*"* were
improving data security. These methods were not secure
against several attacks in the layer. The secure layer was
provided between HDFS and MR in®' moreover, the data
security enhancement was provided by geometric algo-
rithm in.*> But these methods does not improve system
accuracy and reduce data loss. Thus, several methods for
improving layer privacy were reviewed in”""*7®”” in which,
the data loss was minimized by SDG in.”* These methods
were not specific for different types of layers in DL. Hence,
to separately focus on different layers, K-generative neural
network,”” PATE”® and PIGDO® were adopted. These
methods provide differential privacy in each layers but
data leakage and data utility were not focused.
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Future work

By considering the current necessity and existing meth-
odologies, the future scope for the differential privacy pre-
servation method may focus on system robustness with an
efficient balance between data privacy and utility. The
future work of differential privacy preservation in DL
must cope with multiple iterations of high-dimensional
data. Alongside, the precise privacy budget scheme must
be adopted to facilitate a variety of applications. In order to
achieve this, concentrated differential privacy preservation
methods are preferred. On the other hand, the security of
differential privacy preservation methods is enhanced by
large datasets, thereby reducing overfitting. Thus, future
work will be carried out in modeling advanced hybrid
models to encrypt the confidential data to reduce the
computational cost. The noise level has a great impact on
system accuracy; thus, future work will focus on modeling
hybrid approaches for noise addition.

Conclusion

The technological advancements used the digital platform
for data communication simultaneously, and data privacy
is a prime concern. The data associated with several fields
must be processed securely with information leakage. For
analyzing a large amount of data, the DL methods are
adopted. At the same time, several attacks related to these
methods damage the data communication, especially in the
case of the big data platform. Thus, DL privacy preservation
has become an important research area due to the privacy
concern of a large amount of private data. If an attacker
accesses personal information, it will cause data loss to
users. Moreover, the information leakage in DL is hap-
pened due to internal and external factors. Thus, an effec-
tive approach toward privacy protection schemes greatly
influences the enhancement of privacy preservation in DL.
Several privacy preservation methods are reviewed in this
work and their pros and cons. The methods reviewed in this
paper are classified based on anonymization, optimization-
based approaches, and cryptographic methods. Moreover,
several possible attacks related to DL were recalled. We can
conclude from these papers that DL-based methods are
more effective than other classic methods.
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