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Abstract— Cloud computing platforms constructed on
Trusted Computing Technology are commonly referred
to as trusted cloud computing. The core component of
this technology is known as Trusted Platform Module
(TPM). Its specifications are given by the consortium
known as Trusted Computing Group (TCG). Though
TPM is an immovable module and is fixed inside any
computer, yet its credentials can be shared with other
devices. This paper presents the accessibility model for
Virtual Machine (VM) of a distributed trust protocol
which is based on TPM, through which consumer’s
credentials are shared to other trusted devices. These
credentials essentially describe the integrity of VM.

Keywords— Trusted Cloud computing, Distributed
Trust Models, Virtual machine integrity

I INTRODUCTION

Cloud computing is a new way of outsourcing IT services as
an online service. Although varying to the field of
distributed, cluster or grid computing the use of the Internet
in cloud computing separates it from the cluster and the grid
computation. As per the terminology of cloud computing
implies, the word cloud refers to the Internet that rawhides
the basic enigmas of cloud computing users and conveys the
seamless thinking of accepting Information Communication
Technology (ICT) computation facilities from the cloud
service provider (CSP). The domain of cloud computing
includes three components namely Cloud Infrastructure,
Cloud Provider and Cloud Consumer. Cloud computing
services are used in other forms of conveyance such as
Software as a Service, Platform as a Service and
infrastructure as a service. According the definition of SaaS,
code and databases furnished to several clients. In PaaS,
software development platform is provided. IaaS allows the
consumer to produce a complete and fully functional virtual
machine with network capability, data storage devices, CPU
or GPU processing, run time memory and almost all other
resources needed for integration.

979-8-3503-3531-6/23/$31.00 ©2023 IEEE

Cloud services can be used likewise we use utilities in our
daily life i.e. pay what you use. [aaS model is a fundamental
layer for the cloud environment. At this layer computing
resources are designed for virtualization purposes, in order
to achieve widespread distribution and deployment. Due to
high deployment, there is a high risk of security attacks and
it is very difficult for a cloud buyer to rely on such a multi-
tenant site. Cloud computing and IaaS security issues such
as data security and privacy, trust, multiple tenants, damage,
and data leaks, malicious VM etc are shown in [2] and [3].
Caring these issues it is very difficult for the consumer to
rely on the infrastructure provided to the consumer. User
stores data in bought machines (VM) swung on the provider
facet for processing and other purposes. It is important to
examine the cloud equipment for privateness and integrity
before, after and at some stage in VM implementation. The
literature reviewed for this motive conveys the clean impact
that there may be a loss of such structures that permit the
user to discover a VM controlled with integrity and
privateness. In the IaaS framework all environmental safety
measures are done via way of means of the provider, so the
user ought to depend now no longer best on his or her
infrastructure however additionally on his or her personal
countermeasures. Here the query arises of believe
withinside the protection supplied via way of means of the
issuer. The visible infrastructure provided to the user is
below the bodily manage of the provider and may be
accessed via way of means of the provider through a unique
hypervisor domain. In the [4],[5],[6] and [7] trust models
are developed are based on the infrastructure of provider.
Although in those fashions it interferes with dependable
Hardware which includes Hardware module (TPM)
hardware and software program are exploited however this
can't be taken into consideration dependable as TPM is
below the bodily manage of the provider. What If the
provider is untrusted and no one knows how the trust is said
to be established. A maintaining approach is needed to fill
this mistrust.
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FIGURE 1 GENERALIZED ARCHITECTURE OF DISTRIBUTED TRUSTED CLOUD COMPUTING PLATFORM

It has been assumed withinside the literature that via way of

means of permitting the user to manipulate and put in force
counter-measures, the user self assurance withinside the
cloud may be set up as in [4]. This work is the extension of
[8]. Authors proposed a novel technique to increase the trust
in the cloud service, the user to take part withinside the
safety of cloud-primarily based totally VM. It continues to
be allotted among provider and user. According to the
patron he makes use of his infrastructure to make counter-
security features and test the integrity and confidentiality of
the rented VM held via way of means of the provider. The
principal aspect of [8] is a tamper-evidence chip referred to
as the Trusted Platform Module (TPM). The studies
paintings is blanketed withinside the Trusted Computing
Group (TCG) rules. This research work extends the
contribution made by the authors in [8\ by providing the
centralized accessibility to access the hosted VM. The
bottleneck of [8] is inaccessibility of hosted VM from
different clients. It is in contrast to the nature of the cloud
that cloud can be accessed from anywhere. According to the
specifications of TCG [9], TPM is immovable hardware
chip but, its credentials can be shared with other devices.
So, by exploiting the movability of TPM’s credentials, we
propose a naive technique to provide client-centric trust
mechanism for cloud computing. By doing so, hosted VM
can be booted with trusted technology from anywhere and
from any device.

According to [10] TPM might be a de facto regulation on all
computer systems soon. This prediction supports this
research work. In [11], it is reported that in the near past,
millions of TPM chip has been embedded in personal
computers that are underutilized so far. This model will let
the users of cloud computing to fully utilized the TPM chip
for the security of cloud environment. Authors have utilized
de facto hardware component for enhancing the trust in
cloud computing. Figure 1, above depicts the scenario of
this proposed model for Cloud. In this illustration, there are

two sides of the picture. The right side of the picture shows
the cloud computing environment at the provider side.
Whereas the left side of the picture shows the cloud
computing environment of the consumer side. The
consumer has a computer machine through which he/she
uses the cloud services and tamper proof hardware chip
Trusted Platform Module (TPM) is also attached to it.
Trusted computing services are active on the consumer side
environment. The right side of the figure above shows the
provider environment in which consumer virtual machines
are hosted and running. In the Management VM of the
provider, side supports the facility of consumer-centric trust
mechanism and carries out the communication between the
consumer and provider. Each person VM is supported
through relied on era of the TCG and digest values
calculated through SHA-1 all through boot method are
dispatched to the person and person securely saves the
values in PCRs of the user TPM.

II. LITERATURE REVIEW

Trust is an vital fragment of cloud computing because cloud
user has to store data and perform some sort of computation
by outsourcing the third party infrastructure. There are a few
approaches thru which agree with in cloud computing may
be better consisting of with the aid of using dispensing the
obligation of making use of safety countermeasures among
the customer and the company. Security duty distribution is
also considered as in [6] authors have designed multi-
tenancy relied on computing surroundings version
(MTCEM) in which the company is chargeable for the
safety of host and VMM and customer is chargeable for the
safety of VM and the transitive agree with is commenced
from OS loader as a substitute from TPM. Based on TCG
specifications, TPM is designed for a single OS and one
physical platform to work with. Virtualization technique at
IaaS layer enables to use TPM in cloud environment. For
the virtualization of TPM, IBM applied full specifications of
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TCG [12] named vTPM. Authors included vIPM into
hypervisor that makes the capabilities availability of TPM to
the digital times walking on a hypervisor. vIPM is likewise
used in [5] Private Virtual Infrastructure (PVI) to offer the
basis of agree with for digital infrastructure. PVI stocks the
duty of safety among the company and customer. Trust also
can be better with the aid of using letting the customer
realize approximately the integrity of the platform as a
Trusted Virtual Environment Module (TVEM) [4]. TVEM
is a proposed software program module on the digital
surroundings of the customer on company’s infrastructure
that we could the customer confirm the host platform and
digital surroundings for agree with worthiness. After
verification outcomes are stated to the customer. It also
claims to solve shortcomings of vIPM. Trust as a Service is
proposed in [13]. Conferring to the Cloud Security Alliance
(CSA) provider company have to have much less duty for
the safety in laaS version. In cloud, customer desires
reporting and know-how approximately the integrity of
rented VM that the configuration isn't always modified with
out the consent of customer. [14] provided a tool over which
integrity of infrastructure may be measured periodically. It
additionally presents faraway attestation cloud computing
infrastructure. Trusted Cloud Computing Platform (TCCP)
proposed in [7] and applied in [15] the user could use the
laaS offer in closed field for execution of machines (VM)
and it additionally lets in the customer to prove the platform
and determine either to release machine (VM) or not at the
host platform. It desires a Trusted Virtual Machine Monitor
and the Trusted Coordinator. TVMM thwarts privileged
customers to get admission to the other person machines
(VMs) and additionally offer inaccessibility to most of the
VMs which can be execute beneath the node. The protocol
additionally facilitates to decide whether or not VM is
released on a relied on node. IBM provided Trusted Virtual
Datacenter (16) includes TPM, vTPM, sHype and cloud

control software program for robust isolation and integrity
security. Allowing the person to confirm the infrastructure
at the provider aspect with the aid of using the usage of
Trusted Computing is in general endorsed and considered
withinside the literature. Our research work is mainly
engrossed on laaS layer for consumers lease virtual
machines on the infrastructure of the provider. The
separation in security duty [6]. Any malevolent action from
provider drive maltreatment the cloud provider be the
probable barricade in the acceptance of cloud computing.
Another there ought -to be a cloud computing model does
not be subject to upon the structure of the provider for trust
in the cloud infrastructure. Trusted computing technology
used in cloud computing platforms exist in literature [3],
[13], [14]. Most of them have employed physical TPM at
cloud provider level [15], [16], [17] and some of them have
employed virtual TPM at consumer side [11], [10]. There
also exist some trusted platforms that are distributed
between consumer and provider [18], [9], [19]. Authors in
[14] propose a security framework for the life cycle of the
virtual machine and the framework is based on trusted
computing. Cloud Security Alliance [20] suggests that the
provider must have a lesser duty to secure the cloud
computing environment and involve the consumer more in
securing the cloud computing platform. In [19] authors
present the protocol to measure the integrity of the cloud
infrastructure periodically. The protocol enables the
consumers to know about the trustworthiness of the cloud
computing platform.

Authorized licensed use limited to: Carleton University. Downloaded on June 10,2023 at 06:37:08 UTC from IEEE Xplore. Restrictions apply.



III. METHODOLOGY

In this research, we propose a novel technique to access
VM in distributed trusted cloud computing that is presented
in [8]. This aims to give the pervasive accessibility of the
cloud from different types of clients machine. [8] has not
facilitated users to access the guest VM from different
clients. That’s the bottleneck of their research work. Thus,
we propose a new model for accessibility of guest VM.
According to this research, the cloud user may have
computing device having a Trusted Platform Module (TPM)
chip attached. It should be noted that [11] millions of these
chips are already integrated with all the end user devices.
Keeping this fact we propose such a user centric trusted
platform. In this paper authors consider the process of
TCG’s Trusted Boot Process for a VM at provider’s
infrastructure. According to the method of trusted boot, all
the crucial parts of VM such as BIOS, Boot Loader, OS
kernel, OS etc. are measured (hashed) during the boot

Cloud Consumer Infrastructure

TPM jiTPM

IBM, Microsoft etc. This consortium follows that TPM is de
facto standard hardware components in computers. So, it is
worth mentioning that availability of TPM chip on every
computer is not a big issue. Trusted Platform Module is a
fiddle resistant chip or a crypto- coprocessor that is
embedded on computing devices. it is based on the
specifications of Trusted Computing Group (TCG). It
performs cryptographic functions to provide many security
services to the end-user of a computer. TPM can generate
cryptographic keys and store them as well. Furthermore,
cryptographic keys can be used

for device attestation and device integrity checking. For the
purpose of device attestation its unique RSA key is used.

B. Trusted Boot Process of a VM

In this paper authors consider the process of TCG’s Trusted
Boot Process for a machine (VM) at provider’s side. In the
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FIGURE 3 VM INTEGRITY CHECKING ALGORITHM IN DISTRIBUTED TRUSTED CLOUD COMPUTING PLATFORM

process of VM and measurement values (hash values
calculated) are stored in tamper resistant hardware chip. In
the proposed architecture TPM resides at the consumer side.
After some time upon the consumer restart procured
computer (VM), the measured (hashed) values of the
machine (VM) i.e (BIOS, Boot Loader, OS kernel, OS etc.)
are checked with the measurement values of the previous
boot process. If values are not same it can be said that VM
components tamper. These values play a significant role in
the integrity measurement of VM and in the following
discussion.

A. Trsuted Platform Module

Trusted Platform Module TPM [17] is a fiddle resistant
hardware fixed on every computer machine. A worldwide
consortium is known as the Trusted Computing Group
(TCG) (18) is a group of corporations such as HP, Intel,

Trusted Boot, all the crucial parts of VM such as BIOS,
Boot Loader, OS kernel, OS etc. are measured (hashed)
throughout the boot process of machine and measurement
values (hashed values) are stored in TPM. In the proposed
architecture TPM resides at the consumer side. Upon the
event of the restart of the machine, the measured (hashed)
values of machine (BIOS, Boot Loader, OS kernel, OS etc.)
are checked with the measurement values of the previous
boot process. If values are not same it can be said that VM
components are tampered. These values show substantial
part in the integrity measurement of VM and in the
following discussion.

C. Accessibility of Cloud from Different Devices

As per the criteria of a cloud computing model should be
accessible from different devices and locations. Distributed
Trusted Cloud Computing that is based on physical TPM
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makes it unviable because TPM is immoveable chip. To
make the cloud accessible from different devices, VM
values need to be shared with all those devices from which
client wants to access the VM as shown in Figure 3.
Integrity ~Measurement List (IML) contains the
measurement values of VM components in encrypted form
and these values are stored in PCRs of consumer TPM.
These values can be shared with other devices via a
synchronization tool. By doing so, the cloud can be accessed
from different devices. Communication between cloud
consumer and provider is assumed to be safe and trusted as
described in (8). After receiving measurement values of
guest VM consumer can share these values with other TPM
enabled devices as shown in the figure 4 below. It is
necessary to mention that the primary device from which

Guest VM at Provider
Side

Req() Res()

h
Cloud Consumer

FIGURE 4 CENTRALIZED ACCESSIBILITY OF DISTRIBUTED
TRUSTED CLOUD COMPUTING PLATFORM

guest will be accessed is the only single and simple client
machine. This machine can be main and has a responsibility
to share the integrity values of guest VM with other
consumer devices.

No. | From and To Message

Cloud Provider-
1 ~Consumer: {N, Hash (VM,)} Ps}AIKpu»

Main Consumer
2 Machine -> other | { Hash (VM;)} Cs}AIKpu»
terminals

Table 1 Algorithm for Centralized Accessibility

keys and symbols used:

. Public Part of Attestation Identity Key (AIK pup )
. Session Key (S)

. {} AIK,uw Encrypted with AIKu

FUTURE WORK

The future work for the proposed distributed accessibility
model for TPM based guest VM is its implementation and
an empirical validation of the model in a real scenario. The
authors have planned the implementation in Citrix®
XenServer® with OpenStack ™ opensource cloud
computing platform. It will follow the specifications of the
Trusted Computing Group (TCG).

CONCLUSION

Cloud computing is an internet-centric technology for
outsourcing IT services such as software, platform, and
infrastructure. In this research work accessibility model for
the guest VM is proposed. In the proposed model integrity
values of guest VM are shared and synchronized with more
than one authenticated client devices to access the guest VM
from everywhere and anywhere.
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