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     Abstract—The IoT market is continuously expanding, and 

security measures parallel to the growing industrialization has 

drawn the research community’s attention. While several works 

have focused on the different technologies used to protect IoT 

devices, this paper aims to narrow the focus to Blockchain and 

Artificial Intelligence (AI) solutions for security and privacy issues 

faced by these devices. These technologies address two major 

vulnerabilities with edge devices on IoT networks: centralization 

and weak edge nodes. Blockchain provides a distributed system 

that can help avoid a single-point failure and can be used to 

optimize battery life on low-level devices by load balancing. On the 

other hand, AI’s power to learn and adapt is critical to automate 

systems and make them intelligent enough to analyze collected 

data. The combination of these two technologies is capable of 

mitigating multiple challenges IoT architectures face currently. 

The paper discusses the latest major architectures that integrate 

Blockchain and AI to enhance security within the. This paper also 

presents the comprehensive take on the device security and 

drawbacks to these mechanisms. This work also addresses the 

future of security in IoT and suggests different areas that need 

further work to better comprehend how the combination of these 

technologies can assist in enhancing security. 

Keywords—IoT, security, Blockchain, Artificial Intelligence, 

Machine Learning, privacy, decentralization, edge devices 

I. INTRODUCTION 

The Internet of Things (IoT) market, a network of devices that 
communicate and exchange data with each other, has expanded 
over the last decade. IoT devices provide different applications 
such as health care, smart homes, wearables, and smart cities. 
The advent of a wide range of devices requires security that 
matches its capabilities to ensure the safety of the system and 
network. The number and type of attacks carried out against IoT 
devices have increased exponentially. As the need for faster and 
more efficient devices increases, there is a lag in equal 
breakthroughs in IoT security. According to Business Insider’s 
2020 IoT research, IoT devices are predicted to increase to 41 
billion by 2027 [1].  

In order to meet this challenge, we must focus on the security 
strategies that match IoT devices’ hardware and computational 
power to minimize internal or outsider attacks. 

Traditional IoT networks have always faced three big 
challenges: centralization, big data analytics and security. 
Blockchain has been used in IoT devices to explore novel 
security needs and provide a decentralized and distributed 
system. Blockchain is a powerful tool as evident by its use in 
Bitcoin and other cryptocurrencies for security and privacy. 
Blockchain is a distributed database, often called ledgers, that 
connects different systems together using a peer-to-peer (P2P) 
network. Every computer on the blockchain contains the entire 
content of the blockchain, making it computationally infeasible 
to make malicious widescale changes to it. Each node of the 
blockchain contains two parts: the header and the body. The 
header contains metadata such as a timestamp, hashes of the 
block’s data, and the previous block’s header information. The 
body is the core data of the node that is being protected, this can 
range from medical records to monetary transactions [2]. There 
are two types of blockchains: public and private. In public 
blockchains, there can be an unlimited number of anonymous 
users adding to the blockchain and they can read from and write 
to it, however, public blockchains are energy intensive and 
wasteful. Private blockchains are more selective in which users 
they let in; they must be authenticated. Thus, read and write 
permissions to the ledger are restricted to authorized users 
while the owner of the blockchain has total control of the 
system [3]. An example of Blockchain and IoT technologies is 
Telstra, which is a smart home company that includes biometric 
data, blockchain, and IoT to prevent unwanted intrusions [4]. 
Integrating blockchain technology in IoT security tackles the 
centralized architecture that most IoT devices have, which 
causes them to be vulnerable to a single point of failure.  

The internet is a vast source of information and is constantly 
generating enormous amounts of data. IoT devices need to 
process this data and more often than not, has proved to be 
incapable of big data analysis. Artificial Intelligence (AI) is 
capable of mitigating this challenge. The field of Machine 
Learning (ML) and AI has grown over the past decades from 
understanding patterns in large datasets to self-driving cars. AI 
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is an umbrella term that covers multiple concepts such as Deep 
Learning (DL) and ML and uses them to build machines that 
can learn from the large amount of data provided to predict the 
behavior of future data. AI is used in multiple applications such 
as Google Assistant, Amazon Alexa and in different industries 
for fraud prevention, personalized advertisements, and spam 
filtering. An example of ML and IoT coming together is 
monitoring vehicle health. Intangles is a company that 
specializes in this area, predicting when problems will arise to 
be proactive in fixing them [5]. AI methods can help with 
substantial amounts of data since it provides hybrid algorithms 
based on decision trees and statistical approach. The 
combination of these technologies is powerful and can address 
the accuracy, latency, security and privacy of large-scale IoT 
devices.  

     In this paper, we provide different research works and 
solutions that use a combination of blockchain and AI/ML to 
address security and privacy issues. This paper provides a 
relative benchmark for a fundamental understanding of security 
in IoT and how the use of blockchain in conjunction with AI 
can improve it. We will further dive into the benefits and 
limitations of the innovative schemes that have been proposed. 
Finally, the article will discuss the future of IoT security and 
the grounds for improvement in designs that use AI and 
Blockchain. 

      This paper is organized as follows: in section II, we discuss 
the role of AI and blockchain in IoT. In section III, we delve 
into how the combination of the above technologies are used to 
improve security in IoT networks. In section IV, we present past 
work that has used AI-driven Blockchain and Blockchain-
driven AI in IoT applications. Additionally, we discuss the 
challenges and solutions the algorithms or schemes provide. In 
section V, we provide topics that need to be investigated in the 
future for further research. In section VI, we conclude our 
research and finally, in section VII, a list of the abbreviations 
used in this work is provided. 

II. DEFINING THE ROLE OF AI AND BLOCKCHAIN IN IOT

A. Blockchain in IoT Devices 

      Blockchain is a collection of data in blocks connected to 
each other. Each block holds details of the transaction, its own 
hash and the previous block’s hash and the timestamp of the 
transaction. Due to the data in a block, a third person will be 
unable to alter the record without disturbing the entire chain. 
Blockchain technology goes beyond cryptocurrency and 
distributed data storage: for instance, it offers on-demand 
scalability. With the millions of messages sent across the 
network every second, delays are inevitable and can cost people 
time and money. By having a peer-to-peer system, these delays 
are minimized as the requests are spread out over a larger area. 
In addition, blockchain is compatible with several different IoT 
devices. This allows deprecated devices to continue to run on 
the system while new updated devices can share and join the 
same network.  

Blockchain technology is the state-of-the-art solution for 
privacy. Many different approaches are used to preserve 
privacy, one being pseudonyms to reduce the likelihood that 
one’s real identity is leaked. A more prominent approach is that 
all the users have a copy of the entire ledger. Hence, a malicious 
user can only make changes to the ledger if they are able to 
change 51% of the nodes holding the ledger: this has been 
proven to be computationally infeasible [6].  

B. AI/ML in IoT Devices 

      IoT devices, in most cases, act as data-collection end points. 
Very rarely are they capable of comprehending the data or 
analyzing it. The components of any IoT network are capable 
of moving data, but they are not designed to process massive 
amounts of data efficiently. That essentially depends on the 
device’s ability to automate and adapt [7]. The primary goal of 
an efficient IoT device is to sense/read data and transfer it to an 
IoT gateway or edge device where data is sent to the cloud to 
be analyzed or analyzed locally. AI/ML can dramatically 
improve this process by automating IoT devices to behave 
independently without human assistance. In addition, it can also 
make such devices adaptable to the changing environment to 
accept new parameters and react better to new test cases: hence 
smarter.  
      AI uses hybrid algorithms using decision trees and 
statistical approaches to process this data efficiently. This can 
reduce the amount of data on the IoT network since the devices 
are selective and adaptable to the changing environment. Figure 
1 shows how data is moved from the local devices to a larger 
database [8]. The raw data is processed and stored in an 
organized manner in a data lake [1]. AI/ML uses algorithms to 
learn and provide feedback to ensure data refinement. This can 
help avoid fraud and fake data collection from the devices 
which consequently helps improve system security. Therefore, 
AI can optimize feedback learning for attack predictions and 
deploying smart key management systems [8]. 

III. DEFINING THE ROLE OF AI AND BLOCKCHAIN IN IOT 

SECURITY 

A. Blockchain in IoT Security 

All the benefits of Blockchain can be applied to IoT security 
in resulting in major paradigm shift. Blockchain has the 
potential to fill in the gaps that are apparent in the current IoT 
network set up and strengthen the parts of the network that work. 
Blockchain really shines when it comes to data integrity, 
however with the limited processing power on smaller IoT 
devices it is infeasible to run a complete Blockchain on that 
device.  

One solution to this is to have a hierarchy of devices with 
sensors as the leaf nodes. The devices a level above wouldn’t be 
the sensors but machines with relatively higher capabilities that 
could handle the power consumption requirements of a 
blockchain. This approach leaves the data in the leaf devices 
more open to attack, so it would not be ideal for devices carrying 
data such as medical information, but for less private data such 
as temperature sensors, this solution would work [8].  
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Another solution would be to have p higher capability devices 

among n (∈ p < n) on a network. These high-power devices 
would implement the blockchain, leaving the rest of the IoT 
devices as data collection nodes. This approach provides a 
greater sense of security as all the devices would be on the same 
network level. This also allows for increased security when the 
data is forwarded up a level, making it a better solution for 
sensitive information like medical data [9]. 

Figure 1: Flow of data from edge devices to databases 

B. AI/ML in IoT Security 

      In IoT security, AI can be used to build smarter devices by 
automating the data processing and comprehension at the 
device’s level rather than conventional IoT networks where the 
devices are mere raw data-collection endpoints. However, from 
the perspective of security, this raises a wide variety of security 
issues that outsiders can exploit. Wu’s [10] work shows that 
there are four main security threats in IoT devices that need to 
be addressed urgently: device authentication, DoS/DDoS 
attack, intrusion detection and malware detection. Standard 
solutions to these challenges cannot match the size of the data 
sets nor are they efficient. AI rises to this challenge and uses 
ML methods to help detect and categorize future attacks by 
making predictions of unknown events.  

      According to [10] the current AI solutions for privacy and 
security issues have six standard steps, as: 1) data collection, 2) 
data pre-exploration and pre-processing, 3) model selection, 4) 
data conversion, 5) training and testing, and 6) model 
evaluation and deployment. On a higher level, the process is as 
follows: 

• Data is collected from different IoT devices in specific

environments and separated into training and testing

data sets.

• The collected data is mined for outliers or incomplete

data entries. It is cleaned to delete errors and prepare

the data for further processing.

• An ML model is selected based on the model and the

characteristics of the data. Different models are used

based on the size and pre-exploration results of the

data.

• Once a model is selected, the collected data is

converted to meet the model’s standards.

• Now that the data is prepped and we have a model, the

model is trained. When the model achieves

optimization, it is tested using test datasets from the

real world. Depending on the test results, models have

to be adjusted further.

• Effect indicators are used on all the trained models to

decide the final model that will be deployed.

The above mentioned steps are used to help AI-powered 
devices to differentiate between authenticated and 
unauthenticated users, classify between normal and abnormal 
networks, detect malware, identify DoS/DDoS attacks and 
multiple other security measures. 

IV. EXISTING BLOCKCHAIN AND ML BASED SOLUTIONS FOR IOT 

SECURITY 

There are numerous authentication protocols and security 
schemes, some of which are discussed here. The following four 
works propose the integration of Blockchain and AI 
technologies to secure devices on IoT networks. This section 
describes the architecture, analyzes it and discusses the strengths 
and potential enhancements. Table 1 summarizes the features, 
advantages, and shortcomings of the following four works. 

A. Custom Blockchain with Software-Defined Network 

Authentication Mechanism 

Latif et al. [11] proposed a solution that is a customized 
blockchain where the Software-Defined Network (SDN) 
controller provides a distributed authentication mechanism in 
each SDN domain. IoT devices register themselves to a ledger 
and the SDN controller manages that ledger. This enhances 
security by keeping out non-authenticated nodes and reduces 
energy requirements on the IoT devices. The controller controls 
the communication it its respective domain, which reduces 
network delay and reduces wasted computational power (for 
redundant overhead). In this work, public and private 
blockchains are used; public for inner and outer domain security, 
and private for IoT devices in their respective domain. They ran 
an experiment comparing this solution to different routing 
protocols, mainly: AODV, DSDV, SMSN, EESCFD, and 
AOMDV, and their solution had improved throughput, less 
delay and less energy consumption. This solution has not been 
created only simulated, so there could be discrepancies between 
the theoretical and practical applications of this system. 
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B. Blockchain-Based Framework for Medical Data on IoD 

equipped with AI for Data Analysis 

     Wazid et al. [12] analyzed and built a framework that deals 
with the Internet of Drones (IoD), which is a subcategory of 
IoT. This framework is a blockchain based solution that uses 
AI to analyze data. This work proposed a security system for 
drones in the medical field. The premise of their framework is 
that there is a ground station server (GSS) and a control room 
(CR) that act as the controllers. The drones can communicate to 
the GSS and to other neighboring drones in their zone. This 
medical data is then made available to the cloud servers in a 
P2P connection. These cloud servers will run a private 
blockchain and allow AI/ML algorithms to run on them as well, 
allowing predictions to be extrapolated from the data. This 
solution never considered the energy requirements that will be 
needed to run their Blockchain. Based on this paper, the 
solution is a proof of concept but does not show that it is 
feasible to implement in reality. 

C. Bio-inspired algorithm based on AI and Blockchain for 

secure communications over IoT networks 

      This framework proposed by [13] uses AI and Blockchain 
for separate purposes: 1) secure communication provided by 
blockchain technology and 2) AI to monitor the blockchain-
enabled IoT communication network. The communication 
network is divided into a decentralized multi-layer security 
network, consisting of an infrastructure design layer, cluster 
creation and cluster head selection layer, blockchain-based 
security design layer.  

      The infrastructure design layer is further divided into layers, 
specifically three layers: kernel level, high level and foot level. 
The kernel level holds the controlling agents while the high and 
foot level have the base stations and sensor nodes respectively. 
The infrastructure layer, consisting the IoT network, is split into 
clusters using unsupervised clustering techniques. In the cluster 
creation and cluster head section layer, clusters are grouped 
together to create cluster headsets. A cluster head (kernel level) 
is selected from within a cluster based on Particle Swarm 
Optimization (PSO) and Genetic Algorithm (GA). This is 
advantageous as cluster-based algorithms help reduce the 
number of large-area transmission nodes between base station, 
thus saving electricity and distance-based expenses. Clustering 
helps reduce latency and overhead in the network. The 
algorithms employed in this work also help distribute energy 
and increase the network’s life. 

      At the blockchain-based security design layer, lightweight 
sessions keys are assigned by cluster heads to the local 
authentication nodes. The cluster head uses a Local Authority 
Program and symmetric keys to authorize and authenticate 
other locally registered computers. Additionally, they send and 
receive data to upper layer using the localized blockchain in 
place. In addition to registering a new entity and managing 
nodes, cluster heads and base stations are also responsible for 
managing and protecting communication, connecting within 
the cluster, and distributing blocks, thus ensuring security and 
privacy within the network. Base Stations are the highest 

standard level and contain a distributed way. A global 
blockchain solution will be introduced along with more 
complex authentication systems in this layer.  

      The proposed communication network framework was 
monitored using AI for analysis. AI tracks the communication 
within the IoT network. The authors propose a recurrent neural 
network (RNN) to learn the difficulties of the network.  

      The work is a theoretical proposal and may not behave the 
same in a practical setting. Although AI concepts are proposed 
in the work, it has not been implemented in the architecture. 
Therefore, it raises the question as to whether AI is even 
feasible in this system. 

D. Protecting Edge Layer Devices using AI/ML and 

Blockchain HDPoA Protocol 

      The authors in [14] proposed a system architecture 
consisting of four layers: sensing layer, network layer, 
processing layer and sharing platform. Sensing layer consists of 
all the small IoT devices. Network layer is the communication 
link i.e., Wi-Fi or LoRaWAN. Sensing layer holds the AI 
engine, and the sharing platform is the freely accessible and 
public blockchain platform. These layers are necessary for the 
system to carry out the platform’s main operations as listed 
below:  

• Monitoring and collection – IoT system monitors the

environment and uses devices at the lowest layer to

collect data. The sensing layer helps the most with this

step.

• Analysis and prediction – Collected data is moved to

intelligent nodes for analysis. This happens in the

processing layer.

• Sharing – Analyzed data is shared with all nodes on

the system. This occurs after the data results are passed

from the processing layer to the sharing platform.

      The blockchain protocol used in this work was previously 
published by the authors [15] and is known as honesty-based 
distributed proof of authority (HDPoA). HDPoA combines 
proof of authority (PoA) and proof of work (PoW) and 
enhances PoA’s security by adding PoW-based security layer 
that relies on honest and scalable work. Based on this protocol 
and trust levels, devices could either be authority nodes (AN) 
or worker nodes (WN). WN collect data whereas authority 
nodes manage the mining process. This protocol has its merits 
and demerits as discussed in rest of this section. 

      This architecture holds merits that make it stand apart from 
other ideas, some being the use of blockchain to authenticate 
the flow of data between layers. Additionally, it uses trust levels 
to ensure that the nodes in the IoT system are genuine. This 
helps when a node is found behaving in a harmful manner. That 
node will immediately lose all access to the blockchain because 
of the HDPoA consensus algorithm.  

      Malicious WN cannot be added to the network since all WN 
data is authenticated by AN. As for AN, all other AN on the 
network must validate the data outcome for it to be accepted 
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and added to the platform. AN cannot produce incorrect AI data 
either since multiple nodes will be used to perform AI 
prediction to validate the outcome. Any node found to be acting 
maliciously will be removed immediately as an AN and have to 
build its trust levels from zero. 

      This work brings up two challenges: 1) the authors assume 
that the network layer is safe and does not suggest a safe 
communication link for the nodes to exchange data. Therefore, 
this protocol is only as strong as the network provider. 2) if all 
the WN on the network are attacked, like in a DDoS flooding 

attack, the network becomes ineffective and will require a long 
time to be restored. Since the architecture depends on trust 
levels, the WN would be removed from the network at the first 
sign of malicious data. The nodes then would have to re-
establish their trust each time they try to connect to the IoT 
network. This process is repetitive, time consuming and 
resource intensive. It also leaves the network vulnerable during 
this process and useless for data collection. 

TABLE 1: EXISTING BLOCKCHAIN AND AI SOLUTIONS 

Proposed Architecture Features Advantages Shortcomings 

Custom Blockchain with Software-
Defined Network Authentication 
Mechanism 

Custom blockchains used for data 
integrity, controllers authenticate IoT 
devices in their respective domains 

Reduced network delay between 
devices and less computational power 
used 

Has only been simulated not 
implemented in a real time setting 

Blockchain-Based Framework for 
Medical Data on IoD equipped 
with AI for Data Analysis 

Server and control rooms act as 
controllers for the drones, drones 
communicate on a P2P basis, controllers 
communicate with the cloud which 
allows AI to analyze the data 

Medical data is secured from 
tampering, predictions can be made on 
the data which could allow for medical 
advances 

Energy requirements are never stated 
in the paper, showing only a proof of 
concept 

Bio-inspired algorithm based on AI 
and Blockchain for secure 
communications over IoT networks 

Decentralized multilayer network: 
kernel, high and foot level using Local 
Authority Program with 2 different levels 
of blockchain 

Uneven clustering strategy to distribute 
energy and increase the network’s life 

AI might not be a feasible solution 
for the architecture 

Protecting Edge Layer Devices 
using AI/ML and Blockchain 
HDPoA Protocol 

Custom Blockchain protocol (HDPoA) 
using trust levels to assign different 
nodes as authority and worker nodes 

Authentication required by authority 
nodes for entrance to IoT network and 
the trust levels will block any malicious 
activity 

Building trust between nodes takes 
time 

V. FUTURE PROSPECT FOR SECURITY IN IOT DEVICES 

      The combination of AI and Blockchain is powerful for IoT 
networks for several reasons like latency, privacy, security and 
decentralization. However, most of the proposed architectures 
are theoretical and have not been used in practical real time 
scenarios and settings. On the other hand, IoT is continuously 
growing at a rapid pace and the hardware for lower-level 
devices is becoming smaller as they become more efficient. 
Data processing using AI requires enormous amounts of 
computational power that small devices lack. The associated 
overhead and energy requirements are not cost effective for 
smaller networks. Such smaller IoT devices are vulnerable to 
attacks and data leakage. It is a challenge to keep up with the 
security and privacy needs with the growing innovations in the 
IoT market. At current pace, the pairing of AI/ML with 
blockchain is not feasible for the smaller components on an IoT 
network. 

      One of the topics that Ahangar et. al. [16] propose for 
further research in the IoT security field is deep learning 
methodologies for inferring IoT maliciousness. Based on our 
review of the works presented in this paper show AI’s resiliency 
and the power it possesses to solve novel data through ML. Past 
AI projects have shown potential to detect fake data before it 
attacks the system and further research needs to be conducted 

to investigate methods and algorithms that can provide this 
feature for IoT devices, especially edge devices.  

Another future prospect for security in IoT is trying to get 
Blockchain to be more efficient on smaller IoT devices. Some 
studies reviewed in this paper had to make changes to the 
Blockchain so as to have one higher-powered device run the 
Blockchain that other less-powerful devices connect to. This 
causes a break in security as that information can be intercepted 
and changed enroute to the device holding the blockchain 
ledger. Having all devices implement the blockchain would 
reduce this risk greatly.  

VI. CONCLUSION

      This paper defined the role that AI/ML and Blockchain 
have currently in IoT devices, explaining in detail how 
Blockchain technology works and how AI/ML is used to lessen 
the computational load on IoT devices. We then talked about 
Blockchain and AI/ML in IoT security and how having these 
technologies strengthens privacy, data integrity, and data 
processing. Four potential solutions were explored and 
analyzed to understand how they could help deficiencies in the 
current IoT network setup as well as challenges that were not 
addressed in the solutions. Finally, future lanes of research were 
brought up for researchers to study.   

      This paper presented the role that AI/ML and Blockchain 
have currently in IoT devices and how these two can work in 
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tandem to lessen the computational load on IoT devices. The 
paper then discussed the scope of Blockchain and AI/ML in IoT 
security towards strengthening privacy, data integrity, and data 
processing. Then it addresses the vulnerabilities and feasibility 
of AI/ML and Blockchain towards IoT security. With several 
potential solutions, four major works were studied. The paper 
then progresses to analyze these works on several parameters, 
summarizing them based on their: 1) Feasibility, 2) Security 
Strength, 3) Applicability and 4) Robustness. 

Finally, the paper proposes possible future areas  for 
prospective research and exploration in the field of security in 
IoT. In the future, researchers need to work on finding a viable 
solution for smaller edge devices that cannot be automated 
during hardware restrictions. Studies need to be conducted to 
learn more about the optimal conditions for minimal hardware 
and AI to coexist on edge devices to reduce overhead and 
increase efficiency. 

VII. ACRONYM GUIDE

      The following table (Table 2) enumerates the acronyms 
in this paper and their corresponding full forms.  

TABLE 2: LIST OF ABBREVIATIONS 

Abbreviation Full Form 

IoT Internet of Things 

AI Artificial Intelligence 

ML Machine Learning 

P2P Peer-to-peer 

DL Data Learning 

SDN Software-Defined Network 

AODV Ad-hoc On-demand Distance Vector 

DSDV Distance Sequenced Distance Vector 

SMSN Secure Mobile Sensor Network 

EESCFD Energy Efficient Secured Cluster based Distributed Fault 
Diagnosis 

AOMDV Ad-hoc On-demand Multipath Distance Vector 

IoD Internet of Drones 

GSS Ground Station Server 

CR Control Room 

PSO Particle Swarm Optimization 

GA Genetic Algorithm 

RNN Recurrent Neural Network 

LoRaWAN Long Range Wide Area Network 

HDPoA Honesty-based Distributed Proof of Authority 

PoA Proof of Authority 

PoW Proof of Work 

AN Authority Nodes 

WN Worker Nodes 

DDoS Distributed Denial of Service 
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