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Keywords: There is a debate at the highest levels of government and civil society over whether the rise in fraud is a blip
Fraud exacerbated by the pandemic or a more fundamental transformation (or flip) in the structure of crime. This paper
Trends examines this debate by exploring the social factors influencing the level of fraud. It does so by conceptualising
Vulnerabilities these factors as a fraud field, offering a novel way to visualise and consider vulnerability through the broad
Enablers categories of ‘threats’ and ‘safeguards’ which influence levels of fraud. In doing so it offers the first attempt to
map the wide range of ‘forces’ that influence levels of fraud and produces a mathematical expression of this,
which will provide a basis for further debate, refinement and research. The threats include the myriad of op-
portunities, the large population of fraudsters, and the range of human and technology enablers that support the
fraudsters. The principal safeguards that resist the fraud threat are culture, the law and the defensive resilience
of individuals and organisations. Using the fraud field and official crime statistics, the paper argues that the
safeguards are so structurally weak that the fraud epidemic is not a blip, but an opportunistic flip from tradi-
tional acquisitive crimes. The forces influencing levels of fraud mean high volumes of fraud will continue at the
current levels or even accelerate further, unless there is a collective national strategy to strengthen the safe-

guards.

Introduction

A recent report by the prestigious international relations think tank,
the Royal United Services Institute, described fraud as an epidemic that
threatens national security (Wood et al., 2021). In stark contrast, a
senior official responsible for the counter-fraud policy in a large gov-
ernment agency expressed to one of this paper’s authors their frustra-
tion in failing to secure greater interest and resources from colleagues
and politicians because of the prevailing perception that the recent rise
in fraud in the UK is a ‘blip’, exacerbated by the COVID pandemic. In
another illustration of the sanguine view regarding fraud, one of the
authors of this paper was contacted by an undergraduate student from
another university, who asked what they thought of their lecturer’s
view that fraud was just another moral panic. These views attenuating
the fraud problem might not be representative, but the fact of such
views in ‘informed’ opinion in the face of the overwhelming evidence of
the substantial fraud problem illustrated by the Crime Survey of Eng-
land and Wales, illustrates the need for further exploration and ex-
posure of the problem. Differential rationalisation theory suggests this
sanguine view is dangerous because it justifies inaction (Shepherd and
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Button, 2018). The political perception is partly informed by a marked
fall in traditional crimes since the early 1990 s in the UK and other
Western nations (Tonry, 2014). It is also subject to the manipulative
politicalisation of statistics. For example, former Prime Minister, Boris
Johnson announced to the House of Commons in January 2022 that
“we have been cutting crime by 14 %” (HC Deb, 2022). He was sub-
sequently admonished by the head of the UK Statistics Authority for
failing to explain that the fall excluded fraud and computer misuse
(Norgrove, 2022). Had Johnson included fraud and computer misuse,
he would have had to announce a 14 % increase in total crime. These
political machinations do, nevertheless, point to a very important
question. Can the fraud epidemic be ignored as just another cyclical
change in crime that will eventually decline or is it a permanent feature
of 21st century British society?

The most marked fall within police recorded crime statistics in
England and Wales is theft. The recorded crime rate for theft has de-
clined 63 % from 4.1 million in 1993-1.6 million in 2022 (ONS,
2022a). This downward trend in theft is mirrored in the adult victi-
misation survey, the Crime Survey of England and Wales (CSEW),
which recorded an 76 % fall from 11.8 million victims in
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1993-2.8 million in 2022 (ONS, 2022a). This collapse in crime rates has
confounded criminologists, disrupted traditional theories and stimu-
lated debate about its causes. Studies have offered unconvincing ex-
planations including vague notions of cultural change, reduced child-
hood exposure to lead, increased abortion rates, increased policing, and
stronger economies (Farrell et al., 2010). A BBC journalist described it
as the “riddle of peacefulness” (Easton, 2013).

Knepper (2015) looked for clues in the research conducted by Edwin
Sutherland and SK Ruck into the dramatic decline in crime rates in
England following the Great War that emptied the prisons. Their work
identified the economy, welfare, policing policies and penal policies as
the likely explanations. Farrell et al. (2011) used vehicle security as a
case study of situational crime prevention to attribute the decline in
theft to the proliferation of improved security measures. However, both
Farrell et al. (2011) and Knepper (2015) warned that the crime drop
could be an illusion due to the absence of unmeasured internet-related
crime and called for more research.

Although the crime opportunities presented by the internet have
been recognised since its emergence (Baker, 1999), the analysis of
trends in fraud and cyber-enabled fraud has attracted limited scholarly
attention. There have been attempts to assess the impact of crises and
recessions on the levels of fraud, but with mixed results (Dionne and
Wang, 2013; Gill, 2011; Kemp et al., 2021; Levi and Smith, 2021).
However, recent improvements in measuring fraud crime in the UK
enables more meaningful analysis of longer term fraud trends. Firstly,
the measurement of recorded fraud incidents improved with the in-
troduction of the Action Fraud call centre in 2009 along with data
collected from the financial sector; secondly, fraud victimisation has
been included in the CSEW survey since 2016 (ONS, 2022a).

This paper uses these official statistics to examine whether the rise
in fraud in the UK is a blip or a fundamental switch from traditional
theft. In the sciences and social sciences the concept of forces influen-
cing the path of objects and behaviours is well developed. This paper
deploys a novel conceptual analysis inspired by Kurt Lewin’s field
theory to explore the forces that influence fraud (Lewin, 1951). In doing
so it provides the first comprehensive overview of the different factors
influencing levels of fraud at a societal level. The paper first examines
the trends in acquisitive crime in England and Wales to illustrate the
transition from theft to fraud. It then introduces the novel ‘fraud field’
model, a method to visualise and differentiate between factors fa-
vourable to fraud and factors unfavourable to fraud. It subsequently
analyses the elements of the fraud field to argue that the current level of
fraud is not a blip and it will remain a sustained epidemic without
substantial collective action. The paper provides a significant con-
tribution to the sparse literature on factors that influence levels of
fraud, setting the foundations for future studies to further build and
develop more sophisticated models of analysis.

Fraud trends

Although the police recorded fraud and theft crime statistics under-
estimate the aggregate levels of the crimes, they do illustrate trends in
the offences brought to the attention of the police by individuals and
organisations (Ariel and Bland, 2019). The CSEW provides more accurate
estimates of fraud and theft to enable more reliable trend curves, but it
only considers the victimisation of individuals (Ariel and Bland, 2019).
There are no equivalent victimisation statistics for organisations. From
Fig. 1, the 50 % fall in police recorded theft and the concurrent 63 % fall
in CSEW theft since 2001 indicates its declining popularity as an illicit
means of acquisition. On the other hand, recorded fraud has doubled
following the introduction of Action Fraud, whilst CSEW fraud has
overtaken theft. The gap between the CSEW and recorded fraud indicates
that millions of victims are not reporting fraud crimes to the police. The
implication of these official statistics is that acquisitive criminality has
evolved, shifting from theft to fraud. Farrell et al. (2011) and Knepper
(2015) were right to be concerned about unmeasured crime.
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Fig. 1. Official fraud and theft statistics for England and Wales.
Although fraud against organisations continues to be a very sig-
nificant gap in the official crime statistics, alternative research does
provide strong clues. Regular surveys by the Association of Certified
Fraud Examiners estimate the typical organisation loss at 5 % of turn-
over (ACFE, 2022), which is £224 billion/year based on the aggregate
£4.5 trillion turnover of all organisations (BEIS, 2022). A sector analysis
by the University of Portsmouth provides a similar result: it estimated
the annual total loss by organisations in 2017 was £183 billion, 27
times the £6.8 billion loss suffered by individuals (University of
Portsmouth, 2017). The implication is that even the new official sta-
tistics represent just a fraction of the amount of fraud perpetrated in the
UK, which in turn means the unmeasured ‘dark fraud’ can be readily
and conveniently ignored for administrative and political purposes.

The fraud field

Whilst the official statistics provide some insight into what is going
on, they do not explain why. Research into fraud has considered a wide
range of factors such as motivation, rationalisation and opportunity
(Cressey, 1953), organisational climate (Greenberg, 1990), social
learning in white-collar crime (Sutherland, 1940), vulnerabilities (Lee
and Soberon-Ferrer, 1997), prevention (Tunley et al., 2018), law and
policing (Button et al., 2022). These studies rightly focus on specific
areas of interest, but they are rarely assembled into a coherent analysis.
Button et al. (2018) pulled together several theories to attempt a more
inclusive explanation for why people become corrupt. They listed seven
factors which increase the likelihood of a person engaging in bribery,
when a person:

is motivated by strains,

is at work,

is surrounded by noxious cultural messages,
is subject to weak external controls,

with a negligible chance of detection,
psychologically rationalises their actions,
and overcomes self-restraint controls.

However, this work focused on bribery in organisations, only briefly
acknowledged wider cultural factors, and did not consider, for example,
the law or law enforcement. The challenge in situating such research,
including government statistics, within the broader scholarship has
been the absence of a conceptual framework that facilitates a more
holistic analysis. The model proposed for the present analysis is a
substantial adaption of Kurt Lewin’s field theory (Lewin, 1951). Lewin
developed his theory as a way to analyse the range of personal and
environmental interactions and forces that inhibit positive change, for
example, in the relationship between partners (Burnes and Cooke,
2013). It has become known as the theory of change in analysing the
forces within organisations that promote change and those that resist
change (Swanson and Creed, 2014). Lewin was inspired by the rigour of
mathematics to represent a person’s life space by a field of forces and
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their behaviour by a simple equation, which states that behaviour is a
function of the person and their environment:

B=f(p,e)

Our fraud field theory borrows this mathematical idea to represent
the quantity of fraud in any context as function of the forces in favour of
fraud (threats, T) and the forces against fraud (safeguards, S). The
quantity (F) can be any variable that conceptually characterises the
scale of fraud: the number or rate of fraud incidents, offenders, victims,
or financial value. As a percentage, it can represent the likelihood of
victimisation or vulnerability to fraud. Thus, fraud is a function of the
threat forces minus the safeguard forces:

F=f(T-S)

Presenting fraud as the outcome of two opposing force vectors helps
to conceptually categorise factors based on their impact when they in-
crease:

Threat field - increasing the threat force increases fraud
Safeguard field - increasing the safeguard force reduces fraud

Further, organising the fraud field in this way leads to an important
hypothesis:

A change in a force causes the fraud quantity (or vulnerability) in a
given context to shift over a period of time to a new steady state level-

The range (field) of threats and the range (field) of safeguards can be
incorporated into the equation as required for the analysis. For example,
the threat force increases fraud when the population of fraudsters (P),
number of enablers (E), or the number of fraud opportunities (O) in-
crease. On the other hand, the safeguard force reduces fraud when the
strength of culture (C), law (L) or resilience (R) increase. Resilience refers
to the defensive capabilities of potential fraud victims. Thus:

F=f(P,E,0 - CL,R)

Again borrowing from Lewin, these factors can be usefully visua-
lised as sets of opposing forces within the fraud field (Fig. 2). The model
is flexible in its application to any subject, which can be an individual, a
community, an organisation, industry, government or nation. For in-
stance, the model suggests that a business could reduce fraud by simply
removing opportunities, for example, by withdrawing from a market.
Alternatively, the business could increase the resilience force to over-
come the opportunity force within that market, for example by in-
troducing counter-fraud controls that close down the opportunities.

At the national level, the CSEW figures indicate that the current
steady state level of fraud against just individuals is running at about
3.8 million incidents per year. Fraud field theory suggests this rate will
not reduce without a change in the forces within the fraud field. The
following sections consider each of the factors set out in Fig. 2 to assess
whether there is any evidence of significant change in the fraud field to
support the notion the UK is experiencing a blip in fraud.

Fraud field (F)

Population of
fraudsters (P)

Threat field (T)

|

Safeguard field (S)

Opportunities (O)

Resilience (R)

Fig. 2. The fraud field.
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Threat field
Opportunities

The UK is a wealthy country with the sixth largest GDP at $3.1
trillion and is forecast to remain in sixth position for at least the next 15
years (Cebr, 2022). At £915 billion, the tax revenue is greater than the
GDP of the Netherlands, ranked 17th in the GDP league table (House of
Commons, 2023). The government’s largest areas of annual expenditure
are welfare at £260 billion and health at £168 billion (OBR, 2022). The
adult population of the UK is 53 million (ONS, 2022b), of which 34
million are economically active employees earning wages (BEIS, 2022).
There are 5.5 million businesses generating £4.2 trillion in sales (BEIS,
2022). 92 % of adults use the internet, rising to 99 % of those aged
under 44 years (ONS, 2021), and 95 % use a mobile phone (Ofcom,
2022).

Just this sample of economic and social data illustrates the huge
amount of money flowing through the economy, the high level of
productive employment, high welfare expenditure and the saturation in
technology engagement that all provide a vast number of opportunities
for fraud. The UK’s economic strength makes it an attractive target to
both domestic and overseas fraudsters. Globalisation and the internet
has made these opportunities accessible from anywhere in the world,
thus significantly enlarging the population of fraudsters who target the
UK. It also means UK businesses and travellers are exposed to oppor-
tunistic malefactors where cultures and laws are more tolerant to fraud.

Population of fraudsters

The most prevalent type of fraudster is the individual, the ordinary
citizen who is motivated by need, greed or lure to exploit everyday
opportunities (Karstedt, 2016). Karstedt and Farrall (2007) found that
the majority (61 %) of people in the UK have at some time committed at
least one minor ‘everyday crime’ against businesses, such as stealing
something from work, falsely claiming refunds or padding an insurance
claim. They further found that a significant minority of the public is
willing to engage in such everyday crimes: for example, 22 % of the
public in England and Wales would consider padding insurance claims
(Karstedt and Farrall, 2006; Button et al., 2016). The public sector is
also a very frequent target: the latest social security data indicates that
18 % of approved claims by individuals for the Universal Credit benefit
are fraudulent (DWP, 2022). As the victims of all the above crimes are
organisations, very few, if any, appear in the official crime statistics.

Occupational or insider fraud is an ever-present threat to organisa-
tions because trusted employees have routine access to organisational
processes and assets (Cressey, 1953; Wall, 2013). It is also a high vo-
lume problem because most employee frauds are low in value and re-
main undetected: transactional frauds below scrutiny thresholds within
the expense, payroll, purchasing and payment processes do not attract
attention. Larger organisations are the most vulnerable simply because
they employ more people and process very high volumes of transac-
tions. The threat is most acute in the 10,550 large private, public and
charity sector organisations (greater than 250 employees) which em-
ploy half the UK workforce, 17 million employees (BEIS, 2022). Em-
ployee fraud costs these organisations an estimated 5 % of their turn-
over (ACFE, 2022). Yet, very few occupational frauds appear in
government statistics because most are invisible and even when high
value incidents are detected, employers rarely report them to the au-
thorities (Button et al., 2022).

Organised crime groups operating abroad and in the UK see fraud as
a business opportunity. They are habitual, high volume fraudsters who
actively seek victims. The National Crime Agency in the UK estimates
there are 69,281 individuals involved in Serious Organised Crime,
which is up from 50,000 in their previous assessment (NCA, 2020,
2021). Many of the groups are polycriminal, but research has found that
up to 45 % of frauds reported by the public to the police are perpetrated
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by OCGs (Garner et al., 2016). This indicates that they are a major
contributor to the CSEW fraud rate. They are involved in boiler room,
consumer, identity, mandate and welfare frauds, and they often recruit
individuals from sections of society not traditionally associated with
crime, such as students, graduates and the middle-classes (Copes and
Vieraitis, 2009; Shover et al., 2003; Vedamanikam and Chethiyar,
2020).

Traditional crimes like burglary are predominantly the preserve of
locally based criminals, but globalisation and cheap modern commu-
nication means a fraudster does not have to leave home in order to
anonymously target victims anywhere in the world. The recent Home
Office fraud plan estimated 70 % of frauds originated abroad or had an
international element (Home Office, 2023a). Globally active fraudsters
operate as individuals, as loose associations, or within organised crime
groups (Levi, 2008). They include romance fraudsters in Nigeria
(Lazarus, 2018; Lazarus and Button, 2022; Smith, 2010), pet scams
fraudsters in Cameroon (Whittaker and Button, 2020), technology
support scams in India (Sheckels and Farer, 2018), and cyber fraudsters
in Russia and Eastern Europe (Hall et al., 2021; Levi, 2008; Timofeyev
and Dremova, 2022). These offenders, who are effectively beyond the
reach of the UK authorities, are major contributors to the victimisation
rates registered in the CSEW.

As Sutherland (1940) explicated and more recently (Tombs and
Whyte, 2015), the most egregious offenders are often respected/legit-
imate corporations. The harm caused by a single white-collar fraud
scheme can be huge, yet these kinds of fraud are rarely represented in
the official government statistics (Reiner, 2016). For example, when
Madoff Investment Securities collapsed in 2008, it turned out to be a
$65 billion Ponzi scheme that had fooled 4800 wealthy clients, in-
cluding banks, investment firms and individuals (Quisenberry, 2017). A
year later, Stanford Financial Group was also exposed as an $8 billion
Ponzi scheme with 18,000 victims (Zweifach and Khan, 2010). The mis-
selling by UK banks of worthless or overpriced Payment Protection
Insurance (PPI) for over 20 years cost tens of millions of borrowers £ 38
billion, which the banks were forced to refund (FCA, 2020). Such mis-
selling followed on from a comparable scandal where banking custo-
mers were mis-sold endowment mortgages (Fooks, 2003). The financial
crisis of 2008 was caused by unethical and fraudulent practices in the
financial sector. The crash resulted in a loss of $17 trillion in household
wealth in the US alone (Financial Crisis Inquiry Commission, 2011),
and it forced the UK government to inject £137 billion into the financial
system (Mor, 2018).

Enablers

As the essence of fraud is a dishonest communication, any skill, tool
or device that enables communication also enables fraud. One of the
most significant enablers is competency in the English language as it
opens up many opportunities for overseas fraudsters to communicate
with and defraud UK citizens (and the many other English speaking
countries). As the following list illustrates, the huge advance in com-
munication technologies over the past two decades has leveraged lan-
guage competency to enable the high volume of frauds originating from
the UK and across the globe.

e Landlines and mobile phones for boiler room mass marketing in-
vestment frauds (Shover et al., 2004).

e Emails and text messaging for phishing and 419 frauds (Button and
Cross, 2017).

e Websites for selling fraudulent online services and products
(Fonseca et al., 2022; Whittaker and Button, 2020; Whittaker et al.,
2022).

e Dating websites and social media for romance frauds (Carter, 2021;
Cross and Holt, 2021; Cross and Lee, 2022).

e Social media for phishing-enabled frauds, consumer scams, and in-
vestment frauds (Lee, 2018).
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e Social media influencers for investment frauds and fake goods
(Matza, 2021; Shepherd et al., 2021)

e The Metaverse threatens both new opportunities and new enablers
for fraud (Smaili and de de de Rancourt-Raymond, 2022).

Along with the huge expansion in means of communication, it has
also become easier to create fake credentials and identity profiles. At its
simplest, virtually anyone can set up fake email and social media ac-
counts online. High quality printers can replicate numerous types of
identity documents to a high standard. Software produced by Adobe
and others can be used to alter or reproduce official documents, and
websites can be easily cloned. A fraud industry has emerged to service
fraudsters with equipment, software and fake documents (Gupta et al.,
2007; Matchin, 2020; Wang et al., 2022; Zahedi et al., 2015).

The dark web is an anonymous marketplace for the fraud-as-a-ser-
vice industry, where criminals peddle the technical infrastructure and
tools to execute mass attacks. The resources and activities marketed
include personal credentials and banking information, templates of
official and branded documents (bank statements, letterheads), equip-
ment, specialist software, techniques, discussion forums, and even
training (Gee et al., 2018; UNODC, 2021; Upadhyaya and Jain, 2017).
The Russia-based Genesis Market had 80 million credentials for sale
before it was taken down in 2023 by the combined efforts of police
agencies from 17 countries (BBC, 2023; NCA, 2023).

New types of fraud have emerged from the toxic nexus between
cryptocurrencies, greed, irrationality, and the lack of regulation.
Cryptocurrencies have become effective enablers of money laundering,
obfuscating identities and hiding the proceeds of crime (Janze, 2017;
Kethineni et al., 2018). Some are gigantic fraud schemes. Even if it was
not originally intended, some cryptocurrencies have followed Bernie
Madoff’s illicit path, turning into global Ponzi-like scams. Luna and its
sister cryptocoin, Terra USD, collapsed in 2022 wiping out $60 billion
(Forbes, 2022). FTX also collapsed in 2022 owing its creditors at least
£3.1 billion (BBC, 2022). The cryptocurrency industry has become the
latest technology enabler of huge scams.

The affinity group is a powerful enabler of structured social en-
gineering and mass victimisation of group members by the trusted in-
siders. The infamous Madoff scheme was rooted in an affinity group of
the rich and famous (Reurink, 2019). Modern social media marketing
and affinity groups enable fraudsters to efficiently victimise large
numbers of similarly minded individuals, who in turn unwittingly
market the pyramid or investment scam to further victims (Bosley and
Knorr, 2018).

Professional enablers include the unscrupulous professionals who
deliberately facilitate fraud, those that turn a blind eye to it, and those
who are unwittingly involved (Duri, 2021). They typically work in the
financial sector and associated professions, for example, banks, lawyers,
accountants, banks, estate agents, mortgage brokers, investment ad-
visors. They provide three types of enabling roles. Firstly, they organise
and facilitate fraudulent transactions; secondly, they organise and fa-
cilitate subsequent money laundering transactions; thirdly, as gate-
keepers to the financial sector, they provide the appearance of re-
spectability and trust (FATF, 2011; Levi, 2021).

The law firm at the centre of the Panama Papers exposure, Mossack
Fonseca, worked with more than 14,000 banks, law firms, company
formation agents and other intermediaries to set up shell companies for
secrecy, fraud and money laundering purposes (ICIJ, 2017). UK inter-
mediaries were amongst the most active of Mossack Foinseca’s clients.
HSBC was the most active bank of 50 bank clients, creating more than
2300 shell companies.

One of the most prodigious, yet unwitting, enablers of trust in the
UK is Companies House, which maintains a public register of compa-
nies. However, because Companies House does not verify the in-
formation provided to it, the register has long been a target of criminal
activity (Chennells, 2022). It remains to be seen whether the Economic
Crime Bill, which aims to transform Companies House into an active
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regulator with verification, investigation and enforcement, solves the
problem (HM Government, 2023).

Safeguard field

Resilience

There are a variety of psychological, attitude and demographic
factors that make individuals less or more resilient to fraud. However,
victimology research into the characteristics of victims is conflicting,
partly as it is an immature field in the context of cyber-enabled fraud,
and partly due to inconsistent methodologies. Weak resilience of in-
dividuals is associated with low technology competency, low self-con-
trol, weaker risk perception, higher risk behaviours, high susceptibility
to persuasion, and excessive confidence in one’s own judgment (Chen
et al., 2017; Deliema et al., 2020; Fischer et al., 2013; Schoepfer and
Piquero, 2009; Whitty, 2019). Lower risk awareness, higher risk toler-
ance and a propensity to engage in deviant behaviours online all in-
crease the likelihood of victimisation amongst younger adults (Holt and
Turner, 2012; Shepherd et al., 2021). Older adults suffering cognitive
decline and those living alone are also at increased risk (Boyle et al.,
2012; Judges et al., 2017). All these very human factors compromise
individuals’ security behaviours and increase their vulnerability to all
types of telecoms-enabled or cyber-enabled fraud (Cain et al., 2018).

An important body of research has used statistical techniques to
correlate organisational features and structures with fraud resilience.
They have typically focused on specific types of fraud, for example fi-
nancial statement fraud or occupational fraud. Some of the character-
istics linked to increasing vulnerability to fraud include:

e Poor governance (Beasley et al., 2000; Huefner, 2010; Law, 2011;
Taufik, 2019).

e The construction of rationalisations to justify not implementing anti-
fraud measures (Shepherd and Button, 2018).

¢ Inadequate anti-fraud controls (ACFE, 2022; Button and Gee, 2013;
Holtfreter, 2004).

¢ Inadequate risk management (Mohd-Sanusi et al., 2015; Norman
et al., 2010).

e Poor cyber-hygiene of organisations and their staff (Buil-Gil et al.,
2021; DCMS, 2020; FSB, 2019; Kearney and Kruger, 2014;
Kumaraguru et al., 2007).

e Organisational complexity which makes it easier to hide fraud and
harder to detect (Arnold et al., 2012; Rispel et al., 2016; Suh et al.,
2020; Toms, 2019).

Culture is a particularly difficult concept to analyse because it is a
dynamic accumulation of many social factors and forces. For our pur-
poses, culture represents the normative values and attitudes of a group
towards fraud. The unit of analysis in the fraud field can be any social
group: a community, organisation, industry sector, region or nation.
Indifference is perhaps the most powerful cultural problem that
permeates through all these areas of British society. Britons view fraud
as one of the least serious crimes, less serious than anti-social behaviour
and other non-criminal delinquency (Ipsos Mori, 2022). This collective
tolerance helps to explain the discomfiting finding that the majority of
UK adults are willing at some point in their lives to commit small frauds
(Karstedt and Farrall, 2006, 2007), and why employee fraud aggregates
to such a pervasive problem (ACFE, 2022). Attitudes in some countries
are even more permissive (Ibrahim, 2016; Institute of Business Ethics,
2018; Lazarus et al., 2022), creating yet more space for everyday fraud
to flourish. It also means that businesses and consumers are unprepared
for different risks when dealing with overseas entities.

Similarly, the ethical climates of organisations vary from resolute
intolerance of fraud to embracing it in their business models (Shepherd
and Button, 2018). The strength of leadership, organisational struc-
tures, institutional attitudes, ethical values, and the treatment of staff
all influence levels of fraud (Greenberg, 1990; Kumar et al., 2018; Law,

Journal of Economic Criminology 1 (2023) 100012

2011; Mars, 2019; Shepherd and Button, 2018). The failure of Enron
shows how some organisational cultures facilitate fraud by ignoring it
or actively encouraging it (Sims and Brinkmann, 2003). Siemens, for
example, used fraud to fund 4283 bribes worth $1.4 billion (Berghoff,
2017). Volkswagen were able to manufacture and sell 11 million cars in
the “dieselgate” scandal because, like Siemens, the company’s com-
pliance culture obliged employees to blindly comply with corrupt rules
(Blackwelder et al., 2016; Mansouri, 2016). The collapse of the banking
sector in 2008 due to endemic fraud in the mortgage market illustrates
how low moral climates can become normalised across an entire in-
dustry (Financial Crisis Inquiry Commission, 2011). These examples of
profit-motivated white-collar crime demonstrate the potential for cat-
astrophe when a weak cultural force fails to resist the threat forces.

The law

Relative to the agile, innovative capabilities of fraudsters, the evo-
lution of the law is glacially slow. Consequently, new threat forces
appear unopposed by the force of existing legal frameworks. This is
especially apposite with respect to the digital technologies. Unlike the
traditional manufacturing industries, the digital industry habitually
launches unsafe products (devices, applications, and platforms) without
adequate consideration of the risk consequences. The behaviour of
these new technology companies mirrors the dangerous practices of the
old technology firms in the late 19th century and early 20th century
that so concerned Sutherland (1949).

For example, the lack of industry regulation means that social media
is awash with postings that promote fraudulent trading and investment
schemes involving foreign exchange, binary options, and crypto-
currencies (Jones, 2021a). The Federal Trade Commission (2019) in the
USA reported a tripling of reports of scams emanating from social
media. The Financial Conduct Authority in the UK issued over 1200
warnings to Google and other social media platforms about fraudulent
advertising of financial products (Makortoff, 2021b).

Telecommunication companies have been repeatedly criticised for
not doing enough to tackle fraud against their customers. The Director
General of the National Economic Crime Centre has called for phone
companies to do more to prevent number spoofing (Whitworth, 2021).
There is also concern about how easy it is to legitimately purchase SIM
cards and SIM boxes to send scam texts (Matza, 2021). Cavaglierie
(2020) further highlighted the lack of controls over SIM swapping,
where a fraudster tricks the telecoms carrier into transferring a victim’s
number to their SIM card in order to capture credentials and access the
target’s online bank accounts.

Law enforcement

However good a law is, it is toothless without meaningful enforce-
ment. Unfortunately, fraud is not a high priority for the police in the UK
(Button, 2021; Her Majesty’s Inspectorate of Police, Fire and Rescue
Services [HMICFRS], 2019; Skidmore et al., 2018). It is poorly re-
sourced with just 896 officers, equivalent to 0.6 % of all officers, and an
additional 876 civilian staff dedicated to a crime which accounts for 40
% of all offences experienced by individuals (Home Office, 2023b). The
politicians’ own House of Commons Home Affairs Committee (2018, p.
26) concluded:

“The proportion of fraud cases being investigated is shockingly
low.”

Consequently, the force of law enforcement currently offers lack-
lustre resistance to the forces of fraud, even less than it did 20 years
ago. In 2002, 18,126 fraud offenders were convicted by the courts in
2002 including 3754 incarcerations (MOJ, 2007). In 2022, whilst 3.7
million frauds were experienced by individuals, just 3449 offenders
were convicted and a mere 1152 offenders were sentenced to custody
(MOJ, 2023). Thus, despite the observable rise in fraud, enforcement of
the fraud laws has plummeted a full 80 % over two decades. In contrast,
theft remains a high priority for the Criminal Justice System: 2.8
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million individuals were victimised in 2022, 77,347 offenders were
convicted, and 25,425 were imprisoned (MOJ, 2023). The current un-
precedented attrition rate means that fraudsters are less likely than ever
before to be apprehended or prosecuted, which partly explains why
fraud is a rational alternative to theft and, more importantly, why the
deterrence force of the law is so weak.

The fraud field in flux

From both conceptual and practical perspectives, an important
feature of the fraud field is that it is in flux. Whenever innovative po-
licies or technologies come along, new threat forces are loaded onto the
existing, and typically inadequate, safeguards. Globalisation, the in-
ternet, novel communications and new transaction technologies are the
most obvious disrupters, enabling both the scale and reach of fraud. At
the local level, new opportunities for fraud appear whenever an orga-
nisation launches new products or services, enters new markets, or
expands its workforce.

Businesses, for instance, have always been challenged by the threats
of cheating employees, competitors, suppliers and customers. Indeed, in
the absence of adequate safeguarding obstacles, employees still remain
the most prevalent threat to organisations. However, the advent of
online shopping brought new, unforeseen threat forces such as frau-
dulent consumer returns, which boosted the steady state level of fraud
against US retailers by nearly $8 billion per year (Zhang et al., 2023).
The retailers had failed to understand that new opportunities enabled
by the policy shift from in-person to online returns would stimulate an
increase in abuse by ordinary people living in a culture that tolerates
everyday fraud. Had the retail industry considered the dimensions of
the fraud field prior to implementing the new procedures, they could
have anticipated the foreseeable threat forces and reinforced their re-
silience safeguards.

The public sector also fails to adequately consider the fraud field
when implementing new policies. The full roll out of the Universal
Credit (UC) social security system in the UK began in 2016. With
simplification and efficiency in mind, UC replaces six different types of
benefit and claims are submitted through an online system. Like the
retailers, the government did not appreciate that online transaction
systems are powerful stimulators and enablers of fraud because or-
dinary people are more likely to lie to a computer than to a person
(Button and Cross, 2017). As a result, 18 % of UC claims are fraudulent
and the roll out of the benefit to 5.7 million claimants has nearly
quadrupled the overall rate of welfare fraud from 0.8 % in 2015 to a
new steady state level of 3 % in 2022 (DWP, 2022). Annual losses have
risen from £ 1.3 billion to £ 6.5 billion, the highest on record, 80 % of
which is from UC (£5.25 billion). Having failed to design resilience into

its systems, the DWP is now hiring thousands of additional counter-
fraud staff to strengthen its resilience force (Markson, 2022).

Responsibilisation and collective action

The fraud field paints a distressing picture of an array of forces in
favour of fraud which far outweigh those in opposition. The culmina-
tion of these forces suggests fraud is far from a ‘blip’, it is a ‘flip’ with
the preponderance of forces pushing fraud. The attitude of those that
see fraud as a ‘blip’ is symbolic of the collective failure to recognise the
strength of the threat field and the weakness of the safeguard field. This
communal myopia is the corollary of a cultural indifference that nor-
malises everyday fraud by ordinary people (Karstedt, 2016). Fraud field
theory states that the strength of the threat forces will not mysteriously
atrophy, and that shifting the level of fraud in a given context to a
reduced steady state level can only be achieved by action that
strengthens the safeguard forces.

The fall in theft provides important clues to the type of action re-
quired. The decline is attributed to a securitisation strategy based on
situational crime prevention techniques (Farrell et al., 2011). Vehicle
manufacturers produced enhanced security systems; windows, doors,
locks and alarm systems for premises now conform to higher standards.
Stimulated by policy and regulation, this strategy involved collective
action by industry actors for the public good (Hock, 2020; OECD,
2020): standards organisations, insurance companies and manu-
facturers. As a result, both organisations and individuals are more
protected. Although an unintended consequence of the collective action
against theft is the substantial displacement of acquisitive crime to
fraud, the lessons can be applied to fraud.

Consider the idealised fraud field with regards to individuals in
Fig. 3. Although education and enhancing skills is important in devel-
oping the resilience of individuals, it is not feasible to expect 53 million
adults to reliably safeguard their investments, pensions and bank ac-
counts against the global population of cunning, innovative, tech-
nology-enabled fraudsters, who are supported by an industry of mal-
icious, indifferent or unwitting enablers. It is not reasonable to expect
53 million people to reliably discern between dishonest and legitimate
communications. Although law enforcement should be far more active
in deterring serious, habitual and organised fraudsters, it is also wholly
unreasonable to expect the police to arrest the problem away. Like the
anti-theft securitisation strategy, the fraud safeguard field needs col-
lective action by large organisations, entities with substantial resources
and capacity. It especially needs the technology and transactional or-
ganisations which enable fraud to take responsibility for the resilience
vacuum. This approach would exploit a distinctive feature of fraud, that
most frauds at some point touch organisations: welfare, tax, customer,
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supplier and employee frauds victimise organisations; the telecoms,
technology and banking industries enable frauds.

A core cultural and utilitarian debate sits at the heart of the resi-
lience vacuum. For example, American technology, telecommunica-
tions and financial firms argue that they are not responsible for how
people use their products, and increased regulation would choke the
economic and social good their innovations provide (Economist, 2012;
Kaal and Vermeulen, 2017; Smith and Van Alstyne, 2021). This Silicon
Valley attitude is supported by US law, Section 230 of the 1996 Com-
munications Decency Act (CDA), which provides online services with
‘safe harbour’ immunity against liability for material published by
users, and is regarded as the pillar of free online speech that enabled the
internet (Morrison, 2023). Prompted by regulation, the manufacturing
sector has long since crossed this cultural barrier with respect to se-
curity and safety. For example, the United Nations first introduced
harmonised vehicle safety regulations in 1958 (ECE/TRANS/WP.29/
2016/2) and the ubiquitous ‘CE’ safety mark regulation was im-
plemented in the European Union in 1993 (Council Decision 93/465/
EEC). As a consequence, it is now well-established practice for manu-
facturers to conduct risk assessments and design safety features into
their products in anticipation of consumers using them badly. They
embrace the commercial imperative of increasing the resilience of their
products by designing out the risk of abuse, a design philosophy the
technology firms have yet to learn.

However, the responsibilisation agenda is moving in a positive di-
rection with respect to economic crimes. Recent laws in the UK oblige
corporations to engage in private policing in order to prevent bribery
(Bribery Act 2010), to prevent money laundering (Proceeds of Crime
Act 2002 and subsequent Money Laundering Regulations) and to pre-
vent tax evasion (Criminal Finances Act 2017), whilst the Online Safety
Bill currently passing through parliament aims to ‘force social media
platforms to remove all illegal content’ covering a range of behaviours
including fraud (HM Government, 2022), and the Economic Crime Bill
will empower Companies House to be an active regulator (HM
Government, 2023). Furthermore, the banking sector in the UK has
recently introduced the Contingent Reimbursement Model (CRM), a
voluntary code for reimbursing victims of authorised push payment
(APP) fraud (Payment Systems Regulator, 2023). It is akin to insurance
in that the cost of victimisation is shifted from individuals to the banks,
thus incentivising the banks to invest in the resilience force of their
products, which then leads to stronger protections for both themselves
and their customers. The CRM policy in effect relocates the banks from
the enabler field to the resilience field, from enabler to disabler.

Similarly, encouraging industries as well as passive regulators like
Companies House to change their mindsets and migrate from by-
standers in the enabling field to disablers in the resilience field would
have a significant impact (Fig. 4).

Discussion

Fraud field theory suggests the UK needs to further embrace col-
lective action with a substantial expansion of the private policing ca-
pacity that strengthens the resilience forces of 10,550 large organisa-
tions, especially the telecoms, technology and transactional
organisations that enable fraud. Such a strategy would require con-
siderable political courage to enact legislation that obliges these orga-
nisations to build their resilience. Extending the failure-to-prevent
doctrine to fraud would substantially amplify the impact of the law (L)
as regulators (Lr) would focus on the resilience compliance of a small
number of entities (Ro) (Fig. 4). The irresponsible decline in the ca-
pacity and competency of the police and the criminal justice system
would need to be reversed to support the organisations and to reem-
brace their deterrence purpose with a concerted focus on the most
egregious fraudsters and enablers (Le). The strategy would strengthen
the protections for both the organisations and the 53 million adults in
the UK, and it has the potential to directly and positively influence the
cultural attitudes of the organisations’ 17 million employees (C). Only
then might politicians and senior civil servants be able to look back and
say that the fraud epidemic was just a blip.

Tackling the Silicon Valley attitude in the USA as well as the per-
missive cultures in other places is challenging. However, the appetite
for change in America is evident with the responsibilisation debate
regarding Section 230 of the CDA reaching both the White House and
the Supreme Court (Morrison, 2023). Greater responsibilisation in the
USA, however, will not cure fraud alone. The significant amount of
fraud that involves an international element, at 70 %, illustrates fraud
cannot be tackled one country (Home Office, 2023a). There are nations
with large pools of active fraudsters who see little wrong with targeting
other, particularly rich, Western countries (Lazarus et al., 2022).
Combined with modern communications and banking there is very little
friction to international offending, but by contrast there are huge bar-
riers to law enforcement and other relavent bodies working together to
disrupt and bring to justice offenders (Button, 2012; Cross, 2020). Re-
ducing fraud will require not just actions that improve the resilience of
individuals and organisations and the enforcement in the home country
alone. There will also need to be a law enforcement response that
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crosses borders and causes significant disruption to the overseas based
fraudsters, that requires more than just co-operation, but new institu-
tional structures or bodies to facilitate it (Button, 2012). Once fraud-
sters in one country are regularly disrupted, brought to justice and even
extradited, this will add an important deterrence dimension to the fraud
field. China has shown cross-border action is possible, by regularly
extraditing dozens of fraudsters targeting Chinese citizens from abroad
(See, CNN, 2019). Policy-makers must also grapple with the challenge
of trying to change attitudes and cultures, particularly in developing
countries and how aid and government actions can be utilised to divert
offenders to more positive activities. This international dimension to
fraud will prove the most challenging part of the fraud field to address.

At the time of writing of this article the UK Home Office has pub-
lished its plan to reduce fraud (Home Office, 2023a). The plan sets out a
wide range of measures including a new national fraud squad of 400
staff, numerous measures to tackle telecoms fraud, making tech com-
panies more responsible for preventing fraud, the replacement of Action
Fraud, among others. Some of the actions noted above in this article are
clearly in the plan. It is welcome, in at last indicating serious attention
from highest levels of government. But to just put the 400 staff in
context, even if they are new posts (which is not clear), there would still
be at least five times as many counter fraud staff in the Department for
Work and Pensions tackling social security fraud — one of dozens of
fraud types, than tackling the many more frauds and victims the police
deal with. The ambition of the plan is realistic in recognising the lim-
itations of the proposed actions, by only setting a modest target of re-
ducing fraud from 2019 levels by 10 %, by the end of 2024. Even if this
is achieved — which is quite feasible - there will still be almost 4 million
individual fraud victims per year without even considering organisa-
tional victims, particularly SMEs, which are largely absent from the
strategy. The plan clearly accepts fraud is not a blip, but a high volume
crime that is here to stay.

Conclusion

Galvanised by the dismissive attitudes of some senior leaders in the
UK, this paper challenges the notion that the fraud epidemic in the UK
could be described as blip. The examination of the official crime sta-
tistics shows that acquisitive crime has switched from theft to fraud
because fraud has become a more accessible offence and, from the of-
fender’s perspective, it is lower risk. Using the novel fraud field concept
to visualise fraud threats and safeguards, the paper has noted the sig-
nificant forces influencing fraud levels and developed a novel mathe-
matical expression of this. From this assessment the paper argues that
the threat forces in favour of fraud currently overwhelm the safeguard
forces. The array of threat forces has been hugely amplified by the
disruptive impact of new technologies. In particular, because the es-
sence of fraud is a false communication, the digital communication and
transaction technologies are powerful enablers that provide a whole
generation of fraudsters across the world with access to victims any-
where in the world. Indifference is the essential cause of the weakness
of the safeguard forces: an indifferent public, marginal interests within
law enforcement, irresponsible organisations, and dismissive politi-
cians. Consequently, it is naive and reckless to regard the current level
of fraud in the UK as a blip, and it will continue at the current levels or
accelerate without strategic intervention. The fraud field analysis sug-
gests that the threat field can be tackled by collective action:
strengthening law enforcement, obliging large organisations to transi-
tion from enablers to disablers by investing in resilience that protects
both themselves and the public, and by greater international efforts to
tackle the international dimension of fraud.
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