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Abstract 

Employing the Internet of Things (IoT) in healthcare provides many advantages for patient 

monitoring and analysis of the patient’s health with the help of generated data. The basic role 

of IoT in healthcare is to ease the patient’s life by giving them a monitor over their medical 

condition. The use of IoT in medical devices requires a focus on the end-user. Medical devices 

such as glucose meters are designed to record the data of the patient and their vital signs. The 

generated information can be used to enhance decision-making for the physician. The collected 

information about the patient can be at risk due to certain security issues during the transferring 

of information can compromise the identity and social life of the patient. This review explores 

the IoT regarding its structural requirement and its role in various fields with special emphasis 

on healthcare. The security and privacy issues than can hinder the utilization of IoT at its 

potential and ways to overcome these issues are being addressed.    
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1. Role of IoT in Medical Devices 

Medical Devices (MDs) are any instrument, reagent, apparatus, implement, machine or any 

other in-vitro reagent or calibrator, software which is intended to be used alone or in 

combination for the diagnosis, mitigation, prevention, treatment or alleviation of diseases in 

human beings [1]. Generally, MDs are classified based on the risk associated with them. As 

per USFDA MDs are classified into three categories I, II, III where category I has lowest risk 

and category III has highest risk as shown in Table 1 [2]. 

 

Table 1: Classification of Medical Devices in US 

 

CLASS RISK LEVEL DEVICE EXAMPLES 

I Low risk Elastic Bandage, Gloves 

II Medium risk Catheter, Needle 

III High risk Pacemakers, Heart Valves 

 

A report from Fortune Business Insights states that from 2018-2025 the Medical Device 

Industry will experience major investment in Research & Development of new technology 

from pharmaceutical players, approvals from regulatory authorities will also contribute to 

increase this number. The medical device global market was USD 42.5 Billion in 2018 and is 

estimated to reach USD 612.7 Billion by 2025. CAGR is expected at 5.4% from 2018 to 2025 

[3]. 

 

Further Medical Devices have been showing an increasing growth in the previous decade and 

with promising technology and innovations being made, it will keep growing more. Although 

there is conventional research and development being done by existing companies. With the 

entry of giants like Apple and Google, new technological advancements in the form of 

Artificial Intelligence, Data Analytics and Internet of Things (IoT) are being implemented in 

this sector [4]. 

In today’s era, Internet has become inevitable in our daily life. Proper and smart use of internet 

makes our life simple, fast and easy. Amongst the many uses of the internet, one of the 

important technologies is “IoT (Internet of Things)”. IoT provides “an integration approach for 

all these physical objects that contain embedded technologies to be coherently connected and 

enables them to communicate and sense or interact with the physical world, and also among 
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themselves"[5]. So, basically it is to connect the smart “things” or objects to the internet in the 

easiest and transparent way. Further, with the “IoT” there is the exchange of the information 

between all the all things and the end user gets all the information and data in the most secured 

way [6]. 

Due to a lot of health challenges and advanced availability of the technologies like IoT, it has 

created a possibility of many medical applications based on the IoT technology. Specifically, 

various devices addressing remote health monitoring, elderly care, chronic diseases and 

different fitness programs [7]. IoT is the smartest solution for making healthcare related 

medical products more consumer friendly and redefined the usage of technology and various 

devices can connect with each other. It can provide best of the outcome, reduced costs and care. 

Further, IoT can transform the healthcare products by data analytics and automation [8]. It can 

even collect and transmit the data in the real-time activity using networking. So overall, IoT 

can improve [9]: 

• Patient care, 

• Optimize the services, 

• Collect more information about patient’s preferences and convenience, 

• Make hospital services smarter, 

• Can provide safer wearable medical devices and monitoring devices, 

• Electronic ID enabled security doors in hospital set-up, 

• Medical asset tracking, 

• Preventive maintenance solution for medical equipment and devices 

1.2 Concepts of IoT 

Concepts of IoT started with the development of a monitoring the soda machine using the 

internet by computer science student at Pittsburgh in 1982. Followed by in 1989, a British 

scientist invents the World Wide Web (WWW) to share the research. In 1990, a toaster was 

developed which can be turned off and on over internet. Further, in 1999, IoT as a terminology 

was invented by the British researcher Kevin Ashton. He was the co-founder of the Auto-ID 

Center at the Massachusetts Institute of Technology, USA and used IoT to explain the Radio-

Frequency Identification (RFID) technology in which the device can read and store the data 

from a tag in a non-contacting manner. In year 2000, LG Ltd. presented the idea of internet 

refrigerator which notifies the owner when certain things have been run out [10, 11]. Since 

then, lot of expansion in technology and connectivity has been observed, it has been even 

predicted that around 75 billion devices will be based on internet in 2025 [12]. 
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1.3 Architecture of IoT Device Development 

There are some basic features of the IoT technology such as, wireless technology, remote 

monitoring, tracking of the objects, real-time solutions worldwide [13]. Further, IoT have few 

dimensions such as (Figure 1)   

 

Figure 1. Dimensions of the IoT  

 

Basically, IoT functions with physical devices, advanced data analytics, wireless networking 

technology and cloud computing. The fundamental method [14] of how IoT works in following 

manner: 

Step 1 – Physical devices are wired or wirelessly linked to each other and/or a central area. 

Step 2 – These devices will collect the data through sensor from the external data sets or 

information networks. 

Step 3 – These data is stored in a cloud or intermediary network or within the device itself. 

Step 4 – In the next stage the data is processed, by means of machine learning or artificial 

intelligence.  

Step 5 – These processed data will be used by the physical device to perform the predefined 

task. 

 

2.  Medical devices and the need for IoT 

Machinery has always been playing an important role in the life of everyone. The availability, 

productivity, and performance of equipment are now considered a major task for 

manufacturers. [15] Healthcare organizations have been considering the management program 

of medical equipment so that the performance level of medical devices can be ensured. Big 

data is associated with the diversity and updating rate of the data. This can be used to predict 
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real-world events. The data generated is divided into three categories such as traditional 

medical data, Omics data, and communication data [16, 17]. The medical devices connected to 

the internet provide an environment that is capable of giving quick access to information. The 

vital information of the patient is can be transmitted over the cloud to the healthcare providers 

for analysis and giving real-time and evidence-based medicines [18]. The fostering of 

technology has provided the development of mobile applications. These applications can cater 

the services such as measuring metabolic activities, watching diet, or management of calories. 

The devices are usually wearable types on the wrist or fingers linked to the mobile phones. 

Multiple device access is also being offered over a common platform. This kind of development 

has been filling the gap for free sharing of personal healthcare device [19]. IoT incorporation 

in medical devices such as RFID can help in anti-counterfeiting, emergency and medical waste 

management along with drug identification. The medical records and equipment and drug 

storage can also managed properly. IoT enabled medical devices supports time based 

monitoring of patients in addition to study the progression of disease. It helps in faster access 

for physician [20].  

3.  Applications of IoT in Medical Devices & Diagnosis 

Today, the need for linked devices may be found in a variety of businesses. IoT has a wide 

range of applications in healthcare, including remote monitoring of patients' health, tracking 

patients and equipment within healthcare organisations, smart beds that detect occupancy, 

smart pill dispensers that monitor patients' medication intake and sending alert messages to 

caregivers, and so on [21, 22].IoT can also identify specific health issues in people and respond 

quickly to medical crises when the patient is on the go. IoT technology, such as equipment 

tracking systems, can assist healthcare businesses in lowering costs. Furthermore, it may give 

patients with tailored treatment, therefore boosting the quality of healthcare services [23].  

3.1 Remote Monitoring of Patient’s Health  

While the patient is at home, Remote Physiological Monitoring (RPM) (also known as remote 

patient monitoring) employs digital technology to watch their vital signs and intervene if 

necessary. Sensor advances, the widespread availability of cellular technology, and the falling 

prices of embedded communication devices are all paving the way for new RPM possibilities 

[24]. Clinical outcomes and service quality may be improved cost-effectively by organizations. 

It's a huge aid to the elderly, as it reduces the amount of time they spend travelling to hospitals. 

Weight, blood pressure, heart rate, glucose level, and other vital physiological characteristics 

may be monitored remotely, and necessary medical advice could be offered [25]. 
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3.1.1 Components of technology 

Recent advancements in technology including RFID, cloud computing, embedded sensors, 

actuator nodes and microcontrollers and smartphones all have altered the way patients are 

traditionally monitored [26]. 

3.1.2 Various Tools used for remote monitoring 

The health monitoring tools track the patient’s vital signs, gather the information, and send it 

electronically to a healthcare practitioner in another location for evaluation and medical advice 

in the form of suggestions to maintain track of the patient’s physical activity, remote 

monitoring equipment such as a glucose meter for assessing diabetes, a pulse meter for 

checking the patient’s pulse rate, and an accelerometer (a movement tracking sensor) are 

employed. Data is sent to a central database via smartphones, tablets, PDAs, and PCs, where it 

may be accessed and evaluated by the healthcare professional [27, 28]. 

3.1.3 Sensors  

The sensors can be worn by patients, integrated into watches, shoes, clothes, mattresses, and 

other items, or positioned in the home as a motion sensor [29]. A sensor that assesses 

physiological factors and a sensor that detects the external environment, often known as 

ambient sensors, are two types of medical sensors. The physiological sensors can be worn or 

implanted and detect vital indicators like temperature, blood oxygen saturation, heart rate, and 

blood pressure. The environmental sensors monitor variables such as room temperature, light, 

and sound, as well as to detect falls [21, 30].  

A device that monitors the acceleration of a moving body is known as an accelerometer. It is 

utilized in healthcare applications to examine and record the patient's body poster. It's also used 

to detect falls, particularly in individuals who are confined to their beds. Humidity and 

temperature sensor: This sort of sensor may be used to detect the patient's or the 

surrounding/external environment's body temperature. Sensors for monitoring temperature can 

be either contact or contactless [31]. Sweat sensor: Sweat biomarkers give a plethora of 

information about sodium, chloride, potassium, glucose, amino acids, and other substances. It 

is highly useful for diagnosing disorders like cystic. fibrosis. Athletes and patients have 

employed wearable sensors built into textiles to obtain information from their bodily fluids in 

several cases [32]. A respiration sensor is an optical sensor that is used to monitor a patient 

during magnetic resonance imaging scanning. Respiratory rate monitoring is particularly useful 

for ambulatory measures and is frequently used to monitor disorders like sleep apnoea and 

COPD. Blood glucose sensor: Glucose monitoring sensors are essential for diabetic patients to 
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monitor glucose levels in interstitial fluids continuously [33]. These devices can be bio-

implants that are inserted beneath the skin or non-invasive devices that use infrared, optical 

sensors, or ultrasonic technology. High blood pressure causes heart attacks, strokes, and other 

problems, and blood pressure can vary every minute, necessitating continual monitoring. 

Wearable sensors that employ the pulse wave approach provide reliable readings without the 

requirement for an examiner, as is the case with standard examination methods. ECG sensors 

monitor the electrical impulse that travels through the cardiac muscles. Electrodes in ECG 

sensors must contact the skin. Pulse oximetry sensor: Pulse oximetry is a sensor that measures 

oxygenated haemoglobin in the blood using a non-invasive approach. It is linked to the patient's 

fingertip, via which the light wave passes through the blood vessels. The SpO2 measurement 

is based on the fluctuation of the light wave passing through [34]. 

3.1.4 Ambulance Fitted with Sensors  

Performing diagnosis and treatment processes during ambulance transport is extremely 

challenging in many emergencies. As a result, the patient's diagnosis and treatment are delayed 

until they arrive at the hospital. Patients frequently perish in ambulances owing to a lack of 

required support systems during transit. The quality of care offered to patients has improved 

because of recent developments in healthcare, lower communication costs, and extensive study 

in the healthcare arena [35]. Ambulance telemetry is one such breakthrough in which doctors 

or medical facilities may use the automated measurement and wireless transfer of important 

data from patients within an ambulance to make essential treatment decisions. The data 

acquired by the sensors aboard the ambulance is sent to the healthcare centres, allowing the 

patient to receive the appropriate treatment while remaining in the ambulance. Ambulance 

telemetry employs a variety of technologies to offer treatment and monitor vital signs while 

the severely sick patient is transported to the hospital by ambulance [36]. Polycom/Web 

Camera: A polygamy is a gadget that is highly beneficial for consultation from a remote place. 

A polycam can be linked to the network lines and the TV at the medical facility/ambulance to 

monitor patient vitals including heart rate and blood pressure. Polycam is frequently replaced 

with a web camera. Internet: Once the healthcare organization's portal receives the patient's 

vital parameters from the ambulance, they may be utilized for online consultations with 

doctors, ensuring that the critically sick patient receives timely treatment while on the road to 

the hospital. Wireless communication: In IoT-based systems, where devices interact with one 

other from different places, wireless technology has become an essential component. 

Smartphones, GPS (Global Positioning System) units, Zigbee technology, Wi-Fi, Bluetooth, 
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and other communication devices are utilized [37]. In a remote patient monitoring system, data 

gathered from sensor nodes is transported to the concentrator or IoT gateway using wireless 

communication technologies like Zigbee or low-power Bluetooth, where it is aggregated and 

sent to the cloud for analysis. Zigbee is the most popular device for remote sensing and 

monitoring applications because of its low power consumption and extended battery life [38]. 

3.1.5 Benefits of Using Remote Monitoring Devices 

 Patients who are old, chronically sick, or have mobility problems may benefit from remote 

monitoring systems. It also allows healthcare providers to analyse patient data from afar and 

act if necessary.  Reduced Hospital Readmission: Remote monitoring devices can be wearable 

or ambient sensors that gather health-related data from patients and warn healthcare providers 

if there is a deviation from the threshold specified for each patient. This enables the healthcare 

professional to intervene quickly, decreasing hospital admissions [39].  

It assists patients in managing their health data: Remote monitoring can assist patients in better 

understanding their health conditions and, in some situations, such as diabetes, self-

administering medication as necessary. Because the patient is continually aware of his or her 

health situation, he or she may lead a better lifestyle. Reduced trip time: Patients in rural 

locations and those with mobility challenges benefit greatly from remote monitoring systems. 

The necessity to be physically present at medical facilities is no longer necessary because the 

patients' health metrics are regularly checked by healthcare specialists from a distant location 

[40, 41]. 

 

3.2 Sensor Enabled drug and equipment tracking 

Drug, patient, and device tracking is becoming an increasingly essential component of the 

healthcare business, as it promises to lower costs while still providing high-quality care to 

patients. The ability to track medical equipment and patient medication intake will aid care 

providers in managing their costs. The constant streaming data from the tracking devices may 

be utilized to successfully manage a variety of chronic conditions, lowering healthcare costs 

[42].  

3.2.1 Sensor Enabled Pills 

Sensor Enabled Pills Sensor-enabled tablets provide improved knowledge of how to manage 

complicated and chronic diseases. It enables the clinician to deliver specialized or tailored 

treatment to patients’ needs. On intake, the ingestible tablet gathers critical health parameter 

data and transmits it to a wearable device, which then sends it to the cloud as a report so that 
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healthcare practitioners may diagnose the condition and determine the effect of a medicine on 

vital organs [43].  

In addition to their normal prescription, the patient is given sensor-enabled tablets containing 

ingestible sensors. When the patient swallows the sensor-enabled pill, it enters the patient's 

stomach and sends vital sign signals to the patient's wearable device. The wearable records all 

the patient's vital signs and transmits them to both the patient and healthcare experts. Healthcare 

practitioners may use this data to keep an eye on patients, follow their activities, and make 

informed decisions about their treatment [44].  

3.2.2 Smart Pill Bottles 

Taking medications at the appropriate times will guarantee that the patient's health is in good 

hands. Patients in their senior years are prone to forgetting to take their medication and skipping 

doses, which can lead to serious complications. To significant health problems, particularly in 

chronically unwell patients. The usage of sensor-enabled smart pill bottles that identify when 

the patient has forgotten to take their prescription and offer real-time feedback is one solution 

to this problem. In non-compliance, caregivers and healthcare providers receive alarm 

messages and energy-saving smart pill bottles with built-in mobile phone technology that 

permit patients to take the correct dose of medication at the correct time. The pill container not 

only guarantees that patients take their medications on time, but it also improves income for 

pharmaceutical businesses, which would otherwise result in missed sales. Adhere Tech's smart 

pill dispenser solution keeps patients on track by monitoring the dose in real-time. It may notify 

patients when it's time to take their medicine through a phone call, text message, or flashing 

light in the bottle. It also aids in pill counting by keeping track of when the container was 

opened and how many pills were taken [45].  

3.2.3 Medication Error Reduction Using RFID 

Radio Frequency Identification (RFID) technology is frequently employed as a medical 

management solution to improve pharmacy operations as well as patient care and safety.  

RFID is utilized in drug management, particularly to keep track of medicine supply levels. 

Several medications, such as ant venom and rabies, are rarely provided to patients but must be 

ready and available in the hospital. Because these drugs have a short shelf life, are slow-

moving, and are also pricey, stock levels must be continuously monitored. When done 

manually, this process takes longer and has a higher mistake rate. Pharmaceutical companies 

employ RFID-based medication management systems to automate their restocking processes, 

and it is an effective method for reducing time, mistake rates, and increasing efficiency in 
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hospital pharmacies. An RFID tag is affixed to each of the pharmaceutical trays/containers, 

which carries information such as the drug's name, manufacturer's name, drug identification 

number, lot number, and expiration date. The system scans the tray regularly and compares the 

information to the amounts and medications allotted to the tray. It then creates a report in 

seconds on the drugs that have been ingested, those that have expired or are going to expire, 

and so on, so that relevant steps may be taken. Because the sort of care or treatment required 

is not known ahead of time, reliable forecasting of required supplies is challenging in the 

healthcare industry [46].  

Because there is no clear system in place to track inventory goods including consumables, lab 

supplies, and prescriptions, they are frequently forgotten, lost, or expired, resulting in erroneous 

inventories and needless last-minute orders. The cost of such unanticipated urgent orders rises. 

RFID-enabled refrigerators and storage cabinets can continuously monitor inventory levels and 

alert the user if the inventory level falls below a certain threshold, as well as provide an alert 

for products that are about to expire, allowing for timely restocking and ensuring that critical 

supplies are available for patient care [47]. 

3.2.4 Equipment Tracking  

Equipment maintenance, particularly medical equipment maintenance, is critical for healthcare 

institutions. However, in many hospitals, the bulk of the time is spent identifying equipment, 

or the equipment is discovered to be in use and so unable to be serviced at the allotted period 

[48]. Even the tiniest power outage or malfunction of life-saving equipment might have 

disastrous consequences for the hospital's operations [49]. The asset monitoring system may 

notify employees when equipment needs to be repaired or replaced regularly. In a hospital, 

managing hundreds of expensive permanent and mobile equipment is quite difficult. A system 

to track and monitor all these devices might be an effective option. When dealing with severely 

sick patients, having the proper equipment accessible at the right moment can be vital in 

maximizing the availability of assets that can save lives. Hospital beds, IV pumps, blood, 

stretchers, ECG equipment, ventilators, and other mobile items are frequently misplaced or lost 

in hospitals. As a large business with numerous departments sharing equipment, it is usual for 

hospitals to lose a percentage of their equipment each year, making it difficult to manage and 

find assets [50] 

 

4. Security concerns for IoT in healthcare 
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Figure 2: Architecture of IoT 

 

The Internet of Medical Things (IoMT) is an infrastructure covering the globe which includes 

a collection of applications being used for medical devices so that information can be shared 

or communicated with the user and analyzer [51]. The data collected by these devices are 

mostly used for diagnosis and clinical care. The patient’s health can be monitored and any 

upcoming threat can be avoided with the help of these connected devices [52, 53]. There are 

many expensive and challenging services that are responsible for the maintenance of a patient’s 

economy and quality of life. In the coming decade, body-worn monitoring devices will see a 

surge in their application in the daily life of patients [54]. Despite having multiple advantages 

it can facilitate a breach of privacy and the personal information of the patient in the wrong 

hands. To operate any system efficiently it is required to assure its security. The system’s 

security is related to its safety of operability. Most of the networking applications involved in 

the healthcare system work on a wireless platform which can result in a threat to the security 

of its user [55]. These security issues in this device can affect the personal and social life of the 

patient. The private data of the user can be used by any person with malicious intent to cause 

harm to the patient. Safe exchange of patient information can prevent the improper use of these 

devices. There are certain points over which the security of the devices should be addressed 

upon. They are represented in figure 2.  
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Figure 3: Security requirements for IoT in healthcare 

 

An IoT system is represented by the three-layer model which can be classified as perception, 

transportation, and Application. A specific set of technologies is being used at each level. This 

also brings about certain issues and weaknesses in the security of the system. The perception 

layer relates itself to the physical sensors being used in various devices [56]. Wireless sensor 

network, Radio-frequency identification sensors network along with global positioning system. 

Various measurement-taking hardware such as actuators and sensors are included in this layer. 

The perception layer is vulnerable to security threats via Physical mode, impersonation and 

Service denials, routing, and data transit. In physical attacks, the hardware of the IoT is being 

targeted. This also requires the attacker to be in the close vicinity of the target. It can be done 

by tampering with the node of sensors or injecting malicious code to gain access to significant 

information which can be used to alter sensitive information [57]. Sometimes a fake identity 

can also be used for collusion attacks in a disturbed environment. This is regarded as 

impersonation. The device nodes have finite functionalities which can be exploited by the 

attacker to make them unavailable to the accessing authority also known as denial of services. 

The routing path of the device can be modified at an intermediate nodal level during the process 

of forwarding and collecting the data. With the help of sniffing the integrity and confidentiality 

of the data can be hacked during its transit [58]. The perception layer is being managed with 

the help of the transportation layer which provides it with a global milieu. This layer is 
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responsible for the transformation of data and information collected to the processing device 

with the help of existing network communication. This layer is also vulnerable to routing 

attacks, denial of service, and data transit attacks. The third layer for the operation of IoT is the 

application layer. It is closely related to the user. This layer can provide smart information of 

high quality to curate the needs of the customer. Computation of the data and its resource 

allocation is also done at this level of the system. It is exposed to leakage of data, denial of 

service, and injection of malicious code [59]. The ethics of the service providers can also be 

put under the lens to evaluate the safety of these connected devices. The solutions for the 

implementation of these devices require a reach within. If a wearable device is being given for 

monitoring the patient’s in a high-risk areas such as mental health facilities then the ethical 

values of the person analyzing the data can be put under question, as if such devices and 

facilities will be able to provide protection [60].       

Most of the time IoT tracking devices work on the public network and the data that is being 

transferred can be easily intercepted by implementing various attacks such as Man in the 

Middle and Botnet over the channel of communication. In case of a data breach, remote access 

can be controlled from the stored data in the cloud which can be compromising if any malicious 

software is being used [61]. The reputation of the user can be conceded if someone hacks the 

storage or device. If we talk about sleep tracking devices, they help in monitoring the sleep of 

the patient and help in reducing the cost and promoting quality of sleep by increasing the 

treatment efficiency [62]. These device does not only track the sleep of a patient but also 

various other physiological functions too. In case any kind of breach happens in the security of 

the data. The hacker can try to disturb the sleep of the user thereby affecting the treatment. The 

profiles of the user stored in the cloud can also be used to create fake profiles which can be 

used for fake advertisements [63]. Using any IoT device requires profile creation. Most user 

gives their consent without reading the terms of data usage and privacy policy of the company. 

This willingly offered data can be easily used by various organizations for making their 

decision regarding credit analysis [64]. Such kinds of issues scratch the aspirations of the 

customer to use the services of IoT and it will reduce the actual potential that can be harnessed 

from IoT. To target mass appropriation the security issues of the customer should be addressed 

with every specific end [65].  

 

5. Ways to overcome the security concern 

IoT is connected via a heterogenous network which comes with its challenges for protection 

and security. There is a certain number of inborn vulnerabilities associated with the IoT and 
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the objects which are fitted along with it to the physical world with the help of smart objects 

[66]. The information gathered by the devices is sent to analyzing monitoring authorities. This 

transferring and sharing of data can be considered a potential boundary that can diminish the 

prospects. These devices should be able to self-diagnose any security threat and inform the user 

about unauthorized access of information by any third party. IoT devices should have 

automation for the recognition of danger and response to threats [67]. Data provenance is a tool 

that helps in the recovery of data from the point of origin to its complete history chain. Any 

kind of action and modification during the life of data is documented. This helps in getting 

information about any changes that have been made in data that can lead to its misuse. A variety 

of data models can be used to get the data provenance related to any particular patient [68]. 

Authentication, access control, confidentiality, enforcement, and mobile can be used as tools 

for a strong network protocol to personalize and secure the service model [23]. The operation 

of IoT relies on data transmission which can be easily compromised. The restricted processing 

power of IoT devices hinders convoluting them through HTTP protocol. Therefore it is 

required to have a strong intercommunication standard or unifying the IoT communication can 

help in this regard. The data transfer from the device to the central processing unit is generally 

in a raw format which makes it vulnerable. The integrity of this data can be resolved by 

transmitting an enormous amount of data over discontinuous wireless connections [67].  

 

 

                                 

 

Figure 4: Privacy issues in IoT and their solutions 

 

The privacy requirement of any device can be ascertained by identifying the externals, which 

can be doctors, devices, and patients before we allow the system resources to interact with 
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them. Privacy authentication is very important in monitoring remote patients so that their 

identity can be verified and it can be determined that the device is interacting with the correct 

person. The nodes which are authorized to interact should be activated in monitoring the patient 

remotely to check whether resource and service nodes are accessible. The nodes used at the 

patient’s end should be efficient enough to identify authorized access to the device [68].  

 

6. Conclusion 

The amalgamation of a variety of technology is required to build an IoT. Due to this 

complexity, the system becomes more vulnerable to security and privacy threats. The generic 

engineering framework involved in patient monitoring remotely should meet the security 

requirements with the help of cryptographic algorithms. These algorithms should be device-

specific to nurture the design & environment of patient-specific needs. The security and safety 

issues of a patient which arise from the application of IoT cannot be solved with the help of a 

single solution. To practice, the best security controls an informed user is also necessary. The 

management ability of the network and device automation can be of great help to deliver patient 

well-being and care. Delivering healthcare to patients efficiently and effectively, independent 

of time and location requires a new paradigm that is opened by IoT. The existing foundations 

of telemedicine have now been extended and better assessment of normal public health in a 

cohort sense has shifted the passive involvement of patient data gathering. Improving the 

outcomes for the patient and reducing the care cost are being balanced against the privacy and 

confidentiality of data and threats of cyber security. There is a vast source of data collection 

and potential to transfer clinical data, but there is a challenge to triage this data for clinical use. 

The cyber security and safety of patient data need to move faster than regulation and 

implementation of policy. The way forward for IoT needs superior standards every day to use 

the connected devices.  
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